OCT 2006 - 1 ~II~I&= 0000 e e et 11112 11 11 *16 ép@*szﬁ
Conputer, Conputer Security Setting Method, and Program Techni cal

The present invention relates to a portalll-e conputer apparatus and a
technol ogy suitable for maeking settings such as security settings.
Background Art Today, portable "nobile devices" such as nmmmmmmmmmmand
PDA (Personal Digital Assistants) are wdely used. A use ook PC
(hereinafter sinply referred to as a PC) connected to a netwyket hrough a
wireless LAN at his or her office, for exanple, nmay take the PC hone and
connect it to a nGonputernComputer Secunity Settimg Mathod, antdriognam i ne or
connect it to the network on the go through his or her cel phone. Recently,
wi rel ess LAN environnents have been provided in certain areas in stations
and business quarters. In such areas, one can connect to a network over the
wireless LAN provided. Furthernore, short-range wrel ess comunication
.technol ogi es such as Bluetooth are becom ng w despread. One can use

Bl uet oot |T‘eEHn|E§fFf1lélcPUt data comunications at his or her office, home, and
on the go a LAN access point or another device through a nodem Wen
aPCis ﬁbedpresedt fifegrdion eeiatasotmaﬂps)rtabl@cnoawum eppamadys lemdea technbogyo

(hereina r t 0 riate), the user nust change

setti ngsgon b'% 5@@8%3.19 % WM?W‘?‘?FWEE tﬁﬁﬂ LTI ~~~~~ [l ~ *c.nnnnt

[R\L[ B\\q67583.doc gnun 1 1 OCT 2006 for connecting it to a network each

time he gr he c es it into a different environment. The setting change
apforoyRaA

is obvio one because several to several dozens of settings
Today, portable “mobile devices” such as notebook PCs and PDA (Personal Digital

Assistants) are widely used.

A user of a notebook PC (hereinafter simply referred to as a PC) connected to a

network through a wireless LAN at his or her office, for example, may take the PC home
and connect it to a network through a modem and an analog telephone line or connect it

to the network on the go through his or her cellphone.

Recently, wireless LAN environments have been provided in certain areas in stations
and business quarters. In such areas, one can connect to a network over the wireless
LAN provided.

Furthermore, short-range wireless communication technologies such as Bluetooth are
becoming widespread. One can use Bluetooth to carry out data communications at his
or her office, home, and on the go with a LAN access point or another device through a

modem.

When a PC is used in different environments, such as an office, home, on the go
(hereinafter referred to as “mobile” as appropriate), the user must change settings on
the PC at least

*GO00NY *
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nust be changed and, if the changes are incorrect, the PC cannot be 11 0CT 2005
connected to the network. To solve these problens, an arrangenent is
provided in sone PCs that allows settings on themto be changed by the
sinpl e operation of selecting a using environnent in a utility displayed

on a taskbar or the like. Once setting for each of the environnments has

been made, it is not necessary to make conplicated setting each tine the

PCis used in a df{amedin®n'b LMWtk cdddWBMEhe orfsht Rerries 81 irselaefiffSrent Ong
setting such as selecting setting for home at his or her office, for

exanpl e, #BtiwOAkNEonnection failure arises. Furthernmore, even if the PC can
be connected to the network, another serious problemmay occur: if the
user is actually on the road, where a higher security level for a "nobile"
envi r onnmethe sdiongd change sevhviandy stimbbrsoime decdube sdR€rahitd bevardl desmslodgettings

security setting for "hone!, pqtential securit ole may result. |f the
secur ity ROPCDOTETES Tiindh Hi fABR b a e BET bt o CBEY St dhrith
ef fectivehatwbg prevented especially in an environment where a wirel ess LAN

or Bluetooth is used to connect to the network. The present invention has
been nmade to sol ve these technical problens. An object of the present

i nventi ony} i t - n L - es
are mmde Tasssr ARt B el e R R Cofl B S

i nvent i onthem tocbeertzmged blidhe ainimilgloperatiev ef sdedingia ysing en vsmknend rme aitilitn
environmept s always provided,.. | Sununary. of. t he i ntion] -2- [R\LIBK]
56260456, HoR i B B S 1 "R kbR b AF:gr SR M g b
conput er mppariatisisioc aBPEssaly NG: makarsmplicatat qetting regeh dart tHel BAtisarsed in a
infornati$? of other device existing around the conputer apparatus by
communi catifSEFFEATPRESt her devi ce; usage environment deternination neans
for determning the place where the conputer apparatus is used by

identifying the other device existing around the conputer apparatus based
on the acdewped. ifdbntsariseleeisonongSeltiRgsiehas shHiertine Spdng dor kameatliipgr Ger

setting Oéfﬁrcg,efop%%lg,rn@@[?ﬁ{ HrnSctRASBAuRMAAEEE MIr@ERnore, even if the PC can be

connected to the network, another serious problem may occur: if the user is actually on the
road, where a higher security level for a “mobile” environment should be set, and still uses

the PC with a lower level security setting for “home”, potential security hole may resulit.

If the security hole exists, unauthorized access from an other’s device cannot effectively be
prevented especially in an environment where a wireless LAN or Bluetooth is used to
connect to the network.

The present invention has been made to solve these technical problems. An object of the
present invention is to provide a technology that can ensure that setting changes are made

according to an environment.

Another object of the present invention is to ensure that a higher-level security

network-connection environment is always provided.

[Summary of the invention]
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where the conputer apparatus is used. Further, when the conputer ap&a]r@ﬁTu@Uﬁ
is equipped with a communi cati on neans for perform ng a comrunication by a
Bl uet oot h, the acquisition nmeans can obtgi-n a Bl uetooth device address
allotted individually to devices being capable of comunication by a

Bl uetooth fromother device as identification information. Here, it is
preferabl e that when the determ nation is that the conputer apparatus is
under a sel ecting neans

sel ects Zﬂsgﬂé\(’:éu'ﬁlloﬁ}y @%?ﬁd;b%'gwgscgg"r@@%@ar?{] teréq&‘%ed envi ronnent ,

and when the dmaensrfbnatqwnngwémmbamdsremfmmmjtoerofamlpaméwme existiag a'rdurtdhtehe
prescribed enyironnent such _as g%tqsi de,sjte sel ecting neans selects a

securi t y CORPUIG FRAAALS By hpmug Pgtwtnﬁh‘grpth?rh‘g‘?v \¢fhder the prescribed

envi ronnent . FUéé lenvirBBmzat @@térﬁﬁnéfﬁﬁﬂﬁméé@@ fok %@téfﬂﬂhhgﬁ tfhesﬁlb&é Whe?t the
control over electricity consungtl on in the con‘gut er apparatus based on

t he envi FOMPERT @ﬁﬂéfatuﬁn ishused Dy ddpotiyingaiharethes (ﬂ%wcpq)c@gggmg @round | e
WL. O5U. d I A
? %g Sea&:)u“%@-gs%%%ﬁ ont?‘] %UHF@M? e¢t9|53f|6ﬁ H?Srrmé&[ Vi HSS a net ho

for selec I ng o a conp ing the steps of:
allowi ng a por tretlaine foorqal&céinga@;mttatgjsf trme a;oquuun@* aplmratufs basédmwon the place
|nformat| Vi. ces cground t he conputer apparatus:

B{omthet ot her q .
obt ai ni n&' FFﬁ' S TBH AR H%'Sp'i‘% where the conputer apparatus is used

by.. i denFufthengvhée thée himplaer eeparrtiustis rgugpedndith e corimuhiestidHP padarisUor
based upon _the acquired information;_ and tBE| ecting security setting of the

corrputerp%’zi%%'ﬂ'”GpanC?’ﬁ‘@%%ﬁﬂor”e Vi Af Biuateethn thapasruisifien phgaes iy Obtae a

conput er BRRAGHHL Udelise UsRidrestNCallgiied] ﬁdnﬁuﬁlﬁ‘al@e%r'ééfwl‘?@é‘ BRIRe! 85pdfe of
according to whether or not identification 1nformation about the devices

i s regi sE@nawnigatiandanaiBluetaptiofiommtbendeyies aaidrntificaton mforgrations not
regi stered, the security level may be selected to a | evel higher than the
current level. The invention further provides a nethod for selecting
securi t yHsed t it ig préfezalpler thablveherc thp dietermicatiqor issthay thbecahpper afpparatus is

under a specific environment such as home or office, the selecting means selects a
security setting corresponding to the determined environment, and when the

determination is that the computer apparatus is not in the prescribed environment such
as outside site, the selecting means selects a security setting with a higher security than
that under the prescribed environment.

Further, the selecting means can also modify a setting of control over electricity

consumption in the computer apparatus based on the environment under which the

computer apparatus is located.
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acquiring device information about a device capabl e of connunicatindlhﬂghzmﬁ
the conputer apparatus; receiving security setting specified for a place

at which the device information can be -dcquired; and associating and
storing the specified security setting with the device information. In
this method, after the security setting and the device information is
stored, device information about a device capable of conmmunicating with

the computiRy iRRABGATURNES prAhidd BerhetifRE for §detiifd SBBAUMYNsABSE Tfad @EmMULE
t he acquired device information is invoked, and switching to the invoked

securi ty Gompsising therstees @lide. I n anot her aspect, the invention further
provides a prognam o, gSH%bf&gc&r@BEéra araft R ta%ﬁuﬂgpﬂéﬂ{iﬁbsatﬁ)ﬂ PR 4HBR
al'd proce he "steps of -

pr edet er mi ned process, S conprising acquiring
addr ess ifrfnotimadthen debicet aaoured treecdropater mppéitatusii cinity of the conputer

t th h Bl uet pot h-.based nmuni cation with the device;, .
2R\ LIBWK] 6750 9DtpIRing: infogmation aBoub thesplacs Whatsthe gmpiies SRRA IS b Jsed e

pl ace whedéntiiiRg ARETHthEF davieas axiktingSardsAd th¥ cdndiaiter bpbatlh ®agbdeiporeliLe
exi sting around t he conputer apparatus based upon the address information;

and sel e@cAHied dfeimaliors®ndne conput er apparatus based upon the acquired
information ab ; : r r i o .
comput e appar SESIAE SBOBHE YAERG of e EOTRINGT bARA% M thd Sodlifit inkifhagiop
PC. It rmbpubthecplacs evhese RiBAcompotdr|gpparatys ¢r used, vari ous ot her devi ces.

[ R \LI BVi, 57583, d¢_ ., gmm u - LVV6-UU4/-1JY]l 1 1 2006 ., Best de for ..
Car ryi ng 6% PRk OF OGO (R P E SR ASRPIRE v WHBIBoE &t o feiepicafion
wi th r espefotmatiormaboginthedievids is heyistared.t Ifedastifieaniemifognatichvabas th&device 1
is a di a%;r am f or, eng a'hni ng a, devi ce confi %Pr ation of .

s not registered, the security level may be selected to a level higher than the current

level.

The invention further provides a method for selecting security setting of a portable

computer, comprising the steps of:

acquiring device information about a device capable of communicating with the
computer apparatus; '

receiving security setting specified for a place at which the device information
can be acquiréd; and _

associating and storing the specified security setting with the device

information.

In this method, after the security setting and the device information is stored, device
information about a device capable of communicating with the computer apparatus is
acquired, security information associated with the acquired device information is
invoked, and switching to the invoked security information is made.

In anotherl aspect, the invention further provides a program for causing a portable
computer apparatus to perform a predetermined process, said process comprising the
steps of:

acquiring address information about a device found in the vicinity of the

computer apparatus through Bluetooth-based communication with the device;

[RALIBW]67583 . dec:gmm



a notebook PC (conputer apparatus) 10 according to the enbodinent.1@% 2006
shown in Figure 1, the PC 10 conprises a CPU 11 for performng procesgés
.based on a given control program a nemrdry 12 such as a RAM (Random
Access- Menory) for storing data to be processed, and a graphic chip 14 for
controlling imges, . displayed on a display unit (LCD) 13 which are al
connected to égHW'Bgé%fl%rTéﬁoﬁ'ﬁgo%ﬁﬁ @gggﬁmqrg t'&%ﬁﬂé\?f‘géd' aRpatayys;ig yged by
circuit lfentfingliRe I&het %le@i@@n@%tﬁq bpodrte thy cdaputsr sppdrals bBssd AipoAntHeIE
channel 17.*&«@2 connected to the Dridge circu?$)16 a?% a control?@% 20,
whi ch outapdressentaimatiphsard on signals input froma pointing device such a

keyboard 19 an h El i y ;
and Pr ogrambggw é%%?%r?ﬁghﬁ @%&E&gggﬁ n%fjst /b%%{egu@%ébstt@mag uged
Bl OS continfotraati@pboetithe pidce WherePGeldbraputer dpparatus isnysetds from t he
keyboard_19 and pointin devi ce,, The pridge circuit 16 contains . .a

(oo endheasmRRies Bonerstys 25saidios dadheyest Broutast g SUIRIEELS &k nds.
The CMOSmA20f Solff88bEPIONSA XeMbidrdlofl anyhariBauethdndevideat tery 23. Al so
connected to the bridge circuit 16 are a Bluetooth comrunication
controller (identification information acquisition nmeans, comunication
nmeans) 30 through a USB (Universal Serial Bus) 24, a cable LAN

conmmruni cation controller 31, a wireless LAN comuni cation controller 32,
and a nmodem 33 through a PCl (Peripheral Conmponent I|nterconnect) bus 25.
The Bl uetooth comuni cation controller 30 controls short-range 6 -
ur7-GvV. -vv: i -url 11 OCT 2006 w reless data communication wth anot her
Bl uet oot h- capabl e devi ce through an antenna 34. The Bl uet oot h commruni cati on

(R:LIBW)57583 doc:gmin



VI -4VUVL-VUU4L [/ -JPL

controller 30 controls conmunication with a Bl uetooth-capable device
‘within a range (typically 10 to 100 m that a radio wave received p @T nt
t hrough the antenna 34 reaches. The Bl uetooth-capable device ents a radio
wave including Bluetooth device address (hereinafter referred to as a BD
address) while power is being supplied to it. The Bl uetooth conmmrunication
controller 30 has the capability of detecting a BD address included in a
radi @eatveMasdeef yedcd hrough dbe anéennaesdiodhe cabl e LAN conmuni cation
controller 31 accesses an external network 50 through a LAN cabl e (not
shown) connected to its jack 35 to control data communication with another
conpitles PepyeRat LBVeyeionheihét wer Kesaileide hailoal esistH AN smemuni cadin on

cont rQAY &1 i BCEIRSSE S h h@heeg&@csrﬁ@émﬂﬁﬁgwaka\59n§@rOugh an antenna 36 to
control data conmmunication with another conputer apparatus over the

network 50. The nobdem 33 accesses the network 50 through a cable (not
showf)l sormett éd 8o dittgyaacki 37 evela aniagakogervdiowordortfo gwaorntial ¢at a

comNi C@b ¢ OFo ¥k t hpanot heym LUt el Apparat us der Lhegrepwork 50., Thus,
the PC_ 10 can connect to tmhe netvvork t hrough any of “the gguetéé)oth th he
Wi rele&}%‘)q_lﬂﬁ“tthe cable LAN, and the anal og tel ephone network. The cabl e

LAN communi cation controller 31 and the wirel ess LAN communi cati on

conthol | ehoid mak beigatual Ly | opl ergat ad a%oﬁwlplrils%\%loe £ AghneL{r) e ol p-

Not all of the Bluetooth conmunication contro the cable L
comBT RN L 0T T 275 32258 ReCl wir JLYEE CAR tESAMPFOSRETON 2 GHTTDIY er 32,
and tlize swdena83aareM nwadatonr ycdéstswidneoymmunbeattoriagpaaicki tiespcan be

proqu}%eggyd)ugmr;(ﬁe Proyisprn-of 1,hg Bhyeteqth cc%rgpyyﬁq |on qnontrol | er
30 a Qne | f npone of the cable LAN conmuni cation controll
ed on a display unit (LCD) 13, which are all connected

to a chlp.set 15.

The chip set 15 is connected to a bridgé circuit 16. An HDD 18

is connected to the bridge circuit 16 through an IDE channel
17. Also connected to the bridge circuit 16 are a controller

20, which outputs events based on signals input from a pointing'
device such a keyboard 19 and mousé (not shown), and an EEPROM .
(Eleétrically Erasable and Programmable ROM) 21 storing'-BIOS_
(Basic Input/Output System). The BIOS controls c¢components of
the PC 10 according to inputs from the keyboard 19 and pointing

device.

The _bridge circuit 16 contains a ' CMOS (Complementary Metal
Oxide Semiconductor) 22 for storing various settings. The CMOS
22 is continuously provided with power by a battery 23. -

Also connected to the bridge circuit 16 are a Bluetooth
communication controller - (identification information
acquisition means, communication means) 30 through a USE
(Universal Serial Bus) 24, a cable LAN communication controller
31, a wireless LAN communication controller 32, and a modem 33

through a PCI (Peripheral Component Interconnect) bus 25.

The Bluetooth communication controller 30 controls short-range
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JUy-2U002-U4"/-JP1 1 1 OCT 2006 31, the wirel ess LAN conmmuni cati on
controller 32, and the nodem 33 are provided, the PC 10 can use thel10CT 2006
Bl uet oot h comuni cation controller 30 to access a LAN access poi nt through
short-range wreless comunication and, fromthe LAN access point, access
the network 50. The PC 10 configured as descri bed above uses the Bl uetooth
communi cation controller's 30 capability of recognizing devices 1in a range
t hat fherad o aeyve feomthecPEidd reaches ahothdat emivea ddwh -empiabdrment  of

the PC 10 on the basis of_the t or o r f j in it
Vi Ci tﬁ]ietvyl.cerh§tr‘l5€uf ! %ﬁt oa ?%%%/F?‘lrr‘akes&ggcugrl %/P%érslt 0 Hmgieiadd n 11

. _ . ther settings
accorcimgralol et hal erororentomPhgufet 208 hostta @u@dtqedr%”ccﬂﬁpif’égreati on

of t ﬂ%éngimgac %%ﬁ%ge\’ﬂ;ﬁi@@_ﬂﬂ/gyb atbomoas mlesgkithad rakave waA®: shown

in I gure 1 as._an environnent deternination. . nodul e usi n
Pn ’

t he
envi FefEnte det ¥ % n3¢Fon HREPYYR40°R8 cBHGRMEat IEECHERY cont Sl
modulpa Wt osecurdgab setdévigceoati v apdafiéo (st iimg lmodinoi ddtiedotdans)

42, a. po a - in ont.E0l . Jrogul et difi;qat i on
o e e OBE B ot Lhown)
per f ®ANeFy 1fr deesies sHRBAd Gn Y7 ogfans pré n@¥%?F%‘d.t THE "SRG ret
det ergemadd Ve odol endd cold echpabhfidryat oHn degbroutin®l uet 0B h-acgipalsise -

devi ges. | [WoHOf, Lie: Buplonlh - ST Catianieontd old @inp 40 deterni ne the

envi ronme of the The conmuni cation setting control nodule 41
makes network communi cation settings according to the environnent
det ermAdedabby Lhe esvimuorrenti otetermmimsdtlieon hbdateedBes The sederingyl

- Se’t.“nflagc_&ooy{w%b @%ngrﬁ%mkﬁ@ SeEYEI tohxet Lhoos) ALl teothes
envi ronnment determ ned by the environnent . ) :
jack 35 to control data communication with another computer

apparatus over the network 50.

The wireless LAN communication controller 32 accesses the
- external network 50 through an antenna 36 to control data
communication with another computer apparatus over the network

50.

The modem 33 accesses the network 50 through a cable (not
shown) connected to its jack 37 over an analog network to
control data communication with another computer apparatus over

the network 50

Thus, the PC 10 can connect to the network'through any of the
Bluetooth, the wireless LAN, the cable LAN,. and the analog

telephone network.

The cable LAN communication controller 31 and the wireless LAN
communication controller 32 may be actually implemented as a
.single Ethernet® chip. Not all of the Bluetooth communication
controller 30, the cable LAN communication controller 31, the
wireless LAN communication controller 32, and the modem 33 are
mandatory. Network communication capabilities can be provided
through the provision of the Bluetooth commuﬁication-controllef

30 alone. If none of the cable LAN communication controllex
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determ nation nodul e 40. Information about a nunber of security setting
level s are stored in security setting information storage 44 i nplldferifid
by data stored in the HDD 8 JYy-LUUL-UU4/-JYl 1 1 OCT 2006 18. The
security setting control nodule 42 refers to this information to nmake
security settings according to the environnent. The power nanagenent
setting control nodule 43 controls the operating speed of the CPU 11 and
the it spkhy @fi rehe sspniANO e ohureir i o cccnmwhsezsvm ch&ﬂa EHeS%H@H\d mode

e ti C i the e nt of 10. Exanpl es
of t 2 égglrggﬁ%g?ggft?ﬁ%q%% ?g tcgplubse géécrlge to%&?oﬁpmmﬁpéﬁ?élgnshoms
an eiRPEBARRARE POr SRhiddref SezubPly aceesls, pwialt echt dogie" shnrtheapgesent

errbodifrenéssl Sof@fundgaiibh hena desebhbadd afgh, .when st he, user H%S? %he PC
q: hone ClQeg Bl uet oot h-capabl e devi ces, which are a printer 00 and a

nDd n1i0 are wfhin the range the Bluetooth radio wave from the PC 10

reaches mhen the user uses the PC 10 at hone. Figure 4 shows an environnent

for'M@éChKZalﬁecééhEYg$§¥§las C@EE%Ql pRhf | 86oviN | p%%%én%lgnPOdknent s
set as wl| be. des crlbeg at er _when the user uses T A7 or her
of i ‘“mwjeﬁafh%”u%?tﬁg 5ethe Bé f@Fﬁaﬂ?lHulstYorOﬁwerrefb%%@n@t@a@vlces

Bl ueitrooteh- capabl etlevi cés, whidlch avava ahmmtethEOOPca]arok@@bggs 204, and a

LAN RoCessi POl Bﬂe293v£9<5n,ﬁ§ﬁ€85knghteh%cn%‘ﬂ%rké,oe %g in the L ange
t he BIug%ﬁothoéadlo mav fromthe PC 10 reaches. ure s%
envitonfERt ™t or* WHith 4 séﬁﬁ?l??v%%%%lléar¥%ﬂ V“ﬁﬁBPF@" nTbﬁefﬁke@ént

enbeditem ticabky aekeis| | sbeudeseridiell other settings according to

that environment. -

. Figure 2 shows a functional configuration of the PC 10 having

~the device configuration as described above. As shown in
Figure 2, the PC 10 has an environment determination. module
(using environment determination means) 40, a communication
setting control module 41, security setting control module
(sétting modification means) 42, and a power management'setting.
control module (settiﬁg modification means) 43, which are
functions implemehted. by the CPU (not shown) prerforming
pProcesses based on programs preinstalled.

The environment determination module 40 collects information
about Bluetooth-capable devices through the Bluétooth
communication controller 30 to determine the environment of the
PC 10.

The communication setting control module 41 makes network
communication settings according to the environment determined

by the environment determination module 40.

The security setting control module 42 makes security settings
according to the environment determined by the environment
determination module 40. Information about a number of
security setting levels are stored in security setting

information storage 44 implemented by data stored in the HDD



JPY-2ZUUL-UVU4/-JPL

.l ater when the user uses the PC 10 on the go. The following is gssuned
here. The user has no other Bl uetooth-capable devices for his 1 Bk 2086w
use within the range the Bluetooth radi o wave reaches when the user uses
the 9 JP9-2002-0047-JP1 1 1 OCT 2006 PC 10 on the go. A

Bl uet oot h- capabl e cel | phone 300, PC 301 (which may or may not has the sane
configuration as that of the PC 10) , PDA 302, and ot her devices owned by

ot hef gpeoplgeByecexi 64 vyfettm'lrhgt heorange trﬁlﬁilﬂéletﬂQOtPeféiﬂéo geavenf Eom t he
PC 10 reaches on a trai usi.ness qgarte S, e shop pQr any

Dt hersPERE i Rnam e BFRe node el SELLRES . BEsBr a0kl & P ndr i PO

mﬁlleb91desmenbed belomL There are three itenms of security settings,
"Aut hentication,”™ "Authorization,” and "Encryption,” for Bluetooth
communi cation. The "authentlcatlon i s a _mutual _authenticatiaon between

devi TBE  ROAPLINIMCREITG SHr ofight BP et SR Wy RedHiSofdh EQMSd ScalPed a
pass&pyxamhnghsp@emanwakh¢|Oﬂmn11Gmmadheﬂ@iagaawwnthtms @on keywort @

geneLaheda puboras cally 951 Ba0To e PSS The LapLborizahion” is

a process t orne eacﬂ time a service such e transfer or
bu5|ﬂ@§§ucéF6°é§éﬁ§n§€ tge SéVﬂéPﬁﬁﬁnFoncéhﬁrBFIFﬂg mhether or not access
shoul d be pernmtted. The "encryption” is a process that is. perforned when

dat nsm t bet c f e yR%I ta by
encZ?%?.BEE%ejﬁgeﬁzgétgd ?@%ﬁ%ﬁ#lﬁ% kg§e Eﬁéu?g gggﬁﬁmgm%x%%%?gry securlty
| ev eé@ﬁtlngs The | evel of security, fromhighest to |lowest, is "honme" <

‘of fice" < "nobile". The degree of difficulty of access fronlthe PC 10 to
-an experRal 3T eSoUELe AANdAGEESEnERPM Al EXHEIIR! o €SQHLEE L0 1evel,
called *“home” in the present embodiment, 1is set as will be

described later, when the user uses the PC 10 at home.

Other Bluetooth-capable devices, which are a printer 100 and a
modem 101, are within the range the Bluetooth radio wave from

" the PC 10 reaches when the user uses the PC 10 at home.

Figure 4 shows an environment for which a security 1level,
called "office” in the present embodiment, is set as will be
described later when the user uses the PC 10 at his or her

office.

When the user uses the PC 10 in his- or her .office, other
Bluetooth-capable devices, which are a printer 200, a projector
201, and a LAN access point 202 for accessing the network 50,
are within the range the Bluetooth radio wave from the PC 10

reaches.

Figure 5 shows an environment for which a security level called
“mobile” in the present embodiment is set as will be described

later when the user uses the PC 10 on the go.

The following 1is assumed here. The wuser has no other
Bluetooth-capable devices for his or her own use within the

range the Bluetooth radio wave reaches when the user ‘uses the
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the PC 10 becones nore difficult in that order. That is, access control in
the PC 10 becones tighter in that order. If the security |evel "MhqngT 708
set, "authentication" of a device should absolutely be perforned,
"aut hori zation" may be perforned depending on circunstances, and
"encryption” of data should absolutely be perforned, before the device can
connect 10 Ur - 71 , 1 1 OCT 2006 to the PC 10. Wen the PC 10

CoNNgRt 5140, deE O . A4t hantd ca e ;%Ibf{ cH9YESEn e A fOr gati o, and

"encryption” are perforned if req ueste evi ce he securlty

| evel dEY |G SRy “%ﬁt%%ﬁtFE%tFBﬁe 5ﬁBf19&Eﬁﬁépﬁzéﬁ(ﬁ?aQﬁOﬁrﬁh@eV|ce
and ‘Pencrypti eph cfodat ansdhother ahswldk<el ywhedpenf os fREr befedia ea rﬂae,yl ce o
can ct, t0 the b u i.ghl.y confidential _business dat g, may be
exch%%ggg w\ﬁheJ]Fﬁg:E%%%ecgﬁﬁeéﬁggfgngxheV|ce WAV T h&RPIc &l |o#% t he
devi E€2Ch&f MUt i 2atrahn” aﬁdbﬂéﬁ@ﬁFGUQNﬂTWﬁﬂﬂ b@rpert@ﬁﬁed|$hm1equested
by theydewines. difadde security level "nobile" is set, access from any
devices owned by others is always "rejected" because t he hi ghest security
nmust be ensured on the go. Wien the PC 10 connects to a- device,

"aut Feampd&tsi ot bheshesdevirddy "lamedor.i zabdroa, ¥ 4dndfitencr yptdon'e ar e

absolyutiel o PEIQBeSeRUIGWY | evel s as shown in Figure 6 nay be set by the
user selecting fromsettings beforehand or a nunber of security I|evels as

shown may be provided by default. The user nust select and set. one of the
secufheyel et s thr@gescirtidmsd abovecagddmdi agttdonghe . Aemhienarnimentiiom,whi ch he

or Shgutkses e BC- Loa FehdtRate iR, POSRr & SRt AL MAES AN on .
application for setting security for the enV|ronnent As shomm in Figure

7, the application then causes the Bl uetooth
The "“authentication” is a mutual authentication between devices

communicating through Bluetooth by means of a keyword called a
passkey, which is manually input, or a 1link key, which is a

keyword generated. automatically on the basis of the passkey.

The "authorization” is a process that is performed each time a
service such as file transfer or business-card exchange is
performed for controlling ‘whether or not access 'should be

permitted.

The “encryption” is a prodess that is. performed when data is
transmitted between devices for encrypting data by means of an

encryption key generated from a link key.

Figure 6 shows exemplary security level settings. The level of
security, from highest to lowest, is “home” < “office” <
“mobile”. The degree of difficulty of access from the PC 10 to

an external resource and access from an external resource to
the PC 10 becomes more difficult in that order. That 1is,

access control in the PC 10 becomes tighter in that order.

If the security level “home” is set, “authentication” of a
device should absolutely be performed, “authorization” may be
performed depending on circumstances, and “encryption” of data

should absolutely be performed, before the device can connect
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-comuni cation controller 30 in the PC 10 to search for devices in the
range the Bluetooth radi o wave reaches (step S101) . If Bl uet 001'1'66?9
devices are found in the range, the. BD addresses of the devices can
detected (captured) The BD addresses provide the identification
information, device information, and address information about the

devi ces. The PC 10 captures the BD addresses emtted fromthe devices to -
11  dor J;h@ VP¢ L-1oV V YHhdd r theél IpOCTi ®006ongent s r ntbheadedievdsei,n t he
vicinit t.he PC 10 (step S PC 10 t, y on

noni t 8" f’f HFSHEE on a%tgut %{;’%e dé@?&gg mhosgaeLp%ﬁ@%DQ%?ngr”gsses HA%

capt Ueadrye tprarfpereh@ergogmedo iEhseRueréRt Phushatthdeyd€r can sel ect one
of devices to which power is continuously supplied from am)ng t he devi ces

just captured. The PC 10 t } pl ays.on the nonit nessage t.o
prompt  tRR REFHd e eé{ezecﬁ%fts’ycef ever fBF t he alsléqf(f‘ lca P cgl‘ﬁf’gnt

pl acea@ishew i3a@3pnThe fusere sééects, andderiteocs ya tsear i 2§ flie\;'el shonldhat

-~ pl acg 5(38%\6' rloymﬁ‘élt% HQ%@@DBgf@reuabede\pﬁ éeasﬁsc%%n%mvnd ncktgpee 6.
8 acceépts the sel ect ed and erh tered seccﬁlrlty | evel and. assqci ates

and $for é)§c|atus\ﬁ th e B9 Hoidt Yt et ect e BV 88 FHC8PBP&de such
as theerdDD,hd 8Pto HOegcsmmctshetseaJrcﬁe\ylccbevélaus;@tentnga(tstoe:rf SiD4rhel n an
envi po g%@_»t W&éﬂ%ﬁ%@@dx eSSES Ohc iy Ewﬁer w149 and @erﬁ@p@galq% are
detecte hown 1n Figure 3, for exanple, the security level "hone"

sel eE?é‘éPeﬁ}etdhé’YU%‘F i9€VigGi-stered. In an environnent where a printer 200,
a jprojector 201, and a LAN access point 202 are detected, the security

| eve&f" Qfifd CEecusSEl $Ci 8de DY ~hBB: USEr 1kS 533506 At Wit t gy B@ea@eeess and

owned by others 1is always “rejected” because the highest
security must be ensured on the go. When the PC 10 connects to
a-devicé, "authentication” of the device, “authorization,” and

“encryption” are absolutely required.

Security levels as shown in Figure 6 may be set by the user
selecting from settings beforehand or a number of security

levels as shown may be provided by default.

The user must select and set one of the security 1levels
‘described above according to the environment in which he .or she

uses the PC 10.

For that purpose, the user activates an application for setting

security for the environment.

As shown in Figure 7, the application then causes the Bluetooth

communication controller 30 in the PC 10 to search for devices

in the range the Bluetooth radio wave reaches (step S101). I1f
Bluetooth-capable devices are found 1in the range, the. BD
addresses of the devices can be detected (captured). The BD
_addresses. provide the identification information, device

information, and address information about the devices.

The PC 10 captures the BD addresses emitted from the devices to



Ur o7 " 4VVsLe~-vUVUR I TULD L

registered.as shown in Figure 4. The security setting process acconplished
through the series of steps shown in Figure 7 is required to be pérgrerpmpd
only at places, such as the user's "home" or "office", where the user

visits very frequently. At other places, the security |level "nobile" my be

set by the wuser or by default. In the process described above, settings

for performng 12 U . 3-2UU2-UM4/-JP1 1 1 OCT 2006 communi cation over the

net wookf 50mi hheadhvénesr onnehe andinseyt bigshkorCt he prsitriperss 020Q and 200
may be stored in the PC 10. For exanple, settings for using the nodem 101
in the exanple shown in Figure 3 and settings for using the LAN access

poi ntPe0BCi A0t Hd &k @t ed 5Py | ANFitGEr &P IFgr bed stpfeamat fonrt REPHSBre, a
powetrhandagarent wiebdé nghkorereagidesysesnmBNt capiyr € Wadeddmpherpeocess

described _abaoye. .For, exanp in.an environnent for which the security
N eve‘fsgﬁoﬁlgl %\ﬁelcs%( sets 't heIT%BrSOcé:gls% ng Spesd” of StRE tCﬁ?elloéngef’ﬁg?s

rot at® onhépBedonfent Hes HMIEingowayy bevppdiedd farmpamnsuppd ydevithese
conpprent Saphi£84 . are used only for controlling the AC adapter, not used
while the PC 10 is being carried around, may be shut off in, order to
reduce power consunption. Once the security setting for the environnents
has BeenPRad®, thdére PCsnDanst omattibealnign ey ot is at ve sfseldeowi gppoopess to
sel egte aus8EUEDLL ¥ etetd I foref heevOVi EgRMRAL iR Wh Chy ot hey PCoy 10§ Used.
As shown in Fi ugfo? after the PC 10 systemis activated, a request is

i ssuet” by {%%eﬂs hrough a predetermined operation, or a preset tiner

interrupt occurs, then the Bluetooth conmunication controller 30 in the PC

10 spa&cheerf Ofelects and enters a security 1level for that place
(environment) from among a number of levels as shown in Figure
. :

The PC 10 accepts the selected and entered security level and

associates and stores it with the BD address of the detected

device in storage such as the HDD 18 to register the security'

level setting. (step S104).

In an environment where the BD addresses of a printer 100 and a
modem 101 are detected as shown in Figure 3, for example, the
security level “home” selected by the user is registered. In
an enyironment where a printer 200, a projector 201, and a LAN
access point 202 are detected, the security 1level “office”
selected by the user is associated with the BD address and

registered as shown in Figure 4.

The security setting process accomplished through the series of
steps shown in Figure 7 1is required to be performed only at
places, such as the user’s “home” or “office”, where the user

visits very frequently.

At other places, the security level “mobile” may be set by the

user or by default.

In the process described above, settings for performing

j
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‘devices. within the range the Bluetooth radio wave fromthe PC 10 reaches
(step S201). Then,. the BD addresses of devices wthin the rangd toor bs
captured. Then, the environnent determ nation nodule 40 in the PC 10
determ nes the environnent of the PC 10 at the tinme on the basis of the BD
addresses captured. For that purpose, the environnent determ nation nodule
40 determ nes whether or not BD addresses associated with the security

| evel cShouricar onncoueed amdnqdthwerBD a3ddr essesacHet gl €donhBn ot hgfigwor ds,

h 1 nat i I t in t her ar not there exist devices
hat SeCFgat Pl Sl ol PO AR PO Wi rbe natobanr iry W efC
"honel'0- 13 F9P9-o0umbe47-sPrtings OCTr 2006 nshobled bedset (&t epnS202y . | f

any ofximelBDsneWnessesigasechaked Welkhihhe SeGUNIdind eMel LaNOIBl AL €
t he BD addr esses. detected, the environnent determ nati on

i ncluded
rrodul%oﬁlbg?é@%rh?n‘é}%et%’é?m? B PEOYDH 17 STIRUER LrRY oRfeRECFBR - which the
. security level "honme" should be set. Then, the security setting control

modul g8, Aeh SWhd £8ES a tE§w§§CW§ﬁa3§elrr%\fﬁ:| §§“:ELH§ used Lo Bl luefer;e\?l “(‘ﬁntt he PC

.conmuni ca}téi on _throu t he Bl uet'ooth conmuni cation contro
h

©10 (WY e SBRUFI tY FBGePToRGRE" IESCEPPS0IPOME -addiai G¥amme, in an
commenchtommeset £ png whdmtr ot hendater 4y myvehangelsetdi ngs eert,t hendPC 10

f W £atd o r e net k .50 S i far —a Lce.. (the nodem
101 [ e ehts DPpeNar df ?*2@3‘2’;“%&& 5 EHr oo e beshetat g &t
Furtﬁ@ém%%,@’f Rey T 50P6REL PEaPPY T cRHRGE Y pltitnttio SSetaammpd eovt t e imd 10 to
seltiangs fiepda cddwi ckor (trhetpeilites 110G i ACt helapxam| endh Ebgur evh3)1 avhose
BD addie&ssc h@s_ibe%@i%t %%tr%q-edo}:rtglﬁldo,t hll%ry r@@dshﬁz apy 9;1 _%Q%e@Dto

addressch associated with .
reduce power consumption.

Once the security setting for the environments- has been made,
the PC 10 automatically performs the following process to
select a security setting for the environment in which the PC
10 is used. ) ' '

As shown in Figure 8, after the'PC 10 system is abtivated,'a
reguest is issued by the wuser through a predetermined
operation, or a preset timer interrupt occurs, then the’
Bluetooth communication controller 30 in the PC 10 searches for.
( ) devices. within the range the Bluetooth radio wave from the PC
- 10 reaches  (step S201). Then, the BD addresses of devices

within the range can be captured.

Then, the environment determination module 40 -in the PC 10
determines the environment of the PC 10 at the time on the

basis of the BD addresses captured.

For that purpose, the environment determination module 40
determines whether or not BD addresses associated with the
security level “home” are included among the BD addresses .
detected. In other words, the determination module 40
determines whether or not there exist devices that would be

. found in the environment for which the security level. “home”
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the security level. "home" are not included anong the BD addresses
detected, the environment determ nation nmodule 40 determ nes whef hEr 7096
not BD addresses associated with the security level "office" are included
anong the BD addresses detected. That is, the determ nation nodul e 40
determines whether or not there exist devices that would be found in the
envi ronnment for which the security level."office" should be set (step
8204£hohfda%%.% q% adffgsses associated with the security |evel

"of fi are i1nc ude mong t'he BD addresses detected, then the
enV|ronnent determ nati on nodul e 40 determ nes that the PC 10 is in an
envi f@gnnafyt or twei adp the@asesseit Mslsevelat'eaf fuiag tﬁ@OQEQuDQtS}etlev-@len t he

secur setting contr dule 42 .swi tches the securif setting
used %ﬁ%ﬁluetébth]j%ﬁﬁﬁtﬁfga G pe#tor%%ﬁ By Ssﬁﬁuef%%fh: (#huﬁﬁbatlon
cont eoMiegend@ndf ¢¢K£Fm}n@tt@ntmedyéeur4de¢EVemlﬂe$fwbei-(@h@pPCSZGB) In
addi §sonn the &mmr@&tt Ofoselhi g Eﬁ@t gelcutr@@ IQeVéi msmféha%%ua%ttl ngs
on the PC 10 for nng cation over % g uo47-JP1 1

20062 nétShor k 5 e?o FtFﬁ&?qhﬁyef?ﬁﬁﬁQ%af?W&F cBLUhBi AP f@?hQ?%%ma
exanphe i neEugite 4)ewhdsesBDtaddr essedasi hed uwdatoeathed comfuntilvarimre, it

may @H&%H?h‘QQLJyBP@éB&@tHrbBRﬁGn@@QtQBQJ%%BQ ro13ekt 139, PN f,8epRC 10 to
settings devi ces ri-nter 200 d projector 201 1n the exanpl e

in FFGure'9) skree 8D lﬁ‘dﬁfeswé“enavés b&Rn S&é’?éct ed INOPIHEE b her Hh&nd, i f
t he Bbmaddiessdonassoctatedconthol heodséeurilt yndeveharigpdf seetiane ot

I ncl ufed pamang ddie Bihaddiessesn deLectrd, néb@o?PVEBOGETEQEtQQESr mf%‘}t' on

nodul e 40 deternlnes that the, PC 10 is in an environnent for which
secufi 3FViSR ef RfpBde™ shbul dnbdPeete*aRIE the Fda¥GR 1) s’é’t‘??ﬁgBD
address has been detected. Furthermore, it may automatically

change printer settings on the PC 10 to settings for a device
(the printer 100 in the example in Figure 3) whose BD address

has been detected.

On the other hand, if any of the BD addresses associated with
the security 1level “home” are not included among the BD
addreéSes detected, the environment determination module 40
determines_-whether or not BD addresses associated with the

' security level ”officet are included among the BD addresses
detected. ~ That is, the determination module 40 determines
whether or not there exist devices that would be'found in the
environment for which the-secﬁrity level “office” should be set
(step S§204) .

If any of the BD addresses associated with the security level
"office” are included among the BD addresses detected, then the
environment determination module 40 determines that the PC 10
is in an enQironment for which the security 1level “office”
shouid be set. Then, the security setting control module 42
switches the security level setting used in Bluetooth
communication performed by the Bluetooth communication
controlier 30 of the PC 10 to the security level "“office” (step
5205) . In addition, the communication setting control module

41 may change settings on the PC 10 for communication over the.
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-controller 42 switches the security level setting used in Bluetooth

conmmuni cation perforned by the Bl uetooth

t he

PC 10 to the security level "nobile" (step S206). In addition,

communi cation control | ek 130T @806

t he

power managenent control nodule 43 may switches to the highest power
managenent |evel setting. According to the arrangenent described above,

the PC 10 can use '
det elgiwiar it heo ervi rasegd N ewki ch 46ei PC LQhkes dtsad Angh
tti accgrdi to the epvironnent. This can

éﬁ 2SI nGoEB SRASIdtent s i n

it wmewd awdmnathereddyy erlsamee t haunaémysdarprojmmdormm

change the se

ens

whi €t xtthhe rRO k0.

1
R LG e TR bR e

Bl uetooth to search for devices in the vicinity of it to
i HtQBEtH9§||y

SeCW ey Wi 4 PNIRAL pci S o1y ded: 5 Mg opy rae%E@eyS%%E'&% af th8 BC 10 is

i nproved because the need is elininate or t

set By FRACPRIIRE tHe PEL101R s thSede¥ ARl @i fifler BREUT @nvi)r ovieme . BD
Fur tldenmsrse,s ifavtehe D idetectaed envi ronnent for which the security
"hone" or "office" should be set but devices that would be found
envi ronnent cannot be detected in the g;ocess for determning the

envPPonkBRt Yetus&asd t hef ddirdi BPorad

eH% ¢l essocamyadi cat tlon the

t he slkeicghtasty 1seclr i tyf f vet , araphbkeinciadsat amdhyS cpeovbdasiaa efsalels-

FunGLin e JR9- 2002: 0041 APL b b OGT R906, Dagddi U en, seltings

net wor K comiuni cati on, power manag

roj] ecto

devitBéd chmepdC ah?oﬂéiiéélI?“cﬁ&ﬁ@é&nﬂééérdf%@ V@lF e i sesmEAtY
det eemiened“mobhile “al snocan sb@nifdtcant | yhieApr oviee t haxdisahiy i k¥ cefinyhe PC

CONQ oM e @bueEQQEthg u%ﬁg 'QeQ@¥i99 tP§§§15%£&hﬂg§ used in

10.

Bluetooth communication performed by the Bluetooth
communication controller 30 of the PC 10 to the security level
“mobile” (step S206). In addition, the power management

control module 43 may switches to the highest power management

level setting.

According to the arrangement described above, the PC 10 can use
Bluetooth to search for devices in the vicinity of it to
determine the environment in which the PC 10 is used and

automatically change the security 1level setting according to

e user to change security

| evel
n that

ot hers,
saf e
for
ot her

the environment. This can ensure that security level changes -

——

are made according to environments in which the PC 10 is used
and thereby ensure that always an-optimum security environment
is provided. Moreover, the usability of the PC 10 is improved
because the need is eliminated for the user to change security
settings each time the PC 10 is wused in a different

environment.

‘Furthermore, if the PC 1is 1in an environment for which the

security level “home” or “office” should be set but devices
that would be found in.that environment cannot be detected in
the process for determining the environment because of the
conditions of wireless communication or others, the highest
security 1level, “mobile,” is set. This provides a fail-safe

function.
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Bl uetooth ' does not require that the PC 10 send infornation about itself
'to other deices in an environnent for which: security |evel fhéﬁ éﬁ e
be set because it does not require data comunication between b
and the devices as long as they are supplied with power. Thus, the
advant ages descri bed above can be provided with a high |evel of security
bei ng ensured. The security |levels shown in Figure 6 are provided by way of
exanple only. Two levels, or nore than three | evels- of security may be
set. Furthernore, the security |evel categories, "hone," "office," and
"mobi P e” adth HeeTbhan§ed W9 sappLOpr | R @t WNBF eoFOMMUTHE addinE secBPIEY | evel
offﬁ@ @nﬁ@nbe sgtiheera, np&bg@c@fxenvemnmﬁhsfxsuaevaaebhecuﬁerb@ desk
at o or exa

ti oom us user n that case,
et LS BT SR B e aesh S BT handgeent i Br Eepine
envuTimnsrremsocaﬁnbelsneﬁedanﬁlwhemp@oy@ sbet hgebtihe tgeptfi nhge PCan Obe
automatically changed according to the environnents. Wile Bluetooth and BD
addr esses unlquely assigned .to eV|ge . are used to identify an, environnment:
in ter 8ABSEI medtt et i'bed 1 SaboVee hé“pre@%%%n?nvéﬁF¥ﬁh i Seh6tPPnited to
thlSBlwﬁtamgbnehnﬂslBoaddressesethamatheﬁﬁc 20 exthaeges wnfbrothépndevi ces
In é@é@tcomiﬁat&&mo@t?éﬁ i on %q{jrea%se%n%%@n}n@n% Wb el eggi cAr
cel | phone network, or C addr esses na&ﬁ e used. Wien IP addresses or MAC

[

addre3SREl by e 1R eﬂﬁ?ﬁﬁflr1ﬁqﬁ¥%ﬂ cPRi t §ebf PYIREPC 1F af@SFdeRPified to
det erexguer éhdaeavcpromueiication bEEweehYy:-HUUIGC UM drdlkthe 1d4v OEds 2666

MaNngs, §i g aﬁhéf that gsagu@ad ARGy CpoWien Dagg.s! alihQn agLgEsgEsused I
a wreless or hone network are c%Pture
described a ove can be prov1ded ith a hlgh level of security :

being ensured.

The security levels shown in Figure 6 are provided by way of

example only. Two 1levels, or more than three 1levels. of
security may be set. Furthermore, the security level
categories, “home,” “office,” and “mobile” can be changed as
appropfiate.

Moreover, the same security level ~“office” can be set for a
number of environmehts such as the user’s desk at office and a
meeting room used by the user, for example. In that case,
settings for communication and power. management for each of the
environments can be  stored in the PC 10 so that the settings

can be automatically changed according to the environments. -

While Bluetooth and BD addresses uniquely assigned to devices
are used to identify an environment in the embecdiment described
above, the present invention is not limited to this

arrangement.

IP addresses that the PC 10 exchanges with other devices 1in
data communication, base station addresses used in a wireless
or cellphone network, or MAC addresses may be used. When 1IP
addresses or MAC addresses are used, devices in the vicinity of

the PC 10 are identified to determine the environment in a
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.a base station is identified in effect to determne the position in which
the PC 10 is used. Then, security settings suitable to the envi r onhB86t 286e
established. | P addresses can be used to pinpoint a particular area such as
a particular floor of an office building to determ ne the environnment of
the PC 10 even if the addresses are dynamcally allocated. Preferably,

besi des an address used for general purposes, a unique |IP address should

bg.%f‘atmfélr tshﬁ\imarrpos.@ 0&1\3\%& dﬁmsthMHé@ eambb@nnenm%.enFﬁbawe s&]lcbrtmaﬁe of
identjfying the ace in whi the P LS use t he use a base
st ataiéogrgleagosgerses‘és,gétﬁ’é & 8’5§Iec‘ielggsiotri c?rﬁ]lﬂﬁ’}@fset élrﬁotr‘f’a%kbeartfsecc?qotour& sure the
posia i dreof theatRG 10l 0 Héerthf hedt hin ered fonrento | Medidmhing ihaised. A

prog/am ¢ 08 ayh ogRticeal die ChaNGNG sSacddd 1Y 88ER| NGScuageyr didia: iy
environnents as described with resgect to the present enbodi ment may be

enb&d BRI a3t P age hetPURFAs 2hel o%F 2 FheShfdgram to be executed by a

conputer apparatus. may be stored on a storage nedi um such as a CD-ROM

DVD,; JTel Yo s 0Ls PaRApdi Sk dd @oCgmgéﬁﬁersaga?k%cm?erIeé{arshsa%s A her
nmodifications and substitutions nay be made to the configuration _and
ar r ang@eitisultdt Kd9BeeRfdedRri AV WY r ESpettt i He privsent

enbegiviesdnérihoof dapamrtd ng évem ihetspi kiddrasdescepe ofyndid qariasent

| VRl QL LECOT dpPOel2ablg, Paseied NUNtL 88 oS8T LG CPANOGRRAN Pe
reliably nmade according to environnents and a fii gh-security

net WOTIRTTect | BRIEAG Aoty h Pt by 8fRsufed, ths ryegericbed above.
17; i3 eln QG Ty 204 Ge n v 8o rGhéh 6.

For the purpose of identifying the place in which the PC 10 is
used by the use o0of a base station address, the Global
Positioning System may be used to measure the position of the

PC 10 to determine the environment in which it is used.

A program for automatically changing security settings
according to environments as described with respect to the
present embodiment may be embodied on a storage medium as

"below.

The program to be executed by a computer apparatus  may be
stored on a storage medium such as a CD-ROM, DVD, memory, OoOr

hard disk in a cémputer-readable manner.

Various other modifications and substitutions may be made to-
the configuration and arrangements that has been described
above with respect to the present embodiment without departing

from the spirit and scope of the present invention.

According to the present invention, setting changes can be
reliably made according to environments and a high-security
network-connection environment can Dbe always ensured, as

described above.



1. A portable conputer apparatus conprising: neans for acquiring
identification information of other device existing around the c&ﬁ&mnﬁmﬁ
appar atus by conmunicating with the othet8device; usage environment

determ nati on neans for determ ning the place where the conputer apparatus
is used Qﬁﬂé@@gtifying t he ot her device existing around the conputer

appar at us on the acquired identification information; and neans for
selecting a setting of the conputer apparatus based on the place where the
conput er apparatus is used. 2. The conputer apparatus of claim1l, wherein

the conputer apfpBP7akle computRl aPRAGAIMS GOBIPMfiRGIs f or communi cating usi ng

Bl uet oot h, and ; i : M

oS The i dent 1 madnseRdkaubhaheRPaion FRmAR o diet 98l BRIHAE AR
conmuni C@Dnmut@yawpabwmocmmmo@tmgrvpjﬂtme dbpadmics of claim1, wherein

the sel ecting nmeans selects settin conput er apparat us
based on the plué(a,gevﬁ{yrgnm@%g% é?t H}ﬁﬂ&% @r Ctetefﬂyekﬁ‘g &3 ﬁlﬁggc"g?ﬁf ¢ e
appar at ugogiputéridpparatubeiseiuget hBy slaleamtymgg g abtheh el @hitS eﬁﬁﬁgj idr¥us@t tHeng
corresponding to a prescribed place if the usage environnent eterm nation

means detCé’mﬁLﬁ%fsaQM@“{SI@S@Grﬁfhﬁ@ra%ﬁﬁﬂd@%'m@t'%Bﬁoré‘f‘at!% apdescri bed
place, and sel aeldh-SREUIEHinteh ddithdVot thé cBfftlier Ypbails BRGOETor IR oIRAY

for the prescri envi ron 1Tt usage €nviro nt determ natio
means detvdiafe hles computertappacatupis esedppar at us i s used outside the

prescri bed place. 5. The conputer apparatus of claim1l1, wherein the

sel ecting neans selects the setting for controlling power consunption in

t he conp@ er arﬂheratmﬁum(appiiratgst@‘ tlhin mlmevmma cbhmme}ﬁapp@rrat@é)ﬂﬂﬂ@éms
is used. 6. A nethod 1; selectin securl Biuettl g of gt
conpri si ﬁﬁ"lprﬁ@eétg]??néf or GOMFW MR, H5 NG | Pr%'ut%‘?d BBaf 9‘&@'“96 HEMSr e

i dentifi %@bui@@s ianBaetBbthodevits CHBdr@@s @%hm@ i@@m.ﬁ@a&mr Fh%‘r%étfb‘ﬁ IO ML bther
apparatus: (R "d.1B .Db;6 9%S?. doc OCT 2006 -19 obtaining

i nf or mat AEMICERRIRY @ﬁ@atﬁe&ééomﬁ@wcmm fébﬁﬁl‘ﬂ%tpoﬁbpar atus is used by
identifying the other devices existing around the conputer apparatus based

upon the
A computer apparatus of claim 1, wherein the selecting means selects security

setting of the computer apparatus based on the place where the computer apparatus is

used.

4. The computer apparatus of claim 3, wherein the selecting means selects
security setting corresponding to a prescribed place if the usage environment
determination means determines that the computer apparatus is used at the prescribed
place, and selects security setting with a security level higher than that for the
prescribed environment if the usage environment determination means determines that
the computer apparatus is used outside the prescribed place.

5. The computer apparatus of claim 1, wherein the selecting means selects the
setting for controlling power consumption in the computer apparatus according to the

place where the computer apparatus is used.
6. A method for selecting security setting of a computer comprising the steps of:

allowing a portable computer apparatus to acquire identification information

from the other devices around the computer apparatus:
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acquired information; and selecting security setting of the corrputu OBLJ%
upon the acquired informati on about the place where the conputer apparatus
is used. 7. The nethod of claim®6, wherelh-the selecting step conprises the
step of selecting the |evel of the security setting according to whether

or not the ide%i f_i,cat_ifon i.nformatjon about the device is registered

bef orehand. 8. OPHENIABHIRIGEMAHOR PRPH the RIREs ¥ihgre fha ARMPHISHAPPRERIHS ¢hused by
i nf ormat j t ! bSi i I
sotting 1Y b MneiebBos ks ARG R Ompte: bSaLfY bgse BRCH, ey
for sel e@ciuiged edamiatiorsenti ng of a portable conputer, conprising the

f i.ring device inf ' b deyi bl e . of, . ,
communi cat f ng SrERRBGCoE T E1d B i adBifer &SR pro@R Ty Bdntarmgtion
speci fi edbbat the mhee whate Wy edmpirer dppbesud Rf wodat i on  can be acquired; and

associating and storing the specified security setting with the device
information. 10. The nmethod according to claim9, after storing the

secur ity 7selti Teaffbfidte of daint .| AR theNselbbind RGO bIMEHIRT 1P TR MY
the steps of: acquiring device infornation about a device ready to
comuni cé&elecling ihe hevel b thetsecuatypsating acconing tonyhethersarcnoti the identificagion

associ at ﬁﬂomﬂé%r{ Q&)Lﬁ%gidgs'%quY@%ﬁiﬁl@aﬁé@%ﬂqﬂe and changi ng the current

security setting on the conputer i nvoked security
setting. 11. A programfor causing a portable conputer apparatus to perform

a redetermn rocess, sai rocess. co ising. the steps of: [R .
L E%q 65ess qggegmt%@ : obaeisy i oo dsniic i i _'PBr"’}Pé)PiLH?‘P 48Y6E a
devi ce f @Unet dyistBRdYithé ey oPfthd BBcuMYMBHiRY isPEIAH RIS 4 NI Slgher than the

Bl uet oot h-based communi cation with the device;
current level.

9. A method for selecting security setting of a portable computer, comprising the
steps of:

acquiring device information about a device capable of communicating with the
computer apparatus; )

receiving security setting specified for a place at which the device information
can be acquired; and

associating and storing the specified security setting with the device
information.

10. The method according to claim 9, after storing the security setting and the
device information, the method further comprising the steps of:

acquiring device information about a device ready to communicate with the
computer apparatus; |

invoking the security setting associated with the obtained device information;
and

changing the current security setting on the computer apparatus to the invoked

security setting.

11. A program for causing a portable computer apparatus to perform a
predetermined process, said process comprising the steps of:
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acquiring information about the place where the conputer apparatusy ijsgctpm
by identifying the other device existing around the conputer apparatus
based upon the address information; and2&el ecting settings on the conputer
appar atus based upon the acquired information about the place where the

conput er apparatus..is ugsed. 12. The. programof, claim 1l .wherein.the st

of Sel ect  ng t AGIIENG; AGIGss  Miormalioy AL 5 deices etth it oRe viHNE: ofsTiy
changi ng cbRpus@Cappdratusahidud® BIlefddth-based BbMMANIERIGH Wih tHSdeiBe; pProgram
of claim 12, wherein the step of selecting settings on the conputer

appar at us conp@reaéisingHefosmafionfbeukihgi place weerethe computas anpaietusys yeed ityg
- accordin . € it i nf.0 i i S

ot o chapriifgHE Thaingt dBfket s @RE BRAM L EIMPLRE indiBlls°bESed upon the
set t i ngs addradsanfosmatioar andippar at us conpri ses the step of changing the
| evel of the secur|ty setting to,a higher, level jf the agddress,infornation
about the dovi SEECUNg o bENbGR PRy il AT APParalus, bRRed: HBSBy 41 ALdpHa

information about the place where the computer apparatus is used.

12. The program of claim 11, wherein the step of selecting the setting on the
computer apparatus comprises the steps of changing the security setting on the

computer apparatus.

13. The program of claim 12, wherein the step of selecting settings on the computer
apparatus comprises the step of changing the level of the security setting according to

whether or not the address information is registered beforehand.

14. The program of claim 13, wherein the step of changing settings on the computer
apparatus comprises the step of changing the level of the security setting to a higher

level if the address information about the device is not registered beforehand.
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