1 OPTICAL MEDIA WITH CONTROL DATA IN WOBBLE [0001]
BACKGROUND [0002] Technical Field: The invention relates generally to
optical media used for information storage, and drives for reading optical
media used for information storage. [0003] Digital optical media are used
for a variety- of purposes and a varietyjof information, for example,
entertainment data, such as audio and video, and computer data, such as
text fits arfiitMrerle MERE B TH §&RBTAROE D dral Ro¥Y YL may
request specific data from the physical medium, and there is a need for
control of access to some specific data, and a need to control the actions
08P thée Afi/eCRGH ENtertaiment  data in particular, there is a general need

[ofngoPY RIRtaCtioR|CopnCanyal isaCHrityRf Aacryption keyscanthedia used for
restriction of access to data that is not encrypted. For example, in an

InfREEyRE P Cht8RaiRth Rt sy StamcH tiiveREadimg SRt dEreTagion storage.
[odeeryphidherdataicinterdally and send the resulting datatoRRdntegnated ariety of

display. If the drive is peripheral to a display, the drive may be required to

i XY dpiery Ptk A o thEHEHREP vihbte e dita e deeRyptatd computer

dansidethe displaysAsenaddiionalexample, some Vider;disks Af8st system may
intended for use only in specific geographic regions, and only trusted

regiRA SRITGITIBE ety ighd e R FRdeaViE G dies rerEoaRT access

to0RgRINGReed farcontral akacesss nidnfREmation stierad eneptical medidinment
2 [0004] BRIEF DESCRIPTION OF THE DRAWINGS [0005] Figure 1A

dajiiy, BtrBIELH e BRIPIE 2y ST Hh WRTEAEC BRIGA INAy B sk entec ity of
delQ9pBhirigure AR Hlustates anexanpleighinfarmatosrrgadedris wohblge, in an

on a disk in the system of figure 1A. [0007] Figure 1C is apian viw of an

i“@ﬁf@ﬁﬁ&%ﬁiﬁ@ﬂ?&t‘éﬁ%ﬁdﬁré‘ ﬂS‘l’Vﬁ,ifﬁag%?ﬂ&@’Pted data may decrypt the data

internally and send the resulting data to an integrated display. If the drive is peripheral to
a display, the drive may be required to send encrypted data to the display, where the data
is then decrypted inside the display. As an additional example, some video disks are
intended for use only in specific geographic regions, and only trusted drives should be
permitted to read the restricted video data. There is an ongoing need for control of access

to information stored on optical media.



of regions of control information and regions of auxiliary information.
[0008] Figure 2 is a flow chart of an example embodiment of a method for
using control data encoded in wobble. [0009] Figure 3 is a flow chart if a
second example embodiment of a method for using control data encoded
in wobble. [0010] Figure 4 is a flow chat of a third example embodiment of
method for using control data encoded in Wobble. [0011] DESCRIPTION
[0012] For some digital optical media for information storage, for example

[osomesRampaekPisksieRNHaNdiPigitel Wersatile Disk (DVD's), each data

surface has a land and groove structure, with the lands and/or groove
[OHGVIng 8 Wmu<bIdErPEala dispracBRBntICEIBd Wobbisl). BseriifolRatisry be
in{fesgxample, audio data, video data, or computer data) may be recorded

in the grooves, on the lands, or both. Additional system information (for
(0BG PR o Hh A HaFEHS Tt o EBRE O B RGN, ARaSdRtARP Mt inatibr in the
syShay berengedad in the wobble. For example, in CD's, groove wobble is

requency modulated to encode time information in more recent DVD's,

f
[OROBdIEHSy be's retiiett b Prasertictited i emedda Hatreds- with examples
ofiRfermnation AN Peiditan @l pkkdiliayionfermation  fah @xample, decrypt ion

ke 55[0013 In example embodiments of the invention, control data
[091%1) ISR Wbl BreHAT S tas FABSASpRifse e et for using control
daRependng e dpeisontrol data a drive is prohibited from taking, or

ermitted to take, or required to take, or requested to take [0014] ,

[OEB%E#F&FS&%%\‘P]“&G%T&W hfSiTRAG G EREdePWEIIET thidskpee for using
coRxample, ceaptral datssiencoded in wobble, specifies whether a drive is
[Ogermitted to send auxiliary at also ecoded in wobble, outside the drive, In

104 dotrexhmipte| RBritfor tiatal GHEOHETRIG EBBRE! 8K fiE< WRriRgy lqr using

cotlfive dstperitied forvespiired) to copy auxiliary

[0011] DESCRIPTION

[0012] For some digital optical media for information storage, for example some
Compact Disks (CD's) and Digital Versatile Disks (DVD's), each data surface has a land
and groove structure, with the lands and/or grooves having a sinusoidal radial
displacement (called wobble). User information (for example, audio data, video data, or
computer data) may be recorded in the grooves, on the lands, or both. Additional system
information (for example format information, control information, and auxiliary
information) may be encoded in the wobble. For example, in CD's, groove wobble is
frequency modulated to encode time information. In more recent DVD's, wobble may be
frequency or phase modulated to encode address information and additional auxiliary
information, for example, decryption keys.

[0013] In example embodiments of the invention, control data encoded in wobble on an
optical medium specifies drive action. Depending on the control data, a drive is
prohibited from taking, or permitted to take, or required to take, or requested to take

[0014]specified action with auxiliary information encoded in wobble. In a first example,



data (or a transform of the auxiliary data), encoded in wobble, to a
writeable area on the medium. In a third example embodiment, control
data, encoded in wobble, specifies whether a drive is requested to
compare auxiliary data, encoded in wobble, to data written in a writeable
area of the medium. [0016] Figure 1A #lustrates an example embodiment
of a drive 100 including an optical disk 102. An optical head 104 views a
land and groove structure on the disk 102 through a lens system 106. A

cor@rfratier 1a8wansformspignpls fremiherticalhead JQmintar digitah auxiliary
information. The digital information includes user data and information

daghceldecirPrsbite Wk lgomirbiler 108 irFcdmmuRicator Witk lat Kestrol data,
erdgNicei1 1 bbNe driverloQy mmay-be havt of faedtosti k0 Qrarionalby thewxiliary

drive may be a peripheral device connected to the host by a cable as

A &F e loBPYOhAIR e Hrivel fy Bl perpReraaelice Hrgable area on the

m&@MMuURicate with the prest wirelessivt, [0047) IFigure dBJllustiates,aulatapecifies
track 112 on the disk 102 with radial wobble (exaggerated for illustration)
WhthHer Skarm bid Orfigare I8 tRBh A48 bt thado EBIe fs i &itBRl gt to data written

inlocatienp d 4. Ratterns-efphase inversions define binary ones and zeros,
and information is encoded in the pattern of phase inversions of wobble.

[0R ] hagiay A WBBHIRGHAY BEEdueRy dddligtieddd entigydcluding an optical

ditRformatianplibgreace etheianaysiimaviich indoeiation eashhacencrded through
into wobble or other physical structures on the disk used for addressing

@ Rystésictadking or ARG HirHb LRt R pliBLas optial Bradelt into

diinventignntheopanticulas pncpdingmethad isdeetitapacantninifig#igaliBa encoded
user data, and/or the writeable area on the disk, is located on the da

) data
in P01 7 B tBEn e %ré%%PWé‘E}B}&aN%‘Ee“iHEMBBW&Wﬁd&Q- Tgggrive 100
milustrpiedosHaeing symmetitaan eachdsidenafithe dataipiaskildice connected

Symmetrical wobble,iiﬂmost ommon, but in general, wobble may be
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cok@RunRytbaviea fak axampleleassingle spiral track, or may have, for

[0017] Figure IB illustrates a data track 112 on the disk 102 with radial wobble
(exaggerated for illustration). In the example of figure IB, the phase of the wobble is
inverted at location 114. Patterns of phase inversions define binary ones and zeros, and
information is encoded in the patterns of phase inversions of wobble. Alternatively,
wobble may be frequency modulated to encode information. There are other ways in
which information can be encoded into wobble or other physical structures on the disk
used for addressing, physical tracking, or formatting purposes, and for purposes of the
present invention, the particular encoding method is not important. In figure IB, user
data, and/or the writeable area on the disk, is located on the data track 112 between the
areas of wobble. Note that wobble in figure IB is illustrated as being symmetrical on each
side of the data track 112. Symmetrical wobble is most common, but in general, wobble

may be asymmetrical, or on only one side of the data track.



example, multiple concentric tracks. For purposes of the present
invention, the number of tracks is not important Figure 1C illustrates a
region 116 (or portion, or segment or [0019] block) that is part of a track
on the optical disk 102. Region 116 contains auxiliary information
encoded in wobble. For convenience of illustration, the region 116 in
figure 1C illustrated as about one-fourth of a rotation of the disk.
However, the word "region™ is intended to mean a subset of a track or

(otragksthatds. toe i grnaatie,nt%m&qﬁg)ia wobhlg inheregion L16.s@nave, for
e

subset of the total information encoded in wobble for an entire track(if
CXEHBPE iSH KIRIIS SHiFAIHRALRY by SOF BriRsEKRS Oif thePecaraldBeeiiffcthe number of

rRireuiantiacksh Also iusirated imiiguiesl e isd.secondds E%Q@%,(%’i segment, or
[Ogortlon, or segment, or block) 118 of a track on the optical disk 102

OntaiRY (Cehtratarieimatich emibediedahdWobBie RaséBoitrgiontains auxiliary

iniofarmationmaydr sepRterfioty therdhdiary infRrrmationiasclivstratedn figure
re 1C, or the control information may in included in the auxiliar

fis
19!2% uaﬁaﬁd[@w‘aq%ﬁ%%zgmmé%‘faamﬂm Midknhtort 'eneodedhin v%%*diéegion"

is ImdeaamPiomdnformation. Hrdeendtion infarmation is encadrdiniePBiRoded in
then the medium ma%nneed to specify whether a drive is permitted to

wWeRNa tRdbparedttne hidamialior shdoadatih IWeHBRIRX A8 {Re@ibl for an

enbi¥ example tRdguresdArneh 6, gaptobinfermationin reginsd h&nalcentric
_specify whether a drive is permitted to send auxiliary information in region

CY RS- theS A 82T PSP e Sific e XA P RE SR Propib S8 onTpent. or

blspecifigsoauxiirrydnformaiion inia 1data stiuciwe called ExtendadRamalded in

Information, encoded in wobble. Part of are Extended Format Information

wibblredibh CaNEl 4 HRRREBIEK The BRRIREYBIodE Heilliey information, as

ilndeesyption indarmationsdniaccordance with-aispesific exanoplecaf therfisshuxiliary
. embodiment of the invention, a single bit in control byte specifies whether
NOHRVER permitted to send the decryption information in the Disk Key

[0Black autsidathgedrie,dikithe specifieexamplactaedcomtral Byb@:isis  decryption
in or}(r:noegi%gl.aItf%ggggtri%tneilrgcg?;[rilgpicfrrloirsnetr?c%clijgcsi kinKv%%bble, then the medium may need
to specify whether a drive is permitted to send that part of the information encoded in
wobble external to the drive. For example, in figures IA and 1C, control information in
region 118 may specify whether a drive is permitted to send auxiliary information in
region 116 outside the drive.

[0022] For a specific example, one proposed format specifies auxiliary information in a
data structure called Extended Format Information, encoded in wobble. Part of the
Extended Format Information is a region called a Disk Key Block. The Disk Key Block
includes decryption information. Jm accordance with a specific example of the first
embodiment of the invention, a single bit in a control byte specifies whether a drive is
permitted to send the decryption information in the Disk Key Block outside the drive. In

the specific example, the control byte is encoded at a separate location from the Disk Key

Block.



Block. 5 [0023] Figure 2 illustrates an example method. At step 200 a
drive reads control data that is encoded in wobble. At step 202, the drive
determins whether the value of the control data prohibits sending auxiliary
data outside the drive. If export is permitted, then at step 204 the drive
sends the auxiliary data outside the drize. At step 206, if export is not
permitted, then the drive refuses to export the auxiliary data. [0024] Some
drives may not be able to read information encoded in wobble. If there is

[oinformatieninwebhie that nesds tahe.acsesaibleday 2darge RRRWANAR Bfia that

drives, it may sometimes be desirable for a writing drive to copy part of

IS s YRS ARNB AR cObEER Wobsid iy adRiraanRs Arkat et reesumh the control

dabltpro@tivelyeit AReidesirahle forpuwiing. drive: 19 GORY R franstermeafat step
information encoded in wobble to writable area of the medium. As one

20dxdimple et transiohmeariiphidtiord thiladts chtsdedt intwobbfe aypert is not

peeRgiRtedewhendwristemio-the Wiileakle aneaiLy the.data in nobble maybe
an encrypted form of the data in the writeable area, As another example,

[Ofhe biaparerftotsd i visbne dhsy baeAdoiua A dierdat Biabifel there is

inWWFtiene Howeyssldtimayke destable desiprevent serae bFermation.dates, it may
example decryption keys encoded in wobble, from being ;:f%pied toa
P

SOftEEBIe ards B e ettt EHIERANMS GAPgrE PE L firdpyaiioprencoded in

wEBh @b informatieniinegion Hk3imay SReciyithal & Wiiing deuyeasle for a writing
permitted to copy the auxiliary information in region 116 to the part of the

driigusedtot a8 a5 CAaTa BaBh ¢ Vtedol tnEoeS frls imBfHARIBR R of the

méegion 418 may sperifythahing deyenmustineh, cRpatheRdiiany wobble maybe
information in re,%ion 116 to the user data area on the disk. Alternatively
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foavxdians data or adranstonn ofthe auxiian:datanisidhenblsei data@Rivobble
meg specify that copying the auxiliary data, or a transform of the auxiliary
m% c

&)nﬂ?éiel%ér} 4 qgeBb SRRt when written. However, it may be desirable to

prevent some information, for example decryption keys encoded in wobble, from being
copied to a writeable area of the medium. For example, in figure 1C, a first value of
control information in region 118 may specify that a writing drive is permitted to copy
the auxiliary information in region 116 to the part of the disk used for user data, and a
second value of the control information in region 118 may specify that the drive must not
copy the auxiliary information in region 116 to the user data area on the disk.
Alternatively or additionally, the control data may specify that a writing drive must copy
the auxiliary data, or a transform of the auxiliary data, to the user data area, or may
specify that copying the auxiliary data, or a transform of the auxiliary data, to the user
area is optional.

[0025] Figure 3 illustrates an example method. At step 300, a drive reads control data that
is encoded in wobble. At step 302, the drive determines whether the value of the control
data prohibits copying of auxiliary data. If copying is prohibited, then at step 304 the
drive does not copy the auxiliary data. If copying is not prohibited, then at step 306 the

drive may copy the auxiliary data (or a transform of the auxiliary data) to a writeable area



[0025] Figure 3 illustrates an example method. At step 300, a drive reads

control data that is encoded in wobble. At step 302, the drive determines

whether the value of the control data prohibits copying of auxiliary data. If

copying is prohibited then at step 304 the drive does not copy the

auxiliary data. If copying is not prohibitgd, then at step 306 the drive may

copy auxiliary data (or a transform of the auxiliary data) to a writable area

6 of the disk (the value of the control data may specify that copying is
offAUIred, @rmay.sRacify: thatcorying Jﬁa?pb%@%)- ifawgliany.datais.cenies may

to a writeable area of the disk, itis possible for the data to later become ‘
SPEefcive COvEREritteRlIBRHotifiddi Y A SR ItHd Yataésaidepaca of the disk,

it Qyepuuitign a5 medifipghingdyecteptlyohyadaancamplirnt systensr ahodified. For
maliciously in an attempt to subvert control process, for example to

SXgRieT e 4 EopY PobEchiBH ktemOnABHEE G e EowiEY paramtargpmpliant

syWepble s contekdata that specifiesdhatrdtive capablepfseading theample to
auxiliary data in wobble must verify that the copy of the auxiliary data in a )
ung iR e?afeR o PIRE AYEEi LV 18 Thtadto gy @aﬁi pleniFPtigdrametery ifirsyobble is

covalbetcontraldatadn negianilils maybispecitndial aereading-driveamsstobble
read auxiliary information in region 116 and compare the auxiliary data in

MyshisH D6 88 datL PR Pritfetd it d Aty iar of e Wrirdapb i bifkalyrdiven is intact.
FoliskaNpte thabilis not nesessanefor thedatadmthevaiteable atea 9fthe) that a

disk to the identical to the  auxiliary information, because the data in the

reqitgabie QB iy bas HARSIORTBR NG BUSGRAY dhtad s SocBRi%/AiseBriliary

dathecental infaraation in FraiaB klS-mass sResihwhat: theedrive sust dRiif Note
the data in the writeable area is corrupted. Optionally, if the verifyin? drive

thid & (¥Rl vyt patiEtedr Mhay dperhy st thet Ve fiiyint Thieg! to the
auk@EepPYnbmatilian: data, ok altiansforen efithe ruxibay dat to th@sform of the
writeable area of the disk if the data in the writeable area is corrupted.

KB ARIBIY FSERRAMBHS, FEHE SR THOWHEAbIA HrelTis! dBrpteRctHy What
theldvie maysbesequired toitake semathecadtion:spel asploxead past akrifying

drECg iglgkvi/ritable drive, the parameter may specify that the verifying drive must re-copy
the auxiliary data, or a transform of the auxiliary data, to the writeable area of the disk if
the data in the writeable area is corrupted. Alternatively, for example, if the data in the
writeable area is corrupted, the drive may be required to take some other action, such as
refusing to read part of the disk.

[0029] Figure 4 illustrates an example method. At step 400, a drive reads control data in
wobble. If verification is requested (step 402), then at step 404 a region of the auxiliary
data in wobble (or a transform of the data) is compared to a region of data in the
writeable area that is supposed to contain a copy of the auxiliary date. If the version in the
written area is corrupted (step 406), then at step 408 the drive controller takes appropriate
action. Step 402 is described as "requesting" because not all drives can read information

encoded in wobble. The action specified by the control data may require verification if

the drive can read information encoded in wobble.



[0029] Figure 4 illustrates an example method. At step 400, a drive reads
control data in wobble. If verification is requested (step 402), then at step
404 a region of the auxiliary data in wobble (or a transform of the data) is
compared to a region of data in the writeable area that is supposed to
contain a copy of the auxiliary date. If the version in the written area is
corrupted (step 406), then at step 408 the drive controller takes
appropriate action. Step 402 is des&b8dMS "requesting” because not all
drives can read information encoded in wobble. The action specified by
the control data may require verification if the drive can read information
efcoSPIGIOBMEUMCLAINMISNA . A optical medium, comprising: a
writeable, greansixiliary information encoded in wobble; control data
encoded in wobble; the control data specifying whether a writing drive is
permitteﬁ%’é‘%@fﬂ%‘&ﬁ%ﬂ%@‘iﬁf’@ﬁﬁ&% lea transform of the auxiliary

informatiom to theweteshle aregy #h1A @l{évsotqf&m@@lsﬁ&@%angwmfiﬁfﬂg:wming
a controller, the controller copying information, encoded in wobble on an

optical ntitirty, RyAWIeABISAredbnawe Epticialeraaiion ehiy WagtHorm of the

control dafaepcadseechiniuabblespesifigsthattie controller is permitted to
copy the information. 3. An optical medium, comprising: auxiliary

information encoded in wobble; control data encoded in wobble: a
writeablgiakeatbprviitaaile aahaving a predetermined region,

a controller, the controller copying information, encoded in wobble on an
optical medium, to a writeable area on the optical medium, only when control
data encoded in wobble specifies that the controller is permitted to copy the

information.

3. An optical medium, comprising:
auxiliary information encoded in wobble;
control data encoded in wobble;
a writeable area, the writeable area having a predetermined region;
the control data specifying that a compatible drive must compare the auxiliary
information encoded in wobble to data in the predetermined region of the

writeable area.

4. The medium of claim 3, the control data further specifying that when the data in
the predetermined region of the writeable area is corrupted, then the drive is requested

to copy the auxiliary data to the predetermined region of the writable area.

5. The medium of claim 3, the control data further specifying that when the data in
the predetermined region of the writeable area is corrupted, then the drive is requested
to copy a transformed version of the auxiliary data to the predetermined region of the

writable area.



the control data specifying that a compatible drive must compare auxiliary
information encoded in wobble to data in the predetermined region of the
writeable area. The medium of claim 3, the control data further specifying
that when the data in the predetermined region of the writeable area is
corrupted, then the drive is requested go copy the auxiliary data to the
predetermined region of the writeable area. 5. The medium of claim 3, the
cOntrdl YAt SPeUiiRgRAPWHERANE Wata in the predetermined region of

the writeahlg ataa is griuntedithendhe Aiive isresuested-19.00BYid a region of
transformed version of the auxiliary data to the predetermined region of

the writdBI8bAFedl 8 BPUCHrivef bt CH triB YAl ediptising? Hhesmtietleredium,

the_ controlien eomprATNG, infermalionwepsrdgdiriasragiomotoNeblie Rn@piested
optical medium, to data in writeable area on the optical medium, when

control d&RtECEHEBa&REIHNEBBIEBpecifies chat the < o holler is requested
to compare the information. 7. A method, comprising; reading, by a drive,
control data encoded in wobble on an optical meduim; verifying, by the
drive R iFor ARSI RS writeable area of the optical medium and

informatigpgncosied in-webble en the opticahdnediumme consisBRtal medium;
when comparison is specified by the control data. 8. The method of claim
7, furthet' CamiAsiRY. ‘C6pYiRG: BYAh& HHVE IR iRferiaticH Entsdedlifhe optical

wobble oncthereptical imnadidmto theowritableasesicobtherRpdeab megithim are
when the information in the writeable area of the optical is not consistent

with the ORISR o A COTRIH WoB SRS GHEAL L RtFcSPRHOURHA:

8. The method of claim 7, further comprising:
copying, by the drive, the information encoded in wobble on the optical
medium to the writable area of the optical medium, when the information in
the writeable area of the optical medium is not consistent with the information

encoded in wobble on the optical medium.



