WD 01135685 PCTI DKOO/ 00620 1 Systemfor electronic delivery of a personal

I dentification code. Technical Field The invention relates to a systemfor
el ectroni CWae13%68y of a PIN (Personal Identification REFBEEBde and
conprising a server secured by neans of a nunmber 5 of encryption keys and
provided with a reference code for generating the PIN code, said system
further conprising neans for encryptinq the reference code and the PIN
code generated by nmeans of the encrypti‘on keys and via connected

communi cat i ons ?&lg%nsg b%k ng.a ed tran & eort Message
Servi ce) messag N1 on the reference
code to a SI M (Subscriber I dent i ty 10 Modul e) card connected to a term nal

with input and display nmeans. Background Art Personal identification
nunber s, so-Teghrieal Bivldl codes, are presently used in many different
situations, in particular in connection with econom c transactions, in
which a credit card or a simlar neans of paynent is used together with a
terminal . [Melbvbiol! fEMibOR o Hisfith 3 EREGHiC defiverf'df 4 PINC(Pelgofidl DY the
card user during conpletion t transaction by entering I'N " code on
the term nalldmtﬂﬁeqtimdﬁntnbaacnﬁmdeompmmgasayvamelcumctlby Inbans ofia dumbeyuer . |t

Is thus ensured that the user of the cafd is identical to owner of the
card. The§ pioRlepgRHqnekeys aad prpvided W@‘ﬁ E@%@%&M@E%F&ﬂlehﬂﬁcﬁ?ﬁ%ct i on

Wi th the isg 34139 fem O?%ﬂ&%&ﬁﬁés@ﬁ&e%ﬁﬁﬁf&ﬁlgﬁgﬁﬂ%&ﬂ%ﬁéQodte*&ﬁd “”der

separ ate cover nar 'S nel conp y secure
nor very fagbde @emdmymbake;fﬂmacqbuda&@s aﬁd)matcbmxdc&ﬂtoemnttmmmh t he
card owner and thus before the qQwner can use his_car Brief Description

of the | nvemiSaBnbeing adapiedde rapsitePyS @M@ﬂagqmc %5398 SeRAInIng
PCT/ DKO010064 Qectronic signature based on the reference code to a SIM (Subscriber Identity

10 Module) card connected to a terminal with input and display means.

Background Art

Personal identification numbers, so-called PIN codes, are presently used in many
different situations, in particular in connection with economic transactions, in which
a credit card or a similar means of payment is used together with a terminal. The
15 information stored on the credit card is verified by the card user during completion
of the transaction by entering a PIN code on the terminal’s keyboard, said code being
agreed with the card issuer. It is thus ensured that the user of the card is identical to

the owner of the card.

The PIN code is usually assignéd to the credit card in connection with the issuance
20 thereof and generally forwarded to the user under separate cover as ordinary mail.
This method is neither completely secure nor very fast, as it may take several days

for the letter to reach the card owner and thus before the owner can use his card.

Brief Description of the Invention

-
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2 The object of the invention is to provide a secure, fast and efficient
syst em whi %ﬁss& ble to deliver PIN codes to the cust onEFPpKddes200r €
advant ageous™ nmanner. A system of the above type is according to the

i nvention characterised in that the SIMcard conprises neans for receiving
and storing the encrypted SVMS nessage, 5 neans for conparing the stored

el ectronic signature based on the refer@nce code in the SM5 nessage with a
reference code entered by a user of the termnal, said reference code
subsequent | y Theiobipctistilic inyentionds t provide alseawre, Sast end effigignisystemwhighits  of a

correspondi ng, encrypti ey in the SIMcard, an | owi ng
subsequent di%ﬂﬂt&ﬂéﬁ’(ermk#ﬁ?@éfﬁmﬁ g’[%ﬁl‘){—/ﬁ%}{%%g% %&@JF es on the
di splay 10 neans of the termnal, if the stored and the entered el ectronic
signatures match. It is thus only possible to be advised of a given PIN
code, if the Alggsemf ofathe pbovef type istaecording|to ¢het iventioh eharaetenisedtin ghat dicer ence
code. The exchange of the PIN cqode and the, reference cog%i made

excl usi vel y iSAMF GATECOMPESRS IS for Jeeiving gnd, piorig, fe FRELyRee I\§§nf§’ésa§8’crypt ed

by using tge %g&c@ﬁgﬁﬁg mer&tdgedﬂe%&y ’cﬁ%ﬂﬁgﬁ@ b8RE R thOfefBiide oty in 15

delivery o us obtal ned. [ hernore according to the
i nventi on t heheSMS hpsdage Withna referentencddecenterediby aswsew of theategminiak saidect r oni c

signature in the SIMcard may be generated by a data enCéﬁ/ tign al gorithm
('Er: pl e, Dgg gpfgwt ¢ Rorje sHhspnenty hetig €§%d| ,togmz_ tm‘;é@;c %Eﬁ I,QZ%B' sz ;ﬁz& h fof
at |eas | : RERY | 8 SmBarRi N 0
security 20 ogg%icﬁgk?&l?ﬁgiagﬂ%{cl}@égﬂg(g rlgg{th%:on attenpts. Moreover aggrdi ng

to the inventsubsequéir disprayusti tha FINrcodemssosiated rwitic thedsignaturéseon theadisplayser ver

may use a radi o communications link for transm.tf{ing.the SM5 nessage to
the SIM ca®d mesnnof thedermaingly if the sigredand IL? e‘?‘?"f‘ﬁ[?&“&&!%éﬁgﬂ?"é“ﬁa"%@bq& nobi | e

et o oo ® Bl YBuslBie 00E Gavigen I EEH BTN o0 M b bfiifie)y ot 1 OF

t he referencé conprise a SI X phanuneric digits, whereby
t he ref er encaefmida oiteys the hssotiatcd feferenee aidei The ekbhamgShethe PR codeand tlepl aced

reference code is made exclusively in form of encrypted data signals which can only

be decrypted by using the two unique encryption keys. A high degree of security
15 delivery of PIN codes is thus obtained.

Furthermore according to the invention the electronic signature in the secure server

and the electronic signature in the SIM card may be generated by a data encryption

algorithm (triple DES algorithm) having two keys, each key having a word length

of at least 56 bit. Such an encryption algorithm provides a high decree of security
20 against unauthorised decryption attempts.

Moreover according to the invention the commmunications means connected to the
secure server may use a radio communications link for transmitting the SMS message
to the SIM card connected to the terminal. It is thus possible to use a mobile handset

to receive SMS messages.

25 Furthermore according to the invention the reference codes may comprise at least six

alphanumeric digits, whereby the reference code may for instance be civil
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111111121121211212121 12121 ... .. .. .. ..... WD O01/35685
PCT/ DKOQ 00620 = 3 registration nunbers, account nunbers key words
and any BOALP6Bht or nati on  onl y known to the user. '%’flﬂ'{)‘%@@%‘?di ng to the
i nvention the electronic signature based on the reference 5 code nay be
transmtted to the SiIMcard in encrypted format the sane tinme as the SIM
card is provided with a unique identigication nunber. As a result,
unaut hori sed decryption of PIN codes during transm ssion thereof are
prevent ed ragiskrition nagdefs, aocountnubdberss iahekéywérdy andayaases thfofdtioh
Description of the Draw ng 10 The invention is explained in greater detail
bel ow wi t lontekenvaniodhe ¥sethe acconpanying drawing illustrating a flow chart
of a preferred enbodi nent of the invention. Best Mdde for Caring Qut the

I nventi on The systemfor electronic delivery of a PIN code shown in the
draw ng C@iﬁﬂgﬁ&%oﬁﬁn fF the SnveRlivh thedeldélidti€ Sighftureciéd 6n it ffendel Or mati on
1 (illustrated as a chart for 15 filling-in personal data) in form of

ref er enge codedemy be transmisicd ity phe M eard in eucryptpd formesttthy sams e anthet he
cerver 3 UM iiBuder PR St Mt BHREe s Sl ppindiieicry T

comuni ¢ f'itdeﬂ%p‘ﬁbﬁ Bf PINPbGUeS Qh¥ihg Grafishiibsich therdfiieqieventddna itheesetitetyy Pt ed

i nformati on fromthe platform6. The SMS service centre 8 is connected to
a SIM 20 orthe $Btemhischusceniangedcat es with a nobil e GSM handset 12 conpri sing
a keyboard 13 and a display neans in formof a display 14, said service
centre being able to transmt conpleted SM5 nessages to the SIMcard 10.

The SIM C%%&sﬁﬂ%'&qﬁe Diawinf! age 11 for storing encrypted SMS nessages
9, encryptron neans 1 or encrypting data 15 entered by a user of the
termnal 12 via the keyboard 13 and '

“»

10 Theinventionis expiained in greater detail below with reference to the accompanying
drawing illustrating a flow chart of a preferred embodiment of the invention.

Best Mode for Carrying Qut the Invention

The system for electronic delivery of a PIN code shown in the drawing comprises a
secure server 3 adapted to receive unique information 1 (illustrated as a chart for
15 filling-in personal data) in form of referenée codes 2, and encryption means 4
subsequently computing the electronic signature 5 based on the reference code 2 in
the server 3. The server 3 communicates with a so-called over-the-air platform 6
(OTA) communicating with a SMS service centre 8 adapted to receive encrypted
information 7 from the platform 6. The SMS service centre 8 is connected to a SIM
20 card 10 which communicates with a mobile GSM handset 12 comprising a keyboard
13 and a display means in form of a display 14, said service centre being able to
transmit completed SMS messages to the SIM card 10. The SIM card 10 comprises
a storage 11 for storing encrypted SMS messages 9, encryption means 16 for
encrypting data 15 entered by a user of the terminal 12 via the keyboard 13 and
25 comparator means 17 connected to the storage 11 and the keyboard 13 for comparing

the stored data with entered data. The comparator means 17 are further connected to
-
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25 conparator means 17 connected to the storage 11 and the keyboard 13 for
conparing the stored data with entered data. The conparator nsg 17 are
further conWOd/@¥8% o This Sheet Has Been Replaced |11 11&?’?“5&0%% 111
LT 1t W 01/ 35685 PCTJDKOO/ 00620 4 neans 18 for displaying the PIN
code on the display 14 of the termnal 12. Wen using the systemthe user
delivers unique information 1 in formofgqa reference code 2 to the secure
server 3. The reference code 2 is used as an input signal for generating

an el ectroni | s i tion neans
Sdn§8Lf &iﬁé’f‘*}?% Hig?@ec;o}ig "Rg %ﬁ%@ﬂﬁ ofothe teMmiN g2y P

5 4. The electronic sig via the over-the-air
platform6 to the SM5 service centre 8 for adm nistration of the SIMcard,

said service centre 8 converting e electronic signature 5 to . a SMS
nessage 9 sui%ﬂ@lﬂémwmm%%&?m’%%@m B"ggﬂf‘l’ﬁ‘gro AT uest i on

connected to ' : | ; rage 11
adapted to reé(:'c@:gvzgEa gﬁ%%@%ﬁﬁ?gg}%{ég%%ﬂgﬁ%g@g@E?gg%ﬁgal?gﬁpa?ator

means 17 ar E/ngﬁeﬂtiﬁg kin EleEtrunic sighatutes al the seroari3byshansoi theederyptionmeans
encrypted SM5 nessage 9 with the el ectroni.c_signajure 20 gege{r’ﬁltS y the

encr ypt i onSnehiheelectronic gigaatyred iy ransputiedviz the gEeraherpir glatiorm fd & of dat a
entered on the.keyboarsd | J ' f i | ture 5
and the el ectﬁgﬁﬂfecgengr?gsﬁg% %drl}élggggﬁlntmef ?’?ds I%%c%rh,esaa&;%ﬁ%ﬁl , 'Stc‘ﬁxex%crg ar at or
means 17 tr arﬁ%kﬁtrﬁliﬁkigmheﬁﬁohsmmmtgechuhﬁﬂaﬁ)ﬂﬁnﬁﬂﬁaﬁon theresf td thode 19

is to be displayed on the display 14 of the npobile handset , eby the
PIN code is cﬂﬁmdebomqvmomememﬁ tg, thyy wokile B%Pdé#b%i’ﬁﬁnﬁﬁf“mi‘s

Lo e B R AT e o il Sl
oper at i ng 100bThecdpiatact et 46 usedrfor oompuringahd electvinic signamresk inrthe GSM

network. encrypted SMS message 9 with the electronic signature 20 generated by the

encryption means 16, said signature 20 being generated on the basis of data entered

on the keyboard in the terminal 12. If the electronic signature 5 and the electronic

signature 20 entered by the user match, the comparator means 17 transmits a signal

15 to the guide means 18 that the PIN code 19 is to be displayed on the display 14 of

the mobile handset 12, whereby the PIN code is delivered to the user.

In a preferred embodiment of the invention the terminal 12 is a mobile handset such
as a cellular telephone. A SIM card (Subscriber Identity Module) is required for
operating mobile handsets adapted for communication via an existing GSM network.
20 The SIM card, which in use forms an integrated part of the electronics of the mobile
handset, contains infer alia codes identifying the mobile handset in relation to the
GSM network. This identification is necessary to enable the network to determine for
instance the position of the mobile terminat for transmission of mobile telephony via

the most advantageous transmission tower(s) in the network at the specific time.

25 The server 3 comprises software (not shown) for generating PIN codes, a triple DES
(Data Encryption Standard) encryption algorithm (reference numeral 4), an encrypted
database (not shown) containing encryption keys to all of the SIM cards registered
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20 The SIMcard, which in use forns an integrated part of the el ectronics
of the nmopbbfsseayandset, contains inter alia codes iden%?)ﬂldﬂgmt‘ﬂe nmobi | e
handset in relation to the GSM network. This identification I's necessary
to enable the network to determne for instance the position of the nobile
termnal for transm ssion of nobile tel ephony via the nost advant ageous
transni ssion tower(s) in the network a the specific tine. 25 The server 3
conpri ses software (not shown) for generating PIN codes, a triple DES
(Dat a Encr ybtheosystem anh infproaationyghout theadogoedtion rhetweehethe mambensrofr tak  4) , an

encrypted _databas not .shown) .cont ai.ni ng encryptjon keys to all of the
SI'M cards P& H‘S?’gﬂ“g&é‘s ?H?s‘ﬂ eﬁagpélé’e?ﬁg?@ﬁ‘ﬁ%cﬁy £ards A triple PES 11111
1111 1 | 1 aM6rithkh fPRReelevd 58 ot Lf tion
about, the conlnection get ween e nurr%eesgghgzpl?ﬁ%émn%eg{ﬂaglbﬁ%@gg{@@and t he
nunber s of agdinstawawhoriseddegymiomr ds. A triple DES algorithmis a

three-1level encryption process which is considered particularly secure
agai nst unaut hori sed decryption. 5 Wen the secure server 3 has received

the T ef 65 COPRACBE Sebird Berbers idd ¥Beei Akhe \Efekdick Yodd Blont B GelSer Sipd! M c21 d

nunber is valid in the system the server 3 generates an el ectronic
si gnat ur e Senifiest thatthe yseb'y SBxard mimtien is valid joi the HRENR| thevertdr Bigénersesbi ned

with the tWO-eit | east, 56 bi% ke%m ongiGng té) t he uyser's .SIM card nunber.

The el ect r 8fi CLOBiratighaiuss » Pre by Wgansof the friple ‘RES;algarithm 40 as.

uni quel y 1Qoﬁ%@@ivﬁtﬁ%e@%ﬁ'a@leﬁéttﬁfﬂ}ﬁcé@ﬁ%@foh 'Ng%éﬁ’&gﬁ e'ibéfﬁ‘lﬁf Qa:&’ﬁuiﬁ es. The
ﬁl hat t?’ue electr

coding of the SMS nessages Is adapt suc onrc signature 5
of the ref @herlsetronidesigidtire Ssisotrasmitted: toethstuseriy SINI1capd 10hs SHijhetyar d 10 and

s, ek o Sosmtied CRM B SME onBReane’ sysiam esmaaee, G sodingeaf e user
subsequent KM MBagdiGs RMHIORLh That B cRidMonf er@gﬁal?léﬁé(}%%ﬁg%\é?ﬁg of the

PIN code, the user is requested by the programvia of the
2 is stored in the storage 11 of the SIM card 10 and the user is notified that the

-~

generated PIN code is ready for use when a SMS message 9 is received by.the user's
SIM card 10.

15 When the user subsequently runs the program in the SIM card 10 enabling delivery
of the PIN code, the user is requested by the program via the display 14 of the
terminal to enter the reference code 15 on the keyboard 13 of the terminal 12. For
generating another electronic signature 20, the reference code 15 is coded by the
encryption means 16 in the SIM card 10 by means of the same encryption algorithm

20 used by the encryption means 4 in the secure server 3 when the reference code 2 was
supplied to the secure server 3. The comparator means 17 in the SIM card 10 then
compares the electronic signature 5 stored in the storage 11 and based on the
reference code 2 with the electronic signature 20 generated by the encryption means
16. If the two signatures match, the comparator means 17 transmits a signal to the

25 control means 18 indicating that the PIN code 19 is to be displayed on the display 14
of the terminal 12. If the two electronic signatures are not identical, the user is
advised on the display 14 that the reference code 15 has not been accepted and is
asked to enter the reference code 15 once more. If the reference code 15 after two

- e
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termnal to enter the reference code 15 on the keyboard 13 of the term nal
12. For g rat anot her electronic signature 20, th code 15
i s coded b;eﬁgﬁlqgsg'%gcrypti on neans 16 in the SIMcard 10 éﬁﬁnlg‘goﬁgﬁgf t he
sanme encryption algorithm 20 used by the encryption neans 4 in the secure
server 3 when the reference code 2 was supplied to the secure server 3.
The conparator neans 17 in the SIMcard6l0 then conpares the electronic
signature 5 stored in the storage 11 and based on. the reference code 2
with the el eqiditiohal ageppistill & idCoreset ahepregram i hermimatedyquidithe PiNeeste 1916. | f
the two signatures _match, the conparator neans 17 transnits a signal to the
25 control niwnet defivered juatl the gsentis fetehedm new: Fferenss gode 24Trom thy sg6Meyed on

t he di spl ay I 0a kil 2 4L i i s are
not identi caljséwFﬁ%’ %ﬂls?(gfz)ﬁ %éﬁﬂgeéédégﬁce{lﬁgo%?@%ef%x@%%é&;ﬁ%ﬂ%@%rg#er ence
code 15 has nrgde peen accepted and is asked to enter the reference code 15
once nore. If the reference code 15 after two This Sheet Has Been Repl aced
1111213273222 Tii liltrrrl WO 01/ 35685 PCT/ DKOO 00620 6 additi onal

attenpts sfill is in he... i er 1M N a he PI N code 19
i's not del vé?é’@ﬁﬁ?%&#ﬁg{aﬁg%rfwgér??@hcggeits ﬁeg@vc?}é?&ehryéﬁgee&s lc-)g@y;e’fromthe
secure serVejfered 18 ¥alddiOfhe deRvéied PIN bede. THE Rhliduébn ?fbcegs islpérfsrRatyyf rom t he
initial reference code 2. 5 in order to ensure that the delivered PIN code

i s read cor r das wsgr entpng the PINwppde shovay ancthe display 41 biydagaas phithe keyboaed,ed PI N

code. The val i.dation,process.i.s et f.or e user _entering,hg PIN
code shown o’ l}eﬁeé'hﬁli' VA lgﬁd‘ﬂ%d eﬁlgerﬁed{’ﬁgcqgg%%g?e& m%fﬁg?“éé Py f‘ft he user
i s advi sed Whgt igs PIN'6odRl ibsliRaPortta smdie o Mi?l@ﬁl@ﬂfdﬁé%ﬁ!daﬁbﬁ proeeds, the
PIN code is shown once nore on the display 14 and the validati on process

10 is reptht deirepeatedan al t ernati ve enmbodi ment the PIN code may be provi ded
in the SIMcard, when

In an alternative embodiment the PIN code may be provided in the SIM card, when
supplying the card with a unique identity code, whereby the PIN code never need be
transmitted. This is considered a more secure embodiment preventing unauthorised

decryption of the PIN code during transmission thereof.

15 The invention is not restricted to the above preferred embodiment, but may be altered

in many ways without thereby deviating from the scope of the invention.
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supplying the card with a unique identity code, whereby the PIN code never
need be wWeehsgdstted. This is considered a nore secur epefipRodee0!t
preventing unauthorised decryption of the PIN code during transnission

thereof. 15 The invention is not restricted téThﬁbove——pLeiﬂLd

enbodi nent, but may be altered I n many ways WI eviating from
t he scope of the invention. 'his Sheet/ Has Bee wmﬁmj T"
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L11rrirr1 Claimss 1. A systemfor electronic delivery of a PIN (Personal

I dentification Nunber) code and conprising a server (3) secured by neans
of a nunber of encryption keys and 5 provided with a reference code (2) for

gener at i ng1t hey Bshing it Glechanicl daliveiyesnaRINU(Personat RIFREfictiofl Nigibes) code f or
encrypting the reference code and the PIN code generated by neans of the

encrypt i onaidegomprising a servein(3e secutedchymeanscafta rlumemﬁnmrymc&)keybandng adgpt eg
N ks

on t he ot Brobidel vl ieipce g ) Bt et i BN Kol i AR et (15)

with. 10 I%Mﬁigggggmés@%f&%ﬂm%ﬁﬂg@!r@ﬁ?eﬂée&ohé)mdmefpmdode géneératgd’ | s e d

in that th ) conprises nmeans (11) for receiving and storing
t he encr ypbjemahSoﬁﬂma@eymmp keysnand via u_omectted corompnications trtheans @8k d

message ( opeing atanted it Sydncstige @) Finfiit ot et st Yo i nal
(12), sai db&ﬁ&%ﬁ%@ﬁf&&i&%&&éh)wbsm%mw)&ﬁhénaemaqeﬁﬂnﬂqw wigge an 15

el ectronic signature (20) by neans of a correspondi ng encryption key (16)
i n the 18 Mnpotmear(s}(03) andriisplaysmeans (BY), f—braraldmmdmqutlmﬂlmascpl ay of

(0% Tor e riBsnsniictns ) P R B At RS SR B o e
el ectroni chghgd\@lyfdt coriparin@itfetored electronic signature (5) based on the reference
code (2) in the SMS message (9) with a reference code (15) entered by a user of the
terminal (12), said reference code (15) subsequently being used to generate an
15 electronic signature (20) by means of a corresponding encryption key (16) in the SIM
card (10), and means (18) for allowing subsequent display of the PIN code associated
with the signatures (5,20) on the display means (14) of the terminal (12), if the stored
signature (5) and the entered electronic signature (20) match.

2. System according to claim 1, characterised in that the electronic

20 signature (5) in the secure server (3) and the electronic signature (20) in the SIM card
(10) both are generated by a data encryption algorithm (triple DES algorithm) baving
two keys, each key having a word length of at least 56 bit.

3. System according to claim 1 or 2, characterised in that the
communications means (6, 8) connected to the secure server (3) uses a radio

25 communications link for transmitting the SMS message (9) to the SIM card (10)
communicating with the terminal (12).
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2. Systemaccordlngto cl ‘5““ m mct er i sedinthat the
electronic_ 20 mgnatureM mu e server (3) ctronic
si gnat ure VO8Y3568 ¢ h ml()) Sboth are generat egﬁ&;ﬁgﬁag&g
encryption algorithm (triple DES algorithm having two keys, each key
having a word | ength of at least 56 bit. 3. Systemaccording to claim1l or
2, char acteri sedinthat tlgg comunications neans (6, 8)
connected to the secure server (3) uses a radio - 25 comrunications |ink for

transmtting stMpatBRPdAg B éfdorifork RE el precedin gc(ax,gg comuni cating with

the term naI ( . This Sheet Has Been Replaced || 10/ R O T B Y
VITl WO 41135h85r b (PC'E K9 €036 2w that reference godes. (25\18) mpmeoatdeasg sto one or
nore of the precedi clainms, characterised in that reference codes (2,

15) conpris phaygerd d’§}t§< aI phanuneric digits. 5. System according to one

or nore of the preceding claims, 5¢c har acter i sedinthat the

el ectronic signature (5) based on the reference code (2) is transmtted to
the SI'M car . ( 18ystenn aenondigg tocahef armmoretof thegpremdimgtclaims,as the SIM card (10)

is all ocaged an unique identjfication pupber. | ace f hi

S Re
characterised inthat the electronic signatr eé)§ sed on the re; ce code
(2) is transmitted to the SIM card (10) in encrypted form at the same time as the SIM

card (10) is allocated an unique identification number.




