IC Card with Built in Coprocessor for Auxiliary arithmetic, and Control

Met hod Thereof BACKGROUND OF THE I NVENTION 1. Field of the Invention The
present invention relates to an IC card with a built-in coprocessor for an
auxiliary arithnmetic such as cryptographic processing and, nore
specifically, to a technique, which is applicable to all 1C cards of a non-
contact type, a contact tyke and a conbination type, for inproving an
efficiency of a comunication protocol between an IC card and an external

device. 2. De .elated Ar ) C_c rd conpr|3|ng a plastic
card and an | : 2

nonvol atil e nenory, a CPU or a crypt ogr aphi ¢ coprocessor nounted thereon,
as conpared with a w del y- us&#ﬂi@éﬂéﬂ&iﬁh@@ﬁcan handl e a greater anount
of data and is superior in security. Therefore, the use of the IC card has
begun to extend in various applications. The K) card is classified into a
contact type, a non-contact type or a conbination type. The contact type

| C card BACKRGREBUAND QRAHKANVENTIONd on the surface thereof is inserted
into an external reader/witer, so that power is supplied and the data is
exchanged. Fivldughhe Theetigomi nal s. I n the non-contact type IC card, an
antenna coil is brought into a nmagnetic field generated by a reader/witer

using an el ect MpEBHREEN CinvieR€ivalieditel €6 AR L eatd @E@PY budtsHppl y power or to
exchange data with radi o wave (carrier frequency of, for exanple, severa

to sever ahptRBESsdfoMiR)auxiliary arithmetic such as cryptographic processing and,

more specifically, to a technique, which is applicable to all IC cards of a non-
contact type, a contact type and a combination type, for improving an
efficiency of a communication protocol between an IC card and an external

device.

2. Description of the Related Art

An IC card comprising a plastic card and an IC chip (semiconductor
integrated circuit device) such as a nonvolatile memory, a CPU or a
cryptographic coprocessor mounted thereon, as compared with a widely-used
magnetic card, can handle a greater amount of data and is superior in
security. Therefore, the use of the IC card has begun to extend in various
applications. The IC card is classified into a contact type, a non-contact
type or a combination type. The contact type IC card having metal
terminals arranged on the surface thereof is inserted into an external
reader/writer, so that power is supplied and the data is exchanged through
the terminals. In the non-contact type IC card, an antenna coil is brought
into a magnetic field generated by a reader/writer using an electromagnetic

induction technique thereby to supply power or to exchange data with radio



The conbination type I1C card has interfaces of both contact and non-contact
types. In recent years, the non-contact type IC card. has begun to be
widely wused for its operating convenience. (Problemregardi ng power supply
of non-contact type IC card) In non-contact conmunication using the
non-contact type 1C card or the conbination type |IC card, power is
supplied to the. IC card froma reader/witer by electromagnetic

i nduction. Therefore, the I1C card cannot be driven with a | arge capacity

of power_and has.only a small .capacity of wer su | non- cont act
Cype 1 C aAE Rt bttt ot B B TR teis o M 1 Sed.
The currgntly avail.able | C car cansunes a .consi derabl e anount of current
for readih ,cowﬁlvﬁﬂanéyp%f‘ésqaﬁg hasra terdaces; o Poba CRBIARORAE 1A RENGEY or by a
coprocessor for cryptographic operation described above, and therefore the
probl em F¥950s & rRerit e Epilianoysoriact ke Hosardheabegrartade widelybl em
regardi ng conmmuni cation in non-contact |IC card)) The communi cation met hod
of the presd Mniys aperatorg ewtverygece. C card. is standardi zed by | SO 14443
type B (ASK 10%, for exanple,, and uses the |ow depth nodul ation. The

| ow- depth nodul ation is defined as a conmunication wth a | ow nodul ati on
rate of, e.g., 10 %the nodul ation rate being defined by the follow ng

expr essi 6Probldmweghrdiggnesteit cugpie of mexidobacti tstpb I6n@edand the mi ni mum
width Amn of a signal used for the comunication. Mdul ation rate =

(Amax- Am n) / ( AT oh-dfitAdt commuhicdtion GSingaledani-fortiadtityaid MMcar] 6 | ght
vol tage change affects the comrunication quality. During comrunication,
t her ef or ghe cbmb$nation type IC card, power is supplied to the IC card from a

reader/writer by electromagnetic induction. Therefore, the IC card cannot

be driven with a large capacity of power and has only a small capacity of

power supply. In the non-contact type IC card, therefore, power

consumption is required to be minimized. The currently available IC card

consumes a considerable amount of current for reading, writing or erasing

the data in the nonvolatile memory or by a coprocessor for cryptographic

operation described above, and therefore the problem is posed how to supply

power 1n a non-contact manner.

(Problem regarding communication in non-contact IC card)

The communication method of the proximity non-contact type IC
card is standardized by ISO 14443 type B (ASK 10%), for example, and uses
the low-depth modulation. The low-depth modulation is defined as a
communication with a low modulation rate of, e.g., 10 %, the modulation
rate being defined by the following expression (1) with respect to the
maximum width Amax and the minimum width Amin of a signal used for

the communication.



i ndi spensabl e to suppress the current consunption as far as possible.
Because of this restriction, the arithmetic operation of the coprocessor
and the witing, erasing or reading operations of the nonvolatile nenory
are convention ally difficult to performduring coin rounication. (Problem
regarding setting of frame waiting tine) An initial response in

conmuni cati on between the non-contact type |IC card and the reader/witer
is standardi zed by |1SO 94443 3. . A processing flowhart of the

non-contact ty. | C card is shown in Fi 1. A protaqcol, for communication
bet ween t he noﬁl%é&g‘f%%‘% ralpye (pmax T:g’r‘ﬂmggﬁﬂwt’h'éﬁ“é er-/(\}\ii ter after initial

response is also standardi.zed by 1.SO 14443-4. The initigl response is
started by thelqgéﬂlaot"ﬁaﬁpﬂhﬁl '%loguﬁﬁhghb’f’()lt?%glh@?g% eetsttheype. 1C card
is turned on by the energy fromthe reader/witer and a REQB command is
sent frofempauteader awalityr PurigcanonuaaeationibeREOR, dband is to request
t he non-cont act t{pe IC card to nmke preparation and contains an

appl i cat irohspéerdable tesappiess thAEhyrerdreconatmpitiont s fanfay pessilda. par anet er
WARM) and a circuit redundancy check code (CRC). The non-contact. type IC,
card t haBebasse ety eektileaoRECHR: asithmredic gefatds of ke coprceskoneadof t he
application field identifier (Al; 1) in the REQB conmand, determ nes the

upper |i gihé weitihfeerasifizesr Nadhgd opBritivrs @thediommlatilefme@riamne cont act
type 1C cards fromthe attribute information {FARM and, then, returns an

ATQB 1 espeiipéhtidh dIRedifi&ad eb pkfor Bl duirihg cObfBuhfRepRASE IS a request
response signal to the REQ@B conmmand and contains information such as a

pseudo uni que

(Problem regarding setting of frame waiting time)

An 1nitial response in communication between the non-contact type
IC card and the reader/writer is standardized by ISO 14443-3. A
processing flowchart of the non-contact type IC card is shown in Fig. 1.

A protocol for communication between the non-contact type IC card
and the reader/writer after initial response is also standardized by ISO
14443-4.

The initial response is started by the fact that the power supply of
the non-contact type IC card is turned on by the energy from the
reader/writer and a REQB command is sent from the reader/writer to the IC
card. The REQB command is to request the non-contact type IC card to
make preparation and contains an application field identifier (AFI), an
attribute information parameter (PARM) and a circuit redundancy check
code (CRC).

The non-contact type IC card that has received the REQB command
detects the coincidence of the application field identifier (AFI) in the REQB

command, determines the upper limit of the number N (N = 1 in this



identifier (PUTT), application information (application }data), protocol
information and a circuit redundancy check code (CRC). By receiving the
ATQB response, the reader/witer acquires the information. Once the
non-contact type IC, card returns the AT response, receives an AVPRI B
command and returns an ATTRI B response, then the initial response is
conpl eted and the non-contact type IC card proceeds to an active node.
After that, commni cati on is carried out between the non-contact type IC
card and t e _read ter wi th the protocol stagdardl ed by 1SO 14443-4.
Nor mal | yempRdipen éhf F‘L‘)@rcotnrtéﬁ;fs%p@g[cac%} et f‘ﬂé“?f‘oncont act type
IC . card u5| ng t he proSocoI descri bed above. The non-contact type IC card
execut esitfpenphepdEARN) padpthen, ﬁ@tlflﬁlst%ArT&]%lleﬁwaS@rﬁﬁﬁhé and transnits
the result of executing the conmand to the reader/witer. The non-contact
type | C veader/wigter. r dw HTQH respDESELEETequestaredpbyse figngl thtleck from t he
reader/witer, proceeds to the halt node. As hang as the non-contact type
| C card REQB cbaimambdad cnkt yintshefodiPRi oo swen ds aansdnelo ureqaeved from t he
reader/witer. The WUPB command pernmits the non- contact type IC card to

per f or m idwntifpar @UPD, Appheaich infolmdtiog (pplicates e datOnpedtoddll coi nci dence
again of all the initial response operations. The protocol information

cont ai neghfofmbiiRn/thfda ceeRoNsRlundane cheBEQRICREND BY reb@vidggheof initial
response includes the paranmeters required by the non-contact type. I1C card

for COW‘TQBterﬁbr%éCﬂlél?eéd&/wbhter AEANSAE &3 ifor@hBoRNd the maxi mum frame
size, which in turn includes th

Once the non-contact type IC card returns the ATQB response,
receives an ATTRIB command and returns an ATTRIB response, then the
initial response is completed and the non-contact type IC card proceeds to
an active mode.

After that, communication 1s carried out between the non-contact
type IC card and the reader/writer with the protocol standardized by ISO
14443-4.

Normally, the reader/writer transmits a command to the non-contact
type IC card using the protocol described above. The non-contact type IC
card executes the process corresponding to the received command and
transmits the result of executing the command to the reader/writer. The
non-contact type IC card, upon receipt of a DESELECT command by the S
block from the reader/writer, proceeds to the halt mode. As long as the
non-contact type IC card is in halt mode, only the WUPB command can be
received from the reader/writer. The WUPB command permits the non-
contact type IC card to perform the operation from and including the
detection of AFI coincidence again of all the initial response operations.

The protocol information contained in the ATQB response to the



paranmeter FW used by the reader/witer to set the frame waiting dine, The
reader/Witer, after receipt of FW, executes the cal culation of the

foll owi ng expression (2) and sets the frane, waiting time FW. FW --- (256
x 16/0 x Yj~' _ (2) In the above expression (2), fe is the carriertrequency
generated by the reader/witer and standardi zed as 13.56 MHz. According to
the 1SO standard, FW is assigned the value of0 to 14 (corresponding to
FWI of about 302Vst oabout. 1949i ns). The specific value of FW to be

enpl oyed_ i s determ ned by the pon -contact type |IC card Therefore, the
non-con BE@ CORAHAT} aEéb%“i‘%eP HHF‘F’EH"%H?“@S 5@ s the PRERBEHAS process
thereof within the tirne correspaonding to tbe FW transmtted to the

r eader / wigquared by, the goneeasaciype Iﬂ\“eal'%(fﬁl‘ sommzenicalign suchagrtderit| s to
conmplete the internal process within thc, particular time, the

r eader / whlansgrssign gateranddh e troatiandindramieesipe, ockish iaguantippideather r or .
Durin ~g the protocol coin municati on according to | SO 14, 143-4, assune
t hat t hepaame@rtB usgddyl thecmadet/aitterito set tmpfieinee tadting timeess wit hin
the frarne waiting tine of the readerlwiter. The non -contact type IC

card i s Taguendeér/veiteeoufest rdcbip trofdFOFI " ddcuess the cadxilan@dntdfahkbr nue wai ti ng
time and extend the time-out error determnation time of the

r eader hxfdlloaving Bxpressivn 2)catd satsahefraasdy Heinseamed W T reader/witer and
the non-contact type IC -card for extension of the frane waiting tine is

speci fied by theyprobagal 1gkandard of(o) SO 1.4, 143-4, Currently, the long
internal process required of the non-contact type IC card 5 includes the

g: : : Bgﬁtelt ICCf OF 1Y #hé QHSvEBES YRR SR Y Phé QRGO L 8%yt Bhera PR ByESSOr
the reader/writer and standardized as 13.56 MHz. According to the ISO
standard, FWI is assigned the value of 0 to 14 (corresponding to FWT of
about 302 ps to about 4949 ms). The specific value of FWI to be employed
is determined by the non-contact type IC card. Therefore, the non-contact
type IC card is required to complete the internal process thereof within the
time corresponding to the FWI transmitted to the reader/writer. In the
case where the non-contact type IC card fails to complete the internal
process within the particular time, the reader/writer is permitted to handle
the process as a time-out error. During the protocol communication
according to ISO 14443-4, assume that the non-contact type IC card fails to
complete the process within the frame waiting time of the reader/writer.
The non-contact type IC card is required to request the reader/writer to
extend the frame waiting time and extend the time-out error determination
time of the reader/writer. The communication command between the
reader/writer and the non-contact type IC card for extension of the frame

waiting time is specified by the protocol standard of ISO 14443-4.

Currently, the long internal process required of the non-contact type IC card



In the, case where FW is set to a value as large as 14 in the initial.
response, for exanple., long tine.-out determnation tine. is always set in
the reader/witer. Under such a condition, a fault occurs in the internal
process or comuni cation of the non-contact type IC card for other

commands reqgi~iring no tine extension, and the reader/witer cannot
correctly receive the response of the non-contact type. IC card to the
command fromthe, reader~wnter. Then, the. reader/witer undesirably would
consune nore._thne than necessary to determne the fault of tine-out error,
resul ti nfgndes de aatlynghiedopernensaReyPipRédenspEOn tREUIAS TR til e

initial response is desirably set to as small a val ue as possible taking
the ovetoHPressex pethaede. of the 1 C card systern into consideration. Tn the
case where the FW is set to a value as small as 4, for exanple, taking

t he perfor manch tlodf cadeewherec B syt émai vitlue esrdaigreasn i on-the modmaler . t he
coproces~~)r arithnetic mav require the arithinetic tinme |onger than the
frame wardéspogst;foe eabnipie, loagdantwnittdeternimatopetimd 13 dlhiayspevoht ene of
setting the frame waiting time, a nethod m ght be conceived in which
comuni ca¢adut/wat@st abhidshaschbetvediion, hefaulieadars W itheint@pgal he non

contact type TC card for. extending tile ftanme waiting tinme utilizing the

tiroer ipi&lekyBt cOmniigichtibl ofyhb MohvedBet GPRITEEEAHOMor ofhdit Bt C, The
request (cornmunication) issued for extending the fraine, waiting thne

durin-g bhgndiid ifin8ind fmCOREASHHS Ahd tB@‘&%K&ér/w?R@f chiffot, COMMuNI cat i on

process to the ori g nal "arithnetic process and | ncreases the power

constan pha I8 5 Wb AR RS g, 1o

reduces. command from the reader/writer. Then, the reader/writer undesirably
would consume more time than necessary to determine the fault of time-out
error, resulting in a deteriorated performance. 'Therefore, the FWI for the
initial response is desirably set to as small a value as possible taking the
overall performance of the IC card system into consideration.

In the case where the FWI is set to a value as small as 4, for
example, taking the performance of the IC card system into consideration,
however, the coprocessor arithmetic may require the arithmetic time longer
than the frame waiting time of the reader/writer.

To cope with this problem of setting the frame waiting time, a
method might be conceived in which communication is established between
the reader/writer and the non-contact type IC card for extending the frame
waiting time utilizing the timer interrupt or the like during the coprocessor
arithmetic. The request (communication) issued for extending the frame
waiting time during the arithmetic of the coprocessor, however, adds the

communication process to the original arithmetic process and increases the

power consumption. As a result, the communication distance of the non-



Therefore, it is difficult to inprove the efficiency by this nethod. Al so,
the processing tine of the coprocessor arithnetic varies with the type of
arithnmetic executed by the arithnetic coprocessor and the paraneter applied
to the arithmetic coprocessor. Currently, a plurality of cryptographic
processes or a plurality of paraneter processes even for a single

crypt ographic process are required, and it is difficult to predict the

need to extend the frane waiting tine by tabling the processing tine in
advance. As far as_the pon-contaci type I1C card current|y used is

concer netP ARk REIoY Fa’E‘ﬂ’é @B’r’rfﬁﬂﬁdtc%ﬁ Cqramapcgigen étﬁ%litlg" Baesigedne frame
g time and the extension of the frane waiting tinme is set_ in the

r eader / wi peggioppabredidiieeliip mppapye thredspmmsydesthisapethodeti c. Setting the
frame waiting time in the reader/witer is a tenporary process, and the
frame waiting Alseethé processieedementthercopgoqeesaroasthmetit variesivwithl val ue
upon conpletion of one comrand process of the non-contact type IC card
(upon t tlasypesef mnthottit keecwspdiysthe aritheetornpridessortdral theader / writer) .
An exanpl e of the conventional nethod of setting the frame waiting tinme is

shown i nphigmeter Agdivddionidhed arithactonvenicessuzl rirbodtly shobwrality oFi g. 2,
the reader/witer and the non-contact type I1C card operate as descri bed

bel ow i ncagrepeiaie prbddiséder h PRy lod phranit o€ plocebsesrdv@n f8ra R'W
designates the reader/wite. r and 1 CC the non-contact type IC card. (1)

The readgqge ici"ﬁftokfz?ﬁlﬁgit[)tréce%s %‘i‘mgﬂirﬁaﬂ, hRE iPRNiERAT18ES phydst tHL card by

the I block. The non-contact type I1C card receives the command and

det er m nGRel 15 VA Be hAFERATBAL rk ShyliApkie BRSTINSIT Hiif fomand

received in ) requires the operation e-arithmetic toprocessor, the,
non- cont gl ,L¥Pe Agfar &?ﬂge non-contact type IC card currently used is

concerned, therefore, the communication is carried out to extend the frame
waiting time and the extension of the frame waiting time is set in the
reader/writer before executing all the coprocessor arithmetic. Setting the
frame waiting time in the reader/writer is a temporary process, and the
frame waiting time of the reader/writer is restored to the initial value upon
completion of one command process of the non-contact type IC card (upon
transmission of the response to the command to the reader/writer).

An example of the conventional method of setting the frame waiting
time 1s shown in Fig. 2. According to the conventional method shown in
Fig. 2, the reader/writer and the non-contact type IC card operate as
described below in accordance with the ISO 14443-4 protocol. In Fig. 2,
R/W designates the reader/writer and ICC the non-contact type IC card.

(1) The reader/writer transmits a command to the non-contact type
IC card by the I block. The non-contact type IC card receives the command
and determines the type of the command.

(2) In the case where the command received in (1) requires the



transmts a frane waiting tine extension request (WX request of S bl ock)
to the reader/witer before starting the arithnmetic of the coprocessor. (3)
In accordance with the WIX request of the S block, the reader/witer
extends the frame waiting tinme. The reader/witer thus sends a frane
waiting time extension response (WX response of S block) to the
non-contact type I1C card.. (4) The non-contact type |IC card executes the
command (arithnetic process of the coprocessor) (r) The non-contact type

| C card, upon. co ete execution of the, command, sends Et}he result of
command &AL phmetieieenyacessor. e nemsontast ere 1§Kkardonvent i onal
nmet hod of setting the frane waiting tinme descriped above, however, has at
| east t wirapspbleadramp veating e edansianaaanest (V8T Xaeaarat oh? blecdde wai ting
time even for the coprocessor arithnetic not requiring the extension of

t he framnto ted téadpriwriter(lstford stamtipgdbesuithgneticref thd eopracessed out .
Therefore, the waste of tine is caused by the additional transmtting and
recei vi ng oper 6d)ilamccbivbarateywithtthei W iaygeshef gid Sdileddcythef comuni cati on
bet ween the reader/witer and the non-contact type IC card. Secondly, the

comuni cagadur/weae éadntiothé fediBe waditinggimiere Thxteadenriteefthue t he
coprocessor arithnetic undesirably provides a trigger to notify the

of f ender sghdd AgrARalwHtn gPe SctEHGBNASsE&Ysel (WPKNRED 8RsOHf $ Mo YPL i Ng
and decrypting operation, often |eading to a security problem SUMVARY OF

THE | NVENTL Q- BnThi& RheIeNtargnvention has been devel oped to obviate the

(4) The non-contact type IC card executes the command (arithmetic
process of the coprocessor).

(5) The non-contact type IC card, upon complete execution of the
command, sends the result of command execution to the reader/writer by
the I block.

The conventional method of setting the frame waiting time described
above, however, has at least two problems. Firstly, the communication to
extend the frame waiting time even for the coprocessor arithmetic not
requiring the extension of the frame waiting time (short in processing time)
is carried out. Therefore, the waste of time is caused by the additional
transmitting and receiving operation, thereby deteriorating the efficiency of
communication between the reader/writer and the non-contact type IC card.
Secondly, the communication required for frame waiting time extension
before the coprocessor arithmetic undesirably provides a trigger to notify the
offender of the analysis points such as key information on the encrypting

and decrypting operation, often leading to a security problem.

SUMMARY OF THE INVENTION



af orenenti oned probl ens, and the object thereof is to provide an IC card
capabl e of high -efficiency comrunication with small power consunption and
a control nethod which mainly obviates the problem of power supplied to

t he non-contact type I1C card, the comuni cation problem and the problem of
setting the frame waiting tinme. In order to achieve the object described
above, according to a first aspect of the invention, there is provided an
IC card with a built-in coprocessor for an auxiliary arithnetic in
addition to a main arithnmetic processing unit, conprising an interval
tinier for out'Phepiregerdnnivengon dps beeaqlrsiommdgealbvipentheapse of a set tine
shorter than a frane waiting time; and coprocessor control neans for

cont r ol | afegetmeatopedatroblened, artbthedpeocessesf isytogusprledaim{Ciched suppl y of
an operation clock to the coprocessor in accordance with an output of the
i nt er r uptap sy e$high -effediencypddin ARG 1ign tHEh SR Yowér Edissuapetiahi on cl ock
in accordance with a predeterm ned response input froman external device

In the | gnhaal érassianeiinyg wﬁi&hﬁlaﬁhrys&bﬁﬁﬁ@,%eqﬁobtﬁliofp@%mﬁpﬁﬁgaune t hat
S

the arithnetic process of the coprocessor exceeds a set tine orter than

the framg, ygal ngQoh'téB% tﬂ?@?C éa'?ﬁ £1 &dih jﬂiEab?&?%‘P@lﬁeﬂlf ah@%he COPFOCESSOr 1S
and. e

suspended, a reque or changing t communi cation conditions (for

exanpl e, LG poti {. i equest) is sent to an external
devi ce sgg%glgs a %&gg%’g&ﬂ\%ﬁtf}%glﬁe‘%ﬁ%ﬁgleét he comruni cation conditions of
t he external device. Upon.recaipt, of the iinput, of a response .confirmng
the change, th Qﬁ@?fewpd%cgnﬁw ﬁhér)r@lfjieﬁt e Q}}OVthCQ%a}Q}?C 53885 can be
resumed. e Jrti ihventitn AR iSRRG TP W% BRRESSM A 0

coprocessor for an auxiliary arithmetic in addition to a main arithmetic

processing unit, comprising an interval timer for outputting an interrupt
request signal upon lapse of a set time shorter than a frame waiting time;
and coprocessor control means for controlling the operation of the
coprocessor by suspending the supply of an operation clock to the
coprocessor in accordance with an output of the interrupt request signal,
and resuming the supply of the operation clock in accordance with a
predetermined response input from an external device.

In the IC card according to the first aspect of the invention, assume
that the arithmetic process of the coprocessor exceeds a set time shorter
than the frame waiting time. Then, the arithmetic process of the
coprocessor is suspended, and a request for changing the communication
conditions (for example, a frame waiting time extension request) is sent to
an external device such as a reader/writer to change the communication
conditions of the external device. Upon receipt of the input of a response
confirming the change, the suspended arithmetic process of the coprocessor

can be resumed. As a result, the power supply problem of the non-contact



type 1C card and the communi cation probl em are avoi ded whi ch ot herw se

m ght be caused by the sinmultaneous execution of the arithnmetic. process
of' the coprocessor operation and the comrunication with the external
device. Thus, a frame waiting time extension request can be issued to the
external device. during the arithnetic process of the coprocessor, and an
undue occurrence. of a time-out error is avoided. Also, in the, case where
the arithnetic process of the coprocessor is conpleted before the | apse,
of the set tinme, the wasteful request for changing the comunication

condi t i ohera HC chaed andithe sommubwatioa. ploblem\aed avordeshwhigr othegwise

communi cation and processing efficiency. Further, in view of the fact that
t he requesghf be cahaedjbpghe senuttomeons eatdutio ofithid antlsmieticipsscesd ofo t he.
external device upon the |apse of the set tine after starting the

ar i t hnet tlee pspoesssodoptheioopndadssommeaaddationywithstiegitered dgaielst the.
of fender attenpting to use the communication as a trigger. According to

second agpeEt adfarhbeystiegeitine MeAtioAeqhBss @i Be idueditdate @R td@atard in
the first aspect of the present invention, preferably further conprising

I nterval gl Bl itl’ﬂ@aﬁ%ﬁﬂl%tifccﬁroggse(fﬂih?ic{&%ioce@@&‘?a deGELRHuE! @ command

fromthe external device, the contents o e comman and setting the, set

time shoptarhaN.E NGl BUR HRALLIGOIAE AlsNG iU Kokl diRr Lher eby to

start the interva e process ¢ interval "tiner —setting nmeans
IR LR TR R A L
s} ust e | 1 ageor ances WA | b Sonlent s ol Lie, command, fgccl ved rom the
process| r(]eg(tgr:ail (Elieslrz:%%s %gse ff(Ireglg iir\rllglrgveidn}:)()rrr?r\a%%ication and processing

efficiency. Further, in view of the fact that the request for changing the

communication conditions is issued to the external device upon the lapse of

the set time after starting the arithmetic process of the coprocessor, security

is improved against the offender attempting to use the communication as a

trigger.

According to a second aspect of the present invention, there is

provided an IC card in the first aspect of the present invention, preferably

further comprising interval timer setting means for determining, upon

receipt of a command from the external device, the contents of the command

and setting the set time shorter than the frame waiting time in the interval

timer thereby to start the interval timer. The process of the interval timer

setting means is preferably executed by the arithmetic processing unit. In

this second aspect of the invention, the set time in the interval timer can be

adjusted in accordance with the contents of the command received from the

external device, and therefore the communication efficiency and the

processing efficiency are effectively improved.
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10 according to a third aspect of the present invention, there is provided
an | C card in any of the aspects descri bed above, wherein the coprocessor
control neans preferably includes a control flag for controlling the
suspensi on and resunption of the supply of the operation clock to the
coprocessor; operation clock control means for controlling the suspension
and resunption of the supply of the operation clock to the coprocessor in
accordance with the state of the control flag: and. control flag setting
means for setting the control flag to the suspensi on node upon receipt of
the output of Acherding ¢ aupird asperssof shepaeseatdnsentipmgthetieitontrol flag to
the resunption node upon receipt of the response input. In this aspect of
t he presemovidedweent( oard ithenpobtks sspécts desoobed abovd, aghaein ithe means i s
preferably executed by the arithnmetic processing unit. This third aspect

of the pops@pisdrveanid aneapepidfecally yneloghke arnhsrd Higcfopreonasdotg cont r ol
means and produces the operational effects of the IC card according to the

first or thegagpehaspesid @bubliRid e56HY supPleRf ithe opAeaedfitlapk o the f ourth
aspect of the present invention, there is provided an IC card in the third

aspect degsfddResh2BpNE:tioMQLEL Boh 18] nAansTIRES 1B a8 fgspéRisioout puts a
franme waiting time extension request to the external device upon.

. ot pon. =
ettt he S TR Bt bl FREE BRI EEK (b UEREPERRRRARE ) oo

rece e response

T S T e o R TR S

of the PIeSe Sgtttirlgnﬁleen(t:(;n%{](’)l t%)gn%u Hilecsalgsip%rﬁsgosn I%%rdréiuei)donoll%ceipt of the output _
of the interrupt request signal and setting the control flag to the resumption
mode upon receipt of the response input. In this aspect of the present
invention, the process of the control flag setting means is preferably
executed by the arithmetic processing unit. This third aspect of the
present invention specifically implements the coprocessor control means and
produces the operational effects of the IC card according to the first or
second aspect of the present invention.

According to a fourth aspect of the present invention, there is
provided an IC card in the third aspect described above, wherein the
arithmetic processing unit outputs a frame waiting time extension request
to the external device upon suspension of the supply of the operation clock
to the coprocessor, and sets the control flag to the resumption mode upon
receipt of the response input from the external device. The process of the
control flag setting means is executed by the arithmetic processing unit. In
this fourth aspect of the present invention, communication is carried out

with the external device to issue the frame waiting time extension request

during the suspension of the arithmetic process of the coprocessor.

11



with the external device to issue the frame waiting tinme extension request
during the suspension of the arithnetic process of the coprocessor. 11
Therefore, the frame waiting time can be extended whil e avoiding the.
shortage of power supply, thereby producing the. operational effects of the
IC card according to the first or second aspect of the present invention
descri bed above. According to a fifth aspect of the present invention,
there is provided an Wcard in any of the aspects described above further
conprising a . nonvolatile nmenmory for storing a_programfor normnal

processi ﬁgereéﬂw, dhe fune ¢ HERSIVESASr DY prisaded aKpidiRg than t he.

nonvol atil e Menory, wherein the program executed by the coprocessor is
stored i phantagesebpener pepwlyy therebgagodusias theonesprionakelfects of the Hper at i on.
Further, the access to the nonvolatile nenory is preferably prohibited
during ttad aperdinigao the fitsher sepmuot egswt of the phésenttithvéntaspect of the
present invention, the power consuned for the arithnetic process of the
copr ocesdescriledrglshveed, and especially, the power supply problem of the
non-contact type I1C card, is nore effectively obviated. Preferably, the

| C card accor deat@die ey fifth hbpedieht pressarinbedtionbthegefisl Fmﬁﬁeaomor i ses
at | east one of a non-contact interface and a contact interface for

comuni cahiTencaidti dfieef hd &igats desckfRd dBbveTustV@YoontfigsingRer ati onal
effects of the, 1C card according to each aspect of the present invention

descr i bed BOOMEIC AlklPRALYGEHL Y §ROUAn] RO MORIAEL, LR g c0I N in

communi cation interfac r non-contact type. order to

achi eve EQ&n‘abﬂn%ﬁ{or%é%% B?QO%?%Gns&%f)?irogi B%n! el favolatile memory,

wherein the program executed by the coprocessor is stored in the second
memory at least when the coprocessor is in operation. Further, the access
to the nonvolatile memory is preferably prohibited during the operation of
the coprocessor. In this fifth aspect of the present invention, the power
consumed for the arithmetic process of the coprocessor is reduced, and
especially, the power supply problem of the non-contact type IC card is more
effectively obviated.

Preferably, the IC card according to any of the aspects described
above further comprises at least one of a non-contact interface and a contact
iterface for communication with the external device. In this way, the
operational effects of the IC card according to each aspect of the present
invention described above can be produced without regard to whether the
communication interface is of contact or non-contact type.

In order to achieve the object described above, according to the
present invention, there 1s also provided a control method of an IC card with
a built-in coprocessor for an auxiliary operation in addition to a main

arithmetic processing unit, the method comprising: setting an interrupt

12



present invention. there is also provided a control nethod of an IC card
with a built-in coprocessor for an auxiliary operation in addition to a
main arithnetic processing unit, the. method conprising: setting an
interrupt 12 permi ssion so as to output an interrupt request signal upon

| apse of a set tine shorter than a frane waiting tinme: starting the
arithnetic. of the coprocessor after setting the interrupt perm ssion;
branching the. operation to an interrupt process in response to the out put
of the int errulot request signal during the arithpetic of t coprocessor:
and suspBRANKGIAN a4 HHPYIP WAL tspetdiegnest Ferat BPPR Labseoplrdidssor and
resumng tile supply of the operation clock tq the coprocessor upon

recei pt B‘Fneaglh?ré%l"eﬂ@fnnﬁrf&‘)mﬁé’%ﬁ%]ﬁ’fgetlmenﬁtﬁrtm%ﬁhq watlopese athgevi ce in the
interrupt process, The control nethod according to above described aspect
of the, cqumesessor afiesseltong pheirteabint pemmiseronc bnpni¢lyeg:thd@peration ng upon
recei pt of a conmmand fromthe. external device, whether the command is an
execut i oto anontmmdp bprdackss oopespoass 60 thandtset of the inherrupt eequest per mi ssi on
when the comuand is an execution comand of the coprocessor. Further, the
control sipeiabddrpreefley abtlymetiopf tesopiotesdoe; and suspgidipgahesaippdut put ting
a franme waiting tinme extension request to the. external device after
suspendi gfahiodperatienplRck tofthe kRepaRessdr Al sdekinzotHd¥ugidpooeessor. and
resum ng the supply of the operation clock upon receipt of a response

i nput frgpbidieLdbek Betkh &8y 198essoBRIpEh fdeSERIP R M dekerhifac@RAVENGR Fig. |

is a flowhart show ng an exanple of initial response at the i me of

non- cont agk, ORSHAH| PRk A ARAEANIRSIntb¥RG 1 FERd or a combi nation

The control method according to above described aspect of the
present invention preferably further comprises: determining upon receipt of
a command from the external device, whether the command is an execution
command of the coprocessor, and setting the interrupt permission when the
command is an execution command of the coprocessor. Further, the control
method preferably comprises: in the interrupt process, outputting a frame
waiting time extension request to the external device after suspending the
supply of the operation clock to the coprocessor, and resuming the supply of
the operation clock upon receipt of a response input from the external

device,.

BRIEF DESCRIPTION OF THE DRAWINGS

Fig. 1 is a flowchart showing an example of initial response at the
time of non-contact operation of a non-contact type IC card or a combination
type IC card specified in ISO 14443;

Fig. 2 is a diagram for explaining processing steps for extending a

frame waiting time before coprocessor operation in a conventional IC card;
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type IC card specified in SO 1.444 3; Fig- 2 is a diagramfor explaining
processing steps for extending a frane waiting tinme before coprocessor
operation in a conventional IC card" 13 Fig. 3 is a diagram show ng a
system configuration as an exanple of a hardware configuration of an IC
card according to the present invention; Fig. 4 is a diagramfor explaining
processi ng steps executed in the case where a frame waiting tine is

ext ended upon occurrence of a frame waiting tine extension interrupt in

the IC. card agcording.to the present invention; Fig. 5 is a diagrans for
expl ai ni ng protEssi K SagpamesaTineR sFStEReCOREEaflay 25 fREXRMME Chai t i ng
tinme is not extended in the absence of. a frane waiting tine extension

i nt er r up® hardmpae conBgpeptaen of an Ay eardrareoxshagdattheipressntianentipy, (3 is a
flowchart show ng an exanple of processing steps for controlling the IC
card accordi ngFip 4 isea graggem forrmxehrinong pFoegssing geps kewdhdnn thhowi ng a
subrout e for an initialization process (step 52) in the flowhart shown in
Fig. 6; Ease whersadrimewchantg shevisrxtendedunpot ionenfrencaotafraacessor
operation (step Sb) in the flowhart shown in Fig. 6; Fig. d3 is a

f 1 owchar twahow thg e xserEiontihnertapr inthd IC eardiptcordnoesstid praeap 8 of the
flowchart shown in Fig. 6 Fig. 10 is a flowhart show ng a subroutine for

an SS-WI xhveaiest transmitting/receiving process (step SInt3) in the
flomchart shown in Fig. 9;

Fig. 5 is a diagram for explaining processing steps executed in the
case where the frame waiting time is not extended in the absence of a frame
waiting time extension interrupt in the IC card according to the present
invention;

Fig. 6 is a flowchart showing an example of processing steps for
controlling the IC card according to the present invention;

Fig. 7 1s a flowchart showing a subroutine for an initialization
process (step S2) in the flowchart shown in Fig. 6;

Fig. 8 is a flowchart showing a subroutine for a coprocessor
operation (step S8) in the flowchart shown in Fig. 6;

Fig. 9 is a flowchart showing a subroutine for an interrupt process in
step 8 of the flowchart shown in Fig. 6;

Fig. 10 is a flowchart showing a subroutine for an S-WTX request
transmitting/receiving process (step SInt3) in the flowchart shown in Fig. 9;
and

Fig. 11 1s a flowchart showing an example of an initial response in a

contact operation of a contact type IC card specified in ISO 7816-3.

DESCRIPTION OF PREFERRED EMBODIMENTS
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and Fig, 11 is a flowhart showi ng an exanple of an initial response in a
contact operation of a contact type IC card specified in 1SO 78 163.
DESCRI PTI ON OF PREFERRED EMBODI MENTS 14 An |1 C card according to an

enbodi ment of the present invention is explained belowwith reference to
the draw ngs. (First Enbodinment) First, the hardware configuration of the
| C card according to the present invention is explained with reference to
the system configuration shown in Fig. :3. The first enbodi nent assunes a

non-contact type_|C card. .non-contact _.type I C card 17 according to the
present i nventﬁg’éﬁé C@SﬁﬂF%@é“& lepp @nbeMatdntAf the Paepen tinyeptivResi
processing unit and a built-in coprocessor 3 for the auxiliary operation
such as QM%WQ!@W&Mh@efQ}Bé%th‘WWWSH on to the CPU 5. The
non-contact type IC card try further conprises an operation clock control
flag 1 for suspending and. resum ng the supply of the coprocessor
operation clock to the coprocessor 3, an operation clock control circuit 2
f or cont (Rik$ti Bmbbdaneper ati on of suspending and resuning the supply of the
operation clock to the coprocessor 3, and an interval tinier 4. The

non- cont act typest,Chedisddivare cahBgueaig bftise B0 card addvadirfe tothe
transmtting/receiving the signal generated froma reader/witer 1/1

consti t upidrgndin xiteda exd2dined wih RFeredics ¢dtle éﬁst@ﬁﬂé&ﬁl%ﬂ‘atfoﬂ the
antenna 15, a communication interface 9 connected to the 11.1+" circuit

13, and %‘m@ﬂ%%FPQ C"I‘HB‘ﬁrEFBﬁx‘b%HirﬁEnEhééiHhE?é onC((EjH}{t%EE B b RF

circuit urthernore, the non-contact type car
A non-contact type IC card 17 according to the present invention

comprises a CPU 5 constituting a main arithmetic processing unit and a
built-in coprocessor 3 for the auxiliary operation such as the cryptographic
operation in addition to the CPU 5. The non-contact type IC card 17
further comprises an operation clock control flag 1 for suspending and
resuming the supply of the coprocessor operation clock to the coprocessor 3,
an operation clock control circuit 2 for controlling the operation of
suspending and resuming the supply of the operation clock to the
coprocessor 3, and an interval timer 4. The non-contact type IC card 17
also comprises an antenna 15 for transmitting/receiving the signal
generated from a reader/writer 14 constituting an external device, an RF
circuit 13 connected to the antenna 15, a communication interface 9
connected to the RF circuit 13, and an operation clock generating circuit 10
connected to the RF circuit 13. Furthermore, the non-contact type IC card
17 comprises a nonvolatile memory 12 such as a flash memory and a RAM
11 such as a static RAM for storing the control program to control the IC
card having the above-mentioned configuration through the process

executed by the CPU 5.
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17 conprises a nonvol atile nmenory 12 such as a flash nenory and a RAM 11
such as a static RAM for storing the control programto control the IC
card having the above-nentioned configuration through the process executed
by the CPU 5. 15 The RF circuit 13 denodul ates the signal received fromthe
reader/witer 1.4 and transmts the data to the communication interface 9.
The RF circuit, 13 also transmts the data fromthe communication interface
9 to the reader/witer 14 through the antenna 15. Further, the RFcircuit

13 extracts the clock fromthe signal received fromthe reader/witer 14
and supplies theRd ‘é‘ék“lttd?’t‘rf‘é“%‘é)&aéﬁ the a8 1'%@?1%?‘9%‘3 rcuit 10. In
the operation clock generating circuit 10, the operation clock 16 for

acti vat i repdearyatey Hganéitwlsmltﬁ e slaha to e cemmpricpgon anteriace 9.s
generated and supplied to the operation clock control circuit 2, the CPU 5.
t he i nt elhalRK cncert 18 alshérammminitbatdada fiam ¢hé acmnPuaitdtionhatéifkee The
operation clock control flag 1, the coprocessor 3. the interval tiner 4,

t he CPU 9 totthe readeniwitet i dnhintglr flacan@nrishe5 noRuolhat) thee REnmrguit 12 and
the RAM 11 are connected to each other through a data bus 6. The control

si gnal s T3@utRitts (oot €rdallthd safitalivepeived Grdrhehopesddi/@ritel 0¢kandcont r ol
flag 1, the coprocessor 3, the interval tinmer 4, the comunication

i nt erfacguﬁ?hémlélaemk@mé BpSRARIY cldek @Bfetditn Mt 10The control  signals
7 include, for exanple, an address signal, a readout signal and a wite

si gnal _and t her ke op Alom {108k LBAEFN HEGHSY 8l petabiPoprel rom the

interval tiner nput to e operatio e operation

clock cogfr Qéti\tfltﬂgg QlaliE)H? ORI FE R moR contact type IC card 17 is

generated and supplied to the operation clock control circuit 2, the CPU 5,
the interval timer 4, the communication interface 9 and the like.

The operation clock control flag 1, the coprocessor 3, the interval
timer 4, the CPU 5, the communication interface 9, the nonvolatile memory
12 and the RAM 11 are connected to each other through a data bus 6. The
control signals 7 output from the CPU 5 are input to the operation clock
control flag 1, the coprocessor 3, the interval timer 4, the communication
interface 9, the nonvolatile memory 12 and the RAM 11. The control
signals 7 include, for example, an address signal, a readout signal and a
write signal and the like. Also, the interrupt request signal 8 output from
the interval timer 4 is input to the CPU 5.

The operations of the operation clock control flag 1, the coprocessor 3,
the interval timer 4, the communication interface 9, the nonvolatile memory
12 and the RAM 11 can be controlled by the CPU 5 by executing the control
program using the data bus 6 and the control signals 7. For example, the
CPU 5 can cause the interval timer 4 to perform an arbitrary counting

operation by writing an arbitrary data to the interval timer 4 using the
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the interval tinier 4, the conmunication interface 9, the nonvol atile
menory 12 and the RAM 11 can be controlled by the CPU 5 by executing the
control pro :ramusing the data bus 6 and the control signals d . For
exanple, the CPU 5 can cause the interval tiner 4 to performan arbitrary
counting operation by witing an arbitrary data to the interval tinier 4
using the 16 control signals 7 including an arbitrary address signal and a
wite signal through the data bus 6. The interval tinter 4 started by the
CPU 5 outputs the interrupt request signal 8 to the CPU 5 upon | apse of a

desi gnat ed ,set .and, the -' .5 executes,;the interrugt process gnd

r ecogni z%%“tlrﬁlemgggl?jg’f&‘l?%@gf%ﬁgb]&kﬂryi e Pgﬁé’} &rﬁﬁ S nt er r upt
request sjigna . Jhe, programfor the interrupt praoce is stored in the
nonvol at ﬁ‘%‘ﬁ%bntg‘ﬁ/iafﬁw (’r-t %@‘Werv%l et 4 stee thg éi’éig QWBHtes t he.
process of transmtting and receiving the frame waiting tinme extension

si gnal t thenderiuhreraest agaal 8 o the CPU Suanomylanse of snirmgeateddieti nt er f ace
9, Also, the CPU5 can wite the data "0" or "I" in the operation clock
control timgy and HreoUGR b kaeeidea thasn@rypt procesmand resigmatsstie apse udi ng an
arbitrary address signal md a wite signal. The CPU 5 al so can read out

t he cont ehtlse Dnichwadpeg &dinhohy ekookingptite witefriupg réquestoighak e Thea bus 6

by g f' a aus 6 the control. signals 7 including an arbitrary address

si gnal apdograneéd diegmabrrupEpiddss is stvee b the cdnvobitde hé@oeppRegessor 3
to performan arbitrary arithntic by witing an arbitrary data to

coprocessgé RAMYI I i I'BhisGRfri@bt fi@Rad tnclul&cthidpR@eddoffnkidttyn@ddr ess
signal md a wite signal through the. data bus G The coprocessor 3 can be
oper at ed 5@l 36c¥EL: tKeframe waiting time extension signal to and from the

reader/writer 14 using the communication interface 9.

Also, the CPU 5 can write the data “0” or “1” in the operation clock
control flag 1 through the data bus 6 by the control signals 7 including an
arbitrary address signal and a write signal. The CPU 5 also can read out
the contents of the operation clock control flag 1 through the data bus 6 by
the control signals 7 including an arbitrary address signal and a read signal.

Further, the CPU 5 can cause the coprocessor 3 to perform an
arbitrary arithmetic by writing an arbitrary data to coprocessor 3 by the
control signals 7 including an arbitrary address signal and a write signal
through the data bus 6. The coprocessor 3 can be operated only when the
operation clock 16 is supplied from the operation clock generating circuit 10,
and suspends the arithmetic process while the operation clock 16 is not
supplied from the operation clock generating circuit 10.

The operation clock 16 generated by the operation clock generating
circuit 10 and the state of the operation clock control flag 1 are input to the

operation clock control circuit 2 for controlling the suspension and

resumption of the supply of the operation clock of the coprocessor 3. The
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operation clock 16 is supplied fromthe operation clock generating circuit
10. and suspends the arithnetic process while the operation clock 16 is
not supplied fromthe operation clock generating circuit 10. The operation
cl ock Wgenerated by the operation clock generating circuit 10 and the
state (if the operation clock control flag | are input to the, operation
clock control circuit 2 for controlling the suspension and resunption of
the supply of the operation clock of the coprocessor,3, Tile 17 operation
cl ock control CIrCUIt 2 is configured of, for exanple, an ORcircuit to
control wrIBHen derk epndrak st Rds ronBeuiasheh & ormple, 88 @ Relkwpf ocessor

3. In the case where the data on the operation clock control flag 1 is
"0", theto gpdratwbetherdbr openation chickdsisupplied ppmio$o the cop®eessosr.cl ock 16
supplled fromthe operation clock generating circuit 10 to the coprocessor
3. In thh thaszsenvbere thedalz en tine bheradper doclonowtrobRagdast0githiel ag 1 is
"1" on the other hand, the operation clock control circuit 2 doesn't

suppl y t beeropenatlodncaltockeirdifit 2uppipled the opeidttoroplchtlicosupyliasgk generati ng
circuit 10 to the coprocessor 3. The hardware configuration described above

i ncl udesfieaPEIRE 85&tionCADEK PbndRATE EiPéui€A0ttbahkicBpridees@P®r ali gHe of the
coprocessor 3 in such a manner that the supply of the operation clock to

the copr 9§§‘e3\§rﬁé1@tﬂe’sdaﬁauépﬁ'i'@69e1‘d%1dne(%él£‘§@ntt191 fiag loi'ét“ITUtorpfhé BNt er rupt
request signal 8 from the interval tuner 4 and resuned in response to a

0 et uind GRRRRF bR RN IE S SE L Ry B0 1L,
for setti;pg, 43134 tPom the operhtion tcib%koé%%e%uﬂé] iR F M Lo bBSsdi '
3.
The hardware configuration described above includes coprocessor
control means for controlling the operation of the coprocessor 3 in such a
manner that the supply of the operation clock to the coprocessor 3 is
suspended in response to the output of the interrupt request signal 8 from
the interval timer 4 and resumed in response to a predetermined response
input from the external device, by the operation clock control flag 1, the
operation clock control circuit 2 and the CPU 5 for setting data “0” or “1” in
the operation clock control flag 1.
In the hardware configuration described above, the CPU 5 can
control the suspension and resumption of the operation of the coprocessor 3
by controlling the operation clock control flag 1.
Next, a series of control steps executed for frame waiting time
extension between the non-contact type IC card 17 and the reader/writer 14
using the hardware configuration described above is explained with

reference to Figs. 3,4, 5. The communication protocol between the non-

contact type IC card 17 and the reader/writer 14 is based on ISO 14443-3
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In the hardware configuration described above, the CPU 5 can control the
suspensi on and resunption of the operation of the coprocessor 3 by
controlling the operation clock control flag 1. Next, a series of control
steps executed for frame waiting tinme extension between the non-contact
type ICcard |7 and the reader/witer 14 wusing the hardware configuration
descri bed above is explained with reference to Figs. 3, 4, 5. The

comuni cati on protocol between the non- contact type IC card 17 and the
readeriwriter 14 is based on | SO 14443-3 18 and | SO 14443-4. The control
means foRRfidgflddtding time extension is stored in the nonvolatile nenory
12 as a control programexecuted by the CI'[? 5. The control neans is
processed i n sbheganto} autainsfonérame weatipertiphexaénsipaisakored by thhe CP[7 5.
Fig- 4 shows an exanple of the operation perforned. in the case where the
S- WX r egoesolatide nreamsuyi 12 ad aanhtrdgebgedndxecti@dt hetlow EPUT 6w Ghe t he
interval tinmer 41 used as a frane waiting tinme extension tinmer during the
command exeieul ineanéas piduetéCipsatease 6ishibe usopy tioepedphd)alof the non-
contact type IC, card 1.7. In this case, the follow ng processes (1) to (9)

are exebudtr@dardbgthd CHOWs an exanple of the operation perfornmed in the
case where the SSWIX request is not transmtted nor received due to the

l'ack of overf ke 0dhdheahtx8MAk of YREbpbrdtififipeddred 1ANRe WAEE I N tine
extension tinmer during the comrand execution l()arlthmatl c process of the

copr ocessiere3he G-W1e 18R G0t RAGTsrh MBS AT GBESvdd Auelth thBloSefBGiF of t NE

foll ow ng processes

the interval timer 4 used as a frame waiting time extension timer during
the command execution (arithmetic process of the coprocessor 3) of the non-
contact type IC card 17. In this case, the following processes (1) to (9) are
executed.

Fig. 5 shows an example of the operation performed in the case
where the S-WTX request is not transmitted nor received due to the lack of
overflow of the interval timer 4 used as a frame waiting time extension
timer during the command execution (arithmetic process of the coprocessor
3) of the non-contact type IC card 17. In this case, the following processes
(1) to (3) and (9) are executed.

This embodiment is so configured that the operation of the
coprocessor 3 and the communication between the reader/writer 14 and the
non-contact type IC card 17 are not performed at the same time.

Process (1): The reader/writer 14 transmits an arbitrary command to
the IC card by the I block. The CPU 5 built in the non-contact type IC card
17 receives the command and determines the contents thereof. The CPU 5,
after setting the count value for generating a timer interrupt before lapse of

the frame waiting time, permits the timer interrupt and starts the interval
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(1) to (3) and (9) are executed. This enbodinent is so configured that the
operation of the coprocessor 3 and the comuni cation between the
readerlwiter 14 and the non-contact type IC card 17 are not performed at
the sane tinme. Process (i): The reader/ rater 14 transmts an arbitrary
command to the IC card by the I block. The CPU 5 built in the non-contact
type IC card 17 receives the conmand and determ nes the contents thereof.
The CPIT 5, after setting the count value for generating a tinmer interrupt
before | apse o@){1 the frame waiting tine, permts the timer interrupt and
starts t HEWQIE ErERMEgYAtINEERME €XHENEOR: ne wai t i ng ti me extension. Process
(2): The CPU 5 execué?gs t he_ command (arithruetic process of thbe
coprocessor). Prrcesetd’ The.CHH emowmentht commanse(apdettic hrocess ohnet i ¢
process of the coprocessor 3 and. upon detection of the, end of the
arithnetthepmnmegspﬂ.executes the follow ng process (9). Process (4): Tia
the, case where the frane waiting tine extension interval tiner 4

overfl ow, befBraede(®¢TherCBU i heortuwtsdhetehd afrtht hirithincetippomessofiur i ng
the process (3), the interrupt request signal 8 is generated so that the

process bi@oshesedsor Bhend apen depdctionasft thiequtd sfechef axifiemBge pedidisact  type,
ICcard | "S, and the processes (53) to (8) are executed. Process (5)~ The

CPU . 5 sekécdtbs th@tfdlowing grokdi @peration clock control flag | and causes
t he operation clock control circuit 2 tosuspend the supply ofthe operation

clock 16) to tPe,CRRTOLETIAE cdse Mhede tHE W dme WIBtinBRGHAW P Gbnt NE
coproces.sor 3 I's suspended,
interval timer 4 overflows before detection of the end of the arithmetic
process during the process (3), the interrupt request signal 8 is generated so
that the process branches to the interrupt start routine of the non-contact
type IC card 17, and the processes (5) to (8) are executed.

Process (5): The CPU 5 sets the data “1” in the operation clock
control flag 1 and causes the operation clock control circuit 2 to suspend the
supply of the operation clock 16 to the coprocessor 3. As a result, the
operation of the coprocessor 3 is suspended.

Process (6): The CPU 5 calls the S-WTX request
transmitting/receiving process. In the process, the CPU 5 transmits the
frame waiting time extension request (S-WTX request) to the reader/writer
14. The S-WTX request is to request the extension of the frame waiting
time by the command of the S block (control block under ISO 14443-4
protocol).

Process (7): The reader/writer 14 extends the time-out time in
accordance with the S-WTX request. The reader/writer 14 transmits the

frame waiting time extension response (S-WTX response) to the non-contact

type IC card 17. The S-WTX response is given from the reader/writer 14 by
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Proc"s (6): The CTU 5 calls the S-WX request transmttinp'receiving
proc~ess. In the process, the CPU5 transmts tbe frame waiting tine
extension request (S-WIX request.) to the readeriwiter 14. The S-WX
request is to request the extension of the frame waiting bine by the.
command ofthe. S block (control block under |1SO 14443-4 protocol), Process
(7): The readerlwiter 14 extends the tine-out tine in accordance with the
S-W'X request~ The reader"witer 14 transmits the franme waiting tine
extension r onse (S-WX response) to the non-contact type IC card 17.
TheS- wrxﬂ@%§§tﬁ§@f §OMAH] 15 arieepensectoddye > W Kaieayesly 20 the S-bl ock
command as a response to the S-WX request, Process (8): The CPUS sets the
data "0" in th@wa(Z& Jorhel GRK 5 seisttheldatpag” in theapexatiasclonke oper at i on
clock control circuit 2 to resunme tile supply of the operation clock 16 to
t he copr ocelgsbflag 1, Andaamesuthe opdratiompdock controf cithet Sdpriesessothe3 i s
resuned, The non-contact type IC card 17 returns fromthe interrupt to the
process §@pplyRsfahessefion ThekQBkbthau@procsspl 81 e Asxerasulrthéi f t he
command, transmits the comand execution result to the reader"Witer 14 by

the I  Dbbpekat{dibOrHEEIpROCc¥OLR 18 REaimbSO Tha Iba-bnhel 8§§elIC cakldelTont r ol
processes described above start the interrupt process by the CPU 5 only in

t he, Cas@e%&ﬁl’sﬁﬁérhashb%%ﬂuﬁi td BEIESdce8d B)al 8 is generate.d by the
interval timer 4 during the arithnetic process of the copr 0-cessor 3. In

T L RSO b a eheppusessRlog of I, eoRpagerer 15
transmits the command execution result to the reader/writer 14 by the I
block (information block under ISO 14443-4 protocol).

The control processes described above start the interrupt process by
the CPU 5 only in the case where the interrupt request signal 8 is generated
by the interval timer 4 during the arithmetic process of the coprocessor 3.

In such a case, the operation (arithmetic process) of the coprocessor 3 is
temporarily suspended, and after extending the frame waiting time for the
reader/writer 14, the operation of the coprocessor 3 can be resumed. Thus,
the frame waiting time can be transmitted and received advantageously in
terms of security without being noticed as a trigger by an offender to know
the analysis points. In the case where the arithmetic of the coprocessor 3 is
completed before occurrence of the interrupt request from the interval timer
4, on the other hand, the command can be completely processed before

generation of the communication for frame waiting time extension, and

therefore the communication efficiency can improved.

(Second Embodiment)

The first embodiment described above represents a case in which the

21



Yeader,"witer 14, the operation of the coprocessor 3 can be resuined.
Thus, the frane waiting tinme can be transinitted and received

advant ageously in ternms of security wi thout being noticed as a trigger by
an of fender to know the analysis points. In the case where the arithnetic
of the coprocessor 3 is conpleted before occurrence ofthe interrupt
request fromthe interval tilner 4, on the other hand, the command can be
conpl etely processe.d before generation of tbe, comunication for frane
waitin.- tine extension, an herefore the communi cation efficiency can
br oved O RTSAE0R FORRER N AL I IR AT T SBADDE Rt HBSC B above
represents case ill ich the 21 cori'rrun,i cation betweepn the reader/witer
1-1 and Pﬁ’é‘fllﬁ)hs- peheoducted simpltapgoysly avith t 8Pp€m9€@%i nul t aneous! y
with the operation of the coprocessor 3, The first ernbodinment al so

i |1 ust raterrocassotise iThedirgrembedingdgilsa i estsaigsadcasg intehicbphecessor 3 is
stored in the. nonvolatile nmernory 12. The operation of the coprocessor 3
can be. peofiznmedected Hyotkhercopooressoxdns atoped on tha nohgoRANE Ilematsher t han
on the nonvol atile nmenory 12. The power consunption in the operation of the
coprocesd@r Jheaspdrativadiichd copiveeeforrdcambbe perfoormrdngithibeer pptveoper ati on
on the RAMI | until the operation of the coprocessor 3 is suspended

whil e. prohsbinption dihehaRA®S S 111 théheh 06N @hanioh@ol®Tehyerhdry ALso, the
power consunption can be reduced by executing the programfor the

communi caliefohel WRRnkgorf GRURE bUELRI dAHIANG DR SBANS cAAMAGLLYRS

|C eard 17 at the tine of frane waiting tine extension on the
therefore, by performing mterrupt operation on the RAM 11 until the

operation of the coprocessor 3 is suspended while prohibiting the access to
the nonvolatile memory 12.

Also, the power consumption can be reduced by executing the
program for the communication between the reader/writer 14 and the non-
contact type IC card 17 at the time of frame waiting time extension on the
RAM 11.

According to the second embodiment, the coprocessor processing
program and the communication processing program between the
reader/writer 14 and the non-contact type IC card 17 occurred at the time of
frame waiting time extension are executed on the RAM 11, and the access to
the nonvolatile memory 12 is prohibited during the execution of the
coprocessor processing program. This embodiment is specifically explained
with reference to the hardware configuration shown in Fig. 3 and the
flowcharts shown in Figs. 6 to 10. The hardware configuration of the non-
contact type IC card 17 is assumed to be the same as that according to the
first embodiment. Also, the control means of the non-contact type IC card

17 is stored in the nonvolatile memory 12 as a control program executed by
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RAM 11. . ccording to the second enbodi ment. the coprocessor pi~ocessingg
A progrimand the comuni cati on processi ng program between the
reader/witer 14 and the non-contact type IC Pard 17 occurred at the tine
of frame waiting time extension are executed on the RAM 11, and the
access to the. nonvolatile menory 1.2 is prohibited during the execution
of the coprocessor processing program This enbodinent is specifically
explaned with reference to the hardware configuration shown in Fig~ 3 and
the flowharts shown in Figs. 6 to 10~ The. hardware config-uration of

t he, no qu?iﬁgt tvpe IC card 17 isassuned to be thesane as that according
to the I'TSt “enbodi nent. Al so, the control nean,-, of the non-contact type

IC card 17 isgpsurcd in the ponvyolatile wenory 12 as.a, control program
execut ed by 22 ¥He eshown w P 6 0w heetr @ by Swolichis s (o be
supplied to the n cantact type ] C card 17 t he radio ve fromtbe
¢ eader / viqast pe rgail 17 gﬁéh%éﬁ%ﬂ Ve srong ﬁﬁfg TPRIRABR B A1 yﬁﬁemc card 17
starts (step SO . Next, the non-contact type, ICl card 17 executes the
i ni tiali B oRsratigngd dhe nosreomtaoh typpHE ¢aid | Btarks ($ep Sldcess of step S2 is
configured, as shown in Fig. 7, as an initialization process subroutine,
for exanpl e. DNekhdghemon gmisetstypetlfecadolt anedudes dae initfalizatiodat a
transynitting/receiving process (step S21), the interrupt process (step
S22) andpideess GpepS83soThe imitialmattoncy pressessstes SPpis$2afigused, ramnsf er r ed
fromthe nonvol atile nenory 12
shown in Fig. 7, as an initialization process subroutine, for example.
During this process, the program for each of the data transmitting/receiving
process (step S21), the interrupt process (step S22) and the coprocessor
arithmetic process (step S23) is transferred from the nonvolatile memory 12
to the RAM 11.
In step S3, the initial response operation shown in Fig. 1 is carried
out between the non-contact type IC card 17 and the reader/writer 14, so
that the non-contact type IC card 17 comes in a state (active state)
communicable under ISO 14443-4 protocol.
The non-contact type IC card 17 branches, in step S4, to the process
of receiving the data transferred to the RAM 11 in step S2 and waits for a
command (I-block command) transmitted from the reader/writer 14.
The non-contact type IC card 17, upon receipt of the command (I-
block command) from the reader/writer 14 in step S4, proceeds to step S5
and determines whether the command requires the execution of the
coprocessor 3 or not. In the case where 1t is determined that the received
command requires the execution of the coprocessor 3, the non-contact type

IC card 17 proceeds to step S6. In step S6, the count value for generating

the timer interrupt before lapse of the frame waiting time is set in the
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to tbe RANI 11. In stop S3, the initial response operation shown in Fig~ |
is carried out between the non-contact type IC card 17 and the
reader/witer 14. so that the non-contact type IC card 171 cones in a
state (active state) conmuni cabl e under |1SO 14443-4 protocolL The
non-contact type 1 C card 17 biancbes~ in stop S4, to the process of
receiving the. data transferred to the. RAM 11 in step S2 and waits for a
cortrinand (1-block cormmand) transmitted fromthe reader/witer 14 The

non-cont act type |IC car -1, upon recei pt of the co nd (1- block
comrand) IWtF’b‘f?ﬁttHée!? éaﬂ%&ﬁ&ﬁ’i‘ the tymey mtgraptay pem@emew&yﬂo@a% and

det erm nes whet her the cornnmand requires the executiaon of the coprocessor
3 or not the mteral dyger dhele the cpge grean itsriateymaed thatrtheaiegaiyed connnand
requires the execution of the coprocessor 3, the non,contact type ICl card
17 pr oceeatsntan dstespiSe-nd axedipnSy, thetmeprenasson 3l arethopthye ,ithg the
timer interrupt before | apse of the frame waiting tine is set in the '22 3
i nt er val nbnmentatt tape [€and tieproceddr to step S uphers oflermibtedet aee eby to
start the interval timer 4. In the case where it is determined that the

recei vedexeite@nd requires no execution of the coprocessor 3, on the other
hand, the non-contact type IC card 17 proceeds to step S7 where ot her

processes are A@xeGUARthe Md Bitesartimes 4tiRestbpiIsr YRE nbN@ht4ctitipet ep S6.
t he non-contact type I1C card 1.7 branches to the coprocessor arithnetic

oper at i OTC(céi'&ﬁﬁ?r)an%B?ég £sthd &%‘B@eé@@’biﬁhh{étﬁt(ﬁ%r%on%ﬁeﬁrswﬁﬂféﬂ ng to

step S8, as shown in F 8, the non-contact type

in the RAM 11 1n step S2.

After branching to step S8, as shown in Fig. 8, the non-contact type
IC card 17 starts the coprocessor arithmetic from inside the RAM 11 (step
S81), and waits for the end of the arithmetic process of the coprocessor 3 in
step S82. In the case where the interval timer 4 overflows in step S82, the
interrupt request signal 8 is generated to start the interrupt process. Once
the interrupt process starts, the non-contact type IC card 17 branches to the
interrupt process of step S8 stored in the RAM 11 in step S2. In the case
where the arithmetic process of the coprocessor 3 ends without overflow of
the interval timer 4 in step S82, on the other hand, the non-contact type IC
card 17 completes the arithmetic process of the coprocessor 3 in step S8.

In the interrupt process in step S8, as shown in Fig. 9, the non-
contact type IC card 17 suspends the operation of the interval timer 4 in
step SIntl. Next, in step SInt2, the non-contact type IC card 17 sets the
data “1” in the operation clock control flag 1 and causes the operation clock
control circuit 2 to suspend the supply of the operation clock 16 to the
coprocessor 3. As a result, the operation of the coprocessor 3 is temporarily

suspended. Next, in order to extend the frame waiting time for the
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|C card 17 starts the coprocessor arithnetic frominside the, RAM 11 (step
S81), and waits for the end of the arithnetic process of the coprocessor 3
in step S821. In the case where the interval tinier 4 overflows in step
S821, the interrupt request signal 8 is generated to start the interrupt
process. Once the interrupt process starts, the non-contact type IC card
17 branches to the interrupt process of step S8 stored in the RANI 11 in
step S2. In the case where the arithmetic process of the coprocessor 3
rval tinmer, 4 in ste 2, on the other

ends w t hou verflow.of t int

hand, théeﬂ%‘?ﬁ%{yﬁ?’é # 1R B E‘é‘t?’céﬁa npncopiach t¥pe Ct??é'ﬁalrsﬂ%’?@ml&s process of
t he coprogeas}&wg in step S8. Ia the interrupt process in step S8, as shown
in Fig. d$hegh gedeesittadhergpden/wrigr d41n ster pénbkl aneheoBeARH 8N of the
interval tinier 4 in steﬁ Sintl. Next, in step Slait2, the non-contact
type | C ddd InmteefIntdve thearoa contagtntypled Coprndat 7 srits fot kheont rol flag 1.
and causes the operation clock. control circuit 2 to suspend the supply of
t he oper aramsmissookoflthet 5 WHE resppnecbosoth@reaeravritsul4., Attheperati on of
the coprocessor 3 is tenporarily suspended. Next, in order to extend the

frame waishinmgtiniayghé ecaddhrewderyeddatdnds ther tid-oud isdiap oSt Bantde
non-contact type IC card 17 transinits the S WX request to the

reador / wwaipinglédnien egh Sbdei ofah eSHOVWIXiveshoise fréfh tHowsidep/vwahitde2, the
non-contact type ICcard I'd waits for the transm ssion of the S-WX

response f4 Rk @ -doRREE {yWei ICEFarbd1 7 frodebls tSHePOSIHtANe, the. reader/witer
14 extends the tine.-out point of the frame waithilg- tinme. Upon receipt

o, 1, L JEPRISE AOTL e geEni ey s fegenseest {yoe I
-con tacthy g RatLadnkhe operation clock control flag 1, and the operation clock

control circuit 2 resumes the supply of the operation clock 16 to the

coprocessor 3. As a result, the operation of the coprocessor 3 is resumed.

Next, in step SInt5, the operation of the interval timer 4 is resumed thereby

to end the interrupt process.

At the end of the interrupt process, the non-contact type IC card 17
again returns to step S82 (Fig. 8), and waits for the end of the arithmetic
process of the coprocessor 3. At the end of the coprocessor arithmetic, the
processor operation in step S8 is completed, and the non-contact type IC
card 17 stops the operation of the interval timer 4 and prohibits the timer
interrupt in step S9.

Once the entire execution of the command requiring the arithmetic
process of the coprocessor 3 is completed, the non-contact type IC card 17
transmits the command execution result to the reader/writer 14 by I block
in step S10. The process of step S10 is executed by branching to the data

transmission process transferred to the RAM 11 in step S2.

Through the aforementioned control process, the non-contact type IC
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, P sets the data "0" in the operation clock control fing 1, and the
operation clock <control circuit 2 resurne.s the supply of the operation
-dock 16 to the <coprocessor 1 As a result, the operation of the
coprocessor 3 is resulned. Next, in step ShA5, the operation of the
interval tamer 4 is resunmed thereby to end the interrupt process. At the
end of the interrupt process, the non-contact type IC card 17 again
returns to step S82 (Fig. 8), and waits for the end of the arithnetic
process o%éth,g.co ro s(gor 3., At the ‘egj of the .apr o eﬁsor arithnetic.,
tile proeessors opuralsOm srckpdparaes | eERt0R 0f LhHEOMIIREIRt act t ype
IC card 17 ops the operatLon of the inteivfi~d tinmer 4 and prohibits the
timer At cqugmaynacatam besyeeen e waderaviateachd and the nopLondfinand
requiring the arithnetic, process of the coprocessor 3 is conpleted, the
non- cont &ae 1§ pard &7 cae dreventedduomrkaing sunalteospnasdaskied sritomd esul t to
the reader"Witer 14 by | block instepSI O Theproce-sisof step

Sl O sexethé tepivgbssar piroedssing prdgravaiscexecntatbon $he KArbcwdbslet ransferred to
the, RAMI | in step S2. Through the. aforenentioned control process, the
non- cont aedhibyfpeg the 2caessdav dhé honyvoborenoémedy 1. such a manner that the
operation of the coprocessor 3 and the conmuni cati on between the.
reader/witer 14 and the non-contact type, I1C card 17 are preven Led froin
bei ng sinul taneouslY carried out, and the coprocessor processing program

i s execuieghe@r)the RAIMI | while prohibiting the. access to the
nonvol atile nmenorY 19 (O hers')

The non-contact type IC card having a non-contact interface is
explained in the embodiments above. As an alternative, the control process
and the control means according to the present invention are also apphcable
to a contact type IC card having a contact interface with equal effect.

In this case, the IC card operates according to the initial response
process of the contact type IC card shown in Fig. 11 in the initial response
routine in step S3 in the flowchart shown in Fig. 6. The contact type IC
card is powered on by the IC card activating operation of the reader/writer
(step S100). Then, the contact type IC supplies the clock and is reset (step
S101). Next, the contact type IC card transmits the reset response to the
reader/writer (step S102). After that, the communication is conducted
between the reader/writer and the contact type IC card wath the
transmission protocol such as T = 1 under ISO 7816-3 and the electrical
signal for the IC card with an external terminal (step S103).

In the flowchart shown in Fig. 6, the operation at and subsequent to
step S3 is similar to that of the non-contact type IC card having a non-
contact interface.

Although the present invention has been described in terms of the
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The non-contact type I C card having a non-contact interface is eNplainedin
t heenbodi nents above. and the control neans according to the present
invention are also applicable to a contact type IC card having a contact
interface with equal effect. Tn this case, the IC card operates according
to the initial response, process of the contact type IC card shown in Fig.
Il I inthe initial response routine in stop S3 ra the. flowhart shown in
Fi~-~ 6. The, contact type IC card i's powered on by the TC card
activating operation of the reader/witel, (stepSI00). Then, the contact
t~pe IC | i RN (St )1) ~ - cont act
type I C @g@%r¥§§%§5§?§%8®%eﬁgggg eP@?S%%é@“f@“?S%Rﬁﬁggﬁﬁgﬁhﬁ&ﬁﬁgr (step
S102). After ;that., the. ni gat i IS uct ed et ween, the

Ceadbr | wePtantaAtioph diehEainatc b HhesE sEANGHH Bt SHBRE SR ot ocol
such as,r, = i under 1SQO 7; 816-3 and the ele.ctykﬁJ signal for the IC card
with an &5 thaspiat andaroneseidhednssynt Jy epfong GSCRhYWFItHIR g, 6,
the operation at kjnd Subsequent. to step S3.is simlar to that of the.
non- cont abpu@ﬁ@refoee @grraeweﬁgnéeﬁ@ﬁﬁ?ébmca@ms wﬁ‘m W. Al t hough t he
present invention has been described in terns of the 26 preferred

enbodi nents, it wll he appreciated that various nodifications and
alterations mght be nade by those skilled in the art w thout departing
fromthe spirit and scope of the present invention. The present invention
shoul d therefore be neasured in terns of the clainms which follow \hat is
clainmed is:
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1. An ICcard with a built-in coprocessor for an auxiliary a '"thi nt7 ¢c n
ri~"il n netic in addition to a inain arithroptic. processinguoip, ig
an interval tinier for outputting an interrupt request signal upon |apse
of a set tine shorter than a frane waiting tinme: and coproc.e.ssor control
means for controlling an operation ofthe coprocessor by suspendi ng supply
of an operation clock to the coprocessor in accordance with an output of
t he naerrupt request signal, and resumng sripply (if the operation clock

in accordance wth g .predeterm ned response input froman external device.
LGRS

2~ The | ng to claim1l1, further conprising: interval tiner
setting neans for,determ.ning, upgn.receipt of 3 command.fromthe external
devi ce, the coht e‘?ﬂ‘j o‘fal‘flh‘@ltg@rrﬁ‘éﬁﬁl%ﬁwlé’é?ﬁoﬁ%’éa’c‘i Motter than the

frame waiting time in the interval tinmer thereby to start tile, interval
timer. |arrHempecdneddiisentepigatbasthmefis Proesstns LAY, COMpristRS's of t he.
interval tinier setting neans is execiaed by the aidthinetic processing
unit. 9 4. Thean Qteaval Awesdar agtnudtivigaaminterrugiaregiunst sigpakvppocessor
control, neans includes: a control flag for controlling a suspension and
r esunpt i apsgiof asseppinge shbrtan tbpe rafirhore whookg time;evdcopr ocessor; 28
operation clock control neans for controlling suspension and
coprocessor control means for controlling an operation of the

coprocessor by suspending supply of an operation clock to the coprocessor in

accordance with an output of the interrupt request signal, and resuming

supply of the operation clock in accordance with a predetermined response

input from an external device.

2. The IC card according to claim 1, further comprising:

interval timer setting means for determining, upon receipt of a
command from the external device, the contents of the command and setting
a time shorter than the frame waiting time in the interval timer thereby to

start the interval timer.

3. The IC card according to claim 2, comprising:
a process of the interval timer setting means is executed by the

arithmetic processing unit.

4. The IC card according to claim 1, wherein
the coprocessor control means includes:
a control flag for controlling a suspension and resumption of supply

of an operation clock to the coprocessor;
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resunption of an operation clock to the, coprocessor in accordance with
state of the control flag; and control flag setting neans for setting the
control flag to suspension node upon receipt of an output , of the
i nterrupt request Signal and setting, the control flag to resunption node
upon recei pt of the response input. 5. The | C card according to claim4,
wherein a process of the control. flag setting nmeans is executed by the
arithnmetic processing unit. 6. The I C card according to claim5, wherein
the arithmetic processing iihiit, outputs a frane waiting ti ext ensi on
request to theol\%l'?g‘roﬁaqo CATHEOPEANS %‘b@ﬁ@?@i‘f“gfs‘?ﬁﬁﬁﬁ‘)‘?goﬁn n operation
clock to the coprogessor, and eﬁ(s the control flag to resunption node
upon r ecEiHMRROR 0 é§r5’é’ﬁ§%ni)‘h|ﬁfﬁc fiOdReIINBT RSeERITIAY aGgavanee stet¢ard
according to claimf, further conprising: a nonvolatile nmenory for storing
a progr aﬁf’f}tﬁrC%FMagjmﬂessi ng, and a second nenory |ower in power
consunption than the nonvolatile nenory. wherein a program executed by the
coprocessor i scattoslddiig setiinghmesasdorisetiareihe @tntl‘tdafgag thewsptemeiaopr ocessor
is in operation. The IC card according to claim7, wherein 29 an access to
t he nonvaolate wpormesoeipt ofsarpowtypuii dfet ewhtrroperapmsosassdanidssdttingper at i on.
9. The IC card according to claim1, further coanprit

the control flag to resumption mode upon receipt of the response input.

5. The IC card according to claim 4, wherein
a process of the control flag setting means is executed by the

arithmetic processing unit.

6. The IC card according to claim 5, wherein

the arithmetic processing unit outputs a frame waiting time
extension request to the external device upon suspension of supply of an
operation clock to the coprocessor, and sets the control flag to resumption

mode upon receipt of a response input from the external device.

7. The IC card according to claim 1, further comprising:

a nonvolatile memory for storing a program for normal processing,
and a second memory lower in power consumption than the nonvolatile
memory, wherein

a program executed by the coprocessor is stored in the second

memory at least when the coprocessor 1s in operation.

8. The IC card according to claim 7, wherein
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g at least any one of a non -contact interface and a contact interface for
comuni cation with the external device. 10. A control. nmethod of an IC
card.,,with a built-in coprocessor for an auxiliary operation in addition
to a main arithnetic processing unit, conprising: setting an interrupt
perm ssion so as to output an interrupt request signal upon |apse of a set
time shorter than a frane waiting tinge; starting an arithnetic operation
of the coprocessor after setting the interrupt perm ssion; branching the
operation to in interrupt process.in response to an_. output of the
interrupt r equ%’%@C%?Séﬁﬁltilamwgfaéhleép??‘l‘?ﬁiéﬁ Brpbrad; Ehebihe he

coprocessor; and suspendi ng supply of an operation clock to the coprocessor
and restIRINEEHAP I I BPeHHBPToper ati on cl ock to the coprocessor upon receipt
of a predeterm ned response input froman external device in the interrupt
process. 11. The nmethod according to claim10, further conprising:
determ ni ng upon recei pt of a command fromthe external device, whether the
command i s an 8xefbeilércadmmoctiof tbhdaioopr bogbeocogmpndiB) Setting the

i nterrupt perm ssion when the command is an execution conmand of the
coprocessor. 13t lcHie angtdnedhfacaon donthdt ontdréace &ld afcontddincafizne forng: in
the interrupt process, outputting a frame wasting tine extension

communication with the external device.

10. A control method of an IC card with a built-in coprocessor for
an auxiliary operation in addition to a main arithmetic processing unit,
comprising:

setting an interrupt permission so as to output an interrupt request
signal upon lapse of a set time shorter than a frame waiting time;

starting an arithmetic operation of the coprocessor after setting the
interrupt permission;

branching the operation to an interrupt process in response to an
output of the interrupt request signal during an arithmetic operation of the
coprocessor; and

suspending supply of an operation clock to the coprocessor and
resuming supply of the operation clock to the coprocessor upon receipt of a
predetermined response input from an external device in the interrupt

process.

11. The method according to claim 10, further comprising:
determining upon receipt of a command from the external device,

whether the command is an execution command of the coprocessor, and
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request to the external device alter suspending supply of an operation
clock to the coprocessor, and upon receipt of a response input fromthe
external device, resum ng supply of the operation clock. 31

setting the interrupt permission when the command is an execution

command of the coprocessor.

12. The method according to claim 10, further comprising:

in the interrupt process, outputting a frame waiting time extension
request to the external device after suspending supply of an operation clock
to the coprocessor, and upon receipt of a response input from the external

device, resuming supply of the operation clock.
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