
IC Card with Built in Coprocessor for Auxiliary arithmetic, and Control
Method Thereof  BACKGROUND OF THE INVENTION  1. Field of the Invention The
present invention relates to an IC card with a built-in  coprocessor for an
auxiliary arithmetic such as cryptographic processing and,  more
specifically, to a technique, which is applicable to all IC cards of a non-
contact type, a contact tyke and a combination type, for improving an
efficiency of a communication protocol between an IC card and an external
device. 2. Description of the Related Art ?in IC card comprising a plastic
card and an IC chip (semiconductor  integrated circuit device) such as a
nonvolatile memory, a CPU or a  cryptographic coprocessor mounted thereon,
as compared with a widely-used  magnetic card, can handle a greater amount
of data and is superior in  security. Therefore, the use of the IC card has
begun to extend in various  applications. The K) card is classified into a
contact type, a non-contact  type or a combination type. The contact type
IC card having metal  terminals arranged on the surface thereof is inserted
into an external  reader/writer, so that power is supplied and the data is
exchanged through  the terminals. In the non-contact type IC card, an
antenna coil is brought  into a magnetic field generated by a reader/writer
using an electromagnetic  induction technique thereby to supply power or to
exchange data with radio wave (carrier frequency of, for example, several
to several tens of MHz). 



The combination type IC card has interfaces of both contact and non-contact
types. In recent years, the non-contact type IC card. has begun to be
widely  used for its operating convenience. (Problem regarding power supply
of non-contact type IC card) In non-contact communication using the
non-contact type IC card or  the combination type IC card, power is
supplied to the. IC card from a  reader/writer by electromagnetic
induction. Therefore, the IC card cannot  be driven with a large capacity
of power and has only a small capacity of  power supply. In the non-contact
type IC card, therefore, power  consumption is required to be minimized.
The currently available IC card  consumes a considerable amount of current
for reading, writing or erasing  the data in the nonvolatile memory or by a
coprocessor for cryptographic  operation described above, and therefore the
problem is posed how to supply  power in a non-contact manner. (Problem
regarding communication in non-contact IC card)) The communication method
of the proximity non-contact type IC  card. is standardized by ISO 14443
type B (ASK 10%), for example,, and uses  the low-depth modulation. The
low-depth modulation is defined as a  communication with a low modulation
rate of, e.g., 10 % the modulation  rate being defined by the following
expression (1) with respect to the  maximum width Amax and the minimum
width Amin of a signal used for  the communication. Modulation rate =
(Amax-Amin)/(Amax + Amin) ... (1) In the low depth modulation, a slight
voltage change affects the  communication quality. During communication,
therefore, it is  



indispensable to suppress the current consumption as far as possible.
Because of this restriction, the arithmetic operation of the coprocessor
and  the writing, erasing or reading operations of the nonvolatile memory
are  convention ally difficult to perform during coin rounication. (Problem
regarding setting of frame waiting time) An initial response in
communication between the non-contact type  IC, card and the reader/writer
is standardized by ISO 94443 3. .A.  processing flowchart of the
non-contact type IC card is shown in Fig. 1. A protocol for communication
between the non-contact type It., card  and the reader/writer after initial
response is also standardized by ISO  14443-4. The initial response is
started by the fact that the power supply of  the non-contact type. IC card
is turned on by the energy from the  reader/writer and a REQB command is
sent from the reader/writer to the IC  card. The REQB command is to request
the non-contact type IC card to  make preparation and contains an
application field identifier (AFI), an  attribute information parameter
WARM) and a circuit redundancy check  code (CRC). The non-contact. type IC;
card that has received the REQB command  detects the coincidence of the
application field identifier (Al; I) in the REQB  command, determines the
upper limit of the number N (N 1 in this embodiment) of the non-contact
type IC cards from the attribute  information {FARM) and, then, returns an
ATQB response to the  reader/writer. The ATQB response is a request
response signal to the  REQB command and contains information such as a
pseudo unique  



identifier (PUTT), application information (application }data), protocol
information and a circuit redundancy check code (CRC). By receiving the
ATQB response, the reader/writer acquires the information. Once the
non-contact type IC, card returns the ATQB response,  receives an AVPRIB
command and returns an ATTRIB response, then the  initial response is
completed and the non-contact type IC card proceeds to  an active mode.
After that, communication is carried out between the non-contact  type IC
card and the reader/writer with the protocol standardized by ISO  14443-4.
Normally, the reader/writer transmits a command. to the noncontact  type
IC'. card using the protocol described above. The non-contact type IC  card
executes the process corresponding to the received command and  transmits
the result of executing the command to the reader/writer. The  non-contact
type IC card, upon receipt of a DESELECT command by the S  block from the
reader/writer, proceeds to the halt mode. As hang as the  non-contact type
IC card is in halt mode, only the WUPB command can be  received from the
reader/writer. The WUPB command permits the non- contact type IC card to
perform the operation from and including the  detection of AM coincidence
again of all the initial response operations. The protocol information
contained in the ATQB response to the 4 REQB command at the time of initial
response includes the parameters  required by the non-contact type. IC card
for communication such as the bit  transmission rate and the maximum frame
size, which in turn includes the  



parameter FWI used by the reader/writer to set the frame waiting dine,  The
reader/Writer, after receipt of FWI, executes the calculation of the
following expression (2) and sets the frame, waiting time FWT. FWT --- (256
x 16/0 x Yj~' _ (2) In the above expression (2), fe is the carriertrequency
generated by  the reader/writer and standardized as 13.56 MHz. According to
the ISO  standard, FWl is assigned the value of0 to 14 (corresponding to
FWT of  about302Vstoabout.1949ins). The specific value of FWI to be
employed  is determined by the non -contact type IC card Therefore, the
non-con tact  type IC card is required to complete the internal process
thereof within the  tirne corresponding to tbe FWI transmitted to the
reader/writer. In the  case where the non-contact type IC card fails to
complete the internal  process within thc, particular time, the
reader/wri'ter is permitted to handle  the process as a time-out error.
Durin ~g the protocol coin m unicati on  according to ISO 14,143-4, assume
that the non-contact type IC card fails to  complete the, In!ocess within
the frarne waiting time of the reader1writer.  The non -contact type IC
card is required to request the reader"Writer to  extend the frmue waiting
time and extend the time-out error determination  time of the
readerhxriter~ The communication corninand between the  reader/writer and
the non-contact type IC -card for extension of the frame  waiting time is
specified by the protocol standard of ISO 1.4,143-4, Currently, the long
internal process required of the non-contact type IC card 5 includes the
arithmetic for various encryption/deeryption requiring the  coprocessor
aritbYnetic. 



In the, case where FW1 is set to a value as large as 14 in the initial.
response, for example., long time.-out determination time. is always set in
the  reader/writer. Under such a condition, a fault occurs in the internal
process or communication of the non-contact type IC card for other
commands reqi~iring no time extension, and the reader/writer cannot
correctly receive the response of the non-contact type. IC card to the
command from the, reader~wnter. Then, the. reader/writer undesirably  would
consume more thne than necessary to determine the fault of time-out  error,
resulting in a deteriorated performance. Therefore, the FW1 for tile
initial response is desirably set to as small a value as possible taking
the  over~ffl pexformance of the IC card systern into consideration. Tn the
case wbere the FWl is set to a value as small as 4, for  example, taking
the performance. of the IC card system into consideration~  however. the
coproces~~)r arithmetic mav require the arithinetic time longer  than the
frame waiting time of the reader/writer, To cope with this problem of
setting the frame waiting time, a  method might be conceived in which
communication is established between  the. reader/writer and the non
contact type TC card for. extending tile ftame  waiting time utilizing the
tiroer interrupt or the like durin.1w the. copracessor  arithmetic, The
request (cornmunication) issued for extending the fraine, waiting thne
durin~g the arithmetic of the coprocessor, however, adds the  communication
process to the original arithmetic process and increases the  power
conslaniption, Jks a result, the communication distance of the non 6
contact type IC card is shortened or the communication stability is
reduces.  



Therefore, it is difficult to improve the efficiency by this method. Also,
the processing time of the coprocessor arithmetic varies with  the type of
arithmetic executed by the arithmetic coprocessor and the parameter applied
to the arithmetic coprocessor. Currently, a plurality of  cryptographic
processes or a plurality of parameter processes even for a  single
cryptographic process are required, and it is difficult to predict the
need to extend the frame waiting time by tabling the processing time in
advance. As far as the non-contact type IC card currently used is
concerned, therefore, the communication is carried out to extend the frame
g time and the extension of the frame waiting time is set in the
reader/writer before executing all the coprocessor arithmetic. Setting the
frame waiting time in the reader/writer is a temporary process, and the
frame waiting time of the reader/writer is restored to the initial value
upon  completion of one command process of the non-contact type IC card
(upon  transmission. of the response to the command to the reader/writer).
An example of the conventional method of setting the frame waiting  time is
shown in Fig. 2. According to the conventional method. shown in  Fig. 2,
the reader/writer and the non-contact type IC card operate as  described
below in accordance with the ISO 144/13-4 protocol. In Fig. 2,  R/W
designates the reader/write. r and ICC the non-contact type IC card. (1)
The reader/writer transmits a command to the non-contact type  IC card by
the I block. The non-contact type IC card receives the command  and
determines the type of the command. (2) In the case where the command
received in (1) requires the operation of the arithmetic coprocessor, the,
non-contact type IC'. card  



transmits a frame waiting time extension request (WTX request of S block)
to the reader/writer before starting the arithmetic of the coprocessor. (3)
In accordance with the WTX request of the S block, the  reader/writer
extends the frame waiting time. The reader/writer thus  sends a frame
waiting time extension response (WTX response of S block) to  the
non-contact type IC card.. (4) The non-contact type IC card executes the
command (arithmetic  process of the coprocessor) (r) The non-contact type
IC card, upon complete execution of the  command, sends the result of
command execution to the reader/writer by  the I block. The conventional
method of setting the frame waiting time described  above, however, has at
least two problems. Firstly, the communication to  extend the frame waiting
time even for the coprocessor arithmetic not  requiring the extension of
the frame waiting time (short in processing time)  is carried out.
Therefore, the waste of time is caused by the additional  transmitting and
receiving operation, thereby deteriorating the efficiency of  communication
between the reader/writer and the non-contact type IC card.  Secondly, the
communication required for frame waiting time extension  before the
coprocessor arithmetic undesirably provides a trigger to notify the
offender of the analysis points such as key information on the encrypting
and decrypting operation, often leading to a security problem. SUMMARY OF
THE INVENTION. 8 The present invention has been developed to obviate the  



aforementioned problems, and the object thereof is to provide an IC card
capable of high -efficiency communication with small power consumption  and
a control method which mainly obviates the problem of power supplied  to
the non-contact type IC card, the communication problem and the  problem of
setting the frame waiting time. In order to achieve the object described
above, according to a first  aspect of the invention, there is provided an
IC card with a built-in  coprocessor for an auxiliary arithmetic in
addition to a main arithmetic  processing unit, comprising an interval
tinier for outputting an interrupt  request signal upon lapse of a set time
shorter than a frame waiting time;  and coprocessor control means for
controlling the operation of the  coprocessor by suspending the supply of
an operation clock to the  coprocessor in accordance with an output of the
interrupt request signal,  and resuming the supply of the operation clock
in accordance with a  predetermined response input from an external device
In the IC card according to the first aspect of the invention, assume  that
the arithmetic process of the coprocessor exceeds a set time shorter  than
the frame waiting time Then, the -arithmetic process of the  coprocessor is
suspended, and. a request for changing the communication  conditions (for
example, a frame waiting time extension request) is sent to  an external
device such as a reader/writer to change the communication  conditions of
the external device. Upon receipt of the input of a response  confirming
the change, the suspended arithmetic process of the coprocessor  can be
resumed. As a result, the power supply problem of the non-contact 9 



type IC card and the communication problem are avoided which otherwise
might be caused by the simultaneous execution of the arithmetic. process
of'  the coprocessor operation and the communication with the external
device.  Thus, a frame waiting time extension request can be issued to the
external  device. during the arithmetic process of the coprocessor, and an
undue  occurrence. of a time-out error is avoided. Also, in the, case where
the  arithmetic process of the coprocessor is completed before the lapse,
of the set  time, the wasteful request for changing the communication
conditions to the  extern al. device. is saved for an improved
communication and processing  efficiency. Further, in view of the fact that
the request for changing the  communication conditions is issued to the.
external device upon the lapse of  the set time after starting the
arithmetic process of the coprocessor, security  is improved against the.
offender attempting to use the communication as a  trigger. According to
second aspect of the present invention, there is  provided an IC card in
the first aspect of the present invention, preferably  further comprising
interval timer setting means for determining-, upon  receipt of a command
from the external device, the contents of the command  and setting the, set
time shorter than the frame waiting time in the interval  timer thereby to
start the interval timer. The process of the interval timer  setting means
is preferably executed by the arithmetic processing unit.~ In  this second
aspect of the invention, the. set time in the. interval timer can be
adjusted in accordance with the contents of the command received from the
external device, and therefore the, communication efficiency and the
processing efficiency are effectively improved. 



10 according to a third aspect of the present invention, there is  provided
an IC card in any of the aspects described above, wherein the  coprocessor
control means preferably includes a control flag for controlling  the
suspension and resumption of the supply of the operation clock to the
coprocessor; operation clock control means for controlling the suspension
and resumption of the supply of the operation clock to the coprocessor in
accordance with the state of the control flag: and. control flag setting
means  for setting the control flag to the suspension mode upon receipt of
the output  of the interrupt request signal and setting the control flag to
the resumption  mode upon receipt of the response input. In this aspect of
the present  invention, the process of the control flag setting means is
preferably  executed by the arithmetic processing unit. This third aspect
of the  present invention specifically implements the coprocessor control
means and  produces the operational effects of the IC card according to the
first or  second aspect of the present invention. According to a fourth
aspect of the present invention, there is  provided an IC card in the third
aspect described above, wherein the  arithmetic processing unit outputs a
frame waiting time extension request  to the external device upon.
suspension of the supply of the operation clock  to the coprocessor, and.
sets the control flag to the resumption mode upon  receipt of the response
input from the, external device. The process of the  control flag setting
means is executed by the arithmetic processing unit. In  this fourth aspect
of the present invention, communication is carried out  



with the external device to issue the frame waiting time extension request
during the suspension of the arithmetic process of the coprocessor. 11
Therefore, the frame waiting time can be extended while avoiding the.
shortage of power supply, thereby producing the. operational effects of the
IC  card according to the first or second aspect of the present invention
described above. According to a fifth aspect of the present invention,
there is provided  an W card in any of the aspects described above further
comprising a  nonvolatile memory for storing a program for normal
processing, and a  second memory lower in power consumption than the.
nonvolatile Memory,  wherein the program executed by the coprocessor is
stored in the second  memory at least when the coprocessor is in operation.
Further, the access  to the nonvolatile memory is preferably prohibited
during the, operation of  the coprocessor. In this fifth aspect of the
present invention, the power  consumed for the arithmetic process of the
coprocessor is reduced, and  especially, the power supply problem of the
non-contact type IC card, is more  effectively obviated. Preferably, the
IC' card according to any of the aspects described  above further comprises
at least one of a non-contact interface and a contact  interface for
communication with the. external device. In this way, the  operational
effects of the, IC card according to each aspect of the present  invention
described above can be produced without regard to whether the  coin in
communication interface is of contact or non-contact type. In order to
achieve the object described above, according to the  



present invention. there is also provided a control method of an IC card
with  a built-in coprocessor for an auxiliary operation in addition to a
main  arithmetic processing unit, the. method comprising: setting an
interrupt 12 permission so as to output an interrupt request signal upon
lapse of a set  time shorter than a frame waiting time: starting the
arithmetic. of the  coprocessor after setting the interrupt permission;
branching the. operation  to an interrupt process in response to the output
of the interrupt request  signal during the arithmetic of the coprocessor:
and suspending the supply  of an operation clock to file coprocessor and
resuming tile supply of the  operation clock to the coprocessor upon
receipt of a predetermined response  input from the external device in the
interrupt process, The control method according to above described aspect
of the,  present invention preferably further comprises: determining upon
receipt of  a command from the. external device, whether the command is an
execution  command of the coprocessor, and setting the interrupt permission
when the  command is an execution command of the coprocessor. Further, the
control  method preferably comprises: in the interrupt process, outputting
a frame  waiting time extension request to the. external device after
suspending tile  ~supply of the operation clock to the coprocessor. and
resuming the supply of  the operation clock upon receipt of a response
input from the external device,. BRIEF DESCRIPTION OF THE DRAWINGS Fig. I
is a flowchart showing an example of initial response at the  time of
non-contact operation of a non-contact type IC card or a combination  



type IC card specified in ISO 1.444 3; Fig- 2 is a diagram for explaining
processing steps for extending a  frame waiting time before coprocessor
operation in a conventional IC card' 13 Fig. 3 is a diagram showing a
system configuration as an example of  a hardware configuration of an IC
card according to the present invention; Fig. 4 is a diagram for explaining
processing steps executed in the  case where a frame waiting time is
extended upon occurrence of a frame  waiting time extension interrupt in
the IC. card according to the present  invention; Fig. 5 is a diagrams for
explaining processing steps executed in the  case where the frame waiting
time is not extended in the absence of a frame  waiting time extension
interrupt in the IC card according to the present  invention; Fig. (3 is a
flowchart showing an example of processing steps for  controlling the IC
card according to the present invention; Fig, 7 is a flowchart showing a
subrout e for an initialization process (step 52) in the flowchart shown in
Fig. 6; Fig. 8 is a flowchart showing a subroutine for a coprocessor
operation (step Sb) in the flowchart shown in Fig. 6; Fig. d3 is a
flowchart showing a subroutine for an interrupt process it  step 8 of the
flowchart shown in Fig. 6 Fig. 10 is a flowchart showing a subroutine for
an S-WT X request  transmitting/receiving process (step SInt3) in the
flowchart shown in Fig. 9;  



and Fig, 11 is a flowchart showing an example of an initial response in a
contact operation of a contact type IC card specified in ISO 78 163.
DESCRIPTION OF PREFERRED EMBODIMENTS 14 An IC card according to an
embodiment of the present invention is explained below with reference to
the drawings. (First Embodiment) First, the hardware configuration of the
IC card according to the  present invention is explained with reference to
the system configuration  shown in Fig. :3. The first embodiment assumes a
non-contact type IC card. A non-contact type IC card 17 according to the
present invention  comprises a CPU 5 constituting a main arithmetic
processing unit and a  built-in coprocessor 3 for the auxiliary operation
such as the cryptographic  operation in addition to the CPU 5. The
non-contact type IC card try  further comprises an operation clock control
flag 1 for suspending and.  resuming the supply of the coprocessor
operation clock to the coprocessor 3,  an operation clock control circuit 2
for controlling the operation of  suspending and resuming the supply of the
operation clock to the  coprocessor 3, and an interval tinier 4. The
non-contact type IC card 17,  also comprises an antenna 15 for
transmitting/receiving the signal  generated from a reader/writer 1/1
constituting an external device, an RF  circuit 13 connected. to the
antenna 15, a communication interface 9  connected to the 11.1+' circuit
13, and an operation clock generating circuit 10  connected to the RF
circuit 11 Furthermore, the non-contact type IC card  



17 comprises a nonvolatile memory 12 such as a flash memory and a RAM  11
such as a static RAM. for storing the control program to control the IC
card having the above-mentioned configuration through the process  executed
by the CPU 5. 15 The RF circuit 13 demodulates the signal received from the
reader/writer 1.4 and transmits the data to the communication interface 9.
The RF circuit, 13 also transmits the data from the communication interface
9 to the reader/writer 14 through the antenna 15. Further, the RFcircuit
13 extracts the clock from the signal received from the reader/writer 14
and  supplies the clock to the operation clock generating circuit 10. In
the operation clock generating circuit 10, the operation clock 16  for
activating various circuits in the non-contact type IC card 17, is
generated and supplied to the operation clock control circuit 2, the CPU 5.
the interval tinier 4, the communication interface 9 and. the like. The
operation clock control flag 1, the coprocessor 3. the interval  timer 4,
the CPU 5, the communication interface 9, the nonvolatile memory  12 and
the RAM 11 are connected to each other through a data bus 6. The  control
signals 7 output from the CPU 5 are input to the operation clock  control
flag 1, the coprocessor 3, the interval timer 4, the communication
interface 9, the nonvolatile memory 12 and the RAM 11. The control  signals
7 include, for example, an address signal, a readout signal and a  write
signal and the like. Also, the interrupt request signal 8 output from  the
interval timer 4 is input to the CPU 5. The operations of the operation
clock control flag 1, the coprocessor 3,  



the interval tinier 4, the communication interface 9, the nonvolatile
memory  12 and the RAM 11 can be controlled by the CPU 5 by executing the
control  pro :ram using the data bus 6 and the control signals d . For
example, the  CPU 5 can cause the interval timer 4 to perform an arbitrary
counting  operation by writing an arbitrary data to the interval tinier 4
using the 16 control signals 7 including an arbitrary address signal and a
write signal  through the data bus 6. The interval tinter 4 started by the
CPU 5 outputs  the interrupt request signal 8 to the CPU 5 upon lapse of a
designated set and the CPT-' .5 executes the interrupt process and
recognizes the lapse of the frame waiting tune by receiving the interrupt
request signal 8. The,  program for the interrupt process is stored in the
nonvolatile memory 12 or  the RAM I L This interrupt process includes the.
process of transmitting  and receiving the frame waiting time extension
signal to and from the  reader/writer 14 using the communication interface
9, Also, the CPU 5 can write the data "0" or "I" in the operation clock
control flag I through the data bus 6 by the control signals 7 including an
arbitrary address signal mid a write signal. The CPU 5 also can read out
the contents of the operation clock control flag 1 through the data bus 6
by g_ f' a a us 6 the control. signals 7 including an arbitrary address
signal and a read signal.  Further, the CPU 5 can cause the coprocessor 3
to perform an  arbitrary arithmtic by writing an arbitrary data to
coprocessor 3 by tile, control signals 7 including an arbitrary address
signal mid a write signal through the. data bus G. The coprocessor 3 can be
operated only when the  



operation clock 16 is supplied from the operation clock generating circuit
10.  and suspends the arithmetic process while the operation clock 16 is
not  supplied from the operation clock generating circuit 10. The operation
clock W generated by the operation clock generating  circuit 10 and the
state (if the operation clock control flag I are input to the,  operation
clock control circuit 2 for controlling the suspension and  resumption of
the supply of the operation clock of the coprocessor,3, Tile 17 operation
clock control circuit 2 is configured of, for example, an OR circuit  to
control whether the operation clock is supplied or not to the coprocessor
3.  In the case where the data on the operation clock control flag 1 is
"0", the  operation clock control circuit 2 supplies the operation clock 16
supplied  from the operation clock generating circuit 10 to the coprocessor
3. In the  case where the data on the operation clock. control flag 1 is
"1" on the other  hand, the operation clock control circuit 2 doesn't
supply the operation clock  16 supplied from the operation clock generating
circuit 10 to the coprocessor 3. The hardware configuration described above
includes coprocessor  control means for controlling the operation of the
coprocessor 3 in such a  manner that the supply of the operation clock to
the coprocessor 3 is  suspended in response to the output of the interrupt
request signal 8 from  the interval tuner 4 and resumed in response to a
predetermined] response  input from the external device, by the operation
clock control flag 1, the  operation clock control circuit ? and the CPU 5
for setting data "0" or "1" in  the operation clock control flag 1. 



In the hardware configuration described above, the CPU 5 can  control the
suspension and resumption of the operation of the coprocessor 3  by
controlling the operation clock control flag 1. Next, a series of control
steps executed for frame waiting time  extension between the non-contact
type IC card l7 and the reader/writer 14  using the hardware configuration
described above is explained with  reference to Figs. 3, 4, 5. The
communication protocol between the non- contact type IC card 17 and the
readeriwriter 14 is based on ISO 14443-3 18 and ISO 14443-4. The control
means for frame waiting time extension is stored in the  nonvolatile memory
12 as a control program executed by the CI'[? 5. The  control means is
processed in software fashion using the peripheral  hardware by the CP[7 5.
Fig- 4 shows an example of the operation performed. in the case  where the
S-WTX request is transmitted and received due to the overflow of  the
interval timer 41 used as a frame waiting time extension timer during  the
command execution (arithmetic process of the coprocessor 3) of the non-
contact type IC; card 1.7. In this case, the following processes (I) to (9)
are  executed. Fig. 5 shows an example of the operation performed in the
case  where the S-WTX request is not transmitted nor received due to the
lack of  overflow of the interval tuner 4 used. as a frame waiting time
extension  timer during the command execution (arithmetic process of the
coprocessor  3) of the non-contact type IC card 1.7. In this case, the
following processes  



(1) to (3) and (9) are executed. This embodiment is so configured that the
operation of the  coprocessor 3 and the communication between the
readerlwriter 14 and the  non-contact type IC card 17 are not performed at
the same time. Process (i): The reader/ rater 14 transmits an arbitrary
command to  the IC card by the I block. The CPU 5 built in the non-contact
type IC card  17 receives the command and determines the contents thereof.
The CPIT 5,  after setting the count value for generating a timer interrupt
before lapse of  the frame waiting time, permits the timer interrupt and
starts the interval 19 fiiner 4 for frarne waiting time extension. Process
(2): The CPU 5 executes the command (arithruetic process of  tbe
coprocessor). -Process (3): The CPU 5 monitors the end of the arithmetic
process of  the coprocessor 3 and. upon detection of the, end of the
arithmetic process,  executes the following process (9). Process (4): Tia
the, case where the frame waiting time extension  interval timer 4
overflow-, before detection of the end of the arithmetic  process during
the process (3), the interrupt request signal 8 is generated so  that the
process branches to the interrupt start routine of the non-contact  type,
IC card I "S, and the processes (53) to (8) are executed. Process (5)~ The
CPU .5 sets the data "I" in the operation clock  control flag I and causes
the operation clock control circuit 2 tosuspend the  supply ofthe operation
clock 16) to the coprocessor 3. As a result, the  operation of the
coproces.sor 3 is suspended, 



Proc"s (6):The CTU 5 calls the S-WTX request  transmittinp'receiving
proc~ess. In the process, the CPU 5 transmits tbe  frame waiting time
extension request (S-WTX request.) to the readeriwriter  14. The S-WTX
request is to request the extension of the frame waiting  bine by the.
command ofthe. S block (control block under ISO 14443-4  protocol), Process
(7): The reader1writer 14 extends the time-out time in  accordance with the
S-WTX request~ The reader"writer 14 transmits the  frame waiting time
extension response (S-WTX response) to the non-contact  type IC card 17.
TheS-WTXresponseis given from the reader"'Writer 14by 20 the S-block
command as a response to the S-WTX request, Process (8): The CPU5 sets the
data "0" in tbeoperation clock  control flag 1, and causes the operation
clock control circuit 2 to resume tile  supply of the operation clock 16 to
the coprocessor 3, As a result, the  operation of the coprocessor 3 is
resumed, The non-contact type IC card 17  returns from the interrupt to the
process (3). Process (9): The CPU 5, upon complete execution (if the
command,  transmits the command execution result to the reader"Writer 14 by
the I  block (information block under ISO 1,1143-4 protocol). The control
processes described above start the interrupt process by  the CPU 5 only in
the, case wbPre the interrupt request signal 8 is generate.d  by the
interval timer 4 during the arithmetic process of the copr 0-cessor 3. In
such a cast-, the operation (arithnietic process) of the coprocessor 3 is
temporarily suspended, and after extending the f"me waiting time for the  



Yeader,"writer 14, the operation of the coprocessor 3 can be resuined.
Thus,  the frame waiting time can be transinitted and received
advantageously in  terms of security without being noticed as a trigger by
an offender to know  the analysis points. In the case where the arithmetic
of the coprocessor 3 is  completed before occurrence ofthe interrupt
request from the interval tilner  4, on the other hand, the command can be
completely processe.d before  generation of tbe, communication for frame
waitin.- time extension, and  herefore the communication efficiency can
improved. t v (Second Embodiment) The first embodiment described above
represents a case ill which the 21 communication between the reader/writer
1-1 and the non-contact type IC  card 17 is not conducted simultaneously
with the operation of the  coprocessor 3, The first ernbodiment also
illustrates, a case in which the  progi,am executed by the coprocessor 3 is
stored in the. nonvolatile mernory  12. The operation of the coprocessor 3
can be. performed with lower power  consumption on the RAM 11 rather than
on the nonvolatile memory 12. The power consumption in the operation of the
coprocessor 3 can be reduced  therefore, by performing interrupt operation
on the RAM I I until the  operation of the coprocessor 3 is suspended
while. prohibitim~ the access to  the nonvolatile memory 12. Also, the
power consumption can be reduced by executing the  program for the
communication between the reader/writer 14 and the non- contact type
IC'eard 17 at the time of frame waiting time extension on the  



RAM 11. . ccording to the second embodiment. the coprocessor pi~ocessingg
A progrim and the communication processing program between the
reader/writer 14 and the non-contact type IC Pard 17 occurred at the time
of  frame waiting time extension are executed on the RAMI 11, and the
access to  the. nonvolatile memory 1.2 is prohibited during the execution
of the coprocessor processing program. This embodiment is specifically
explamed  with reference to the hardware configuration shown in Fig~ 3 and
the  flowcharts shown in Figs. 6 to 10~ The. hardware config-uration of
the, non- contact tvpe IC card 17 isassumed to be thesame as that according
to the  first embodiment. Also, the control mean,-, of the non-contact type
IC card  17 is.surcd in the nonvolatile wemorY 12 as a control program
executed by 22 the CPU 5. First, asshown in Fig. 6, power begins to be
supplied to the non  contact type IC card 17 by the radio wave from tbe
reader/wrifer 14. 17hen.  the operation of the. non-contact type IC card 17
starts (step SO. Next, the non-contact type, ICI card 17 executes the
initialization  process (step S2)~ The initialization process of step S2 is
configured, as  shown in Fig. 7, as an initialization process subroutine,
for example. During this process, the program for each of the data
transynitting/receiving  process (step S21), the interrupt process (step
S22) and the coprocessoi,  arithmetic process ~step S23) is transferred
from the nonvolatile memory 12  



to tbe RANI 11. In stop S3, the initial response operation shown in Fig~ I
is carried  out between the non-contact type IC card 17 and the
reader/writer 14. so  that the non-contact type IC card 171 comes in a
state (active state) communicable under ISO 14443-4 protocoL The
non-contact type IC card 17 biancbes~ in stop S4, to the process  of
receiving the. data transferred to the. RAM 11 in step S2 and waits for a
cortrinand (1-block command) transmitted from the reader/writer 14 The
non-contact type IC card 1-1, upon receipt of the command (I- block
command) from the reader/writer 14 in step S4, proceeds to step S5  and
determines whether the cornmand requires the execution of the  coprocessor
3 or not. In the case where it is deten:mined that the received  connnand
requires the execution of the coprocessor 3, the non,contact type  ICI card
17 proceeds to step S6~ In step S6, the count value for generating  the
timer interrupt before lapse of the frame waiting time is set in the '22 3
interval timer 4, and then the tinier interrupt is permitted thereby to
start  the interval timer 4. In the case where it is determined that the
received  command requires no execution of the coprocessor 3, on the other
hand, the  non-contact type IC card 17 proceeds to step S7 where other
processes are  executed. After starting the interval tuner 4 in step S6.
the non-contact type  IC card 1.7 branches to the coprocessor arithmetic
operation (step S8) stored  in the RAM 11 in step S2. After branching to
step S8, as shown in Fig. 8, the non-contact type  



IC card 17 starts the coprocessor arithmetic from inside the, RAM 11 (step
S81), and waits for the end of the arithmetic process of the coprocessor 3
in  step S821. In the case where the interval tinier 4 overflows in step
S821, the  interrupt request signal 8 is generated to start the interrupt
process. Once  the interrupt process starts, the non-contact type IC. card
17 branches to the  interrupt process of step S8 stored in the RANI 11 in
step S2. In the case  where the arithmetic process of the coprocessor 3
ends without overflow of  the interval timer 4 in step S82, on the other
hand, the non-contact type IC  card 1.7 completes the arithmetic process of
the coprocessor 3 in step S8. In the interrupt process in step S8, as shown
in Fig. 9, the non- contact type IC card 17 suspends the operation of the
interval tinier 4 in  step SIntl. Next, in step Slait2, the non-contact
type IC card 17 sets the  data "1" in the operation clock control flag 1.
and causes the operation clock.  control circuit 2 to suspend the supply of
the operation clock 16 to the  coprocessor 3. As a result, the operation of
the coprocessor 3 is temporarily  suspended. Next, in order to extend the
frame waiting time for the 24 Yeader/writer 14 im step Slnt3, the
non-contact type IC card 17 transinits  the S-WTX request to the
reador/writpr 14 in step Slnt3l as shown in Fig.  10. In stop ShA32, the
non-contact type IC card I'd waits for the transmission of the S-WTX
response from the reader/writer 14. At the  Sarno, thne, the. reader/writer
14 extends the time.-out point of the frame  waithilg- time. Upon receipt
of the S-WTX response from the reader/writer  14, the non-contact type IC
card 17 proceeds to step SlnW~ As shown in Fig. 9, in step SInt4, the n on
-con tact ty e R' card 17  



, P sets the data "0" in the operation clock control fing 1, and the
operation clock  control circuit 2 resurne.s the supply of the operation
-dock 16 to the  coprocessor 1 As a result, the operation of the
coprocessor 3 is resulned.  Next, in step ShA5, the operation of the
interval tamer 4 is resumed thereby  to end the interrupt process. At the
end of the interrupt process, the non-contact type IC card 17  again
returns to step S82 (Fig. 8), and waits for the end of the arithmetic
process of the coprocessor 3. At the end of the coprocessor arithmetic.,
tile  processor operation in step S8 is completed, and the non-contact type
IC  card 17 stops the operation of the inteivf~d timer 4 and prohibits the
timer  interrupt in step S9~ Once the entire execution of the. command
requiring the arithmetic,  process of the coprocessor 3 is completed, the
non-contact type IC card 17  tradisraits the connnand execution result to
the reader"Writer 14 by I block  instepSIO. Theproce-sisof step
SlOisexectitedbybrai-ii~hingtotbe data  transmission process transferred to
the, RAM I I in step S2. Through the. aforementioned control process, the
non-contact type IC 2 o card 17 is controlled in such a manner that the
operation of the coprocessor 3 and the communication between the.
reader/writer 14 and the non-contact  type, IC card 17 are preven Led froin
being simultaneouslY carried out, and  the coprocessor processing program
is executed on the RAIM I I while  prohibiting the. access to the
nonvolatile memorY 19 (Others')  



The non-contact type IC card having a non-contact interface is eNplainedin
theembodiments above. and the control means according to the present
invention are also applicable  to a contact type IC card having a contact
interface with equal effect. Tn this case, the IC card operates according
to the initial response,  process of the contact type IC card shown in Fig.
I I in the initial response  routine in stop S3 ra the. flowchart shown in
Fi~-~ 6. The, contact type IC  card i's powered on by the TC card
activating operation of the reader/writel,  (stepSI00). Then, the contact
t~pe IC supplies the clock and is reset (step  S]01)~ Next, the contact
type IC card transinits the reset response to the  reader."Writer (step
S102). After that, the communication is conducted  between the
reader/writer and the contact type IC card with the  tnansmission protocol
such as,r = i under ISO 7; 816-3 and the electykA  signal for the IC card
with an eNternal terminal (step S103). In the flowchart shown in Fig, 6,
the operation at kind Subsequent to  step S3 is similar to that of the.
non-contact type. IC card having a non- contact interface. Although the
present invention has been described in terms of the 26 preferred
embodiments, it will he appreciated that various modifications  and
alterations might be made by those skilled in the art without departing
from the spirit and scope of the present invention. The present invention
should therefore be measured in terms of the claims which follow.  What is
claimed is: 



1. An IC card with a built-in coprocessor for an auxiliary a 'thi mt7 c n
ri~'il  n netic in addition to a inain arithroptic. processing u o ip , ig
an interval tinier for outputting an interrupt request signal upon  lapse
of a set time shorter than a frame waiting time: and coproc.e.ssor control
means for controlling an operation ofthe  coprocessor by suspending supply
of an operation clock to the coprocessor in  accordance with an output of
the naerrupt request signal, and resuming  sripply (if the operation clock
in accordance with a predetermined response  input from an external device.
2~ The IC card according to claim 1, further comprising:  interval timer
setting means for determining, upon receipt ofa command from the external
device, the contents of the command and settin  a time shorter than the
frame waiting time in the interval timer thereby to  start tile, interval
timer. I The IC card according to claim 2, comprising: a process of the.
interval tinier setting means is execiaed by the  aidthinetic processing
unit. 9 4. The IC card according to claim I., wherein  the coprocessor
control, means includes: a control flag for controlling a suspension and
resumption (if supply  of an operation clock to the coprocessor; 28
operation clock control means for controlling suspension and  



resumption of an operation clock to the, coprocessor in accordance with
state  of the control flag; and control flag setting means for setting the
control flag to suspension  mode upon receipt of an output , of the
interrupt request Signal and setting,  the control flag to resumption mode
upon receipt of the response input. 5. The lC card according to claim 4,
wherein a process of the control. flag setting means is executed by the
arithmetic processing unit. 6. The IC card according to claim 5, wherein
the arithmetic processing iihiit, outputs a frame waiting time  extension
request to the external device upon suspension of supply of an  operation
clock to the coprocessor, and sets the control flag to resumption  mode
upon receipt of a response input from the external device. The IC card
according to claim f, further comprising: a nonvolatile memory for storing
a program for normal processing,  and a second memory lower in power
consumption than the nonvolatile  memory. wherein a program executed by the
coprocessor is stored]. in the second  memory at least when the coprocessor
is in operation. The IC card according to claim 7, wherein 29 an access to
the nonvolatile memory is prohibited when the coprocessor is in operation.
9. The IC card according to claim 1, further coanprit 



g at least any one of a non -contact interface and a contact interface for
communication with the external device. 10. A control. method of an IC
card.,,with a built-in coprocessor for  an auxiliary operation in addition
to a main arithmetic processing unit,  comprising: setting an interrupt
permission so as to output an interrupt request  signal upon lapse of a set
time shorter than a frame waiting tinge; starting an arithmetic operation
of the coprocessor after setting the  interrupt permission; branching the
operation to in interrupt process in response to an  output of the
interrupt request signal during an arithmetic operation of the
coprocessor; and suspending supply of an operation clock to the coprocessor
and  resuming supply of the operation clock to the coprocessor upon receipt
of a  predetermined response input from an external device in the interrupt
process. 11. The method according to claim 10, further comprising:
determining upon receipt of a command from the external device, whether the
command is an execution command of the coprocessor, and 30 Setting the
interrupt permission when the command is an execution command of the
coprocessor. 12. The method according to claim 10, further comprising: in
the interrupt process, outputting a frame wasting time extension  



request to the external device alter suspending supply of an operation
clock  to the coprocessor, and upon receipt of a response input from the
external  device, resuming supply of the operation clock. 31 


