1 SYSTEM AND METHOD FOR SECURING A NETWORK SESSION COPYRIGHT NOTICE A
portion of the disclosure of this patent document contains material which is subject to copyright
protection. The copyright owner has no objection to, the facsimile reproduction by anyone of the patent
document or the patent disclosure, as it appears in the Patent and Trademark Office patent file or
records, but othervgsasngservesiaihpopmiabtrighisprhaiseryel NIEGHHNGALER IO This invention
relates generally to network systems, and more particularly provides a system and method for
securing a network session. 2 BACKGROUND Security is a key concern during online
transactions. Commercial Internet transactions, e.g., Internet banking, credit card purchases, etc., are
only as secure as the weakest link Traditional security solutions focus on server-side infrastructure
security, e.g., HTTPS, two-factor authen§EERIGHANQLIGE server side has security expert
management and maintenance, the end user's computers do not have such benefit.

A portion of the disclosure of this patent document contains material which is
subject to copyright protection. The copyright owner has no objection to the facsimile
reproduction by anyone of the patent document or the patent disclosure, as it appears
in the Patent and Trademark Office patent file or records, but otherwise reserves all

copyright rights whatsoever.

TECHNICAL FIELD

This invention relates generally to network systems, and more particularly

provides a system and method for securing a network session.



Current online transaction risks increase due to poor end user security practices. The current solution
to end user security tends to focus on end user education, e.g., training end users to recognize
phishing attempts and ignore spoofed emails, and ipstalling end-user security software to clean up and
secure end-user devices from malicious code, e.g.,gliruses, spyware, adware, keyloggers, backdoors,
Trojans, etc. Solving the end-user device vyrarailities mging the above approach is dependent on
end-user efforts, e.g., regular installation of security software updates such as signature files, regular
execution of scans, regular application of the security patches, etc. Additionally, the generally open

nature of the Interngtmakes shasedoiiennahRSOsHERS 1RithadAbIR. SEBIABeItaTHRMRIE routers, etc.,

susceptible to web site hijacking. Shared Internet resources are not managed by web site owners or

end users, nERRRG S iy dRELELRINNe SEEfELBLRSISbAtRS DhtrdictherS titdRbfers. A system

and method it agiliiatas NatuerosREHEEN RO SYRMD A €008S IR derde bl VMH¥R Y ructurEer one
embodiment, the present invention provides a system comprising an end-user.device including a

browser and> 886ty edtddne it epsivkaytienticating §'Se MNP SRfies s kscitty policy to be
downloadeddseiis weRsitiiaansemyehsdarpplkeing @ srRceHiiRelicYaviieadable Fatbe security
component. The security component may download the security policy from the website upon
connection "R server. The security component may activate a security mechanism upon
detection of a trigger point. The trigger point may include an explicit trigger point, e.g., a metatag
embedded in the website. The metatag may be associated with a pa%j:ular secuyrity mechanism. The

trigger point may inCRIGEAATHASIEATSAGHER Pt e 2setBg R L UhUSTRSRCHHE security component
may connecpiactitesvelisitenyian Roitlototpeiit teaneldaeiore swslprdinentbedseeurity policy. The

website may include an integrity checksum embedded in the website. The security component may
include a we%ﬁlfé‘tilﬁfégﬁi'ﬁy E%HE)}/QSF SETHHE TRESGRES HEuR AR R ggite has not
been modifieghdlisingdraRsiifg The seeustymlicyae idesltfy aamarecaftliaie sesivers where the

browser may naviﬁ?S ewith(i#traisin concern. Per one egégodi the present invention

ent,

provides a mSHET dEHHMENY USG5 w SEH 5 nSRAGHRE 1B A HED ﬁ@,oﬁ?ee Mtluding a
downloadabierspasy i pslityimntdishiguscselen iy aampasitititiaday tead dhe speuity policy from the
website andéo %t the se urit%/]§) licy while n:{‘\% atin 1ihe wehsite. The Lésin%the(fecurity
component SSBGHNTUAH (I SBELPHO1ES ETR b MRRLHEoH 8y RPN LR RERISR to the main
server. The siethadsipaytiivethis campusexactiviating & sesuegylarepphoisionuptihdeiaatign of a trigger
point. The triﬂ%q&eéspoint may includes an explicit trigger point. The explicit trigger point may include a
metatag em ¥ fi%he website. The metatag may be associated with a particular security
mechanism. The trigger point may include an implicit trigger point. The implicit trigger point may
include recognition of an. event. The method may further comprise conngcting to the website via a
point-to-point ek BB B AETNET Re BER THY Bl THE S SR s UOERR mcearty
checksum embedded éxthDMEebsitergnotthactiathoduray dwihescgitiplise usbgithe integrity
checksum tchco firm t tthg f/vgbsitte has not been {nodified d‘%’”@%ﬁraps ort. The se urit}/ policy may
identify alias ARG Affiate Lervers whera the Prowser rrﬁl%ry}aﬁgvig%te Withou “r’gf:srlsn%r&r)lncuesftn?’

making securing these shared resources outside the control of the stakeholders.

A system and method that facilitates network security sessions are needed.



4 Per one embodiment, the present invention may provide a system comprising means for
navigating to a website, the website including a downloadable security policy; means for downloading
the security policy from the website; and means for effecting the security policy while navigating the
website. 5 BRIEF DESCRIPTION OF THE DRAWINGS Figure 1 is a block diagram of a secure
network system, in accordance with an embodjpmemyalikkre present invention. Figure 2(a) is a
block diagram illustrating details of the protected website of Figure 1, in accordance with an
embodiment of the present invention. Figure 2(b) is a block diagram illustrating details of the

directory service of figéig dmisbakReRHANEP Mt ERRMRAOINAMIGS IRORIBSCIhPILERtiIan. Figure
2(c) is a block diagram illustrating details of the security component of Figure 1, in accordance with an

embodimentBAHERASYSS RRIBARER Drovesgf pads et SOmRGtFIL RIS SHREEBE0n security
mechanismsself AGEPHIRPC YT @i-L pRE Faat Rfhe RIBEFRIHNYQAtIRRe; and a website

including a security policy downloadable to the security component. The security
component may download the security policy from the website upon connection to the
main server. The security component may activate a security mechanism upon
detection of a trigger point. The trigger point may include an explicit trigger point,
e.g., a metatag embedded in the website. The metatag may be associated with a
particular security mechanism. The trigger point may include an implicit trigger point,
e.g., recognition of an event. The security component may connect to the website via
a point-to-point tunnel before downloading the security policy. The website may
include an integrity checksum embedded in the website. The security component may
include a website integrity checker to use the integrity checksum to confirm that the
website has not been modified during transport. The security policy may identify

alias and affiliate servers where the browser may navigate without raising concern.

Per one embodiment, the present invention provides a method comprising
using a browser to navigate to a website, the website including a downloadable
security policy; and using a security component to download the security policy from
the website and to effect the security policy while navigating the website. The using
the security component to download the security policy from the website may occur
upon connection to the main server. The method may further comprise activating a
security mechanism upon detection of a trigger point. The trigger point may includes
an explicit trigger point. The explicit trigger point may include a metatag embedded
in the website. The metatag may be associated with a particular security mechanism.
The trigger point may include an implicit trigger point. The implicit trigger point may
include recognition of an event. The method may further comprise connecting to the
website via a point-to-point tunnel before downloading the security policy. The
website may include an integrity checksum embedded in the website, and the method
may further comprise using the integrity checksum to confirm that the website has not
been modified during transport. The security policy may identify alias and affiliate

servers where the browser may navigate without raising concern.



Figure 4 is a block diagram illustrating a tunneling architecture, in accordance with an embodiment of
the present invention. Figure 5 is a block diagram illustrating a one-way tunneling architecture, in
accordance with an embodiment of the present invention. Figure 6 is a timing diagram illustrating
a simultaneous double synchronization method, in Accordance with an embodiment of the present

invention. Figure 7 is a timing diagram illustrating a sequential double synchronization method, in

accordance with an embodiment of the present invention. Figure 8 is a block diagram illustrating
DNS address injectiGh O S8R R WithPAFs &t BYGRHERTBAREPES @ HEBMERIAPTSINGigure 9 is a

block diagramdisstiating i2RtBxanRI® atectedwianaaGHendin 2s kARGt anuambodiment of the
present invention.. 6 Figure 10 is a block diagram illustrating DNS securiq architecture, in

accordance MliFEsRboldlontipading fhssrewERebRY frontige webpitea pad rasanstetreenshots
illustrating agfexamPlaPERuAL) YORIQAHRE SRAEIAMg the website.



Figure 12(a)-12(f) are screenshots illustrating an example protected session, in accordance with an
embodiment of the present invention. 7 DETAILED DESCRIPTION The following description is
provided to enable any person skilled in the art to make and use the invention and is provided in the
context of a particular application. Various modifications to the embodiments are possible, and the
generic principles defined hergip mayiisamigdontbeseranghibey rgsodiments and applications
without departing from the spirit and scope of the invention. Thus, the invention is not intended to be
limited to the embodiments and applications shown, but is to be accorded the widest scope consistent

with the principles, fgausasian® teacingsaisclosediRaigiRork sysigried dscaalark diagram of a
secure network system 100, in accordance with an embodiment of the present invention. The secure

network sys@ERPAHHEIAHES BFESHY INER IV ice 105, a website system 110, and a directory system
115, each coupled together via a computer network 120 such as the Internet. The end-user device 105
includes a browser 130 and a,secu%%(component 135, The website system 110 includes a protected

website 125 with a SEUFg Bl dagrapuibledasinse st otdhnriieried X5 Ui Youter 145. The
directory systeiird 15ineludrsacditgieiany sapyeantAPof thefesendigatidgvice 105 may include a
laptop, desktop, PDA, cell phone, etc. The browser 130 enables the end user to navigate about the
computer network 120 to websites such as to the protected website 125 on the website system 110.
The security compangatc15)Geanssatesivithnitievieiastedowabsirent 2randryisbrie directory system
115 to protect website sessions between the end-user device 105 and the protected website 125.

In one embo%ﬁgﬁéw;meag%%&ﬁ&?w%aﬂgmbfﬁs%b?ﬁ%e- TBIHRY SR Y8Guested URL is associated
with a blacklisted site (websites known to be malicious, e.g., phishing sites), a whitelisted site
(websites providing website session security, e.g., for banks/financial institutions), or an uplisted site
(e.g. a conventiongﬁ%ﬂ&eﬁis i ?IBP%F]B éﬁfé‘?&ﬁﬁﬁ?a&lﬂﬁlﬂgﬁﬂ 8f§ﬁ8)s.eﬁ"tﬂg'§?érlf‘§°8ﬂ’élﬂgted, then in
one embodirphitéhe endesanseweehlObefiibbepndims thaptoscuiseiveisibas to navigate to the site. If
the site is whitelisted, then the end-user device 105 establishes a site- 8

Figure 3 is a tree-type structure illustrating session security mechanisms, in

accordance with an embodiment of the present invention.

Figure 4 is a block diagram illustrating a tunneling architecture, in accordance

with an embodiment of the present invention.

Figure 5 is a block diagram illustrating a one-way tunneling architecture, in

accordance with an embodiment of the present invention.

Figure 6 is a timing diagram illustrating a simultaneous double

synchronization method, in accordance with an embodiment of the present invention.

Figure 7 is a timing diagram illustrating a sequential double synchronization

method, in accordance with an embodiment of the present invention.

Figure 8 is a block diagram illustrating DNS address injection, in accordance

with an embodiment of the present invention.

Figure 9 is a block diagram illustrating an example protected transaction, in

accordance with an embodiment of the present invention..



specific anti-hijack GRE tunnel to the website system 110, retrieves the security policy 150 from the
protected website 125, and activates lockdown policies (e.g., unhooking keyloggers, blocking
file/process commands, and establishing global antj-hijack GRE tunnel) according to the security
policy 150. The website system 110 (e.g., an Infernet banking site, eCommerce site, etc.)
manages the protected website 125. The website system 110 may be located in a "demilitarized

zone." The intemet router 145 may support tunneling, (e.g., GRE tunneling) The directory service
140 may be a hostdde¥Eniles i pekehagrrimibni rapRdile tr eyt arehdselifedted URL against
known blacklisteehang whitelistegbv@hsias the prasionyeandge 140 enables accurate DNS
resolution. For scalability and availability, the directory service 110 may be distributed across multiple
data centers as well as deployed on content delivery networks such as Akamai. Figure 2(a) is a
block diagram illustragingdetailsiaf sherdiseains ey kR kMR RecarAn pe Wit an embodiment of the
present invention. The directory service 105 includes a directory service server 212 having a TCP
request sen/EIOCE 158 1¥uest server 222, a component event logger 224 and a component
update engine 226. The directory service 105 also includes a directory service engine 214 having a
blacklist engine 228, a whitelist engine 230 and a directory updater 232. The directory service 105 also
includes a full direcioRyfid 235 L300 2 PREFEMEAtAI AT e8P le PRafsGHISES ieMa Block
diagram iIIusgteazjﬂguqigaiimliIaﬁlpﬁq;ﬁgﬁoow@@slﬁ@s&piﬂveﬁﬁ@ﬁrdance with an embodiment of the
present invention. The protected website 110 includes a website management console 202, security
policy 150, an integrity checksum 206, a component event logger 208 and explicit trigger points 210.
Figure 2(c) is a block diagram illustrating details of the security component 135, in accordance with an
embodiment of the present invention. The security component 205 includes a connection agent 234,
an event handler 236, a security engine 238, a transport agent 240, a visual display engine 242, a
logging module 244, 9



and a component updater 270. The connection agent 234 includes a configuration updater 246, a
directory connector 248, a website connector 250, a website integrity checker 252 and a secure DNS
254. The secure DNS 254 includes an authenticator 256, a cache updater 258, a directory caching
engine 260, and a cache 262. The event handler 236 includes a browser content monitor 264. The
security engine 238 includes a TSR 266 Thgrtransposiageni@d40 includes a tunnel device 268.
Referring to Figures 2(a), 2(b) and 2(c), in one embodiment, the directory connector 248 connects with
the directory service 140 specified in the preference setting (e g , Alcamai, the data center with the

lowest latency, etc.)H.golldRMUSEPRAOIProl R dlile 1B CANNBSIIN2AS 1B REEfRifba UDP ping

on the list of data centers to determine the one with the lowest latency, etc. The UDP request server

222 respondS3ELABIBPIRGAGYS)HAR ML) HorhELIBF sagexHf edter i RRIFANRY 246 may

update the glohal el ReeRidinghe embiRAASERORRGIRIBRE SRMROPEN-NsAEIHEL0 of the security
component 135 checks with the securitg component updater 226 of directory service 140 to determine

if a newer velSBIE bR ERYHRY BaRsO A Hreresnd giigiambofasninandmBYRditfpdater 270

updates the geguiibdepmpanaoinldR. shiie aagREPaDN2EH eitbe. SERIKItheaMPRNaNTs1 35
communicates with the security component updater 226 of the_directo%ervice 140 to update the

cache 262 wift Biisadskd benimiteidpdpesrodpastisa b adbice B RS fhovd B Revant to the

particular engbbselcdhiessbysaisespindRNRgache @rtpasciplesVbatrtRansaseanests a website, the
cache engine 260 q;@ries its cache for the hostname. If the hostname is not stored in the cache 262,

the cache ertifil®$80 G f&Ries the directory service engine 214 to resolve the requested hostname.
The directory service engine 214 examines the full directory 216 to determine if the requested website
pertains to a blacklisted or white iste&site. If the requested hgstname belongs to a blacklisted site, the
security engine 238 184HULES QK ?%ﬁ%@iﬁ?%ﬁeg%@ 3G RISl d WarRiAE MEe%sye to alert the
user. If the reguesiedndodiname Biunpsiasht e onabsiteraoReaatONAROGaAUeEsI00rmal DNS

resolution and ETTP operations to connect to the website. T@e website server 202 presents the 10
website. Red ML 2N LAERE SN iR Dad SRS U TR oty ISRt ﬁ?’cache 262.

If the hostnagaehredaisisdeogasttvialiste dastiputtiensaconity Engiok A3Bdniitatasta SrReure-lisgsaction. The
security engine 238 instructs the transpo ent 240, which uses the tunnel device 268, to establish a
Sie-speoiic STHI Lk RS (PN BIo) 16 THE JSEEF BASOF RS SEbonty A0GINEDIS downloads the
security poligysi@af, itheiactingnticpiotc2d webiizs 106 Hith cestificateoliv I60U b eogiel238 confirms
that the user wishes to irgitiate a sgcigre sessiont, a &i (a,[lsj;u in%tconfirmed) L&e.semérit engine 238
instructs the 74K SRBRU AR LESHN TARABIbR BoNckE (I3C BRSSIE kb AoS S Shplies
site-specific file/pagranvieckdown policies, activates a global anti-hijack tunnel to direct all other non
protected site-specific traffic through it, etc.) according to the security policy 150. The website server

202 presents the website. The TSR 266 is a kernel module that is loaded upon system bootup. It

intercepts the systeTheatid-ofdhécuiderfingagpachitipdyptep) dinkpactBiiiencinthchanges their
behavior to cgntrol their by programs running on the operatjng system to achiev required
protection. @@’&@8&%%@%%@ %ﬁ&er%l}atlé%e%%%%l ?%ecaeﬁé%@n{l%gaﬁzalq%lneégﬁ{%,r ilgzlgc%ess (open/
write / rename)bsaniralchegistrihagress t@penbsiwrite 3 renhmeyleantrgiswindds fileesharing access
(open /write ’eéﬁa%‘g%% %%%teﬂ‘%t"f 1Qvaple dsev‘éﬁgﬁt %rﬁ{%ﬁ’ééc%‘e’é%@%‘h@fi‘ﬁ%eﬁ% “vtvrff!f %%%ree”.‘?apt“re
(prlntscreen)scon rol, system printer control, and restrict network data routed only 1o specific network
location (IP dddress) systeim bifete mbadinmerbisith eesiousityeengineh2 38 drsteucksvibe thanspbrt agent
240 to route ie ue§ts ta th rout?£5’L45 though the anti-hijack tunnel, and to receive responses via the
s teroctewesite . L . . . .
existing intemetroute, possibly using existing security mechanism like HTTPS to secure transactions
of sensitive and important applications. The protected website 125 may use a signing component for
non-HTTPS traffic E) sign th nerated web e. The wehsite integrity ch c@er 252 may perform an
integrity check on t e N eegrﬁ%gf né%rﬁéﬁhr% sfﬁﬂgg%ﬁéntﬁ%nt%ngﬁ 2%83%%@5 esdwv%g e|oraage IS not modified.
requested URL is associated with a blacklisted site (websites known to be malicious,

e.g., phishing sites), a whitelisted site (websites providing website session security,
e.g., for banks/financial institutions), or an unlisted site (e.g., a conventional site that
is not a blacklisted nor a whitelisted site). If the site is blacklisted, then in one
embodiment the end user device 105 first confirms that the user wishes to navigate to

the site. If the site is whitelisted, then the end-user device 105 establishes a site-



11 The component event logger 208 of the protected website 125 may monitor end-user behavior
for a variety of reasons, e.g., to identify malicious behavior, to review past behavior if later determined
to be malicious, to monitor for marketing possibilities, etc. The component event logger 224 of the
directory service may monitor access behavior for évariety of reasons, e.g., to identify malicious

behavior, to ggyiene BASLINRRA\GATH fiaEIdetaERISHi{o R eRITRUSHRICesINe Leeging module 244 of
the security component 244 may monitor access behavior for a variety of reasons, e.g., to identify

malicious bePRifér 38 FERmOBES BB WEPSHater cetd RRINSLER S IRRILRUSIEHES- €~ The blacklist
engine 228 opariandkidesiyblakdistedmidgroddg Mlacklisienagine £45itasserbuphktiacklisted sites

from a variety of sources including from companies that monitor for malicious sites, from end users
who encountBiRshiStifidwied) uertirededbrifF CHRPBAHY 198 (e.g., when it recognizes a fake
certificate), etc. The whitelist engine 230 operates to identify whitelisted sites. The whitelist engine 230
may learn of such sites as companies install the security Backage,and register their sites with the

directory service 1401GRERB FAHER G $hedBriVmsast 8 1% profeierwilssit®125. The
directory upgiaas32HstatesdnaviBl i eciorT Rl & dwinebyinelidas heyfult listatalhhlagklisted and

whitelisted sites) and the incremental directory 218 (which includes the delta list of blacklisted and
whitelisted sEERBESHTS MowriBREHE V4SS 0B SHEPE GG FH#dF $iteSRtb end-user caches
262, etc.). SegH#yngyiggers A traditional website browsing session is a well-established concept
includes a series of data exchanges between the website system 110 and the end-user device 105.
However, traditional website browsing does not define security requirements. Further, there is a lack of

holistic overview toTigfigiecsaayriyvaguirementbchaiexanpeiceompmtessbedheiechnologies like
SSL, SSH and PKI only define the protecfti1

n _between the end-usey. deyice and each individual server
and do not pTBYEE"S HofiLiP Y ehyrai ot %%%&mm%&ﬁ?g{ﬁ?q@%‘ﬁgﬁgﬁﬁﬁ her, different
levels of secwibgiand Pretdaionmayrbr¢aquitedbiierdhatdIoNsedamsodiffementitaksign the
website. For example, on an eCommerce site like www,bestbuy.com, the user can 12 browse a
procict cataltt PR pIEAREE B SAUE O R UbULR GuAE WoeBUL BABR e Browsing
product catategteiges nelltypidsily youelve @arivatddpia-pnehiuiky egtlirgsAikidenta. no protection.
Submitting feedback involves customer private data, which requires a higher level of protection.
Performing an online purchase involves sensitive customer data, which requires the highest level of

protection. Furthgruerogs-site idodp gz annnl thdedtijectioniis bt tdidetest ssdipravsnt. For
websites that allows, partners or end-users to update content (e.q., a(ﬂ1 lacement, value added
B et liberSho sl

services, poé’fi ﬁﬁcﬁ{g g%eg‘é'é %}Iﬂa r%?%t% G éegﬁoﬁ?/e%etrﬁlggted by partner
or users from (¥ ossksits sclipisaydaoitessirject tRihaniadaldcPhagkessscihe Bk afl88Burity tools to
detect or prer\éa{]lgsstus%pvter}r?ﬁ?f gosnelfs)o%éirﬁkévent logger 224 and a component update engine 226.

The directory service 105 also includes a directory service engine 214 having a

blacklist engine 228, a whitelist engine 230 and a directory updater 232. The

directory service 105 also includes a full directory file 216 and an incremental

directory file 218.

Figure 2(b) is a block diagram illustrating details of the protected website 110,
in accordance with an embodiment of the present invention. The protected website
110 includes a website management console 202, security policy 150, an integrity

checksum 206, a component event logger 208 and explicit trigger points 210.

Figure 2(c) is a block diagram illustrating details of the security component
135, in accordance with an embodiment of the present invention. The security
component 205 includes a connection agent 234, an event handler 236, a security

engine 238, a transport agent 240, a visual display engine 242, a logging module 244,



In one embodiment, activation and deactivation of security mechanisms during a website security
session can be controlled using activation and deactivation points at different context points of the
website session. Example activation and deactivatigns points can include session (explicit) activation
points (e.g., a URL to a whitelisted domain), implicit'security trigger (on/off) points (e.g., HTTP
mechanisms,sygh-ampbhimt BSAREaNA HilF skl fansitipns HRY arcdamainigrations, and/or

Javascript of AJAX mechanisms (e.g., a new browser window), explicit trigge%g%n/off) points (e.g.,

metatags) 2 0IREEHN AHSRISH FOMS (B P4 RehBEhEI S eARNSHINGLY Qo WEBHIRI$EEion; can be

recursive), semsibr 8DliRHteEFIRAING PONtSTH Riedk IB tha ahgyecpainisimayiiadisate the
deactivation of the security session. The security mechanisms can include website and Internet

protection, e7g0chdsRsaRdg it pRtBERRY fecBiile&nERe 8L AS TSRS IPMUREY HREFS),

HTML data imﬁar&m@iwﬁt&@ms@t@drﬁ&taﬁ@ﬁﬁaﬁgewrm@mygengwlggger controls, I/O
access controls, browser cache access controls, etc.; and network protection, e.g., network access

controls, etcNUYESShESR A0 AP L AgRY) HE |é’§icill§@§sa&%‘?ﬂfédi%‘9%g%ner or security

manager of the protected website 125, since they have the most holistic knowledge of the possible
interactions and data exchange, Thus, the owner or security manager can 13 jdentify the alias and

affiliate sites that uSErSAPRERFIEY 6 Havardd 19didEnit) e erdimtaisRILiChplication

protection meshanisatBEaecapallablteaadietidentifyrthec ogatipps dthin dhepngbsiteavhen each
security and protection mechanism is activated.. . In one embodiment, the protected website 125 can
adopt a g|ob§ﬂteaaﬂ%ﬁza§<ém@}et %ﬂse%ﬁsn.tﬁbeyéﬁhoﬁhs fRuesLRRERISE: ScficyRf8 W8N For the
single policydietimpodete Atsitormecsaaeeitt paiaalasmaynkelanfopeed shiaugRoot daeawebsite. For the

federated multiple policy file. model, individual sections of the website define their own security policies.
Each individGS'§ELtR eFﬁﬂS}IB%tﬂ?aﬂ&g@&%ﬁﬁﬁ?aﬁﬁﬁaﬁ%’ﬁﬁy%sbfﬁgBq ﬁ%ﬂ}l&%{t%%‘fﬁ‘”rfﬁéjh the

different sectigpsmfsthetieebBitepihe setid djrenginedu ol 2aimianciafivsatbe apprepriate security

policy files. Tg avoid unpecess arnings when.navigating the various sections of a protected
website 125?é%??%ﬁ@ff%:tﬁ;ﬂ%E%béiﬁ%tr‘gfg&%c%ﬁ@%%mains, etc., this federated model may

encourage the various section owners to define the other sections as aliases and/or affiliates.

polly 150 and exeHHRBEYPORE b1ty CHTE D48 el Gk T B SRIBB e Cof he pregent
invention. Aslsdukw/iyithehsseutititypadiey dd defites: 2MHEY d{e:gorywbichivechBite sktvarsie protect,
, What security

h ir ,ali , affiliat . .304,." " (e.q.
P ethoniod b B T SR LA RS 155 S Ia R 56 At Ep e v security

mechanismselatdr3T8. updaidsetrecuiityrpotigyp dbéhdefifie T W oz gtng 2 6he fitieeip of valid web
servers that Work.tin conﬁmcti(t)rf grovide.th(-,;: Webt%itt service%s. More 1[i)artticu {\%2?8 v¥ebsite system
110 where tﬁgcgﬁl@fn%% %‘b‘?ﬂy&l ||C(§/H£§Bnr18%| e¥ 1S koW HE e AR L RIS Wirre>all other servers
of the websithadadnonynasiaiddGerugrntP ditnacke 26 svittablardvistedandevitiad|Beedisies for the
protected webzljg?elZS are known as gﬁili&g& servers Fo exarHR:I for nté1e we%c,étr%b"eBay," the main

S

server(s) incIiGEs Wi e lé{y(?{:lc}'rﬁ,%ﬁla serve?%l‘i:r\{él L.}&(e) V}W\f%mo éarrs?e alll)?.ﬁ&m and’

www.express:fbshirgoMINandditikateiservers include www.paypal.com, www.citibank.com,

www.double-click.com, etc.

When the user requests a website, the cache engine 260 queries its cache for

the hostname. If the hostname is not stored in the cache 262, the cache engine 260
queries the directory service engine 214 to resolve the requested hostname. The
directory service engine 214 examines the full directory 216 to determine if the
requested website pertains to a blacklisted or whitelisted site. If the requested
hostname belongs to a blacklisted site, the security engine 238 instructs the visual
display engine 242 to display a warning message to alert the user. If the requested
hostname is unlisted, the website connector 250 conducts normal DNS resolution and

HTTP operations to connect to the website. The website server 202 presents the



14 The security policy 150 defines WHAT 306, e.g., sample types of Internet security and
protection mechanisms to enforce at various sections of the browsing session. These security and
protection mechanisms may include as follows: I'Application Protection Keylogger Control A
keylogger control mechanism disables common keﬂfﬁoggers from obtaining sensitive information from

the protecteq uhsitrd ga A It SRE YR iBRSHO R a BHOWAE MEACHIRRLAS SAMIAISCHRM A browser
cache access protection mechanism protects cache lists from being read by other programs other than

the browser 1Sgk %%mple, many browsers 130 today cache information retrieved from websites to
speed up future retrieval. Sensitive data retrieved and stored in the browser cache can be read by
malwares/spywares. File read / write protection, A file read/write, Prote(_:tion mechanism prevents file

/O operations from' bR SRADFSGIBSTDE L8 Sisersiforbcciffea YorrRfvad $jaikHFti8age and
operations. N8 RRILAHOEhSIIHCRRITALY engine 238 instructs the transport agent 240, which

uses the tunnel device 268, to establish a site-specific anti-hijack tunnel (GRE/IPIP)
to the router 145. The security engine 238 downloads the security policy 150, the
authenticator 256 verifies the SSL certificate, the security engine 238 confirms that
the user wishes to initiate a secure session, and (assuming confirmed) the security
engine 238 instructs the TSR 266 to initiate session lockdown policies (e.g., unhooks
keyloggers, applies site-specific file/program lockdown policies, activates a global
anti-hijack tunnel to direct all other non protected site-specific traffic through it, etc.)

according to the security policy 150. The website server 202 presents the website.

The TSR 266 is a kernel module that is loaded upon system bootup. It
intercepts the system calls of the underlying operating system, inspects them and
changes their behavior to control their use by programs running on the operating
system to achieve the required protection. It controls the system calls related to new
process initialization control, file access (open / write / rename) control, registry
access (open / write / rename) control windows file sharing access (open / write /
rename) control, removable device control, copy and paste control, screen capture
(printscreen) control, system printer control, and restrict network data routed only to

specific network location (IP address).

In one embodiment, the security engine 238 instructs the transport agent 240
to route requests to the router 145 though the anti-hijack tunnel, and to receive
responses via the existing internet route, possibly using existing security mechanism
like HTTPS to secure transactions of sensitive and important applications. The
protected website 125 may use a signing component for non-HTTPS traffic to sign the
generated web page. The website integrity checker 252 may perform an integrity

check on the integrity checksum 204 to ensure that a downloaded web page is not

modified.



A new application start control protection mechanism prevents new applications from being launched,
except for those critical to system operations and those in the website approved list. This prevents
malware/spyware from launching when a secure session is active. Network Protection Global Tunnel
protection A global tunnel protection mechanis:ﬁcauses traffic to be directed through an anti-hijack

point-to-point tunnetHi RRERMRALID RIYiSe 2 0bAIHY BR&t SRy siRtablishag heivreen the end-user

device 105 and a network device, such as a router, 15 that, in turn, is in communication with a

network. ThEYIIHSr REMEIPERER 1GR TheRhERiapscans atblsea MBSO RF8IOWiRre all traffic must
be tunneled;ahapiaticstilfabyiftiaalcwhsftct afise Wil iRgdty)ne adimae fopasmiigmnd not tunneled

if unavailable; or_client blocking, where non-website-related traffic are dropped at the source and not

transmitted RORSEHHE N &0l RE\RASBRARSP BYEEH LEes0e L  HIRCABEHRIERIIIFE M3 cross-site

scripting protgetine: Meebapisy Rotecisvageinrerassnsite scipiing@Rthaaisinerlianiddy defining a
list of legitimate web servers (e.g., alias and affiliate servers) during a browsing session, the security

engine 238 ¢AABISRKASSLPSAIYIY HdathAeifimaedimbsebaliiouss o 1586 RF8gahsA%om servers
outside the Iisf4 Difuse SE0SSt5iteHPUIRBNDANMEIIRINIREIRDBYBEMRIERaDEVERRied and blocked.

reasons, €.g., to identify malicious behavior, to review past behavior if later

determined to be malicious, etc.

The blacklist engine 228 operates to identify blacklisted sites. The blacklist
engine 228 may learn of blacklisted sites from a variety of sources including from
companies that monitor for malicious sites, from end users who encounter phishing
sites, from the security component 135 (e.g., when it recognizes a fake certificate), etc.
The whitelist engine 230 operates to identify whitelisted sites. The whitelist engine
230 may learn of such sites as companies install the security package and register
their sites with the directory service 140, thereby transforming the previous website to
a protected website 125. The directory updater 232 updates the full directory 216
(which includes the full list of all blacklisted and whitelisted sites) and the
incremental directory 218 (which includes the delta list of blacklisted and whitelisted
sites needing download to the various locations, e.g., to mirror sites, to end-user

caches 262, etc.).
Security Triggers

A traditional website browsing session is a well-established concept includes a
series of data exchanges between the website system 110 and the end-user device 105.
However, traditional website browsing does not define security requirements. Further,
there is a lack of holistic overview to define security requirements. For example,
computer security technologies like SSL, SSH and PKI only define the protection
between the end-user device and each individual server and do not provide a holistic
overview of the security requirements of the website. Further, different levels of
security and protection may be required when the user performs different tasks on the

website. For example, on an eCommerce site like www.bestbuy.com, the user can



HEM data integrity (checksum) An HTML data integrity protection mechanism protects against
website content tampering. Each web page can be signed and tagged. The website integrity checker
252 can use the integrity checksum 204 to validate %ach web page to ensure its content has not been
modified. This mechanism enables the security engine 238 to recognize web pages modified, e.g.,

during transpesty§of provgetigiant E{SP!@G&@,?u%ﬁa@@@%ﬂ@d%@%&ﬂé%g%a&%ﬂﬁy check the
integrity checksum on only critical portions of a web page demarcated by special tags (e.g., XML,

HTML) insteBERiERHoFthe BIRBIE Hat BT IsME iR protectiont tyPisadiiniAl pRItERFon mechanism
warns the engiseldwianhrinesedisactad peorblreklistasithgbisIBie K sbH isenstbgigre potentially

accessing a malicious site. Additionally or alternatively, the securit%Iicy 150 can block complete

access to thBS¥PrtKRshihisgHEs T3 Profeelsts Rigrsotersion. REpRIReRe Besisrotection
mechanism ggfinasvand W ssriawbichsthmaranser may L Esinformaien siuing the session.

Posting data to URLSs outside the approved list can be blocked or result in a warning to the user.
The securityB8if&"9%50 defines WHEN/WHERE 308, e.g., activation points when and where, the
different security protection mechanisms are activated. Example ways to represent the activation
points include as follows: Session (Explicit) Activation, Points These activation points automatically

trigger when the uskY'$iffs S WAETIRAL BBRMEGRTST BlkydRIfrd to detect and prevent.

For websites that allows partners or end-users to update content (e.g., ad placement,
value added services, posting messages, selling items, etc.), it is difficult to
differentiate content posted by partner or users from cross-site scripts and codes
injected by malicious hackers. The lack of security tools to detect or prevent such

threats poses a risk.

In one embodiment, activation and deactivation of security mechanisms during
a website security session can be controlled using activation and deactivation points at
different context points of the website session. Example activation and deactivations
points can include session (explicit) activation points (e.g., a URL to a whitelisted
domain), implicit security trigger (on/off) points (e.g., HTTP mechanisms such as
HTTP POST and HTTP to HTTPS transitions, URI or domain migrations, and/or
Javascript of AJAX mechanisms (e.g., a new browser window), explicit trigger
(on/off) points (e.g., metatags) 210, session transition points (e.g., handover from
primary to secondary session; can be recursive), session (implicit) termination points.

A break from the above points may indicate the deactivation of the security session.

The security mechanisms can include website and Internet protection, e.g.
cross site scripting protection, resource access controls (such as IP, URLs, HREFs),
HTML data integrity using checksums, etc.; PC/application protection, e.g., keylogger
controls, I/0 access controls, browser cache access controls, etc.; and network

protection, e.g., network access controls, etc.

In one embodiment, the security policy 150 is defined by the owner or security
manager of the protected website 125, since they have the most holistic knowledge of

the possible interactions and data exchange. Thus, the owner or security manager can



URL /Domain migration activation points These activation points identify specific parts of the
protected website 125 when to activate particular mechanisms. For example, Activation point 1- URL :
http ://www.ebay. com/processer. asp Parameters: action=login Activation point 2- URL : http
:/lwww.ebay. com/process. asp Parameters: action=logout Implicit HTTP to HTTPS transition

activation poatify 11898 VAL QIRLS dlRREBI VR I DR LBRY $238BRIH, RS flem HTTP to
HTTPS. Typically, websites use HTTPS when the user is accessing web pages where sensitive data is

exchanged, foffeseaniiney g anelisativpRaisctivnresehanisiethaiiceMdahbnidM is to identify when

the user's brpjwsifyg 8RISIONISHARIBTIREWETSIR (e JRE sécuitibeinwhendhgorser's session changes

from HTTPS to HTTP, the protection mechanisms can be deactivated. 17
mechamsm 1S actlvated.

In one embodiment, the protected website 125 can adopt a global centralized
single policy file model or a federated multiple policy file model. For the single
policy file model, a uniform security policy 150 may be enforced throughout the
website. For the federated multiple policy file model, individual sections of the
website define their own security policies. Each individual section may be managed
by a different party. As the user navigates through the different sections of the
website, the security engine 238 will obtain and/or use the appropriate security policy
files. To avoid unnecessary warnings when navigating the various sections of a
protected website 125, e.g., when changing servers, crossing domains, etc., this
federated model may encourage the various section owners to define the other

sections as aliases and/or affiliates.

Figure 3 is a hierarchical chart illustrating session security mechanisms 300
defined by the security policy 150 and executed by the security engine 238, in
accordance with an embodiment of the present invention. As shown, the security
policy 150 defines "WHO" (e.g., which website servers to protect, such as main
servers, alias servers, affiliate servers, etc.) 304, "WHAT" (e.g., what security
mechanisms to execute) 306, and "WHEN/WHERE" (e.g., when/where to

activate/deactivate security mechanisms, etc.) 308.

The security policy 150 defines WHO 304, e.g., the group of valid web servers
that work in conjunction to provide the website services. More particularly, the
website system 110 where the original security policy 150 resides is known as the
main server, while all other servers of the website are known as alias servers. Partner
servers that provide tangential services for the protected website 125 are known as
affiliate servers. For example, for the website “eBay,” the main server(s) includes

www.ebay.com, alias servers include www.motors.ebay.com and

www.express.ebay.com, and affiliate servers include www.paypal.com,

www.citibank.com, www.double-click.com, etc.




Explicit trigger points 210 may be embedded into the individual web pages of the protected website
125. The explicit trigger points 210 may identify the protection mechanism required for a web page or
portion of the web page. When the security engine 238 identifies the trigger point 210, the security
engine 238 may activate the identified protection mé&chanism. The website owner or manager may
embed the trigger points 210 with the protection rules into the web pages. Embedded trigger points
210 enables complicated security rules and different protection mechanisms over various sections of a

web page.  An eX@npeBHVAHGE 5ivsliarsotiHe halG fotectitPii d¥pei RS e lescribed
assuming thectiayingr pyWhitalbstackshiwwiveehaycon valiass sadfiiatest wvwydsnaetpsebay.com,
www.paypal.com Post protection URLSs: https://www.ebay.com/process-login.cgi,
http://www.e‘f?é;“;‘.%mﬂbﬁ&&EE‘@W“VFP@G@@?%&W%Q}%@W&ié‘féﬂ%%?r&&&?‘(éin, e.q.
www.ebay.com. A session explicit activation point is triggered, and keylogger control and browser
cache access control protection mechanisms are immediately applied. The user clicks on the login link
and navigat d login page URL is an URL activation point that turns on the
protection mechanisms: 'File Read/Write protection' and ‘New application start control protection’. On
the same page, there may be also Explicit triggers indicating to activate 'Cross-site scripting
protection’, 'gﬁpﬁﬁ?@gﬁﬁﬁ%{nd 'Global Tunnel protection'. At this point, maximum protection may be

enabled. All user traffieyydLber tonelptetithasmaricablabaremon kRi9EsEER SaiRisbRjaated to direct the
user to a hacker site, e bay-hack.com, the securitgaérégine 238 may warn the user before

g., WWw.
leaving the SSESIAVEdEL ?m%%@rtksygqﬁ%t%wm%hz WeHaSFBOEPEY the page

https://www.ebay.com/process-login cgi The security engine 238 verifies that the URL is in the POST
URL list and is deemed Jegitimate. After completing the login, the user clicks on the bidding link and
the bidding FHG¥ 8168050 SR THEPEYE  here may be another explicit trigger point 210 that performs
a checksum on a parteswaktadidditgsepgerdbass peciiias sheptorse b QSHe¢leimaois tithe page

https://www.ebay.com/process-bid.cgi. The 'Data 18 integrity (checksum) protection' mechanism
confinms the EHLERGIT PHEELLER SO MR PR BOS T (AR B, Ty browsers 150
https://www.gllay. cashéirdoasstun egiiclbe Soaunbbengine spa8dngs futins seaiwaksum on the section
of the web page enclased by.the checksum metatag and compares, it with the checksum indicated in
the page. 1f S B ERAUA TSR AP L e S0 B S0 2¥ the content from the
website systemiddRdigs natdseen modified during transport and can be trusted. The POST is allowed
to go through even though it is not in the POST protection URL list. After submitting the bid, the user
clicks on the logout link http://www.ebay.com/logout.cgi. The logout page is loaded, which triggers
another Implicit ecdyityreiggeredkdnT P transition), because the user is transiting from HTTPS to
HTTP. With this trigger, the security engine 238 deactivates all protections. . It will %e appreciated
that the security engy A58 W CHETEE H R COBFR AR Sk BRI b Bt
context monioec2tet Wi ntiostarpdiae @ontexcoff fenbrowbeyssassisazEndeignmatioing the context,
the security engine 238 can determine if implicit triggers have occurred to activate/deactivate security

mechanisms.
New application start control

A new application start control protection mechanism prevents new
applications from being launched, except for those critical to system operations and
those in the website approved list. This prevents malware/spyware from launching

when a secure session is active.

Network Protection

Global Tunnel protection
A global tunnel protection mechanism causes traffic to be directed through an
anti-hijack point-to-point tunnel. In some embodiments, a global tunnel may be

established between the end-user device 105 and a network device, such as a router,



Once the activation points are defined, the appropriate protection mechanisms can be applied. One
potential advantage of many of these approaches (e.g., the implicit triggers and various explicit
triggers) is that activation points can be defined without changing the existing website. Operation
maintenance of the activation points and rules ma e needed when transaction and usage flow on the

protected weRsitenkdmaleiranastaiEameing a nelWeFe CR:REIBM HRIRSPROUEIRN Website secure
sessions from the same end-user device 105, while the Internet and each particular website 125 can

have multipl&'€ERUHSBSEE GRS SiFORMBRIIESHANGSev tatiakdrats mugidedwrsdidnaténdencies

between affiligte-amehRyipa AAMAINS LOfEERS PN thansHIRNE WA $0ss FAMM BNV e nMiedgw, between
live browser windows or amon}gS concurrent sessions within the same browser window, there are also

session depSAEHIIRIS Yrstdagon heee PrmghEsTelren wths aredrnapiertBitcurrent live

security sessipswitiindhesametendcHseriaexiae d@s. While there can be multiple live sessions,
there is only one active session (particular browser window input entry, e.g. mouse click) with which

the end user can interact at a time. As described in U.S. patent serial number 11/694,476, a
non-intrusivepasydpeiptqesetrgtion can dynamically activate the anti-hijack point-to-point tunnel during a
secure session and deactivate the tunnel when performing non-sensitive tasks. However, when the
user establishes multiple concurrent website sessions (e.g., including a mixture of secure and
non-secure w@ggogm),sargjmpl@tgjgml on and off approach for the point-to-point tunnel may be
insufficient. An example to illystrate the issue is presented. The user opens a browser window and

surfs to a non-protec g ST B PARGR AT B S EA UM Pretees 287 BYRLsSHYther browser window
and surfs to grejeeiearsiteole (i ivavBpiesied AicosTWinatheacidesessionDithe web
browser is on proéF ted site A agl,obal goint-,to-point tunnel to site A is, e%&% Iisheg Tge user opens a
third browseP hiAHNGSSGERS Yt feetey eie BHap:/ bt -corrf! IR¢58five session of
the web browsen isdawronheicteciasksitle HedigglebiabpoitbiopnttvanaiesitRiddrts off The
global point-fo-paint tunnel ta site B turns on. The user then performs a login in protected site B, and
nmediately S dHES (5 s HIoMERH A RIS SRl RSO QARG e login
transaction iplptkédcted site B to complete. The active session of the web browser is now on protected
site A. The global point-to-point tunnel to site B turns off The global point-to-point tunnel to site A turns
on. User login transaction traffic meant for site B is now inadvertently sent through the site A global
tunnel. If siteFX b ckaasiieeBr#iraftie;dhenogin transaction fails. The user performs a login to site A,
and immediately swjtc tcrlle browser window of the non-protected site without waiting for the login
transaction in proteCté R AT AR TR L %@Eﬁ%twe%%wsg?lfs now on the
non-protectashsitat fnepgtohal Pachtstepeiat ithmned theate Miumeaffl Theobsitdransation traffic
o o s So o e A Pl RRl s e S g eaked and

its content has not been modified. This mechanism enables the security engine 238 to

recognize web pages modified, e.g., during transport. For more efficient protection,
the website integrity checker 252 may check the integrity checksum on only critical
portions of a web page demarcated by special tags (e.g., XML, HTML) instead of
checking the whole page.

Phishing protection

A phishing protection mechanism warns the end user when being redirected to
a blacklisted site. This alerts end users before potentially accessing a malicious site.
Additionally or alternatively, the security policy 150 can block complete access to

these blacklisted websites to protect its users.

Browser POST Protection



20 Figure 4 is a block diagram illustrating a tunneling architecture 400, in accordance with an
embodiment of the present invention. The security engine 238 may achieve network access control by
establishing a point-to-point anti-hijack tunnel to thlf ﬁemote private network of the protected website
125. By tunneling all network traffic through this tunnel during critical parts of a security session, the

protected website 1% canip$rest the dafiie RelaiendscrRtNgs Ll AORIRIJ tWAiBRSRe thus
safeguardin% sensitive user data from hackers and crimeware. As shown in Figure 4, end-user
i

device 105 iSTO3RSIAIE QD EISKERT R duHR IS fr tririte & Petinsidand ARz Qpeidsdht site tunnel

B to trusted @pietR §iRtBaliBedbbtamis ahaliunpehin drustae ugnote site B, and to unprotected site
C. In one embodiment, when window focus is on the window to remote site B, then all user traffic to

remote site A goes through persistent site tunnel A, all user traffic to remote site B goes through

persistent site tunnehB sandialfIher it WIHERSHE IRE S tyrqus h e, shibapigmelobal tunnel.

When window focus is on unprotected site C, then all user traffic to remote site A goes through

persistent sitéiemad Ahgieuts diRTENLSFSHIBERRES Bl A thrsins serdstvatetittmels, and all

other traffic igalk eshepsies o atdvansiasbiliiahyade RESKSkRM is protected from data breach. In
some embodiments, the tunnel device 268 creates a persistent site-specific point-to-point tunnel to the

remote site whenever a secure session to a whitelisted domain is established and creates a dynamic

global tunnektesiepERphicatiQns iaall Rapretected remote sites when the session points to a
whitelisted domain agd the session is active. Thus, ff the user swit@]ges betwgn protected and

unprotected sessionSCEeASIIE YLPL LS RYRRALCA YOG e PelSSEUSE Bdtent anti-hijack site

tunnel. IvanelBxahdplaaiiaéa Ao peffaansimitted to a remote site is received by the security
component 135. The security component 135 determines if the remote site is whitelisted. If the remote
site is whitelisted, then the security component 135 provides the data to the whitelisted remote site
through the persigesigiie spealinpRintdgdngpidnnel. If the remote site is unlisted (e.g., not on a

whitelist or a blackljst), the security component. 135 determines jf the current active sion is
ssociated with & wHSHERH N2 TR P AT AR AL B LSBT53 with the
whitelisted revhetesieitae gatadslsiansohitachibraughthamplgnamic global tunnel where it will likely be

discarded. If the current active session is associated
Activation point 1-
URL: http://www.ebay.com/processer.asp

Parameters: action=login

Activation point 2-
URL: http://www.ebay.com/process.asp

Parameters: action=logout

Implicit HTTP to HTTPS transition activation points

These activation points identify when the user’s session transits from HTTP to
HTTPS. Typically, websites use HTTPS when the user is accessing web pages where
sensitive data is exchanged, for example, during the login phase. Therefore, one
implicit mechanism is to identify when the user’s browsing session changes from
HTTP to HTTPS. Further, when the user’s session changes from HTTPS to HTTP,

the protection mechanisms can be deactivated.

Explicit triggers (Meta Tag) embedded activation points



with an unlisted remote site (i.e., an unprotected remote site), then the data is provided to the unlisted
remote site without going through a tunnel. In one example, the end-user device 105 establishes a
first session with a trusted remote site and opens gersistent site-specific point-to-point tunnel to the
trusted remote site. From this point forward until thefirst session is terminated, all data transmitted

from the end-user dayiGeilOn[RBeiHYSIeY KRR Bicaitk vl PRdant iy Aepaisiest site-specific

point-to-point tunnel. In addition, while the first session is active, all data to ungh%)tected,remote sites

will be sent thoRgeRiedaypRIFC gRbADE LIS TheeELRAREY S bie¥i{d R et aistiffay be

discarded. mcERAEXATRIGIrEIKRYIPULB IARIGAPHAb P ETRh M FRMYRHeRRLIHgNSMIt sensitive
data regarding communication between the end-user device 105 and the trusted remote site. While the

first session 8&BAive S HAis HBmERE KRNFYS Op BY PSR M e e rsthiaY 2R Re dynamic

global tunne|gnd fRaypRedissREgthanisn] NEIRNFUSEE BRYiGEE B saAIERRSIARISING Second session
with an unprotected remote site without terminating the first session. While the second session with

the unprotecia8r MR sHE & bibe Paclertiony HeniaishtiRebBasRs Bt 4a&hithout going

through eithgothe persistdnsHamnreita painitpReinhidmelasinssikoase@iobaidirnel.  Those
skilled in the art will appreciate that when data is transmitted through the dynamic global tunnel, the
data may no? YiRECESIHRIFBEME QLRGP 8Fe example, the data is redirected by the trusted remote
site to the unprotected remote site. One-Way Tunnels Figure 5 is a block diagram illustrating a
one-way tunneling architecture 500, in accqrdance with an embodiment of the present invention. A

traditional VPN incldeSaUmekShiamt taHMRHPS RS Al eLeat QP HIAREIR ALk mechanism),
encryption faleg@idvaithe netnofkl kaniagti-data leakage 22

e Whitelisted site: www.ebay.com

e Alias / Affiliates: www.motor.ebay.com, www.paypal.com

e Post protection URLSs: https://www.ebay.com/process-login.cgi,

http://www.ebay.com/logout.cgi

The user navigates to the whitelisted main domain, e.g., www.ebay.com. A session
explicit activation point is triggered, and keylogger control and browser cache access
control protection mechanisms are immediately applied. The user clicks on the login
link and navigates to the login page. The login page URL is an URL activation point
that turns on the protection mechanisms: ‘File Read/Write protection’ and ‘New
application start control protection’. On the same page, there may be also Explicit
triggers indicating to activate ‘Cross-site scripting protection’, ‘Post protection’ and
‘Global Tunnel protection’. At this point, maximum protection may be enabled. All
user traffic will be tunneled. If there are malwares or cross-site scripts injected to
direct the user to a hacker site, e.g., www.ebay-hack.com, the security engine 238
may warn the user before leaving the secure session. The user keys in a user id and

password and POSTS to the page https://www.ebay.com/process-login.cgi. The

security engine 238 verifies that the URL is in the POST URL list and is deemed
legitimate. After completing the login, the user clicks on the bidding link and the
bidding page is loaded. On this page, there may be another explicit trigger point 210
that performs a checksum on a portion of the bidding page that specifies the form

POST elements to the page https://www.ebay.com/process-bid.cgi. The ‘Data




mechanism), and decryption error for data modifications (a data integrity mechanism). All three
components are concurrent and the load is the same regardless of feature requirements. To be
scalable and efficient, feature requirements can be gecoupled and dependent on the data transmitted
(i.e., data context sensitive). If all site-specific traffitSis tunneled to the VPN, VPN access control can

imit all o a silosatofdhe RARBR A this ROSSHIG TMAAGRIRRRer MR dincluding the user

local subnet traffic) by tunneliné%traﬁic to the VPN./However, for connection-orientated network

protocols or IBAIAgE4REDELGDING dadess bidetinddssary to tunnel
the reverse yaflifipER66a89S SPRHBEMNEMBEISHHOBH e QREUISET BIRVIRD pARterk18s¥ Y is tunneled,

while traffic from the VPN may be routed normally. Effectively, there is no difference In the security

of the end-udl eFEITOBC B agidRd LPRPaTes daYdByBr fheshstibmdisiirddieth¢Bagthdlend-user

device 105 tethenMRMservaEiegand esmatyvheinenterinadestimatian senehtkishisidirectly or not
directly accessible via VPN. If the destination server is_ directly accessible without a VPN, then access

control by th¥ SPEIE &Y HEPHbLLAS JotReER aMEHady HimeATSRY tANE CAR R BB 0 10 controlled.

A single VPpes$sionlrwdd iogude-sadltiple naiweik sessians (e POSC BrofddiiR)orENasingle tunnel
with different data payload requiring different. combinations of data security and access controls.

Various systemie WHRIALLaa i Rid: Bih &6 B Berlegeubditk security requirements over concurrent

data streams@yeraifeepal Retwnrksuiesgi. MiiedsNbTadeansparantvaiiohamisabny axyiteic.) in the
forward and rev:f,rse directions.can be supported usir%; a concurrent combination of different

techniques, It DeatihohHeeB N EbbrdLer IARh s A e PSS AT YRGS all traffic
concurrentlyHTTiBSS@PAITCRL W ithahvRNgice, systeauiny sass.crrsusaetivates ofis shown in Figure 5,
the architecture 500 for enabling one-way tunneling includes an end-user device 105 with a tunnel
encapsulatidd HeFWk miniport driver 520, a decapsulation router 535, and an HTTPS server 540. 23
The access controls extend from the browser 130 of the end-user device 105 to the actual website 125
behind the decaps;jtltatigp router 535. F?%%id%[s network level %rgé[ection, certain access and data
integrity controls extelt A& ARIESRISH PEMIA SBPORS BP0 10 1MW SN o8 ! eling Behind a
NAT If they &iokes@Nct 33 6S watasEitydbe Mebvesivestiesotieesopebind la diAdoratsigrthspecial
processing mag/ ne(%gfi%ég) tﬁe done to allowlghe tunnel to work. For ex?bmgle, where no server software
component iEHEAIbY B RTINS SEFGEY Ul P AT ERIMAE R EQPStiatith ﬁ?g{llﬁ%’o?%%% perly over a
NAT networkar detexaimpl€ ibgtwitilitigiatdmikeoptohiamo activate/deactivate security

baYLLQ QUESS

mechanisms.

Once the activation points are defined, the appropriate protection mechanisms
can be applied. One potential advantage of many of these approaches (e.g., the
implicit triggers and various explicit triggers) is that activation points can be defined
without changing the existing website. Operation maintenance of the activation
points and rules may be needed when transaction and usage flow on the protected

website 125 are changed.

Tunneling

There can be multiple concurrent website secure sessions from the same end-
user device 105, while the Internet and each particular website 125 can have multiple
secure sessions from multiple end-user devices 105. Besides session dependencies
between affiliate and alias domains for session transitions within the same browser
window, between live browser windows or among concurrent sessions within the

same browser window, there are also session dependencies between protection
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mechanisms when there are multiple concurrent live security sessions within the same
end-user device 105. While there can be multiple live sessions, there is only one
active session (particular browser window input entry, e.g. mouse click) with which

the end user can interact at a time.

As described in U.S. patent serial number 11/694,476, a non-intrusive end-
point protection can dynamically activate the anti-hijack point-to-point tunnel during
a secure session and deactivate the tunnel when performing non-sensitive tasks.
However, when the user establishes multiple concurrent website sessions (e.g.,
including a mixture of secure and non-secure sessions), a simple global on and off

approach for the point-to-point tunnel may be insufficient.

An example to illustrate the issue is presented. The user opens a browser

window and surfs to a non-protected site (http://www.non_protected.com). The user

opens another browser window and surfs to protected site A

(http://www.protected A.com). When the active session of the web browser is on

protected site A, a global point-to-point tunnel to site A is established. The user
opens a third browser window and surfs to protected site B

(http://www.protected B.com). The active session of the web browser is now on

protected site B. The global point-to-point tunnel to site A turns off. The global
point-to-point tunnel to site B turns on. The user then performs a login in protected
site B, and immediately switches to the browser window of protected site A without
waiting for the login transaction in protected site B to complete. The active session of
the web browser is now on protected site A. The global point-to-point tunnel to site B
turns off. The global point-to-point tunnel to site A turns on. User login transaction
traffic meant for site B is now inadvertently sent through the site A global tunnel. If
site A blocks site B’s traffic, the login transaction fails. The user performs a login to
site A, and immediately switches to the browser window of the non-protected site
without waiting for the login transaction in protected site A to complete. The active
session of the web browser is now on the non-protected site. The global point-to point
tunnel to site A turns off. User login transaction traffic meant for site A is now sent
without tunnel anti-hijack protection. Sensitive traffic is now leaked and can be

intercepted by man-in-middle attacks.
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Figure 4 1s a block diagram illustrating a tunneling architecture 400, in
accordance with an embodiment of the present invention. The security engine 238
may achieve network access control by establishing a point-to-point anti-hijack tunnel
to the remote private network of the protected website 125. By tunneling all network
traffic through this tunnel during critical parts of a security session, the protected
website 125 can inspect the traffic before accepting it or allowing it to pass, thus

safeguarding sensitive user data from hackers and crimeware.

As shown in Figure 4, end-user device 105 is coupled via a persistent site
tunnel A to trusted remote site A, via a persistent site tunnel B to trusted remote site B,
via a dynamic global tunnel to trusted remote site B, and to unprotected site C. In one
embodiment, when window focus is on the window to remote site B, then all user
traffic to remote site A goes through persistent site tunnel A, all user traffic to remote
site B goes through persistent site tunnel B, and all other traffic to all other sites goes
through the dynamic global tunnel. When window focus is on unprotected site C,
then all user traffic to remote site A goes through persistent site tunnel A, all user
traffic to remote site B goes through persistent site tunnel B, and all other traffic to all

other sites is not tunneled. That way, the system is protected from data breach.

In some embodiments, the tunnel device 268 creates a persistent site-specific
point-to-point tunnel to the remote site whenever a secure session to a whitelisted
domain is established and creates a dynamic global tunnel for communications to all
unprotected remote sites when the session points to a whitelisted domain and the
session is active. Thus, if the user switches between protected and unprotected
sessions, sensitive data is always sent through the respective persistent anti-hijack site

tunnel.

In one example, data to be transmitted to a remote site is received by the
security component 135. The security component 135 determines if the remote site is
whitelisted. If the remote site is whitelisted, then the security component 135
provides the data to the whitelisted remote site through the persistent site-specific
point-to-point tunnel. If the remote site is unlisted (e.g., not on a whitelist or a
blacklist), the security component 135 determines if the current active session is

associated with a whitelisted remote site. If the current active session is associated
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with the whitelisted remote site, the data is transmitted through the dynamic global
tunnel where it will likely be discarded. If the current active session is associated
with an unlisted remote site (i.e., an unprotected remote site), then the data is provided

to the unlisted remote site without going through a tunnel.

In one example, the end-user device 105 establishes a first session with a
trusted remote site and opens a persistent site-specific point-to-point tunnel to the
trusted remote site. From this point forward until the first session is terminated, all
data transmitted from the end-user device 105 to the trusted remote site will be sent
through the persistent site-specific point-to-point tunnel. In addition, while the first
session is active, all data to unprotected remote sites will be sent through the dynamic
global tunnel to the trusted remote site where the data may be discarded.

For example, a keylogger program, or other malware, may attempt to transmit
sensitive data regarding communication between the end-user device 105 and the
trusted remote site. While the first session is active, the data from the keylogger

program will be transmitted through the dynamic global tunnel and may be discarded.

The end-user device 105 can also establish a second session with an
unprotected remote site without terminating the first session. While the second
session with the unprotected remote site is active, data may be transmitted to the
unprotected site without going through either the persistent site-specific point-to-point

tunnel or the dynamic global tunnel.

Those skilled in the art will appreciate that when data is transmitted through
the dynamic global tunnel, the data may not necessarily be discarded. In one example,
the data is redirected by the trusted remote site to the unprotected remote site.

One-Way Tunnels

Figure 5 is a block diagram illustrating a one-way tunneling architecture 500,

in accordance with an embodiment of the present invention.

A traditional VPN includes a point-to-point tunnel to the remote data site (an

anti-hijack mechanism), encryption for data over the network (an anti-data leakage



24 Client (1.1.1.1)> NAT (3.3.3.3)> Tunnel router (4.4.4.4)> Server (2.2.2.2) ? < As illustrated, the
tunneled traffic does not contain the NAT router's IP address, and thus the destination server may not
be able to send the reply back to the NAT router ang eventually to the end-user device 105. To

resolve this, one solution is to replace the original fréffic source IP with the NAT routers WAN IP. This

will allow thefeturRitiaiiade SRS Saskin thealdliiraiesand exanteihaskiigglient. Client

(1.1.1.1)> NAT €3.3.3.3)> Tunnel router (4.4.4.4)> Server (2.2.2.2) Modified NAT Friendly Tunneled
Packet All three components are concurrent and the load is the same regardless of feature

requirements.

To be scalable and efficient, feature requirements can be decoupled and
dependent on the data transmitted (i.e., data context sensitive). If all site-specific
traffic is tunneled to the VPN, VPN access control can limit all or a subset of the end-
user traffic. It is possible to manage end-user traffic (including the user local subnet
traffic) by tunneling traffic to the VPN. However, for connection-orientated network
protocols or to manage the outgoing data from the end-user device 105, it is not
necessary to tunnel the reverse traffic for access control. The traffic from the end-
user device 105 to the VPN is tunneled, while traffic from the VPN may be routed

normally.

Effectively, there is no difference in the security of the end-user device 105,
provided that the data over the network originated from the end-user device 105 to the
VPN server regardless of whether the final destination server 110 is directly or not
directly accessible via VPN. If the destination server is directly accessible without a
VPN, then access control by the VPN is not possible without enforcing tunneling for

traffic that needs to be controlled.

A single VPN session could include multiple network sessions (e.g., TCP or
UDP) over a single tunnel with different data payload requiring different
combinations of data security and access controls. Various systems where concurrent
combinations of various data security requirements over concurrent data streams over
different networks (e.g., routed, NAT, transparent or manual proxy, etc.) in the
forward and reverse directions can be supported using a concurrent combination of
different techniques, versus a traditional VPN approach which enables all security
features for all traffic concurrently. This is applicable in a VPN-like system for mass

consumers.

As shown in Figure 5, the architecture 500 for enabling one-way tunneling
includes an end-user device 105 with a tunnel encapsulation network miniport driver

520, a decapsulation router 535, and an HTTPS server 540.
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The access controls extend from the browser 130 of the end-user device 105 to
the actual website 125 behind the decapsulation router 535. Besides network level
protection, certain access and data integrity controls extend the protection from the

browser 130 to the website 125.

Tunneling Behind a NAT

If the browser 130 is accessing the web server resources behind a NAT router,
special processing may need to be done to allow the tunnel to work. For example,
where no server software component is deployed on the server end, simple tunnel
encapsulation may not work properly over a NAT network. The example below

illustrates the problem:

Client (1.1.1.1) ------- > Server (2.2.2.2)

P
Original Packet

Src IP Dest IP Data
1.1.1.1 2222 Xxxx

Client (1.1.1.1) ------ > NAT router (3.3.3.3) ------ > Server (2.2.2.2)

S — S ——
NAT Packet

Src IP Dest IP Data

3333 2222 XXXX

Client (1.1.1.1) ------ > Tunnel router (4.4.4.4) ------ > Server (2.2.2.2)

<

Tunneled Packet

Tunnel Src IP Tunnel Dest [P | Src IP Dest IP Data

1.1.1.1 4444 1.1.1.1 2222 XXXX




Other considerations for NAT support are: 1. NAT address and port mapping needs to be established
properly. This mapping may not be setup properly when the traffic is send through the tunnel. 2.
Stateful inspection for the proper and complete protocol handshake messages may result in resets for
incomplete connections established through the tu%%el. To mitigate this, a possible solution is to
send out thecqrigingl. protgcal-hargdshake papkets witharéithsutbinies sathat the A kmapping can be
established properly, and that it has the least chance of triggering a connection reset. Leaky Tunnels
Access contfdl -%32 he decapsulation router 535 (or the router's backend infrastructure) can be
compulsory or non-compulsory. If compulsory, a tunnel must 25he_established.in order to enable
communication, even though there are situations when point-to-point tunnels do not work due (e.g.,
due to firewall blocking tunnel establishment or traffic; routers, gateways, NAT routers not supporting

tunnel establishmentsartiatiesdnies (e PEexYi S QM So €6 ntath RO ICAMPHISEY, [ien a leaky tunnel
approach can be adopted. Essentially, the tunnel device 268 attempts to establish a point-to-point

tunnel and seMUBSARLAPYSGIFise B RRE DM RLARbPHRbLsIasfaAdhcdE R HafRd&nnot be sent
through, thenie toinaehae vies a8 unaoththassmneiandosends traffic without the tunnel.

To resolve this, one solution is to replace the original traffic source IP with the
NAT routers WAN IP. This will allow the return traffic to be routed back to the NAT

router and eventually back to the client.

Client (1.1.1.1) ----- >NAT (3.3.3.3) --—-- > Tunnel router (4.4.4.4) ----- > Server
(2.2.2.2)

. <

Modified NAT Friendly Tunneled Packet
Tunnel Src IP | Tunnel Dest IP | Src IP Dest IP Data
1.1.1.1 4444 3.3.3.3 2222 XXXX

Other considerations for NAT support are:
1. NAT address and port mapping needs to be established properly. This
mapping may not be setup properly when the traffic is send through the tunnel.
2. Stateful inspection for the proper and complete protocol handshake messages

may result in resets for incomplete connections established through the tunnel.

To mitigate this, a possible solution is to send out the original protocol
handshake packets without the tunnel so that the NAT mapping can be established
properly, and that it has the least chance of triggering a connection reset.

Leaky Tunnels

Access controls by the decapsulation router 535 (or the router’s backend

infrastructure) can be compulsory or non-compulsory. If compulsory, a tunnel must



A simple tunnel connectivity test at the application level may be insufficient or inaccurate to detect if a
tunnel works, because many applications create multiple TCP connections to the server concurrently
to speed up the download. The tunnel may work for the TCP connection that the connectivity test
uses, but may not work for the other TCP connecti As that are used for downloading the data. This

mismatch in jRERLESRALRIIVINCIastieHILS Samigsultiih SIQvheaBRactans attimeaigssior the user.
To enhance the detection mechanism, the tunnel device 268 tests connectivity at the TCP connection

layer. That iSVRRB ROHHEPRAIRISWBS s SRdirtiey arkutitelccomnee it teed ibaskere feonnection to

determine if (e EHEMAEMAKEaltiE; dosRringalenaet deMite 2GS sapdsuitip Hlfieiaidhat particular TCP
connection throu<I:1h the tunnel. If not, the tunnel device 268 sends the traffic normally. Two options

to implementtHEHBB S R SRty RIST AN TSR SRAHRESR b U IRO8 RIMRELRSY: (BRjLie 6) and
sequential deiaRletill ApihRdH Ciguse sdoftigure KdstatiNing AirgsPdavikisticlingempiaidltaneous

double synchronization method 600, in accordance with an embodiment of the present invention. For

each TCP c6MRBLHRA, RAIpReI VRS bt sepd drafiicibossiNg SShihiRSARBIRIPNGHMRL sent without

the tunnel and aaetnehibraugihthedemnalntother searehnouaiwik dssHamelnefiist ToeNuwll reach the
server, and will generate a SYN ACK, The tunnel device 268 responds with an ACK to establish the

connection. °!f fefnfsh AR Kk FHE SR ROPAIEHbugh the tunnel will also reach the server, and
generate a SYN ACK response. In response, the tunnel device 268 sends the 2nd ACK. When the 2nd
SYN ACK is received, the tunnel device 268 can be 26 certain that the tunnel works. The tunnel

device 268 can hodk JABIHEPRGE RIS PRIAER B H PRUCAR [k SaY RSt t el for the

rest of the datad¢ansmisgiased ithediimeldale heti@sindany bbAlkdstionthe LandnTip Racket will never
be received. Therefore the tunnel will not be zitctivated. 6E‘i%&lre 7;126‘31 g‘;rﬁfi?ng diagram illustrating a
sequential d6OBIEERSHPORG SERT AidtABTCH R A SPash R QN URAo el BE ¥ Bresent

invention. TheokltfaekigleYice e&éhseshahatihewiheetta tynoal are, awaiisanStWoACK frien the server.
After receiving the first SYN ACK hut before passing the received SYN ACK to the upper level protocol
Ctack.the AT v EoBA BRI SH SR SO AT RS ARBTHEAL the server
receive the 206h&NOYnaBctASSWRE Sckiddstben fitstlt in slow connections or timeouts for the user.

To enhance the detection mechanism, the tunnel device 268 tests connectivity
at the TCP connection layer. That is, the tunnel device 268 conducts a tunnel
connectivity test for each TCP connection to determine if the tunnel works. If it does,
the tunnel device 268 sends the traffic for that particular TCP connection through the

tunnel. If not, the tunnel device 268 sends the traffic normally.

Two options to implement the TCP connectivity test include simultaneous

double SYN method (Figure 6) and sequential double SYN method (Figure 7).

Figure 6 is a timing diagram illustrating a simultaneous double
synchronization method 600, in accordance with an embodiment of the present
invention. For each TCP connection, the tunnel device 268 sends out two SYNs
simultaneously. One is sent without the tunnel and another through the tunnel. If
there are no network issues, the first SYN will reach the server, and will generate a
SYN_ACK. The tunnel device 268 responds with an ACK to establish the connection.

If the tunnel works, the 2nd SYN sent through the tunnel will also reach the
server, and generate a SYN ACK response. In response, the tunnel device 268 sends

the 2nd ACK. When the 2nd SYN ACK is received, the tunnel device 268 can be



SYN ACK was lost and resends its SYN ACK. Upon receiving the 2nd SYN ACK, the tunnel device
268 confirms that the tunnel works. The tunnel device 268 sends the ACK and starts sending data
through the tunnel. If the tunnel does not work, then the 2nd SYN will never reach the server, which
will not respond. After a timeout period after sendir% out the 2nd SYN, the tunnel device 268 will send

the ACK and:sivhisaaeit dakachiihpis. the, uangé 38GHEEBNGN hodihenteaghtiomal gigtributed DNS
infrastructure assumes that all DNS servers are authentic and can be trusted. Accordingly, there is no

validation of e adthEnftifie snthé BIN B sk R 8RSy HOmmehes hersstof the §Ha connection agent

234 of the segiHdhicaoPaneRt d3ads faapahbie: ohrrotecting toe LR fram oRipaie ok ather forms of
misdirection, including by augmenting existing DNS infrastructure. For whitelisted domains, the

directory cortf¥eieIaectE s arBiALs fhedudisl wilhadibsagiydedvice 140 to resolve the DNS
securely. For unlisted domains, the website connector 250 passes the request to the original DNS
infrastructure for resolution., After resolvin%the DNS secure‘%( via the directory service 140, the

DNS injector 258 irf&BHECtRdSTINiE i) ARt HE YSHAHE M DIRUATBIRS IPHRIONACIHRES 1988 may

seamlessly ipiegtiathe INenepRIBtmentRRlicatinniaye hRIsakAlovRIoR 7 Ta¥einad., the network
layer. In one embodiment, the DNS injector 258 hooks onto the various APIs of the operating system

that the diffefERICoPRIEIGARIENSHE R tuinrd PRebBNAHS I oGk HaBHELS SSTYRE application

layer. The DNfcinjeeipringspedisseny ijeatktbet iR fAddiessint the whiteligtssdomain withethe 1P
address securely resolved by [r?g directory service 140, and returns it to the caIIin%appIic?ions. Thus,

the top level BBShiaYOmREqiesy %%é@%a&(&am 268 tepds B ydtidroah EaHBSbok onto the
APIs that thgfdifferenicaprlitslioRscarGaldr seso MeIBN dhe NminjasiomFgddnay inject the DNS

entry at a lower. Iev%‘f.g., t the network layer. At the network layer, the connection agent performs a
secure DNS\gggiuﬁ W%?E@&V@?@F&@%mobﬁ%ﬂ B VF&@QHB?BF%@{A omain. If the
resolved IP ggdressasiave¢ifteyeohithasabangetionmryeirk34eaiasch delecthaédnstivets the network
driver to perfor ges jnation Netwo%r Ac&ress Translati an) AT%&%‘ the normal DNS resolved
P00 1p15 (CRAB L A SN G b RIS AR O H58ht D58 maps the
return the satieccentPSatidresis fviattyachlaia packets iiohw BPnia Hesbéadnalbler uppisedayer protocol and
applications to process the return dat oif]%y. Figure 8 is a hlock diagram |llustrating DNS
2dross njoBSERCEUEH A RELE SHREE it S SRR Cor e BrekkhtSRUARRiAN: AR hpplication
requests for selseigiion ddttheidoiietistedmhemain, e.g., www.yahoo.com. Normal DNS resolves the IP
to 2.2.2.2, while the directory service 140 resolves the domain name to 3.3.3.3. The connection agent
234 translates destination IP 2.2.2.2 of outgoing packets from the application to destination IP 3.3.3.3
before sending it to IP 3.3.3.3. The connectionSageft288 receives the incoming packet with source IP
3.3.3.3, and translates source IP 3.3.3.3 to source IP 2.2.2.2 before passing it to the application.

The traditional distributed DNS infrastructure assumes that all DNS servers

are authentic and can be trusted. Accordingly, there is no validation of the

authenticity of the DNS reply coming from the DNS servers.

The connection agent 234 of the security component 135 is capable of
protecting the user from phishing or other forms of misdirection, including by
augmenting existing DNS infrastructure. For whitelisted domains, the directory
connector 248 sends all DNS requests to the directory service 140 to resolve the DNS
securely. For unlisted domains, the website connector 250 passes the request to the

original DNS infrastructure for resolution.

After resolving the DNS securely via the directory service 140, the DNS
injector 258 injects the DNS entry into the calling applications. The DNS injector

258 may seamlessly integrate the DNS entry at the application layer or at a lower



Local PC Security Data Caching The cache engine 260 supports local caching of DNS entries to
reduce the secure DNS and website resolution overhead time as well as the amount of generated
network traffic. 28 As the nature of the DNS entries are different, different caching period may be
adopted for different type of DNS entries. Three example types of DNS entries are whitelisted domain
entries, blaciligted domriRaRL K RY &NtliesABRRRANRTaGe D NISMAHR Bt kitsfigied domains
entries may contain the website and router IP address and typically do not change frequently.
Therefore, tHBSrE/HE3E pEre TR NBSE EREstea i Tbﬁ&éﬁf\,{?@@? teapdeyslRpmisineiddyomains and

URLs typicallyi|ast %Hmmftﬁaﬁ&wsﬂpﬁhaf&m hefap teeyor e pateqtedmng hyewght down. Such

entries should be refreshed on a more regular basis, say every 5-8 hours Unlisted domains not

protected by BieesERMtyerbRdRRIde s Rf st BRitdRicgsmim e thibe it dretiesh period should

be very shorfchaeaEa08ILNAY: Bacems blackistad damainsandtoers dalag;propagated to the
clients quickly. Refresh time for such entries may be around 1 hour. _ For updating the cache

entries, the SRRLARYeBInJdMenthsSaRisy IseRlisstions iray ddmasdiRgddisAian-or a client single query
pull technique. Upon system boot-up, on a regular interval, upon request, after predetermined events,
etc., the component uEdater 270 initiates a bulk query to refresh all expired entries in the cache. In one

embodiment, the cShiBBIAR iHadr PR rerifuekfaiadiardiphcaliba dEEY. When the security

component hplratests thatines esvsive DRV fegDesad;izoebisthREaghe: aidpNeXpiigd, the
security component can query the directory service 140 for the information and cache it accordingly

To help spedius WFUEd St B B ESEHAT ottfEwry dBTERY BB AEERY GBS St information
can be piggyhatiad indhere D)0l dorglient wingieadeyséaauestohiiteanfirnmblipoiisted domain entry
is found in cache, has not expired, and/gr deemed not updated, the security component.135 will mark
it as expired?Q#W§%%W%/§8W% s?g&gﬁlf?@)‘fﬁ%é%gﬂdﬁa%%e?@ﬁ%gg%%ﬁ IEL 98main entry,
the security egenpoBeotchds withiaifiate i g sirgletoleeiydaner taepdifoatonyxariaddd0 will make the
blacklisted information j;jmme 'atel}/ ava(ii e. In ope embodi;rﬁf t, the size of thelg che 262 may
e around 4D BUBAEE S A B LS BB TS LN A R B0 of fhe uque
domains a uger sdsiistaataabisol Y e shake puesyinB2arThy pdatiegisiowgelitDay inghsdecthe 400-500
last recentlyrtétsl?r(rjl ‘ﬁlrétrslgl?r'cez address of return data packets from IP2 to IP1 to enable upper

layer protocol and applications to process the return data properly.

Figure 8 is a block diagram illustrating DNS address injection 800, in
accordance with an embodiment of the present invention. The application requests

for resolution of the whitelisted domain, e.g., www.yahoo.com. Normal DNS

resolves the IP to 2.2.2.2, while the directory service 140 resolves the domain name to
3.3.3.3. The connection agent 234 translates destination IP 2.2.2.2 of outgoing
packets from the application to destination IP 3.3.3.3 before sending it to IP 3.3.3.3.
The connection agent 234 receives the incoming packet with source IP 3.3.3.3, and

translates source IP 3.3.3.3 to source IP 2.2.2.2 before passing it to the application.

Local PC Security Data Caching

The cache engine 260 supports local caching of DNS entries to reduce the

secure DNS and website resolution overhead time as well as the amount of generated

network traffic.



For security and privacy reasons, there may be a need to host the directory service 140 on the
website's infrastructure. To achieve this, a simple name forwarding mechanism can be used. When the
security component 135 requests secure resolution of a domain, the directory service 140 responds
with a directory service (DS) Forward Reply messgége which contains the website's DS address. Upon

receiving this messagendhRsecHiiCoONRRGNMsl3e &W}Hﬁ%ﬁﬁ@ﬁ‘cﬁﬂ@ﬁ&ﬂiﬂ%@%@efVice 140
and stores the resolved domain name and the associate directory service 140 information in the cache

262. All subS880EH: 9 SHET R PR ALPER Pt dhEesA oML VERHRIINES fHee¥8Ived using the

hosted direcipryaaivieackdf diasidy; PatNassYddhRahaiterNaxeiBOsaLAGELakEMIr own
infrastructure, which allows them to lg)date and change their information faster, This technique

method doe S8R EMBiRs hRAHTETRS dARRIEE CTENES BraoF o dhgtisRP ine TRk S urity
component }h3arfREuatts pe-4ng austonamiested inestomhsRNES ddQefrestDpling e client bulk query

refresh, the security component 135 can check if there are any changes to the hosted directory service

140 locationBFS¢ SAYIAYAE Ralengek s fevoretrys: HaslistsddamatiaadfiRhs Reibhg an example

protected transestigT@A0sHbrageatdasaeyi th fRamiodinpi el dha Presesitdyamtioguchransaction
900 begins with the security component 135 in step 1 being installed on the end-user device 105. The

end user in SEHY sl PG Tsibtehad Qe Bts el Besis ARk Vebhaite e sHEls component 135

presents a staiusitidicainoRRtiprowsesframeiaposicals el sReUitYS enabied. In one
embodiment, the status indicator turns blue to indjcate that the website is protected, The status
nlicator turii R TR %@éb@lf% Rilstec® %&aﬁwmw&ﬂ%ﬁ%ﬁ%mains the

security poligyhathanciiniiates bespaghiyiasghieAe@adideihe audresetilagsintadhe website 125
and while the browser window Iitr? tive. Internet lockdown engages. In one embodiment, the status

indicator tunFaGH SRS TR e website session is secure. If the user in step 5a switches to
another window, then the security engine 238 disengages lockdown. In one embodiment, the security

engine 238 turns the 30 status indicator grey. If the end user in step 5b switc back to the protected
ebsite 125, then 18 SEITEANG S B0 S RO AP (e GO tor beck to

green. If duringiie belkujecsepsilb oy thelendsugde lustepulltiesioieowpahypacinkaitather URL to a
blacklisted site, e.g., a knownghishin% site

thfen the security engine 238 recognizes the cross-site
scripting At PGS AL (R8P TRONSio ek S THER EREMS Whieths T IERdld. wWhen the
end user logspduteit2g Gadtintys engitieqadsy it stefethdileapiredisnivrkdawlic @achthelstaids indicator is
cleared. F%quge 10 is a block diaa{/am 'IIustEa/%n DNS se uri%/ aichitgcture 1000, in accordance
with an embSdPEHP ST HE T RLRAP IV ARE8IT | 'écstsl]fé':\-l e 7 RpE SHULARHAR illustrating an
example prioVashuhpretecisdecsagsiaentigsdttt{a)shdwsiamainpraiecteguasgbsitendl G0. The user's

Internet 120 has b%en h"%'acked agdt%nd-use{ device 10? IS infecte(%lhwiéh a k%}/ﬁlg#?er aﬂ% crimeware.

The end-user actes 8t the TFREMe! Bariahy wet BAgs ISy K BroNser Withbut the Security

component I3btheigifteridt{b) ahdwsche itntecortibginking web page 1105, which unknown to the user is
a fake hacker site. The crimeware makes the digital certificate 1110 look authentic. Figure 11(c) shows
a screen where the user's ID and password have been entered, and unsuspectingly captured. Figure
11(d) shows a servép telprpedapoufaiitth andbromtoathingiofnivel yekdtbaodkivigitatisicurrently under

maintenance, Figure 11(e).shows the store where the data capture the keylogger and is ready for
transfer to th%og%a&l(sérs.u((ﬁ 1nPormat10n an e plggﬁ)acﬁe% Rl ?ep{y gokﬁ{e it sm%ge query
request. If the new blacklisted domain entry is found in cache, has not expired, and/or
deemed not updated, the security component 135 will mark it as expired. In this
manner, when the security component 135 requests the blacklisted domain entry, the

security component 135 will initiate a new single query and the directory service 140

will make the blacklisted information immediately available.

In one embodiment, the size of the cache 262 may be around 400-500 entries.
It may be designed big enough to contain at least 80% of all the unique domains a
user visits and not so big to make querying and updating slow. It may include the

400-500 last recently used entries.



Figure 12(a)-12(f) are screenshots illustrating an example protected session, in accordance with an
embodiment of the present invention. Figure 12(a) shows a protected website 1200, e.g., the same
website 1100 protected with a security policy 150. With keylogger and crimeware infections and a
hijacked internet connection, the end-user accesses the Internet banking web page, this time using a
browser with the security component 135. The security component 135 presents a blue icon 1205 to
indicate that the website 125 is whitelisted. Figure 12(b) shows a pop-up request 1215 for
authorization to depi8lSSYEYRNdSERBIVIREFIRS HifdcuBaY Bevidsetas herjuhs 4veci¥ows the true

Internet banking;yehipagantaOodieas iaehbvihiaend-siachibesausedinmeanhdiS checking, with the
user's ID and password being entered into thegr\}roper fields. The web pa?e 1220 shows a green icon

1225 since tHE¥rEHBEFERiTRtaNdte435Hd WhER RS LB MRINT RiGUFETHSTH) shows the
banking websgage k@ tantoihe ®an. 285 Mitbios datvicaptoredjandievk@ydagariosince the security

component 135 unhooked any otherwise active keyloggers. Figure 12(e) shows a pop-up window

1240 to infortfr Y (O MLl BePin Ksatass Ml B SRaRiRY e e e P e dtreiad ¥ secure
session, and.¢eslves IRfOmessh @npke \eburigusenigdheahovssdhablasklistediweatopage 1245 to which

the user has navigated, e.g., after hitting "Yes" on the previous screen 1240. The security component

135 presentS EEEBYTMRUOE FPES T BRHEL 5L SOMAINABTS BRI A1566I6 BESBtted is going

to connect therbrewvsay ikdsHimaddacklistedisitec 2. gl pspps& g skt sl @pdated igr foregoing
description oBthe preferred embodiments of the present inver:tﬁti n isﬂbé,wa of example only, and other
variations artB oMo SF A E- EBHREI B Kitd HrstRpaEeaE poible in light of

the foregoingiteaghing: Mltheughitbeosiinarksitanatechring deswibedamaepaisterand distinct sites,
one skilled in the art, will r%cognlze(i?ﬁaﬁ;th se sites m,a){B:t),e a §Jart f an integral site, may each include

portions of MUK LRYS BEhiQ MM R BaHE 8 ultiple sites.  The various

embodiments set forth herein may be implemented utilizing hardware, software, or any desired

combination thereof When impleme te% in software, a processor may execute instructjons for

performing some or BiFASFEHBAS BRSSER A dreiAcd AL CEhE e AARSHoRS TRAP b Stored i a

computer regigial]ecmediion ciersediatyl fagompiites I dacaiie nadiucnsoaeitodetdd any form of

memory such.as, but not.limi%? to, RAM, ROM, NAND, NOR, hard disk, flash, CD ROM, DVD, etc.
c

For that mat F?%%ﬂ?lt%%?l may be utilized which is capable of implementing the various
functions set forth herein. Components may be implemented using a programmed general-purpose

digital computer, using.application cific integrated circuits, or using a netyork of interconnected
conventional compONEHTE 4 Ey U AGHHE A Ay S NS TR UL che The
embodimenthéelesathad tienaiesarethohosted déddoiyesexhau st doontion vngt dierjylasdatnvention is

limited only t%)éetg?e%l%g‘ing claims. 32

Figure 9 is a block diagram illustrating an example protected transaction 900,
in accordance with an embodiment of the present invention. Transaction 900 begins
with the security component 135 in step 1 being installed on the end-user device 105.
The end user in step 2 surfs to a protected website 125, e.g., a bank website. The
security component 135 presents a status indicator on the browser frame to indicate
whether security is enabled. In one embodiment, the status indicator turns blue to
indicate that the website is protected. The status indicator turns red if the website
were blacklisted. The security component 135 in step 4 obtains the security policy
150 and initiates the security engine 238 after the end user logs into the website 125
and while the browser window is active. Internet lockdown engages. In one
embodiment, the status indicator turns green to indicate that the website session is
secure. If the user in step 5a switches to another window, then the security engine

238 disengages lockdown. In one embodiment, the security engine 238 turns the



CLAIMS 1. A system comprising: an end-user device including a browser and a security
component capable of executing a security policy; the browser configured to access a website during a
website session; the end-user device configured to receive the security policy during the website
session in response to accessing the website, the g curity policy associated with the website; the

security compane it sientoured. infaps itaNCs With-frsbseruityshallirsaircHNatR ddsRepsity mechanism
for protecting the end-user device from malicious code operating thereon at an activation point after

initiation of th&WHSEItBSISUER SHiRSs déd cavattaiee leskdanmrd i e Haagikiabn point. 2.

The system pi@laimyeWhergiRiHeRNELHSRISERNIAE NIRCEIAR I enSREHNTHROUSYINRM the website upon
connection to the website, 3. The system of claim 1, wherein the activation point corresponds to an

explicit trigg&¥ PO RIARG RLcE:R tpcklisiedrditfebeitd kAo Ay RIBES BF-dlsH S wherein the

activation pojpéakFRERARAS IPratb XRASItHEIGER RattdepRlil g ARraiecReaPdigRf the website. 5.
The system of claim 4, wherein the explicit trigger point includes a metatag embedded in the website.
possibly requesting instructions whether to proceed. When the end user logs out, the

security engine 238 in step 6 disconnects lockdown and the status indicator is cleared.

Figure 10 is a block diagram illustrating DNS security architecture 1000, in

accordance with an embodiment of the present invention.

Figures 11(a)-11(e) are screenshots illustrating an example prior art
unprotected session. Figure 11(a) shows an unprotected website 1100. The user's
Internet 120 has been hijacked and end-user device 105 is infected with a keylogger
and crimeware. The end-user accesses the Internet banking web page using a browser
without the security component 135. Figure 11(b) shows an Internet banking web
page 1105, which unknown to the user is a fake hacker site. The crimeware makes
the digital certificate 1110 look authentic. Figure 11(c) shows a screen where the
user's ID and password have been entered, and unsuspectingly captured. Figure 11(d)
shows a server-down page to fool the user into thinking the real banking site is
currently under maintenance. Figure 11(e) shows the store where the data captured by

the keylogger and is ready for transfer to the hacker.

Figure 12(a)-12(f) are screenshots illustrating an example protected session, in
accordance with an embodiment of the present invention. Figure 12(a) shows a
protected website 1200, e.g., the same website 1100 protected with a security policy
150. With keylogger and crimeware infections and a hijacked internet connection, the
end-user accesses the Internet banking web page, this time using a browser with the
security component 135. The security component 135 presents a blue icon 1205 to
indicate that the website 125 is whitelisted. Figure 12(b) shows a pop-up request
1215 for authorization to deploy a secure session with the end-user device 105.

Figure 12(c) shows the true Internet banking web page 1220, reached by the end-user
because of proper DNS checking, with the user's ID and password being entered into

the proper fields. The web page 1220 shows a green icon 1225 since the site is both



6. The system of claim 5, wherein the metatag comprises a checksum metatag. 7. The system of
claim 1, wherein the activation point corresponds to an implicit trigger point identifying a change in a
domain name system (DNS) identifier. 8. The system of claim 1, wherein the activation point
corresponds to an implicit trigger point identifying & change in a uniform resource locator (URL)

identifier. 33,@ThesysiemselHaimndownelain dhesesuity HURPeIER! %Hiﬁfg%%é@ fhgawebsite via a

point-to-point tunnel before downloading the security policy. 10. The system of claim 1, wherein the

website inclUde8 andihe §irYE Heck e B BT Ry eSO 2ard- HBSBGIRF ¥dMponent
includes a wehsajigrsiegntyuanecked inysenthe itasits kberssem. e aRiinmy thahthe website has not

been modified during transport. 11. The Z}g;tem of claim 1, wherein the security policy identifies alias

and affiliate BERVBPSVUHERY g BIBUREFTY HaRAGarbARRGTITaISHEEbr et eAhethod for
execution onaeadtIeRfEeNcR CHBRIISIBG B D raNSeraRd A oesidttyppesvaR e thexqrpthod
comprising: using the browser to access a website during a website session;

shows the blacklisted web page 1245 to which the user has navigated, e.g., after

hitting "Yes" on the previous screen 1240. The security component 135 presents a

pop-up window 1250 to inform the user that the hyperlink about to be selected is

going to connect the browser 130 to a blacklisted site, e.g., a possible phishing site.

The foregoing description of the preferred embodiments of the present
invention is by way of example only, and other variations and modifications of the
above-described embodiments and methods are possible in light of the foregoing
teaching. Although the network sites are being described as separate and distinct sites,
one skilled in the art will recognize that these sites may be a part of an integral site,
may each include portions of multiple sites, or may include combinations of single

and multiple sites.

The various embodiments set forth herein may be implemented utilizing
hardware, software, or any desired combination thereof. When implemented in
software, a processor may execute instructions for performing some or all functions
described herein. The executable instructions may be stored in a computer readable
medium or media. The computer readable medium may include any form of memory
such as, but not limited to, RAM, ROM, NAND, NOR, hard disk, flash, CD ROM,
DVD, etc. For that matter, any type of logic may be utilized which is capable of
implementing the various functions set forth herein. Components may be
implemented using a programmed general-purpose digital computer, using application
specific integrated circuits, or using a network of interconnected conventional
components and circuits. Connections may be wired, wireless, modem, etc. The
embodiments described herein are not intended to be exhaustive or limiting. The

present invention is limited only by the following claims.



using the end-user device to receive a security policy during the website session in response to
accessing the website, the security policy associated with the website; using the security
component in accordance with the security policy to_activate a security mechanism for protecting the
end-user device from malicious code operating th &on at an activation point after initiation of the
website session; and using the security compoRenisto deactivate the security mechanism at a
deactivation point. 13. The method of claim 12, wherein using the end-user device to receive the
security policy from the website occurs upon connection to the website. 14. The method of claim 12,
wherein the activatiQrypeént cerigaRRIgES to an explicit trigger point identifying when the browser
accesses a secure websijte. 15. The method of claim 12, wherein the activation point corresponds to
an explicit trigger pBiHETaHER/RY S IRSIEEIRE HBIRYRCEAIEAVEBEHY CABPIREERBY O claim 15,
wherein the gxRligihiiggerpRinpdneckides a metatag embedded in the website. 34 17. The method of

claim 16, wherein the metatag comprises a checksum metatag. . .
the browser configured to access a website during a website session;

the end-user device configured to receive the security policy during the
website session in response to accessing the website, the security policy associated
with the website;

the security component configured in accordance with the security policy to
activate a security mechanism for protecting the end-user device from malicious code
operating thereon at an activation point after initiation of the website session and to

deactivate the security mechanism at a deactivation point.

2. The system of claim 1, wherein the end-user device receives the security

policy from the website upon connection to the website.

3. The system of claim 1, wherein the activation point corresponds to an explicit

trigger point identifying access to a secure website.

4. The system of claim 1, wherein the activation point corresponds to an explicit

trigger point identifying a protected portion of the website.

5. The system of claim 4, wherein the explicit trigger point includes a metatag

embedded in the website.
6. The system of claim 5, wherein the metatag comprises a checksum metatag.

7. The system of claim 1, wherein the activation point corresponds to an implicit

trigger point identifying a change in a domain name system (DNS) identifier.

8. The system of claim 1, wherein the activation point corresponds to an implicit

trigger point identifying a change in a uniform resource locator (URL) identifier.



18. The method of claim 12, wherein the activation point corresponds to an implicit trigger point

identifying a change in a domain name system (DNS) identifier. 19. The method of claim 12, wherein
the activation point corresponds to an implicit trigger point identifying a change in a uniform resource
locator (URL) identifier. 20. The method of claim 12, further comprising connecting to the website via

a point-to-pajnt tunngheiass dewriaadingntisiseru sy RRIGOmpdndhe satadetidaim 12, wherein
the website includes an integrity checksum embedded in the website, and further comprising using the

integrity che®ERIHE 19EARRIRT-tRA1aE Werdiksiase dpvploadingdamids HibimptiShsport. 22. The

method of claim 12, wherein the security policy identifies alias and affiliate servers where the browser
may navigate without raising concern. 23. A system comprising: means for accessing a website

during a weddte sebfowystem pfeelpiandy PRI S eeksissBIRS? atiMgaHY watskitBession in

response to aaeegaiaditnBoNeRSIR, Hhg SRCUH PP teynpoaesiatRL Wit thepsedsitegrity means for
activating a security mechanism for protecting the end-user device from malicious code operating

thereon in aCB6FEENEURAHEHEtSBERHISEREIN IRE AR LIY theaneRetis S MYIdIsEAfter initiation of the
website sessi@di Aedldneassiassisactivating the security mechanism at a deactivation point.

11. The system of claim 1, wherein the security policy identifies alias and affiliate

servers where the browser may navigate without raising concern.

12. A method for execution on an end-user device comprising a browser and a
security component, the method comprising:

using the browser to access a website during a website session;

using the end-user device to receive a security policy during the website
session in response to accessing the website, the security policy associated with the
website;

using the security component in accordance with the security policy to activate
a security mechanism for protecting the end-user device from malicious code
operating thereon at an activation point after initiation of the website session; and

using the security component to deactivate the security mechanism at a

deactivation point.

13. The method of claim 12, wherein using the end-user device to receive the

security policy from the website occurs upon connection to the website.

14. The method of claim 12, wherein the activation point corresponds to an

explicit trigger point identifying when the browser accesses a secure website.

15. The method of claim 12, wherein the activation point corresponds to an

explicit trigger point identifying a protected portion of the website.

16. The method of claim 15, wherein the explicit trigger point includes a metatag

embedded in the website.
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17. The method of claim 16, wherein the metatag comprises a checksum metatag.

18. The method of claim 12, wherein the activation point corresponds to an

implicit trigger point identifying a change in a domain name system (DNS) identifier.

19. The method of claim 12, wherein the activation point corresponds to an
implicit trigger point identifying a change in a uniform resource locator (URL)

identifier.

20. The method of claim 12, further comprising connecting to the website via a

point-to-point tunnel before downloading the security policy.

21. The method of claim 12, wherein the website includes an integrity checksum
embedded in the website, and further comprising using the integrity checksum to

confirm that the website has not been modified during transport.

22. The method of claim 12, wherein the security policy identifies alias and

affiliate servers where the browser may navigate without raising concern.

23. A system comprising:

means for accessing a website during a website session;

means for receiving a security policy during the website session in response to
accessing the website, the security policy associated with the website;

means for activating a security mechanism for protecting the end-user device
from malicious code operating thereon in accordance with the security policy, the
activating at an activation point after initiation of the website session; and

means for deactivating the security mechanism at a deactivation point.



