-1 -

The object of the present invention is an electric binary logic
level detector. It is used in the field of information technology and,
more specifically within this, in the field of smart cards equipped with
microprocessors and memory circuits, made using MOS technology, of the
non-volatile type (EPROM or EEPROM). The invention also relates to

" amplifiers for reading information contained in random access dynamic or

static electronic memories. .

The use of smart cards is 1ncreasing great1y. They are used most
w1de1y in.the banking field where smart cards 1ncorporat1ng an 1ntegrated
circuit are intended eventually to replace cheque books and to-act as a
umiversa1 means of transaction between the various'peopTe'working in the .
financial field. Whatever the financial operationé berformed-with such a
card may be, the latter must contein two kinds of information. A ffrét
kind of information relates to bank balances. This information supplies
the amount of the balance before and after each operation. This
information about the balance should be available to the user. The
information is confidential but nevertheless has to be ascertainable. On
the contrary, other information should remain secret except to the owner
of the card. This is the case for his secret code for validating an _
operation performed with the cafd. Other information should remain secret
from the view of everyone, including the owner of the card. In general
these are data items used for producing the secret code which is known
only by the owner and which cannot therefore be reconstituted by
electrical manipulations of the card. Unfortunately, the ingenuity of
fraudsters is unlimited and it is necessary to guard against any attempts
to decipher the secret'information contained in the cards, | |

Thus it is realised that an 1nteﬂ1iqent fraudster cou]d attempt to
measure the electricalsconsumption of a po]ar1sat1on circuit of the
system for reading information contained in a card in order to determ1ne,

by measuring the variation in the electrical consumpt1on, the sequence of

the lTogic levels supplied by the card so as to deduce .from this the"
secret codes written in it. In practice, the memory cells of integrated
circuit smart cards are often of the type comprising a transistor
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with two gates: a control gate and a floating gate. Charge stored in the
floating gate can oppose the switching into a conductive state of the
transistor in response to a command applied to the control gate and in
this way show their presence, whereas their absence would make the
transistor conductive and would cause in a measurement circuit connected
in series with the said transistor a change in the signal introduced into
it The programm1ng of such a memory , ‘therefore, is performed by stor1nq _
or not storing such charges in the f1oat1ng gates of the said C
trans1stors. However, the electrical energy emp10yed to change from one

situat1on to the- other s Tow. In order to be able to transm1t the

information correctly to a reading device or a device for perform1n9 a
financial transaction it has to be'amp1ified.

In pract1ce these amp11f1ers are s1mp1y produced in CMOS
technology by using two transistors having inverse conductivities, one of
type P and one of type N, connected in series and polarised between the
supply voltage Vcc of the circuit and ground. The gates of these
transiétors are connected together and receive the signal to be
amplified. The output s taken from the midpoint of the said transistors.
This amplifier assembly is an inverter. The disadvantage of using such an
jriverter as an amplifier is that there is a large difference in
consumption depending on whether it has to transmit a logic state 1 or a
Togic state 0. The current which passes through the amplifier thus shows,

by its value, the logic state read. In practice when it consumes a larger
_current the internal impedance of the polarisation generator gives rise
~to a drop in_the‘supply-voltage which can be made use of in this sense.

Whatever the improvements made to these generators may be, the circuits
for coﬁnecting the supply to the cards are contact circgits'and o
consequently highly resistive, and they act as an;interha1 resistance of
this kind and causeéygg revealing.dropﬂin voltage. e

A solution to the problem described in European patent application
EP-A-279 712, cited in accordance with Art. 54(3) EPC, is specifically
mentioned in the preambles of claims 1, 2, 3 and 4. The present invention
proposes improvements to this.
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In practice, in dynamic memory circuits the information relating
to the Togic lTevel to be detected is transient. The determination of a
U given logic level can be more reliably obtained the more this fleeting
information can be transformed into information which is maintained at
least for some time. Moreover it is necessary that such a detector,
outside the periods when it has to perform its detection function, should
_ have as sma11 a static consumpt1on as p0351b1e. In pract1ce it is. _
necessary not to increase too much the temperature of the 1ntegrated
circu1t of which this detector may form part Last1y, the detector thus
produced should be a- rap1d detector it. should have an. operat1ng speed as
fast as that of a 1og1c gate.
o R - The aim of ihe invention,is'to provide a solution to these
~ problems by proposing a detector equipped substantially with two
detection circuits which are connected in parallel between the
electricity supply and ground and are complementary to one another.
Depending on the logic level introduced, one of the two circuits switches
over and causes an electrical consumption equal to the electrical
consumption caused by the other circuit when the latter switches over at
a djfferent binary logic level. Preferably, in order to avoid untimely
consumptions of electricity outside the detection periods these two
circuite are activated and then deactivated at the time of reception of
each logic level detected. The deactivating signal of the detector may
also be used to reset the detector to zero and to make it ready for-a
further detection.

Consequent1y the invention relates to: .

» = an electric binary 1ogic level detector comprﬂs1ng a f1rst and a
second circuit connected in parallel-which receive the same signal to be
detected, these-twoggircuits having complementary electrical consumptions
so that the detector always has the same.total consumption whether it is
detect1ng a binary logic level "0" or a binary 10g1c level "1",
character1zed in that each circuit comprises an activating command for
being activated when a Tevel .is to be detected and to be deactivated
outside these periods, the deactivating command serving to reset the .
detector to zero.
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- an electric binary logic level detector comprising a first and a
second circuit connected in parallel which receive the same signal to be
detected, these two circuits having complementary electrical consumptions
so that the detector always has the same total consumption whether it is
detecting a binary logic level "0" or a binary logic level M1",
characterized in that it comprises a circuit for maintaining the logic

‘level supplied in order to improve the detection of transient logic
Jevels received. ‘

- an electric binary logic level détectorléomprising a first and a
second circuit connected in para11é1=which receive the same signal to be
detected, these two circuits having complementary electrical consumptions
so that the detector always has the same total consumption whether it is

- detecting a binary logic level "0" or a binary logic Tevel "1",

characterized in that the two circuits comprise means in order ‘to be
coupled and mutually to maintain themselves in their respective states.
- an electric binary logic level detector comprising a first and a

~second circuit connected in parallel which receive the same signal to be

detected, these two circuits having complementary electrical consumptions
so that the detector always has the same total consumption whether it is

detecting a binary logic level "0" or a binary logic level "1",

characterized in that between Vcc and a terminal supplying an inverse
bias signal, each circuit comprises in series a first, P type transistor,
a second, P type transistor and a third, N type transistor, the first

~ transistors having their gates connected to a bias signal, the outputs of
“the first and of the second circuits being taken taken at the respective
- midpoints between the first and second transistors,.the gates .of the

second and the third transistors of the first circuit being respectively
connected to the signal to be detected and to Vcc;;gnd the gates of the
second and the third transistors of the second circuit being respectively
connected to grourd and to the signal to be detected. e

The invention will be better understood on reading the following
description with reference to the accompanying Figures. These are g?ven
solely by way of non-Timiting exampTe of the invention.
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Figure 1 shows a diagramatic representation of a detector in
accordance with the invention.

Figure 2 shows timing diagrams of synchronization signals
occurring in the device in accordance with the invention.

Figure 1. shows an electric binary logic. level detector 50 in |
-accordance with the 1nvent1on. It comprises an 1nput 1 for receiv1ng a
_signa1 with a given lTogic Tevel and, in the embod1ment shown, two outputs
2and 3 for supplying at least one signal with a 1¢gic Tevel o
corresponding to the logic level received. In the present case the two
'.;s1gna15 supplied are ‘also complementary to one another. As an essential
characteristic feature, the detector in accordance with the 1nvent1on
comprises means for mak1ng its consumpt1on independent of the loqic _
Tevels supp11ed In the part1cu1ar embodiment shown, the means for making
the consumption independent of the logic levels supplied substantially
comprises two circuits 4 and 5, polarised to Vcc, in parallel with one
another and both receiving through an input, 6 and 7 respectively, the
signal to be detected.

A particular feature of the two circuits 4 and 5 is that they have
complementary electrical consumptions with respect to the binary logic
levels to be detected. In the particular, and preferred, embodiment
‘example shown, the two circuits 4 and 5 are completely identical and this
ensures that the e1ectrica1.conSQmptions are complementary. They are
. differentiated only by the manner in which.the-components,whichcthey_

. comprise are connected.

e

Thus the c1rcu1t 4 compr1ses three trans1stors connected in
series, namely the. transistors 8 to 10, whereas the circuit 5 comprises
three other transistors connected in series, namely the transistors 11 to
13. The transistors 8, 9, 11 and 12 are P channel transistors (their
gates are shown with a small circular symboT) They have the )
characteristic feature, when supplied with a positive supply voltage Vcc,
of being conductive when they receive a zero electric level (ground) on
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their gate and, on the other hand, of being blocked when they receive an
electric level 1 (Vcc) there. The transistors 10 and 13 are N channel
transistors. They operate in the inverse manner to the transistors just
mentioned. In the circuits 4 and 5 the three transistors are connected in
series between the supply voltage Vcc and a common terminal receiving a
signal CHEPR compl ementary to a signal PRECH which is itself applied to
the gqtes-ofithe;trpnsistors,8~and 11. In a-particular embodiment, the

~ gate of the. transistor 10 is connected_to the_suppﬂy voltage Vcc whereas
the gate of the transistor 12 is connected to_grqund. The gates of the
 other transistors, 9 and 13, are connected together to the jnput 1 of the .

detector. The-output 2 of the detector is taken from the midpoint of the

" transistors 8.and- 9 whereas_fhe output 3 is taken from the midpoint of:
~. the transistors 11 and 12.. Lo

The signal PRECH is a precharge signal. It is complementary to the
signal CHEPR and it is usually zero whereas the latter has the value Vcc.
At the time of detection, after a signal for precharging a bit 1ine PRBL
of a memory (for example comprised by a memory card) has been applied to
the output of a decoder 14, in dependence on an address signal ADR, a bit
1ine BLi of order number "i" is selected. The simultaneous selection of a
word 1ine_then-a11ows a specific word line WLj to send to the decoder 14
the data contained in a memory point "ij". This data is sent to the
detector. The change in the supply current is produced in a plurality of
word lines simultaneously so .that its exploitation for fraudulent

decoding purposes becomes impossible. Subsequently when the detector

- receives the command for validation of detection, it switches over ina .
manner which differs depending-on the nature of . the data available at its
input 1.

t X -% . 5
Before the signal SD to be detected occurs, the precharge signal
PRECH has the value zero and the signal CHEPR has the value Vcc (Figure

~2). In this case the two signals S2 and S3 available at the outputs 2 and
" 3 have the value Vcc. In fact the transistors 8 and 11 conduct because,

being P channel transistors, they receive a zero voltage on their -gates.
The voltage Vcc_is therefore transmitted to the outputs 2 and 3. Al the
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transistors 8 to 12 are then conductive and only the transistor 13 is
blocked. After the application of the signal PRBL, which biases the input
of the detector and the bit 1ines to the value 1, reading of the cell
takes place. The signal SD either remains at 1 or discharges to zero.
Once the level has stabilised, the signal PRECH switches to Vcc and the
signal CHEPR switches to zero. In a first case the signal SD available at
“the input 1 has .the value zero. In this case the transistor‘13 remains. :

" . blocked whereas the transistor 9 becomes conductive. The transistor 8

_ becomes blocked and the transisfbr 10 becomes conductive. Under these’
conditions the output 2 changes to the zero state. In contrast, the
blocking of the trans1stor 11, the switching on of the transistor 12 and
“the blocking of the transxstor 13 maintains the output 3 at the level 1.
'On the contrary, if the input signal is at the Tevel 1 and has the value
Véc, the transistors 12 and 13 become conductive and the output 3
. switches to zero whereas the output 2 remains at Vec.

Whatever the situation may be, the transistors 10 and 12 are
permanently conductive. Their function is solely to make the two
identical branches of the circuit symmetrical. In this manner identical
discharge rates are obtained in the two branches. Because of this fact it
is no longer possible to use the discharge rate, as reflected in the
supply circuit, as information which can be used to disclose the logic
levels transmitted. At the end of the transmission the signal PRECH falls
back again to zero and the signal CHEPR changes in a complementary
manner. The detector then returns to its initial state: the transistors
"8, 9, 10,°11 ‘and 12 are conductive, the transistor 13 is blocked and the
two outputs 2 and 3 are at the level Vcc. In this condition the detector
" ‘does not consime any current since the conductive transistors are
connected on either side to equa1 potentials and because the other
transistor is Blocked. : 0 &

When the detector detects, at the time of switch over, one of the
two outputs 2 and 3 remains in the Vcc state whereas the other returns to
zero. The one which remains in the Vcc state is in fact in an unstable
state at this voltage. In fact this voltage is taken between two blocked
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transistors in series: transistors 8 and 9 when a zero state is available
at the input 1, transistors 11 and 12 when Vcc is available at the input
1. In order to maintain the outputs 2 and 3 at.this significant level a
bistable circuit is used in series with each of the two outputs, for
example the circuit 15. The circuit 15 substantially comprises an
inverter 16 in series with the output 2 and a P channel transistor 17 '

" “connected in parallel. between thevoltage supply Vcc and the imput of the

“inverter 16. The output of the inverter 16 is fed back to the gate of the
-transistor 17. If a "1" level (Vecc) is available at the input of the
inverter 16, a zero Tevel is available at its output. Under these
conditions the‘ttansistof 17 becomes conductive and transmits, -
maintaining tﬁé pbteﬁtiai; the vo]fage Vc;'to the input of the inverter. -
" 16. On the contrary, if the potential at the output 2 is zero the output
of the inverter 16 is bFought to'Vec, blocking the transistor 17 and
efficiently maintaining the input of the inverter 16 at zero.

In a preferred alternative embodiment, the two circuits 4 and 5
are both coupled to one another through the intermediary of their
respective bistable circuits 15 and 18. For this purpose the output of
the circuit 15, that is to say the output of the inverter 16, is
connected through a connection 19 to the gate of the transistor 12 and:
the connection to ground of the said gate of the transistor 12 is cut.
For the same purpose the input of the bistable circuit 18, that is to say
in short the output 3 of the detector, is connected through a connection
20 to the gate -of the transistor 10 and the connection to the voltage
" supply Vcc of the gate of the transistor 10 is cut. These two latter

- .connections are shown in dashed lines in Figure 1. This type of

cofinection constitutes for the detector unit an assembly which has three
stable states. Outside the detection periods.the outputs 2 and 3 are at
Vec, the'output”g%'the bistable circuit 15 is therefore at zero.:and the
new connections 19 and 20 maintain the gates of the transistors 12 and
10, respectively, in the same states as described until now. During a
detection one of the two outputs is brought to Vec whereas the other is
brought to zero. When the output 2 is only brought to Vcc (a logic level
1 is available at its input 1) the transistor 12 receives a zero
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potential: nothing is changed so far as it is concerned. On the other
hand, the transistor 10 also receives a zero potential and as a result it
also tends to become blocked. Consequently, if there is a parasitic
change tending to cause the input 1 to change to the level zero (for
example a decrease in the voltage supplied by the memory) the transistor
9 will be able to become conductive without changing the level of the
voltage -availabte at the output 2 because the blocking of the transistor
10 ensures that the value of this voltage at the output 2 is Véc.

" In the other case, when a Togic Tevel -zero is detected at the
input of -the detector, the output 3 is brought to a voltage Vcc whereas
the output 2 is broughtfto zero. Consequently the transistor 10 receives -
a voltage Vcc on its gate. Nothing is changed so far as it is concerned
relative to its previously described connéction Tayout. On the contrary
the transistor 12 now receives on its gate a signal biassed to Vcc. |
Because the transistor 12 is a P channel transistor it becomes blocked.
'Consequént1y the output 3 taken between two blocked transistors, the
transistors 11 and 12, remains at its existing potential, namely the
potential Vcc. It remains at this value even if there is a parasitic
change. When the precharée signals PRECH and CHEPR return to their
resting va1ues, the outputs of the circuits 15 and 18 both fall back to
zero. - -

The connection arrangement obtained in this manner therefore has ..
the advantage of comprising three stable states - a stable resting state,
and two stable states which depend on the logic level detected. In the
two stable states which depend on the logic level detected, the circuit
is able to take into account transient effects and to maintain the state . .
of the information no matter what the random changes to.which the
information is subsequentlyfsubjected may be. In particular this method
of operation is of particular_interest when, before reading other memory
cells, the precaution is taken of discharging the word lines WLj with a

‘voltage Vss (negative) after a preceding reading operation. This o
precaution, which iﬁproves the reliabiTity of reading the data contained
in a memory cell, until now made it difficult to take the information
read into account. Moreover the bistable circuits 15 and 18 being



-10 -

complementary, the consumption is the same whatever the Togic Tevel
detected.

In the logic circuits Tocated downstream it is possible to use one
of the signals supplied by the bistable circuits or even both of them. In
these logic c¢ircuits located downstream the treatment received by the
- signals makeS'ft impossible to decode them fraudulently. Preferably: the-
detector in accordance with the.invention is inéorporated in the
integrated'circuit_comprised by a smart card. It is not very bulky and
i ts'produc"tion does not ‘involve any special steps in-the manufacture of
the 1ntegrated circuit. Only one detector is used per-¢ard.
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CLAIMS

1. An electric binary logic level detector (50) comprising a first
and a second circuit (4 and 5) connected in parallel which receive the
same signal to be detected (1), these two circuits (4 and 5) having
complementary electrical consumptions so that the detector (50) always
has the same total consumption whether it is detecting a- ‘binary logic
level "0" or a binary logic level "1", characterized in that each c1rcu1t
comprises an activating command (PRECH and CHEPR) for being activated
when a level is-to be detected and to be deactivated outside these
periods, the deactivating command serving to reset the detector to zero.

‘2. - An electric binary logic level detector (50) comprising a first
and a second circuit (4 and 5) connected in paraliel which receive the’ -
same signal to be detected (1), these two circuits (4 and 5) having

compl ementary electrical consumptions so that the detector (50) always
has the same total Consumptibn whether it is deteéting a binary logic
Tevel "0" or a binary logic level "1", characterized in that it comprises
a hold circuit (15 and 18) for maintaining the Togic level supplied in
order to improve the detection of transient 1ogic Tevels received.

3. An electric binary logic level detector (50) comprising a first
and a second circuit (4 and 5) connected in parallel which receive the
same signal to be detected (1), these two circuits (4 and 5) having
complementary electrical consumptions so that the detector (50) always
has the same total consumption whether it is detecting a binary logic .
level "0" or a binary logic level "1", characterized in that the two . -
circuits comprise means (19 and 20) in order to be coupled and to )
mutually maintain themseives in their respective states. A

4, An electric binary logic level detector (50) comprising a first -
and a second circuit (4 and 5) connected in parallel which receive the.
same signal to be detected (1), these two circuits (4 and 5) having
complementary electrical consumptions so that the detector (50) always
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has the same total consumption whether it is detecting a binary logic'
Tevel "0O" or a binary logic level "1", characteérized in that, between Vcc
and a terminal supplying an inverse bias signal (CHEPR), each circuit
comprises in series a first, P type transistor, a second, P type
transistor and a third, N type transistor, the first transistors having
their gates connected to a bias signal (PRECH), the outputs (2 and 3) of
the first and of the second circuits (4 and 5) being taken at the

' respectjﬁe midpoihts between the first and second transistors, the gates

of the secdnd and the third transistors of the first circuit being
respectively connected to the signal to be detected (1) and to Vcc, and
'the'gates of the second and the third transistors of the second circuit
(5) being respectively connected to ground and to the signal to be )
detected (1). | |

5. Use of a detector as claimed in any one of claims 1 to 4 as a read
amplifier in a system for reading information contained in a memory
circuit of a smart card of the type comprising an integrated circuit -
memory . |

6. Use as claimed in claim 5, characterized in that the detector
constitutes an integral part of the integrated circuits in the smart card.
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