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hj ect - Based Syst ens BACKGROUND OF THE I NVENTION 5 1. @Iﬁ’?’ﬁjd
of Invention The invention relates generally to met hods and
apparatus for |.ocking and unl ocki ng objects in an object-based
system Mre particularly, the inventi on el at es to rret hods and
appar atus for enaikihod i jectiBaset Systems
synchronously, and effici entIy, in an Obj ect - based system 10 2.
Description of Relevant Art An object generally includes a
set of operations and a state that renenbers the - effect of the

operations. Since an object has sone nenory capability, an object differs

froma functl no menory capability. For exanple,
a val ue %&%@W@ﬁsﬂﬁm@dﬁsoci ated with an object is

dependent po t he,s f ..the object as well as the argunents to
t he operat ri ghi(ﬁéﬁggéwo?nvocatlon of an obj ect ' may have a
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dependent only on e argumnents fUﬂCtIOﬂ ccordingly,” for a given
set of uBlogkifE Bbjects ﬁp&.fbbjeeu@&ad dy9BmO Mate pariclliryNhwinventimelatel®y same
result. 20 thin an object-based environnent, threads are
of ten used t o netliods fyd a@qnﬁstf&enabhngmﬂﬁﬂemcutrenahreadktblopmratd may be thought
of as a "sketch pad" of storage resources, and is

synchronously, and efficiently, in an object-based system.
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2. Description of Relevant Art

An object generally includes a set of operations and a state that remembers the
effect of the operations. Since an object has some memory capability, an object differs
from a function, whicﬁ has substantially no memory capability. For example, a value

.15  retumned by an operation associated with an object is dependent upon the state of the

object as well as the arguments to the operation. As such, each invocation of an object
may have a different result. In contrast, a value returned by a function is typically
dependent only on the arguments to the function. Accordingly, for a given set of

arguments, each invocation of a function will have the same result.

Within an object-based environment, threads are often used to satisfy requests
for services. A thread may be thought of as a “sketch pad” of storage resources, and is
essentially a single sequential flow of control within a computer program. In general, a
thread, or a “thread of control,” is a sequence of central processing unit (CPU)

25  instructions or programming language statements that may be independently executed.
Each thread has its own execution stack on which method activations reside. As will be
appreciated by those skilled in the art, when a method is activated with respect to a
thread, an activation is “pushed” on the execution stack of the thread. When the method

returns, or is deactivated, the activation is “popped” from the execution stack. Since an
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essentially a single sequential flow of control within a conputer program

In general, a thread, or a "thread of control," is a sequence of
central processing unit (CPU) 25 instructions or programm ng | anguage
statenents that nay be independentl|ly executed. Each thread has its

own execution stack on which nethod activations reside. As will be

appr eci at ed bﬁcﬁﬁggﬁoﬁ&iehﬁ&%d' gtdaﬁva%&xothmﬁ&h&i ﬁ%’%&%ﬁ?ﬁ’g&%&ecu W th

respect to a hr ead, trvatiron is on
stack of the tfiﬂst&ﬁ-mhst-ﬂhﬁﬂarﬁx&e met hod returns, or is deactivated, the
activation is "popped" fromthe execution stack. Since an

-2- activation of one nethod nmay activate anot her nethod, an
execution stack operates in a first-in-1last-out manner.

Threads may gener alfhieagemay gamerally bocither ‘woopesitivetorconcument. 8 riftreallh areads ar e

5 consi dgred t Q. be c%operatlve when a single thread nmai ntains conpl ete
control, considered to be GppperAtive, hep m@m switainscompletacontroh egs a

processor until the thread voluntarily relinqui shes
ggﬁth thread

control . Ooncff?ﬁté(ﬁ ?ﬁ?%%%non@rf"ﬁ%eé‘f @F 2 RENSEPSOTAL @ PEACPHin such
that although g | | ot
threads may- OunRERARIAREE: At it Bl o Y ik SR S preped ™

rel inqui sh_ cORicOhat althdifbh a thread may also volunkdfilyrefAfH ngggtg&n,daéiri]k{l : ﬁ%gﬁgdel :

multiple threads are allowed to e€xecute

anot her . Rat hessehtiedly caesertig: theadrrimduntidly sEhfpiulcettdl] ke cooperative
t hreads, concurrent threads are preenptively scheduled. That is, a

conput at i df by a given concurrent thread may be preenpted at any point in

time by an In a concurrent threading model, multiple threads are allowed to execute

independently of one another. Rather than being cooperatively scheduled like

cooperative threads, concurrent threads are preemptively scheduled. That is, a

computation by a given concurrent thread may be preempted at any point in time by an

; 15  outside entity such as another concurrent thread, e.g., a scheduler, or the operating
system. Thread preemption may occur because of meaningful events in the execution
of a program. By way of example, a meaningful event may be when a thread’s priority
is programmatically raised to be higher than that of a currently running thread.
Alternatively, thread preemption may occur because of artificially induced events such

20  asthe elapsing of a particular interval of time.

During the execution of an object-based program, a thread may attempt to
execute operations which involve multiple objects. On the other hand, multiple threads
may attempt to execute operations which involve a single object. Frequently, only one

25 threadis allowed to invoke one of some number of operations, i.e., synchronized
operations, that involve a particular object at any given time. That is, only one thread
may be allowed to execute a synchronized operation on a particular object at one time.
A synchronized operation, e.g., a synchronized method, is block-structured in that it

requires that the thread invoking the method to first synchronize with the object that the



15 outside entity such as another concurrent thread, e.g., a scheduler,
or the operating system Thread preenption may occur because of
meani ngful events in the execution of a program By way of exanpl e,
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10 be executed at the same time as a synchronized operation.

Since a concurrent thread is not able to predict when it will be forced to
relinquish control, synchronization constructs such as locks, mutexes, semaphores, and
monitors may be used to control access to shared resources during periods in which

15  allowing a thread to operate on shared resources would be inappropriate. By way of
example, in order to prevent more than one thread from operating on an object at any
particular time, objects are often provided with locks. The locks are arranged such that
only the thread that has possession of the lock for an object is permitted to execute a
method on that object. With respect to Figure 1, a process of acquiring an object lock

20 will be described. The process of acquiring an object lock begins at step 104 where a
thread obtains the object on which the thread wishes to operate. In general, the object
on which the thread intends to operate has an associated object lock. Then, in step 106,
a determination is made regarding whether the object is locked. That is, a determination
is made regarding whether the object lock associated with the object is held by another

25  thread, e.g., a thread that is currently operating on the object.

Xf the determination in step 106 is that the object is not locked, then the thread
acquires the object lock in step 108. Alternatively, if the object is locked, then the



synchroni zed operations are not prevented from being simultaneously
executed on a gi ven object by nore than one thread. Several

non- synchroni zed operations may be executed at once on a given
obj ect, and one or nore non-synchroni zed operations my 10 be executed
at the same tinme as a synchronized operagion. Since a
concurrent thread is not able to predict "when it will be forced to

rel i nqui sh cothreadiwaits ferdhe ahjéct tot beamlockedsin stap  H). reh tteobjeotik splocketiex es,
semaphores, and monitors may be used to control access to shared
resour ces dur PIogess&lomaagves frophtiemt 1030 step] Q8owlierr the obiretdslgcked by tes thread.on
shared resources woul d be inappropriate. By way of exanpl e, in order
to prevent nore than one thread from operating on an object at any

particular time, oRj re ofte ovided with |locks. The |ocks are
arranged such t hat R&‘s?e&?ouaﬁ?eg}{@%g, ﬁhﬂ%ﬁpﬁﬁﬁf{ﬁ#ggﬂﬁg%@g&@&ug& t he | ock
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a t hread obtains the object on which the thread wi shes to operate.

I n general, t hdditidjabinchronization@perationg bn tHe@bjeby amniydxecatisndnesydsledied has an
associ at ed object | ock. Then, in step 106, a determnation is nmade
regar di ng wheppesatians on disj abject. | Thréad skmtironizatien is 8 pragesd by avbidhribreadsnmay is
made regardi ng whether the object |ock associated with the object is held
by anot her 25int¢raitéehecikthg statis of phiects Whether theobjeets aselorked s aplackedgvhile t he
obj ect . . f the deternminati in step 106 i.s that _.the
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step 108. Altgp ﬂl%tlbc\fcgh ije&tf T}lp:gd %ﬁ%ﬁiziﬁ%n laﬁg lér?a%les mgaﬁs {oho%tain and remove

object locks.

‘When threads are synchronized, in order to make certain that only the thread that
15 possesses an object lock is allowed to operate on a locked object, synchronization
constructs are generally provided. Figure 2 is a diagrammatic representation of the
interface between a thread, an object, and a synchronization construct in an object-based
system. A thread 202 attempts to execute a synchronized operation on an object 204,
In order for thread 202 to execute the synchronized operation on object 204, thread 202
20  must first obtain the object lock for object 204.

‘When thread 202 attempts to execute a synchronized operation on object 204, a
synchronization construct 206 which is associated with object 204 is obtained. In
general, object 204 is dynamically associated with a synchronization construct, as for

25  example synchronization construct 206a, which is atranged to provide synchronized
access to object 204. If synchronization construct 206a permits re-entrant locking of
object 204, it may include a counter 208 which may be incremented to keep track of the
number of times object 204 has been locked by thread 202, Synchronization construct

206a further includes an object pointer 210 that identifies object 204 or, more generally,



-4- thread waits for the object to be unlocked in step 110. Once the
obj ect is unlocked, process flow noves fromstep 110 to step 108
where the object is |ocked by the thread. As previously
mentioned, a thread is permtted to execute a synchronized 5 operation
on an object if it successfully acquirescthe |ock on the object. Wile one

thread hol ds the.|l ock on.an obje .othef threads may be allowed o at t enpt
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the status oy QR hote objects are |ocked or unlocked, while
10 al | ow ngyonf&;/) t gn?ﬁ‘rgea chh hol ds an object |lock to execute

synchroni zed operations on the | ocked object. Thread synchroni zation
al so enables threads to obtain and renove obj ect | ocks.

When threfids are gysyathironizatiof consucticashe id generallgen seesfidatantridnats adllycks he
thread that 15 possesses an object lock is allowed to operate on a

| ocked obj ecthat iyplemhens aidypanio mssociation betweersa synchrenization ¢amsteuchkdanpr ovi ded.
Figure 2 is a_ di a%rarrmatic representation of the I nterface between a

thread, an olpiset Fonemmple phiert 20 ivmenpettasypebranization GongiRichijoa dirovghsbd
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synchr onijged 10RGEGideore heRRINEacefsh sofhe objects, syfhinibhfdll coféthieRl 2068t r uct
206 which is asso%litlaet eolr vvi,eth oﬁjfa‘éct 2884ei°sjegbts<%i ned. In general ,

obj ect 204 i sfiehy Bpiantcily vssasiaed with @Bjedts, t DyrmScdlly Sk eunitag bynehrofRfton’ uct , as
for 25 exanpl e synchroni zati on construct 206a, which is arranged to
provi de syncleomtuze206a with object 204 prevents object 204 from being associated with a
relatively large amount of memory except when necessary, e.g., when object 204 is
locked and synchronization construct 206a is in use.
15
Since synchronization construct 206a is not inherently associated with object
204, when thread 202 attempts to execute a synchronized operation on object 204, a
search must be made to Jocate synchronization construct 206a. Specifically, a cache
212 of synchronization constructs 206 is searched to locate synchronization construct
20 206a. In general, only one synchronization construct 206 is associated with any given
object 204. If a synchronization construct 206 that is associated with object 204 is not

found, then a monitor 206 may be allocated using any suitable method.

The use of monitors as synchronization constructs to track the status of objects
25 isoften relatively inefficient in that a software cache or a hash table of synchronization
constructs must typically be searched in order to locate the proper monitor for use with
a given object. Such searches may prove to be time-consuming, and generally utilize
relatively large amounts of computer system resources. The cache of synchronization

constructs, in itself, typically occupies a significant amount of computer memory. In



access to object 204. If synchronization construct 206a permts re-entrant

| ocki ng of object 204, it may include a counter 208 which may be
incremented to keep track of the nunber of times object 204 has been
| ocked by thread 202. Synchroni zation construct 206a further includes

an object pointer 210 that identifies object 204 or, nore generally,

the object with which nonitor 206a is associated. Synchronization construct
206a al so includes an identifier for thread 202, the thread that
currently has | ocked synchroni zati on construct 206a. 5

A synchroni zati on construct cache is genewally a set of data structures and
| ocks that inplenment a dynam c associ ati on between a synchroni zation
construct and aidition, the menivrembnagbinent associkewith o ating2Gdonitér foRANG S ect O
synchroni zation construct 206a through a synchroni zati on construct
cache. Since sYhma sitablamapitordses hotabreasly 28t maybelvosthf Finally.ze

conparable to the size of objects, e.g., synchronization constructs 206a,

206b, 206c 105Ynchigpization sopstrugisaehesmy by shasamons amitiplp threads; bey s,

synchroni zati on constructs 20 r ) often dynanjcally associated with
obj ect s. Dynaﬁ%‘&ﬁﬁ%é&%@&?ﬁﬁ@@%%@dﬁﬁ&%iOBHPdVate’ which E@Ké‘f‘?‘ﬁé& 206a with”

bj ' . i.ng. ' d wth. .
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204 is SREHheR MbrS 1A BNl MlvhAB 1oSRARE %Q%ncﬁlgﬁﬁaﬂoﬁ chibtll&%achel
Si nce synchroni zation construct 206a 1s not I nherently assoclrated Wwth
obj ect #A04c timBen thread 202 attenpts to execute a synchroni zed

operation on object 204, a

If synchronization constructs are to support re-entrant locking, they may also
10 require explicit counters which are used to track the number of times a given thread
relocks an object that it has already locked. The implementation and maintenance of
explicit counters may be relatively expensive in terms of the use of computer system
resources. Further, since the synchronization construct explicitly keeps track of the
thread that has locked it, the synchronization construct must be continually updated.
15 Continually updating the synchronization construct is typically both time-consuming

and expensive in terms of the consumption of computer system resources.

Although the use of synchronization constructs is generally effective in

preventing concurrent execution of synchronized operations by several threads, the use

20  of synchronization constructs is often inefficient and expensive in terms of the
consumption of system resources, as previously described. Further, the space
overhead assocjated with locking and unlocking synchronized objects is often high,
while the execution speed associated with locking and unlocking may be low.
Therefore, what is desired is an efficient method and apparatus for locking and

25  unlocking objects. Specifically, what is desired is an efficient method and apparatus for
keeping track of the status of an object in an object-based system that utilizes

synchronized threads.



search nust be made to | ocate synchronization construct 206a. Specifically,

a cache 212 of synchronization constructs 206 is searched to |ocate
synchroni zati on construct 20 206a. I n general, only one synchronization
construct 206 is associated with any given object 204. If a

synchroni zation construct 206 that is assgciated with object 204 is not
found, then a nonitor 206 nay be all ocated using any suitabl e nethod.

The use of noMUMMARY GE/REBISVENZIONN constructs to track the status of
objects 25 is often relatively inefficient in that a software cache or a
hash tabl e of syncHYehpdsandgpparatus whichesalle thiradstodeskiand tpjinlogkobiegls sear ched
in order to logate th raper nonitor .for use.wth | ven.obj ect.
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asigni ficant aRDHEECOThE CoHRHEIbLARA o thd &tiect header field are then stored into a first
- 6- addi ti"on, the nenory nmanagenent associated with allocating a

moni tor for anogdio&ithin a stack whiblEiB aidodiatéd will @ fiBNhtead. AeeBrenedindicaandy

exi st may be costly. Finally, as synchroni zati on construct caches
may be shar ed wiicnglentifidsithel stack ln whicisthe tdngants obtained frotninehgdet besnderdieldawe t o
be |l ocked prior to access or update, which both inposes 5 additional
costs in executered is thep sigred imfhe objesitheaigriedd T ope embedigent the roethgd sthernt i on

t hat occurs when nore than one thread wants to access .t he
synchr oni zat i JACIBSFSIPARRNG astatysdndicator associgfed with the phjgct to essentially show that

10 the reference indicator is stored in the object header field. In such an embodiment, the

contents of the object header may include a header value, and the status indicator may

be updated to indicate that the object is accessible to the first thread.

According to another aspect of the present invention, a computer-implemented
.15 method for using a first thread to obtain a header value of an object includes replacing
| the contents of a header field of the object with a sentinel that identifies an execution
stack associated with the first thread. Once the object header field contents are replaced
with the sentinel, a determination is made regarding whether the object header field
contents include a header value of the object, and when it is determined that the object
20  header field contents do not include the header value of-ihe object, a determination is
made as to when the object is in the process of being studied by a second thread. In |
one embodiment, when it is determined that the object is not in the process of being
studied by a second thread, the method involves adding the first thread to a list
associated with the stack associated with the second thread. The list is arranged to

25  indicate that the first thread is awaiting access to the object.

These and other advantages of the present invention will become apparent upon
reading the following detailed descriptions and studying the various figures of the

drawings.



| f synchronization constructs are to support re-entrant | ocking, they may
al so 10 require explicit counters which are used to track the nunber of
times a given thread rel ocks an object that it has al ready | ocked.
The i npl enentati on and mai nt enance of explicit counters may be
relatively expensive in terns of the use of conputer system
resources. Further, since the synchronization construct explicitly keeps
track of the thread that has |ocked it, the synchronization
construct nust be continually updated. 1 Continual |y updating the
synchroni zat i t is typically both tinme-consum ng and
expensive in gﬁgﬁgEﬁ%&ﬁﬁngaﬂ§ﬁ%§ﬂ$@ﬁ%ﬁymﬁghputer system resources.
Al t hough the use of. synchronjzation,.c tructs | enerally.effective in
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and expensive terns o onsunp system resour ces,
previously deggwiR@dn wHist: her, the space over head associated with
| ocki ng and unl ocki ng synchroni zed objects is often high, whil e the

execution speed as¥Ffiral & pibdels flew Biap@martichilksiales thg stapyashiaedwith
Therefore, what is desired is an efficient nmethod and apparatus for | ocking
and 25  unl dakinggnalbjeetts. Specifically, what is desired is an efficient
met hod and apparatus for keepi ng track of the status of an object in
an obj ect-based sy¥igwie 2 isx diagraminatiogepresentationsof thetppsopiations betweamathread, 2
. SUM\c/ﬁ e\({i o%Eec-t[ I:Ed L'Q'é(%’?@nc onization constructs.
Figure 3a isﬁ diagrammatic representation of a cooperative thread stack and an
10 objectin accordanc;a with an embodiment of the present invention.
Figure 3b is a diagrammatic representation of the cooperative thread stack and
the object of Figure 3a after the header value of the object has been placed on the stack
in accordance with an embodiment of the present invention.
Figure 3c is a diagrammatic representation of the cooperative thread stack and
15  the object of Figure 3b after tﬁe object has been re-entered by the thread associated with
the thread stack in accordance with an embodiment of the present invention.
Figure 4a is a process flow diagram which illustrates the steps associated with
acquiring an object lock using a cooperative thread in accordance with an embodiment
of the present invention.
20 Figure 4b is a process flow diagram which illustrates the steps associated with
unlocking an object locked using a cooperative thread in accordance with an
embodiment of the present invention,
Figure 5a is a diagrammatic representation of an object and a stack associated
with a concurrent thread in accordance with an embodiment of the present invention.
25 Figure 5b is a diagrammatic representation of the object and the stack of Figure
5a after the header value has been placed on the stack in accordance with an

embodiment of the present invention.



Met hods and apparatus which enable threads to | ock and to unl ock objects
di scl osed. According to one aspect of the present invention, a nethod for
associ ating an object with a first thread includes obtaining the
contents of the object header field of 5 the object. The contents
obtained fromthe object header field are then stored into a first

| ocation within a stack which is associates with the first thread. A
reference indi cat or Figure ¢ is a Wk fmh@eRblebdn@or SFthedtickardthathckivs Fhare
contents obtained fromthe object header field are stored, 1s then
stored in the 6bjftata seati@bliasbea placed in thesbjeetiizadir fieldtin adchelametwithchof ur t her

I ncl udes updating a status indicator associated with the object to
essential |y shembodiment ofthe présentinvfegtiance i ndicator is stored in the object
header field. In such an enbodi nent, the . contents of the object
header may include igyesadanand h are a peosess fiaw diagean, which Hlustgtesthe sicps

updated to indicate that the_ object is agcessible to,the fjrst 1hyead.
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header field of the ' ' : | | b ddl ecution
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contents are r efihiees waiter list in\WbdofiahdtSwitflenibBliment of GlePrdtbmaivention. s nade
regardi ng whet her the object header field contents include a header
val ue of the obj ect FigarsBaibe diagtamimticiepesantationioff dxzt oftthveadshyithaliffer2@  header
field contents do not include the header val ue of the object, a

det er m nat i18n ipsiorities whichvaelerranged to intérfe wit awohijest in dceordlance with pR ocess of

bei ng studied by _a_second thread. In one enbodi nent, when it is

det ermi ned t hattibadimss} fdhe presepigaveption. he process of being st udi ed by
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obj ect.

be

embodiment of the present invention.

. 15 Figure 8c is a diagrammatic representation of the set of threads of Figure 8b
after a medium priority thread swaps a sentinel for the object header contents in
accordance with an embodiment of the present invention.

Figure 84 is a diagrammatic representation of the set of threads of Figure 8¢
after a high priority thread swaps a sentinel for the object header field contents in

20  accordance with an embodiment of the present invention.

Figure 8e is a diagrammatic representation of the set of threads of Figure 8d
after the high priority thread assigns its priority to the medium priority thread and the
low priority thread in accordance with an embodiment of the present invention,

Figure 9 is a process flow diagram which illustrates the steps associated with

25  one method of unlocking a locked object in accordance with an embodiment of the
present invention.

Figures 10a and 10b are a process flow diagram which illustrates the steps
associated with a second process of unlocking a locked object in accordance with an

" embodiment of the present invention.



These and ot her advantages of the present invention will becone apparent

upon reading the foll ow ng detail ed descriptions and studying the
various figures of the dr awi ngs. BRI EF DESCRI PTI ON
OF THE DRAW NGS The invention, together with further

advant ages thereof, may best be understo by reference to the

foll owi ng description taken in conjunction with the acconpanyi ng

draw ngs in whi ch: Figafe 11 is a process flbw diagamlwhich #lugiraes desteph assodatedywitn whi ch
illustrates the steps associated with | ocki ng an obj ect.

Figure 2 is avehogsfingbnested threqds usinga thrdad,i.coftep HES efdague f.imascontaneeen a
thread, a call ed object, and a set of synchronization constructs.

Figure 3a is ¥ithjangmbadimeplof thairessrtinvantiodtn of a cooperative thread stack
and an 10 obj ec{:. i n 3ccor,dance wi th an otdi ment. of the present
1gure 1218 Q

enb
i nventi on. Efiggrammajic representfion of 4 geRgral PUFROSE “tion of the

cooperative thr . t he |ect of Figure 3a after the
header valﬁe_ %‘f‘g&?‘ﬁsélﬁ%@fgg%rﬁﬁhggg e%%ngnmepé}%@g}l%ﬁ%nhe stack in
accordance with a“Fgg}AOB' i'® Efaéx%nfa egx‘é&ﬁﬁ@&} dfA\Arttal Rhchine suitable for

Figure 3c is a diagranmatic representation of the cooperative thread stack

and 15 the Qﬁﬂ,}&ﬁémmfgﬂlﬁlﬁweﬁ;mna&ger t he object has been re-entered by
the thread associated wt the thread stack in accordance with an

enbodi ment of the present invention.

10 DETAILED DESCRIPTION OF THE EMBODIMENTS
In-a multi-threaded, object-based system, to make it possible to prevent more
than one thread from operating on an object at any particular time, objects are typically
provided with synchronization constructs. A synchronization construct is generally
arranged such that only the thread which has locked a synchronization construct
.15 associated with an object is permitted to execute a synchronized operation on that

object. Each object may be dynamically associated with a synchronization construct. A
cache of synchronization constructs is maintained separately from their associated
objects, and must generally be searched in order for an object to be mapped to its
associated synchronization construct. Searching for an appropriate synchronization

20  construct, and constantly updating the synchronization construct to reflect the status of
the object, is often time-consuming and expensive, in terms of the use of computer

system resources.

In the present invention, instead of recording the locking status of an object
25  explicitly thréugh the use of synchronization constructs, the locking status of an object
is recorded implicitly, using only the object itself and the stack of the thread locking the
object. The header field of an object, when the object is unlocked, contains a header
value which includes information relating to the object. When a thread locks the object,

the thread places the header value in the execution stack associated with the thread, and



Figure 4a is a process flow diagramwhich illustrates the steps associ ated

wth acquiring an object |lock using a cooperative thread in
accordance with an enbodi nent of the present invention. 20

Figure 4b is a process flow diagramwhich illustrates the steps associ ated
W th unl ocki ng an object | ocked using a cooperative thread in
accordance with an enbodi nent of the present invention.

Figure 5a is a diagrammatic representation of an object and a stack

associ at ed with a concurrent threadli-n accordance with an enbodi nent

epr esent at 1 0P B ERereRsectefod i e phiget ety i feiies B BB Rack A, ¢ e
header val ue hﬁz@hﬁ%ﬁ&ug’ nﬁfcﬁt@rﬂx a)ﬁecﬁeadﬁé flofll RAFREARE S0 Wiald vAHich

enbodi nent of the present |nve

- 9- indicated G e Sjedt§5 18cHUH ATRAIR diohERERACRIeRIEsAB 1tk wlehe. Ob] ect
and the stack of Figure after a sentinel has en placed in the
obj ect header &bjedt, dhatmr&anﬁiyiae&@mmdg s@ifss indicator tedeRPElind @k stefis e Pr esent
i nventi on. Figures 6a and 6b are a process flow di agram

whi ch i | | ust r aohiect tinb fgthep sise the referaxs valhatoddentifyt the theepd iwhichgeuarenthyidjobdst | ock
of an object in accordance wth an enbodi nent of the present

i nvention. the lock associated pjifirecobfect.s a di agrammatic representation of an
obj ect and a stack which includes a waiter list in accordance with
an enbodi ment of the present invention. Fi gure 8ais a

diagrammatic represgni Al R itlicafing b 162king eS8 San njed if tHe' cbjeet Header field

of the object, the use of explicit synchronization constructs, which are expensive, may
10  be eliminated. Eliniinating explicit synchronization constructs serves to reduce the
computational overhead associated with tracking the locking status of objects. By way
of example, the memory management associated with locking synchronization
constructs and the cornputations involved with looking up the synchronization construct
associated with an object may essentially be eliminated. As such, implicitly indicating
15  the locking status of an object provides an inexpensive and efficient method for tracking
the locking status of the object. It should be appreciated that the present invention may
be used to generally eliminate the use of a wide variety of synchronization constructs,

e.g., mutexes and semaphores.

20 If the locking status of an object is implicitly specified, whenever a thread
atterpts to lock the object, the thread generally studies the locking status indicator
associated with the object. The thread may also study contents of the header field of the
object to determine the identity of another thread which has either locked the object or is
in the proces; of studying the object. Referring next to Figure 3a, a thread stack and an

25  object will be described in accordance with an embodiment of the present invention. An
execution stack 302, which is local to a thread, is used when a synchronized operation,
in this case an invocation of a synchronized method *“foo” 304, is invoked.

Synchronized method foo 304 is executed on stack 302, as will be appreciated by those



10 priorities which are arranged to interface with an object in
accordance with an enbodi nent of the present invention.

Figure 8b is a diagrammatic representation of the set of threads of Figure
8a after a low priority thread obtains the header value of the
object in accordance with an enbodi nent of the present invention.

15 Figure 8c is a diagranmatic representation of the set of threads
of Figure 8b after a nmediumpriority thread swaps a sentinel for the
obj ect header contents in | accor dange-wi th an enbodi ment of the
present inventign. ure 8d is a diagrammtic .

repr esent at i onSkiled indhasast. Ibﬁta?W%%@ pointjsde# eurgrat memory addresscr logationy
prlorltythreads S a |neI for t he object header field contents in
20 accordancéd w?‘%“%ﬁ 32 the present invention.

Figure 8e is a diagramatic represent ation of the set of threads of Figure
8d after the high priority thread assigns its priority to the nedium

priority thread andAtn%%ecmlO tépnén%@ﬁhé?ﬂdcfﬁoQMﬁ%ﬁbélﬂvﬂ&ﬁ%dm%h%&ep an

enbodi ment of the present 1nv ure IS a process

flow di agram wWierdB12l Wﬁl@je&ssibhﬁxmwhma@mt&doom a theead, @8€ net hod
of unlocking a | ocked object in accordance with an enbodi ment of the

present i nvent icomtents of object header field HR2 dnchsds ahékﬁemaﬂlembammeloehpg statess fl ow
diagram which illustrates the steps associated with a second process
of unl ocki ng aindicskerd16bHessler value@'dé@cr&saﬂymo}udmnﬁwnanon whicleistrderanetat  of t he

present invention.
object 310. By way of example, header value 314 may include identity hash values and

garbage collection; i.e., memory management, information. Locking status indicator
10 316,inthe described embodiment, is a tag bit which indicates whether object 310 is
unlocked. As shown, when locking status indicator 316 has a value of “1,” object 310

is unlocked.

Prior to the invocation of method foo 304, header value 314 is stored onto
15 stack 302, as shown in Figure 3b. Then, once header value 314 is stored onto stack
302, the locking status indicator 316 within object 310 is set to indicate that object 310
is locked, i.e., that object header field 312 no longer contains header value 314. In one
embodiment, when object 310 is locked, locking status indicator 316 has a value of
“0,” whereas when the object is unlocked, locking status indicator 316 has a value of

20 “1” as illustrated in Figure 3a.

A forwarding pointer 320, which refers to a stack header location 322 on stack
302, is stored in object header field 312 when header value 314 is stored on stack 302.
Stack headerzlocation 322 is the location within stack 302 where header value 314 is
25  stored. As shown, stack pointer 306 also points to stack header location 322 while
header value 314 is being stored on stack 306, since stack header location 322 is the

current memory location on stack 306 which is in use.



-10- Figure 11 is a process flow diagramwhich illustrates

the steps associated with unboosti ng boosted threads using a thread,
i.e., step 608 of Figure 6a, in accordance wi th an enbodi nment of the
present invention. Figure 12 is a diagrammtic
representation of a general - purpose conputer 5 system sui table for

i mpl enenting the present invention. -13- Figure 13 is a

di agrammati c repr eshargendralpmethibd f00304 ity invoRe bihBiemehiodsall garficdlar, method

i mpl enenting the present invention. 10 DETAI LED DESCRI PTI ON OFTE
EVBODI MENTS  foo 304 may transitively mvokel andtherfsyachtienized afefled bab@stestosysinem t o

make it possible to (s)revent nor e than one thread from operating on
an obj ect at a%Rjecha9.i Whemmethpd-foo 394 calistethoddbar wpiobigeti 310, object 310wiBvi ded
wi th synchroni zation cqonstructs. nchyoni zat i on construct is generally
arranged such Wﬂ’ﬁ?l?yd?ﬁeg tq lPFe“SF‘iig’é’é‘gh f@éioewnﬁaqucﬁa@&é mgthed foa10435 well pHn

Coni 45 b SRS b Sl AR I it
dynam cal |y assgedsdh ottt valg s34 REDHO N EbbOMed 7 Sl bu st 302. Insye@CNe Of

synchroni zation constructs Is nmalntalned separately rromthelf associ at ed

obj ects, and naindiegioevahé 340)8.gS @O ahi§ be sfdrdd AGfack 962, a0 sRnGH Figute e Mapped
toits associ ated synchroni zation construct. Searching for an

appropri at e sykndicatonvalad 340ris ar?dhged wWaRHdatd thit theath@aduviigatick 3026 aivokd t he
synchroni zati on construct to reflect the status of the object, is
of ten ti me- coréhgtiensynghrgnizspmabpd on objert 810, simcolicaddreralue 814 presenp uh etack
system resgur ces. In the present invention, instead of
recordi ng Whe Beki ng status of an object 25 explicitly through the use
of synchroni zation constructs, the | ocking status of an object

As previously mentioned, in one embodiment, threads may either be cooperative
or concurrent. Cooperative threads differ from concurrent threads in that once a
cooperative thread has control, the cooperative thread maintains control until the
15  cooperative thread voluntarily relinquishes control. On the other hand, when a

concurrent thread has control, the concurrent thread may lose control at any time.

In general, in order for a thread to execute a synchronized operation on an
object, the thread obtains the lock associated with the object. In one embodiment,

20  obtaining an object lock involves obtaining the value of the object header field. When a
cooperative thread obfains an object lock, the cooperative thread holds the object lock
until the cooperative thread has completed its use of the object, without interference
from other threads. The steps associated with a cooperative thread obtaining an object
lock will be described below with reference to Figure 4a, whereas the steps associated

25  with a concurrent thread obtaining an object lock will be described below with respect
to Figures 6a and 6b.

With reference to Figure 4a, a process of acquiring an object lock by a

cooperative thread will be described in accordance with an embodiment of the present



I's recorded inplicitly, using only the object itself and the stack of the
thread | ocki ng the obj ect. The header field of an object, when the
obj ect is unlocked, contains a header val ue whi ch i ncl udes
information relating to the object Wien a thread | ocks the object,

the thread places the header value in the_execution stack associated with
the thread, and places"1 “reference value in the object
header field whvemiond&nthetdesosibedembadireeny the predess of acquiring an opjsetdpeky st at us
i ndicator in the ob'§¥L header field may then _be set to a statge which

i ndi cat es t hat mtvp‘]é(e. aping the yaleiof the W@H{ea%ﬁﬂd’éﬁ&eﬂ%?“e@ Fhoéf&d% tenpts to

o det or i ne t REPSSPEBatSED i M hich g thrtGeath e cpipa 1 e Hpatl® agfor ™' '

reference val ugxctoﬂ_lekgelgkhf ié sﬁe@%ﬁ,%ﬁ@ﬂw%je&hw%? ﬁ%ﬂ%ﬁfcr@s?gg rmination is the
W the obj etct. y 1 np

| ock associ ate rcitly 1ndicating

the | ockings st flaSre@hrdiy vARHRE theloBjebi1€108K4d8 B pdneAH G/hend afdthect is locked, e T he

obj ect, the use of explicit synchronization constructs, ich are
expensive, mayobjéét headepfieldicontaits Bdludéh forvirding PEineK ok 4 feffdrery,16 A@&Idzat i on
constructs serves to reduce the conput ati onal overhead associ at ed

with tracki ng whishheslockyl the olijers. Afterndtjvelyt whenBip objzyt is unlocked, thefobgectinpl e, t he
menory managenent associ ated w th | ocking synchronization

construct s andheader fickdprntents ineluds the/braderyalup ofthe ekiedtng up t he

synchroni zati on construct associ ated with an object may essentially
be elimnated. As such, inplicitly indicating 15 the |ocking status of an

obj ect proygdes an Aex Ag0SINE BWp b4 ! B bu N9 obRE, thérfi teP D06, the
object header field ;:ontcnts are stored in the stack associated with the thread. In other
words, the header value read from the object header field is stored on the stack. After
the header value is stored on the stack, process flow moves to step 408 where a
forwarding pointer is stored in the object header field. It should be appreciated that the

- 15 forwarding .pointer includes a reference to the location in the stack where the header

value is stored, i.e., the forwarding pointer points to the location on the stack where the
header value is stored. Once the forwarding pointer is in place, the process of acquiring

an object lock is completed.

20 Returning to step 404, if it is determined that the object is locked, then process
flow moves to step 410 where the thread determines whether the thread already holds
the lock on the object, i.e., whether the current synchronized operation is a re-entrant
operation. If it is determined that the thread currently holds the lock on the object, then
the implication is that the object is being accessed by a subsequent synchronized

25  operation on the object by the thread. Therefore, in the described embodiment, an
indicator value is stored on the stack associated with the thread in step 412 to indicate
that the thread already holds the object lock, and that the object is being used by a re-
entrant synchronized operation. In general, the indicator value may be any suitable

value which indicates that the header value of the object is stored in another location on



the | ocking status of the object. It should be appreciated that the present
I nventi on may be used to generally elimnate the use of a w de

vari ety of synchronization constructs, e.g., mutexes and senmaphores.
20 If the locking status of an object is inplicitly specified,
whenever a thread attenpts to |l ock the object, the thread generally
studi es the | ocking status indicator -15-associated with the object. The

thread may al séedhigadstackstRsnway effexemple,thaindicaten valug resy thewalue zero. Afgpthect t o
determ ne the i.dentity of another thread which has ejther | ocked, the object
| rcipioryhlyg isorgd nche,

or is i A € dsorg Hknp eburst 1opk isconsiqemade pe arguired: ¢ o
Figure 3a, a thread stack and an 25 object will be described in
accordance with an enbodi nent of the present invention. An _ execution
stack 302, which i S WiRtal syhhronikdd dpefition RS F‘M}%&,ég?m%ﬂ& 1€ thread,
operati on, in this“case an rnvocation of a synchroni Zed nethod "foo0"

304, is i nvgkedvhich holds anJbjeeiTockniBakefBédds the bBjectabbciaed WiGKE dbikcPlaciet ack
302, as will be appreciated by those

-12- ski [Henck, ithe dobperativie.thréadsindarks the objeetr UpObrennm i deattivatiorcofithie nt
menory address or |ocation, e.g., location 308, within stack 302.
An obj ect 310, syisbroniged operatiorh wiier tho h&der valug obtheiohjectiivencomnteredioethea header
5 field 312. When object 310 is unlocked, hence free to be | ocked by a
thread, the  Stack thehpadervalugis sorpdover Hederaardinggointer i the gbjecidisader figldder

val ue 314 and | ocki.ng,, st at us I, ndj.cat or, . der .val yue 314
general Iy incl @c}' Y '?*%P’ﬁé?’fdéﬁvﬂ}‘ﬁt&ﬁh'ﬁ@ﬁf’ X éﬁﬁfﬂ%{lgw O{;Jleeglsumocgil(e » L€

10 made free to be locked. Alternatively, when an indicator value reflecting a re-entrant

lock acquisition is -éncountered on the thread stack when an atternpt is made to unlock a
locked object, the stack is “popped,” as will be appreciated by those skilled in the art.
Because the header value of the object remains on the thread stack in this latter case, the
thread continues to hold the lock on the object until an unlocking operation is performed

" 15 that returns the header value to the object header field.

In a cooperative threading model, a thread is allowed to maintain control until
thg thread voluntarily gives control to some other cooperative thread. Thus, once a
cooperative thread has begun the operation of acquiring a lock on an object, this first
20  cooperative thread may ensure that no second cooperative thread will gain control and
be permitted to run until the first cooperative thread has completed acquiring the lock,
Alternatively, if the lock on the object is already owned by some other cooperative
thread, the first cooperative thread may ensure that no second cooperative thread will
gain control and be permitted to run until the first cooperative thread has arranged to

25  wait for the lock on the object to become free.

In a concurrent threading model, on the other hand, a thread may involuntarily
have control taken from it at any time, including once it has begun the operation of

acquiring a lock on an object and before, it has completed acquiring that lock. Thus,



obj ect 310. By way of exanple, header value 314 may include identity hash

val ues and garbage collection; i.e., nmenory managenent, information.
Locki ng status indicator 10 316, in the described enbodinent, is a tag
bit which indicates whether object 310 is unl ocked. As shown, when

| ocki ng status indicator 316 has a value of "1," object 310 IS

unl ocked. Prior to the invocation of nethod foo 304, header
value 314 is stored onto 15 stack 302,-Bs shown in Figure 3b. Then, once
header value 314 is stored onto stack 302, the_ | ocking status

i ndi cat or 316MEFRIMTNSAS Spplicshthatipeevent thecomppiationfrom skallinge 1 geasing 19

is |locked, i.e., that object ader, fiel d_.312 no | er, cont.ai ns header

Vel ue 534, 1 gk bRoBresS rE bonl RERt becoue A i Sonireat BHGE wRERIBL BB ER oo
stat us i ndi Caég‘ﬁl. val-ue: . "0t ‘Q@ﬁ o :he object is
gnl ocked, Iog: | 6% S altgggoﬁlnd?dé%? lgg);eé‘?gteﬁggora{gvﬁﬂal?ue 53111 § 5%\1'88&“&”@ as _

i1l ustrated | Rnéintléted AQuisition preventing other conéhrfeR tHRAdL!tFoth BOMRIRE aciéflinghi Ch
refers to a stack header | ocafion 322 on stack 302, is stored in
obj ect heagler tiel6¢ioBthe ofeerd Apamtied which barahieds prog@éstyadirgitosdnaeht thozd

St ack header location 322 is the location within stack 302 where header
val ue 314 i s t®ard sompleting aguisitionof the loslcéf apobjatteeve BBhatwot gfpresmptiom st ack
header |ocation 322 while header val ue 314 is bei ngrstored on stack
306, since st &F thahBrtiegncnernd thrend, wilbbeidescribed below with regpectdatiguEmw®agnd ocat i on
on stack 306 ich is in use.

- 13- : In general, nethod foo 304 may invoke other nmethods. In
particul ar, method

10 Figure 4b 1s a process flow diagram which illustrates the steps associated with a
cooperative thread unlocking an object which it has previously locked in accordance
with an embodiment of the present invention. The process begins at step 422 where the
object header field contents are read from the object which is to be unlocked. It should
be appreciated that the same cooperative thread which is attempting to unlock the object

15 has previously locked tﬁe object. Once the contents of the object header field are
obtained, a determination is made in step 424 regarding whether the lock on the object
is a re-entrant Jock. In other words, a determination is made as to whether the contents
of the object header field indicate that the object is also locked by a previous
synchronized operation invoked by the thread on the object, in addition to the current

20  synchronized operatibn which is associated with unlocking the object.

If it is determined that the lock is re-entrant, then in step 426, the indicator value
which indicates that the lock is being used by a re-entrant synchronized operation is
popped from: the stack. As previously mentioned, the indicator value may be any

25  suitable value which indicates that the header value of the object is stored in another
location on the thread stack. Once the indicator value is removed, with respect to the
current synchronized operation, the process of unlocking the object is considered to be

completed. It should be appreciated, however, that the object is still locked by the same



foo 304 may transitively invoke another synchronized nethod bar (not shown)
on obj ect 310. When nethod foo 304 calls nethod bar on object 310,
obj ect 310 w || typically need to be used by both the origina

i nvocation of nmethod foo 304 as well as 5 by the invocation of nethod
bar. However, since header value 314 is already stored on stack 302,
header val ue 314 may not be re-obtained for storage on stack 302. Instead,
an indicator value 340, e.g., "0," may be stored on stack 302, as shown in
Fi gure 3c. | ndi cator value 340 is diranged to indicate that the

t hread having stack 302 has invoked anot her synchroni zed net hod on
obj ect 310, si 5@J§E@ : ' : :

As previously %nt i ongg{re%ﬂﬁblgﬁg%ﬁtﬁggF%ﬁ?‘?%ﬁ@sehé%ég%n% eff:}gebdeby the

cooperative same cotpeRAVEHidad Bh theGBRAET at ive threads differ from
concurrent threads in that once a cooperative thread has control,

the cooperative thread nmaintains control until the 15 cooperative thread
voluntarily relinquishes control. On the other hand, when a

concurrent thread h#tissiaterpined intstepddh that the lock ismobrecenirant, thesprogasnflew|  at
any tine. ral, in_order for. a thread to execute a

I
synchroni zed ofYst ﬁoﬁpﬁzggwgﬁﬂﬁle hegler walye is retrunedifrom the Bead; stack tafbe | ock
ilated with,1h ' . [ 2 oht ai ni bj ect
ook 1 nvol ves. GBIEAIeAs TEide Crde (8 Befer Fibeojrbiseed s APty Wbrked e 88
cooperative thrpg&gssq;%;qoggﬂgﬂle%ge&qg%&&q&%%t he cooperative thread hol ds the
unt i co €

obj ect | ock erati read has conpleted its use of
the object, without interference fromother threads. The steps
associated with a cooperative thread obtaining an obj ect | ock wi |l
be described bel ow Wohturfeaf thfeads:ge typichllyillowed ® “stligT Mavbjdcher, BibRps

associ ated 25 with a concurrent thread obtaining an object |ock wll be
descri bed B8l owpasifidally,dkspeontents of the hedder fi¢ld of the oliject drreigabdiess of whether the
object is locked or unlocked. In order to keep track of the status of an object which is
associated with concurrent threads, the header field of the object may include a status
indicator which indicates whether the object is locked, unlocked, or in the process of

being studied. Using such a status indicator, it is possible for one thread to determine if

15  another _thread is currently studying the object.

Figure 5a is a diagrammatic representation of an object and a stack which is
associated with a concurrent thread in accordance with a second embodiment of the
present invention. An object 502 includes a header field 504 whose contents include

20  status indicator bits 506 and a header value 508. As shown, object 502 is unlocked,
since header field 504 includes header value 508. Header value 508 generally includes
information relating to object 502. By way of example, header value 508 may include,
but is not lim:ited to, information such as identity hash values and garbage collection
information. Status indicator bits 506 are arranged to indicate whether object 502 is

25  locked, unlocked, or busy. In the described embodiment, when a first status indicator
bit 506a is “0,” and a second status indicator bit 506b is “1,” then the indication is that

object 502 is unlocked.



Wth reference to Figure 4a, a process of acquiring an object |ock by a
cooperative thread will be described in accordance wth an enbodi nent of

t he present -14-

i nvention. In the described enbodi nent, the process of acquiring an object
| ock I nvol ves obtaining the value of the object header field, as
nment i oned above. The process begi Me-at step 402 in which the thread

reads the content s gfc,L 86 Gadee! bakfiHc o a tread Ny Rl Fihizdd SLED

404, using the object iel'd contents, a erm nation-i made

regar ding vhetpsttis) h Ricald dyfctifikAdneiod r66 511 AlinvokbE WAL GERSD: jss

| ocked, the obj ect header field contents include a forwarding
poi nter, or ainvelvedénthe exécatiéh éfi3@nebnized methotMuod12syachrariteddndiiive] fobj ect .
Al ternatively, when an object is unlocked, the object header field

cont ent s i ncl Gd2majenlysachss objedt G2 whent dbfectifi2écnot lockddby another threladl, antd | s
determned in step 404 that the object is not |ocked, then in step 406, the
obj ect headler aftprthelogk asseeiated with objees 582hdsheerHecked by the fissf hrpask ddgusg $th t he

thread. In other words, the header value read frqomt he, object header
field is stordtf dasrammatic presenigtion pf object 502 aﬂﬁ@hﬁ@ﬁ‘&g F‘SSQ%?IE‘&WFE S'é%‘b%@d on

h K, f 3_wh f di '
o stored i PRGRBRechRtn Heofr e SR o iR Ben s gy ST R 15
for war di ng. poigagen biiEhidGane OERRERRS o & 8 stliPnd:8GAck6h 47, L he stack wher e

t he header stored, 1 orwardi ng pointer points to
the |l ocation on the stack where the header value is stored. Once the
forwarding pointer is in place, the process of acquiring an obj ect

| ock is cafpl et ed. When header value 508 is located on stack 510, a forwarding pointer 522 is

inserted in header field 504 to indicate where header value 508 is located. The presence
of header valae 508 on stack 510, in addition to the presence of forwarding pointer 522
in header field 504, indicates that object 502 is locked. Accordingly, status indicator
bits 506 are set to indicate that object 502 is locked. In the described embodiment,

. 15  when object 502 is locked, status indicator bit 506a is “0” and status indicator bit 506b

is GLO »

A stack pointer 524, which is associated with stack 510, is arranged to identify
a cutrent location, or memory address, within stack 510. In other words, the execution
20  of synchronized method foo 512 typically involves accessing different memory
addresses within stack 510. Stack pointer 524 is used to track the memory address
which is currently in use during the execution of method foo 512. As shown, stack

pointer 524 references stack header location 520.

25 In a system which includes concurrent threads, a thread may “study” object 502
at substantially any time. By way of example, while header value 508 is on stack 510,
a thread may study object 502. In one embodiment, a thread which is attempting to
study locked object 502 may obtain contents of header field 504. Figure 5¢ is a
diagrammatic representation of stack 510 and object 502 of Figure 5b, when a thread is



20 Returning to step 404, if it is determ ned that the object is

| ocked, then process fl ow noves to step 410 where the thread
determ nes whet her the thread al ready hol ds the I ock on the object,
i.e., whether the current synchronized operation is a re-entrant

operation. If it is determned that the thread currently holds the | ock on
t he object, then the inplication i-9%hat the object is being
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al ready hol ds

that the threa the object lock, and that the object is being
used by a re- Figure 5b. i shawh, WhilkteadR vAREISEEIe sal lotdied dust@R 5¢0,althread)e

i ndi cator val ue may be any suitable val ue which indicates that the
header val ue ofvhichenaylr ey nbsbethotheedd associated With sthakc5d 0 tempaarily replaces the

- 15- the thread stack. Igyﬁﬁway of exanple, the indicator value may the

val ue zer 0.5 Af cantentsof header field5A4 with e sentipel| 538. Sentinel 530 i geperpllya alugdhat an
obj ect lock is considered to be acquired.

3 . Wien a.
synchroni zed ofRsedesiagridensifier fesa , 3 ey be distipguishedh fom doyarting ROESTH ead,
the ob] ect | octad ShieeeheadpysBis. ftee ESHen BEPRmE BRI THOERER he o) ect.
Upon return or | vati.o f t - ' 2 | n the
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By returning the header val ue t he object header field, the object is

unl ocked, 10 e. are réflaced BReéntinéle30 Ry ARo bos kexder vAlvedr amttiey sentinelwhen an
I ndi cator value reflecting a re-entrant

Sentinel 530 includes a stack pointer address into the stack associated with the
thread which is studying object 502. In the embodiment shown, when synchronized
method foo 512 is re-entrant or, in other words, when synchronized method foo 512

. 15  transitively invokes another synchronized method bar, object 502 may be re-accessed
by the thread associated with stack 510. As such, sentinel 530 may include the address
of location 532, as previously mentioned. Alternatively, sentinel 530 may include the
address of a different location in a stack associated with a different synchronized
method invocation which uses object 502.

20

The presence of sentinel 530 in the header field of object 502 indicates that
object 502 is “busy.” When object 502 is busy, the indication is that the thread is
studying the object. Status indicator bits 506 may be arranged to indicate that object
502 is busy. By way of example, status indicator bit 506a may be “1” and status

25  indicator bit 506b may be “0” when object 502 is busy. In one embodiment, sentinel

530 may be considered to include status indicator bits 506.

In order for a thread to acquire an object lock, e.g., acquire the header value for

an object, the thread generally obtains and studies the object header field contents.



| ock acquisition is encountered on the thread stack when an attenpt is made
to unlock a | ocked object, the stack is "popped,” as wll be

appreci ated by those skilled in the art. Because t he header val ue of
the object remains on the thread stack in this latter case, the

thread continues to hold the |ock on the object until an unl ocking
operation is performed 15 that returns the header value to the object
header fi el d. In a coope[g%Lve t hreadi ng nodel, a thread is
allowed to maintain control until the thread voluntarily gives

control 10 SOMgigtdi®h ah@OP&E AlpkotBssiiowediabrant With iMidtRedthe ste%s assde Byt | Ve

thread has begun the operation of acquiring a lock on an object, this first

20  cooperati M\ﬁrﬁﬁg&ﬁd}b{;&Mo&{Wah%bﬁh&kingﬁcm tit@dpeicbidutetwithahel Wil |
gain control and e permtted to run until the first cooperative

t hread has compiboditheaiafiher presgntineentio k The process bejirtsdm step 602 hereiafsentivel | ock
on the object is already owned by sone other cooperative . thread, the
first cooper at iScongtrmcteddonhg theead whichiinattempting wasardredbrophiechlock.d.ep freead wi | |

gain control apd be permitted to run until.the fjrst cqoperative thread has
arranged t o> 25"“"‘%&’{3 orkﬁPFSV‘PWd‘&\‘sﬁeﬁeaﬁ%‘j‘@ isafrﬁnﬁ‘}aé‘gﬁé‘mf}'é’é
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before, it has conpleted’acquiring
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"stalling," or ceasing to
indicator is, in the described embodiment, a busy tag which indicates that the object in

10 which the sentinel is inserted is being “studied.” As previously mentioned, the busy tag

may be two bits, e.g., “1 0.”

After the sentinel is constructed in step 602, the sentinel value is placed in a

distinguished location which is local to the thread attempting to lock the object. The

15  contents of that distinguished location is then swapped with the contents of the header
field of the object, i.e., the object which is to be locked, in step 604. When the sentinel
value in the distinguished location is swapped with the contents of the header field, the
swapping is substantially atomic. As will be appreciated by those skilled in the art,
atomically swapping the contents of the distinguished location with the contents of the

20  headerfield implies that the contents of the distinguished location and the contents of
the header field are swapped substantially instantaneously, without the possibility of
any second concurrent thread, also attempting to study the object, observing a partially-
swapped value in the header field of the object. That is, a second thread may attempt to
study the objéct at approximately the same time as the first thread is attempting to study

25  the object, and thus may perform a second independent swap of the contents of the local
distinguished location of the second thread with the contents of the header field of the
object. Because the swapping is substantially atomic, following the swap by the second

thread the distinguished location of the sécond thread will either contain the contents of



make progress. This could occur because a first concurrent thread which has
begun to acquire the lock on an object is preenpted prior to fully
acquiring the lock, this unconpl eted acqui sition preventing ot her
concurrent threads fromthensel ves acquiring 5 the | ock on the object.
A et hod which guarantees progress by a first concurrent thread

toward conpl eting acquisition of the | ock of an object, even in the event

of preenption of that first concurrent thread, wi |l be described
bel ow with respect to Figures 6a and 10 Figure 4b is a
process flow diagramwhich illustrates t'FF& steps associated with a

cooperative thread unl ocking an object which it has previously |ocked in
accordance  the header fibldad therdbjedi bufore the ffirst Hheead meas ablé toi smap itf oralm: seiitieel pr ocess
begins at step 422 where the obj ect header field contents are read
from t he obj e¥tlugpf th first threadpe unl ocked. 1t shoul d be appreci at ed
that the sane cooperative thread which is attenpting to unlock the object
15 has previously |ocked the object. Once the contents of the object
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previ ous in the KEHIBF £l & le Qﬂ@ét%dy@;@ uée@‘(&&e‘i‘tgnm& if theobljétt ﬁs@ﬂlo@l@e&f %r obj ect,

in addition to the current synchroni zed operation which is assocrated

wi t h unl ocki ngxdnfisle,abjdesztibed abovc with respect to Figuke 54 inl dhie embadimentewibénthé t he

lock is re-entrant, then in step 426, the indicator val ue whi ch

i ndi cat es thatstamhmdmamrbutsaﬂoé‘()ﬂg’ th&d:g‘bcb:y ualocked e Hiitriadétersymed im sep GRécthat

operation is popped fromthe stack. As previously nentioned, the

i ndi cat or val thsqwtﬁémtawockz@.thenémmbpaélommtmbsﬁtlm&eehwsr ehat the

header va the.o ect s stored.in t he oca,tlon on the

t hr ead stg@k %é‘“fl’ﬁg Y ApRtherihypad, of alisad 0&6%@%13’ ts‘b@?,‘t to the
unlocked, the object header field either holds a sentinel value associated with another

thread, or a forwarding pointer which identifies the thread which has locked the object.
If the object is not unlocked, then a determination is made in step 614 regarding
whether the object is busy.

15

When it is determined in step 614 that the object is not busy, then, in the

described embodiment, the object has been determined by the current thread to be
locked by a second thread, and the contents of the object header field obtained by the
current thread in the swap will be the forwarding pointer of the second thread which

20  currently holds the lock on the object being studied. Accordingly, process flow
proceeds to step 616 where the current thread queues itself in the waiter list associated
with the thread stack on which the header value is stored, as will be described below
with respect to Figure 7. After the thread queues itself in the waiter list, the tag bits in
the stack header location of the header value of the object are set to indicate that the

25  waiter list is in use in step 618, as will be discussed below with reference to Figure 7.
In general, the current thread may queue itself in the waiter list of any thread which has
ﬁossession of the header value of the object which is to be locked.



current synchroni zed operation, the process of unlocking the object is

consi dered to be conpleted. It should be appreciated, however, that
the object is still |ocked by the sane

-17- cooperative thread with respect to a previous synchronized
operation perfornmed by the sanme cooperative thread on the object.

If it is determned in step 424 that the 422ek is not re-entrant, then

process flow 5 r@y& ' ' . V, ' et ur ned
fromthe thread stac tghe{tﬁéﬁﬁselg ﬂﬁ%&g%ﬁ%a\g%ylﬁie%gé&fﬁe |’§ﬂ§fresscﬁtlcvgﬁ[°k% t%eader

val ue is retur§&slero Viker®ite@6htehts oltEALHSH thetietidr BBId in step 60405 £C£SS Of

unl ocki ng the object is conpleted. Concurrent threads are
typically all ofvewarding paintedtyf a sstombihREd, a8 atorhiesll rethfhed &ﬂﬁ@b?jé&ﬂédd&x: fidine
contents of the header field of the object, irregardl ess of whether the

obj ect i s | ock@ucethe contentsezelretirmedpthe éiread beginewaitingfok natfficativn te ta@ttinge of an
object whichis associated with concurrent threads, the header field
of the objert ¢weputinge Whea netifieation to continue ex¢aytipncisreseivohinstepioAZiprecesss whet her
the object is bocked, unl ocked, or in the process of . bei ng studi ed.

Usi ng such a sHO¥iRWms i ieh 2 where 3 sevwsatingl iscopsuctsd and the entiie Prsceset®r ni ne
If 15 anot her thr.ead is currently studying.the,object.

Figure 5a is agcafri\b@fggamet1853$3%§&W5?Pt§ﬁaﬁg‘rﬁﬁwé%’ ect and a stack which
S associated wth a concurrent thread in accordance with a second
enbodi nent of the

Returning to step 614, it will be appreciated that there will be times when the

10 object is busy. When an object is busy, the object is being studied by another thread.
A busy object may be locked or unlocked. However, since another thread is studying
the object, the current thread, or the thread that is attempting to lock the object, is only
able to determine that the thread is busy, and is unable to determine whether the object
is locked or unlocked. When it is determined that the object is busy in step 614, then in

.- 15  step 640, the contents of the header field of the object are read. Once the header field

contents are read, a determination is made in step 642 as to whether the object is busy.

If it is determined in step 642 that the object is busy, then in step 644, a
determination is made regarding whether the current thread should continue actively
20  attempting to study the object. Although a busy object is being studied by another
thread, the other thread will eventually complete studying the object. As such, the
current thread may be able to access the object at a time when the object is no longer

busy.

25 A determination of whether to continue actively attempting to study the object in
step 644 may be dependent on any number of factors. By way of example, the
determination may be dependent upon a virtual machine, e.g., a Java™ Virtual
Machine which is arranged to execute programs written in the Java™ programming

langnage developed by Sun Microsystems, Inc. of Mountain View, California, with



present invention. An object 502 includes a header field 504 whose contents
i nclude 20 status indicator bits 506 and a header val ue 508. As shown,

obj ect 502 is unl ocked, si nce header field 504 includes header val ue
508. Header val ue 508 generally includes information relating to
obj ect 502. By way of exanple, header value 508 may incl ude, but is

not limted to, information such as ident_fgj_y hash val ues and gar bage
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and a second st'atus indicator bit 506b is "1," then the |nd| cation is that
obj ect 502 i sThomanbe@f repeated attempts “N” to lock the object mAy bewilelytviafied, abdudly 510,
which is local to a thread, is used when a synchroni zed operati on,

in this case dempdoh fam:tnmw&chvtchxdd, bubwe bt Himited to, the atneht of¥nemoxybivaitdble502 i s
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presence 10

‘When it is determined that another attempt is to be made to study the object, then
process flow moves from step 644 to step 640 where the value of the object header field
of the object is read. In general, when a thread continues attempting to study the object
until it is finally successful, the thread is executing a spin lock. Alternatively, if it is

15 determined in step 644 that no other attempts are to be made to study the object, then in
step 646, the value read from the object header field in step 640 is resolved into a
thread. In general, when an object is busy, the object header field of the object contains
a sentinel value which identifies a thread which is currently studying the object. Hence,
resolving the value read from the object header field, which has been determined to be a

20  sentinel, into a thread involves locating the thread that is identified by the sentinel.

Once the value read from the object header field is resolved into a thread, the
thread lock associated with the resolved thread is acquired in step 648 by the thread that
is attempting to lock the object. Herein, for purposes of clarity, the thread that is

25  attempting to Jock the object will be referred to as the locking, or current, thread. In
step 650, a determination is made regarding whether the execution priority associated
with the resolved thread is less than the priority of the locking thread. In general, a
thread with a lower execution priority will not be allowed to execute until no threads

with higher execution are able to execute. If the determination is that the priority



of header value 508 on stack 510, in addition to the presence of forwarding
poi nter 522 I n header field 504, indicates that object 502 is

| ocked. Accordingly, status indicator bits 506 are set to indicate
that object 502 is |locked. In the described enbodinent, 15 when object
502 is |l ocked, status indicator bit 506a is "0" and status indicator bit
506b is "0." A st,ack pointer 524, which is
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in use during the execution

poi nter 524 ri%fc@ﬁﬁﬂ&@aaﬁ&ﬂﬁ'ﬁr&@ﬁ%?ﬁﬂén%ﬁét&d&q@?e%objeéﬁ repeats. | N a system
whi ch includes concurrent threads, a thread may "study" obJect 502

at substanfially any tine. By way of exanple, while header value 508 is on

stack 510, a thread may study object 502. In one enbodi nent, a
thread which is at Héhpddtergination in step 658 isubiy theqprierity of ie eesplvedibraadys lesst ai n
contents of header field 504, Figure 5¢c is a di agrammati c

repr esent at i ofhaBfheqriosity of the logking Byread; theprproesss ﬂnvgmw%ﬂmmm theead i s
moved (o a d PROREQE e rsoiverdudad s ot rarameet dh e dPwaDe %&% of
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resolved thread. By way of example, a call may be made to an operating system
associated with the threads to invoke operating system methods which are suitable for
changing the priority of threads. Boosting the priority of the thread which is identified
. by the object header field generally prevents stalls in the execution of threads, as will be
15 discussed below with respect to Figures 8a through 8e. Boosting the priority of a
thread typically guarantees progress in the execution of a computer program. That is,
boosting the priority of a thread essentially ensures that as computational cycles are
granted to the execution of the program, at least some of the gmted cycles will be made
available to the resolved thread, thereby contributing to its completion of its study of the
20  object that the locking thread desires to lock. Because the resolved thread will generally
complete its study of the object, in one embodiment, the Jocking thread will eventually
be guaranteed an opportunity to study the object. As such, the locking thread will
subsequently be able to go on to perform “useful” work.

25 After the priority of the resolved thread is boosted, the boost counter in the
newly boosted thread is incremented in step 656. The boost counter, which effectively
operates as a time stamp, indicates when the boosted thread, i.e., the priority of the
boosted thread, was last boosted. Process ﬂéw moves from step 656 to step 658

' where the boosted thread and the boost counter are added to the queue of boosted



5 contents of header field 504 with a sentinel 530. Sentinel 530 is

generally a val ue that encodes an identifier for a thread, and may
be di stingui shed from forwardi ng pointers and obj ect header val ues.
In the described enbodi nent, sentinel 530 repl aces f orwar di ng

poi nter 522, as shown in Figure 5b, such that forwarding pointer 522 may
be studied. It should be appreciated, hov@wer, that the contents of header
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foo 512 15 transitively invokes another synchronized nethod bar, object
502 may be r e-salstatisiylall threads whiyh hdve btenbeesedtstheloakinglthvdatlh st ack 510. As
such, sentinel 530 may include the address of location 532, as
previ ousl ySmentioned. Alternatively, sentinel 530 may include the

address of a different locatiaon in a stack associated with_ a djfferent
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506b nmay be "0" when object 502 is busy. In one enbodi nent, sentinel .

530 nay beocongkspigtolidkial ehjesteogingéd)s | ndi cator bits 506.

In order for a thread to acquire an object |ock, e.g., acquire the header
val ue for an object, the thread generally obtains and studies the

obj ect header field contents.
Referring back to step 642, when it is eventually determined that a previously

busy object is no longer busy, then the implication is that any thread which was
previously studying the object is no longer studying the object. As such, if itis
15 determined in step 642 that the object is not busy, then process flow returns to step 602

where a new sentinel is constructed, and another attempt is made at locking the object.

Eventually, the object which the locking thread desires to lock will be
determined to be unlocked. Thatis, in geneljal, the locking thread will eventually be
20  allowed to acquire the object lock. Retumiﬁg to step 606, if it is determined that the
object is unlocked, then in step 608, any boosted threads associated with the locking
~ thread are unboosted. In other words, any threads which may have had their priorities
boosted by the locking thread are returned to their assigned priorities, as will be
described below with respect to Figure 11. After any boosted threads are unboosted in
25  step 608, the 6bject header field contents are stored on the stack of the locking thread in
step 610. Since the object was determined to be unlocked in step 606, the header value
for the object had been contained in the object header field. Therefore, step 610 entails
storing the header value on the stack in a stack header location. After the header value

is stored on the stack, a forwarding pointer which identifies the stack header location is



- 20- Figures 6a and 6b are a process flow diagramwhich illustrates
the steps associated with acquiring an object |ock of an object
using a concurrent thread in accordance with the enbodi ment of the
present invention. The process begins in step 602, where a sentinel

I's constructed for the thread which is attenpting to acquire the object

| ock, i.e., the 5 "current thread." As previously discussed, a sentinel
is arranged to identify an associ gébe_d thread. In general, although
the sentinel may be constructed using any sui t abl e nmet hod, the

sentinel may hkasetwedsdristoeéds th thy objectheddet fiddd hi step@2rand thepsoces of acquiring
essentially add a status indicator to the stack pointer for the thread.
Such a st at us anobjectlockisicomplatedi s, in the described ermbodi nent, a busy tag
whi ch indicates that the object in 10 which the sentinel is inserted is
being "studied." As previously nentioned, the busy tag may be two

bits, e.g., "10." . . ter,.the sepntinel. is constructed in step
602, the sentine V\XI‘tHéefF@“‘fﬁt&gé@rﬁ\taébm mastacgﬁxgaﬂpr,}@@ﬁgq,éﬁn\egté on whi ch
is local tq th d?E i .1 OC | . acontents of
that di sti%guiag)ﬁge'éd]gvﬁg a |tc§§°”§|¥§ﬂ@%e°§% epéée‘%ﬂ%e@?kﬁﬁ%d%g%%én %"cv) e header
field of the of it ofthe pld3ént ARk, Yok B shrinlofizBfodeRfikERio b8 Step 604.
When the senti ne‘ﬁﬁﬁme \?gf ue in the di seti %%P{ghezd Iﬂgcat lon is swapped
with the cont r@éd, ah forlRRAAGE a by hibnizbdW@ethod foo 70318aPBE MYoked, theibst anti al |y
atomc. As wll be appreciated by those skilled in the art,
atom cal | y swagxecutipntdfisyrchronizad methbd fdoc70R isgterfommedoh @dtatlo@ thatns wi t h t he
contents of the

associated with a thread. When a header value 712 associated with an object 720 is

10  stored on stack 710, object 720 is considered to be locked. As described above with
respect to Figure 5b, the locked status of object 720 may be indicated in the contents of
an object header field 724 by status indicator bits 722, as well as by the presence of a

forwarding pointer 726.

15 Header value 712 is stored on stack 710 in a stack header location 730 by the
thread associated with stack 710. When, during the period in which the first thread
holds the lock on object 720, a second thread desires to execute a synchronized
operation on object 720, the second thread may be required to wait for the lock on
object 720 to become available. The second thread waits for the lock on object 7’20 to

20  become available by placing itself in a waiter list 732 on stack 710. In general, if any
second thread attempts to perform a synchronized operation on object 720 when header
value 712 is on stack 710, that is, when the first thread holds the lock on object 720,
the second thread stores itself in waiter list 732. When any thread is stored in waiter list
732, that thread does not execute until notification is received, as for example from an

25  operating system, that object 720 is free. A tag indicator 734, which is located in stack
header location 730, is arranged to indicate that waiter list 732 includes a stored thread.
Therefore, when object 720 is eventually unlocked, tag indicator 734 may be used to

facilitate a notification that a thread stored in waiter list 732 may continue to execute and



20 header field inplies that the contents of the distinguished |ocation
and the contents of the header field are swapped substantially

i nstant aneously, w thout the possibility of any second concurrent
thread, also attenpting to study the object, observing a partially-
swapped value in the header field of the object. That is, a second thread

may attenpt to study the object at approximately the sane tine as
the first thread is attenpting to study 25 the object, and thus my
perform a second i ndependent swap of the gpntents of the | ocal

di stingui shed | ocation of the second thread with the contents of the header

Fol I owi ng. 1 e 85aRs 0Pk ke 7267 BB SR BRIYA L ghlF rBELBLetY 011 O,

of the second i@ad will either contain the contents of

-21- the header field of the object before the first thread was able
to swap it, or the sentinel val ue of the first thread.

Process fl ow noves fromstep 604 to step 606 where a determ nation is nade
5 regar di ng whet Iea cdnoerreb fheedlingsnadel, ohéredverdllvenamotthreadscirec at or, or tag,
bits of the val ue in the header field of the object may be used to
det erni ne Bf tcorcunbthttryingtostidy ek ebjectitbe priorities assigneshtp the, copairgatibreadied above
with respect to Fiét%ure 5a, in one, enbodi nent ‘status

i ndi cat or bi t $ften affectpwhenppd if yppaticplay %W&E‘b@é’g{g‘%&? %"lhsfe“diyéheo‘glﬂ.e&‘ ned in
ts L :,P ,? gg EB?L @anrgl, @{#Ef&ﬁ%%@%ﬂieﬁ 'n’gctm ﬁjnrgﬁ%cwkﬁdobtasnr}ﬁgrim?o &tﬂw éhg gﬁjieéln s
before threads with a lower execution priority will obtain the right to study the object.
However, it is possilile that a thread with a Jower priority will initially obtain the right to
10  study an object, then be forced to give up control, i.e., are preempted, because a thread
with a higher priority has become “runnable.” In effect, the thread with the lower
priority thus prevents the thread with a higher priority from studying the object, because
the thread with the higher priority, upon attempting to swap a sentinel value for the
contents of the object header field, will find the sentinel value of the thread with the
15  lower priority in the object header field. At the same time, the thread with the lower
priority is unable to execute and thus finish studying the object because the thread with
the higher priority is runnable and so will be run in favor of the thread with the lower
priority. As aresult, neither the thread studying the object nor the thread desiring to
study the object is able to make progress. |
20
Figure 8a is a diagrammatic representation of a system with three threads which
 areall attempting to study a single object in accordance with an embodiment of the
present invention. As shown, a first thread 802 has a priority of “2,” which indicates
that the execution priority of first thread 802 is relatively low. A second thread 804 has
25  anexecution priority of “4,” which is higher than the priority assigned to first thread
802. A third thread 806 has an execution priority of *7,” which is higher than the
priorities assigned to both first thread 802 and second thread 804.



10 bei ng studi ed by another thread, or already |ocked. That is, if the

obj ect is not unl ocked, the object header field either holds a
sentinel val ue associated with another thread, or a forwarding
poi nter which identifies the thread which has | ocked the object. | f
the object is not unlocked, then a determnation is nmade in step 614
regar di ng whet her the object is busy. 15 When it is

determned in step 614 that the object is not busy, then, in the
descri bed enbodi nent, the object has been determ ned by the current thread
to be | ocked by a second thread, ap8-the contents of the object

wap will be the

header field obtali ri)e,d ,b%%;t:he . c‘lilrarent thread .in the swap
forwar di ng poi nt er ¥rfifare assigned Wk balgvignadhreadyith 2 higher prpmity akeinpfs ta he
| ock on the 3}%’@ t ggt}n sguc{i elﬂ{:e (ic rgqi]vn ly,. rocesstf(;éow . e’proceeds
to step 616 ks ARATEHy ke 3 hieaddihplavstoiorislisprsiieq Botartepe ol
rored oo wi (oPioEL Al A it DAGRN AR b WS I AR S BB D,
the thread quesmpet.iBp&hy of dkahiple, Whid tBird thiedll 806 13Qurin@fy At bierhts to study ant Ne
stack header |ocation of the header value of the object are set td indicate
that the 35 objaet 808, althreid with & owes pridrily, $ig6Firéi Head802)¥s lgtnepalyprseneged
bel ow with reference to Figure 7. I'n general, the current thread may
queue itsel f ifromhstedying object/808 nntifthread, 806 haefmishet stwllyihgebject 808. Hpwewessi on
of the header value of the object which is to be | ocked.
- 22- in the event Alpat igst th%dﬁ% beginsexecytiemprios faseronddbrged 8Muad thinh ar e
set, process f]ow, S to step 620 re the contents obtained from
the header fi W?‘?g@%%é%ﬂ%@ﬁl,sog.n@,sw asem_mewﬁ%frm@wgﬂm‘?ﬁ@ﬁbf a second
thread, are atjnd:deldsin Sk bsied Sod, SofafifigWBloBistt nBERY Fhnd 418!tfbm object 808 as

10 aresult of the swap. As shown in Figure 8b, the contents of object header field 812

include a header value 810.

In one embodiment, when the contents of object header field 812 are obtained
by first thread 802, a first sentinel 820 is swapped into object header field 812.

15 Although first sentinel 820 may be substantially any suitable value which identifies first
thread 802, first sentine] 820 is typically an address of a stack pointer associated with
first thread 802. First sentinel 820 is swapped into object header field 812 to identify
first thread 820 as the thread which is studying object 808 and, hence, is keeping object
808 “busy,” as indicated by status indicator bits 822.

20

After first thread 802 obtains contents of object header field 8 12 and determines
that the obtained contents of object header field 812 include header value 810, first
thread 802 typically attempts to replace first sentinel 820 in object header field 812 with
a forwarding pointer identifying the first thread. However, when a thread with a higher

25  priority, as for example second thread 804, accesses object 808 before first thread 802
replaces first sentinel 820 in object header field 812 with a forwarding pointer, first
thread 802 is prevented from finishing its study of object 808.



Once the contents are returned, the thread begins waiting for notification
to conti nue 5 executing. Wen notification to continue execution is

received in step 622, process flowreturns to step 602 where a new
sentinel is constructed and the entire process, as descri bed above,
Is repeated in an attenpt to acquire the | ock. Returnl ng to
step 614, it will be appremated that the?@ will be tines when the

obj ect is busy. Wiegpaps y

anot her thread. cQE’J}sz 68 Jec y%'?&t ghgk&hp cpﬂe%%%&%n&)

since anot her thita@ 804 isSerftially ¥htiids first sentinel 850, Qm;?%makélsn&%ﬁﬁé?ksdﬂr ead, or
the thread that is attenpting to | ock the objec Is only le to

det er m ne t hatobjéveh¢ddertield 852, hy showndin Higuse 80 Sotdmdisentilel 830Hndae Whet her t he

obj ect is |l ocked or unlocked. When it is determ ned that the object
i s busy in stegmi®dimenttenan address 6f a sackipoBud assotieted with seriond tireatl1364.hSiacter
field of the o n"BJ ect are read. Once the header field contents are
read, a deter iSOG ¢fobjesthearder fisld812 htpingd by @CQWE@N@} 8Qdrecludsifisstt i s busy.

If it is determpne e at the ob ec sy, then in step 644,
a det er¥ff* ?@?ﬁ%@ af“i &5’8@%&% $0n%5c %4& ﬂ&ﬁ?ﬁ’@lﬁcww&i shoul d
continue activ st ud he object. Al though a busy

obj ect is bei nge}ﬁlp%i e yﬁanotg%ghh&ssucce%ﬁ ead, the other thread wll
eventual |y conpl ete studying the object. As such, the current thread
may be able to access the object at a time when the object is no Ionger
busy. 25 letstp Raitioasd, @écomﬁmalsozt RasGQbérpeRrifGhiniBird
attenpting to study the object in ’ step 644 may be dépendent on any
nunber of Hacttbread 8@y Tieyefat, 1ﬁﬂﬁdmﬂueadadﬂaccessesﬂlccdmérﬂ§6ﬁdbﬁcthmkbe
dependent upon a virtual nachine, e.g., a Javaferr] Virtual Machi ne
which is arr arﬁ}@d’eﬁ)@e m@tdjh@aéﬁ@dglsaws tocornpletn siudyingiebjeca\88B butrdftepit bgr anmi ng

| anguage devel ogde Sun Mgros ystems, Inc. of Mouuntain View, California,
with e an a empt to study object 808, then as a result of swapping its sentme‘l value for

the contents of object header field 812, third thread 806 obtains second sentinel 830,
and places third sentine] 840 in object header field 812, as shown in Figure 8d. Third
.15 sentinel 840, in one embodiment, is an address of a stack pointer associated with third
thread 806. Since the contents of object header field 812 obtained by third thread 806
include second sentinel 830, and not header value 810, third thread 806 will generally .

continue to attempt to study object 808 until it is successful.

20 Since third thread 806 has a higher priority than second thread 804 and first
thread 802, as long as third thread 806 is running, neither second thread 804 nor first
thread 802 may continue running and access object 808. However, third thread 806

_will generally be unable to obtain header value 810 until first thread 802 has completed
execution and eventually restores header value 810 in object header field 812. As such,

25  a“starvation problem” arises. A starvation problem essentially occurs when the thread
which has begun to study an object may not complete studying the object because
another thread with a higher priority, which itself wants to study the object, is executing

and, hence, preventing the thread which has begun to study the object from completing
its study.



- 23- whi ch the object is associated. One exanple of a virtual machine

which is suitable for | npl enenting the present invention wll be
descri bed below with respect to Figure 13. The nunber of repeated
attenpts "N' to | ock the object my be wi dely varied, and nmay depend

on factors which include, but are not limted to, the amount of nmenory
avai l abl e 5 on the associated system By way of exanple, in a system
with only a single central processt¥#g unit (CPU), it is possible

t hat ted at t b de, . .. th di
eracut s ng Bt any pdp OPE TR eT e Trcid A hbphpriqrity. g gthEd e 06, |

b f tt s 1 t nber., of Us . i.at ith, th
Cystem O o SR O EAE TR b 1 PR Bonrt R RORS of SIS THERY al s0
be random 10 order to resolve starvad@yfl?)ir‘]bgg]&ns'. %@%tegérg%l@ﬁﬂiré fﬁ?éad%ﬁ@ﬁ&%ce%etde”pt 'S

to be nade to study the object, ess OwW noves from step

644 to ste[s 64fe vdneinel value forabitnd Giredds4 @ REI dTRREBPtinGIE tEdy object so@f t he
object is read. In general, when a thread continues attenpting to study the

obj ect "Thetfadt that thisd thiemb806yreceived the séntinel valve forkecoad thread80e &ubkh Ny a
spin lock. Alternatively, if it is 15 determined in step 644 that no
ot her at t enpt satigmptingtosiidiebiect 88 indindtes thiatthe tgntivued progzess ofithird thread 806ep 646,
t he val ue reaq‘é{eé%)r(?thg ob%ne,ct header field in step 640 is resolved into a
thread. I n gendPRFOS §R cthe soptignedprogress of second thrrad 803 Jdencpcpptinuedipeogiess t he

obj ect cont ai . entjnel val which identifies a threaqg which is
currently st ug‘ifi%d ?’ﬁegd 3%?5‘8’( Be ?%wggan%ge event tﬁ?@?’ﬂﬂ’\?f’%@”ﬁ‘?‘?@* Qfé?‘i?@gr ead from
the obj ectjgheatrhd BoLhdy béblistild "B &SR Fflsh B8 guﬁé?m? furfhing, in general

threads of the same priority as third thread 806 would also be able to run. Thus, third

)

thread 806 may eventually cause itself to run if it may canse second thread 804 to ran

by boosting the priority of second thread 804 to that of third thread 806,

15 The sentine] value for second thread 804, received by the third thread 806 when
attempting to study object 808, includes a pointer into the execution stack of second
thread 804. Second thread 804 may use this pointer into the execution stack of second
thread 804 to identify second thread 804, and may use that identification to boost the
priority of second thread 804 to match the priority of third thread 806. Boosting the

20  priority of second thread 804 to the priority of third thread 806 would permit second
thread 804 to be run substantially as frequently as third thread 806.

In turn, second thread 804 may run, and may itself determine that it has received
the sentinel value for first thread 802 when attempting to study object 808. The fact that
25  second thread 804 received the sentinel value for first thread 802 when attempting to
study object 808 indicates that the continued progress of second thread 804 depends on
the continued progress of first thread 802. The sentinel value for first thread 802,
received by the second thread 804 when attempting to study object 808, includes a

pointer into the execution stack of first thread 802. Second thread 802 may use this



20 sentinel, into a thread involves locating the thread that is
identified by the sentinel. Once the value read fromthe
obj ect header field is resolved into a thread, the t hread | ock
associated with the resolved thread is acquired in step 648 by the thread
t hat Is attenpting to | ock the Obj?ﬁt' Herein, for purposes of

clarity, the thread that is 25 attenpting to lock the object will be

referred to agpoinker into el axgeution statk ofdinst thrédidr8v cb idémify second thishd§020m a
determ nation is made regardi ng whether the execution priority associ ated
with the resomaymhse thatidentificatienge bodshithe pieritp of finst theead302ttormatch thei prigrityhr ead.
In general, a thread with a | ower executiongﬁii ority wll not be

all oned to ex®fstcend fhwead 806 Bapsting the priority of first firgqd SHeto thsqriasity efseeend abl e
t te. If, th t ] ti . { h i it
0T e T OO hged 88 1o by By beishty s sooand teep80g, o
h Bl [tV A i d
Pock of t ngr dusy Bk Yphistiafth by tgse i 8B ARkl P e Al bt R
llock is droppgle,PERE G bf:k%aéa@%%@é:oﬁ&’ﬁéaﬁ@o&%réﬁg%ﬁmgs% gl nel
rocess o quire &n obj

I's constructed and the attenpting to ac ect |ock

repeats. 5 804tomn. When seconkifthreRE80AShay dlaR@kilt 0fitd priosityetbigodobted,t hat the
priority of the resolved thread is |ess than the priority of the

| ocki ng t hr eadecdnddimresnt 04anay futther prapagae itoprivrigyto Gitst thrdad 1862.1 M éhe priority
priority of the resolved thread is boosted, or pronpted. In the described
enbodi nent,  of third threpd 8Qf wax initiplhn 7,7 the reselt isithas spcond thigad $Q4 and fisst 8eado ¢ he

execution priaqgrity of the |ockin 1Q .thread. In_general, any sujtable
met hod may Obe S028tl PRenEAly be DRstcsh o BHipity 67 a1 fhgwn in Figure Se. Havitg had it

priority boosted to priority “7,” first thread 802 may now run as frequently as third
thread 806 and second thread 804, and, as such, may complete its study of object 808.
The study of object 808 by first thread 802 having been completed, second thread 804
and third thread 806 may productively resume attempting to study object 808.
15
In order for a thread which possesses an object lock to unlock an object, the

thread generally studies the object to determine if the contents of the object indicate that
it is possible to unlock the object. Figure 9isa i)rocess flow diagram which illustrates
the steps associated with one method of unlocking a locked object in accordance with a

20  third embodiment of the present invention. Initially, when a thread attempts to unlock
an object, the value in the identified stack header location on the stack associated with
the thread is obtained in step 902. In general, the stack header location is identified by

the stack pointer that is associated with the stack.

25 After the value in the stack header location is obtained in step 902, a
determination is made in step 904 regarding whether the value that was obtained from
the stack header location indicates that the stack header location does not contain the
header value from the object. In the described embodiment, such a determination is a

determination of whether the value that was obtained from, or stored in, the stack



resolved thread. By way of exanple, a call nmay be nmade to an operating
system associated with the threads to invoke operating system

met hods which are suitable for
Boosting the priority of the thread which is identified

as will be

15
Boosting the RL i erl'b&xi

! off
t he execution of a conputer rogram

changing the priority of threads.

by the
obj ect header field generally prevents stalls in the execution of threads,

di scussed below with resgect to Figures 8a through 8e.
- read typi cal t rogress in
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- 25- 10threads that is associated with the | ocking thread. The queue of

boosted threads is

If it is determined in step 904 that the value stored in the stack header location is

not the indicator value, then process flow proceeds to step 906 in which a sentinel value

associated with the thread is swapped with the header of the object which is to be

unlocked. In the described embodiment, the sentinel value is stored in a distinguished

‘15 location which is atomically swapped with the contents of the object header field. Once

the sentinel value is swapped with the contents of the object header field in step 906, a

determination is made regarding whether the value that was swapped from the object

header field is a sentinel. If the value that was swapped from the object header field is a

sentinel, then the indication is that the object that is to be unlocked is busy, e.g., being

© 20 “stadied” by another thread. As such, when the value that was swapped from the

object header field is a sentinel, then process flow returns to step 906 where the sentinel

value associated with the thread is once again swapped with the contents of the object

header field.

.25 When it is determined in step 908 that the value that was swapped from the

object header field is not a sentinel, then the value from the stack header location is

stored into the object header field of the object in step 910. In the described

embodiment, the value in the stack header location is the header value of the object.

Therefore, storing the header value into the object header field of the object restores the

Ow noves



essentially a data structure that is used by the locking thread to track

t hreads that have been boosted by the locking thread. In one
enbodi ment, the queue is a list of substantially all threads which
have been boosted by the | ocking thread. 5 ., Once the queue

of boosted threads that is associated with, the locking thread is

updated with the boosted thread and increrent ed boost counter, the thread

| ock of the objecttolmasiloekled drate,athce substastalle shylthreadnie feowlacqudrettife leaderi N st ep
660. Then, process flow returns to step 602 where a new senti nel

val ue i s constvalnetof theeohject. HBhsy anoe the hedder vialue is i&stomdinthmgbjmhw@gwédlofbbj ect
conti nues. Referring back to ste 642 when it is

eventual | y detW%@%Mﬁ@%@ﬂ“&?@ﬁ@@lmlscons“f%f‘sd}o fapRleted o | onger
busy, then the inplication is that any thread which was previ ously
studying the object is no |longer studying the object. As such, if it Is 15

det er m ned g n stepzéﬂp%atsa%&,ﬁ@%egoab;e 51 o (R en DD REREES S

==g)]

returns to"step 60 cons another
attenpt is ma £th gg@&thgﬁ{ e
obj ect whi ch ?ﬁﬁﬁ) | ng reag@?élgﬁl%resgvap%edwtT(ontenﬁso 6 el'gelgtrlg% ned

to be unl OCkedaseIﬁﬁélmﬁ 908, &ﬁy%abnmde&at&wd@pngo&mlﬁwbrwwb&ﬂ@:vent ual l'y be

20 al lowed to acquire the object lock. Returning to step 606, if it is
det er m ned t hatontiinees to *“spin” between stepsH06 ahcbﬁﬂ&admhtdrmepaamdsmelphesm.;e any
boosted threads associated with the | ocking thread are unboosted. In

ot her words, aﬂWﬂlnﬂf&m theygbjechhaadsr ﬁqhhenmbnger A &sntingdy Insyomeiembodiments, thiyoost ed
descri bed Bbi GBRRATRESS Erfetnr”écré%"cg%?@%%% meth %gﬁyseﬁé%%éc& WifbdRds are
the stack of (IS BIERRY Dhrakal pRmble, Wik Gy Biped phe B RLTIHEES, cot was
determ ned to J&f‘apﬂﬂh Ak ithel Vi 16 e chﬂenm? ﬂﬁ%ﬁﬂ&rhcz}(&l' 84, another thread may

be essentially prevented from storing its sentinel value into the object header field in

preparation for releasing the lock, thereby preventing the lock on the object from being

15  released as well as preventing the thread executing the spin lock from making progress.

In order to prevent stalls in execution which arise, for example, when a lock on
an object is prevented from being released, the priorities associated with threads may be
temporarily boosted. The boosting of the priorities of threads, as was previously

20  described, enables lower priority threads to be promoted to the priority of a currently
running thread. The boosting of threads enables a previously lower priority thread to
continue running such that the normally lower priority thread may remove finish
studying the object, thereby removing its sentinel value from the object header field of
the object being studied.

25

Referring next to Figures 10a and 10b, a second process of unlocking a locked

~ object, through the use of boosting priorities, will be described in accordance with a
fourth embodiment of the present invention. To unlock an object, the header value

associated with the object is typically replaced in the object header field of the object.



for the object had been contained in the object header field. Therefore,
step 610 entails storing the header value on the stack in a stack
header | ocation. After the header val ue is stored on the stack, a
forwardi ng pointer which identifies the stack header location is

- 26- inserted, or stored, in the object header field in step 612, and
the process of acquiring an object_| ock is conpleted.

Wth reference to Figure 7, tag bits in a3%t ack header |ocation, as

mentioned  Sypeal gif@ad"gtttsﬁ?lﬁ ?gﬁﬂ&ék ah%bﬁlézﬁgg gzﬁ@e Q&redgi{x%g RacRBeaddt lbbariBf

descri bed in accordance w I ment t he present 1 nvention.

When a synchriaeaarRd boRetRk g&ﬁteirﬁobﬁirk&in step 942, RERduI Bepprediated @at @¥anpl e a
synchroni zed nmethod foo 702 is to be invoked, the execution of

synchroni zed stkipothtédrgoinfiitol the pavkfassotiad o/th theshraakwhidiOis itwatpting to
associated wth a thread. When a header value 712 associated with an object
720 is 10 swdeakdhepbiectaerither tomens Bireadt” Tnxbe descrihed sinbledimentt the gurenbecked. As
descri bed above wth respect to Figure 5b, the | ocked status of

obj ect 720 methresd is geanevreythierdt he contents of ~an obj ect header
field 724 by status indicator bits 722, as well as by the presence of a
forwardi ng pointer 726. 15 Header value 712 is stored on stack

o™ o R A e B oo B BB ¢ WD
the lock on oR&hiinafiéR is Hadtl SB5l044 1e£AGNEIRAhE thelvale WA WheohiredTrdas Oni zed
the stack header location indicates that the stack header Jocation does not contain the
10  header value from tlie object. In the described embodiment, such a determination is a
determination of whether the value that was obtained from, or stored in, the stack
header location is the indicator value that is used to indicate that the lock has been
entered re-entrantly. If the determination is that the value stored in the stack header
location is such an indicator value, then the implication is that the object may not be
.'15 fully unlocked, since the thread is still holding the header value of the object in another
stack location. If the value that was obtained from the stack header location is the
indicator value, the process of unlocking the object is considered to be completed. In
general, when it is determined in step 944 that the value stored in the stack header
location is the indicator value, the indicator value may be popped from the stack, as will
20  be appreciated by those skilled in the art.

If the value that was obtained from the stack header location is not the indicator
value, then process flow proceeds to step 946 in which a sentine] value associated with
the thread is sx;vapped with the contents of the object header field of the object which is

25  tobeunlocked. As previously mentioned, the swap operation used to swap the sentinel
value and the contents of the object header field is an atomic operation, or an operation
which is substantially atomic. From step 946, process flow proceeds to step 948 where
a determination is made regarding whether the object is busy. While an indication that

-the object is busy may take any suitable form, in one embodiment, the tag bits in the

Ny
)



operation on object 720, the second thread may be required to wait for the

| ock on obj ect 720 to becone available. The second thread waits for
the 1ock on object 720 to 20 becone available by placing itself in a
waiter list 732 on stack 710. In general, if any second thread

attenpts to performa synchroni zed operation on object 720 when header
value 712 is on stack 710, that is, when the first thread holds the | ock on
obj ect 720, the second thread storgg_itself in waiter list 732. \Wen
any thread is stored in waiter |ist 732, that thread does not

execut e unti lcomehisbf thatheader ficld bEme bbjedd areased(to indixue ik the bbjeenisbusy 25
operating system that object 720 is free. Atag indicator 734, which is

| ocat ed i n steggkanother threaddacierenfiypstutyingrthe/dgect, ias descnited gbevetwith nastiecttpe t hat
waiter list 732 includes a stored thread. Therefore, when object 720
i s eventual | Figledeked, tag indicator 734 may be used to facilitate
a notification that a thread stored in waiter list 732 may continue to
execute and

-27- atte tol ect. 7 nt.h (o) n

i ndi cat or 734 [ nc Sdaeljnmedtng t"ésymsepe% geﬁ% Rml%gﬁl\,gﬂéSté‘%ﬂcurrent
threading no oéﬁtﬁtaﬁnﬁ%%tetﬂﬁadet BEGBFBe B6jfct in ep 9500 PRI | Y
trying to stu A0 Ject e priorities assigned-to concurrent
threads obj &t 15910t sl 86 bfie ¥HSHAIAGE thelindicadion st th%rvamb fRekhdWebd inbe
allowed to study the object. In general, threads with a higher
execution pr|theolbjyct\tmiderﬁatl@nartblmswhgmsztfomardidgpmherqurmgtothestack bef ore
threads with a | ower execution priority will obtain the rltght to study the
obj ect . of the current thread, i.e., the thread which is unlocking the lock. Once the value of the

10 stack header location is stored into the header field of the object, the process of

unlocking the object is completed.

At times, the object may be busy, as for example when another thread is
studying the object to determine the status of the object. Returning to step 948, if the
15  determination is that the object is busy, the implication is that another tltread isinthe
process of studying the object, that is, determining whether the object is locked or
unlocked. If the object is not busy, then process flow moves to step 951 where the
header field of the object is read. The contents of the header field of the object is read,
and in step 952, a determination is made as to whether the object is still busy. If itis
20  determined that the object is not busy, then process flow returns to step 946 in which a
sentinel value associated with the thread is once again swapped with the contents of the

header field of the object which is to be unlocked.

If it is determined in step 952 that the object is busy, then in step 954, a
25  determination is made regarding whether to continue to actively attempt to study the
object. The number of repeated attempts N may be widely varied, as discussed with
respect to Figure 6b, and may depend on factors which include, but are not limited to,

the amount of memory associated with an associated system.

-



However, it is possible that a thread with a lower priority will initially
obtain the right to 10 study an object, then be forced to give up
control, i.e., are preenpted, because a thread wi th a higher
priority has become "runnable.” In effect, the thread with the | ower
priority thus prevents the thread with a higher priority from studying the
obj ect, because the thread with _the higher priority, upon attenpting
to swap a sentinel value for the contents of the object header
field, will find MWhenstisdeteahinedthatancthertattemyitliste delmadd th sl the dbject] thewr
priority in the object header field. At the sane tine, the thread wth the
| oner PEocess flew moyes firomn step D234 toxstep 36 bwherel theigortertts ofi tha-headerdigldaf t he

obj ect becausge the thread with - the higher priority is, runnable and
20 w11 ber dhe PHIeq 3 A6H oFbeyihgp bekpesadtent 1, Yo anastag may be bonsidgraldp bey - Ao a

S udy 1t e objecerei i sElpd, Mol ok Sralnbe o M idSuse B R \eniy o 82 (€ o
s obj et 8k L s
al 25 ot  Apre Sy e B e Hpbdd e A SERRBY O i et “of

t he present invention. As shown, a first thread 802 has a priority
of "2," which indicates that the execution priority of first thread
802 is rel ativel y Alematidelg i dietehhiedin88 obbtat a8Sther afemiesitd BN priority
of "4," which is higher than the priority assigned to first thread

802. A t hi r d midedasudpthe objisctatherinastptos6,thqvalentadyfronf the hject bvdehfidldishi gher

t han the priorities assigned to both first thread 802 and second
t hread 804. tesolved into a thread. In general, when an object is busy, the object header field of the

10 object'contains a sentinel value which identifies a thread which is currently studying the
object. Hence, resolving the value read from the object header field, which has been
determined to be a sentinel, into a thread involves locating the thread that is identified by

the sentinel.

- 15 Once the value read from the object header field is resolved into a thread, the
thread lock associated with the resolved thread is acquired in step 958 by the thread that
is attempting to unlock the object. Herein, for purposes of clarity, the thread that is
attempting to unlock the object will be referred to as the unlocking thread. In step 960,
a determination is made regarding whether the priority associated with the resolved

20  thread is less than the priority of the unlocking thread. If the determination is that the
priority associated with the resolved thread is either the same as or greater than the
priority of the unlocking thread, then the thread lock associated with the resolved thread
is dropped in step 962. After the thread lock is dropped, process flow returns to step
946 in which a sentinel value associated with the thread is once again swapped with the

25  contents of tlie header field of the object which is to be unlocked.

If the determination in step 960 is that the priority of the resolved thread is less
than the priority of the unlocking thread, then process flow moves to step 964 where

- the priority of the resolved thread is temporarily boosted, or promoted. In the described



- 28- Priorities are assigned such that when a thread with a
hi gher priority attenpts to study a particular object, a thread
with a lower priority is prevented from studying the obj ect until
all threads with a higher priority are substantially through wth studying
t he object. By way of exanple, wyn third thread 806 is running and
attenpts to study an 5 object 808, a thread with a lower priority,
e.g., first tkembadin®@R the psiogyrofitle esplved eweadiicisbosted to the prorityfaheidyi ng obj ect
808 until thread 806 has finished studying object 808. However,

the event t hatnlociiag threade Adtheugh ame guitrbleanctimdmaybe pssdde boest he ponmtytofir ead 804
and third thread 806, first thread 802 npy swap a sentinel val ue

with the cont él?ﬂrgsqlvcddche%tacaﬂlstypx ﬁea%tpaﬂpeqrepmzsma%w@edwaw

obt ai ning an t er v 10 ect 8 a result of
Che svap. A JHBHH ' v PRGtRetatas Sefemmnhib it 568 e B hiRine R ArRl 15

I ncl ude a ? ¥£%ue 810. I n one enbodi nent, when the
contents of objec eader field 812 are obtained by first thread
802, a first sentinel 820 is swapped into object header field 812. 15

Al t hough first sentinel 820 nmay be substantially any suitable val ue which
identifies first Afterthe pribtigadt ttRQesolviedl thdad 3Uobtad Ithebd@sticBurdtetith &Rl | y an
address of a stack pointer associated with first thread 802. First
sentinel 820 imswiybqmsted threddds mojemehted iesttpro66. Ehelbdditotnter, detirhe Stymp,

first thread 820 as the thread which is studying object 808 and, hence, is
keepi ng Obj ectgenerally serves@smﬂxgatgyvhenﬁ;gbpw@ndd@p@uzbythspmrux of theibeestest bi t s
822. first thread, 802 obtains contents of object

ft
header f| &0y ﬂ?a%ﬁ@sé‘ﬁ@“ﬁﬁ%ﬁgr A4S suc Jncre’f’?ﬂi‘?ﬁh?é’%%?%%&“&%@?@]@ﬁ?@ﬂ%f obj ect

o cal |y at « Pk ine PoosT RREF DABtesTac pivase oSbeen 66p P OFERAGE Bt o1 0 512
wi th a gog aaqﬂmg BO&E cdutlRPhd: bdeA % thb Guduk b bodsfali Bitchds HRVEVET -

when a thread wt
assocxated with the unlocking thread. The queue of boosted threads may be considered

to be a data structure that is used by the unlocking thread to track threads that have been
., 15 boosted by the unlocking thread. In one embodiment, the queue is a list of substantially
all threads which have been boosted by the unlocking thread.

Once the queue of boosted threads that is associated with the unlocking thread is

updated with the boosted thread and corresponding boost counter, the thread lock of the
20  boosted thread is dropped by the unlocking thread in step 970. Then, process flow
returns to step 946 in which a sentinel value associated with the thread is once again

swapped with the contents of the header field of the object which is to be unlocked.

As previously mentioned, a thread with a boosted priority, i.e., a boosted
25  thread, may have its priority unboosted, or otherwise returned, to its assigned priority.
Although a boosted thread may unboost itself, in one embodiment, the thread which
boosted the boosted thread is used to unboost the boosted thread. With reference to
Figure 11, a process of unboosting boosted threads using a thread which boosted the
priority of the boosted thread will be described in accordance with an embodiment of



25 priority, as for exanple second thread 804, accesses object 808 before
first thread 802 replaces first sentinel 820 in object header field
812 with a forwarding pointer, first thread 802 is prevented from
finishing its study of object 808.

- 29- When second thread 804 obtains the contents of object
header field 812, second thread 838-essentially obtains first

senti nel 820, tydesehrineamtion s BEshet woedy] drieemb8&thehtivf step 608 of Ffre 64 wilkbsler
field 812, as shown in Figure 8c. Second sentinel 830, in one

enbodi nent , i deseribedidr ess of a stack pointer associated with second thread
804. Since 5 the contents of object header field 812 obtai ned by second
thread 804 include first sentinel 820, and not header val ue 810,

ob ont 505 ant i1 i A preticli Sseadipy call an Operating system tou@ﬁ%égiqﬁ%&%y  oned,
dth d . J i t i thir. 1 N 806

Theretore. 31 Mt e paticalte Binels Qleekrbat AREreinile i o B BRI R 116l

812 before seqongh e, %émgﬁte&n{gfwgogslgp%;eﬂo othir' ACu k SGhreBP8 but

after it has made an atte | ect en as a result
of swappi ng i YetesRined WRetherd iblfeshddkible for unbooshpRh& HritrRy bfanbheithics thatyeader
field 812, third thread 806 obtains second sentinel 830, and pl aces
third senti nemay4@ave booster et privfiads; Althaigh aBisiitaic methodnay be ksedto € 8d. Third
15 sentinel 840, in one erbodinent, is an address of a stack pointer

associ at ed wi deterthine if there is a thichd todd v8®stedione methbdinyomessnarching thodjgbct

header field 812 obtained by third thread 806 i ncl ude second
sentinel 880, thefirensof hposted § that ig agociated with th thread, Boahéynboestingr al | y

thread” or the “current thread,” which will unboost the boosted threads. If it is

determined in step 980 that there is no boosted thread which is to be unboosted, then

the process of unboosting boosted threads is completed.

.-_ 15 Alternatively, if it is determined in step 980 that there is a boosted thread that
may need to be unboosted, then information pertaining to a thread that is to be
unboosted is obtained in step 982. In one embodiment, the next boosted thread and an
associated boost counter are removed from the queue of boosted threads that is
associated with the unboosting thread. The boost counter obtained from the queue of

20  boosted threads is typically atranged to indicate when the unboosting thread boosted the
obtained boosted thread.

The thread lock that is associated with the obtained boosted thread is acquired in
step 984. By acquiring the thread lock associated with the obtained boosted thread, the
25  obtained boosted thread is temporarily prevented from having its priority changed by
any other thread. In step 986, the boost counter from the obtained boosted thread is
read. The boost counter from the obtained boosted thread is typically arranged to
identify when the obtained boosted thread was last boosted and, therefore, may be

considered to be a representation of a time stamp. It should be appreciated that when



continue to attenpt to study object 808 until it is successful. 20
Since third thread 806 has a higher priority than second thread 804 and

first thread 802, as long as third thread 806 is running, neither
second thread 804 nor first t hread 802 may continue running and
access object 808. However, third thread 806 will generally be

unabl e to obtain header value 810 until first thread 802 has conpl et ed
execution and eventually restores header value 810 in object header field
812. As such, 25 a "starvation problerd-arises. A starvation problem

essential ly oGS efﬂgiogi{}ﬁogfaﬁﬁééﬁﬁ grezier tha ggﬁhl iPhe BESLD pﬁ'igrit?% ﬁ@ﬁ(m@“

obj ect may not co yi ng cause n er thread
wi th a hi gher ppsst edinitet of Maifkbad & sRtemenAl S t 0 study the object, is

executing and, hence, preventing the thread which has begun to study
t he object from conpleting Its study.

- 30- In one enbodi nent, the thread with the highest

priority, e.g., thisfirthebeostic@®r from the obtainddibobstédsthrehd is reddea comparisen t hr ead,
may tenporarily boost the priorities of another thread in order to

resol ve stérv&%ﬂ’é@%ﬁtmadlfwmﬁpﬁb@wmdﬂmaﬁiéﬂ‘iﬁﬁéaﬁﬁt%@t%as recei ved

5 the senting].value for second thread 804 as a result of attenpting to
st udy obj ect §g§?ne8ﬁ°m eq‘]‘f\‘@"?ﬁ@ﬁ“ﬁﬁﬁ?“%ﬁ FiTpage i steny %8§§°1}%‘E,‘E‘P “c‘ﬁeg
enti nel val f : 4. n ' t ud
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"depends on" %Hﬁodé?ﬂ% thﬁ'ﬂ&,%r@?% Oémrrr%a?'e g&a @oh Qraqggpﬁﬂﬁom%%mepﬁgz i nued

progress hird thfea e ensure e event tha
continued pro®ob&s Soiiter 7€@Frth the obtained boosted thread and the boost counter obtained

10 from the queue of boosted threads are equal. In other words, a determination is made
regarding whether the unboosting thread is recorded as the last thread to boost the
obtained boosted thread.

If it is determined in step 990 that the boost counters are equal, then process

15  flow proceeds to step 992 where the obtained boosted thread is unboosted to the
assigned priority of the boosted thread. Unboosting the boosted thread also generally
involves decrementing, or otherwise updating, the boost counter associated with the
thread. It should be appreciated that the assigned priority is not necessarily the priority
which was associated with the obtained boosted thread at the time the obtained boosted

20  thread was boosted by the unboosting thread. The operating system with which the
obtained boosted thread is associated may assign a new priority to the obtained boosted
thread at substantially any time. By way of example, if a first thread with an original
priority of “2” is boosted to a priority of “6” by a second thread, and is then assigned a
priority of *4” by the operating system, when the second thread unboosts the first

25  thread, the first thread is unboosted to a priority of “4.” After the obtained boosted
thread is unboosted in step 992, process flow returns to step 980 where a determination
is made regarding whether the unboosting thread has previously boosted another thread

which may need to be unboosted.



10 thread 804 may be ensured. Because third thread 806 is currently
running, in general threads of the sane priority as third thread
806 would also be able to run. Thus, third thread 806 may
eventual ly cause itself to run if it may cause second thread 804 to run
by boosting the priority of second thread, 804 to that of third thread 806.
15 The sentinel value for second thread 804, received by the
third thread 806 wHdhe determinatiomintstem999 isdhat the pertigounierseare nggualthetl theles a

pointer into the execution stack of second t hread, 804. = Secqnd
Dhread 804 maincifebon it geither tread Resymerk groentiy bopsiHhe phiapedoosied repd

h d 804 | L.§ d 04 . ' AN '
Lo boost t et e dkedte S PsGch i comPadndiiba thfed i beliaanh o "o
third thread [ t Lo 804 to th
ori ori ty of -t RTTPRERE MR A6 s B s o8 o8 RIS b MBREGRED {0 o

run subst agt i girbad @erfnirRSIWaEhet 1S plcbiohdy bAYsRa gndlie thread. , In
turn, second thread 804 may run, and may itself determne that it has
recei ved the sentinel value for first thread 802 when attenpting to

study object 808. The fact that 25 second thread 804 received the
sentinel val ue for Figuresk2 illbstratesa §pitalypenerakpurposoicomputensystem suitabiet forly obj ect
808 indicates that the continued progress of second thread 804 depends on
t he conti nuedUpPlsHeRting the preseptipvantion akhegomputansystera 4030 iasludesapenymbers | 1 st

imesd 002 ppmoeris ThYE D b 55 A SRoge BB LR 1 {2
1150 U0 539 0RO BR8N Skl vy 0% GBS, | o 1y
second threadg etfidty, or R%vzl) %é@ﬁstﬁrﬁ?@%ﬁ%%& {efpitd9 2 rifdoROREdss t he

priority of first thr e priori
memory, or RAM).

Compater system 1030 or, more specifically, CPUs 1032, may be arranged to
15 support a virtual machine, as will be appreciated by those skilled in the art. One
example of a virtual machine that is supported on computer system 1030 will be
described below with reference to Figure 13. As is well known in the art, ROM acts to
transfer data and instructions uni-directionally to the CPUs 1032, while RAM is used
typically to transfer data and instructions in a bi-directional manner. CPUs 1032 may
20  generally include any number of processors. Both primary storage devices 1034, 1036
may include any suitable computer-readable media. A secondary storage medium 1038,
which is typically a mass memory device, is also coupled bi-directionally to CPUs 1032
and provides additionat data storage capacity. The mass memory device 1038 is a
computer-readable medium that may be used to store programs including computer
25  code, data, and the like. Typically, mass memory device 1038 is a storage medium
such as a hard disk or a tape which generally slower than primary storage devices 1034,
1036. Mass memory storage device 938 may take the form of a magnetic or paper tape
reader or some other well-known device. It will be appreciated that the information

retained within the mass memory device 1038, may, in appropriate cases, be



of second thread 806. Boosting the priority of first thread 802 to the
priority of second thread 804 would permt first thread 802 to be
run as frequently as second thread 806. 5 As wi Il be appreciated by
those skilled in the art, the priority of the running thread, third

thread 806, may be propagated to second thread 804, thereby causing second
t hread 804 to run. Wien second thredd 804 runs as a result of its
priority bei ngiisomworated in standard fashion avpartiof BAM 3086 aswirtublmérhary. Arspedfiat e its
priority to first thread 802. If the priority of third thread 806
was initially Pramarysteragedeyice 1034 suphes aER-ROM may alse &9 data nei-ditegtionaliyhioe ad
10 802 wil | ﬁyqeﬁﬁak be boosted to priority "7," as shown in Figure 8e.
Havi ng had its™ S *ority boosted to priority "7," first thread 802
may now run as frequently as third t hread 806 and second thread 804,
and, as such, may conplete its study of object 808. The study of

obj ect 808 by Ti Tt cpikaash A021sHAYl ytémr%g{fg.gﬁn@%pu?&%@?%%gﬁag 2§04

and third thread 806 may productiv resune ti'fng to s | ect

808. .15 include, but are doB1iRitEelo, dcefsdch bE R0 MbRIPRIXIAAE i@ Obj ect
| ock to unl ock an object, the thread generally studies the object to

deternmine if t keyboarisanicsophbnds|euchyeasitive dighlaya iteanéduaér card readers] ina%rﬁti&@ﬁSi bl e
to unlock the object. Figure 9 is a process flow diagramwhich illustrates
the steps assoPhpgréapewadprsgabletsstyiands,ovbice of lenkwritingrebegpived, arivjthec welln
accordance with a 20 _third enbodi nent of the present invention.
Initially, wheKROW} HPEbLrvines s of Gourss, gthrr computers. JFinally; €BYs 1632 val ue in
the identi fl{)ed st ac hea??gr | pcation on the stack associateq with
the threadPs SRROIFIYEEY ke counlpdds 3 Comppiss o telespmmipicaions BEV ARk figs 21 ocat i on
Is identified S, Lpter.that is, associated with t
stack. " oo emet network BEarhnée A B feirg Xyt oo € ol sbaralfic
obtai ned in st ePIAB2WWith such a petwdAl QhAA], G cdnbriPhiG | r di ng
whet her the val ue that vvag ?) %ai ne%h?grcom’ Sloonks mg{tﬁé&m@ﬂﬂzm&ﬁ

receive information from the network, or might output information to the network in the

course of performing the above-described method steps. Such information, which is

'_ 15  often represented as a sequence of instructions to be executed using CPUs 1032, may
be received from and outputted to the network, for example, in the form of a computer
data signal embodied in a carrier wave. The above-described devices and materials will

be familiar to those of skill in the computer hardware and software arts.

20 As previously mentioned, a virtual machine may execute on computer system
1030. Figure 13 is a diagrammatic representation of a virtual machine which is
supported by computer system 1030 of Figure .12, and is suitable for implementing the
present invention. When a computer program, e.g., a computer program written in the
Java™ programming language, is executed, source code 1110 is provided to a compiler

25 1120 within compile-time environment 1105. Compiler 1120 translates source code
1110 into bytecodes 1130. In general, source code 1110 is translated into bytecodes
1130 at the time source code 1110 is created by a software developer.



t he stack header location indicates that the stack header |ocation does not
contain the header value fromthe object. In the described

enbodi ment, such a determination is a determ nati on of whether the
val ue that was obtained from or stored in, the stack

-32- header location is the indicator value that is used to indicate
that the | ock has been entered re- %Trantly. If the determnation is

that th | t ' ' O of GthrWdd
G cator ant ve o Bitebotes EaAP denBBRYIGE reproducer, doaREN of AR 2"

i ndi cator value, th e object "may not

ful 'y unl ocked gistitues thiviigh Bhe@ArK, 8,65 hetwork 1P Bighiter 2Neadsied ¥irh era3k t he
obj ect in another 5 stack location. If the value that was obtained from
t he stack headdevitomeh apprimaryistoeage 1034 of Figigd thtln thewdebatibed éhbodmeaness of

unl ocki ng the object is considered to be conpleted. In general , when
it is determn néytecodes B9 @oplatfora inddpendent. (Thatsis, bytedodes 1130anay becixedwteaichar

| ocation is _the indicator value, the indicator value may be popped fromthe
stack, as wP| | substantiallypaycompetes systen tha isrprning oG suitetde yipual prachipe 114010

If it is determned in step 904 that the value stored in the stack header

| ocation is not the indicator value, then process flow proceeds to

t 906 i n which ti,nel | . a iate ] h d i
Svenped wi th ho hodHEtofital Beittovided to s nARRE ERFLRTet 15 Wiy IndhuBBE 1D
the described %Mﬂﬂn&ﬁﬁﬁellw%&ﬁﬂﬂééﬁ%mﬁihvﬂﬁ §tg&{e?zﬁlgibgefecq{e§h£iﬂgﬂi shed

15 location which is atomcally swapped wth the conténts of the 0bject

header field. ssor or procekddes suehs OPUs 103D WE FigGreSI Mi6hl WiatKiné MPtocONt ent s
of the object header field in step 906, a determ nation is made
regar di ng fet hetudehe comapiles 11427 tn inespratenpidd danfl remntintecsysteindd 46. Bytecodes

1130 may be provided either to compiler 1142 or interpreter 1144.

When bytecodes 1130 are provided to compiler 1142, methods contained in
bytecodes 1130 are compiled into machine instructions. In one embodiment, compiler
.15 1142 js a just-in-time compiler which delays the compilation of methods contained in

bytecodes 1130 until the methods are about to be executed. When bytecodes 1130 are
provided to interpreter 1144, bytecodes 1130 are read into interpreter 1144 one
bytecode at a time. Interpreter 1144 then performs the operation defined by each
bytecode as each bytecode is read into interpreter 1144, That is, interpreter 1144

20  “interprets” bytecodes 1130, as will be appreciated by those skilled in the art. In
general, interpreter 1144 processes bytecodes 1130 and performs operations associated

with bytecodes 1130 substantially continuously.

‘When a method is invoked by another method, or is invoked from runtime
25  environment 1135, if the method is interpreted, runtime system 1146 may obtain the
method from runtime environment 1135 in the form of a sequence of bytecodes 1130,
which may be directly executed by interpreter 1144. If, on the other hand, the method
which is invoked is a compiled method which has not been compiled, runtime system

1146 also obtains the method from runtime environment 1135 in the form of a sequence



header field is a sentinel. If the value that was swapped fromthe object
header field is a sentinel, then the indication is that the object
that is to be unlocked is busy, e.g., being 20 "studi ed" by anot her
thread. As such, when the value that was swapped fromthe obj ect
header field is a sentinel, then process flowreturns to step 906 where the
senti nel val ue associated with th#3thread i s once again swapped with
the contents ¢ffbytd26de3j180,tthen may go dhaa dtivatkicGhpiler 11425 Compiler 114%8RA it IS
determned in step 908 that the value that was swapped fromthe

obj ect header geénemied maghine instructions frore bytetdden] 130,.and Hewssulting mathine-st ack header

| ocation is stored into the object header field of the object in
step 910. | n lepguage mnskrngtions may be ex direstiyiby CPHe1832| Inegeneral, e st ack header
| ocation is the header val ue of the object. , Therefore, ,storing the
header val ue AR REES Bitruciont s disagled when vireal gurlies |8 Lningtes: o

obj ect to an unl ocked state, since substantially any thread is free to
acquire the header val ue of the object. Thus, once the header val ue

Is restored in the LheGl | f | , e process of
unl ocking an obj ec%‘?%loor@f@%%eéﬁogir%gg%%Preefeé)égge@gﬁ%be&h Repeat edl y
Svappi Ng a segdskiRld, ¥ ShHRl M dndelsidosd HAthe PlesenfihvéBoRhsd etRRAREn inafy d

in step 906, and determ ning whet her swapped out cont'ents of the object
header fiel d bther specific foams eithout@epartingsfrompthS Ofirit orahe sbepeaftisiptsentd to be a

spin lock, since process flow continues to "spin" between steps 906
and 908 whi chinxemione Byavayf enample,tsteps inmblved with lockingyint objestandfoniockingen obj ect
header field is no I onger a sentinel. In some enbodi nents, the

object may be reorc}ered. Steps may also be removed or added without departing from

the spirit or the scope of the present invention.

‘While the process of unboosting a boosted thread has been described as being
initiated by a thread which boosted the boosted thread, in one embodiment, the boosted
' 15 thread may unboost itself. In other words, a boosted thread may at least initiate the
process of unboosting itself to its assigned priority. Alternatively, some boosted
threads may be unboosted by their associated boosting threads, while other boosted

threads may unboost themselves.

20 Although the methods of locking and unlocking objects in accordance with the
present invention are particularly suitable for implementation with respect to a Java™
based environment, the methods may generally be applied in any suitable object-based
environment. In particular, the methods are suitable for use in platform-independent
object-based environments. It should be appreciated that the methods may also be

25  implemented in some distributed object-oriented systems.

Status indicators have been described as being bits which identify whether an
object is locked, unlocked, or busy. Although the number of bits associated with a

status indicator has been described as being either a single bit or two bits, the number of



10 spin lock may stall the process of executing nethods which use the

obj ect which is bei ng unl ocked. By way of exanple, while the thread
executing the spin lock is swappi ng a sentinel value for the
contents of the object header field, another thread may be
essentially prevented fromstoring its sentinel value into the object
header field in preparation for releasing the | ock, thereby
preventing the |l ock on the object frombeing 15 released as well as
preventing the thread executing the spin |lock from nmaki ng progress.

In order to prevent stalls in execution wiijch arise, for exanple, when a

| ock on an object is prevented frombeing released, the priorities
associated with threads may be tenporarily boost ed. The boosting of
the priorit h S revi ous descri | es | owner
ori ori ty t hPESeEooe SRR R aBEaBl R Binpialy pE Vigen R, ﬁh%rﬂvl S

priority

[ EPQiaggt o Sithia U et B b PR %bﬁ%f‘f%%ﬁﬁé R DR pkeh s 1 1)
Sent el vaPie Hena PR adicator, Bk ‘5%?“3§&hayﬁ5*ﬁ%&é?ﬁﬁ°ﬁect Kalhg

st udi ed. ZﬁstwhlchldennﬁesthestﬂﬁiéfthéBlSjeéieXt to Figures 10a and 10b, a second
process of unlocking a | ocked obj ect, through the use of boosting

prioriti®s, will be described in accordance with a fourth enbodi nent
of the present invention. To unlock an object, the header val ue
associated with Nﬁﬂleahq:pm":emmvbmndﬁkbeenr(bsﬂrfbe&ﬁkbdingtﬂiedwhhaebmbﬁaﬂer field
of the object.

system which has an agsociated virtnal machine, it should be appreciated that the

present invention may generally be implemented on any suitable object-oriented
computer system. Specifically, the methods of locking an unlocking an object in

10 accordance with the present invention may generally be implemented in any multi-
threaded, object-oriented system without departing from the spirit or the scope of the
present invention. Therefore, the present examples are to be considered as illustrative
and not restrictive, and the invention is not to be limited to the details given herein, but
may be modified within the scdpe of the appended claims along with their full scope of

15  equivalents.



- 34- When a thread attenpts to unlock an object, the value stored in
the stack header | ocation identified by a stack pointer is obtained
in step 942. It should be appreciated that the stack pointer points
into the stack associated with the thread which is attenpting to

unl ock the object, or the "current thread." In the described enbodi nent,
the current 5 thread is a concurrent -4%+ ead. After the
value in the giheplpitgadsss:| ocation is obtained in step 942, a

determ nation is made in step 944 regardi ng whet her the val ue that was
obtained fromi. A cotbgui-BeHerihbdenetiod fstlob@iingatieadtt @dud dfah objear St ack
header | ocation does not contain the 10 header value fromthe object. In
t he descri bed wsingadimtghtead, shecdbjert el dinghmetjicoireailer, the first thread Hatieg mi nati on of
whet her the value that was obtained from or stored in, the stack

header | ocat i dssaciptedsxeqution stackand\hgying:a fisstthrend exgeution pgotitidhe metiod hat  t he

| ock has been .. entered re-entrantly. If the determnation is that the
val ue store@d iS9MPHEINgt ack header | ocation is such an indicator

val ue, then the inplicatign.is that e .abject, may not.b L fully

unl ocked, since theal)thré a‘i“ég‘é’P-fP'erfgfa?l#éﬁ?aﬂ%”ﬂélﬁsii“‘k?g%’%é‘?b‘\ﬁnﬁ?é obj ect

i n anot her ackt ack location. If the value that was obtained fromthe
stack header location is the i ndi cator val ue, the process of

unl ocki ng the objeq) i s ERABINARMWRHEOHOSNEAIIICRIIEE heddBr value of the@BR8E 2l . When
it is determned in step 944 that the value stored in the stack header

| ocation is thmdi ndi cator val ue, the indicator value nmay be popped fromthe
stack, as will -20 be appreciated by those skilled in the art.

If the valle that wds obtlenitdsddterminet that he eantentsaladiot intlodesbe beadersvatwetof t he

i ndi cat or val ue, then process flow proceeds to step 946 in which a
sentinel val udh®ejeti detesmninipg when the object isén thp progess p%bemasms&ql by a secande
contents of the object header field of the object whichis 25 to be

unl ocked. As prB®'ously mentioned, the swap operation used to swap the
senti nel

2. A computer-implemented method as recited in claim 1 wherein when it is
) 15  determined that the object is not in the process of being studied by the second thread,
the method further includes:
adding the first thread to a list associated with the stack, the list being arranged
to indicate that the first thread is awaiting access to the object; and

returning the contents to the object header.

20
3. A computer-implemented method as recited in any one of the preceding claims '
further including:
receiving a notification for the first thread to access the object; and
repeating steps a)-c).
.25 :

4, A computer-implemented method as recited in any one of the preceding claims
wherein when it is determined that the object is in the process of being studied by the

second thread, the method further includes:
—_—
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val ue and the contents of the object header field is an atom c operation,

or an operation which is substantially atomc. From step 946,
process flow proceeds to step 948 where a determnation is made
regardi ng whet her the object is busy. Wile an indication that -t he
object is busy may take any suitable form in one enbodinent, the tag bits
in the -46- - 35-
contents of the #gafiing WhttHer®fseddd8 1RQIIRELcuRbEpridtifhsiRiatedWithake that the
obj ect is busy, e.g., another thread is currently studying the

obj ect, as siesm thivad isibs\kanthé first thesad execiition priority. Fi gure 5c. 5

If the object is determned not to be busy in step 948, then the value in
t he stack header location is stored into the object header field of
the object in step 950. When the object is not busy, in one

enbodi ment , 3 he Afempaler- BPPIe Ben{adkmethadeas ARiIAn C1ian 4 HBRICIB AR itis t he

obj ect hadr fi.eld prior tag the swap was a f r di i nter referring to
t he staci det ctermineg;th #)ﬁlé"s@&?“rdéwadc ign priquty 18 ‘F?émﬁ'laﬁ %&Q?ﬂﬁ?@h i s unl ocki ng
t he | ock. 2 t ack header location is stored into
t he headeroé}‘eg?aoncﬁmflhpé e%"e‘%w%"}g §Eséss of unl ocki ng t he obj ect

i s conpl et ed. osting the second thredif exbuilBip pridriiPto sl iRYexbSuiblSY, as for
exanpl e when anot he nghreesgc(:jonl S & del né) the o Jectx to determ ne the

status of tpgortpj ect. Returning to step 948, if the 15 determ nation is
that the objeect is busy, the inplication is that another thread is in the
incrementing a counter associated with the second thread to indicate that the

10 second thread execution priority has been boosted;
adding the second thread and the counter to a queue of boosted threads, the
queue of boosted threads being associated with the first thread; and

repeating steps a)-c).

15. 6. A computer-implemented method as recited in any one of the preceding claims
wherein when it is determined that the contents include the header value, the method
further includes:

storing the contents on the stack in a particular location; and
storing a pointer in the object header, wherein the pointer is arranged to identify

20 thbe particular location.

7. A computer-implemented method as recited in claim 6 further including
unboosting a second thread execution priority of the second thread, wherein the second
thread execution priority was boosted to the first thread execution priority..

25 |
8. A computer-implemented method for associating an object with a first thread,
the object including an object header field, the first thread having an associated stack,
the method comprising:

obtaining contents of the object header field;

—
0 gy



process of studying the object, that is, determ ning whether the object is

| ocked or unl ocked. If the object is not busy, then process flow
noves to step 951 where the header field of the object is read. The
contents of the header field of the object is read, and in step 952,
a determnation is nmade as to whether the-ghject is still busy. If it is
20 determ ned | L St sl urns to
Step 946 11 whi chioane oSk Sy heati o kAT RbARRT R B HEL 0T
once again sygpped with the contents of the header field of the

object which is to be unl ocked. If it is determned in step

952 that the obj @fdring% réfeieNce ihdibdor i the bBjRctHester Beld,Ahe refefdice ndicark i on i s
made regardi ng whether to continue to actively attenpt to study the

obj ect. The beingxermngdd to djeadfyahe aickenpts N nay be widely varied, as

di scussed with respect to Figure 6b, and may depend on factors which
i ncl ude, 5but are not limted to, t he anmount of nmenory associ at ed

w th an associ ated system o ) .

- 36- 9. Acqpperripplemented methpd acreeited in daisrHarheriackiding: i s to be made
to study the object, then process f|ow ppves, from st 954 to step
951 where the coﬁP@?ﬁ’@Wa“{SH%d‘??é%Géch‘PtFéW&LHFOJccuomdi%‘@’éj ct is read.

The | b 951, 9hK2 d 954 b id be, .
R I T T, N
[ I Lt ) . f t ed
5,00 | OO et St okl S oRIEAE 0 SAP

determ ngd ithe sthiPindR4tol RAhdiEAOMAGRe HjdceRREcsSHIO R the frsPlread. -

10. A computer-implemented method as recited in either claim 8 or claim 9 wherein
the reference indicator is a forwarding pointer, the forwarding pointer being arranged to
identify the first location within the stack.

15. |
11. A computer-implemented method as recited in one of claims 8-10 wherein
storing the contents of the object header field and storing the reference indicator occur

substantially simultaneously.

20 12. A computer system including a memory which includes a plurality of threads,
each of the plurality of threads having an associated stack, the computer system
comprising:

a processor coupled to the memory; and
an object including an object header field; and

25 - afirst mechanism arranged to store contents of the object header field into a first
location within a first stack associated with a first thread selected from the plurality of
threads; and

| a second mechanism arranged to store a reference indicator into the object

header field, wherein the reference indicator is arranged to identify the first stack.

R D RO




made to study the object, then in step 956, the value read fromthe object
header field is resolved into a thread. In general, when an object

i s busy, the object header field of the 10 obj ect contains a senti nel

val ue which identifies a thread which is currently studying the

obj ect. Hence, resolving the value read fromthe object header field, which
has been determined to be a sentindB; into a thread invol ves

rinEﬂ@in entinel . 15

| ocating thgathr o Sted j:of.
Once the valqa'e rgggm? o%ﬁg%%t%ﬁgé%éruﬁneqed I's résolved into a thread,
the . t hr eagnlpakePsrnsieiotmdant hQtaﬁx?ﬁdfcﬁ@%ﬁé@ﬁ‘atéd‘fxﬁﬁﬁle'o%je%@ﬁu' red in

step 958 by the thread that Is attenpting to unlock the object.
Herein, for ilienosastherefeleadd inficatbfie stoftd @iptle bbjaét hesder field. attenpting to
unl ock the object will be referred to as the unlocking thread. In step 960,
a deternbnation is made regarding whether the priority associated with the
resol ved 20 thread is less than the priority of the unlocking thread. If
t he det erm ddti oA compitat system including a premory whiclhinehdesst pluralityt of thoeadsy esol ved
thread is either the same as or greater than the priority of the

unl ocki ng t leaeinef the phwality ef thraadsibavingain assosieted stack thei qomputes sysse| ved t hr ead
Is dropped in step 962. After the thread | ock is dropped, process flow

returns to $PEPLSINg: 946 in which a sentinel value associated with the
thread is once again svvapp“elﬁ with the 25 contents of the header field of
the object whi ch 4RIOFESAEoRlpdtothgmemory; and |f the determination

Ut R, TR AN M S e R M S
where o 1 @ HelferRahg hthdh bl AR Sty 6 i obfct SABRLA hlsViRGRS! o0 o
selected from the plurality of threads is arranged to obtain the header value and to place
a first reference indicator in the object header, the first reference indicator being
arranged to identify the stack associated with the first thread; and
15.. a second thread selected from the plurality of threads, the second thread being
arranged to obtain the reference indicator from the object header and to use the reference

indicator to determine that the object is not available to the second thread.

15. A computer system as recited in claim 14 wherein the object includes a status
20  indicator that is arranged to indicate that the first reference indicator is stored in the

object header,

16. A computer system as recited in claim 15 wherein the stack associated with the
first thread is arranged to store the header value in a first location, wherein the first

25  reference indicator is arranged to identify the first location.

17. A computer system as recited in claim 15 wherein the second thread is arranged
to place a second reference indicator in the object header, the second reference indicator

being arranged to identify the stack associated with the second thread, the computer
_—

g
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- 37- enbodi ment, the priority of the resolved thread is boosted to
the priority of the unl ocki ng thread. Al though any suitable nethod
may be used to boost the priority of the resolved thread, a call is
typically nade to an operating system associated with the threads to
i nvoke operating system nethods which are suitable for changing the
priority 5 of threads. After the priority of the
resolved thread is boosted, the boost counter in the new y boost ed
thread is incremented in step 966. The bod8t counter, or time stanp,

Phe. boost ety et BEERES diR8ihisd SaPIRFA-GH ol lly o pisacs il ' Lé;yals? f
roves. from SrREeD Lo nd oo el PRchBALABARE nEgbl M TIRGRY, T O

boost count gfaf GeiRgisiethgb@td nﬂﬁ‘ce%%ﬁi‘r@re?érexﬁ@ Axfic@fbr i ¥he 865 ctiaader, the third
associ ated wth the unl ocking thread. The queue of boosted threads nay be

consi der ed reference ih@ic&6r Beitktdriangéd teGAentify thé Sthck dRsdefutsdl Wivh thbehitdhfad] ng
thread to track threads that have been 15 boosted by the unl ocki ng
thread. $n one enbodinent, the queue is a list of substantially al |
t hreads whi ch have been boosted by the unl ocking thread.

Once the quéBe ofA dongsitergrighae petalutiifot askariaing an bbjeetdvithi 4 first theeadsthecki ng

thread is updated with the boosted thread and correspondi ng boost
count er, t hebjettrincluding ek objecthbader, 2 firstthroad bavinganaasbciatedatasls pBocated in he
unl ocking thread in step 970. Then, process flow returns to step 946

in which a 3&WmqIEpsspeipigd witharomputed sysenh therromprtes program productagai n
swapped with the contents of the header field of the object which is to be
unl ocked.  COMPpSIng: As previously nentioned, a thread with a boosted

iorit i.e., a boost
prioritye '-€- %omgl?tgr c?o%e that obtains contents of the object header; and

computer code that stores the contents of the object header at a first location
within the stack;

computer code that stores a reference indicator in the object header, the reference

 indicator being arranged to identify the stack;
15 computer code that determines when the contents of the object header do not

include a header value;

computer code that determines when the object is in the process of being studied
by a second thread when the contents of the object header do not include the header
value; and

20 a computer readable medium that stores the computer codes.

19. A computer program product according to claim 18 wherein the computer

readable medium is a data signal embodied in a carrier wave,

25 20. A computer program product according to either claim 18 or claim 19 further

including computer code that updates a status indicator associated with the object to

indicate that the reference indicator s stored in the object header.
(T
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25 thread, may have its priority unboosted, or otherwi se returned, to its

assigned priority. Al t hough a boosted thread nay unboost itself, in
one enbodi ment, the thread which boosted the boosted thread is used
to unboost the boosted thread. Wth reference to Figure 11, a
process of unboosting boosted threads using a thread which boosted the
priority of the boosted thread will be described in accordance with an
enbodi nent of -50-

- 38- the present invention. In other words, one enbodi nent of step

608 of Fi guRd. 6a Aninethoddor controllingleperatiopeon an object in a computer opexating uriden| ar
thread may call an operating systemto unboost any boosted threads 5

whi ch that genrtrolefipnobiepirkased progmm, saidiebjeqs hnvipgip headep said methede f or
boosting. In step 980, a thread determ nes whether it has previously
boost ed anoCABPTSIRE theptePsOkt is, a t hread . determines whether it is
responsi bl e for unbposting the priority of another t[t};ead that .it

may have boost ed 153‘1“? ¢ PRiectin 2 IePQEY AEBORA PO of the MmN JEBIARY be used

to 5 diterm' ne.a'#}‘d Uéﬁtﬁle 'b]s @ﬁ%{u ead to be unboosted, one nethod

i nvol ves? sedPE&iAYPH o P ™ ueue of boosted threads that is
associated with . gg{r i . i . "+ 0r the
"current thread, tp@a\?\ﬁf@fr W &ﬁ%@@%@%{%&g%o%mgwpggggﬁgﬁw tthelc')s
determ ned i\ . i onﬁc‘i}%ﬁh 4 hread which is to be
unboost ed, toﬁg%fﬁ‘a%d@ﬁﬁ:ﬂ e pétgl%é(gfstﬁ%?&gn 0 sttl'eﬁta oosted threads is

conpl eted. 15  anempting @lab&s8 e obfettbsinga sbdond thrélfdl &1dM ned in step 980 that
there is a boosted tﬁr ead t hat nBy need to be unboosted, then

i nformation pert ak Ragt3erhforarity§uephdingabcekStolie dbfect by the second thread in

10  response to the presence of the predetermined pattern in the memory region associated

with the object header.

22. A method as recited in claim 21 further including a step of moving the object
header to a second memory location.

15 '
23. A method as recited in either claim 21 or 22 further including a step of moving

the object header to a stack associated with the first thread.

24. A method as recited in one of claims 21-23 further including a step of swapping
20  the object header with an address in a stack associated with the first thread.

25. A method as recited in one of claims 21-24 wherein the predetermined pattern

includes at least one bit uniqguely identifying the pattern as not that of an object header.

-
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unboosted is obtained in step 982. In one enbodi nent, the next boosted
thread and an associ at ed boost counter are renoved fromthe queue of
boosted threads that is associated with the unboosting thread. The
boost counter obtained fromthe queue of 20 boosted threads is typically
arranged to indicate when the unboosting thread boosted the obt ai ned
boost ed t hread. The thread lock that is associated with the
obt ai ned boosted thread is acquired in, step 984. By acquiring the
thread | ock associated with the obtained Rgosted thread, the 25 obt ai ned
boosted thread is tenporarily prevented fromhaving its priority changed by
any other thread. In step 986, the boost counter fromthe obtai ned boosted

thread is MemHOD ANeAdrPARASUD GOR ITHREA beRcHROMAATRGN aRtGHIResLHASAS eerivar ead

is typically arranged to i dentify when the obtal ned boosted thread
was | ast boosted and, therefore, may be considered to be a
representation of a tine stanp. It shoupgTRacappreci ated that when

- 39- the assigned priority of a thread is greater than or equal to
the boosted priority, then the boost counter of the thread is

i ncrement ed. After the boost counter fromthe obtained
boosted t hread i Metlesld andappangras whiclnenable threads tb ek land st undeokrubgectsr ead from
t he obt ai ned boosted thread and the boost counter obt ai ned fromthe

queue of bodisclesed: Hxasaniing to omadspechofdbegpre@asinvaioh, amethop foriassociating
made to deternm ne whether the obtained boosted thread was |ast boosted by
t he 5 empljedtiwite first burad inpludey obtaigingites contentstof dhecbbjest kgsdgdpld of a
determ natiqon of whether the_ . .
the object. The contents obtained from the object header field are then stored into a first
location within a stack which is associated with the first thread. A reference indicator,
which identifies the stack in which the contents obtained from the object header field are
stored, is then stored in the object header field. In one embodiment, the method further
10  includes updating a status indicator associated with the object to essentially show that

the reference indicator is stored in the object header field.

This Sheet Has Been Replaced
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boost counter read fromthe obtai ned boosted thread and the boost counter

obtained 10 fromthe queue of boosted threads are equal. In other words,
a determnation is nmade regar di ng whet her the unboosting thread is
recorded as the last thread to boost the obt ai ned boosted thread.

If it is determned in step 990 that thahagost counters are equal, then
process 15 flow proceeds to step 992 e the obtained boosted thread is
unboosted to the assi gned of the boosted thread. Unboosting
t he boosted thread al so general i nvol ves decrenenting, or

ot herwi se updating, the boost cour associated with the thread. It
shoul d be appreciated that the a55|q-ed priority is not necessarily the
priority whi ch was ITHEATE BE e1obt ai ned boosted thread at
the tinme the obtained boost gext ed by the unboosting

obt ai ned boosted thread
S & obt ai ned boost ed
BA may of exanple, if a first thread with
¥'s, bo dtoawpriority of "6" by a
q%kf priority of "4" by y?ﬁ
r ead

thread. The operating syst¢
is associ ated may assi gn alagw
thread at substantially any tine.
an original priority of "2"
second thread, and is then assi gns

operating system when the secopf]
the first thread i s unboosted y ) C t 4i ned
boost ed thread i s unboost Fow—Fettrns to
step 980 where a determ nation f Wwhet her t he
unboosting thread has previously boygted anot her thread whi ch may
need to be unboost ed. N
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If the determnation in step 990 is that the boost counters are not equal,
then the indication is that another thread has nore recently boosted
t he obt ai ned boosted thread t han the unboosting thread. As such, the
obt ai ned boosted thread is not unboosted by t he unboosting thread,
and process flow returns to step 980 mhg&ﬁ t he unboosti ng 5 t hread
determ nes whether it has previously bo g p@hot her thread.
Figure 12 illustrates a typical, generaLx’Urpose conput er systen1SU|tabIe
for i npl enenting the|present] i nvention. The conputer syste
i ncl udes any nunber pf procgssors 1032 (also referred to central
processing units, or CPys) that arg 10 coupl ed nmenory |ces
including primary storage dé¢vices 1034 (typlcallysggkéad //'9?4 nﬁté1

par access

menory, or ROV and prinmry|storagqg devices 1036 (typi
menory, or RAM. f Comput er syst em 10BO—b=—rbHe
specifically, CPUs_103 2%ray be arfanged to 15 support a virjtual machine,
as wll be appreC|%@4 by t 0Se lled in the art. {ne exanpl e of a
virtual machine that is supported qn conputer system 1030 wi |} be

descri bed below with refere o i gmeKl3. As is wett—kmowr—in the art,
ROM acts to transfer{data andgypptructions uni-directionally to the
CPUs 1032, while RAMis use 4TprcaIIy to transfer data and
instructions in a bidirectypnal magner. ~GP6s 1032 may 20 generally

i ncl ude any nunber of pB@8essors. Both primary storage devi ces 1034, 1036
may i nclude any suitabl e conputer-readabl dla A secondary storage

medi um 1038, which is typically a,ﬁ%ﬁﬁl y device, is also
coupled bi-directionally to CPUs 1032 and prOV|des addi ti onal data
storage capacity. The nmass nenory device 1038 is a conput er - readabl e
medi um t hat nay be used to $tore progr§3$/f $22 udi ng conputer 25 code,
data, and the |ike. Tégécally, Mas 9 device 1038 is a stor&geﬁﬁihium
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such as a hard disk or a tape which generally slower than primry storage
devi ces 1034, 1036. Mass nenory storage device 938 nmay take the form
of a magnetic or paper tape reader or sone ot her well-known devi ce.
It will be appreciated that the information retained within the mass
menory devi ce 1038, may, in appropriate cases, be

-41- i ncorporated in standard fashion as part of RAM 1036 as virtual
menory. A specific primary storage device 1034 such as a CD- ROM nay
al so pass data uni-directionally to the CPUs 1032. 5

CPUs 1032 are al so coupled to one or nnr%”ﬁnput/output devi ces 1040 t hat
may i nclude, but are not limted to, devices such as video nonitors,
track balls, mce, [ m crophones, touch-sensitive displays,
transducer card readers paper tape readers, tablets,
styl uses, voice or handw i pgWggEcogni zers, or other well- known

i nput devi ces such as, ¥ o¥her conputers. Finally, CPUs 1032 10
optionally may be coupl ed aput er or tel ecomruni cati ons networKk,

e.g., an internet netwyrk or an intranet network, using a network
connection as shown generally at 1012. Wth such a network
connection, it is centenptateuthat—the 21032 ni ght receive
information from t h¢ READVQONTENTS OFt put put information to the network in
t he course of oeE®T MEXDERSGIEPPYS- descri bed nefhod steps. Such

i nformation, which iks__15 often represented as a seqpence of instructions

to be executed using CPUs 1032,

may be received I(,rom and out putted
to the network, for exanple,

n the formof a conputer
404 410
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data signal enbodied in a carrier wave. The above-descri bed devi ces and

materials wll be famliar to those of skill in the conputer

har dwar e and software arts. 20 As previously mentioned, a
virtual machi ne may execute on conputer system 1030. Figure 13 is a
di agrammatic representation of a virtual machine which is supported

by conmputer system 1030 of Figure 12, and is suitable for inplenenting the
present invention. Wen a conputer program e.g., a conputer program

witten in the Javal err] progrannln% | anguage, i s executed, source
code 1110 is provided to a conpiler 120 within conpile-tine

envi ronnent 1105. Conpiler 1120 transl ates source code 1110 into
byt ecodes 1130. In general e code 1110 is translated into bytecodes
1130 at the tinme source code 1110 created by a software devel oper.

-42- Byt eqodedNLIQGKmay general Iy be reproduced downl oaded,
or ot herw se di s¢ri @BHECThr gugh a network, e.g., network 1012 of
Figure 12, or stored on a devi ce such as primary storage
1034 of Figure 12. In the desgribed enbodi nent, byt ecodes 1130 are

pl at f orm i ndependent. That is, bytecodes 1130 nmay be executed on 5
substantially any cq 2 : appning on a suitable virtual
machi ne 1140. Tgwﬁgggﬁes/fiso are provided to a runtine
environment 135 wh §;ﬁg§£ R D/lrtual machi ne 1140. Runtine
environment 1135 ma % Jﬂgku ed using a processor or
processors such as Us 1032 ¢f Figure 12. Virtual nachine 1140 10

i ncludes a conpiler 1142, an wnterpreter 1144, and a runtine system 1146.

Byt ecodes _~432
RETURN HEADER
»  VALUE TO OBJECT
HEADER FIELD
h 4
REMOVE INDICATOR
VALUE FROM STACK

(oS

Figure 4b



1130 may be provided either to conpiler 1142 or interpreter 1144.

When byt ecodes 1130 are provided to conpiler 1142, nethods contained in
byt ecodes 1130 are conpiled into machine instructions. In one enbodi nent,
conpiler 15 1142 is ajust-in-time conpiler which delays the conpil ation

of nmethods contained in byt ecodes5/21330 until the nethods are about
to be executed. When bytecodes 1130 are 510 Pprovided to interpreter
1144, bytecodes 1130 are redd into lintepgreter 1144 one byt ecode at

atinme. Interpreter 1144 thgn perfqgrns the operation defined by each
byt ecode as each bytecode iq read ijnto interpreter 1 5?@5 is,
%ﬁﬁaﬁl be #gg?ated

interpreter 1144 20 "Antgrprets”| bytecodes 1154 .aS

by those skilled in the art.] In general , inter,:Afer 14 égﬁﬁﬁsses
byt ecodes 1130 and perfotns [operatijons associ at ed (::Eytd~1byfp S
1130 substantially continuodysly.- When fa—Trethod—] s i nvoked by
anot her nethod, or is Lﬂﬁ%ked fromjuntinme 25 envijronment 1f35, if the
method is interpreted,Z/runtifife systjem 1146 may obtainj the met hod
fromruntime enviroﬁﬁght 1135 in the formof a sequence of bytecodes 1130,

whi ch may be directly executied by ilnterpreter 1144. |17 —on the other hand,
t he nmet hod whi ch is ijnvoked |is a conpil ed net hod which has not been
conpiled, runtinme system ' 1116 al so obtains the nmethod fromruntine
environnment 1135 in the form of a slequence

- 43- of bytecodes 1130, then nmay go on to activate conpiler 1142.
Conpi l er 1142 then gener ates nachi instrz&tions from byt ecodes
1130, and the resulting machi ne- % ure >5a
/510
520
STACK 506a 502
T\\ H E \ >/506b
<::)\\\ 524 522 ;ﬂ? oloy .
foo
~ 508
512
Figure 5b
/510
N 45231 504 530 506a x/,502
T 524 PN i
(D508 STNL [1]o}—206
" foo 2
P 520
512

Figure 5c



| anguage instructions may be executed directly by CPUs 1032. In general,

t he machi ne- | anguage i nstructions are di scarded when virtual nachine
1140 term nates. 5 Al t hough only a few enbodi nents of the
present invention have been described, it should be understood that
the present invention may be enbodied in many ot her specific forns

W t hout departing fromthe.spirit or the scope of the present
i nvention. By way of exanple, steps involved with |ocking an object and
unl ocking an 10 obj ect may be reordera&gdls Steps may al so be renoved or

added wi thout departing from the spirit or the scope of the preéfnt
i nventi on. Wil e the process of unboosting a boosted
t hread has been descri bed as being initiated by a thread which
boosted the boosted thread, in one enbodinent, the boosted 15 threa y

unboost itself. In other words, a boosted thread nay at |east initiat he
process of unboosting itself to its assigned priority. Alternatively,}

boost ed t hreads nay be unboosted by their associ ated boosting
t hreads, while other boosted t hreads may unboost thensel ves. 20
Al t hough t he net hodg—of—tockimg—anmd—untockig—Objects T n_accordance with
t he present f{nvention areggarticugyrly sui tabl e fﬁy i npl e talion
with respect to a Java[err] «o basedd@nvironnent, th® nethods ®ay
general ly be applieg in any suitat{ Abgsede ¢y ohmen{Z | h
particul ar, the nethods are suitab %01 p tf)rmigzg1den19
, . = =
obj ect - based enviropnents. It shou dgead that t El hod$<gma
also be 25 inplemgnted in sone d St -ofi entgﬂ%sc;tem;g
Status indicators hfve been descri ig,‘n quy\hi ch irdgqgfy \ﬁe,gu er
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object is |ocked, unlocked, or busy. Al though the nunber of bits associated

wth a status indicator has been described as being either a single
bit or two bits, the nunber of

-44- bits associated with a status indicator nay generally be

wi dely varied. In addition, it should be appreciated that the status
of an object nmay be identified using mecHaAi sns ot her tyhan~a st at us
i ndi cator. By way of e% | e, thgobi ect may include a poi nt&"g to a

list which identifies @ ﬁat sgff | ' ile the
present invention has bg{gn es 'ri\gedl—as

system whi ch has an assopnghed| vi 8@ pCe¢i at ed

that the pr esent went
sui t abl e obj ect-oriented|d @

of | ocking an ur i '
I nvention ma ralN y

on

14
obj ect-ori ent e® gyste WEE}%[@ & ! ppe of
t he py efled i nyenjacoR. LW o be
considered as i ti%é(tgd% ﬁhg_: 5 and theji Bvéntion is
not to be |imYed & t&e S n may hdi fi ed
wi thin the scape Of tk@appended clains @l ong wg h|their full 15
equi val ents. © % %
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-45-

obj ect

I N THE CLAI MS:
obt ai ni ng a header val ue of an object
i ncl udi ng an obj ect header,

1. A conmputer-inpl emented net hod for
using a first thread, the
the first thread having an

associ at ed execution stack and having a first thread execution priority,

t he net hod 5

conpri si ng:
obj ect header with a senti nel

a)
which i d8htafies

repl aci ng contents of the
t he stack;

b) det erm ni ng whet her the content; bnclude a header val ue of the

obj ect ; and 10 10when it is determined that the
contents do not include the h ader val ue of t he object, determ ning
when the object is in ess_of being studiedEEh as

t hr ead. 2.4 WABRRIE T Z34m e g:d ZAgt-kod \ii r ted inclaim1
wher ei n when ii '3’2&5 dgter m e o L%ﬁ ot in the process
of being studiéd by th Q8 & hr ead, hEWR: rejolrt728r i ncl udes:
addi ng the flﬁ@Q t ad to a i sAB34hssociated Wih the sfack, the list being
arranged |nchate that the first thrpad is aw@iting access to the
obj ect; and 702 refurning the contepts to th¢ object header. 20
3. A conmputer-inpl epented jrethod as recitedlin any one of the preceding
cl ai s

802
[

Figure 7
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Pry 2 Prty 4 Prty 7
/810 ‘/808
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812
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804 ~ 806\
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820~ \ x
812
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further including: receiving a notification for the first
thread to access the object; and repeating steps a)-c). 25
4, A conputer-inplenmented nmethod as recited in any one of the preceding
cl ai s wherein when it is determined that the object is in the
process of being studied by the second thread, the nethod further

i ncl udes: resol ving the c?ntents to identify the second
t hr ead; 9755 - 46-

;o 02 .. . .

determ ni ng mhetﬁer\a second ?ﬂ?é&d execﬁRQﬁm priority associated with the
second thread is |esg Hﬂg1 the fi st tlhr ead exquiion priority. 5.
A conput er-i npl enent gd fhod as fe %ted in dlaim4 wherein when it is 5

determ ned that the s pdl thr eadmyedut | Aphe7ity is less than the first
t hr ead executipﬁpgf(éHny the nﬁ?% fﬁ?t1er i ncl udes:

boosting the second t 3¢ execut i oY to {he first thread execution
priority - cr enent Hag r—associ ated with the second
thread to indicate that the 10 second fhread execution priority has been
boost ed; addi ng the ggg¢nd thr and the counter to a queue
of boosted threads, the 830xqpeue\q bosst ed t hr eads bei ng associ at ed

with the first thread; and A <:::> 10/-3ggeating steps a)-c).
812
Figure 8c
802\! 804\‘ 806\‘
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15. 6. A conputer-inplenmented nmethod as recited in any one of the
precedi ng cl ai ns wherein when it is determned that the contents

i nclude the header value, the nethod further includes:

storing the contents on the stack in a particular |ocation; and

storing a pointer in the object header,lmﬁgrein the pointer is arranged to
identify 20 the particular |ocation. 7 A conput er - i-npl enent ed
met hod as recited in claim6 further eH-00 unboosting a second

t hread execution priority of the secqg wherein the second

thread execution priority was boost ed\t@BUBRETLVr st thread execution
priority. 25 8. A conputer-inplfenented nethod for associating an
object with a first thread, t he objject including an object header

field, the first thread havi ng an—associat®ed stack t he met hod
conpri sing: obt ai i ndOBOANMALUGINt hg ohkjest header fiel d;
-47- storing the cnt STACKHEADRERD]j eqt™ er field at a
first location within the stack; LOCATFIDN storing a

reference indicator in the object header ffield, the reference indicator
being arranged to identify the stack.

904

VALUE
STORED IN
STACK HEADER
LOCATION

ZERO
?

- 906
SWAP SENTINEL [/
VALUE WITH HEADER [¢

l

IS
VALUE
FROM
HEADER A
SENTINEL?

908

STORE VALUE FROM
STACK HEADER - 910
LOCATION INTO
HEADER

(one>

Figure 9




5 9.
i ncl udi ng:
object to indicate that the

A conput er-i npl enent ed

i ncl ude a header val ue,
10 the status indicator to indicate
first thread. 10.
either claim8 or claim9 wherein
forwar di-ng pointer,
identify the first
conput er -i npl enent ed net hod as
storing the contents of the obj
i ndi cat or occur
conputer systemincluding a nenory wh

method as recited in claim$8 further

updating a status indicator associated wth the
reference indicator
obj ect header field, wherein the contents of the object

is stored in the
header field

and updating the status indicator includes updating

that the object is accessible to the

A conputer-inplenmented nmethod as recited in

117ie reference indicator is a

t he forwarding p0|nter bei ng arranged to
| ocation within the stack.

f oot o .
hoia)
subst ant i EGT, | t aneously.

15. 11. A

ne of clainms 8-10 wherein

ield and storing the reference
20 12. A

ch includes a plurality of threads,

each of the plurality of threads havi

ng an associ ated stack, the conputer

Lo nyr f\f"

system conpri si ng:
and an obj ecf
a first nmechani sm arranged 1
into a first | ocati o

i rfasmmyAbHEdBa eq
0 SSPAGKHEARRBERs of
N Wi tDCATHEONII r st st dck associated with a first

gessor coupled to the nmenory;
er field; and 25
T he obj ect header field

—t

thread selected fromthe plurality of
second mechani sm arranged to store a
header field, wherein the reference

first stack.

IS
VALUE
STORED IN
STACK HEADER
LOCATION

ZERO
?

t hreads; and
ef erence indicator into the object
dicator is arranged to identify the

944

a

SWAP SENTINEL
VALUE WITH HEADER

946

?

IS
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BUSY

LOCATION
HEADER

STORE VALUE FROM
STACK HEADER

950
wo [

Figure 10a



-48-
I ncl udi ng:

associated with the object to

13.

A conputer systemas recited in claim12 further

an updater arranged to update a status indicator

i ndicate that the reference indicator

is stored in the object header field. 5 14. A conputer system
i ncluding a menory which includes a plurality of threads, each of
the plurality of threads having an assocjgygd stack, the co ter system
conpri si ng: © ocessor coupled to the nenor®, and 10
an object including t he obj ect header being[arrgnged to
contain a hea cludes infofwation rel ayi to the
obj ect, wherein a fir t.he pIuraIiE? of
threads is arranged t afafirst
reference indicator i | mlijcat or
bei ng arranged efﬁi rst
thread; ang- 3d. | @Edlity of
t hr eads, eksocong, t eftdference
i ndi cat or{ f rgriPt he bbj 3 a |i ndi cat or
t o det er mi nautthag the ail abl e % r €d.
15. A CONJRLEBrEOsy st claim 14 erein the objle I ncl udes
a status 20 i '%ﬁt ged to indi date that thdafjirlst
reference ndi S stjored in the <« olxpect} header.
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16. A conputer systemas recited in claim15 wherein the stack associ at ed
with the first thread is arranged to store the header value in a
first location, wherein the first 25 reference indicator is arranged to
identify the first |ocation. 17. A conmputer systemas recited in
claim 15 wherein the second thread is arranged to place a second
reference indicator in the object header, the second reference indicator
being arranged to identify the stack addé¥i ated with the second thread, the
conput er

system further including a thi

- - 49-
i i i £ JUNBOOST el ected fromthe plurality of
i @@8i QdTHREADS3/ n t he second reference indicator
fromthe object header, the thirdgtpredad further being arranged to

t hr eads whi arrang
place a third reference indicator iph the object header, the third
reference indicator being arranged %o identify the stack associated with

the third thread. 5 18.

associating an object with a firg
obj ect header, the.first thread
a nmenory associated with a cg
conprising: 10 OHIK

header; and
obj ect header at fja first |ocat

n@8@er program product for
' , the -obj ect including an
g mn associated stack allocated in
j he conpute progr am product

of t he obj ect
he—conNtents of the

{REMOVE/OBTAIN
NEXT BOOSTED.
THREAD AND SAVED |~ 982
BOOST COUNTER
FROM "MY* QUEUE

OF BOOSTED THREADS

Y

[ACQUIRE THREAD LOCK .
- 984 Figure11

FOR OBTAINED
BOOSTED THREAD

‘ _
READ BOOST COUNTER| _ g5
FROM OBTAINED -

BOOSTED THREAD

h 4

COMPARE BOOST |~ 988
COUNTERS

990

BOOST UNBOOST OBTAINED
COUNTERS BOOSTED THREAD
EQUAL? O ASSIGNED PRIORITY




wi thin the stack; conputer code that stores a reference

i ndicator in the object header, the reference i ndi cat or bei ng
arranged to identify the stack; 15 conput er code that determ nes
when the contents of the object header do not i ncl ude a header

val ue; conput er code that determ nes when the object is in

t he process of being studied by a second thread when the contents of
t he obj ect header do not include the header val ue; and 20 a
conput er readable nmediumthat stores the conputer codes. 19. A

conput er program product according to cllgi/fg 18 wherein the conputer
readable nmediumis a data signal enbodied In a carrier wave. 25 20. A
conput er program product according to either claim 18 or claim19 further

i ncl udi ng conputer code that updates a status indicator associated with the

object to indicate that the reference indicator is stored in the
obj ect header 030
- 50- 1 nmet hod for controlling operations on an object in a
conput er operating der control of an object-based program said
obj ect having a header, said nmethod conprising the steps of:
/ 1040
YO
-/ 1032
—p Primary
Storage
Seconda
Storage. |+ |  NPROCESSORS 1036
~— ROM

1 1012

Network

Figure 12



establishing the object in a menory region, a portion of the nenory region
5 bei ng associated with the object header; pl aci ng a
predeterm ned pattern into the nenory regi on associated with the

obj ect header using a first thread, thereby |ocking the object;

attenpting to access the object using a second thread; and

at least tenporarlity suspendi ng accesgs i@ t he object by the second thread
in 10 response to the presence of the predeterm ned pattern in the nenory

region associated ----- W-th-t-he obj ect ~header~-~--~-~-- 22. A nmet hod as
recited in claim2L further including a step of noving the object
header to a second jrenory 107 : A methdd as recited in
either claim?21 or 22 furtk hoVi ng t t he obj ect
header to a stack aksoci af &l wi o 124, A net hod
as recited in one of claifs ing ajstepfof swapping 20
t he object header wWth an at @dkOwi ttH- t he first
t hr ead. 25‘i A of ¢l & 121- 24 wherein
the predeterm ned pattern oRe "4?3%1 ni quel y
i dentifying the paty x pader & ]
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METHOD AND APPARATUS FOR THREAD SYNCHRONIZATION IN OBJECT-BASED SYSTEMS

ABSTRACT

Methods and apparatus which enable threads to lock and to unlock objects
disclosed. According to one aspect of the present invention, a method for associating
5 anobjectwitha ﬁrst thread includes obtaining the contents of the object header field of

() the object. The contents obtained from the object header field are then stored into a first

location within a stack which is associated with the first thread. A reference indicator,

which identifies the stack in which the contents obtained from the object header field are

stored, is then stored in the object header field. In one embodiment, the method further

10  includes updating a status indicator associated with the object to essentially show that

the reference indicator is stored in the object header field.

(Figure 4a)
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