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Obtain a plurality of data packets within a 

predetermined time period

Obtain the historical distribution of historical data 

having the same data structure

 Compare the currently obtained plurality of data 

packets with the historical distribution，to obtain a 

comparison result
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determine whether data anomaly exists according to 

the comparison result
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Substitute a plurality of data packets into the historical distribution, 

thereby obtaining a corresponding distribution state parameter of 

each of the plurality of data packets in the historical distribution, to 

obtain a plurality of distribution state parameters

 Compare the plurality of distribution state parameters with a 

predetermined threshold related to the distribution state to 

determine a number of data packets having a distribution state 

parameter exceeding the threshold

Determine whether data anomaly exists according to the 

number of data packets having a distribution state parameter 

exceeding the threshold
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Determine the data distribution states of the currently 

obtained plurality of data packets as the current 

distribution

Determine the distribution center of the current 

distribution

Obtain the distribution center of the historical 

distribution

41

42

43

Determine an offset between the distribution center of 

the current distribution and the distribution center of 

the historical distribution
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 Whether the offset exceeds a 

predetermined offset threshold

Determine data anomaly exists
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FIG. 5 

Determine data distribution states of the currently 

obtained plurality of data packets as the current 

distribution

Determine a distribution state parameter of a 

randomly selected data packet in the current 

distribution, denoted as a first parameter

Determine a distribution state parameter of the 

randomly selected data packet in the historical 

distribution, denoted as a second parameter

61

62

63

 Determine a difference value between the first 

parameter and the second parameter
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Whether the difference value exceeds a 

predetermined difference threshold

Determine that data anomaly exists
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