WD 2004/ 030314 PCT/JP2003/ 011561 1 DESCRI PTI ON SERVER, DEVI CE, AND
COVMUNI CATI ON SYSTEM CONNECTED TO THE | NTERNET 5 Technical Field The
present iwoentd/@n3nel ates to a conmuni cation system enmplcayPog3anssP
protocol, and nore particularly to a comunication system capable of
starting comunication to a device in a liocal area network by way of 10 a
router at a specified timng froma device on the Internet. Background Art
Recently, whether in office or at honme, a |ocal area network (LAN) and the
Internet are generally connected by way of a router having a network 15
address translation function (NAT) pgesegiip@idgnaddress port translation
function (NAPT). To conmuni cate between devices connected to the Internet,
gl obal | P addresses assigned uniquely around the world are enpl oyed. On the
ot her hand, owing to _the rapid increase in the nunber of devices connected

to 20 the Internet, SEKVEBHREVIGEAMNRLESMMUNMEAIIONSYRTEN Y t age.
Accordingly, in the LAN of ﬁgmﬁ%éﬁng@ﬁ@ﬁl d not connected to
to'u priva

the Internet directly, it is € | P addresses which are
uni quesonly within a LAN specified by RFC1918. Private | P addresses are
not unique on the Internet, and thus a device having a private | P address
cannot commiiachreical kieldh a 25 device connected to the Internet in this

state. This problemis, solved by the, NAT o PT function, which can
oresent mutual conver SNenPIERR GRENIPNgIeRlas (PP SdRoBELEicalRn gvelERe | P

addr esses sgytiglind b (1Y 6RBE NS biclBRy B Bl Ricafoh Sagmear

communi cate via’t mechani sm o unction I's explal ned

bel ow by r etapaibie®f startid§ compaunitatiorato @ degieq e adocali srgaaptvorkibgwagdf A
LAN 711 is connected to the WO 2004/030314 PCT/JP2003/ 011561
10 a router at a specified timing from a device on the Internet.

Background Art

Recently, whether in office or at home, a local area network (LAN)

and the Internet are generally connected by way of a router having a network
15 address translation function (NAT) or network address port translation function
(NAPT).

To communicate between devices connected to the Internet,
global IP addresses assigned uniquely around the world are employed. On the
other hand, owing to the rapid increase in the number of devices connected to

20 the Internet, the global IP addresses tend to be in shortage. Accordingly, in the
LAN of an organization or household not connected to the Internet directly, it is
general to use private IP addresses which are unique only within a LAN
specified by RFC1918. Private IP addresses are not unique on the Internet,
and thus a device having a private IP address cannot communicate with a

25 device connected to the Internet in this state. This problem is solved by the
NAT or NAPT function, which can present mutual conversion functions of global
IP addresses and private IP addresses so that the devices assigned with the
private IP addresses can communicate via the Internet.

The mechanism of NAT function is explained below by referring to

30 a communication sequence diagram in Fig. 8A. A LAN 711 is connected to the



2 Internet 712 by way of a router 703. A device 701 is connected to the LAN
711, and a server 702 is connected to the Internet 712. An | P address of

t he devi cw0 26@03054a private | P address "192. 168. 1. 2" amdTam2doBonder ess of
the server 702 is supposed to be a global IP address "4.17.168.6." An
Internet side address of 5 the router 703 is a global IP address "202.
224.159.142." For the sake of explanation, there is only one Internet side
address of the router 703. In this network configuration, to start

conmuni cation with the server 702, the device 701 first sends an | P packet

704 to the Ihfé\'ntéﬁ'}ﬂl E? F%%{(%’if‘é s%lgensﬁ@_@.i hYddvis Aepld EstriciedPio thean®i7agi on

and reception, e 10 i ncludes fields for holding source IP

addr ess ( SAnd dessirverat0is ddhnedtbdemstheDA)ernetsoLit. cAndBraddresy of teddevice
destination port (DP), and a payl oad for car[%j"n desired information. The
t

router 703 1&@@riv%f§thta®ra§% 191681 Hrand pdrEsaof fimserver dP3pal | P

address "4.17.168..6. " and f LG 4F GORV.El.$. 15 1P
packet 704 %Igoqo?sgﬂgp epreaﬁtgl&gélt Iﬁ;egﬁqﬁgg% ngtw(?)téﬁ%'s % lpngécrﬁgE Z%S&iqrﬁgg&f ng
route sonvefsl RIUtEOF03 A5 & jiGpdIAreddarss "222.2068159.242 ' n Faf theebgkedbf t he

| P packet 704 is replaced Wth the Internet side global |P address

"202. 224. 158xpldr4tiant, tharbéds polytane IMdnepsidetadsressef, thelfeutes ¥08r 703 stores a
set of SA "192.168.1.2" qof |P packet. 704. and DA "4.17.168.6" of | P packet
705 in NAT table 713 ReftdS PRIWORK| %'SPr&ﬂ'ﬁ’é‘: ﬂeué@ﬂ SOTMYNICAIR VY'h" ﬁ'ir')%. 8B.
As a result ensd : t I y/ ke hch
can be transs e?fzgﬁbglﬁét ﬁgv%%ﬁaoﬂngﬁt élgr???ﬁé(]ﬂ% F%%rgp?ﬁgqglt@ga?&ﬁﬁgm ess.

Accor di ngl yordeheo bpedifycthetdedlifaiion bf fasdraissin drd idveption ehddB peekeeT04 702,
and the packet response is processed (S710) in the server 702, and the IP

25 padRet 7@6|u§iesrf@b1$ofﬁ>§é\0k§n@ souraeell® addrelss (BONtdastingtion IR addeessadid)
exchanged. WS RECEITngheRE Rz et (P59, 3P Patval "o R SRaler
706 coi nci TR (e S of the I P address 705, and it is confirmed to be
the 30 response to thEheamkter 768metects thatdhe tdestinatidreof f@3IP packet @0drisi ng
route global IP address "4.17.168.6," and performs going route conversion 708 of the
15 IP packet 704 to transfer it to the Internet 712 as IP packet 705. In going route
conversion 708, private IP address "192.168.1.2" in SA field of the IP packet
704 is replaced with the Internet side global IP address "202.224.159.142" of
the router 703. At this time, the router 703 stores a set of SA "192.168.1.2" of
IP packet 704 and DA "4.17.168.6" of IP packet 705 in NAT table 713 held
20 inside of the router 703 as shown in Fig. 8B.

As a result of conversion 708, the IP packet 705 becomes a
packet which can be transferred on the Internet, including only the global IP
address. Accordingly, the IP packet 705 is transferred to the intended server
702, and the packet response is processed (S71‘0) in the server 702, and the IP

25 packet 706 of response is returned to the router 703. In the packet response
process (§710), the values of SA and DA of the packet are exchanged.

When receiving the IP packet 706, the router 703 compares it with
the NAT table 713. As a result of comparison, the DA of the IP packet 706
coincides with the SA of the IP address 705, and it is confirmed to be the

30 response to the packet sent out from the router 703, and returning route



WO 2004/ 030314 PCT/JP2003/011561 3 conversion 709 is conducted. In
returning route conversion 709, the router 703 replaces the global IP

addr ess "W0200428d31159. 142" in the DA field of the |IP paeckepZdsomwssh the

| P address "192.168.1.2" of the device 701 stored in the NAT table 713 on 5
the basis of the I P address "4.17.168.6"3in the SA field of the I P packet
706, and transfers it to the LAN 711 as | P packet 707. As a result, the IP
packet 707 is transmtted to the device 701, and is received in the device
701 as the response of the | P packet 704. The NAT table 713 is held

during com*r&m ! | di scarded when the conmunication is over.
End of commnlvcg%lél)rgzolgggg’g'l&a C[t%g judged by detection of the syn packet or

time out determined by etd@ingdolier combersionnd0gotheunduiet i703 replacete then t he
case of TCP packet. In case of the UDP

P packet, it is usuall ){( ' % ed by
{ine out. Tolobel Ebardiess 4203224 16R4HRE i DALBACtafdhe JPRATkedZ OB Withe LaN
and the device 701, 0on t, I roet. .15, Thus, : ' NAT
function, c%ﬁﬁﬁn?%%{?%nvg%égé\geg of t@g\ﬁecvé&ozo?ﬁé&ggl{ﬁ gﬁ%%AﬂZé\{/qlggﬂgﬁ he

| nt er ngt 'Sqw%g%éiseéf thEqPeIRiresd . 119 cBRP hamS BRGTeld BEHYAP. padkeprdel andiat a
pluralrty of devices on the LAN can communicate sinmultaneously wth the
devi ces on triesfery gtodtie LANS7 NABsrIBubamket f0gt Amcaaesillyribe IRi packet 704ny

gl obal 1P addresses as the number of devices, 20 to, co icaEe

si mul t aneousagsMisied tortae devigeiity. angds recsives ipHhae d&dlﬂe%eés heieshease

smaller. To | ve such blem the NAPT function is devel oped by
ext endi ng tﬂ"zt%rsdﬁc‘ﬁc%ﬁt gég't he NAT. The nechani sm of the NAPT function is

expl ai ned by referringns oNAThEaBRMTUAE O8t hell siainenanethagication,n dfidy.is 9A.
Expl anation of the same 25 operation as in the NAT in Fig. 8Ais omtted.
| n t haONAT, discardecheher® theldosmsunitation is Pveackad efscopmusication isuisuallyt he

Conver si on BUBSFDY-AGIECHAN o achin paket o iee e eBosl ufhg TSRl o

L0 oo P (BRTRERCAn ¥ Fihdd (P ui@LBes o o, Wt enselrige
UDP packet, it is usually judged by time out. Thus, communication is enabled
between the server 702 on the LAN and the device 701 on the Internet.

15 Thus, by the router having the NAT function, communication
between a device on the LAN and a device on the Internet is enabled. However
in the mechanism of the NAT, in order that a plurality of devices on the LAN can
communicate simultaneously with the devices on the Internet, the NAT router
must be assigned with as many global IP addresses as the number of devices

20 to communicate simultaneously, and the reducing effect of global addresses
becomes smaller. To solve such problem, the NAPT function is developed by
extending the function of the NAT.

The mechanism of the NAPT function is explained by referring to
the communication sequence diagram in Fig. 9A. Explanation of the same

25 operation as in the NAT in Fig. 8A is omitted. In the NAT, only the IP address of
the IP packet is converted, but in the NAPT, the port is converted at the same
time. That is, in going route conversion 808 in Fig. 9A, in addition to the same
converting process as in the NAT, a port number not used by a router 803 at the
present is selected (herein "100"), and it is replaced with the SP (herein "1") of

30 an IP packet 804, and is converted into an IP packet 805. At this time, the



30 an I P packet 804, and is converted into an | P packet 805. At this tineg,
the WO 2004/ 030314 PCT/JP2003/011561 4 router 803 stores a set of SP (1)
of | P pacwet208msoxnd repl aced port (100) of the router PEEAPROOIMNABEL t abl e
813 (see Fig. 9B) in the router 803, in addition to a set of SA
"192.168.1.2" of |IP packet 804 and DA "4.,17.168. 6" of |P packet 805. Wen
receiving the I P packet 806, the router 803 conpares the 5 content of the
recepti on packet and the table 813. As a result of conparison, if the DA
of the received IP packet 806 coincides with the SA of the |IP address 805,

305, then | e 208 FIEE SaLT S LN A IR ke D A Beoed PR CTOBMER”

the packet r@isr 8@din NAPT fable 818 (seruFigr 980 tHderotiter 803 im bdgitibAWd & set
conversion 809 10 is conducted. In returning route conversion 809, in

addi ti on toOf A 352186 bA" of IP packali&P4 anskDAA1ENT6%E" ohle prcket8P8i n " 100")
f the IP ket 806 | | d Lt h in "1." f th dIP

packer 804 and i colert Birdg b 1B ddelEpbofie tiuer sph impares he®

communiscat i 88nfcht BN r‘é@e?ﬁ%ﬂ\lgéﬂkét%dj@\‘éi 128165813 Ons d Ass AN Shdosdnt e

server 802 on the Interne According to the NAPT 15 function, when a
plurality ofhelBA okthecraoriveidckit pasketiBOGaoeincisky Wittotha BA ofAfe K dddress

i cat i from the deyice 801 be distinguished by th t
unbor s of PHS. p e DPuaitien I Brekat s RONTGEB A e CPLCiey IFoAKIges bal

| P address . Qﬂﬁén' |.oNn 0 | ly by
the sane nge ’ewéglfﬁ?%tg%bg&ﬁ%d éqj € ';eo%%i\)ee(ra. aa%qné@]&sﬁﬁaiésgb%gggﬁﬁé to
the NAT or péaEdettsoshsEntt @y froirt tHeSroRmeryB03. OHeABE esturting foliteeei<ién BOYt he
LAN having a private | P address to the server on the Internet. On the

ot her 1Rand, is eonducirst. bnEstulning oentectonveesiory 808 oim addition év theeoperating of
TSt R, 985 b B IS o S Do Bt P b AP el
conte 12 GRS 7y BV P PR Snd R Ao AL
private | P pdcket807. afvsl aaepalt kedmoanivattiohds eaablcddbdtiveepnrthe ale®idePB@ARESS
fromthe device on the Internet. To solve this problem a function called
static NAT Bre bOMN:8tbaRdrtheigrver 802 on the Internet 512. According to the NAPT
15 function, when a plurality of devices communicate simultaneously from the LAN
side, communications from the device 801 can be distinguished by the port
numbers of the router, and therefore even though there is only one global IP
address of the router 803, communications can be done simultaneously by the
same number of the ports of the router.
20 In this way, according to the NAT or NAPT technology, it is easy
to connect from the device in the LAN having a private IP address to the server
on the Internet. On the other hand, it is not easy to connect freely from the
device on the Internet whenever desired to the device in the LAN having a
private IP address, and hence it was difficult to realize such a function as to
25 control by connecting to electric home appliances at home from a cellular phone
via the Internet. This is because the device in the LAN has a private IP address
and a packet cannot be sent to the private IP address from the device on the
Internet. To solve this problem, a function called static NAT or port forwarding
is propbsed.

30 In the static NAT function, the user has to set a static NAT table in



I's proposed. 30 In the static NAT function, the user has to set a static
NAT table in WD 2004/ 030314 PCT/JP2003/011561 5 the router in advance. The
entry of wbeost@vii@ NAT tabl e consists of |IP address amdTperdsofiséhe
device in the LAN desired to be connected, and an arbitrary vacant port of
the router. Wien desiring to connect to device in the LAN from the
Internet, the user designates a set of global |IP address of the router and
a 5 port preset in the static NAT table fromthe user's termnal to
transmts a packet. The router conpares the content of the packet received

from the usgr St RdRkbncY tihe S%reot fRe Qéti% twpfa%?@boﬁgiefsiﬁnwdaraéée,

and replaces the transm ssion destination o e packet wmth the IP

addr ess andamdortodf thee ddeicecia fhe LAN déSied to baecemiected, arld ansdrbitrary . 10
By such static NAT, it is enabled to communi cate fromthe device on the
| nt er net t ovacané preeofithe rauter AMVhemdesieng tacpenegito endrder in thedANd@M nust

set a stati tabl.e beforehand, a t hi | '

S ot e erh B i LR e St PP GBREL B Bele 5B Thblel ke

Besi des, i hofk pPedtt @R ele $BHENATRDIOHLAT theSustraasihmal 1o Resdmined pakéhe PPP
or DHCP 15 protocol, it is hard for the user to understand the addresses,
and t he desTheatutencompamsmninectonientaztingpabketspeeived dbm Bie Lsensoteanirtahe

security is | owered because an external pa%rgt is transferred into the
LAN. Furt heWithithetepiry gfirtee %ﬁ%é@“cb@"\?h@ and serlarpr die dransmisgion

net wor k of - Dk r ' e . ars LitAnp! €
st ages of hﬁ%@hé?@%%ﬁ?%@ﬁ@#‘?f%ﬁ# tB ﬁ%ss'l %’?de %t&ihgi%se%h%[ﬁé[%b 'ng

unl ess the pitabichtiyAd teinstdrat.router of the ISP is set. As such there were
many problems. As explained herein, although it is easy to connect froma
devi cd0 in the LAN haBysgch static/bAd, dda ladotoaceramnvsicade fione thendeyiget , it

vas not a0k R 15GANECk: AT Lok R ey S oo
(525 SYhudl SIS BIERAP bl QNS ko isosalng agput e

I nternet. complicated for the end user not having the knowledge of IP address. Besides,

if the global IP of the router is dynamically assigned by the PPP or DHCP

15 protocol, it is hard for the user to understand the addresses, and the destination

of connection cannot be specified. Still more, the security is lowered because

an external packet is transferred into the LAN. Further, if the router managed

by the user is connected to the network of the private address of ISP, that is,

when there are multiple stages of NATs, then communication from the Internet

20 is not enabled unless the static NAT of the router of the ISP is set. As such

there were many problems.

As explained herein, although it is easy to connect from a device

in the LAN having a private address to a device on the Internet, it was not easy

to connect to a device in the LAN having a private IP address from a device on

25 the Internet when desired. It was hence difficult to realize such a function as to

control by connecting to a personal computer (PC) or electric appliance at home

from a PC or cellular phone via the Internet.

SUMMARY OF THE INVENTION

30 [t is hence an object of the invention to solve the above problems.



SUMVARY OF THE I NVENTION 30 It is hence an object of the invention to solve
t he above problens. WO 2004/ 030314 PCT/JP2003/011561 6 That is, the

i nvent i orwprosd/dexi4a nmet hod of conmuni cating freely whemergroodesiséed from
a device on the Internet to a device in a LAN having a private |IP address.
In particular, the invention provides a gomuni cati on nethod which does
not need conplicated setting in the router beforehand by the user, can 5
designate easily destination communi cation devices even if the Internet
side address of the router is assigned dynamically, and can realize the

communi cat i Thatlés CthebRtleAlSN SrtlitBs B! IntdtAbE St 88RmUMicARG f;rgglﬁlg\%ﬁ?%é/éri rst

communi cation systemof the invention is a conmunication
transf er ri ngegioddnfiont atdesice batthednteatet! teas Hevice idev LAN kannget gevatd QPt o
the Internet, ,and at | east, one term nal which can be connected to the

Internet, bSAGEFSof fnapgr cylar, IWERURN PEPUIgRS Afkaspmenicatiantmethod which

conmmuni cat i r ' rate as faollows. The device
transmits aa%?i}f?etq{pagcigﬁmgg%%giScegmgfgﬁetcﬁ%&ggtbgtﬂr?ﬁa%%g’ytﬁg YV ERN when
transfé& isdesignatet edsify destimatioretomprinidaliohh@ededd @Ren it Inhs 3R side
connection réguest packet to the device in reply to the notice packet. The

devi ce tran3dfifliessa ofctheorpeteri im assigrsd dynarhisaller vand woam redlizevithg  t he
ti t ket f. h . Th ts the TCP

connecti on PEOHEEIc R b8 aeliinmliple so08s R MRS n reply to

the  connection requealfi8aekBurtioh SRR FHheRHER ik heckTRurRaRgR! | on

The 20 server transfers communi catl ons "between the termn vi ce

on the TCPsysiemefot itramstertiag cohenditeatiorenisstivieen atdestad d6hes conssqedi ng
to the fi rs% t?‘gm*runi cation system since the connection request packet
t r ansitPt t ed'S iNGriNtaree endat I¢ast one tasminabwhishtoaarketennsetted to thesipterset, t o

the notice tof ' vep.if th evice is.caonnected 25 to
the Inter ne?ﬁg\}%?/tﬁeé g%?ﬁ/fggrgoﬁi%#tﬁgt?ﬁke ﬁl\‘%‘”ﬁf;n@}&‘Srﬁom%n@@ﬁﬂ%éﬁsm BRuest
pack_et can berveeahd device drj@@at@eysjquo@g_er_the_ router vvithout s_tatic NAT
setting. Mreover, when the TCP connection is established, since

connection is The device transmits a notice packet periodically to the server,
and the server, when transfer is requested from the terminal to the device,
15 sends a connection request packet to the device in reply to the notice packet.
The device transmits a TCP connection request to the server when receiving
the connection request packet from the server. The server accepts the TCP
connection request transmitted from the device to the server in reply to the
connection request packet, and thereby establishes the TCP connection. The
20 server transfers communications between the terminal and the device on the
TCP connection after the TCP connection is established.

According to the first communication system, since the connection
request packet transmitted from the server to the device is transmitted as
response to the notice packet from the device, even if the device is connected

25 to the Internet by the router having the NAT function, the connection request
packet can be sent up to the device over the router without static NAT setting.
Moreover, when the TCP connection is established, since connection is
requested from the device to the server, the TCP connection can be established
without static NAT setting. Accordingly, TCP connection can be established

30 between the server and the device whenever desired, and as the server



requested fromthe device to the server, the TCP connection can be
established w thout static NAT setting. Accordingly, TCP connection can be
est abl i shwo 2801/ 3e3meen t he server and the devi ce wheneveCTdesios/edsetand as

t he server WD 2004/ 030314 PCT/JP2003/011561 7 transfers conmunication on
this TCP connection, it is possible to c nicate fromthe termnal to

t he device connected to the LAN whenever desired regardless of presence or
absence of NAT router. In the invention, further, a packet of |ight |oad
is used in a period not transferring comuni cation, and TCP 5 connection of

hi gh rel i abighbter®torPRIMBAEGH 'bﬁrfhi'ssrcsns %nh@ct?orﬁ%i%%si%lszlé g&&g&fﬁeurﬁéate

communi cation, so that a reliable communication’'is rea esseni ng
the |oad ofrotthdhseterminall fo dheedevice commeoieciatd cthes ANe whehelvbe desiredt i on,
the server and others operate as follows in the first comrunication

system The 8HIETSIOF AIGSeRcR S8 Bosencth &f AT soutre dedhe dnvgptionafigthart Bng,

to the serv Lol udi Lce | D The .server

transferri ngég%%rll Egﬁagﬂggé%a%@% dé?tr?gqaogrt'%%tﬁ" 'Qﬂ&O{W%“rHS%ﬁ'%,d”P\r'\ﬂ‘ﬁ@m ts
the HTEP requeséctionoon higha refibTit) f cORfrAunibafonT (SRLSRIRES efBd f thamdag dir om

t he device. The device processes the transferred HITP request, and sends a
cor r espondi AgMATUNFcatiss) sadbat a reliabla Bomenwecatom istrealizgel white ksstsenimg thbe
server tran f%'rcs f‘he HTTP response to the termnal. According to the
second cormf?rﬂ FtNE PNt em it is possible to comunicate fromthe

term nal having an existj a(ffob %ﬁ ey . t t e
LAN, whenever desi red!ﬁtraleggcr eggfno pc?aetfsog'nn%)quS&] étgrgen(':e 0 Sﬁtﬁgeﬁﬁ?}é}
router, by srdmthes dfrBte 20 followishia thedirsdcoramunitativhi S/3tsiis BB tdritnalevi ce
may have a Wb server nodule and a transfer nodule. The Web server nodul e

recei Vs anreqyesfs tragsies tto thedeviee byr tiardnaittingsdaltee senersend$THRcrquestHTTP
from the  sbRDAS B URlRFTC s Pre Sdilhn BEBN ARG b B ARG et
establish the EARira dHIMBULWID, trPSRIitsGRedITIP Eqliéd fth thé MliR& GR6Ver

T
on the TCP connection to transfer it to the Wb Server, and receives an

HTTP respontie fliGdmacneevitdn extended from the device. The device processes the
transferred HTTP request, and sends a corresponding HTTP response to the
15 server on the TCP connection. The server transfers the HTTP response to the
terminal. According to the second communication system, it is possible to
communicate from the terminal having an existing Web browser to the device
connected to the LAN, whenever desired, regardless of presence or absence of
the NAT router, by means of HTTP.

20 In the second communication system, the device may have a Web
server module and a transfer module. The Web server module receives an
HTTP request from the transfer module, and sends back an HTTP response.
The transfer module, when receiving a connection request packet from the
server, transmits a TCP connection request to the server to establish the TCP
25 connection, receives an HTTP request from the server on the TCP connection
to transfer it to the Web server, and receives an HTTP response from the Web

server, and transfers it to the server on the TCP connection.
According to this operation, it is possible to communicate from the
terminal having an existing Web browser to the device connected to the LAN,

30 whenever desired, regardless of presence or absence of the NAT router, by



server, and transfers it to the server on the TCP connection. According to
this operation, it is possible to communicate fromthe term nal having an
exi sting wekobroaesiar to the devi ce connected to the LANPCTAR200B8TISYETr
desired, regardless of presence or absence of the NAT router, by WO

2004/ 030314 PCT/ JP2003/ 011561 8 neans of HITP, and further the existing
Web server nodul e can be installed in the device. In a third comunication
system of the invention, the server and others operate as follows in the
first conmunication system 5 The server can receive a plurality of

transfer r eﬂtléiéﬁé ¥f H1ErB, &ind Riher trR:P@xiE{t‘?rﬁ sedeP MRS \cg}hﬁ‘ﬂ:‘e‘fuhgﬂéﬁéd i que

session iden rers corresponding to ansfer requests en a plurality of
transfer reeagdicaare mude fromthe termnal to the device, and notifies
t he device by the connection request packet. The device, when receiving a
connection request palkatthisd compawnieatiasy system akths Biventirmitheisarverandt he

server, establishes the connect.i t transmts the
session i def Pf? gperlaie @ﬁig@ﬁ,@ﬂﬁgﬁlrﬁﬁghﬁgyﬁﬁ?ﬁﬁéﬁtﬂf@p connection, and
comunicates with t hergekuRfer 8nrBEeiVER BIGRINELSH tPAhsiér rREUESE fIHT at least
connection is established. The server accepts the TCP connection request
sent from ohe teleninak demerdtessadivislual nnicpiel yession derdifierse coiresporeting $o
packet to 15 establish the TCP connectign, receives the session_identifier

sent from tensfgevraeests when e%t@gﬁgﬁ% tﬁ@“%‘bﬁﬁ%‘tﬁﬁt%rﬁrewﬁ'@? frRB RRei ved
ol ural ity oMt g dEbE e Bikiein e A BP i hndifin raficetioatRets @
requests frpRetdwicd evhenabeeiling &eadorplectioanefeest packet crovanipzmied byf 4om
the termnal on the 20 established TCP connection, only when the term nal
requedOs cosession ientifier tewi thassiervay, esteblighas e TERmonnpeliomintherserver
O o R AL eIl 58 PRl ol LB ol RRRETT
Cystem a PG o g o G P een t he
server and thenattionde estilistiyd. The server accepts the TCP connection request sent
from the device to the server in reply to the connection request packet to
15 establish the TCP connection, receives the session identifier sent from the
device on the established TCP connection, makes the received session
identifier to correspond the TCP connection, and thereby makes a plurality of
TCP connections correspond to a plurality of connection requests from the
terminal. The server transfers the communication from the terminal on the
20 established TCP connection, only when the terminal requests connection by
designating the session identifier and the TCP connection corresponding to the
designated session identifier has been already established, thereby transferring
the communication contents in parallel in each session identifier.
According to the third communication system, a plurality of TCP
25 connections can be established between the server and the device, and by
managing the communication contents on the individual TCP connections by
individual session IDs, it is possible to communicate from the terminal to the
device in parallel in every session ID without disturbing the contents or
sacrificing the uniformity.

30 In the first communication system, the server may include a



managi ng the comuni cation contents on the individual TCP connections by

I ndi vi dual session IDs, it is possible to communicate fromthe termnal to
the deviwe2w/@pasiall el in every session | D wthout distarlipmg3vhdscont ents
or sacrificing the uniformty. 30 In the first comruni cation system the
server may include a WO 2004/ 030314 PCT/ §P2003/ 011561 9 storage section
that stores the final access tine of each device in a plurality of

devi ces, and may operate as foll ows. When receiving a periodic notice
packet fromthe device, the server updates the final access tinme by the

reception té@aqﬁge&tﬂﬁ ik isﬁﬁgg"l’ﬁg‘ﬁhal MSttfn?é‘t%i%téﬁﬁ AeVie iﬂeé"gﬁﬁal'it of

requested fromthe term nal, the server rejec e connectlon reguest if

the differ ededicbstamemayhspdrarabs fellonss sWhemereekiviritea eriodic aotitet packstesent
time is over a specified period. It transmts the connection request

packet to tfemdbg devies, thesiepvargipdatentie tieal anseredine by e degantioariteei s
within the specified peripd.,.Accordi.ngl If 1s imed I 0 hat, the
devi ce st ar PLrenpEalel vih Paiaaigine eyl race So8 ok bl B on s
requested f{RMsERRr feficl e doPnbBifor PEY st iHERE RiifférBhES IeMebR thBSfinal
termnal can be replied at high speed it unable to conmunicate. Since the
| P addr ess atcddsctimievofcibei devick madi thal presastiigedad dertahspedfied pesiodi f Itt he

| P address of the device reﬁistered in the server has bee

I d
assi gned i niranemite dhergornnegiier ragecstoraenRétother deyiee én_(ﬂep[;’hg’ (r#g‘g/‘i I%8r t he
l'i ke, ‘MO”QPéﬁﬁﬁﬁheO{iﬁf%H%g@ﬁﬂg}tﬁ?tﬁggfﬂbaﬁ?%iga-t devi ce can be avoi ded.

In a fourth ni cation s nvention, the server and others

operate as fol | ows i nAtbérdirighst itCaMnitheaiatslp RyGWENMthathene edenice i stattydes a
storage section that stores the final access 20 tinme of each device in a

pl urallbty obperaticoeand iShready ko gommunieater wheadomnactien isewsugsiadoiwadhe
e AL AL T A R e A
TATSLS SoPRSE RElEo S, S the' kel anapjesng oo
dynamically assigned by the ISP, even if the IP address of the device registered
in the server has been already assigned in a different device due to power
15 failure of the device or the like, wrong request of connection to the different
device can be avoided.
In a fourth communication system of the invention, the server and
others operate as follows in the first communication system.
The server includes a storage section that stores the final access
20 time of each device in a plurality of devices. The server transmits maximum
access acknowledge period information in advance to the device. The device
receives the maximum access acknowledge period information to store it inside,
and transmits a notice packet periodically in a shorter period than the period
indicated by the maximum access acknowledge period information. When the
25 notice packet is received from the device, the server updates the final access
time by the reception time of the notice packet. When transfer to the device is
requested from the terminal, the server rejects the connection request if the
difference between the final access time of the device and the present time is
over the period indicated by the maximum access acknowledge period

30 information, and transmits the connection request packet to the device in reply



25 notice packet is received fromthe device, the server updates the final
access tine by the reception tine of the notice packet. Wen transfer to
t he devi cwoiwo4/03esdest ed fromthe term nal, the server preraet®3nhssct
connection request if the difference between the final access tine of the
device and the present tine is over the1 Beri od indicated by the maxi num
access acknow edge period 30 information, and transmts the connection
request packet to the device in reply WO 2004/ 030314 PCT/JP2003/011561 10
to the notice packet if the difference is within the period indicated by
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i ncl utieés a corpiestion dentheiditieriesh dewrisei ean braavaidedis Mareover, Redesignain® and
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to the load of the notice packet in the server and the time until detecting incapability of
15 communication can be freely adjusted by trade-off.

In a fifth communication system of the invention, the server and

others operate as follows in the first communication system.
The server includes a cipher communication section that holds
server certificate and encrypts and decrypts the communications. The terminal
20 includes a verification section that verifies server certificate and a cipher
communication section that encrypts and decrypts the communications. The
device includes a cipher communication section that encrypts and decrypts the
communications. The server transmits the server certificate in advance to the
terminal when transferring confidential information between the terminal and the
25 device. The terminal validates the server certificate, and then encrypts
confidential information by the cipher communication section if the certificate is
authentic for transmission and reception of the confidential information. The
device encrypts the confidential information with the server by the cipher
communication section on the established TCP connection, for transmission

30 and reception of the confidential information. The server receives encrypted



term nal when transferring confidential information between the term nal
and the 25 device. The term nal validates the server certificate, and then
encrypt s woaaé4/adesisi al i nformati on by the ci pher communipcatipzn3seissi on i f
the certificate is authentic for transm ssion and reception of the
confidential information. The device engrypts t he confidential information
with the server by the cipher conmunication section on the established TCP
connection, for transm ssion 30 and reception of the confidenti al

i nformati on. The server receives encrypted WO 2004/ 030314 PCT/JP2003/ 011561
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connection destination fromt termnal Is required In e i ndrvi dual

devi ces, andghen!tyaresfierrihgpibei sorificieniéidl inforimitiohefruer thel Bevige &osthst ferminal
comuni cation systemof the invention, the server and others operate as

fol 1 ol8 in thieugh the TeBraanAretien establisheshby fieededeser i ncl udes a ci pher
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15 In a sixth communication system of the invention, the server and
others operate as follows in the first communication system.

The server includes a cipher communication section that holds
server certificate and encrypts and decrypts the communications. The terminal
includes a verification section that verifies the server certificate and a cipher

20 communication section that encrypts and decrypts the communications. The
device includes a verification section that verifies the server certificate and a
cipher communication section that encrypts and decrypts communications. The
server transmits the server certificate in advance to the terminal and the device
individually when transferring confidential information between the terminal and

25 the device. The terminal validates the server certificate, and if the certificate is
authentic, it encrypts the confidential information by it's cipher communication
section to transmit and receive the confidential information with the server. The
device validates the server certificate, and if the certificate is authentic, it
encrypts the confidential information by it's cipher communication section to

30 transmit and receive the confidential information with the server on the TCP



server transmts the server certificate in advance to the termnal and the
device individually when transferring confidential information between the
term nal woco@Bo3vdie devi ce. The term nal validates the ®emserooserisssfi cate,
and if the certificate is authentic, it encrypts the confidential
information by it's cipher comunication,,section to transmt and receive
the confidential information with the server. The device validates the
server certificate, and if the certificate is authentic, it encrypts the
confidential information by it's ci pher comuni cation section to 30
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15 required in the individual devices, and only one type is needed in the server.

A seventh communication system of the invention is a
communication system for transferring communications between at least one
device connected to the Internet, and at least one terminal which can be
connected to the Internet, by way of a server connected fo the Internet. In this

20 communication system, the server and others operate as follows.

The server includes a storage section that stores the final access
time in each device in a plurality of devices. The device transmits first and
second notice packets periodically to the server, and the transmission period of
the first notice packet is longer than the transmission period of the second

25 notice packet. The server receives the first and second notices packets from
the device, and updates the final access time by the reception time when
receiving the first notice packet from the device, but does not update the final
access time when receiving the second notice packet from the device. The
server rejects the connection request if the difference between the final access

30 time of the device and the present time is over a specified period when transfer



time in each device in a plurality of devices. The device transmts first
and second notice packets periodically to the server, and the transm ssion
peri od ofwotet/ 30319t noti ce packet is |onger than the tramgre®@sihouseéperi od
of the second 25 notice packet. The server receives the first and second
noti ces packets from the device, and upgﬁtes the final access tine by the
reception tine when receiving the first hotice packet fromthe device, but
does not update the final access tine when receiving the second notice
packet fromthe device. The server rejects the connection request if the
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to the tergadrdctisals BStabishdded rapidly if unable to comunicate. The IP
address of the device is dynamcally assigned by the ISP, and thus wong

requed0 of 15 connectAccortimg tocthdiSeventncondenininatioarsystenavibisdigimediately f t he

| P address of the device registered ip the server has been alread
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15 connection to the different device can be avoided even if the IP address of the
device registered in the server has been already assigned to a different device
due to power failure of the device or the like. Further, according to the invention,
the notice packet is classified into first and second notice packets, and updating
of the final access time is limited at reception of the first notice packet only.

20 Thus, the response time for the NAT router to recognize the connection request
packet to be response to the notice packet becomes shorter, and therefore
even if required to enhance the communication frequency of the notice packet,
it is not needed to enhance the frequency of updating of final access time which
is high in load for the server.

25 The functions of the server and device in the communication
system can be realized by executing a specified program by a programmable
apparatus such as computer. Such program may be presented in a recording
medium which can be read by a computer.

The invention provides, as explained herein, a method capable of

30 communicating freely with the device in the LAN having a private IP address



packet to be response to the notice packet becones shorter, and therefore
even if required to enhance the communi cati on frequency of the notice
packet, WD 206t/030%14needed t o enhance the frequency of updatiPo@soiiséi nal
access time which is highin load for the server. 25 The functions of the
server and device in the conmunication stem can be realized by executing
a specified program by a progranmabl e aﬁ%aratus such as conputer. Such
program may be presented in a recording nmediumwhich can be read by a
conputer. The invention provides, as explained herein, a nethod capabl e of
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can be achieved at a low cost, and many other outstanding effects are obtained.

15 Brief Description of Drawings
Fig. 1 is a diagram showing communication sequence in
embodiment 1 of the invention.
Fig. 2 is a diagram showing network connection in the
communication system of the invention.
20 Fig. 3A is a diagram showing contents of notice UDP packet on
LAN in the communication system of the invention.
Fig. 3B is a diagram showing contents of notice UDP packet on
WAN in the communication system of the invention.
Fig. 3C is a diagram showing contents of connection request UDP
25 packet on WAN in the communication system of the invention.
Fig. 3D is a diagram showing contents of connection request UDP
packet on LAN in the communication system of the invention.
Fig. 4 is a diagram showing an entry including device ID,
addresses of SA, DA and others, and final access time registered in the server

30 in the communication system of the invention.



LAN in the conmuni cation systemof the invention. Fig. 3B is a diagram
showi ng contents of notice UDP packet on WAN in the communi cati on system
of the i werhi403031#i g. 3C i s a di agram show ng cont ent s pafi/Jezmsectsson
request UDP 25 packet on WAN in the comuni cati on system of the invention.
Fig. 3D is a diagramshow ng contents of nnection request UDP packet on
LAN in the comruni cati on system of the iﬂ ention. Fig. 4 is a diagram
showi ng an entry including device ID, addresses of SA, DA and others, and
final access tine registered in the server 30 in the comunication system

f the i tion. WO 4/-030314 200R4iR4 L I | di;
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a di agr am sbowodgnent@of ihgunaéntiom. of device in the communication sequence
in enbodinment 2 of the invention. 5 Fig. 7 is a diagramshowing

comuni cation sequenckig b iengodirgiam SHawing e Ganfightation. ofidpviaeain she
riorart . prgm RN, cihee I RS B B v ey oA s & diagram
show ng communi cati P”F@?ql?e%eao‘cdia'igﬁﬁﬁrshm%”%oh‘!‘?ﬁﬂhifz%' uhcg [hR! Or
art. Fig. 9B is a diagram show ng PT table.™ Best Mde for carrying out

t he | nventi embb8inkerted of ing inventiam. t he acconpanyi ng drawi ngs, preferred
enbodi nents of the connunication s%st emof the invention are described in

detai | below First Effodiishe Je0rBMyShawing eamewpicaian ciaAugnas i rrpyter
conmuni cat i Q?viﬁﬁWﬁMﬂBn iﬁgwla@tl on system according to the first

enmbodi nent e i nvention.
Fig. 8B is a diagram showing NAT table.

10 Fig. 9A is a diagram showing communication sequence of router
having NAPT function in a prior art.

Fig. 9B is a diagram showing NAPT table.

Best Mode for carrying out the Invention
15 Referring now to the accompanying drawings, preferred
embodiments of the communication system of the invention are described in

detail below.

First Embodiment
20 Fig. 1 is an explanatory diagram of communication sequence in
communication system according to the first embodiment of the invention. Fig.
2 is a network connection diagram of communication system of the invention.
The communication system of the invention realizes communication between a
device on a local area network (LAN) 106 and a device on the Internet 105,
25 including a device 101 connected to the LAN 106, a server 104 connected to
the Internet 105, and a router 103 connecting the LAN 106 with the Internet. A
communication terminal 102 is also connected to the Internet 105.
The router 103 is implemented with a function of NAPT. Suppose
the IP address of the device 101 to be a private IP address "192.168.1.2", and
30 the IP address of the server 104 to be a global IP address "4.17.168.6." The



2 is a network connection diagram of comunication system of the invention.
The communi cation systemof the invention realizes conmunication between a
devi ce orwe 2or@b3iarea network (LAN) 106 and a devi ce omcrhexdoavaseiet 105,
25 including a device 101 connected to the LAN 106, a server 104 connected
to the Internet 105, and a router 103 cq@pecting the LAN 106 with the
Internet. A conmmunication termnal 102 is al so connected to the Internet
105. The router 103 is inplemented with a function of NAPT. Suppose the IP
address of the device 101 to be a private I P address "192.168.1.2", and 30
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107 to the server 104 .the response to it, the. server transmts a
maxi mum access acknowREHRIEDe? OEPQ' nf%r&r'%?i gAMABnicatiofpgsequpRgge of the

conmuni cat i QI ; be nmade via either the UDP or the TCP.
These are s?‘grﬁ?é@??r?gme%ﬁ% ge\'/i ce 101 connected to the LAN 106 side, and

hence it is possible Tie asvioeni0atiestrhhsmits pr aldx@nuey accdfeatindvieddd3 15
havi n% the NAPT function. Herein, the nmaxi num access acknow edge period
shows 1Phe n@&iofd iformatiorbrequest t10Zntonthes seiver 1194 | Asdhedespenseo riotthee UDP
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TCP. These are started from the device 101 connected to the LAN 106 side,
and hence it is possible to communicate without problem over the router 103

15 having the NAPT function. Herein, the maximum access acknowledge period
shows the maximum value of the transmission time interval of the notice UDP
packet (described below) transmitted from the device 101 to the server 104, the
value of which is, for example, 5 minutes.

The device 101 transmits notice UDP packet 109 periodically.

20 This transmitting period is shorter than the value (for example, 5 minutes) of the
maximum access acknowledge period obtained previously. The notice UDP
packet 109 includes "a device ID" which is a device identifier individually given
to the device 101. The notice UDP packet 109 undergoes the NAPT conversion
of the going route by the router 103, and is sent out to the Internet 105, and is

25 received in the server 104.

Figs. 3A and 3B show contents of notice UDP packet before and
after the conversion. The transmission period of notice UDP packet is set
shorter than the time for the router 103 to discard the NAPT table of the UDP
packet by expiration (time out). As a result, the NAPT table as shown in Fig. 9B

30 is held in the router 103 continuously without expiration.



maxi num access acknow edge peri od obtained previously. The notice UDP
packet 109 includes "a device ID'" which is a device identifier individually
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conversion of the going route by the router 103, and is sent out to the
Internet 105, and is 25 received in the1§erver 104. Figs. 3A and 3B show
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receiving the notice UDP packet 109 is recorded. Thereafter, the server
104 updat esentie anchihe timeesfsthe servel 10Raeeaiving theonotisp bR pgcket 10@ islevi ce

h [ t 0 i me recejving . notic UDP packet 109. At this
el | eSSy bl B BN o SRS el e ek
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execution of the above seguence, preparation for conmunication is
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device ID While the preparation for communication is thus complete, if
15 desired to start communication to the device 101 from the terminal 102, the
terminal 102 designates the device ID of the device 101 as the parameter, and
transmits a device connection request 110 to the server 104. Suppose the
device ID is preliminarily recognized by the terminal 102. When receiving the
device connection request 110, the server 104 refrieves the device ID
20 registered in the server from the table shown in Fig. 4, using the device ID
designated by the terminal 102 as the retrieval key, and obtains the
corresponding entry registered by the device 101 (step S121).
Next, the server 104 confirms the final access time in the entry,
and rejects the device connection request 110 if the difference between the final
25 access time and the present time is over the maximum access acknowledge
period. When it is equal to or less than the maximum access acknowledge
period, the control advances to step S122, the server 104 transmits a
connection request UDP packet 111 to the device 101.
Thus, by confirming the final access time, it can be known that the

30 device 101 is operating normally and checked if the communication has been



20 registered in the server fromthe table showmn in Fig. 4, using the
device ID designated by the termnal 102 as the retrieval key, and obtains
the corrwepondisngg4entry regi stered by the device 101 (ecapr3b2d)iseNext ,
the server 104 confirns the final access tine in the entry, and rejects

t he devi ce connection request 110 if the1%ifference between the final 25
access tine and the present tine is over the maxi num access acknow edge
period. Wien it is equal to or less than the maxi num access acknow edge
period, the control advances to step S122, the server 104 transmits a
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the device 101 registered in the server 104 may be assigned to otHher

devi ce, but assigmed rio satbér deviase but enardni suthr aceasst aoonaction caguektftbea ent
devi ce can be prgvent ed. The server 1%?%C?enerat €S a uni que session

i dentifier, WEH ifgrent device gan ke plrye ep S122). The server 104 further
acqui res each addr essTﬁé seh esr fc%egéqeélf’est %Jiéﬁﬁégﬁoﬁﬁéﬁég@ﬂe %ﬁq%wgé ng to

the device 101, and transm connectron reque avi ng

the sessi onin wendarierestdpsh 22)e dThe seher 108YLieasr SyquiisrgadngddrekiebesA, t he
connection request UDP packet 111 is conposed as a re3£onse to the notice

UDP paBket DA9SH:RP fom dheestymerraspanding tofthetdeviaenh@tt arsch trasgmés tthepp
Port of "t heCPReBnSRaRi P RRsekale Lt BB dhe Agerio HRRgss e SOdPRe and
dest i nati on,¥AbugsyPlisihBerdfflr a8t knROtdnndclioh @qRBSk BIDM ket A1 Fiig. 3B,
respectivel (} Accordi ngly, 1t is known t%at the connection request UDP
packet 111 composespens eegaaricet toothd heticwtUlie pddket 109. Fig. 3C shows the
content of the connection request UDP packet sent out to the Internet (WAN)
15 105. The values of address and port of the packet shown in Fig. 3C are
exchanged values of the source and destination values of the address and port
in the packet shown in Fig. 3B, respectively. Accordingly, it is known that the
connection request UDP packet 111 is a response packet of the notice UDP
packet 109. The connection request UDP packet 111 is converted from the
20 structure shown in Fig. 3C into a structure shown in Fig. 3D by NAPT
conversion of the returning route in the router 103, and transferred to the device
101.
Receiving the connection request UDP packet 111, the device 101
transmits a TCP connection request 112 to the server 104. Detailed description
25 about TCP connection request 112 is omitted, but it can be achieved by an
ordinary TCP connection establishing procedure for establishing connection by
syn, ack/syn, and ack packets. The TCP connection request 112 is demanded
from the LAN side to the WAN side, and hence the TCP connection passing the
router 103 having the NAPT function can be established without trouble.

30 In this way, the TCP connection is established between the server



packet 109. The connection request UDP packet 111 is converted fromthe 20
structure shown in Fig. 3Cinto a structure shown in Fig. 3D by NAPT
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Instead of the session identifier, by using the device ID,
correspondence of the TCP connection and connection request UDP packet
15 can be achieved, but the problem in this case is that a plurality of TCP
connections cannot be established simultaneously between the server 104 and
the device 101. According to the embodiment, a plurality of TCP connections
can be established between the server 104 and the device 101, and by
managing the communication contents on the individual TCP connections by
20 individual session identifiers, communications can be achieved on the individual
TCP connections while maintaining uniformity, without disorderly confusion of
plural communication contents, and plural communications are possible in
parallel in each session identifier from the terminal 102 to the device 101.
In this procedure, when the TCP connection is established
25 between the server 104 and the device 101, the server 104 begins to transfer
communication between the terminal 102 and the device 101 on the TCP
connection. That is, the server 104 transfers a communication 114 from the
terminal 102 to the device 101 as a communication 115, and transfers a
communication 116 from the device 101 to the terminal 102 as a

30 communication 117. Finally, when the communications are over, the server 104



can be established between the server 104 and the device 101, and by
managi ng t he conmuni cati on contents on the individual TCP connections by 20
I ndi vi duaWvoeei30314i denti fi ers, communi cati ons can be aekirgeam3onsshe

i ndi vidual TCP connections while maintaining uniformty, wthout

di sorderly confusion of plural connunlcakfon contents, and plural

communi cations are possible in parallel 7irn each session identifier from
the termnal 102 to the device 101. In this procedure, when the TCP
connection is established 25 between the server 104 and the device 101,
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connection n@uﬁgmbatalned 10 According to the enbodi nent, as expl ai ned
herein, by sending the connection request UDP packet 111 as response to
the ndbice UDP packet Acowding to the granadimest,as eained dheneini byuseodingiteel y at
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Therefore, for example, by using a cellular phone or PDA connected to the

15 Internet as the terminal and using an electric home appliance connected to the

LAN, such as video, television, air conditioner or refrigerator as the device, the
electric home appliance at home can be freely manipulated from outside of the
home.

In this embodiment, the router 103 requires only ordinary NAPT

20 operation, and setting of static NAT or static NAPT is not needed. Thus the
user does not have to make complicated setting on the router beforehand.

According to the embodiment, without static NAT setting on the
router 103, packets which can reach up to the device 101 from the WAN side
are limited to the packets transmitted from the server 104 during the period of

25 the device 101 transmitting the notice UDP packet. Hence, interference from
third party is prevented and the security is enhanced.

According to the embodiment, the notice UDP packet 109 is
periodically transmitted from the LAN to the Internet. As a result, this packet
acts as a so-called keep-alive packet to the router 103, thereby preventing the

30 PPP or DHCP of WAN side connection of the router 103 from being
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20 oper atworepo4nsddiget ti ng of static NAT or static NAPT ipsTetoosesided. Thus
the wuser does not have to make conplicated setting on the router
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I nterferencg tbgi ' i Snghne h gl | ed.
Accor di ng tglsszﬁgﬁ%%boé’foﬁneﬁﬁt%ﬁ]gaﬁg? ?ggl%t%% pack%’tgolggﬁi%slétaﬁ%éfso%é?%?y

t ransm t t edcomanrti¢ate lfvah thee triternlett ernet. As a result, this packet acts as

a so-called keep-aliv acket to the router 103, thereby preventing the 30
PPP or DHCP of WAN si gég%r&'ﬂgaé@itbﬁ Inbedimantuthg dumatian eithe i trapspassion

expi rat 1 on BT AL 0 Hofit DR pBgd) FEOEATBEGharol &y the Maxifn dheeshe

Internet. Aaekicliiedgé Perioe infrRRtIBR Hotick MOSIRt6RL iHeNs&et MO4L BARIRLS /iGN
period of the notice UDP packet 109 can be changed by the maxi num access 5

acknow edgeppssibledtol adjusihiieelyrthadradseofi betweemthe eecantivarload 4f thadotihes it

i s possible adj ust freely the trade-off between t reception | oad of

the notice U@%’P pégggétm:?og\ ithe ¢ FRYVEe Adr {%E'W%é‘r\t'i' rfgf\%ﬂtrlg ”'&f@pé@t“%ﬁd)f

I ncapabi | i tgmgl urfs ni cation. According to the enbodi nent, even if the
a
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the | atest WAN si de | Rceoidires® ihe emipodiatepit,eskamif the VeaK \side I4ddress of
peri odi _cal I%/ by the notice UDP packet 109, only b desi gnating the device
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conmuni cat edesigMaRy e device ID from the terminal 102, the device 101 can be easily
designated to start communication.
In this embodiment, it is preferred to prepare for communication
15 by the UDP communication which is low in load, and communicate between the
terminal 102 and the device 101 by the TCP communication which is low in data
loss and high in reliability. Accordingly, the load of the server 104 is lowered,
and the reliability of communication between the terminal 102 and device 101
can be enhanced. The notice UDP packet 109 in the stage of preparation of
20 communication must be sent out in an interval less than the expiration of the
NAPT table of the router 103, and frequency of the transmission is high, and
hence by using the UDP packet, the load saving effect is large, and since it is
transmitted periodically, if there is some packet losses, they can be restored in
next transmission and effects are small. Thus it is particularly beneficial by
25 using the UDP packet.
The embodiment is explained about the NAPT, but even if the
router 103 operates by the NAT, the sequence in Fig. 1 can operate normally
without requiring any change in the operation of the device 101 and server 104,
Also in the embodiment, if the user directly connects the device 101 to the

30 Internet 105 without using the router having the NAT function, the sequence in



termnal 102 and the device 101 by the TCP conmmuni cation which is lowin
data loss and high in reliability. Accordingly, the |load of the server 104
i s | ower e 20eamdozitne reliability of comruni cati on bet weeaTtrzoserisenal 102
and device 101 can be enhanced. The notice UDP packet 109 in the stage of
preparation of 20 conmunication nust be ent out in an interval |ess than
the expiration of the NAPT table of the touter 103, and frequency of the
transm ssion is high, and hence by using the UDP packet, the |oad saving
effect is large, and since it is transmtted periodically, if there is
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The session identifier may be unique in a range in which the TCP
15 connection corresponds uniquely to the TCP connection request 112, for
example, it doesn'’t have to be unique in the server, and it is enough when it is
unique when combined with the device ID.
In the embodiment, the address of IP ver. 4 is exemplarily
explained, but even if the address of IP ver. 6 is used, the invention has the
20 same effect as far as using the router and gateway that pass the packet from
the LAN to the Internet and the response to this packet but do not pass the
packet from the Internet to the LAN.
In the embodiment, the terminal 102 is shown in the drawing so as
to directly being connected to the Internet. However, even if the terminal 102 is
25 connected to the LAN, as far as communication is started from the terminal 102,
there is no problem in communication to the server 104, and the effects of the
invention are the same. Further, when the terminal 102 has the same function
as the device 101, even if both the terminal 102 and device 101 are in the LAN,
they can start communications mutually, and a completely symmetrical

30 communication system can be composed.



15 connection corresponds uniquely to the TCP connection request 112, for
exanple, it doesn't have to be unique in the server, and it is enough when
it is umwgueomisest4conbi ned with the device ID. In the echa#zowentiset he
address of IP ver. 4 is exenplarily explained, but even if the address of
P ver. 6 is used, the invention has the 0 sane effect as far as using
the router and gateway that pass the packet fromthe LAN to the Internet
and the response to this packet but do not pass the packet fromthe
Internet to the LAN. In the enbodiment, the termnal 102 is shown in the
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request 112gghjgiectly to the termnal 102. In such configuration, the
termnal 102 and device 101 can communi cate directly, and the transfer
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services to the device such as setting and monitoring of the device and
updating of the software.

15 In the embodiment, the device 101 and server 104 can be
achieved by a computer. In this case, it is possible to create computer
programs for executing the sequence in Fig. 1 individually in the device 101 and
server 104, and they can be stored and distributed in recording media. Thus,
by using a general-purpose computer, it is possible to realize communication

20 from outside of the home.

Second Embodiment
Another embodiment of the communication system of the
invention is explained.
25 The network connection of this embodiment is same as shown in
Fig. 2. The address assignment is same as in the first embodiment, and only
the communication sequence is different. In this embodiment, the terminal is a
PC or cellular phone having Web browser, and by using this, it is intended to
communicate with the device 101 connected to the LAN by HTTP, and

30 manipulate or acquire contents.



updating of the software. 15 In the enbodi nent, the device 101 and server
104 can be achieved by a conputer. In this case, it is possible to create
conput er wprogr@ans4f or executing the sequence in Fig. | pcadeuiodualséy in the
device 101 and server 104, and they can be stored and distributed in
recordi ng nmedia. Thus, by using a gener§h1purpose conputer, it is possible
to realize communication 20 fromoutside of the home. Second Enbodi nent
Anot her enbodi ment of the conmunication systemof the invention is
expl ai ned. 25 The network connection of this enbodinent is sanme as shown in

Fig. 2. The address arefdfiRBN%o! Figar® e ! Boffuditdtith ngBNtor ghd only
the communi cati on sequence s different. In this enbodi nent, the term nal

is a PC oregdlodiment ipltieseritbed;i ng Web browser, and by using this, it is
i ntended to comunicate with the device 101 connected to the LAN by HTTP,
and 30 manipul ate oreﬁétq\&%?ed%‘ﬁﬁ? etit’s rapgmisomes s asesss) peouariedes 61

descri bed | Eehgd Mbmatiod R RaFiey OGN o Seabdts® e fBCiedipal ' °
peri od5i nf otheatseprerr 0l ardnshiis haximans elckess HfknolizdgesSpense® ihfrinBfon

request, 5 the server 104 transm ts naxi num access acknow edge peri od
i nf or mat i onnatee 488408nfoumiaiftbe madife (fhe exainpte, (5 mindesnpl maxbnumradoesy of

' w ed iod. This. i cati b de_b
o1t hor UDp. BPRARBSCBE RGBS ESTOUEYARteBTRY DRTEGe B ReT ST Bk od
he LAN b et i | | | t
havi ng The RABTIGnel) e Ty neck R, PaF PRfitecipiaytia LARL1PS e HlE, cc

101 transn tsmperiicationapagsihguthronighc theJRbutepd OBehaviAg 2ahe BAPFLfurafien499) ,
respectively. The difference of two packets A and B is that the notice UDP
packeflOA haBossiblgnwithast peablemdat i ng the fi nal

Next, the device 101 transmits periodically two notice UDP
packets A and B (410 and 409), respectively. The difference of two packets A
and B is that the notice UDP packet A has a function of updating the final
access time, while the notice UDP packet B does not have the function of

15 updating the final access time. They are identical in other points.

The period of transmitting the notice UDP packet A (410) from the
device 101 is shorter than the interval of the value (for example, 5 minutes) of
maximum access acknowledge period obtained previously. On the other hand,
the period of transmitting each the notice UDP packet A or B is set shorter than

20 the time of discarding the NAPT table of the UDP packet due to expiration of
time by the router 103.

In the first embodiment, there is only one type of notice UDP
packet, and the transmission period must be set according to the shorter period
of the condition above described. Accordingly, if the discarding time of the

25 NAPT tabie of the router 103 is short (for example, 30 seconds), the notice UDP
packet is transmitted at high frequency of period of 30 seconds or less, and the
final access time is updated every transmission, and the entry is updated even if
there is no change of address of the router 103 at the WAN side, and the server
load is increased. In this embodiment, by contrast, the updating period of the

30 final access time can be set independently regardless of the discarding time of



access time, while the notice UDP packet B does not have the function of

15 updating the final access tinme. They are identical in other points. The
peri od ofwoDraaegspiii ng the notice UDP packet A (410) frecrRrzoddessce 101
is shorter than the interval of the value (for exanple, 5 mnutes) of

maxi num access acknow edge peri od obtai ng% previously. On the other hand,
the period of transmtting each the noti UDP packet A or B is set shorter
than 20 the time of discarding the NAPT table of the UDP packet due to
expiration of tinme by the router 103. In the first enbodi ment, there is

only one i AAPIALbREHRE roflef ies, safifbrihe das o rigpReri od mist be

set according to the shor condition above descri bed.

Accordingly, if the dTReaislicagUDPTRadiett h® atll BAREIUdbsvied IDhehicpuises 103
is short (for exanple, 30 seconds), the notice UDP packet is transmtted

at hi gh fredeadnejdaitifipegiven indiveioale totivsderice 483, Tardatise UDPmeckatsoss

ti i dat t | SSi t try i t ed if th
sho changana® airuacodiorhe e s Ep Tiadr aisert BBO PG PR LY dhpver
load ig '”Cfcﬁﬁéﬁ%s,'éhd@céix/%@bé%‘ihérgéﬁver%@ RAPT &d?ﬁg ESSHO%Q?%%HHC’ of

the 30 final access tine can be set I ndependently regar

di scardi ng tHeirsoEmbodaient. OB S akoRbe/sHRZH Gt Ahd NAPT 2ablé e tNARSUtenbD8 of
the router 103, so that the |oad can be reduced. The notice UDP packets A
and B i ncl uifeh@lgvgasdinuousiyivdthous expirige\kyc e rtiesi YPEr pagkebranchalsei SRIBE Iy to

t he devi 101. ,Th ' . UDP, . . : th

| nternet - af Ead (Gkoir s SRUERLTER. §7¢ 8Pers 151RHisry 8p o Bahafitind thet Pocies
recei ved at td s SRR 1694upcHentpifh BENY¥EHE} A4l tERBUAS, bAd thaelatédtst
enbodinment. It is also the same that the NAPT table in the router 103 is
hel d dfnt i naccedsytimetihdue eaipiis Updatey (step §422)c eByBRequtireof therskboiesioesanme

as in the first gqnﬁpodirrer{, '

t he address.is regi stered for transmtting the
packet to PRENIERR PEPEHALQNOH CRMMUNICHIGN g CQBT ged104 (step S421), and the

e e SR 1 . P
t he prepar agispting eonhamiioaticrafroan tHes taraiihalel @2l to Wwherlevice 101, the terminal
102 specifies the device ID of the device 101 such as "GET connect.cgi? ID =
15 1234" as a parameter to the server 104, and transmits device connection
request 411 as HTTP request. Suppose the device ID "1234" is preliminarily
recognized by the terminal 102. Receiving the device connection request 411,
the server 104 searches for the device ID registered in the server with the
designated device ID as é key to acquire the corresponding entry registered by
20 the device 101, at step S423.
The server 104 consequently refers to the final access time (see
Fig. 4) in the entry, and rejects the device connection request 411 if the
difference between the final access time and the present time is over the
maximum access acknowledge period. The control of the server 104 goes to
- 25 step S424 if the difference is within the maximum access acknowledge period,
so that the server 104 transmits connection request UDP packet 412 to the
device 101. By checking the final access time, it is effective to avoid making
wrong connection request to a different device by mistake, same as in the first

embodiment.

30 At step S424, the server 104 generates a unique session identifier,



starting communication fromthe termnal 102 to the device 101, the
termnal 102 specifies the device ID of the device 101 such as "GET
connect . cgD2004M363115 1234" as a paraneter to the server PCOAP2@maditseaNSM t S
devi ce connection request 411 as HITP request. Suppose the device ID
"1234" is prelimnarily recognized by tg% term nal 102. Receiving the

devi ce connection request 411, the servér 104 searches for the device ID
registered in the server with the designated device ID as a key to acquire
the corresponding entry registered by 20 the device 101, at step S$S423. The

server 104" 0SeGuenh ke SBRRES0UO £ah I8P EERSSpbid[Rq 5 Fe dBUits 1, N

t he ent ry, rejects evicée connection reque e érence

bet ween t hettd @@vemo&jmgmr@@ adfebdsbe dirSyseDA, SPITDR, faireVigandriies, BRSIAYM
access acknow edge period. The control of the server 104 goes to 25 step

S424 if thethdinf reegeBnedtion request HEDReaRackan 4iée bevingciheoreesige igentfisl, so
that the server, 104 transmts cgnnection request UDP 41 he

dovi ce 101, Ngj et PEloa: nEIPrelc D cpiitn, rieBP iR iirkfet 412 dR

maki ngg W o i t i [ o as
R e A A LA e

uni que sessBa@0BY eartd fhieesfora\Pe?NOPTOSE B/bAsiBOBf IR C&18rrd Béiite i2 Gonddctetior es
in the server 104. Fromthe entry correspondi %to the device 101, the
server 104 BYde redendd? candthegommection regpest iDP pagket 412 fs transfeireddPng

them the c n@g\gé ! iequest UDP packet 412 having the session identifier
i ncl uded in %Ig d. Herein, the connection request UDP packet 412 is 5

conposed as response R@cém\wbic“oﬁn@a?orwéd@stedpﬂéQo\,kézrzx_ﬂzptHeCQe\waﬂthcket

B (409), and therefore the PT conversion of the returning route is
condudfed transmés ridii? eonaedjoraratiusst 44 3rindbeisenvaretide s Detiedpdesasiption? i s
Igacket

t f d devi 101, R i Vi th t.] t U
Lrans! v ed L0, s douiee 10T R LhG SOnISEL] O 1oL VP gack
104. Detail ggnﬁgﬁﬁ@gétéﬂ%hiﬁé)ﬁ%ceﬁ?e EANEGEDhHing BOHSSichSy sinCqeknRE,  but

it is an ordrnary
and ack packets. The TCP connection request 413 is demanded from the LAN

side to the WAN side, and hence the TCP connection can be established
15 without trouble over the router 103 having the NAPT function.
In this way, the TCP connection is established between the server
104 and the device 101, and then the device 101 sends back the session
identifier noticed from the connection request UDP packet 412 to the server 104
by the session identifier notice 414 through this TCP connection. When
20 receiving the session identifier, the server 104 collates the session identifier, at
step S425, and detects that this session identifier has been generated by the
device connection request 411, therefore, the TCP connection to the device
connection request 411 has been successfully established.
Afterwards, the server 104 transmits HTTP response 415 to the
25 terminal 102 in reply to the HTTP request 411. This HTTP response 415
includes the HTML contents to be displayed in the terminal 102, and the HTML
contents have session identifier "5678" embedded as link, button, etc such as
"<A HREF = "control.cgi?Session ID = 5678 & Target = deviceFunc.cgi &
Param = abcd"> link </A>." In this procedure, the page (image) corresponding

30 to the device 101 is displayed at the terminal 102,



connection establishing procedure for establishing connection by syn,
ack/syn, and ack packets. The TCP connection request 413 is demanded from
t he LAN woadeomosthe WAN side, and hence the TCP connectPCanPms/obisel
established 15 without trouble over the router 103 having the NAPT
function. In this way, the TCP connectio?gis est abl i shed between the server
104 and the device 101, and then the device 101 sends back the session
identifier noticed fromthe connection request UDP packet 412 to the server
104 by the session identifier notice 414 through this TCP connection. Wen

20 receiving the SESSNQQ%W%@HH%L er clid& tﬁ%rlhﬁﬁ.rin%r%df\spljek@ﬁ%%?%per égn

identifier, at step $42 ects that this sess

been gener atexlidsy 41 Géncloding the cegsientitemtifies guek tas? GET tcoatref. @y Sebsiord CP
connection to the_device connection request 411 has been successfully

est abl i shedID A (887 Rafdiarashe slaviearunosdi daiaraens =Hailred' iss genseatad.5and t he
25 term nal L) to the TR, ,request .411., Thi TP respgnse, 415

i ncl udes t h@‘ﬁ«%ﬂh@é’oﬁ‘fﬁ? $ {\_()erbg' di .Sw}'heg\eaecieﬁwpglethgelﬁﬁﬁlrew? ﬁﬁd%ﬁe
HTM.  gont esgigehamy %@&%Qﬂa'tﬁé_r‘&lééigﬁ_éte'a5@3§fifo|%e 8d cBiffatbs e QBESIBR. ©LC
such as "<A HREF = "control.cgi ?SeSsion ID = 56/8 & Target =

devi ceFunc. ogntifler Y5678 (stepb8d26). | Aska réAi bf tolldtions ifpit ¢ ddteiceed thet thage

(i mage) cor ondi n 30,to the device 101 is displayed at the term nal
102, VD 200CH3eaIECHRn P fropaswian sientifieronsey 8" ine RepReligady estaklikbedhe

link in theydj ﬁl‘ag‘% ' ' i

i dentifier tsr%cﬁaggé{%ék con%%g?ﬂggicahgggg?’ﬁ)ené&'ﬁtshggtg%p@%&ﬁ%gi4?§

devi ceFunc. ggiforSe2ansie) 'fe@b@@VideFuge.@grtmaedm=aadd" Ah@B8AblereaniothbeCBer ver
104. Wen receiving the HITP request 416, the 5 server 104 starts up the

desi g8t ed e@meationas HTARdeguesttrarsfend1deddiusnthe wemingli12 cpoiransmit ep

S426). As a,re of cqllation,. if jt is detected that the TCP connection
of the sess‘r@nﬁlirutljtrf?ﬂ‘f'? rtogt?eggg'?g"mﬂas been al ready established, the

control.cgi of the sefVeke %ﬁﬂ'ﬁﬁa{tiﬁ;ﬁah%s@ﬁ%&%e f id GeffifBI r&meRe 416

to, for exanple, "CGET devicekFunc. cgl ramFabc and transfers onto the TCP
10 connect i devies iHTRE inegotist, by ampleyinglihe tousersiomentetiiod ral mkhlioned

transmt above, excellent effects are obtained, that is, the terminal can operate without
15 modifying the existing Web browser at all, and the device can freely describe an
HTML document for starting by designating a desired cgi such as
"deviceFunc.cgi" on the device and a desired parameter such as "Param =

abcd."

Receiving the HTTP request transfer 417, the device 101 sends

20 back an HTTP response 418 as response. This operation is more specifically
explained below by referring to Fig. 6.

As shown in Fig. 6, the device 101 includes a transfer module 501
and a Web server module 502. The transfer module 501 is a module for
communicating with the server 104 through the communication protocol of the

25 invention, and the Web server module 502 is an ordinary Web server. The
transfer module 501, as mentioned above, receives the connection request
UDP packet 412, sends a TCP connection request 413, and receives an HTTP
request transfer 417. At this time, regarding the communication direction of the
transfer module 501, the module 501 requests the TCP connection (413) while

30 receives the HTTP request (417), and hence the direction of communication is



the HTTP request to the device 101. In the communication transfer between
the termnal and the device in the invention, by enploying the conversion
met hod aswoened/snad above, excellent effects are obtai med/Jredoantisel, t he
term nal can operate without 15 nodifying the existing Wb browser at all,
and the device can freely describe an H% docunent for starting by
designating a desired cgi such as "deviCeFunc.cgi" on the device and a
desired paraneter such as "Param = abcd." Receiving the HTTP request
transfer 417, the device 101 sends 20 back an HTTP response 418 as

response. THiferé&FHh 'tﬁg_ 6§|n%B7 mg&g&ﬂvkrw.émec@f AiedThrel fé‘e@ggt %‘f ﬁ”' ng

to Fig. 6. As shown in Fi evice 101 includes a trans | e

501 and a KeuestadseithntbeuT €P56@nnettientframsther cliendul la Bl eboalimentyltee f or
comuni cating with thﬁ: server 104 through the conmunication protocol of the
25 i nvent i ofhanglgt MeiediD 1sabsasbs tbisudiEicemee; i direcion n&hgt igethe eedile The

transfer no : | pne (o] ' ect | I est
Uop packer b e TiREah, BRTHTTPC L bCER) 16 Td Vil SRR maLIg BT
request tragsd eecellds irerridly Ihé IHETP T8§53rens04 Rdnt B HHGRAS 50D, tHrbaghi on
of the transfer nodule 501, the nodul e 501 requests the TCP connection
(413) whi | es@tket ewrethee Eke.heThETEforeey assing 407 prdinany Wéeir setvee, dhe dETTRN of
conmmruni cation i s WD, ,2004/ 030314 PCT/JP20Q03/ 01@561 .28 different fromthe
ordi nary WEPBBIUNGRIQR; RFACeAHE;of dae inyentinrreap beUealizethi | e  requested with

the TCP connection fr | et | i

nodul e 501 absorbs t hllqgwéﬁlﬁggtbelﬁ 'e5i égnd%éraeu%pﬁgﬁﬁgl ﬂat éq gbﬁgﬁgaﬁg%ﬁf(gﬁe 501
transmts i AT@Palspynsdd187td the estiresdl 18234 BITTPereépbnse trepsiomadol andng, 5
and receives internally the HTTP response 504 fromthe nodul e 502, through

sockeflOor tH&ML lcentenigriacltidedbin dlae idTER trswionae ytraegfes efiSerthet BessinTp
conmmuni cat i gn
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termnal 10geps 41618 41258941518s e ftriifal 4b2: add@sk e device 101 consecutively
by the HTTP. The HTML contents of the communication are generated in the
device 101, and the contents display and manipulation are executed at the

15 terminal 102, so that the device 101 can be manipulated freely or the contents
can be acquired from the terminal 102.

Finally, when the communication is completed, the server 104 or
the device 101 disconnects the TCP connection 420. Upon the TCP connection
being disconnected, a series of sequence is finished.

20 According to the embodiment, as explained herein, same as in the
first embodiment, to the device 101 in the LAN having a private IP address,
communication can be started freely at a desired timing from the terminal 102
on the Internet. Hence, a device at home can be freely manipulated or contents
can be acquired from the PC or cellular phone having the Web browser as the

25 terminal.

Same as in the first embodiment, the router 103 requires only
ordinary NAPT operation, and setting of static NAT or NAPT is not needed, and
the user does not have to make complicated setting on the router beforehand.

Same as in the first embodiment, interference from third party is

30 prevented and the security is enhanced.



10 HTM. contents included in the HITP response transfer 419, the session
identifier is enbedded as |ink or button, and repeating the sanme procedure
as in stwp0ddBoile 419 enables the term nal 102 access Pchara®sntisel0l
consecutively by the HTTP. The HTM. contents of the conmmunication are
generated in the device 101, and the coeﬁﬁnts di splay and mani pul ati on are
executed at the 15 termnal 102, so that e device 101 can be mani pul at ed
freely or the contents can be acquired fromthe termnal 102. Finally,
when the communication is conpleted, the server 104 or the device 101

di sconnects the TCP cgggfecgg ikt Hﬂ??ﬁf’ﬁ%ﬁﬁigﬁ%&%fg ev?@titﬂ%ePPP

di sconnected, a series sequence 1S ed. ccording

embodi ment , oaHHEP! afil VWAN i connsdion efsthienrdulier 103 fivim e disedhnedtedt he
device 101 in the LAN having a private | P address, communication can be

started frelpm the I8Pdus teexpirationgpfitimansorbat disralvaysready émcemeunigaienet .
Hence, a deyice atI %omet can be freely mani pul ated or contents can be
acquired fr Hﬂtﬁ‘é BT8P cel 1 ul ar phone having the Web browser as the 25

termnal . Sanme as in BhAgd hEHh tRRAIARIEdimERE the YEEEptdBIoa8 Bt the hdtekY
NAT or NAPT d

ordi nary NAPT operation, and setting of static IS not needed,
and the ustDRIpesketoAdtGire the semice 10dmid theet tisheswttil idedectimgtiheapahilitg rof

bef orehand. Sane as in the first enbodinent, interference fromthird party
is 30 preveAmawnigaiiomeansike fieptyaqidsted pyrrede-ofio 2004/ 030314

orevent the PPp o DR G MR befio Piof Hickels, b8, & sSPRokd, *©

prevent the PPP or connectirom O

bei ng di scoRagRyeffuntlieof DBdathiy theginap acadds tthé @dY phtkE nosRatiRgisuch i S
al ways ready to conmunicate fromthe Internet. 5 Sane as in the rirst

enbodil@ent , furtetionetrepabove Itiowed adjustrhentncan be darPinsiepeatienidy cedardieise ofer ver
108 e T d S RS O RSB bt BT ST L SR 0
that is, a packet Same as in the first embodiment, only by designating the device
ID from the terminal 102, the device 101 can be easily desighated to start
communication.
15 Same as in the first embodiment, the load of the server 104 by the
UDP packet can be reduced, and simultaneously the reliability of
communication between the terminal 102 and device 101 by the TCP packet
can be enhanced.
According to this embodiment, by using the terminal implemented
20 with an ordinary Web browser as the terminal 102, the HTTP response is
realized by mounting an ordinary Web server on the device 101, so that a
communication system of high versatility and excellent ease of use by the user
can be composed at a low cost.
The embodiment is explained about the NAPT, but if the router
25 103 operates with the NAT function, the communication sequence in Fig. 5 can
be realized normally without requiring any change in the operation of the device
101 and server 104. Also in the embodiment, even if the user directly connects
the device 101 to the Internet 105 without using the NAT router, the sequence
in Fig. 5 can be realized without requiring any change in the operation of the

30 device 101 and server 104. Further in this embodiment, if the user subscribes



having a function of updating the final access tinme and a packet not having
such 10 function, the above tinme adjustnent can be done independently
regar dl eswoabo4/a3hm4di scardi ng time of the NAPT tabl e of pChaPemaneis61103.
Sane as in the first enbodi nent, only by designating the device 1D from
the termnal 102, the device 101 can be sily designated to start

comuni cation. 15 Sanme as in the first efodi nent, the | oad of the server
104 by the UDP packet can be reduced, and sinultaneously the reliability
of communi cati on between the term nal 102 and device 101 by the TCP packet

can be enhanced. r di 1oty | et | h ]

ol ement odt® 65 P RES SPuvde P SedRR SrEER coriéelthl ROeTv RO Ban o
response i smulteétaiges dofo AT woliteRy imdludingi thar Mséiad regter endothd h8Pdetere 101,
so that a comunication system of high versatility and excell ent ease of

use by the orsinary ATy NARTosreratien és pyacuiedtin tiragouiessdiaasht stegeeapd ai ned
about the l\l@PT ﬁ1ut I f the router 25Cai03bope:a§t eq? W t h thehNAj[I' function,
the conmmuni QRS SGOUEAE IMFIg @ o8N @FP bESAliZed NOFMALY Myt Fratidng
requirigng i it SRS 8t i and server 104.

Al so iﬁ thg@%@%ﬁ%mm% erﬁ I f ?ﬁ\tg@tryggic%j@egﬁ ﬁgﬁlgrr\ﬁggts t he device 101

to the Internet 105 mNiebnuMilasﬁPngaddn&M‘@istmﬁwris rich ansssgestldunctiorFiog. 5
can be realized without requiring any change in the operation of the 30

devi ce 101 thednhaticedPPipacket, andhke sftedt Bf ieinyeatior it Obtained{tthesaddress

subscri bes WO 4 0 X . h ' Lvate
| P address an?a?sgeée%ﬁﬁgtﬁgg%%ﬁﬁegﬁ{n%%ﬁgga p %’8'8&‘%5& ﬁqjeb‘%?e%? Sé‘g%‘?rgﬁ HI{IAT
routers i nchyehiiie thaesfisivhcy id exéSlent by Ushty i\/ﬁf’ﬁé@k@@! that @3, dhe gyak&¥¥bror
NAPT operation is executed 1n the router of each stage, an hence t he
sequeri@e i nregigteribg diag ghobeb B @ddeatsi ardl theopackdt fommadaining:the NATgtabk, any
change in the opercgtion of . the device 101 and server 104. Meanwhile, the
addr ess r egiNOSERACERLS EOHBINGREMOAGHRASINISENct i on for the notice UDP

packet, and the ef f ectyaf the, WUSRHEOR hot PRFALNSH shebifgd asdfSsss the

TCP connection corresponds uniquely to the HTTP request 411, for example, it
doesn’t have to be unique in the server, and it is enough when it is unique when

15 combined with the device ID.

As the IP address, an address of IP ver. 6 may also be used. In
this case, the invention has the same effect as far as using the router and
gateway passing the packet from the LAN to the Internet and the response to
this packet, but not passing the packet from the Internet to the LAN.

20 In the embodiment, the terminal 102 is directly connected to the
Internet, but even if the terminal 102 is connected to the LAN, as far as
communication is started from the terminal 102, there is no problem in
communication to the server 104, and the effects of the invention are the same.
Further, when the terminal 102 has the same function as the device 101, even if

25 both the terminal 102 and device 101 are in the LAN, they can start
communications mutually, and a completely symmetrical communication system
can be achieved.

In the embodiment, the connection destination from the device
101 is the server 104 only, and the server 104 transfers the communication

30 between the terminal 102 and device 101. However if the address of the



is registered by other neans, but this is a particularly preferred
configuration because the efficiency is excellent by using two packets,
that is, wbheopaskat for 10 registering the global | P adecegempditsbe packet
for maintaining the NAT table, those packets requiring periodic

transm ssion. The session identifier is gqt particularly specified as far
as the TCP connection corresponds uniquély to the HITP request 411, for
exanple, it doesn't have to be unique in the server, and it is enough when
it is unique when 15 conbined with the device ID. As the |IP address, an

address of {é?erf‘émo@i%ti%ba%ié’éomé‘c@ion'raguéég};l?gﬁga;a%kei heo | elign s the

sane effect as far as using the router an passi ng the packet from

the LAN to the ttamsatintte TCHP thendotionaegaesiod13 hirschatdk dte tduiinalotopadsi ng
the packet fromthe Internet to the LAN. 20 In the enbodi nent, the term nal
102 is dir e8t¢ly configigatieon the terainal h02d@net devicg 189 @an; gonmenicaterdiiastlyio2 is

T02. there fad e BABBeRToadfor BB aelibTotit iotafad,reifhereodS S fodddh™ ™

effectg of Lpgyf nvention are the same. Further, when the term nal 102 has
t he sane function as the device 101, even if 25 both the termnal 102 and
devi ce 101 are in thelrlthd erhbeginesm, theaerveraoiytnanstars thescommuaidagionaid a
conpletely symetrical copmuni cation system can be achieved. In the

enbodi Imsnt  tenéerpinaleand dhe ciaMGen utoiner sRNveE isel san: eomimicate with §B?\r/]er
104 , ; . i i
Lormonsl” 1098k ByARiNg tng PCP CRRRERER. S EIMrBloR ine SeRSIHEESS 1T,

PCT/ JP2003/ 8dhafihicationt eurdtionl td QRel 8evieé i R tthel erBfIRAIE Cridd il PreséntsDP
packet 412, the device 101 can transmt the TCP connection request 413

di rect!Dy t osetvicasetaorithal davge such @scheitiogf agdrapnidoring f ther dienige a0d and
device 101 ca connpnica e directly, and the transfer |oad of the server
104 i s | oweHedRINEG W ®ects are brought 5 about. In the enbodi ment,

the server only transigrget BRneaiRHt GAL 88vieE 101 and server 104 can be
achieved by a computer. At this time, it is possible to create computer

programs for executing the sequence shown in Fig. 4 individually for the device

15 101 and server 104, and they can be stored and distributed in a recording
medium. Accordingly, by using a general-purpose computer, it is possible to

realize communication from outside of the home.

Third Embodiment
20 A third embodiment of the communication system of the invention
is explained.
The network connection of this embodiment is same as shown in
Fig. 2. The address assignment is same as in the foregoing embodiments, and
only the communication sequence is different. In this embodiment, the terminal
25 is a PC or cellular phone implemented with Web browser, and by using this, it is
intended to communicate with the device 101 connected to the LAN by HTTP,
and manipulate or acquire contents.
Referring to Fig. 7, the communication sequence of this
embodiment is described.

30 In the communication sequence of the embodiment, the procedure



the termnal and the device, but the server itself can communicate with the
devi ce by using the TCP connection. In such configuration, the server
present s woamsbxiat i on function to the device for the trermpembpiaad al so
presents 10 services to the device such as setting and nonitoring of the
device and updating of the software. In Epe enbodi nent, the device 101 and
server 104 can be achieved by a conpute?. At this time, it is possible to
create computer prograns for executing the sequence shown in Fig. 4

i ndividually for the device 15 101 and server 104, and they can be stored

and di stri byt ed drébél’afiéﬁ%ﬁ&ﬁmuﬂﬁ%&i?ﬁ}t%@?@ﬂrﬂé ’F@z!ti%e LFD'PN:E?U%ER& i€ same as

gener al - pur pose conput er, I'S POSS reall ze co nication rrom

out si de of irhthehssuenthisfdh&rseedhdwmmbétfimant Bhown éntrigli Srefig.of shbes the
communi cation systemof the invention is explained. The network connection
of this enb®dpsRAMENt Braggflireas shown in Fig. 2. The address assignment is

sane as in the foregoj enbodi nent s d. nl.y ., the L.cat | seguence
is different. In thi s%bg]benﬁﬂpm%%at't%gr%%ﬁqtgggrqnﬁ@%ﬁatwﬁd?j ephone
| mpl emgnt edquyits 1\0AD ths @hfval FXtrBdsmRs TTCH RbBneétion fequiest 807®Y $SL to
comuni cate wth the device 101 connected to the LAN by HTTP, and

mani pul at e thre seryer ri®4c oAs entesultRefceomingy td thd-ogdinary $8k prooedures aenan
sequence of this enbodi nent is described, 30 In the comuni cation sequence

of the enbo@?rrtr@ﬁ?t,e nifeeBrisdiansmitee dom Brosanerty? iptisosronadb2, 8adup to
he seauenci Or=RIY 2k EBF Sad, ATV AIRBIghPdckBen i ARG odrpBRd], '

subsequent Ry Gigtsled.ein YWeoeskion, FoMeLEEMEbrédeduse 8k tirdsédand émbodiederitnal
102 to the 5 device 101, the terminal 102 transmts TCP connection request

607 by0SSL the setjeenas frem thesdeviee gonasdtian requsst GAdtot et hePoeatinestipn SSL
procedure, ?eec{u\é%EGH is executed.

A first point different from the second embodiment is that the
device connection request 609 is encrypted. Therefore, the device ID included
in the device connection request 609 can be concealed. A second different

15 point is that a random number is generated at step S626 and is stored in the
server, and it is noticed to the device by the connection request UDP packet
610.

Consequently, the device 101 transmits TCP/SSL connection

request 611, and connects to the server 104 via the TCP connection. As a

20 result, the server certificate notice 612 is transmitted from the server 104 to the
device 101 according to the ordinary SSL procedure, and validated (step S627).
When validated successfully, cipher communication is enabled.

Thus, after the TCP connection encrypted by SSL is established

between the server 104 and device 101, transfer in procedures 613 to 614 is
25 executed, and a page is displayed in the terminal 102. It is followed by,
according to user's trigger, transfer of HTTP communication in procedures 615
to 618 and transfer of HTTP communication in procedures 619 to 622 with the
session identifiers. Contents of these HTTP transfer are same as in the second
embodiment. Only different points from the second embodiment are explained

30 below.



certificate notice 608 is transmtted fromthe server 104 to the term nal
102, and it is validated at step S624. \Wen validated successfully, cipher
comuni cawiDaao4/43831@nabl ed. I n succession, in the sanme prera#g/onsei n the
second enbodi nent, 10 the sequence fromthe device connection request 609
to the TCP connection request 611 is exggyted. A first point different
fromthe second enbodinent is that the evi ce connection request 609 is
encrypted. Therefore, the device IDincluded in the device connection
request 609 can be conceal ed. A second different 15 point is that a random

number is generated aj ?iFs‘?pg§ﬁ1¥6oP”tﬂi§ SerabQbiRnk Ny ﬁ‘ents%}/r?rt%a%@cbﬁdi S

noticed to the device by the connection request UDP packet 6

Consequent | gmbblimetetis teatthd cormismicaiorT ISR ptednfabrdingly| theudsiicéIl,, and
connects to the server 104 via the TCP connection. As a 20 result, the
server certindiiguad infarmadio10f ithe deyineni and @theromalurbles rformatiany cep bae
devi ce 101 ccorﬁii g to the ordinary SSL procedure, and validated (step
S627). \We OV At ed successful | y, cipher comuni cation is enabled. Thus,

after ghe TCP connect poSe&iMef YBIfdoPhiSmbsdRsdbliffehad oMt WReekbRd
server 104 and device 101, transfer in procedures 613 to 614 is 25

execut ed, aechbadpagd is shatiiis fhagessiom idamdifierenoticssb 13, ARe deviceceftifldatavadd by,
transf er TP communi catiQn in pro ur es

accordi ng t%ser' S tri gger, OL HT L&

615 to 618then@ndPEnhRYBPELranarbiedRomHNe SENGH Bnther CRrEeGHeR reaupst 2
wth the s ' [ t ] £ f [ o4 as
In the seco %éﬂeg{%o [ rreﬁti.cggsﬁsyg@#@%n@ %%%ﬁtﬁ%%%@iggﬁg&gn%@%mm
are expl ai ngeyic8Ocdrtficate WORQRAI) 3G 4aRGl HP2ARR34EViE56101.33 TAef Hevite poi Nt
of this enbodiment different fromthe second enbodinent is that the

comufPcat i eertificateria mepfied at sepoba2Bgnd atsubseaveistepwill badixgcdigs only
val uabl e i nfornation c

O A A A L e B scviing
advantageous when the method of the invention is combined with the validation
of device certificate in such procedure.

Further, at step S628, it is validated if the random number of the

15 argument of the session identifier notice 613 is same as the random number
stored in the server at step 8626 or not, and only when identical, a subsequent
step will be executed. Therefore it can be checked if the connection request
UDP packet 610 has been duly transmitted or not, and misoperation can be
prevented even if a cracker fakes a connection request UDP packet 610.

20 Moreover, the invention is configured so that a single server is
passed in a communication. Hence when the invention is combined with a
system which establishes the cipher with the certificate stored at the server side,
it is possible to validate each other in a system connecting plural devices and
plural terminals mutually only by placing the certificate in the server, without

25 having to place individually in the devices and terminals. As a resuit, the
number of server certificates can be reduced, and the management labor can
be saved. In addition, since the direction of the TCP communication between
the device 101 and the server 104 is so intended that TCP communication is
started from the device 101 side, only a single server certificate is needed at the

30 server 104 side, and this is particularly beneficial for application of SSL.



enbodi nent is that in the session identifier notice 613, the device
certificate and the random nunber transmtted fromthe server by the
connect i oworeaussi14UDP packet 610 are noticed as ar guneatrgpaos/ondai ti on to
the session identifier. The device certificate is to certify the validity
of the device 101. The device 10 certifigaﬁe is verified at step S628, and
a subsequent step will be executed only “when the device is authentic.

Ci pher transm ssion of device certificate is very advantageous when the
met hod of the invention is conbined with the validation of device
certificate in such . aFurt , ; I i if

t he random nunber of w&gﬁ\%‘i‘g&arﬂgu&g@gﬁé cﬁ@s{s b?aé g@sglﬁéﬁg? dééprﬁllﬁfygﬂp %ﬁﬁ%ge 613
is sane as_ &pslicatiodonf ngipherings tdupending toe Hey veonfadertibprede@énwntnef, and
only when identical, a subsequent step will_ be executed. Therefore it can
be checked ¢omuh@icaiinnceantentsr egaeay paippf fhtkitreguesthard hEklP dasgonse,

transmtted_or .not, and m soperation. can be- . ven i er
fakes a conﬂ@%tﬂi‘%ﬁ'ppgaﬂgé?a%g c%gim'éﬁg. er?bso W@@@%t%%e3¥%§ﬁ§§t§ﬁ#| S
configgred g§gqiliBRto eSS of Be/§dcond erRBS@RENtN a communi cation. Hence
when the invention is conbined wth a system which establishes the cipher

with the certificate stored at the server side, it is possible to validate
each other in a system connecting plural devices and lyral, term nal s
@??CWUQG%HG

mutual Iy only by pl acfiigoudiethesprasent tventign has Resn RO CHEN I ng
to place ingiyi ]y ] i i e AS, .
nunber of S\g/’,ttjes?)légﬁlg %ﬂi%rﬁ%%@@se%g%hﬁﬁgoﬁgﬂ%@gémegﬂhéqlﬂé&@ns;g:éﬂ%%ttlorﬁggr&g can
be saved. |gpgiigiibhere Shppereht © dhdRCbkiled 0h thBearl CPTigsrators] ¢ ippssdmt ween
the device 101 and the server 104 is so intended that TCP communication is
start 40 froinvehtionlés/netlimitad bydbe disdlgsureqiravded dwreiarbwdimited ealydoite
needed at the 30 server éOé i.de, and this is particularly beneficial for
appl i cati onSEAPESY the\gerspes 6@%‘ §4 PCT/JP2003/011561 34 Meanwhile, it is
al so possible to Cha”‘?fé‘e a;tﬁ}.%'s}eﬁﬁtdi&ﬂ’oéﬂre”%t?eépﬁ IstBjdcP matfterC IcBRARIMEY in
dependi ng on the confidential requirenent o comuni catl on contents In
every pair QhpdficEe PatpmeHppiicatidil No. r2o)2e233287, diked heSeptehedrmzy,| 2002, can
be optim zed. This enbodi nent has such effects in, )

which is expressly incorporated herein by reference in its entirety.



5 addition to the effects of the second enbodi nent. Although the present

i nvention has been described in connection wth specified enbodi nents

t her eof , werzgodaishan nodi fi cati ons, corrections and applPCTar2Be1i&6E
apparent to those skilled in the art. Therefore, the present 10 invention
is not limted by the disclosure provide%5herein but limted only to the
scope of the appended clains. The present "di scl osure relates to subject
matter contained in Japanese Patent Application No. 2002-283287, filed on
Sept enber 27, 2002, which is expressly incorporated herein by reference in
its entirety. WO 2004/030314 PCT/ JP20Q3/Afp61 35 CLAIMS 1. A server
connected to the Internet which transfers conmunications between at | east
one device connected to the Internet and at 5 |east one term nal
connectable to the Internet, wherein the server receives a periodic notice
packet fromlthe devi ch, SP&MEEn conaeaefnett i dher eljiedet pawkish t dranstergevi ce

inreply to_the notice cket if transfer to the devjce,is, requested,.from
the. tor m naPoMWEIAIONS BrAUSED At deest s S5vsscorartd Bits HeFt AT @ty ce
to 105the peksyBhe tdhifdl connecidife fPMRARIAS, m_@\a@ﬁtth@%h@n and transfers
comuni cati ons between the termnal and the device on the TCP connection

after the TCP connect remeives apéerddic siolide packéffeomns ¢neydevigecording to claim
1, wherein the server recejves from, 15 the termnal a transfer request to

the device with an HTIRN$BEREEONNGElioRITeRHest Pasikette the dexice indeply to the

transferring f i i } devi ce, the

server -t r anar P BT RN Ine SVERT, s R EM 8 B8 Conmect i on

extended by the devi cgeceapiél & T@PSEdection rEGueS tiardaMittéd grorl T2 déficeasponse

received fromthe device through the TCP connection. 3. The server

accor dOng t thecseariven in, replydpdhe cohpestianreguest paekeblAmeg t o  recei ve a

plurality of transfer, requests fromat |east on?ht?rn‘i.na‘l Jhe erver
transfers communications between the terminal and the device on

the TCP connection after the TCP connection is established.

2. The server according to claim 1, wherein the server receives from

15 the terminal a transfer request to the device with an HTTP request including a
device ID, and

for transferring the communications between the terminal and the

device, the server transfers the HTTP request from the terminal on the TCP

connection extended by the device, and transfers to the terminal the HTTP

20 response received from the device through the TCP connection.

3. The server according to claim 1, wherein the server is operable to
receive a plurality of transfer requests from at least one terminal, the server
generates individual session identifiers when a plurality of transfer
25 requests are made from the terminal to the device, and notices to the device by
the connection request packet,
establishes the TCP connection by accepting the TCP connection
request sent from the device to the server in reply to the connection request
packet, receives the session identifier sent from the device on the established

30 TCP connection, makes the received session identifier correspond to the TCP



generates individual session identifiers when a plurality of transfer 25
requests are made fromthe termnal to the device, and notices to the

devi ce bywotzet/0s031aect i on request packet, establishes treTIEROGOMISECt i On by
accepting the TCP connection request sent fromthe device to the server in
reply to the connection request packet, preceives the session identifier
sent fromthe device on the established §6FTCP connection, nmakes the

recei ved session identifier correspond to the TCP WD 2004/ 030314

PCT/ JP2003/ 011561 36 connection thereby to make a plurality of TCP

connect i onscﬁménc%ﬁoﬂh@rélfy %o iy &l pluval® &%PC&&%&@H&%@@@@BH@%@

termnal, and only when the term naF requests connection Ignating the

sessi on i deplurdlitg of eomhddtien TEGuestsfieat thenteeminagsgrahdi ng to the desi gnated
5 session identifier has been already established, transfers the
communi cati on from t henlyeVhendheogrmningl seeadsts sersnertion dunAesignaiing tther eby

transferrin he . i i t L.n_parallel in each sessio

i dentifier. g%gs'%éggmgrgﬁéﬁgd @g f&ﬁn%cgﬁ% ,"%ﬁ?é’PglrW f%ghge Sregn r}ﬁgl udes
a 10 st or agessi@s déntifieP et Beem Gircbay fddtablisheae dankiar® tRE @athiuRicalibs
plurality of devices, when receiving a periodic notice packet fromthe
devi ce, t hefrometheeteronpuidtars thehestiablistiedhd €& sonmextiony thdreby dramsferdng tthee,

and when transfer .to the device is requested fromthe termnal, the 15
server rej e%‘?@'ﬂ%‘écag'(?ﬁ‘ enfs In BaLadet i qachRessiqn idpati&: pet ween the final
access tine of the device and the present tine is nore than a specified
period, or transmts the connection request packet to the device in reply

to the notige packetThé ddrgerdaédtitige® clirnot, Wakkih A8 deiers preiiddsed
period. 20 5. The server according to claim1l, wherein the server includes

a stdPage sltocagesertion Soorstoring Mee flinghlacaesedine iafecasth efidhe oplucdlity of
plurality of, .devices, the server transmts maxi num access acknow edge
period i nf%Wﬁ?%on prelimnarily to the device,

when receiving a periodic notice packet from the device, the

server updates the final access time by the reception time, and
when transfer to the device is requested from the terminal, the
15 server rejects the connection request if the difference between the final access
time of the device and the present time is more than a specified period, or
transmits the connection request packet to the device in reply to the notice

packet if the difference is not more than the specified period.

20 5. The server according to claim 1, wherein the server includes a
storage section for storing the final access time of each of the plurality of
devices,

the server transmits maximum access acknowledge period
information preliminarily to the device,

25 when receiving a periodic notice packet from the device, updates
the final access time by the reception time of the notice packet, and

when transfer to the device is requested from the terminal, the
server rejects the connection request if the difference between the final access
time of the device and the present time is more than the value indicated by the

30 maximum access acknowledge period information, or transmits the connection



25 when receiving a periodic notice packet fromthe device, updates the
final access tinme by the reception tinme of the notice packet, and when
transfer wo 2obu3dadi ce is requested fromthe term nal, tha/Jrs®BNEIS6T €] ects
t he connection request if the difference between the final access tine of
t he device and the present tine is nore t:,,l?an t he val ue indicated by the 30
maxi mum access acknow edge period information, or transmts the connection
WO 2004/ 030314 PCT/JP2003/011561 37 request packet to the device in reply
to the notice packet if the difference is not nore than the val ue

i ndi cated b i i i The
i ndi cated by a8t P%éltca{f‘éﬂqﬁ&l‘aﬁﬁe%%ﬂ%@‘#ﬁg nB&ES }Bgckétgfa gfe”@ff%%g}ce% ot

server accordi ng , wherein the server inclu

comruni cat i more doamn dhetvaltie Shdicetedabyp dne enaxianin faccese, acknowiige perod
decrypts the_comyuni cati ons, when transferring confidential information
bet ween t heMIPMALRA  and the device, the server transnits the server
certificate prelimnarily to the 10 termnal, when transferring the
confidential information fromthe termnal to the device through the TCP

connecki on @st abl i sheyhdysdrher devbehg tHeci&iRt VET whERSS thBSsE&NEF YiREIBHes
confidential information fromthe termnal, decrypts the received

i nf or mat i onciphet lwonunphieatio meativr dhabstarest & mervamdettifieateg nenoyppts 4Bdt he

decrypted inf or mat 'bon P‘ﬁ'ﬂt he ci pher conmunication section to transmt to
the devi ce, ISGTUPIRHER COPUAYRIERNONSy t he confidential information from the

device to the term nghaof WF%&H%QS%%@%&%?P@%W%@?%‘Rﬁééﬁ]ﬁﬂe bt%érr’hth

devi ce, the server receives encr con ormation fromthe

devi ce, decanptise tdewic) the srverdiramdmitsralie Gy cditficate heelimamnite ahé on
section, and encrypts the decrypted information by the cipher
comuiPcat i{@Mé®tion to transmt to the terninal. 7. The server according

to claim1, wherein the server i.ncludes .25 .cipher co nication section
that stores a server Wg??ﬁ néfftrgr,'g&%F?Bfﬂéerg%m}ormat'on 16’ fhe’ 3minal to

the device through the TCP connection established by the device, the server
receives encrypted confidential information from the terminal, decrypts the
received information by the cipher communication section, and then encrypts
15 the decrypted information by the cipher communication section to transmit to
the device, and
when transferring the confidential information from the device to
the terminal through the TCP connection established by the device, the server
receives encrypted confidential information from the device, decrypts the
20 received information by the cipher communication section, and encrypts the

decrypted information by the cipher communication section to transmit to the

terminal.
7. The server according to claim 1, wherein the server includes
25 cipher communication section that stores a server certificate, encrypts and

decrypts the communications,

when transferring confidential information between the terminal
and the device, the server transmits the server certificate preliminarily to the
terminal and the device, respectively,

30 when transferring the confidential information from the terminal to



decrypts the comruni cati ons, when transferring confidential information
between the termnal and the device, the server transmts the server
certificawepogisozmnarily to the termnal and the devi eer/Jeempecisevel y, 30
when transferring the confidential information fromthe termnal to WO
2004/ 030314 PCT/JP2003/011561 38 the de\éiace t hrough the TCP connection
establi shed by the device, the server receives encrypted confidenti al
information fromthe termnal, decrypts the received information by the
ci pher comuni cation section, and then encrypts the decrypted information
by the ciph ' ' i i ] t

ht ormat 1 ont oo He quiHghPhen el Bohretbh S bisnbly B ReUts; B server

i nf or mat i onrdaeives eacdpied ednfidentis ndomai@n fronouié teh@inEGP dee tthen
est abl i shed by the device, the server receives encrypted confidenti al

i nf or mat i on"GEHYRY KiorRtiAReby dee Iiphar eaBMUpiKaiPn sedignoaRdtthen ancrypts

The ol pher T a8y Bt B Ron Y 18 FlnBE ol altr Sio i HagMRhgl; o
connecged t@néﬁyptéd’lﬁqﬂjrﬁ—@tioﬁ(w ti§OaBUBECAMd Ng With a server connected to the

Internet, wherein the device 15 transmts a notice packet periodically to
the server, transm tswhelGrRarsiemiagt thencordigieatial inforntadioseiromr thehdavicedei vi ng

erver on ¢ e PR} RELER dhe aeR compacrepsiEBisd Py ine cekeatie SREG! 20
9. The devi Fe%ew‘evsowcggtégngirﬂm@qﬁat M}srﬁé%gﬁomemé%éﬁ@' HeenBtk ¢ TP

request fromthe serv transmts an response to't rve for

conmmuni cat i repeidchirnfoenationy by the tipReT CBmpuHIEstioroBectdn, 18nd Brendryitee
according to claim9, wherein the device includes a Wb server nodul e and
a tranff er @eeypted information by the cipher communication section to transmit to the

terminal.

8. A device connected to the Internet for communicating with a
server connected to the Internet, wherein the device
15 transmits a notice packet periodically to the server,
transmits a TCP connection request to the server when receiving
a connection request packet from the server, and
communicates with the server on the TCP connection after the

TCP connection is established.

20
9. The device according to claim 8, wherein the device receives an
HTTP request from the server, and transmits an HTTP response to the server
for communicating with the server on the TCP connection.

25 10. The device according to claim 9, wherein the device includes a

Web server module and a transfer module,

the Web server module receives an HTTP request from the
transfer module, and returns an HTTP response, and

the transfer module transmits a TCP connection request to the

30 server to establish the TCP connection when receiving the connection request



the Wb server nodul e receives an HITP request fromthe transfer nodul e,
and returns an HTTP response, and the transfer nodule transmts a TCP
connect i oworzegussii4t o the 30 server to establish the TERTAPZNMEOiISEGN when
receiving the connection request WO 2004/ 030314 PCT/JP2003/011561 39
packet fromthe server, receives an HTTPSEFquest fromthe server on the TCP
connection to transfer to the Wb server,” and recei ves an HITP response
from the Web server to transfer to the server on the TCP connection. 5 11.
The device according to claim8, wherein the device establishes the TCP

connecti on E%&lbettfﬂﬂn 6 ‘é@Fv(?‘PhFé?:fef\Fe%e%ﬁ’ H"r@rpﬁg&g@r@@%hmer EGNBFLNAAE kesp

acconpani ed by a session i1dentifirer tromth ver, transm € session

identifier tontdutiondovemnsisr tblthe 84tlalsensrednd fEtahmmnac HTOFR réspbnse from
communi cates w th the server on the TCP connection after the TCP

connect i on fthe BebagarveHedransier todhe sreved v the T4 6paNeGiane clai m 8, wherein
the device receives beforehand naxi mum access acknow edge peri od
information fromthe server to store the information in the device, and

transmgts aqnotice pagkgideRfid Qeédidingyto LRI &3 Riidrein By bedct aadiiRBeper i Od
i ndi cated by the maxi num access 15 acknow edge period information. 13. The

devi ce accottei TigPtaonrieation &jthwtheservertwrerdesceding acondestiorcrqujuesst packet
comruni cati on sect i_og t hat encrypts and decr{pt s comuni cations, and the

devi ce encr FPEAMRBMEAJDAEA EPSHARJARBITSNTEY Hife SErYSielransitinineasretiono
section a”dio“e\%ﬂﬁﬁrc@tﬁer Sekvar Eﬁ'tﬂg &rtatl;lfsg]%pit'gzlg é:%%aeégﬁor? Oéﬁc% QS&H@J@’:%G

i nformati on € server on the és corinection.

devi ce accowgthnbe servdr anth8 TOM ebehdctioneafttd \the FOPMEbitiREioA is 8eblistied. hat
verifies the server certificate and ci pher conmuni cation section that 25

encrypfs and decrypts communi cations, the device receives a server
certifi cate,@romthe ?ﬁrv r.to ver‘i:FI.X tt hg certfifjcate, ang i.f the .
certificate'fs authent '8, ISUBS &GEEHTY PnEaR VT W Sl Bt 9eiERTeGENes al
I nfor mati onpBr&fghd HIXFHUMCIEREYSCAKHOMSSSE beRod ifFdimbfion from the server
to store the information in the device, and transmits a notice packet periodically
in a shorter period than the period indicated by the maximum access

15 acknowledge period information.

13. The device according to claim 8, wherein the device includes
cipher communication section that encrypts and decrypts communications, and
the device encrypts confidential information by the cipher communication
20 section and conducts transmission or reception of the confidential information

with the server on the established TCP connection.

14. The device according to claim 8, wherein the device includes a
section that verifies the server certificate and cipher communication section that

25 encrypts and decrypts communications,
the device receives a server certificate from the server to verify
the certificate, and if the certificate is authentic, subsequently the device
encrypts confidential information by the cipher communication section, thus to
conduct transmission or reception of the confidential information with the server

30 on the established TCP connection.



conduct transm ssion or reception of the confidential information with the
server 30 on the established TCP connection. WO 2004/ 030314

PCT/ JP200300d4B031440 15. A communi cation system conpri PCAGPA3NEASL One
device and a server those connected to the Internet, the system
transferring comruni cati ons between the | east one device and at | east
one term nal connectable to the 5 Internet via the server, wherein the
device transnmts a notice packet periodically to the server, the server
transmts a connection request packet to the device in reply to the notice
packet when transfer to the device is requested fromthe termnal, 10 the
device transmts a TCP connection request to the server when receiving the

connection nequest paskedsmhmupiedtion Syste@r compdsineatsRiagtbnacesnts dndea TCP
connection request transmtted from the device to the server in reply to
t he connect Peiver diprsseorpesied to theukntarpet, ke spsteshtrangfemre eommenications 15

t hereby the, server,tr fers comuni cati gns_between t.he ternmngl .a t he
devi ce” on 't REWRSD i AL BESh BT FRYCE ABHTASE g (ol cautectbie dhe 1
The comnuni GabiR vVPEYEPSCHUHaIAE to claim 15, wherein the terninal
requests the transfer to the device by transmtting an 20 HTTP request

i ncl udi ng a devi ce | DiHeodevies fransmits at iaticeqracket perdodi€allystotthe sEVEF, r equest
fromthe termnal ontg the TCP connection extended fromthe device when
transferring communi cHi§ $Pryer Fansdds a reNmestionieauasidrasket fedhie devicadn

Cor rospondi Pt P RS T i KA 3R e i uedte i dhe e

server trangdrafigalt he HTTP response to the termnal. 17. The communi cation
system according to claim 15, wherein the server is operable to receive a
plurallOty of transfertheedgries ransmits rohCPHeonaectieasequast ta thenserser when

receiving the connection request packet from the server, and
the server accepts the TCP connection request transmitted from
the device to the server in reply to the connection request packet, thus to
establish the TCP connection,
15 thereby the server transfers communications between the terminal

and the device on the TCP connection after the TCP connection is established.

16. The communication system according to claim 15, wherein
the terminal requests the transfer to the device by transmitting an
20 HTTP request including a device ID to the server,
the server transfers the HTTP request from the terminal onto the
TCP connection extended from the device when transferring communications
between the terminal and the device,
the device processes the transferred HTTP request, and returns
25 the corresponding HTTP response to the server on the TCP connection, and

the server transfers the HTTP response to the terminal.

17. The communication system according to claim 15, wherein
the server is operable to receive a plurality of transfer requests

30 from the at least one terminal,



WO 2004/ 030314 PCT/JP2003/011561 41 when a plurality of transfer requests
are made fromthe termnal to the device, the server generates the
respect i vwwoeegi30314i denti fier unique to each transfer reguesto3voseantify
the device of the session identifier by the connection request packet, 5
t he device establishes the TCP connectioq to the server to transmt the
session identifier to the server on the egtablished TCP connection when
receiving a connection request packet acconpanied by the session
identifier fromthe server, and communicates with the server on the TCP

connect [ on after the WRBNCOBRPSHY OFybAsPHaIdsAIBR: mbei Y Wihinal o

establi shes the TCP connection acceptin connection re

sent to thetreedsdce, ftheserer gitiergtesitine rexpeytive seSsion aurtifibi QRiqué g ¢ash
packet, receives the session identifier sent fromthe device on the TCP

connect i on, traagies reqidestde diajidy thao deviea af deatsessien identifias fonthet eonnestioap
connection, _and &hereeﬁy makes a plurality of TCP connections correspond to
a 15 pl urar?cﬂ?s Pa%lb hection requests fromthe termnal, and only when the

term ngl requests confipCideRibedbsiastisABat iad co?ﬁr%%ii&?_‘{?d%iéér9ér ggd the
TCP connection corresponding to the designate session identifier has been

al ready est thhémlidde selssiomddentifidrriartbé esesverhon theoestablistagd T6 Pf carmectien
term nal on the established TCP connection, thereby 20 transferring .
contents of MRE [RSHMING catGBMEcop Jieguesl Peskela@RcamBanied Puethe seesion 18.

TR O GRERRG, 5 SFRBAEE! B PR, MR g LIRS LU

a data storage séection grest evice in

a pluralitycehnsttiohcdter tAS TOFecefiatEbntis as@blidisedraxi mum access acknow edge
period information beforehand to the device, the device receives the

mexi mifh access acknovxll‘ajg@vge!estgﬂ)lisheﬁ therhCPosonnedivorty acedptieg thadlCP
{ransm s o AolaSeohaskel pet etoall L R S SILer, BelL i e LG per o
request packet, receives the session identifier sent from the device on the TCP
connection, makes the received session identifier correspond to the TCP
connection, and thereby makes a plurality of TCP connections correspond to a
15 plurality of connection requests from the terminal, and
only when the terminal requests connection by designating the
session identifier and the TCP connection corresponding to the designated
session identifier has been already established, the server transfers the
communication from the terminal on the established TCP connection, thereby

20 transferring contents of the communication in parallel in each session identifier.

18. The communication system according to claim 15, wherein

the server includes a data storage section that stores the final
access time of each device in a plurality of devices,

25 the server transmits maximum access acknowledge period

information beforehand to the device,

the device receives the maximum access acknowledge period
information to store inside, and transmits a notice packet periodically in a
shorter period than the period indicated by the maximum access acknowledge

30 period information,



WO 2004/ 030314 PCT/JP2003/ 011561 42 when receiving the notice packet from
the device, the server updates the final access tinme by the reception

ti me, andweatresw/i3paasfer to the device is requested frompcharemsnitsed , the
server rejects the connection request if the difference between the final
access 5 tine of the device and the preﬁ??t time is over a specified
period, or transmts the connection reque packet to the device in reply
to the notice packet if the difference is within the specified period. 19.
The conmuni cation system of claim 15, wherein 10 the server includes cipher

communi cat i on sect i onyhBAL gl i, RETHElloe® BabkE! FBRE &L RRE B! Soffad

decrypts conmmuni cations, the nal 1 ncludes a verification sectron that

verifies thepdatesdie finarddceiss alre Ntheareceptien tikemaHai cati on section that
encrypts and decrypts conmuni cations, 15 the device includes a cipher

communi cati on secti onWhRatiransfey fa dhe gedicgeisr Kasuestashfraomi the terminak e
server transm ts bef.orehand the server tificate to,the . term nal when
transferri n@er(YSHEfJa%t ttﬁglcopﬁ?Bﬁl%ﬁ%‘?sBgﬁ_&%é{lﬁ%rﬁ@c? bﬂW‘?ﬁ'ﬂ the, Et"l‘?_ecc_eaﬁvi ce,
20 t hest er njial ofMALI JEU@S ahf S Breint BRid isf bR £ spBBifled oetiBg, Setrbhéhfgte 1S
aut hentic, encrypts the confidential information By It g ci pher

communi cat i the carewdtion, retjbestaiackebtalthe degce rimmsply toitha notice paeket nhef t he
confidential,  informatjion with the server, the device encrypts the

confi dent i afliffernsedawitin e srecified RANQd. 25 communi cation section on the
establ i shed TCP connection, thereby conducting transm ssion or reception
of the confidential information with the server, when transferring the

confidenti afgi nf or mat The chrpriibatidresystaal ofichaimt 18 wiedtbre through the
est abl i shed TCP connection, the server receives encrypted confidential

i nforftion fromthe ther wendr, inbludespioiphene comorinieatic®0 senfiam nitvat dmoldy t he
ci pher comrger}ivgra E:'e i |cast%(,:5in %hcway?) S gr?& %Igg}y?otst ng%%%rie/ﬁito%g,
the terminal includes a verification section that verifies the server
certificate and a cipher communication section that encrypts and decrypts
communications,

15 the device includes a cipher communication section that encrypts

and decrypts communications,
the server transmits beforehand the server certificate to the
terminal when transferring confidential information between the terminal and the
device,

20 the terminal validates the server certificate, and if the certificate is
authentic, encrypts the confidential information by it's cipher communication
section, thereby conducting transmission or reception of the confidential
information with the server,

the device encrypts the confidential information by it's cipher

25 communication section on the established TCP connection, thereby conducting

transmission or reception of the confidential information with the server,

when transferring the confidential information from the terminal to
the device through the established TCP connection, the server receives
encrypted confidential information from the terminal, decrypts the received

30 information by the cipher communication section, and encrypts the decrypted
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communi cation section to transmt the encrypted information to the device,
and when woanefmnsiung the confidential information frompchgpreiesotiséto the
term nal through the TCP connection established by the device, the server

5 receives encrypted confidenti al inforn%té on fromthe device, decrypts the
received informati on by the cipher communicati on section, and encrypts the
decrypted informati on by the cipher conmuni cation section to transmt the
encrypted information to the termnal. 10 20. The comruni cati on system

accor di ng t pyr&hRtHnL s Mée"cf‘dh%rtél?ﬁrﬁﬁmé%ﬁoh“§édﬂ%ﬁ5tocitr%§§ﬂtgﬁe}g€r';5ﬁc@?p§thg”

section that stores erver cert cate, and encrypts an

conmmuni cat i mmiermdtiom toeheidesicel aatiudes a verification section that verifies
the server certificate and a ci pher communi cation section that encrypts
and decrypts the 15 WhamifRnsgiipasthet srnfigentialeinforoialigasiremvibie devee iton

. h o h Giticat q o Ccat |
SSot) on ¢ nalhel by Il 86 5 SEPRb AT BBk RO By RO o "
transmgts beiciRarmchiifed eEdiiderBal infbfAator FrédMe the? Hdviddn aé&ryg&d thge
device individually when transferring confidential 1nformation etween the

term nal ancedehed afomegtidrheytteentiphér caimndatiestidrhsestiony eand encrypts ahe, and
if the certificate iis authentic, then the term nal encrypt

th
confi dent i afe$HPIRcIATPERALIRN et SiRhier emmumicalionoReaicR ﬁQSJrV,'arteSWéF dbg
conducti ng éﬁﬁgﬁggosiﬁ*&&a@iﬁﬂﬁ%e@h\%'m 25 confidential information with
t I

t he server, evice va ates e Server certificate, and if the
certificate is authentic, then the device encrypts the confidenti al
i nformati on by the cipher comunication section on the TCP connection,
t hereBQ cond@cting t Thesamieationisyséeramadcordiog te olaim dénwinareinnf or mat i on
}[MGH:] LQF ts grver, 30 h%n steF\?er}S{n%[urcjeggcfprﬁ%r Cgonr%rin%%{gaitigk isgét%rnn?l%aj\togtgrgg mthe
server certificate, and encrypts and decrypts the communications,
the terminal includes a verification section that verifies the server
certificate and a cipher communication section that encrypts and decrypts the
15 communications,
the device includes a verification section that verifies the server
certificate and a cipher communication section that encrypts and decrypts the
communications,
the server transmits beforehand the server certificate to the
20 terminal and the device individually when transferring confidential information
between the terminal and the device,
the terminal validates the server certificate, and if the certificate is
authentic, then the terminal encrypts the confidential information by the cipher
communication section, thereby conducting transmission and reception of
25 confidential information with the server,
the device validates the server certificate, and if the certificate is
authentic, then the device encrypts the confidential information by the cipher
communication section on the TCP connection, thereby conducting
transmission and reception of confidential information with the server,

30 when transferring the confidential information from the terminal to



WO 2004/ 030314 PCT/JP2003/011561 44 the device through the TCP connection
establ i shed by the device, the server receives encrypted confidenti al

i nf or mat i wo 2004003031he term nal, decrypts the received i mCarreiodonsby the
ci pher communi cation section, and encrypts the decrypted information by

t he ci pher comrunication section to tranﬁmt the 5 encrypted information
to the-.device, and when transferring the 'confidential information fromthe
device to the termnal through the TCP connection established by the
device, the server receives encrypted confidential information fromthe

devi ce, dec(h%pﬁévi[:@‘?hrcﬁﬁ@et‘rgeﬁcbné%{r{é%ttibﬂrbsl?é{bltsﬂgg]%nﬁ]gggi%mec%}vgp

section, and encrypts t decry I nforma

comuni cat i @repest endrypted rcangdehtidl Niforeitionipiresh ithé cerainadn deerybhe the
termnal. 21. A server connected to the Internet for transferring

conmmuni cat i @esivaskinfesmation bgdbe ¢pbersommunicatiasre seetiary ant ensrytadhe and
at | east ong ter{gdtnal 15t.conne tabl%?to the I nternet, .the setrver .chl udes
a storage seRtVYBIE HAPMARUNLOY; FRNSE | CYPPMCEIPRe SPRHON, 19, TRASTIL they 5
plural gty o | i first and second notice packets
peri od|50al I%/n&?iég%qtﬁﬁé&%g\?lﬁ?‘gw\/\ﬂ%\ﬁege%ﬁvi ng the first notice packet from

t he device, the servewhe@Gransfatiag thbecdrifiehtialcCinfmmationefrdiy thieedeweepdi on
time, but not update the final__access tine when receiving the second
noti ce packie terginal Heroyehitbe Twihconnealiart eptablishedkbydhe devics. thesearsd

fromthe termnal, r . rel.ect . CO tL,0 est, | h

di fference '[beerae\'/\vgegn eb?@@?ﬁa%ﬁ'gg ﬁggl Hrfflohﬁgt&qcn ﬁﬂ%ﬁdwcie%%d bﬁé’fthse?Qﬁt
tinme is ovefeciviReHbingstidPe by Ofle é‘lﬁhéﬂ’ aBAMUrficafort BEcHoHIN&sd iePRryitsuRst
packet to the device in reply to the first and second notice packets if

t he dilDf er edeeryptediinfaimatidre bypthe foipher peorhodinicationt sectioer (@ rtransmeiptteea TCP
connection request .tiqansmtte%f{%?m.t e device to the server inreply to
the connect PRFYPESUBEAMBLER LS the - the server transfers comuni cations
between the termnal 30 and the device on the TCP connection after the TCP
connection is established.

21. A server connected to the Internet for transferring communications
between at least one device connected to the Internet, and at least one terminal
15 connectable to the Internet, the server includes a storage section that stores the
final access time in each device in a plurality of devices,
the server receives first and second notice packets periodically
from the device,
when receiving the first notice packet from the device, the server
20 updates the final access time by the reception time, but not update the final
access time when receiving the second notice packet from the device,
when transfer to the device is requested from the terminal, the
server rejects the connection request if the difference between the final access
time of the device and the present time is over a specified period, or transmits
25 the connection request packet to the device in reply to the first and second
notice packets if the difference is within the specified period, and
the server accepts a TCP connection request transmitted from the
device to the server in reply to the connection request packet,
thereby the server transfers communications between the terminal

30 and the device on the TCP connection after the TCP connection is established.



WO 2004/ 030314 PCT/JP2003/011561 45 22. A device connected to the Internet
for communicating with a server connected to the Internet, the device
transm t swhi2oeto3asid second noti ce packets periodically taT/JB200B@11S€r Ver,
the transm ssion period of the first notice packet being |onger than the
transm ssion period of the second notice %acket, and the device transmts a
TCP connection request to the server Wneﬁ recei ving a connection request
packet fromthe server, thereby the device comrunicates with the server on
the TCP 10 connection after the TCP connection is established. 23. A
comuni cati on system conprising at | east one device and a server those
connected to the Internet, the systemtransferring conmuni cations between

the at |easp2one devi Aedevide aéorrRaBéd QbetHee It foprewainablcating WhR ald
Internet via the server, wherein the server includes storage section that

stores the 8¢mver canesied ta theelnternehch device in a plurality of devices, the
d t ts f d d ket di

server, thetransm solBuHiss BANGPTS FEstArEtecRBt, @S'E%%@ﬁgéfsb%%rwglqa@xger
than 20 thge Qérvbpethéeﬁ?ﬁ?r}lgﬁbh;ﬁerléglc&eﬂwe ﬁ%ﬁnéﬁéé’ ?écl(étoﬁ‘én‘fﬁ%régf@ thah St

and second notice packets omt evi ce en receiving t st notice

packet frontHenieansmissiontgeriotiesf\tee seopadheticd packetnamd access time by the
reception time, but the server does not update the final access tine when
recei ving the second Htd@dcylaremits eohvPrronngsticriadiest ithie seruasweent o

Lhe Cev1o® [y R RRkg Bl BRI R LT L 1R o e
devi ce and the preseninhcrbp thé dfte RoAMRGHIEERE WRAT PG séfvel I ¥é IFCPL he
connection request packet to the device in reply to the first and second
30 notlDce peaaeeciionfaftehéhelilClPecamestios imestablishidte speci fi ed period, WO
2004/ 030314 PCT/JP2003/ 011561
23. A communication system comprising at least one device é‘nd a
server those connected to the Internet, the system transferring communications
between the at least one device and at least one terminal connectable to the
15 Internet via the server, wherein
the server includes storage section that stores the final access
time in each device in a plurality of devices,
the device transmits first and second notice packets periodically to
the server, the transmission period of the first notice packet being longer than
20 that of the second notice packet,
the server receives the first and second notice packets from the
device, when receiving the first notice packet from the device the server
updates the final access time by the reception time, but the server does not
update the final access time when receiving the second notice packet from the
25 device,
when transfer to the device is requested from the terminal, the
server rejects the connection request if the difference between the final access
time of the device and the present time is over a specified period, or transmits

the connection request packet to the device in reply to the first and second

30 notice packets if the difference is within the specified period,



46 the device transmits a TCP connection request to the server when

recei ving the connection request packet fromthe server, and the server
accept s awoQ@bo4«mnsiecti on request transmitted fromthe aeTiJezo8/011shle server
inreply to the connection request packet, thus to establish 5 the TCP
connection, thereby the server transfers  ,communications between the
termnal and the device on the TCP conné ion after the TCP connection is
established. 24. A program enabling a progranmabl e apparatus to operate as
the 10 server according to any one of clains | to 7 and 21. 25. A program

enabl i ng a programabjg Wﬁég&&%agié&b?oﬁnééﬁcw%qrﬁgy {qg AGEOL ARG, t O

any one of clainms 8 to 14 and conputer teadabl e Tecording
medi um r ecorebeiyngther agfreetion eequisht packet fedraitie 2érver, &%
the server accepts a TCP connection request transmitted from the
device to the server in reply to the connection request packet, thus to establish
5 the TCP connection,
thereby the server transfers communications between the terminal

and the device on the TCP connection after the TCP connection is established.

24. A program enabling a programmable apparatus to operate as the
10 server according to any one of claims 1 to 7 and 21.
25. A program enabling a programmable apparatus to operate as the

device according to any one of claims 8 to 14 and 22.

15 26. A computer readable recording medium recording a program

according to claim 24 or 25.



