2FFC 030 SG1 AIRCRAFT COMPUTER SYSTEM FOR EXECUTING INFLIGHT ENTERTAINMENT
AND ELECTRONIC FLIGHT BAG APPLICATIONS 5 At present, an in-flight entertainment (IFE) is
offered as apraptiomoorsalmost all wide body aircraft, while some narrow body aircraft are not equipped
with any form of in-flight entertainment at all. This is mainly due to the aircraft stor- 10 age and weight
Mints. The in-flight entertainment system is typically Isolated from the ma= systems of the aircraft. It is
often controlled via line replaceable units (LRUs) winch are placed in computer racks of the aircraft. 15
In some passenger aircraft, there are further LRUs winch may take over various tasks. For example,
there may AerdRds winchvprovide samputing pawek farerctass Snateatonic flight kag {EFBY.TAN
electronic flight ba%is an electronic information man?%e?ment device that helps flight crews perform

flight man- agé GhttASkS rﬁ&f@G&%i@%ﬁdﬁ&Ié with fess paper. It is a general purpose

compating platform Intended to reduce, or replace, paper-based reference material often found in the

Pilot's carry-on Flight Bag, including the Aircraft Operating Manual, Elight Crew_Operating Manual, and
Navigatior ol GRS imclAing TEl g o7 B o ety ARG (8 EFE can
host purposehuilt softwarenapplicatibng iolautomate aterfanctiongidrnallyreonductedby hand, such

as performance take-off clgtlf(iulartieonnsO gOeThuei%pgoeliga&%giSé:rIlosetsoq_,nmaicr)cgaEt computer system winch
comprises an dlectronic 1 10 tabag comput%r anhd at least two server computers Winch are linked via a
databus inten&iorkeonfigiratidn.. Inyartcular, the séwed conputdriscanibe 2HRC 680:SG2 linked
to ong anofher in,a,dqjsy 5%'?‘1%%1‘%@“9%“ Oﬁg%fl@gfﬁgU%%E%Ql@gi%%%rg'”&y@é@% af@"ca“on’
the server computers are equipped to forward dlata packets. They may glso be equipped for further
signal handliing- fasks Buth @sasigsal Gramplificativpaiandsnsisereductionh Fhe elattronic flight bag

computer is conpected o pilot terming) units Jn a Gockpl of the aircrattwhich, pravde, displays and

input/output means to provide a two way communica- 10 tion between electronic tlight bag applications
on the eleé#shi® HiryPe Bag offpirelaid chifts THdelerirsfiedlight bag computer and the at least
two server computers are linked visa respective control lines and at 15 least one of the server
computers is configured to change between an electronic flight bag mode and an 1n-flight
entettinmEnt AfSHR RFesSFOREEtorreEeivingta préLaetermiffed SighaPVatRY eoittdIdhe#Y this way,

the electropigflight/kag campytes is ablesto flexibly distridute computingpewer 20:betweendthe
electronic flight bag and the 1n-flight entertainment by set-L.11-1g a pre-determined number of server

computersPhty &R el&ctronicfigHt BAY ffodeFhife RerP sérver Eomptters at8usel 6 1n-flight

entertainment:E35. The pra\dsion o dedicategheommanddings te the septer eomprdersaccerding to the
application ensures that command signals are not affected by data signals and also ensures that fake

command SRR B ot B geiierktetby fiddking ind tre SEEF cBmphtgrg, £11ont man-

20 agement tasks more easily and efficiently with less paper. It
is a general purpose computing platform intended to reduce,
or replace, paper-based reference material often found in the
Pilot's carry-on Flight Bag, including the Aircraft Operating
Manual, Flight Crew Operating Manual, and Navigational Charts

25 (including moving map for air and ground operations). In ad-
dition, the EFB can host purpose-built software applications
to automate other functions normally conducted by hand, such

as performance take-off calculations.

30 The application discloses an aircraft computer system which
comprises an electronic flight bag computer and at least two
server computers which are linked via a databus in a network

configuration. In particular, the server computers can be



30 At least one of the server computers comprises at least two network switches. At least one server
computer is configured to activate one of the at least two network switches and to 2FFC 030 SG3
deactivate2he othieyorgcof the at least two netwark switches in response to the pre-determined signal
via the control line. 5 According to the application, the two network switches provide two independent

communication eharrels Meichakenivtench ed fon copmunicationbetweendhe server computer and
the electronic flight bag computer and the server computer and other server computers in an in-flight
entertainment MoUECq 0°rHE &6tivatioh At dactifatidif oFiR SWittheS hrovites S added security
and prevenigata signals whickharegpeideededdn the eumentampde 1of the, senver; camputer Stom
reaching the server com(ﬁu%%r. 1% An(%ctivation/de cgéatic?g,of a network switch refers to either a
change of 3%t&f2"0FIRE hetWork SWitch itseif P& chaRgE of Sdte 8FA effdtronfScompdient that is
connecteddniihe switeh,isuch-asiamicerepreeessot.ibre deactivation of the switch according to the
application may comprise a reduc- 20 tzon of the functionality of the switch such as blocking certain
ports or only allowing data traffic in certain directions or even disabling the switch. A deactivation may
also compfise dishbting arfink Hetigen doprocessarara-thesnetwoneswitch sochpthiat tnessages over

the deactivated fetworg switch 25 areknotapro%esﬁ ed %y the s yer com uter but gre %till forwarded to
mina units. 1 a, CoC 1 O 1rcra W, C roviae 1S-—. .

other server computers via tﬂe deactlvgte switch. %he networ swncjh or ﬁ1e communication with the

EFB compet-cersarahservepocomputers in EEBrmode npayolve dealizetvas ar30 switchwwittcenly a few

ports,such. as 2 4;ppptswyitch while the;network switgh for the, commuynigation with sepviel computers in
ze t

IFE mode may be reali as an Ethernet switch with many ports. 2FFC 030 SG4 To provide two

Independent ednendriéatioh Elrannedsitbié senar¢onputerimay de finked to each other using the
switches in the below mentioned way. 5

The electronic flight bag computer and the at least two serv-
er computers are linked via respective control lines and at
15 least one of the server computers is configured to change be-
tween an electronic flight bag mode and an in-flight enter-
tainment mode in response to receiving a pre-determined sig-
nal via the control line. In this way, the electronic flight
bag computer is able to flexibly distribute computing power
20 Dbetween the electronic flight bag and the in-flight enter-
tainment by setting a pre-determined number of server comput-
ers into an electronic flight bag mode while the other server

computers are used for in-flight entertainment.

25 The provision of dedicated command lines to the server com-
puters according to the application ensures that command sig-
nals are not affected by data signals and also ensures that
fake command signals cannot be generated by hacking into the
server computers.

30
At least one of the server computers comprises at least two
network switches. At least one server computer is configured

to activate one of the at least two network switches and to



A first server computer and a second server computer of the server computers of the network
configuration each comprise a first network switch and a second network switch. The first network
switch of the ficst 8ovescomputer is finked to the310 first network switch of the second server
computer and the second network switch of the first computer is finked to the second network switch of

the secondisgrver camputele Inan electionicflightikag mode; the first natwark switeh of d5dbe first
server computer is configured to communicate with the first network switch of the second computer,

and wherei! it @RSR%ITght EntdrisinMERt ffode tHe §8cotPigtivork 8wl of tHeirat server computer

is configured te communicate with the second network switch of the second computer. In 20 this way,
the two communication channels can be made Independent. In particular, the respective other
network switch may be configured to be deactivated while one of two network switch-25 es of a
netwdsk camputed isnactivatech  hese hiayshe separeate canisollmesdetween the EEBocamputer and
the server \ggggmter or.th% contrgl commands ma)ége forwarded ebfgwe%n tct%e server, Icgrgggt_ers via

. Lwo ecpenaen cO un Q chnarl
control lines between 3;61'[ epserver compl%rs.lﬁ'ne fllrs{lne WOI’E SWIICPI] O:TL a server computer can be

made partaf afetworknand contralumibwhichdakehoveravarmusc2RBECHR30 865 fuhetions for the first
network swiich scuch as a%tiv.atigg/dbeactivation %nd seB%ra%iﬂg internal and external data O{raffic. 5

. eleCctronlic,. 1 . Da CO Hhnter server. computer an
According to one emnbodlmen% a first control tine and a second control fine are connected to the
network ard: bentralasrite The sretworkrand. cortrol umitfid cohfigwed<o teceive pre-detéemined control

commgands.from.the;glectionic ﬁh%‘t 5’8%&9 Yier,yia the first CQQ&LQL‘E%% aB%é%ﬁ%’éfl@%%d to 10 send
pre- etermined control commands to a further server Computer of the network con |gurat|on via the
second coAttdEfihes Anothdrserver competer tolwinchstherfirdtsserbecdompeten - carmmetest is

configured;tg change, petwaen an elecironiq dlight pag mode,and ap Inffight enterstiginment mode in 15

response to a pre-determined command via the second control fine that finks the two server
computersS Thesiboverientiofied network and control unit may furthermore be connected to a media
server processor on the server com- 20 puter via a data bus. The media server processor may then be
configured to change between at least an electronic flight bag mode and an in-flight entertainment

modin redponsé {8 prexietisitindd _EAMRaRt signBPfréinthe Hetlork divfEditrdlunfti The
configurationof the media sewyer pragessar BAYME: network switch itself or a

change of state of an electronic component that is connected
to the switch, such as a microprocessor. The deactivation of
the switch according to the application may comprise a reduc-
20 tion of the functionality of the switch such as blocking cer-
tain ports or only allowing data traffic in certain direc-
tions or even disabling the switch. A deactivation may also
comprise disabling a link between a processor and the network
switch such that messages over the deactivated network switch
25 are not processed by the server computer but are still for-

warded to other server computers via the deactivated switch.

The network switch for the communication with the EFB comput-
er and server computers in EFB mode may be realized as a

30 switch with only a few ports, such as a 4-port switch while
the network switch for the communication with server comput-
ers in IFE mode may be realized as an Ethernet switch with

many ports.



25 achieved by stored commands or by hard wired =cults, for example. Thereby, the processor takes
over control of the switch and a simple network switch without capability to switch between different
modes care bewsed03@&urthermore, the networl¢ and control unit may be connected to a second
network switch, directly or via further components such as a processor and wherein the second
network switch or and/or the other component is configured to change between an 2FFC 030 SG6
electronic flight bag mode and an in-flight entertainment mode in response_to a command signal from
the network and €omtftt uhitoTRERDBY StkESEcona HEtOeswitch EAR ARG conitfol BTG the
network angegnire tnit=andthelcomtel Sfunetions areressentiallygproniseshbyitiedretwark and control
unit winch can Ebe roduced and/or configured as a customized exchangeable part. In particular, the
second netWsr s%@i?c‘ﬁ %39%0&89%‘@8 5 10 an Ethernet switch winch is a widely available and
econdmic component. The first network switch can be provided as a ro- bust and reliable switch with
just a few Rorl[%,rssuch as a forur éaort switch. 15 The gggl(i)cr%ion rovides furth(%[r more_a Qethod to

[

. Serv O uter an a ver compu r O he . .
configure an aircraft computer System. A pre-getermlned Soritrot Command with anlectronic flight bag

computer. Shevpre-detepmined confrokbemmeandds lsenbtofa gemnetr comperetofeonetwicrk a

configuratipn of Sepver computers, 20 In fesponse 40.the pre-determined gontral command, the server
computer triggers a change between an electronic ﬁlg t bag mode and an in-flight entertainment mode
of the servee tompluterv Thelchahgé ot mModestormprisescactivating arfirsssétiof sdndtwork eonnection

fines, gf the. %@’988%’8}%{ angd deac- divaing asseeéggg seLofn thoéEhx;?B%@‘%C%g{‘dﬁ”&?eOf the server
computer. The activating/deactivating of the network connection fines iIs achieved by a state change of
an electronie conthoreht whichsetritrdis the B&twork tohnectitnUfirees 36 aAd e detworkzennection

fines may be rgalized.as,inigrnal data puss fonexample by candycting copnections on a printed circuit
board. The data bus conforms to a standard for serial 2FFC 030 SG7

In an electronic flight bag mode, the first network switch of
15 the first server computer is configured to communicate with
the first network switch of the second computer, and wherein,
in an in-flight entertainment mode, the second network switch
of the first server computer is configured to communicate
with the second network switch of the second computer. In
20 this way, the two communication channels can be made inde-

pendent.

In particular, the respective other network switch may be
configured to be deactivated while one of two network switch-

25 es of a network computer is activated.

There may be separate control lines between the EFB computer
and the server computer or the control commands may be for-
warded between the server computers via control lines between

30 the server computers.

The first network switch of a server computer can be made

part of a network and control unit which takes over wvarious



or parallel data transmission such as ATA, S-ATA, SCSI or others. Further steps may comprise:
activation or deactivation of 5 network switches, of other electronic components which are connected
to the netwarkswitebesaebooting and loading ofsan executable image etc. The application discloses
furthermore an aircraft computer 10 system with an electronic flight bag computer and at least two
server compuiersiwhishase lipked in a setwenk.contigyrationn fornaxample in-a daisy chain
configuration. The electronic flight bag computer and the at least ftwo server computers are linked via
control lindst&Ad SERAELSAE bPthe* DS sERRT EBimuters IS CoRfidurel to REAAGE Benierfan
electronic flightlbag mode and an in-flight entertainment mode in response to a pre-determined signal
via the control line. Att least one of the server computers of the network configu- 20 ration is
configured to reboot in response to a predetermined command from the electronic flight bag computer
via a éontratlire: dhesrebooting easires thahprocesseswhichare ranningrie theduertemnode are

terminated befgre the co pLiter is set in the new mgd angl do not affect the 25 processes that are
. . Gon cont&éﬁF ne are %Pnn?cte %g he network an ontro
running in e New mode. Furthermore af feast one of the server computers of the network

configurationimay Be<onéigureditodoad anrexecutabtel image moespgnsetd a pre~deternened

command from (e eleg 30 foniightbag compyter via g controLline. . particular the executable
image can be stored in a central location, such as an external memory, and all server-computers may
load the executableimage froha théveertial d¢cationt 26 FCLO36 S&8niFarticular therexecutable Image

may GpmpLISE N gRerating. %ﬁ%ﬁ%@dﬁ" ingh.is adapted 1o Mhe requiteraents,of the magle, Fog gxample,

security and processing speed can be enhanced by us- 5 1ng an operating system with a reduced
functionalisu petording frea medrespecifierdnmbodifiet they serveh eompatards configiréd to load an

executable lmage withatleast opeslectronic flight bag,applicatign.ingespense.to.a comppand to 10

change to an electronic flight bag mode and wherein the server computer is configured to load an
executabl@i&de WithGResst one indligiehiertdifmeh? applicaionis Fessohseto@l€simmand to

change to apdp-flight entertaipment,made, BY using the logded applications-{hatargspecific to the
mode, 15 calculatlons can be made Independently and thereby network traffic can be reduced.
15 response to a pre-determined command via the second control

line that links the two server computers.

The abovementioned network and control unit may furthermore
be connected to a media server processor on the server com-
20 puter via a data bus. The media server processor may then be
configured to change between at least an electronic flight
bag mode and an in-flight entertainment mode in response to a
pre-determined command signal from the network and control
unit. The configuration of the media server processor may be
25 achieved by stored commands or by hard wired circuits, for
example. Thereby, the processor takes over control of the
switch and a simple network switch without capability to

switch between different modes can be used.

30 Furthermore, the network and control unit may be connected to
a second network switch, directly or via further components
such as a processor and wherein the second network switch or

and/or the other component is configured to change between an



The application furthermore discloses a method to configure an aircraft computer system. A
pre-determined control command 20 is generated with an electronlc flight bag computer. The
predetermprerccatml sgmmand is sent from the @lectronic flight bag computer to a server computer of
a network configuratlon of server computers vla a control line. 25 The server computer changes

between agelegtranic Hight bag imede;and aa iaflight.entertainment made-afithe seeer computer in
response to the pre-determined control command. The changing between the modes comprises

rebooting BARE sEVErTOHIpLREr SRd ToddiAy'an exétdtable Imade frbm AF EXEFfalst computer
readable nmemepnpsucimas anextarspkharerdisk ecthash memary etewinteia computes reasiable

memory of the server computer. Especially, the executable Image may comprise an operatjng system.
DEFC 080 S8 RILHGRIG HBcomng o T Aot Al PRGBS teD SHId oLt aperating
system, execution of & hootsteapssequenceyfragma/ROM, forexarmpleca BOS cotmmand sequence, 5
loading of a second operatin stem and laynching of the second operating system. The application
diacloses L or e SR er B Tar ST ANATATE, W Lot 2o o ik G Bt ben at east
an 10 electronitafligktralgemosletand an in-flight entertainment mode. The server computer comprises
a network and control unit with an IP-router, a first network switch and a second network switch. 15
The IP-router is configured to detect internal and external data packets based on identification data of
the data packets ahd swherein thedPseaterds semnfigured $o kdutk the intemab datai packets via the first

netwgrk 5"%&%%%% f9,1qute the exterpal datg Eagk%}_% i (he_secopdinetwg S‘%ié%ﬁh i hereby, data
traffic can be routed to server computers which are in a mode that corresponds to the data packets, for
example irterp dat-padkets aie routed toreampaters i EFBmbde kindexdetabdata packets are

routed to qomputers jn IEE 25, mode,, in.a more specific.erabadiment, the first natwatk switch is

connected to a network switch of an electronic flight bag computer that is connected to one ore more
pilot termirf& 80 Wwsest ThEEleétronic flight bag computer is furthermore connected to a transceiver to
a satellite link with essentially global coverage such as Iridium. Thereby, the data messages of the
worldwide satellite link, which are primarily Intended 2FFC 030 SG10 for the electronic flight bag
compiter 8FSerdBPEdRpUtErS irPalREHEfRR fight BaRrmBae Sreachthé BEB-Complfet diredtly. The

server computgk, ontheotherhand is sorneeted £0 Bre-determined control command

with an electronic flight bag computer. The pre-determined
control command is sent to a server computer of a network
configuration of server computers.

20
In response to the pre-determined control command, the server
computer triggers a change between an electronic flight bag
mode and an in-flight entertainment mode of the server com-
puter. The change of mode comprises activating a first set of

25 network connection lines of the server computer and deac-
tivating a second set of network connection lines of the
server computer. The activating/deactivating of the network
connection lines is achieved by a state change of an elec-
tronic component which controls the network connection lines

30 and the network connection lines may be realized as internal
data bus, for example by conducting connections on a printed

circuit board. The data bus conforms to a standard for serial



5 transceiver of a broadband satellite fink winch is primarily Intended for data traffic for in-flight
entertainment and also other passenger service. This broadband satellite fink may have a limited
coverage, swelr asjomaesat. 10 In a further embodiment, the first network switch is connected to a first
network switch of a second server computer of a network configuration and the second network switch

is connecteg t a:second neswarkiswitchhafsas seeons servakscompyites of axetworkicefiguration. The
IP-router is configured to 15 forward the Internal data packets visa the first network switch and to

forward th€ EXfgrAal data packets visa the second network switch. Thereby, separate channels are
provided for the Internal and external data and security and reliability is enhanced. 20 The application
furthermore discloses a method for transmitting data in an aircraft comgute,r s%stem. A Jgata signal is

received visA'an &itcrakHie J5t4 SiGHH Ts iansittet' D d SEhver comptet Ghd $Ata Packets are
derived frame theodatas2bsignal sThe P catliter usestheridentifiershp thecdata packets arra at least

some of the data packets are used to classify the data packets Into Internal and external data packets.
The 1P 30 BL G TS (e T BTl St PACRE B A SISO G Bng CObLr Sr 6 & server

computer mrareelectronicfighinzagemete via a first network switch, for example a 4- port switch, of the
server computer. 2FFC 030 SG11 The IP-router forwards the external data packets to inflight
entertainment servers, which are server computers in an in-flight entertainment mode, via a second
network swWiteh efcthé 5-sarvencompuaterstos example an&theret switchr.athe applipation furthermore

disclpge a%ﬂ%%r? DatMerk Ip an 2n:arafl A ﬁfsfi\%‘hé“o%ocj“@&%‘i%@? equiprgent)is provided, in
particular a WLAN communication equipment according to' a 10 WIFI protocol. A second
communication equiperert g provided Wirichlhis arshottrakge \Aﬂu_AN mﬁm?eati@nféqlﬁment,_
especially ageording,to %?é%%@%thﬂa@d@{é’i_ A senyer;compiter is,configyred 4q,send apd receive
data over 15 the short range WLAN communication equipment according to at least two
pre-deterntin€d proprietalyprofst o RRrithate Bedelllth & SerigitBltetodth protves!. TRBserver

computer winch,is cgpaegted fe the,sRort sange, WLAN communicationa st one of the
15 server computers is configured to change between an electron-
ic flight bag mode and an in-flight entertainment mode in re-

sponse to a pre-determined signal via the control line.

Att least one of the server computers of the network configu-

20 ration is configured to reboot in response to a pre-
determined command from the electronic flight bag computer
via a control line. The rebooting ensures that processes
which are running in the current mode are terminated before
the computer is set in the new mode and do not affect the

25 processes that are running in the new mode.

Furthermore at least one of the server computers of the net-
work configuration may be configured to load an executable
image in response to a pre-determined command from the elec-
30 tronic flight bag computer via a control line. In particular
the executable image can be stored in a central location,
such as an external memory, and all server computers may load

the executable image from the central location.



equipment is configured to change between the at least two 20 proprietary protocols in a
pre-determined way. The use of an emulated serial protocol makes it easy to Implement a proprietary
protocol on fagroD Bt fazexample by shuffling data 'fits with start and stop ‘fits of the serial protocol.
Provid- ing a Bluetooth WLAN, on the other hand allows the use of 25 easily available Bluetooth
devices while unintended Interference with other Bluetooth devices such as the passengers' mobile
phones and laptops is avoided through use of the proprietary protocol. 30 By providing one or more
proprietary' PratGcoid GE¢6HHing o e Spphic&ticn, H6HH Fihge WIRN: E5n BE prEidad t8%he cabin
crew. Acciggntabar everintertiona pse of this shert rangae YWHrAN by the passengers is ayeided.
2FFC 030 SG12 More specifically, one or more of the data packets of the short range WLAN
communicHIGR BT Ty S BHio® B GERbT i TR af pre: AERHHBaPBrotScols and
asso-5 batedprotocqlddentifiets systared o arcomptienreadablenmeinory bf ap aircraft computer,
especially on a dedicated electronic flight bag computer. The aircraft computer is configured to choose
a pre- 10 determined protocol based on the protocol identifier and to decode a data packet according
to the chogercpreddetermines protocobpAlterfiativedynbp iiaddition, e protacad sequepce edicator 15

may be Included Inrtg datae gagléetﬁ 8;1 (tjpe shart ran ea\é/LéA\I\ll I%gmmldqn.l(%%tloa{\tecl%grggnt.nA list of

1S on r n exe (S O
pre-determlneg protogélls and associated protocccﬂ idéntifiers is stored on a computer readable memory
of an aircraft eotnporterc especially & elettohicciightibag compatern2e The arcraffwemputay is

Confi%”edcg?a 100S¢ & %rﬁdSEeégﬂQ%%ﬁ%q%@%@ RIgfetermined profoc 'éit}ﬁ%ﬁeons@?\ﬁmto_co'
sequence Identifier and to decode one or more data packets according to the chosen pre-determined
protocol s&25upiapieesin particdiar, the sirdrdfocdmpdter which 43 Eohriécteniag thevshidrt fdnge

wireless ngtwork, may becopnecied toanairerajtantenna,and a.computer readgble memoyy of the

aircraft 30 computer may comprise a means for forwarding data packets from the short range WLAN
communicatieRBfapmem t6¢acgieand Stafonl ol éxampleVia BllctobittdatallivRor &£atellite link,

via the aircraft, anteiNa. 1 oaded applications that are specific to the mode,
15 calculations can be made independently and thereby network

traffic can be reduced.

The application furthermore discloses a method to configure
an aircraft computer system. A pre-determined control command
20 is generated with an electronic flight bag computer. The pre-
determined control command is sent from the electronic flight
bag computer to a server computer of a network configuration

of server computers via a control line.

25 The server computer changes between an electronic flight bag
mode and an in-flight entertainment mode of the server com-
puter in response to the pre-determined control command. The
changing between the modes comprises rebooting of the server
computer and loading an executable image from an external

30 computer readable memory such as an external hard disk, a
flash memory etc., into a computer readable memory of the
server computer. Especially, the executable image may com-

prise an operating system.



2FFC 030 SG13 The aircraft computer,.whilh is connected to the short range wifeless network) may
furthermore comprise a data assembler, the data assembler that is configured to assemble different 5
types of datarthatis coptained in the data packets of the short range WLAN Into a data bundle. The
use of the data bundle provides efficient use of bandwidth and may also provide a data security
through the specific structure of the data bundle. In one embodiment, a data bundle is defined as data
10 which is encrypted together. The data bundle may fit Into one data packet or it may be distributed

over severdl G5RPACKess. FUrthErhdre, the BitGratPeompatet WhichT Eorffectéd fo tHe'ts short
range wifelessnelwerk, anay: be €ovfigured tadnclyde anseqrienee nusibes i therdatadiingle. The data
bundle can then be transferred by splitting data bundle in data packets and sending the data packets
over a witES S8 actbto S Grakind SERioH 20°THe Appiication FURFEIho& EBRpibes & method for
transmitting«dada oyepa wifetessoneiwopk oban atrcrafts Data padkats atelgengraied friom data to be
transmitted, WI&erein thetdata packets conform to a pre-determined protocol. The pre- 25 determined
protocol isGn %art?&?eﬁabals%%l on'a Biuetooth se-rill profile. At least one of the data packets comprises
a pre-determined protocol identifier, wherein a protocol iden- tifier may also refer to a protocol

sequence gc#?ntlfler. §O A datansggglcl enSeraggd{EQem: the ceiata pack\%s and thetdaga gl]]gnal is sent

from a mobile device %/\ﬁt?\?nl%e aircraft. The datar3|gnaﬂgrrecéalves§ Ey af\/\/i%wgcceess cluster in the
aircraft. ThrelWHAN accedsiclbstes iscconnectecbth & serter N2fe-QOB0<SG 14 tobgnuédr iarthe aircraft,

winchf typical ine replac euni o] ter rack ina c of the aircraft.
Dat?gack%%gggﬁdéee%éd%r%gr%%ﬂ?e ggt% 2%%5 a%]}g&':h%énprggdggﬁm%%ﬁg%%%ﬁ%gﬁ%% if used to
automatl- Bediy séleet & pra~cieteramimed protocsiriatstbased s Heg Bluatdothaselriad protocol and to

decode the data pagkets acearding todhe pre-defermined protocal, Morgoverthe generation of the

data packets may also com- 10 prise attributing a pre-determined significance to Bits of the data
packets actdFdiAg fo avpredetermined scheme. The scheme may for example specify a first lift as
second data lift, a second lift as first header lift, a third lift as fourth checksum lift, a fourth lift as first

data lift and so on. The
15 The IP-router 1s configured to detect internal and external

data packets based on identification data of the data packets
and wherein the IP-router is configured to route the internal
data packets via the first network switch and to route the
external data packets via the second network switch.

20
Thereby, data traffic can be routed to server computers which
are in a mode that corresponds to the data packets, for exam-
ple internal data packets are routed to computers in EFB mode
and external data packets are routed to computers in IFE

25 mode.

In a more specific embodiment, the first network switch is
connected to a network switch of an electronic flight bag
computer that is connected to one ore more pilot terminal

30 units. The electronic flight bag computer is furthermore con-
nected to a transceiver to a satellite link with essentially
global coverage such as Iridium. Thereby, the data messages

of the worldwide satellite link, which are primarily intended



15 pre-determined scheme if correspond to the pre-determined protocol identifier that was transmitted
in a data packet. The shuffling of Bit positions according to the application provides an efficient and
fast way t@actievss a pgaprietary data encoding.120 Furthermore, the present application discloses
packet router for forwarding data packets to a secure processing area in a computer system on an

aircraft wheegin the packes resier €omprises meansionsiaring ayaiserafigelatesdkay.aneans for 25
decrypting data packets with the aircraft related key and means for forwarding the data packets to a
secure complifitd heCofthe Hircr&t f tHE d5ta pEts GRS dEERRiePIR HdfMmissThiE Sherin the
detection comprises a successful decryption attempt with the aircraft related key. 30 In particular, the
aircraft related key may be derived from a tajl numher of the aircraft. 2FFC 030 SG15 The packet
router may FiRHEr ESFHHSERPHTHEF And A s ot HeteiRing & 1S BT BAEKEEnUbErs of data
packeis tothestecewveddn actime stotpdepending angeackeenumberswofidata packetsmeceaived in a
preceding time slagt and means for 5 triggering a re-transmission for data packets with numbers that
e ot i e L8 BakeT et i P I B SOUEE Tony B2 Dot within
an electromic flight dagdmeseplaeeablerunit Altethatively; dfdherpacketrutertmay beldocated within
an IP router on a server computer %frtgeeaircg%ft Iyvf(lji%h fn%igggeanct from the electronic flight bag line
replaceable unit. Tn this way, the routlna of the gata packets can be performed outside of a secure
processing area. 15 Moreover, the application discloses an aircraft computer system with the
aforgmentigned Rackehiouter, The aicralt compuler syslam eamprises Ine seque pippgssing area. In
particular, the secure processing area may comprise an electronic 20 flight bag line replaceable unit
and also cefAnécted efuiphiemssuchrds Fitot didplay upits ane hdAnsmitters. Thapboeementiened data
routing, whigh js based.qn adectyntion attempt, is simple and efficient. 4,RKlLbased engryption 25
according to the application which is carried out on the data packet level rather than on a protocol level
can be usé®GiAYafidus dageprstio B "R séelire ProSdssing afeamay FUrer nfsre i ohfsTise

SeIVer  of a network configuration. The IP-router is configured to
15 forward the internal data packets via the first network
switch and to forward the external data packets via the se-
cond network switch. Thereby, separate channels are provided
for the internal and external data and security and reliabil-

ity is enhanced.

20
The application furthermore discloses a method for transmit-
ting data in an aircraft computer system. A data signal is
received via an aircraft, the data signal is transmitted to a
server computer and data packets are derived from the data

25 signal.

The IP router uses the identifiers in the data packets or in
at least some of the data packets are used to classify the
data packets into internal and external data packets. The IP-
30 router forwards the internal data packets to an electronic
flight bag computer or to a server computer in an electronic
flight bag mode via a first network switch, for example a 4-

port switch, of the server computer.



30 computers which are linked to the electronic flight bag line replaceable unit and which are in an
electronic flight bag mode. 2FFC 030 SG16 Figure Figure Figure 1 2 3 illustrates a flight information
system, illgstrates acapaputer configuration of theiflight information system with IFE computers,
illustrates a schematic diagram of the entertain- 5 ment server of Fig.2,and 10

The IP-router forwards the external data packets to inflight
entertainment servers, which are server computers in an in-
flight entertainment mode, via a second network switch of the

5 server computer, for example an Ethernet switch.

The application furthermore disclose a wireless network in an
aircraft. A first WLAN communication equipment is provided,
in particular a WLAN communication equipment according to a
10 WIFI protocol. A second communication equipment is provided
which is a short range WLAN communication equipment, espe-

cially according to a Bluetooth standard.

A server computer is configured to send and receive data over

15 the short range WLAN communication equipment according to at
least two pre-determined proprietary protocols which are
based on a serial Bluetooth protocol. The server computer
which is connected to the short range WLAN communication
equipment is configured to change between the at least two

20 proprietary protocols in a pre-determined way. The use of an
emulated serial protocol makes it easy to implement a propri-
etary protocol on top of it, for example by shuffling data
bits with start and stop bits of the serial protocol. Provid-
ing a Bluetooth WLAN, on the other hand allows the use of

25 easily available Bluetooth devices while unintended interfer-
ence with other Bluetooth devices such as the passengers’ mo-
bile phones and laptops is avoided through use of the propri-

etary protocol.

30 By providing one or more proprietary protocols according to
the application, a short range WLAN can be provided for the
cabin crew. Accidental or even intentional use of this short

range WLAN by the passengers is avoided.



Figure Figure figure 4 5 6 illustrates a daisy chain configuration according to an embodiment of the
application, shows a daisy chain configuration according to an alternative embodiment, shows a
schematic zliagraoBof @ packet oriented data transfer system,and Figure 7 shows a diagram of data
packet handling method. In the following description,details are provided to de- 15 scribe the

More specifically, one or more of the data packets of the
short range WLAN communication equipment may comprise a pro-
tocol indicator. A list of pre-determined protocols and asso-
5 ciated protocol identifiers is stored on a computer readable
memory of an aircraft computer, especially on a dedicated

electronic flight bag computer.

The aircraft computer is configured to choose a pre-
10 determined protocol based on the protocol identifier and to
decode a data packet according to the chosen pre-determined

protocol.

Alternatively or in addition, a protocol sequence indicator
15 may be included into data packets of the short range WLAN
communication equipment. A list of pre-determined protocols
and associated protocol identifiers is stored on a computer
readable memory of an aircraft computer, especially an elec-
tronic flight bag computer.
20
The aircraft computer is configured to choose a pre-
determined sequence of pre-determined protocols based on the
protocol sequence identifier and to decode one or more data
packets according to the chosen pre-determined protocol se-

25 guence.

In particular, the aircraft computer, which is connected to
the short range wireless network, may be connected to an air-
craft antenna and a computer readable memory of the aircraft
30 computer may comprise a means for forwarding data packets
from the short range WLAN communication equipment to a ground
station,. for example via Bluetooth data link or a satellite

link, via the aircraft antenna.



embodiments of the application.It shall be appar- ent to one skilled in the art, however, that the
embodiments may be practised without such details.  Figure 1 shows an operational diagram of a
flight inforrpation 20sysiem 10. The flight informat®n system 10 comprises airborne components of the
flight information system 10 which are provided on the aircraft 11. The airborne components Include,
among 25 others, one or more displays, a mail' computer, means for com- munication and data
exchange and on board applications and data, which are stored on a computer readable medium. A

first portiort 3% ot a'SHéifite ESHRTtNTCatioR thahindP12 38 ohh&tts tRe HirbofeEdmpBhEfits of the
flight informatien system:16 ta-a)satellite 2+ ¥nsecancd-partiop 320f the satellite comimuaieation
chamel 12y bebuset o sevle oyl s sl copne 33 and e gl 27, T come:
interntediateypedes, fotexamplesaf ansaeronastical delecomtmunieationopetworlk, winch lase not shown
infig. 1. short range WLAN into a data bundle. The use of the data bun-
dle provides efficient use of bandwidth and may also provide
a data security through the specific structure of the data
bundle. In one embodiment, a data bundle is defined as data
10 which is encrypted together. The data bundle may fit into one
data packet or it may be distributed over several data pack-

ets.

Furthermore, the aircraft computer, which is connected to the

15 short range wireless network, may be configured to include a
sequence number in the data bundle. The data bundle can then
be transferred by splitting data bundle in data packets and
sending the data packets over a wireless connection to a
ground station.

20
The application furthermore comprises a method for transmit-
ting data over a wireless network of an aircraft. Data pack-
ets are generated from data to be transmitted, wherein the
data packets conform to a pre-determined protocol. The pre-

25 determined protocol is in particular based on a Bluetooth se-
rial profile. At least one of the data packets comprises a
pre-determined protocol identifier, wherein a protocol iden-

tifier may also refer to a protocol sequence identifier.

30 A data signal is generated from the data packets, and the da-
ta signal is sent from a mobile device within the aircraft.
The data signal is received by a WLAN access cluster in the

aircraft. The WLAN access cluster is connected to a server



5 The service provider's data centre 33 is connected to an operations support centre 34. Airport
communication channels 36 are provided between the service provider's data centre 33 and airports
35, 36. The mirpott3mnymunication channels 37 1@ comprise a first secure connection 38 via a first
data network 14. Airline communication channels 39 are provided between the service provider's data
centre 33 angchgitlirg-offices 4. Ihe aitine copHnumication channels 39 comprisera secerksecure
connection 41 via a second data network 42. 15 Furthermore, a Bluetooth communication channel 13
is provided®b&twiBENR"a FAn8mARSHRE BRraifgtTt 35, 36 g The A drafi o The il &tdoth the
communicatier ehanneli3serves eennact the areradt -todherserdee providerss datacentre 33

via 20 the aggort co[né:unication channel 37 while the aircraft 11 is on géound. Bluetooth refers to an
open wirel&SS téthRoiogy StARdArd fB8F 8x&ahging aataovet short distaicds udingEhdkrwavelength
25 radio tranasmigsionsdn the | SMdraieltfsam i2400- 2480 Mzl Blue-toath prevides arperaenal area

network or_plconet. A frequency-ho spread spectrum radio technalogy is employed. The data
pell-10 SIS SaHoeH 5 SRS S et S B 7S B BTCR o band s
of 1 MHz eachd3thgndt are: bentreed ftone2402) tod2480® M4z IThe range of the Bluetooth protocol
ranges from 2,400-2,483.5 MHz. This range lies within the globally unlicensed Industrial, Scientific and
Medical (ISM) 2.4 GHz short-range radio frequency band. 2FFC 030 SG18 With Bluetooth, different

types of dem@dmnma}B@uM@r&h@ﬂansmiﬁm dfadtigitalaﬂtaisc_m@s Gaussiarrfrequency-shift
keying (GF%@S@O Y '98,&%‘1(‘9?95%5%%&*@9&%5%é&hé‘j?sr?l‘ﬁ%%ﬁ% (W4-RRPSK) @and 8 state

differential phase shift keying (8DPS odulation. Devices functioning with GFSK are said to be
opera-L.11thg intbasicraeBR) mode wehere apdnstaptametrissdatarate sfchibitis iShpossible. The

term E”haQEﬁ%IP@tﬁl%?t%ﬁD&é%%ﬁ%d . describen/4:DRSKand 10 8DESK, schemes, each giving

2 and 3 Mblt/s respectively. Bluetooth is a packet-based protocol with a master-slave structure. One
master mayidommupRatWith Up 07 Slaves ina phonedidll dévites sitare the atasters Efock. Packet

ex- 15 Cha&‘_ﬂ@é%?&?ﬁ% op the basi¢.qleck, defined pythe master, yehich, tigksat 312.5 @§éntervals.
Two clock ticks make up a slot of 625 ps; two slots make up a slot pan- of 1250 ps. In the simple case

of sihgle-skt PacRECB I RASEF HARSMIS iF RUER SRS AnBTetéife®iFodd SRS tRE Slave,

converse- 20dy Jeseivesdn even slots apd tiansmitsJn oddislals. Packets may ba dxator 5 slots long
but in all cases the master transmit will begin in even slots and the slave transmit in odd slots. 25

figure 2 illUStfatéd a chimptieCdoftigtr&ivn s 8P theAfightiffdtmation 'Systetvd 6 dittheircraft 11.
The compytes ¢oafiguratior 50 comprisesran elestronis flight haglineeplaceablerurit (EkB LRU) 51

for an electronic flight bag, at

data ehcoding.

20
Furthermore, the present application discloses packet router
for forwarding data packets to a secure processing area in a
computer system on an aircraft wherein the packet router com-
prises means for storing an aircraft related key, means for

25 decrypting data packets with the aircraft related key and
means for forwarding the data packets to a secure computing
area of the aircraft if the data packets are detected as ad-
missible, wherein the detection comprises a successful de-
cryption attempt with the aircraft related key.

30

In particular, the aircraft related key may be derived from a

tail number of the aircraft.



least one server computer 62, and several wireless access 30 point clusters 53, 54, 55. The one or
more server computers 52 are line replaceable units. 2FFC 030 SG19 A first pilot terminal unit 56 and
a second pilotterosnalamit 57 are connected to tespective ports of an Ethernet switch 58 of the EFB
LRU 51. The pilot terminal units comprise a display and an input means for a pilot or a co-pilot 5 and

are installechin the ceekpitefitheraircgit. FAmeong otherso a memanyotibe eleetreniedight bag
computer comprises a moving map application which is used during the flight to display a moving map

on the dispi8y tS§EtREMWIth Be ActbiaPhosifio BFtHe aifttaRahd dtherretevdit ffGimatidh. Five 10

multi-core imicraptecessars b9,260; Hide 621 63 of theo ERBiLRUS]L aretannestedtorrespective ports of
the Etherng; switch 5‘?. An onboard \évﬁi]Lel.ess communi%ation unit (OWCU) 71, which is 15 connected to
an OWCUEEnRE 56 Coné&Eq 19 e EthetnSrSwitch 58 of tHELRUB1L. Thé SRS 71%rovides a
connectiortoi g deaadband connection withanotdwide cowerages foreexamiiletihe di2Bdidaps open port
service of ]Crigu%m ¥he br(%adlbnandqcon ection is mglir_;Ll)_/L gﬁovci)(%ed forég% transg‘nis%on of aircraft 20

related data. i\cc%rcﬁngn fo the aptp ica @Eef Can be used for paéjs%%ger related services or for the

cabin crew as well. The server computer 52 comprises an IP-router 64 with fire-wall IP-, multi-core
microproc%sor% 9@ lacnd an Et eIi(net 25 E\évjctch 66, The rr()julti-cor(gL g)ni%1 5?%?5’%8%6% are connected

ro
1 . B i . .
to the network'and control Uhit 81 and to a porrt%%heé: Ethernet switch é; “An external traffic section 68

of the IP-redter 84 ds:¢onrecteth to hdd) band systemeeaimblaom; bah@l@@stemm.e??_bre KU band
system 69,3nd %@&&Q%”drékﬁség@ £9,8r,607,3Q pegted {p respediive antennas, The wireless access

point clusters 53, 54, 55 are connected to respective ports of the Ethernet switch. Local wireless
2FFC 030 8326 aceesuapoints 7% 78)94ars conhéetedto tespeactive plortsauttthé wirelddscaccess

point Clus@rﬁe%?br%lhisg %%[Fcﬁp@cﬂg%C?@H%“E@pﬁ%@%%%@e?%’n?i?t. In this way, the

routing of the data packets can be performed outside of a se-
cure processing area.

15
Moreover, the application discloses an aircraft computer sys-
tem with the aforementioned packet router. The aircraft com-
puter system comprises the secure processing area. In partic-
ular, the secure processing area may comprise an electronic

20 flight bag line replaceable unit and also connected equipment

such as pilot display units and transmitters.

The abovementioned data routing, which is based on a decryp-

tion attempt, is simple and efficient. A PKI based encryption
25 according to the application which is carried out on the data

packet level rather than on a protocol level can be used with

various data protocols.

The secure processing area may furthermore comprise server
30 computers which are linked to the electronic flight bag line
replaceable unit and which are in an electronic flight bag

mode.



5 Furthermore, a spare network control panel is connected to a port of the Ethernet switch 66 visa a
cable 78 and storage media a connected to further ports of the Ethernet switch 66 visa cables 79 and
80. For reasons af simplicity, the figs. 2 and 3 da ot show all ports of the Ethernet switch 66. 10
Figure 3 shows a schematic diagram of the entertainment server 52 of fig. 2 in further detail. The

entertainmeng seever 52;compyisest: amongothers; ainetwerkand gortyeliit 81, a first media server
processor 82, a second media server pro- 15 cessor 83, a solid state drive 84, the Ethernet switch 66

and a powet StpHly 85. ThEHEtweREIN G cOMPSIUnTt8 £ e8rhpASES 5 2P0k Switth 85! tHE etwork

traffic router 64, and a netwerkrink aned aggregation unit 86£20 Axfiyrst bpyf of the network traffic router
64 is connected to the KU band system 69 and a second Input of the network traffic router 64 is
connected HIHE T. Band SIASHET0 There BT Hatfc SHCtOhEB the BBl S Konnected to
the 4-port switch 85 andhthe tdntesnaldraftic sedtipn &7 25r0d the IP-router 64 is connected to a port of

the Ethernﬂ switch 96 vialin Interr)fgll data g%e 94, '1|;he aboverPentIoneCd. KU band reéelrs to a
ou

frequency ral%lerferom aby LEtt%)aa yout 18 GHZ Ywinc lrﬁa;? e attfibuted o diffeér-30 ent Services, for

example as shown in thé dollowirgitatsle rBand sérvidestyperdowrdinkdiplink 2FFC 030 SG21 Ku
(Europe) ﬁlrx%gusl?éel-f)”tesﬁ%h\gcgs %gj_?s_}}lé%g{_'nz configuration according to an
alternative embodiment,
10 Figure 6 shows a schematic diagram of a packet oriented data
transfer system, and

Figure 7 shows a diagram of data packet handling method.

In the following description, details are provided to de-
15 scribe the embodiments of the application. It shall be appar-
ent to one skilled in the art, however, that the embodiments

may be practised without such details.

Figure 1 shows an operational diagram of a flight information

20 system 10.

The flight information system 10 comprises airborne compo-
nents of the flight information system 10 which are provided
on the aircraft 11. The airborne components include, among

25 others, one or more displays, a main computer, means for com-
munication and data exchange and on board applications and

data, which are stored on a computer readable medium.

A first portion 31 of a satellite communication channel 12

30 connects the airborne components of the flight information
system 10 to a satellite 27. A second portion 32 of the sat-
ellite communication channel 12 is provided between a service

provider's data centre 33 and the satellite 27. The connec-



12.75- 13.25GHz, 13.75- 14.5GHz broadcasting 11.7- 17.3- satellite services 12.5 GHz
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2FFC 030 SG 17

tion between the service provider's data centre 33 and the
satellite 27 may involve intermediate nodes, for example of
an aeronautical telecommunication network, which are not

shown in Fig. 1.

The service provider's data centre 33 is connected to an op-
erations support centre 34. Airport communication channels 36
are provided between the service provider's data centre 33
and airports 35, 36. The airport communication channels 37
comprise a first secure connection 38 via a first data net-
work 14. Airline communication channels 39 are provided be-
tween the service provider's data centre 33 and airline of-
fices 40. The airline communication channels 39 comprise a

second secure connection 41 via a second data network 42.

Furthermore, a Bluetooth communication channel 13 is provided
between a transmitter at an airport 35, 36 and the aircraft
11. The Bluetooth communication channel 13 serves to connect
the aircraft 11 to the service provider's data centre 33 via
the airport communication channel 37 while the aircraft 11 is

on ground.

Bluetooth refers to an open wireless technology standard for
exchanging data over short distances using short wavelength
radio transmissions in the ISM band from 2400-2480 MHz. Blue-
tooth provides a personal area network or piconet. A frequen-
cy-hopping spread spectrum radio technology is employed. The
data being sent is chopped up and chunks of it are transmit-
ted on up to 79 bands which have band widths of 1 MHz each
and are centreed from 2402 to 2480 MHz. The range of the
Bluetooth protocol ranges from 2,400-2,483.5 MHz. This range
lies within the globally unlicensed Industrial, Scientific

and Medical (ISM) 2.4 GHz short-range radio frequency band.



18.1GHz satellite 12.5- 12.75- media ser- vices 12.75 GHz 13.25GHz, 13.75-
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With Bluetooth, different types of modulation maybe used for
the transmission of digital data such as Gaussian frequency-
shift keying (GFSK) modulation m/4-differential quadrature

5 phase shift keying (n/4-DQPSK) and 8 state differential phase
shift keying (8DPSK) modulation. Devices functioning with
GFSK are said to be operating in basic rate (BR) mode where
an instantaneous data rate of 1 Mbit/s is possible. The term
Enhanced Data Rate (EDR) 1s used to describe n/4-DPSK and

10 8DPSK schemes, each giving 2 and 3 Mbit/s respectively.

Bluetooth is a packet-based protocol with a master-slave
structure. One master may communicate with up to 7 slaves in
a piconet; all devices share the master's clock. Packet ex-
15 change is based on the basic clock, defined by the master,
which ticks at 312.5 ps intervals. Two clock ticks make up a
slot of 625 us; two slots make up a slot pair of 1250 ps. In
the simple case of single-slot packets, the master transmits
in even slots and receives in odd slots; the slave, converse-
20 ly, receives in even slots and transmits in odd slots. Pack-
ets may be 1, 3 or 5 slots long but in all cases the master
transmit will begin in even slots and the slave transmit in

odd slots.

25 Figure 2 illustrates a computer configuration 50 of the
flight information system 10 on the aircraft 11. The computer
configuration 50 comprises an electronic flight bag line re-
placeable unit (EFB LRU) 51 for an electronic flight bag, at
least one server computer 62, and several wireless access

30 point clusters 53, 54, 55. The one or more server computers

52 are line replaceable units.
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A first pilot terminal unit 56 and a second pilot terminal
unit 57 are connected to respective ports of an Ethernet
switch 58 of the EFB LRU 51. The pilot terminal units com-
prise a display and an input means for a pilot or a co-pilot
and are installed in the cockpit of the aircraft. Among oth-
ers, a memory of the electronic flight bag computer comprises
a moving map application which is used during the flight to
display a moving map on the display together with the actual
position of the aircraft and other relevant information. Five
multi-core microprocessors 59, 60, 61, 62, 63 of the EFB LRU
51 are connected to respective ports of the Ethernet switch

58.

An onboard wireless communication unit (OWCU) 71, which is
connected to an OWCU antenna, 1is connected to the Ethernet
switch 58 of the LRU 51. The OWCU 71 provides a connection to
a broadband connection with worldwide coverage, for example
the 128 Kbps open port service of Iridium. The broadband con-
nection is mainly provided for the transmission of aircraft
related data. According to the application, it can be used

for passenger related services or for the cabin crew as well.

The server computer 52 comprises an IP-router 64 with fire-
wall IP-, multi-core microprocessors 65 and an Ethernet
switch 66. The multi-core microprocessors 65 are connected to
the network and control unit 81 and to a port of the Ethernet
switch 66. An external traffic section 68 of the IP-router 64
is connected to a KU band system 69 and to an L band system
70. The KU band system 69 and the L band system 70 are con-

nected to respective antennas.

The wireless access point clusters 53, 54, 55 are connected

to respective ports of the Ethernet switch. Local wireless



12.7 GHz 17.8GHz A first port of the 4-port switch 85 is connected to the EFB LRU 51 via a data line
92, a second port of the 4-port switch 85 is connected to the IP-router 64, a third port of the 4- 5 port
switch 85 isrromnesteddo the first meths_ servergorocessor 82 and a fourth port of the 4-port switch 85
is connected to the second meths_ server processor 83. A port of the network and control unit 81 is

connecteddedbe ERBLRYUSST via congrof ling 83. The ceptrellings 9Q¢.apd 88:eachcompriserlO lines
for serial transmission of data and dedicated discrete command lines. Furthermore, the network and

control unit 8% i&'&&AEREd 16 SCoNtrBPpht 87 OF i first redid server }S?&ers%logﬁ 5%V an

control inpyt 88 ©f the seconshmediasserver, prozessor 83 and to a control input 89 of the Ethernet
switch 66. 2FFC 030 SG22 An output of the network and control unit 81 is connected to a further
server computer 52 of a daisy chain configuration of computers via a control line 90. The daisy chain
configﬂratimnmahadmnseezn ineFigpd r& Fusthermare; dhe: first media :seli\garcpjs@msoéazm cannected to

a port of tr?%e?E l%et Wltcgt(?% %?1% %h% se orH:I @gd{fal(s_jerver %)fgsg%r 5. cononreacéeed %) a port of
the EthernBt Switch
dia a connected to further ports of the Ethernet switch 66

via cables 79 and 80. For reasons of simplicity, the Figs. 2
and 3 do not show all ports of the Ethernet switch 66.
10
Figure 3 shows a schematic diagram of the entertainment serv-
er 52 of Fig. 2 in further detail. The entertainment server
52 comprises, among others, a network and control unit 81, a
first media server processor 82, a second media server pro-
15 cessor 83, a solid state drive 84, the Ethernet switch 66 and
a power supply 85. The network and control unit 81 comprises
a 4-port switch 85, the network traffic router 64, and a net-

work link and aggregation unit 86.

20 A first input of the network traffic router 64 is connected
to the KU band system 69 and a second input of the network
traffic router 64 is connected to the L Band system 70. The
external traffic section 68 of the IP-router 64 is connected
to the 4-port switch 85 and the internal traffic section 67

25 of the IP-router 64 is connected to a port of the Ethernet

switch 66 via an internal data line 94.

The abovementioned KU band refers to a frequency range from
about 12 to about 18 GHz, which may be attributed to differ-

30 ent services, for example as shown in the following table:

Band service type | downlink | Uplink




In the example of Fig. 3, a data line 91 connects a computer of the daisy chain configuration to a
further port of the Ethernet switch 66. According to a specific embodiment, the EFB LRU 51 and the
server computerso32 apsconfigured such 15 thabthe data traffic between them and to the IP-access
clusters 53, 54, 55 is carried out using the TCP-IP protocol standard. According to the application, the
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A first port of the 4-port switch 85 is connected to the EFB

LRU 51 via a data line 92,

85 is connected to the IP-router 64,

a second port of the 4-port switch

a third port of the 4-

port switch 85 is connected to the first media server proces-

sor 82 and a fourth port of the 4-port switch 85 is connected

to the second media server processor 83.

A port of the net-

work and control unit 81 is connected to the EFB LRU 51 via

control line 93.

The control lines 90 and 93 each comprise

lines for serial transmission of data and dedicated discrete

command lines.

Furthermore,

a control input 87 of the first media server processor 82,

the network and control unit 81 is connected to

to

an control input 88 of the second media server processor 83

and to a control input 89 of the Ethernet switch 66.



30 In the electronic flight bag mode of a server computer 52, on the other hand, the connection
between the 4-port switch and the first media server processor 82 and the connection between the
4-port switehrndahe second media server processor 2FFC 030 SG24 83 are active, while the
connection between the first media server processor 82 and the Ethernet switch 66 and the connection
between the,seeaiislimedia servenprogessor-831and the Ethernetswitch 66 aee inaetive. lndhe
electronic flight bag 5 mode, the 4-port switch is used as a dedicated switch for network traffic, for
example t6 of et SBRfer ToRSitesBE Wifich afe MlelRcliaric flight bHy hode LALIGHEihg o a first
embodimest, thegpnfiguration dn winenlQ #ie sarver eomputess S2iaf fhe Waisy chait arp.designated
as Inflight entertainment or electronic flight bag computers is carried out before the start of the aircraft,
when the difcraftis Sﬁ‘?hgjﬁro%%%r} 1%%%%bgdinécto a second embodiment, the server computers of 52
are reassigned during the various flight phases of the air- craft, such as taxiing, take-off, cruising,
loitering and landing. To this end, one the electronic flight bag computer 51 is.configured as a master
computer AL S RSt comutor 50 B G A ! R0 O TS Grpched SoMEIIRG (Ber and
storage spacedhatthe electionic flightbag reguirgsadiuriig tnedvarioas Skghiphases.iErom the demand
list, the master computer, ggn%rratc—%%an gsgié:;rrllrrpeecngeli t hgt gletecgrrn{nesfwit CQ Q#EA% server computers
52 of the dsalsy chain are to be set 25 Trito winch mode uring gspeci?ic flight phase. The demand list
may be upslated-tegufarly using statistics from past flights. According to the application, a server
compyter 52 that is 30 running in a current mode is reassigned to a new mode by shutting down the
server computer 52, restarting the server computer 52 and assigning it to the new mode. The
assignmeninio Bhdod&feHerntore Comprisesahelddanling bfa? exeomaplet PFFCO3P SG25 image
Into a compytereadahie memany ot enyerompUtes 52. Fhe execulabledmage:spmprises an
opera-L.11-1g system that corresponds to the chosen mode. 5 In the electronic flight bag mode, a
memory ofthesseredr CompGer 52 coffptizesd cothpite Pexdtetdblé cotBre fFarapplicdtidns such as

loading anggake Rff compuations. pedfpypance software, weight,and-balange sheetsofiyvare and
other EFB applications, as well as data for hos-L.11-1g charts and man- 10 uals and other static data

that ireqiifed-by-fife EFBRapplicaticrts. I HE RifligHt @htertsiniment Ao der oA €€ Bthet Hand, the

memory ofthesserver computer 52 compriseg compuier executable code foprunning nternet
applicationsﬁ vidotlao sotlreaming applications, online shopping applications and so
standara.

According to the application, the server computer 52 or other
20 server computers that are connected to the server computer 52
can be set to an inflight entertainment mode and to an elec-
tronic flight bag (EFB) mode. A first server computer 52 of
the daisy chain configuration which distributes messages to
the other server computers 52 of the daisy chain configura-
25 tion is also referred as “distributor” or “master representa-

tive”.

In the following, the same part reference numbers are used
for similar parts of the server computers of the daisy chain

30 configuration.

During a configuration phase of the flight information sys-

tem, it is determined how many computers of the daisy chain



15forth. In addition, the assignment of the individual server computers 52 to the inflight entertainment
mode and the electronic flight modes may also be configured manually by inputs of a 20 flight crew
member. TrerP-merséd is configured to split the network traffic Into Internal traffic, winch is
forwarded to the Internal traffic sec-L.18)n 67 of the IP-router 64 and Into external 25 traffic winch is

forwarded ¢o #e gxternal draffic-sec-b. 18N 8SLOf the Rrreuter fdcAscardigito an exemplasy
embodiment, the Internal data is characterized by a specific data marker winch enables the IP-router

64 to Identiy ifiterRa ats PACKES FHE LAt markel Mgy comptisé o dath Jackt fiimbEF a 30

destination-adatiess, suchtas aMACradtress; entinestanpurraores way Key«iother idaatification data.
In addition, the identification data may be encrypted or be provided wjth an 2FFC 030 SG26
emaryotod SRR BRAREF. the sl Re Hid PACRAtS iy G B Sbrada g making
use obthe detauter 64 the retwork eonnedtionld aveinthe WG avifghis bnkedrtosa satellite system

with global coverage %%n be used fgr passenger broadba#;isg?rwces such as Infll%ht entertainment in

addition tothe USe ot the cU’network connection for eEtr(e)ﬁi%efﬁé:hatjb%%? %pggfgﬁy in this

context, thedurctionalipnofithé IPgbtiter 64O toi split the metivork tradfic hnto ditermat andexternal data

traffic is adf/fmt equls, In_one e@bodiment thelIP-£outer. IS fi Hrceqoto splitgwe network traffic on a
. n %ﬁ .. .

per packet basis based oﬁ(?Jlmgélcr%tlolnnlt-i?1 att%mep(f With a Eey t la% is stored on thé aircraft. This is

explained in more detail with respect to figs. 6 and 7. The wireless access points 72, 73, 74 provide a

Will pp other, short range wirgless eopnection passenger related SeVIEES tcn 85 acti-
vates a first set of internal data lines and deactivates a
second set of internal data lines of a server computer 52. In
response to a second command, the 4-port switch 85 deac-
tivates the first set of internal data lines and activates

15 the second set of internal data lines of a server computer
52. The activation/deactivation of the internal lines is per-

formed in the way that is described below.

In the inflight entertainment mode of a server computer 52,
20 the connection between the 4-port switch and the first media
server processor 82 and the connection between the 4-port
switch and the second media server processor 83 are inactive,
while the connection between the first media server processor
82 and the Ethernet switch 66 and the connection between the
25 second media server processor 83 and the Ethernet switch 66
are active. In the inflight entertainment mode, the Ethernet
switch 66 is used as a dedicated switch for network traffic,

for example to the wireless access point clusters.

30 In the electronic flight bag mode of a server computer 52, on
the other hand, the connection between the 4-port switch and
the first media server processor 82 and the connection be-

tween the 4-port switch and the second media server processor



20 and in-flight entertainment as well as an access for the cabin crew to control the in-flight
entertainment. In the context of this application "Will" refers to a WLAN winch con- forms to the IEEE
802.11 familyraf standards. Furthermore, the wirgless access points 72, 73, 74 provide a Bluetooth 25
connection to provide services for the cabin crew. According to the application, the Bluetooth data

traffic of thexabir ceaw iseaIrigd out viara reconflgurable, sedalsede and arreprietasy protocol. The
services for the cabin crew may Include communication with the flight crew and connections to 30 the

ground, foP EXARPIEor OfdEtig Servitke at AudstiRaHaT hirf8rt, <ehdfify Aidsagés he ground,
particularly:to-an aitlines seyver, redis sarshapprevalanssfititber senicess 2FFG 030 5G2 & According
to the application, the EFB LRU 51 is confjgured to use a pre-determined proprietary protocol via a
Bluctooth EoMLtDh, Satialy ia B bhRit bURneclon G KR SRSEport bidte Prfe soral
port profilenisdasedron thedokSl Gy i-and theaREC QM Mupratetiols Ha pasticitart thiesrRFCOMM
protocol emultitesgaconng%tion vig a g-é)in serjal RtS 23t2hcable. The RFCOMMtprotoq% Is in turn
based on the L2Cs Efgglcélclfrnk ngtréiae{nrpdl ,Edap?taﬁon ?arye?%rrg%goﬁ%qﬁgh is 10 Uséd for the
transmissioh 0t RRC@MM padkets rbne datalpadketdare sentdo and received from a host controller
Interface, via a logical channel. Each end of a L2ZCAP channel is identified by a 16-lift channel
identifier. A L2CAP 15 packet, or PDU (Packet Data Unit), is transmitted in one or more baseband
packets orthecasyctironous cohnettlenlesstlinie (ACLY, vdthcthe 11 GHr@ ogiwal Chamhel Hifts of the

payload header 0 initialpacket, - for t lbsequen ckets, Agcarding to the
RFC&)C?M M%%nd%%f%& té% é%[{%%%r%gla% gfrtstargéjnqéaé;%%c}%‘?é% Ry %%l%g %QGEEEB%% atfg %ln%1 %onnection
identifier (BREDL9The Bitistvbthicormection is prféreptially fidedwhehahe aderaftisoh the ground at

an airport in.orfe to trapsisL @aza ta whichrelate 1e adlightmissiongqf the,aireraft Aceording to a

particularly simple embodiment, the predetermined protocol may specify a pre-determined significance
to each of @ datallfitsdn a-Sequereerst data lifts and stop 30 lifts in a typical configuration of data lifts
and stop lifts such as a 7/2, 7/1 or 8/2 configuration. The pre-determined protocol may furthermore use

a packet configuration other
15 According to a second embodiment, the server computers of 52

are reassigned during the various flight phases of the air-
craft, such as taxiing, take-off, cruising, loitering and
landing. To this end, one the electronic flight bag computer
51 is configured as a master computer 51. The master computer
20 51 holds a demand list of the expected computing power and
storage space that the electronic flight bag requires during
the various flight phases. From the demand list, the master
computer generates an assignment list that determines which
of the server computers 52 of the daisy chain are to be set
25 into which mode during a specific flight phase. The demand
list may be updated regularly using statistics from past

flights.

According to the application, a server computer 52 that is
30 running in a current mode is reassigned to a new mode by

shutting down the server computer 52, restarting the server

computer 52 and assigning it to the new mode. The assignment

to a mode furthermore comprises the loading of an executable



2FFC 030 SG28 than those defined in the packet type tables 0 and 1 of the ACL packet standard.

Furthermore, the assignment of data bits may be different 5 from the bit assignments for ACL data
packets listedrn thedable below to provide a progection against eavesdropping and smuggling in of
data packets. Single slot packets,basic da- ta rate Multi-slot packets, enhanced data rate Header(1

byte) leastisignfi: Headere2 byles)least slga leapt Hit fiestonfilcant fitfiestsk &R filskikegieal Chan- L
CH(2 fits): Loglcal Chan- nel. nel, 01 = continuation of an L2CAP 01 = continuation of an L2CAP PDU
he executable image comprises an operating system tha

corresponds to the chosen mode.

5 In the electronic flight bag mode, a memory of the server
computer 52 comprises computer executable code to run appli-
cations such as loading and take off computations, perfor-
mance software, weight and balance sheet software and other
EFB applications, as well as data for hosting charts and man-

10 uals and other static data that is required by the EFB appli-
cations. In the inflight entertainment mode, on the other
hand, the memory of the server computer 52 comprises computer
executable code for running internet applications, wvideo
streaming applications, online shopping applications and so

15 forth.

In addition, the assignment of the individual server comput-
ers 52 to the inflight entertainment mode and the electronic
flight modes may also be configured manually by inputs of a

20 flight crew member.

The IP-router 64 is configured to split the network traffic
into internal traffic, which is forwarded to the internal
traffic section 67 of the IP-router 64 and into external

25 traffic which is forwarded to the external traffic section 68
of the IP-router 64. According to an exemplary embodiment,
the internal data is characterized by a specific data marker
which enables the IP-router 64 to identify internal data
packets. The data marker may comprise a data packet number, a

30 destination address, such as a MAC address, a timestamp, a
one way key or other identification data. In addition, the

identification data may be encrypted or be provided with an



PDU 10 = start of an L2ZCAP PDU 10 = start of an L2ZCAP PDU 11 = LMP PDU 11 = LMP PDU
FLOW(1 fit):flow control on FLOW(1 fit):flow control on the ACL link;0=stop,1=go. the ACL link;
O=stop,1=g@.HdENGT H{5 fits):number of LENGT#10 fits):number of bytes of data. bytes of data.
Data(LENGTH bytes). Padding(3 Jolts):undefined CRC(16 Jolts):Cyclic Redun- value. dancy Check.

Data(LENGIEH€8)d checksum. Moreover, the payload of the data packets

may also be encrypted.

By making use of the IP-router 64, the network connection
5 over the OWCU, which is linked to a satellite system with
global coverage can be used for passenger broadband services
such as inflight entertainment in addition to the use of the
OWCU network connection for the electronic flight bag. Espe-
cially in this context, the functionality of the IP-router 64
10 to split the network traffic into internal and external data

traffic is advantageous.

In one embodiment, the IP-router is configured to split the
network traffic on a per packet basis based on a decryption
15 attempt with a key that is stored on the aircraft. This is

explained in more detail with respect to Figs. 6 and 7.

The wireless access points 72, 73, 74 provide a WiFi or other
short range wireless connection passenger related services

20 and in-flight entertainment as well as an access for the cab-
in crew to control the in-flight entertainment. In the con-
text of this application “WiFi” refers to a WLAN which con-
forms to the IEEE 802.11 family of standards. Furthermore,
the wireless access points 72, 73, 74 provide a Bluetooth

25 connection to provide services for the cabin crew. According
to the application, the Bluetooth data traffic of the cabin
crew 1is carried out via a reconfigurable serial mode and a
proprietary protocol. The services for the cabin crew may in-
clude communication with the flight crew and connections to

30 the ground, for example for ordering services at a destina-
tion airport, sending messages to the ground, particularly to
an airlines server, credit card approval and further ser-

vices.



CRC(16 Jolts):Cyclic Redun- dancy Check 10 In a particularly simple embodiment, the position of the
pay- load Jolts and the cyclic redundancy Jolts may be exchanged, for example. The positions of the
data Jolts argothieydladts such as header Jolts, type Jolts and redundancy Jolts may also be shuffled
according to a pre-determined scheme. The pre- 15 determined scheme may be given, for example by
protocol identifiers, a pre-determined sequence of protocols or an identifier for a pre-determined
sequence of protocols. 2FFC 030 SG29 To Increase the security, there may be more than one

predetermietPrototdl ARd thsseprridéR MRy grofodofemay be’dhanyedC EEpasiafy! the
assignmentof the gata-dnltscofhal packat to payload apdantet Jolts; may-bechangesk fror exam- 5
plc, the sender may send an identjfication number iientifgin&}theé)re-determinedr%rotoc | to be used.
A receiver COMPULET FOF exaiRple HiconipUtet o the Aircrait th&y iintifies the 5rotScot Agcording to a

list of pre- d8deiermpined pretocalsavitiTassactated identificatien Aumbets; thakisstoredtiha computer

readable ry.that is.connected t eiver computer. The receiver computer then uses the
pre-deterrrr%%rgg p?é;:bcglotoalﬁfgré?é r%(%g?\%%%dgtraoé%nodc t%fesn'co-gdré @a%% Lé‘:ls.éf:)rrﬁ. 1% The use of a
proprietaryRprototol mcodarling teethe lapphicatiorr providesiam addiionaldapemofssecusily &3d avoids the
need of a %%,ryplg%( ej;cryplqgan nﬂggwmcg tv\(/)%ulq chsre:il%e %Qler%ngggte 8f d%tagggeﬂm%nitted. The
proprietary protocokf %'may be use toggt]ﬁer with an encryption of data pac?<ets, however. For
example, & pablickey éncrypfiom maylbe useddawrdéritoredage theamount of tramsmitted<data, the

publicokeyggg@/pfigp nay, b%fg%?%? £enerypt gfsy[gﬁ@gm lﬁ%’c\ﬂg@g -is then sent to the aircraft for
encrypting the data. 25

The data packets are sent to and received from a host con-
troller interface, via a logical channel. Each end of a L2CAP
channel is identified by a 16-bit channel identifier. A L2CAP
15 packet, or PDU (Packet Data Unit), is transmitted in one or
more baseband packets on the asynchronous connectionless link
(ACL), with the L CH (Logical Channel) bits of the payload
header set to 102 for the initial packet, and 012 for the
subsequent packets. According to the RFCOMM standard, up to
20 60 emulated ports can be specified by using a 6-Bit data link

connection identifier (DLCI).

The Bluetooth connection is preferentially used when the air-
craft is on the ground at an airport in order to transfer da-

25 ta which relate to a flight mission of the aircraft.

According to a particularly simple embodiment, the pre-
determined protocol may specify a pre-determined significance
to each of the data bits in a sequence of data bits and stop
30 bits in a typical configuration of data bits and stop bits
such as a 7/2, 7/1 or 8/2 configuration. The pre-determined

protocol may furthermore use a packet configuration other



According to the application, the EFB TRU 51 comprises a gatekeeper. The gatekeeper comprises a
data splitter which analyses the data packets according to pre-determined identification features and
detects dataretvargusdata types. The 30 data splitter splits the data of received data packages Into
typed data packages of the detected data types. The typed data packages are forwarded to a data

assemblertofihe gateskegper whichireassemplesitbe typed datanackets i@ data 2HRC=030 SG30
fifes according to package numbers that are Included in the typed data packets. If a package number
is missing %% feS¥haifigcahmaRdhs sent to a ground station. In addition, the data splitter and
assembler combine outgoing data Into 5 data packets to be sent over an antenna of the aircraft 11. A
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missing, asesendifigof the miSsitardatascodainer is triggered after a pre-determined time period after
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ground are realized via executable applications or hardware and are provided in particular to handle
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In a particularly simple embodiment,

the position of the pay-

load bits and the cyclic redundancy bits may be exchanged,

for example.

such as header bits, type bits

be shuffled according to a pre-

determined scheme may be given,

tifiers,

The positions of the data bits and other bits

and redundancy bits may also
determined scheme. The pre-

for example by protocol iden-

a pre-determined sequence of protocols or an identi-

fier for a pre-determined sequence of protocols.



5 chain configuration comprises a distributor computer which is referenced by a 52 without prime. An
active switch is indicated by a continuous line and an inactive switch is indicated by a broken line. In
the distribwersernyeo camputer 52, both the 4-pogtoswitch 85 and the Ethernet switch 66 are ac- 10
tive. The distributor server computer 52 is connected to the EFB LRU 51. According to one
embodiment messagesdhatareseseaivedsyja Hesinactive, switches-aredretpregessedor transmitted to
an- 15 other switch of the same computer but the inactive switch still forwards the message other
computers 6T tRE BRI chir EBffiduraficn. RS e MbddimehEs Hdvartayedt’irthe digial'teeds to be
reamplifiedbewhen the epapliaris fo sead status messages vienhedaaetiveiswiteht According to
another 20 empodiment, the inactive switch is coi;
t

ected to a T-branch of a network cable and does
ot forwar BTk agBE i e RACH 2 Frct™ Th biier oriuterEo BTy chisth CoRie to

receive theinessages thwadgh the newvork cableitoanhich the inactive switeh is dennected.r2b The
control Iinecgs connggstthe EFB %RU oL 10 thf er\é%r comgté'tters 52 and further control lines 90
connect the seer\?errecon?pl?tgl}nslgf o Bach other. 30 uerinlésa startup or a reconfiguration of the server
computers 52, the EFB LRU 51 sends control signals to the server computers 52 via the control line 93
which set the server compuiters, 52 into ihe EEB, or \FE mods, The server computer. 52 2EFC 030
SG32 which is connected 10 the band and the L-band systgms IS configured as a distriButor server
computer 52hiclikrandlés ¢he Message trafficlfremahe Ki-pand andlthe t-bdng broadband

channels. 0re,. t istri r server [-. S ic from the
e B A R R B

Fig. 5 showsah aﬂ'lt%rﬁatmﬁée@mﬁb@di@nmméﬁsprm@@@@dﬁw-ﬂ@n@éasé@@@feﬁﬁ According to fig. 5
each of the gerver computers 82.0f & daisychain %%’éf'gyé%t&rb'érco@é‘ﬁdﬁ‘@@e@ the £FB,LRY 51 by a

separate control fine 93. The daisy chain configuration may be provided in a linear 15 configuration, as

shown in figdc4RipRI 5 BGEASE e d 1961 E6Rfiguratort THWhRhYhe TastSEYRst comiputéeR¥2 BPa chain
of Tnterlinked. server semputers d 24s finked back to the first one. 20 In an alternative embodiment that
provides a higher redundancy, several or all of the server computers 52 are connected to the LU band
systéél and the K band system. During reconfiguration, the LRU sends a command visa the control

line 93 of Fige4 95 Niasthe.sepasae icontrol ipes,93 ob fig <5 that 25 determines wipgh ok the server
computers 52 takes over the role of a distributor server computer. Instead of a 4-port switch, a switch
WthKHeB}E%SRﬁﬁﬁﬁdes an additional layer of security and avoids the
need of a complex encryption method which would increase the
amount of data to be transmitted. The proprietary protocol
20 may be used together with an encryption of data packets, how-
ever. For example, a public key encryption may be used. In
order to reduce the amount of transmitted data, the public
key encryption may be used to encrypt a symmetric key which
is then sent to the aircraft for encrypting the data.
25
According to the application, the EFB LRU 51 comprises a
gatekeeper. The gatekeeper comprises a data splitter which
analyses the data packets according to pre-determined identi-
fication features and detects data of various data types. The
30 data splitter splits the data of received data packages into
typed data packages of the detected data types. The typed da-
ta packages are forwarded to a data assembler of the gate-

keeper which reassembles the typed data packets into data



may be provided as well and the switches may conform to a 30 standard for local area networks other
than Ethernet. Fig. 6 shows a schematic diagram of a packet oriented data transfer system according
to the appliztiono ZFF030 SG33 The data trapsfer system comprises an aircraft data acquisition
application 101 on board of an aircraft 11 and a data synchronization application 102 on board of a

service cemtre Sssuchas-thenklight Fesus slata eentre 33. the data-syncheqnization; application is
linked to various airline offices 40 via network connections. The personnel and equipment of the

service cehtfE 33 WintA i€ AEHEAINY the data BFERBRiZANEH T alkd rBfeired B a'the synchronization

centre. 10 dde=aitCraly 1d sommunicatesawith the seryicecente:33 visa a secuegonneetjon 103 that
is indicated in fig. 5 with a Ilock symbol, While the aircraft 11.is in the air, it communicates with the
service cehtt€ 33i4 a% thélﬁeéel IE 18 DRRATERESded FTOWESL CH AR aftérrativd tBmmunication
links that caéatae psetkwhentibe ladrceathis aswvthe ground.tEiese edmmunicationdinks include portable
devices with computer readable memory such as notepads and memory sticks as 20 well as wireless
communication links such as WLAN, WPAN, Bluetooth, WiMax and WIFI. Fig. 7 shows a diagram of
data packeét handting peettiod @acgerdiig topthie application.®xiData packets 205d106, A0 7eare
wansmitted {0 a0 airpraff flosting Area 108 . acomputer system of the,alrcraft 11, The aireraft hosting
area compns@s a quarantine area 1o 5nd a'secure processing area 111. The quaraﬁtlne area is
controlled B8 wia& & conmmonicdtiort hahdler applicationrisl 2sardh asigreataneycheckingeapplidation 113.

The f@mmé‘Pi{ﬁ?}ﬁ%rﬂa’?%% @PPPE%%O%%%Z sentrals a.protacol link 114.19 4 synghranizgtion control

process 117 e service centre 33 e synchronl- 2FFC 030 SG34 zation control process 117
comprisesgnastiictidas ordistiibuting dats frontand vadéus sirdraft1vand frorRand fethieairline

offices 40. 5,1he synchronization coptyolproeess 4,17 keeps track of the data in that it provides a least
cost routing that choses the cheapest connection available for a data transfer, it controls adherence to

pre-defined service level agreements, it sets a document delivery time to ensure that the documents
Different types of data such as text may be combined into da-

15 ta containers with data container numbers. If a container
number in a sequence of data containers is missing, a
resending of the missing data container is triggered after a
pre-determined time period after the missing data container
number has been detected.

20
The gatekeepers at the aircraft and at the ground are real-
ized via executable applications or hardware and are provided
in particular to handle Bluetooth data traffic. According to
the application, the gatekeepers are configured to handle a

25 proprietary protocol which is provided on top of a Bluetooth
protocol, and in particular on top of a serial Bluetooth pro-

tocol.

Figs. 4 and 5 show a daisy chain configurations 100, 100’ ac-
30 cording to the application. In the exemplary embodiments of

Fig. 4 and 5, the daisy chain configurations 100, 100" com-

prise seven server computers which are referenced as 52, 52’

and 52'7.



10 are delivered when they are required by the aircraft. The choice of the cheapest communication
path is also referred to as "least cost routing" and it may comprise deferring transmission of low priority
data packetsmmtibthe arcraft is grounded and se3iding them when the aircraft is on the ground. 15
According to the application, documents can be treated as data objects. This may comprise various
attributes and/or handling procedures that can be attributed to the documents such as update time,
urgency, compression schemes and so on. 20 The protocol link 114 provides a connection between
the aircrafCEE 37d a“GrBERE Statiortvid ahGRegpénsive Satefite iMOSacii &8 a'SHOTCAISHdR service.
Preferentiglly; thescennestion viathesprotesablink 134s essendiadly permanently availabie:d ikewise,
the service centre 33 preferen- %5 tzally provides an update service that is avajlable every day and at
any time. SUCH & 247 s B ic K Ak R BTis 16r providing & EoREAGSS gt oIS TG reporting.
Depending:-aa the regutationss aifightdfolpwingasay ba msandaiary, butibcantadso be peovided as a
dedicated serlyice and }’1\”@ addz: 30 t@nal data, Whereirkthe dacta content]jus g‘eterminegl.lgy the
requiremerrltes of an aifline. y2I‘—3Fé 36 (E@g ﬁe@é:rlr%% oW back f‘ovﬁgssfvﬁlar? 3,lﬁ1elsnechre
processing-ateadl by aecardimgitoithe applicaticmaay compriseithe ERB LR 55, thegilotterminal unit
56, the piloet e mingl %r%i(t)gg@n -th onIt%oaCrg wigaie s,.com Cl)Jrnicaetio\rfleurnitg%.1 Tuqf %u%r 5 an-fine
handler, on the Sther han , maylbe located within the TP router 64. Data paéi(el?s 0 , &6', 107, also
known as batahcdriteinérs’awmady be trapsnfittechvid a stearnimgrearnestion d15¢ foraxanscto plc a
dlobghsatalitgnetindk oria wiieless fonoeetian. oLy g agnual tansissian eaanng 1ifvia a
device including a storage medium, ?or example a USB stick. In fig. 7, only the transmission from
ground to &iré&rafRM islshown. An application in the servile centre or in the aircraft decides 15 whether
documents are to be transmitted via storage medium. If the documents are transmitted manually via a
storage meth-um, the data packets are queued first for pick up via the de-vile that comprises the
storage méditAt PDEhe aticorftainers Ravea fived Ses Whehéih thé SiZecsTahE Yatd éontainers is

based on t{‘ﬁ&%@%'@@g%x@@@%@éh é}!@”@@% 05'1%@’@@5%%} ayailable-commupigatign path. The
data containers may contain documents, file fragments or multiple messages, for example. The data

packets are'rtfiberédtARCOrE- 2BeL1S2G Fo BERPPIRALIOH theltfata packettunibiérttéed not be
encrypted $BY contrastwthepayioad pithedata packetsds epgrwted. Jhe-epcryption, ottheipayload is

either done packet-wife, Wherebf{ the encryption is done per data container, or consecutively, wherein

encrypted CBRteh? ’-Sireat over 36 selBriH AT Contlirery e d&a packbtd iay St 8dmprise

servile messageswhichyaay sgmprise iaerequest,fos the sempsiensystem onidbe airgrmfttoschange to a
different state. For example, the servile message may request the master computer 2FFC 030 SG36

to change te nlimber 8F omipliterd fn fGACHAY TotiE: iy Addftioh O HEPoéat PROKES may be sent in
regutar Intenvadsitneiable archeck annwkethekthe-eonnectionandterdhe applicationsnare séift working.
S a network cable and does not forward messages in the inactive

mode. The other computers of the daisy chain continue to re-

ceive the messages through the network cable to which the in-

active switch is connected.

25
The control line 93 connects the EFB LRU 51 to the server

computers 52 and further control lines 90 connect the server

computers 52 to each other.

30 During a startup or a reconfiguration of the server computers
52, the EFB LRU 51 sends control signals to the server com-
puters 52 via the control line 93 which set the server com-

puters 52 into the EFB or IFE mode. The server computer 52



According to the application, a data packet or a Jolt sequence that is distributed over more than one
data packet may be encrypted with a public key of a plane. On delivery of an aircraft based computer,
such as the 5B 0LRW, scprivate key is 10 generaed and stored on a secured memory area of a
dedicated server computer on the aircraft. The private key may be generated with a random number

generator ysingra tad niwnberarseriebnumberof henaircraft apgdéora-serial nsnhesf thesdedicated
server computer. 15 The synchraonization centre on the ground administers PKI certificates and
provides ke§ TevtEaioh seviBes ForsERUAf TeAEGNS thé YREORizatioll &thtte AV HE Provided at
a single dedieated docajiont 20 Accerdirgto the-applicatian, enciyplien takes piaceratdhe data packet
level. A special en;[r ption ﬁr%tocol such aszSSéIj;1 IS not,geeded, tho%gh It could be us%g, and the data
packets m&j) HeHISS be ‘seht U2 diP aftprotétied tonnedtion Suchas Int 28Y8REL Sdtors-afid-forward
devices, satellite canrections angesa on.fAfter datarpacketsohls) 1062 107 havebeenaeceiwed Into the

aircraft hosting area 109, they are stored in a quarantine 30 are 3. The signature checking
application%‘I if% rggls}%g Eecszryrp}’ e ggfgpﬁlatc?(gts%vz\?itr%ﬁén aitr?:‘lr%u?t.%lC ]Erlevrartlg Ee%.wl% !FJnC} déjcffyption is
successfult tiee dafa padketslare forwarded Into secure processing area 111. In fig. 7, a forwarded
data 2FFC 030 SG37 package 108 is shown. According to the application, the signature checking
application 113 provides a simple and efficient packet router or packet routing mechanism winch

forwards dﬁi@;{pa@kﬁ@@@fﬂ?emewke@r@@éssiﬁg gﬂ%@ﬂi@b&@ed«bﬁ &lthe resultiefsa decryption
atteq@t. Agg@ggg@/, éla% gl%%gt e Cc&e&% g aé)cpllggtéon %1% may %If‘oglqgclé g]:g] @tao%%:kets for data

integrity via inspection o cksum and for the sender via inspection of a digital slg- 10 nature. In
this case, forvarding fo the seciiré procassing aealdapanasiomwhether e datdpdcket lsenot

corrupted anéd tfﬁ@igg@t%§ i%aggagg@gelf itds found that a data packet is corrupted, the

communications handling application 112 requests a re-transmit of the data package via the protocol
15link 114. Furthermore, the communication handling application 112 sets a time fifilt in winch a

packet mugtarriye after apacket with ajlower numberhasargyed.; Hag;time fifiltmay specify, 20 for
example, that packet 106 has to arrive at most 500 ms after packet 105. The specified time fifilt may
depemd orfthe iconreeficr Bype? i the tiie fifit Ras fapsedHid theltata packetHasendtefFved, the

communicatior hgodling application 142 requests arreskansrpit obhs.pagket viatheprots i n
of interlinked server computers 12 is linked back to the

first one.

20 In an alternative embodiment that provides a higher redundan-
cy, several or all of the server computers 52 are connected
to the LU band system and the K band system. During reconfig-
uration, the LRU sends a command via the control line 93 of
Fig. 4 or via the separate control lines 93 of Fig. 5 that

25 determines which of the server computers 52 takes over the

role of a distributor server computer.

Instead of a 4-port switch, a switch with more or less ports
may be provided as well and the switches may conform to a

30 standard for local area networks other than Ethernet.

Fig. 6 shows a schematic diagram of a packet oriented data

transfer system according to the application.



25 col link 114. Alternatively, the communication handling application 112 may W6\7-file the time in
time slots, specify the data packets winch are due in the next time slot and trigger a re-transmit of the
data packetsthatdsyveswt arrived in this time slgt3 The communication handling application 112 30
may also confirm when a data packet is received or when it is forwarded to the secure processing area
111. 2FFC 030 SG38 Moreover, the synchronization control process 117 on the ground as well as the
communication handling application 112 at the aircraft may schedule the data packets according to
urgency. TheSaplicatdrie 182 o PHal F8qGeRIn Ggent fe- B r&hdrhit vitd the 5611E tonnection
while a re-transmitpithi @ dew griotityimay hecdefarred until therairesaft isigrounded. REHEL 030 SG39
Reference 10 Flight informatior:T%/)s- tern 54 Wirei%sZs access é!pociint c%uster 11 aircraft 55 wireless
accesspoﬁ%i% 88&%@$&8ﬁ& H%%ﬁ% tion on board of a service centre

5 such as the Flight Focus data centre 33. The data synchroni-
zation application is linked to various airline offices 40
via network connections. The personnel and equipment of the
service centre 33 which is handling the data synchronization

is also referred to as the synchronization centre.

10
The aircraft 11 communicates with the service centre 33 via a
secure connection 103 that is indicated in Fig. 5 with a lock
symbol. While the aircraft 11 is in the air, it communicates
with the service centre 33 via a satellite link.

15

Double headed arrows 104 indicate alternative communication

links that can be used when the aircraft is on the ground.

These communication links include portable devices with com-

puter readable memory such as notepads and memory sticks as
20 well as wireless communication links such as WLAN, WPAN,

Bluetooth, WiMax and WIFI.

Fig. 7 shows a diagram of data packet handling method accord-
ing to the application.
25
Data packets 105, 106, 107 are transmitted to an aircraft
hosting area 109 in a computer system of the aircraft 11. The
aircraft hosting area comprises a quarantine area 110 and a
secure processing area 111. The quarantine area is controlled
30 wvia a communication handler application 112 and a signature
checking application 113. The communication handler applica-
tion 112 controls a protocol link 114 to a synchronization

control process 117 in the service centre 33. The synchroni-



cluster channel 56 pilot terminal unit 14 first data network 57 pilot terminal unit 27 satellite 59,
60,61,62,63 31 satellite communication channel Multi core microprocessors 32
2FFC 030 sSG 34

zation control process 117 comprises instructions for dis-
tributing data from and various aircraft 11 and from and to

the airline offices 40.

5 The synchronization control process 117 keeps track of the
data in that it provides a least cost routing that choses the
cheapest connection available for a data transfer, it con-
trols adherence to pre-defined service level agreements, it
sets a document delivery time to ensure that the documents

10 are delivered when they are required by the aircraft. The
choice of the cheapest communication path is also referred to
as “least cost routing” and it may comprise deferring trans-
mission of low priority data packets until the aircraft is
grounded and sending them when the aircraft is on the ground.

15 According to the application, documents can be treated as da-
ta objects. This may comprise various attributes and/or han-
dling procedures that can be attributed to the documents such

as update time, urgency, compression schemes and so on.

20 The protocol link 114 provides a connection between the air-
craft 11 and a ground station via an inexpensive satellite
link such as a short burst data service. Preferentially, the
connection via the protocol link 114 is essentially perma-
nently available. Likewise, the service centre 33 preferen-

25 tially provides an update service that is available every day
and at any time. Such a 24/7 service is advantageous for
providing a continuous flight following reporting. Depending
on the reqgulations, a flight following may be mandatory, but
it can also be provided as a dedicated service and with addi-

30 tional data, wherein the data content is determined by the

requirements of an airline.
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Referring now back to Figs. 2 and 3, the secure processing
area 111 according to the application may comprise the EFB
LRU 51, the pilot terminal unit 56, the pilot terminal unit
57 and the on board wireless communication unit 71. The quar-
antine handler, on the other hand, may be located within the

IP router 64.

Data packets 105, 106, 107, also known as “data containers”
may be transmitted via a streaming connection 115, for exam-
ple a global satellite network or a wireless connection, or
via a manual transmission channel 116 via a device including
a storage medium, for example a USB stick. In Fig. 7, only
the transmission from ground to aircraft 11 is shown. An ap-
plication in the service centre or in the aircraft decides
whether documents are to be transmitted via storage medium.
If the documents are transmitted manually via a storage medi-
um, the data packets are queued first for pick up via the de-

vice that comprises the storage medium.

The data containers have a fixed size, wherein the size of
the data containers is based on the communication bandwidth
available on a weakest available communication path. The data
containers may contain documents, file fragments or multiple
messages, for example. The data packets are numbered. Accord-
ing to the application, the data packet number need not be
encrypted. By contrast, the payload of the data packets is
encrypted. The encryption of the payload is either done pack-
et-wise, whereby the encryption is done per data container,
or consecutively, wherein encrypted content is spread over
several data containers. The data packets may also comprise
service message which may comprise a request for the computer
system on the aircraft to change to a different state. For

example, the service message may request the master computer
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2FFC 030 SG 36

to change the number of computers in flight bag mode. In ad-
dition, “heart beat” packets may be sent in regular intervals
to enable a check on whether the connection and/or the appli-

cations are still working.

According to the application, a data packet or a bit sequence
that is distributed over more than one data packet may be en-
crypted with a public key of a plane. On delivery of an air-
craft based computer, such as the EFB LRU, a private key is
generated and stored on a secured memory area of a dedicated
server computer on the aircraft. The private key may be gen-
erated with a random number generator using a tail number or
serial number of the aircraft and/or a serial number of the

dedicated server computer.

The synchronization centre on the ground administers PKI cer-
tificates and provides key revocation services. For security
reasons, the synchronization centre may be provided at a sin-

gle dedicated location.

According to the application, encryption takes place at the

data packet level. A special encryption protocol such as SSL
is not needed, though it could be used, and the data packets
may be also be sent via an unprotected connection such as in-
ternet, store-and-forward devices, satellite connections and

SO Oon.

After data packets 105, 106, 107 have been received into the
aircraft hosting area 109, they are stored in a quarantine
area 113. The signature checking application 113 tries to de-
crypt the data packets with the aircraft’s private key. If
the decryption is successful, the data packets are forwarded

into secure processing area 111. In Fig. 7, a forwarded data



onboard wireless commu- 40 airline office nication unit 41 second secure connec- tion 72, 73,74 local
wireless acess 42 second data network points 50 computer configuration 75, 76,77 51
2FFC 030 SG 37

package 108 is shown. According to the application, the sig-
nature checking application 113 provides a simple and effi-
cient packet router or packet routing mechanism which for-
wards data packets to the secure processing area 111 based on

5 the result of a decryption attempt.

Additionally, the signature checking application 113 may also
check the data packets for data integrity via inspection of a
checksum and for the sender via inspection of a digital sig-
10 nature. In this case, forwarding to the secure processing ar-
ea depends on whether the data packet is not corrupted and
the signature is admissible. If it is found that a data pack-
et is corrupted, the communications handling application 112
requests a re-transmit of the data package via the protocol

15 link 114.

Furthermore, the communication handling application 112 sets
a time limit in which a packet must arrive after a packet
with a lower number has arrived. The time limit may specify,

20 for example, that packet 106 has to arrive at most 500 ms af-
ter packet 105. The specified time limit may depend on the
connection type. If the time limit has lapsed and the data
packet has not arrived, the communication handling applica-
tion 112 requests a re-transmit of the packet via the proto-

25 col link 114. Alternatively, the communication handling ap-
plication 112 may divide the time in time slots, specify the
data packets which are due in the next time slot and trigger
a re-transmit of the data packets that have not arrived in
this time slot. The communication handling application 112

30 may also confirm when a data packet is received or when it is

forwarded to the secure processing area 111.
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Moreover, the synchronization control process 117 on the
ground as well as the communication handling application 112
at the aircraft may schedule the data packets according to
urgency. The applications 112, 117 may request an urgent re-
5 transmit via the satellite connection while a re-transmit
with a low priority may be deferred until the aircraft is

grounded.
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operations support cen-
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second data network
computer configuration
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server computer
wireless access point
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57 pilot terminal unit

59, 60, 61, 62, 63

Multi core microproces-
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82 media server processor
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tion 117 synchronization control 101 aircraft data acquisition application process 102 data
synchronization application 103 secure connection 2FFC 030 SG41 CLAIMS 1.Aircraft computer

system, the Eircraf commputer system 41
CLAIMS
1. Aircraft computer system, the aircraft computer system
comprising
5 - an electronic flight bag computer,

- at least two server computers which are linked via
a databus in a network configuration, wherein the
electronic flight bag computer and the at least two
server computers are linked via respective control
10 lines and wherein at least one of the server com-
puters is configured to change between an electron-
ic flight bag mode and an in-flight entertainment
mode in response to receiving a pre-determined sig-
nal via the control line, wherein at least one of
15 the server computers comprises
- at least two network switches, and wherein the at
least one server computer is configured to activate
one of the at least two network switches and to de-
activate the other one of the at least two network
20 switches in response to the pre-determined signal

via the control line.

2. Adircraft computer system according to claim 1, wherein

at least a first server computer and a second server

25 computer of the server computers of the network configu-
ration comprise
- a first network switch and a second network switch,
wherein
- the first network switch of the first server com-

30 puter is linked to the first network switch of the se-
cond server computer, and
- the second network switch of the first computer is

linked to the second network switch of the second server



comprising 5-an electronic flight bag computer, at least two server computers winch are linked via a
databus in a network configuration, wherein the electronic flight bag computer and the at least two
server computersoae lgked via respective contrak10lines and wherein at least one of the server com-
puters is configured to change between an electron-Ic flight bag mode and an in-flight entertainment
mode in response nfaceiing aduesdatermingd signah visuthe centrokfine, wherepnat leastgne of
15the server computers comprises at least two network switches, and wherein the at least one server
computer is confighifeditbractivAfe 88 6f HE &t I8agt iwb e thd RS SwitEHeEanF B EEd& i ate’the other
one of the at least 8M@ Netwark 20swilshes i tesponse to thenprerdetermineehsignalaa thencontrol
fine. 2.Aircraft computer system according to claim 1, wherein at least a first ser er.c mputer and a
second server 258bmiier S RE SeR/APERNBLte R Ct (HE PERABTK cOMiBl- talioh CBIiae  frst
netwask switch an@ atsetond metworkeswitdhe whetreind nethedirst retwodhswitch bEtheifirstserver
com- 30puter is linked to the first Qetwo.rk switc% of the Se- cond server. com uter,t%n%;[he second
network switch of the first c%on%nﬁﬁlterelrs liriked 1o ﬁglslégon(f Retwork Switch of the second server
second network switch of the second computer.

3. Aircraft computer system according to claim 2, wherein

10 the respective other network switch is configured to be
disabled.

4., Aircraft computer system according to one of the claims

1 to 3, wherein the first network switch of a server
15 computer 1is part of a network and control unit and
wherein
- a first control line and a second control line are
connected to the network and control unit, wherein
- the network and control unit is configured to re-
20 ceive pre-determined control commands from the
electronic flight bag computer via the first con-
trol line and is configured to send pre-determined
control commands to a further server computer of
the network configuration via the second control
25 line, and wherein
- the further server computer is configured to change
between an electronic flight bag mode and an in-
flight entertainment mode in response to a pre-
determined command via the second control line.
30
5. Aircraft computer system according to claim 4, wherein
the network and control unit is furthermore connected to

at least one media server processor and wherein the me-



2FFC 030 SG42 computer, and wherein, in an electronic flight bag mode, the first network switch of
the first server computer is configured to communicate with the first network switch of the second
computer, aneloviiereirs a an in-flight en- Stertainment mode, the second network switch of the first
server computer is configured to communicate with the second network switch of the second

computer. 3. Airciaftceraputer systes: asearding teslaimy2rwherein d0thesespeetive-ether petwork
switch is configured to be disabled. 4. Aircraft computer system according to one of the claims 1 to 3,

wherein the first (fetROMHE SWitch bf-& Rt ABBRIputé s pak ofa k anf'contrdt-thit and

wherein a first candrot line @andisnsecansbenniral iine ape eonrecied to 8t peierk and conérol unit,
wherein the network and control unit!Fs configured to re- 20celve pre-determined control commands

from the electronicight By EomBGter viH the¥iHat ¢Shirdtiin and is configured to send
pre-déetermined control commands to a further server computer of the network configuration via the
second coatrol Z%Iilnreé §ng %Nheé%inu hee fusrthe£ server ((::orrn(ﬂjter i’E C():o(r:lﬁigtiredgo cvl%:m e lbrtl-:-tween an
electronic flight bag mode and an‘n- Ilg%t ehtertainment modedn responser% d predetermined
command via thetSezondtcontrbl kmel 30ch Airciafticormputer systear aecordimgetosctainnd, wherein the
network and control unit s furthermore configated fg atfeast ong meths.. SSTYer RIogessor gnd
wherein the me-
configured to change between an electronic flight bag
10 mode and an in-flight entertainment mode in response to

a command signal from the network and control unit.

7. Aircraft computer system according to claim 6, wherein
the second network switch is an Ethernet switch.
15
8. Aircraft computer system according to claim 7, wherein

the first network switch is a four port switch.

9. Method to configure an aircraft computer system, the
20 method comprising
- generating a pre-determined control command with an
electronic flight bag computer,
- sending the pre-determined control command to a server
computer of a network configuration of server computers,
25 - changing between an electronic flight bag mode and an
in-flight entertainment mode of the server computer, the
changing of mode comprising:
- enabling a first set of network connection
lines of the server computer,
30 - disabling a second set of network connection

lines of the server computer.



2FFC 030 SG43 dia server processor is configured to change between an electronic flight bag mode
and an in-flight entertainment mode in response to a pre-determined command signal from the
network ardreantod unitc5 6. Aircraft computer system according to claim 5, wherein the network and
control unit is connected to a second network switch and wherein the second network switch is

configuredito change heiweer analectronis Hight baglOmade-and anda-flight entertairment mode in
response to a command signal from the network and control unit. 7. Aircraft computer system
according to clairi 8" Whereiithe second network switch is an Ethernet switch. 15 8. Aircraft computer

system according-to claim 7ewherein the first ngtwork syvitehnigatfeur, port switch. 9. Method to
configure an aircraft computer system, the 20method comprising generating a_pre-determined control
command with art electroRic Hight bag Sompater.” sEREIRY (e prélHetdhnfiidd Camtrol bohiinand to a
servebcomputer of a netwark«cokfiguratioguof setver contpLiers, 2bk€hangitigrietieen an electronic
flight bag mode and an iPiﬂi% ttentertainmenttmode ofjthte server Ompl,étejé the changing of mode
comprising: enabling afirst set of network connaction ﬁr?esaoft %asserverwc%nﬁq’&ﬁ\ér,%Odisabling a
second set of network copngctionrfmesmef the sepdrcomputer:rol lines and wherein

at least one of the server computers is configured
to change between an electronic flight bag mode and

10 an in-flight entertainment mode in response to a
pre-determined signal via the control line, wherein
at least one of the server computers of the network
configuration is configured to reboot in response
to a pre-determined command from the electronic

15 flight bag computer via a control line.

11. Aircraft computer system according to one of the preced-
ing claims, wherein at least one of the server computers
of the network configuration is configured to load an

20 executable image, in response to a command from the

electronic flight bag computer via a control line

12. Aircraft computer system according to claim 11, wherein

the executable image comprises an operating system.

25
13. Aircraft computer system according to claim 12, wherein
the server computer is configured to load an executable
image with at least one electronic flight bag applica-
tion in response to a command to change to an electronic
30 flight bag mode and wherein the server computer is con-

figured to load an executable image with at least one
in-flight entertainment application in response to a

command to change to an in-flight entertainment mode.



2FFC 030 SG44 10. An-craft computer system, the aircraft computer system comprising an electronic
flight bag computer, at least two server computers winch are linked in a 5network configuration,
wherein thertectomuc flight bag computer and thesat least two server computers are linked via control
lines and wherein at least one of the server computers is configured to change between an electronic
flight bag mode and 10an in-flight entertainment mode in response to a pre-determined signal via the
control fine, wherein at least one of the server computers of the network configuration is configured to
reboot in rédpond&tb ™ Pre=GeterinedddmATand oM e e RUBRICSTS gt By cdmputer via a
control fine. 11. Ane=enaficCarpiien systgm according to one of the preceding claims, wherein at least
one of the server com?%ﬂers of the network configur.ation is confi% red to load an 20executable linage,

in response to a corAMARHH o $hé eldctroffc MRt BEY cSRPUtEr Vid S RBRLSI fiie 12 Aircraft

compater systemediceotding t@ claimdlls; vidweseindhe exeeytable linage comprises an operating
system. 25 13Aircraft computer ﬁystem qcafogdin% to c(lj:f\im 1 ererein the server corr%%uter is
configured to load aﬁee&e%:a%bTe ﬁnggree with at least one €electroric ﬁ%ﬂ?%gg aprpﬁg:natlonein response
to a command toehange ¢tm an eféctrinic Béflightbag hrdetanchwhereir the servet eompfiter is con-

figured to load an excecut%ble image with at Ieastgne in-flight entertainment agplication in response to
networ coq uratiaon of Serve [ﬁ%@%ﬁ %ﬁf gl a contro
a command to change to an in-flight entertainment mode. 2 4

line,

10 - changing between an electronic flight bag mode and an
in-flight entertainment mode of the server computer in
response to the pre-determined control command, the
changing between the modes comprising:

- rebooting of the server computer,
15 - loading an executable image from an external

computer readable memory into a computer read-

able memory of the server computer.

15. Server computer of an aircraft, which is configured to
20 change between an electronic flight bag mode and an in-
flight entertainment mode, the server computer compris-
ing
- a network and control unit with an IP-router,
- a first network switch,
25 - a second network switch,
wherein the IP-router is configured to detect internal
and external data packets based on identification data
of the data packets and wherein the IP-router is config-
ured to route the internal data packets via the first
30 network switch and to route the external data packets

via the second network switch.



14Method to configure an aircraft computer system, the method comprising genera-L.11-1g a
pre-determined control command with an 5electronic flight bag computer, sending the pre-determined
control comprndofgamdhbe electronic flight bag cemputer to a server computer of a network
configuration of server computers via a control fine, 10- changing between an electronic flight bag
mode and a#.in-flightientertainment madecof:the serves compuien in, respenss to thedreidetermined
control command, the changing between the modes comprising: rebooting of the server computer,
15-loading an ex@&UABE mage o Hh SRBRRT ESMplterteAGaBit ey ffto Alcdtiputer
readable memoryokibesefver compiter.dboervercomnmpyterbéan aircraft whieltisreanfigured to 20
change betweenfﬂ ,elzctrci%ic flight ba%hmode and an in-flight entertainment mode, the server
computer compriging%a he HEPEBrtrol LRIt Wt &T IPPoltdr, 2 a it St etvdiCswitch, 25a second
netwdsk switch, whereiinthedP gauter is cenfiguted 4o detect internat and @xternalrdata packets based
on identification data 1<;)ft e data pt?(ckets and Whereé'n the IP-router is co ﬁgféedcto rfut(ithe internal
data packets via theirs 36r?et3vor < Switch and to fouté the external data pac etsvia the second
network switch.

17. Server computer according to claim 16 or claim 17,
wherein
10 - the first network switch is connected to a first

network switch of a second server computer of a
network configuration,
- the second network switch is connected to a second
network switch of a second server computer of a
15 network configuration and wherein
- the IP-router is configured to forward the internal
data packets via the first network switch and to
forward the external data packets via the second
network switch.
20
18. Method for transmitting data in an aircraft computer
system comprising
- receiving a data signal via an aircraft antenna,
- transmitting the data signal to a server computer,
25 - deriving data packets from the data signal,
- using identifiers in the data packets to classify
the data packets into internal and external data pack-
ets,
- forwarding the internal data packets to an elec-
30 tronic flight bag computer via a first network

switch of the server computer,



2FFC 030 SG46 16Server computer according to claim 15, wherein the first network switch is
connected to a network switch of an electronic flight bag computer, wherein the electronic flight bag
computer isFIONNEGEdIo a transceiver to a 5woddwide satellite link and the server computer is con-
nected to a transceiver of a broadband satellite link. 17. Server computer according to claim 16 or

claim 17, wherein-10-the: first aebwerk switchds cenngatedde a fiystnetwork switeht of gisecond server
computer of a network configuration, the second network switch is connected to a second network

switch of a second servEFdOmPGEFBFA 1 shetwerktontigufatidn e WhEREH? the TPr6Gtr is
configured to forward the tnterral slatar packeispiacthe first network switch and to forward the external
data packets via the second network switch. 20 18. Method for transmitting data in an aircraft
computer system comprising receiving a data signal via an aircraft antenna, transmitting the
data signal t.a setves computer; 25xderivingadataipackets-fromrbe wata signal, nesing tdentifiers in the
data packets to classif)éthe. data packets Into Internal and external data packets, forwarding the
Internal data pacl?éjt%”%o an elée- 30tronlc flight bag computer via a first network

- a first WLAN communication equipment and

- a second short range WLAN communication equipment,
and an aircraft computer which is configured to send and
10 receive data over the short range WLAN communication
equipment according to at least two pre-determined pro-
prietary protocols which are based on a serial Bluetooth
protocol and wherein an aircraft computer which is con-
nected to the short range WLAN communication egquipment
15 is configured to change between the at least two propri-

etary protocols in a pre-determined way.

20. Wireless network in an aircraft according to claim 19,
wherein
20 - a protocol indicator is included into data packets

of the short range WLAN communication equipment,
wherein
- a list of pre-determined protocols and associated
protocol identifiers is stored on a computer reada-
25 ble memory of an aircraft computer, wherein
- the aircraft computer is configured to choose a
pre-determined protocol based on the protocol iden-
tifier and to decode a data packet according to the
pre-determined protocol.
30
21. Wireless network in an aircraft according to claim 19 or

claim 20, wherein



switch of the server computer, 2FFC 030 SG47 forwarding the external data packets to inflight
entertainment servers via a second network switch of the server computer. 5 19. Wireless network in
an an-craft; tire wiretessaetwork comprising a figst WLAN communication equipment and a second
short range WLAN communication equipment, and an aircraft computer winch is configured to send

and 10receive data overtheshesidangeLAN-commynication egyipment accerding 4o @k least two
pre-determined proprietary protocols winch are based on a serial Bluetooth protocol and wherein an

aircraft computer winch REESHet & to-the sHortranb@WEANFEOmmiRiEAtibhiEgtiBment 15is
configured to change between:the at least two propri- etary protocols in a pre-determined way. 20.
Wireless network in an an-craft acchrding_to claim 19, wherein 20-a protocgl indicatar is Igcluded Into
data packets of the shoft rahge WEAR CormuRicatiBR SqlipméOwherdli 2 &%t of pfcidetermined
protocols and associated pratocollidedtifiers fs stosed on e-coraputern reada2ble menerydf-an aircraft
computer, wherein the %ii[craft com uterfis configured tg choose acpre-detﬁrrmined protocol based on
the protocol identifier and o decodea gataapnac?(ef: g(‘:rcaorain(éotrcr)qfﬁe %Fé-dvé ermined protocol. 30 2FFC
030 SG48 - the aircraft computer is configured to choose a

pre-determined sequence of pre-determined protocols
based on the protocol sequence identifier and to
10 decode one or more data packets according to the

pre-determined protocol sequence.

22. Wireless network according to one of claims 19 to 21,
wherein the aircraft computer is connected to an air-
15 craft antenna and wherein a computer readable memory of
the aircraft computer comprises an application for for-
warding data packets of the short range WLAN to a ground

station via the aircraft antenna.

20 23. Wireless network according to one of claims 19 to 22,
wherein the aircraft computer comprises a data assem-
bler, the data assembler being configured to assemble
different types of data that is contained in the data
packets of the short range WLAN into a data bundle.

25
24. Wireless network according to one of claims 19 to 23,
wherein the aircraft computer wherein the aircraft com-
puter is furthermore configured to provide a sequence
number to the data bundle.
30

25. Method for transmitting data over a wireless network of

an aircraft comprising



a protocol sequence indicator is included into data packets of the short range WLAN communication
equipment, a list of pre-determined protocols and associated 5protocol identifiers is stored on a
computer remE@- bEomemory of an aircraft computer, wherein the aircraft computer is configured to
choose a pre-determined sequence of pre-determined protocols based on the protocol sequence

identifier and to 10dgeade ane of nrreLdata prekets acsardiag o the pre-deterninedwpratocol
sequence. 22. Wifeless network according to one of claims 19 to 21, wherein the aircraft computer if

connected to an 15 Craft Bfitetmbataritfwhefein abiititer fodtlable mentsHy b B aircraft
computer compriggsan application for forwardng dasal paekeats 06 theoshiergrange=WLAN to a ground
station via the aircraft antenpa. 20 23. Wifeleﬁs]s netwog< a%cordin to one of claims 19 tao 2% wherein
the aircraft comp&t%a?%ﬁfb?%eg Adata BRES8Mbldt, HEdABHSeMbldr BEIRG coRfigurad t&28semble
different types of dataathad iflcontainechin-thecdata packetscafdhe shet range YWHAN datera: data
bundle. 25 24. Wifeless network according to one of claims 19 to 23, wherein the aircraft computer
wherein the aircraﬁL(e:gmputer if furthermore configured to provide a sequence number to the data
bundle. 30 2FFC-03@ 5649t geperatiigtdata packets ffram datee tadbe rapsmitteds wherein the data

packets conform to a gr%-detergwined Q;‘Cotocol th prg-determin d .plrotogol being batsgd ona
= n hqg ne-data Sﬁ$na a§¥ a mopile deviceZwl én arl.
Bluetooth serial proﬁle and wherein at least one of the 5data packets comprises a pre-determined
protocol identi- fierj rcraft,
10 - receiving the data signal by a WLAN access cluster,
the WLAN access cluster being connected to a server com-
puter in the aircraft,
- deriving data packets from the data signal,
- using the pre-determined protocol identifier to auto-
15 matically select a pre-determined protocol that is based

on the Bluetooth serial protocol and to decode the data

packets according to the pre-determined protocol.

26. Method according to claim 25, the generation of the data
20 packets comprising
- attributing a pre-determined significance to Bits of
the data packets according to a pre-determined scheme,
wherein the pre-determined scheme corresponds to the

pre-determined protocol identifier.

25
27. Packet router for forwarding data packets to a secure
processing area in a computer system on an aircraft
wherein the packet router comprises
- means for storing an aircraft related key,
30 - means for decrypting data packets with the aircraft

related key and
- means for forwarding the data packets to a secure

computing area of the aircraft if the data packets



generating a data signal from the data packets, sending the data signal from a mobile device within an
aircraft, 10- receiving the data signal by a WLAN access cluster, the WLAN access cluster being
connectedaercsaryer sgmputer in the aircraft, dayiving data packets from the data signal, using the
pre-determined protocol identifier to auto- 15matically select a pre-determined protocol that is based

on the Bluetooth serial pretocaband e decedestheidaappsketsracesrding ke thepre-determined
protocol. 26Method according to claim 25, the generation of the data 20%ackets comprising attributing

a pre-determined signifiCaRBe b Bits 6f theWetd PaLketd HCESRIMG b & préftRtertinéd s eme,
wherein the pre-determined sehemercoreespands {q the pre-determined protocol identifier. 25
27Packet router for forwarding data packets to a secure processing area in a computer system on an
aircraft wherein the packet router comprises means for storing an aircraft related key, 30-means for
decryptingxata peskeistwittothesaircratt selatedkeyband ameans jorfarvardingtthe data packets to a
secure computin%%geﬁofrtgfaacig:éafkg §h% (SJIat packets %FFC 030 SGHO

erive rom a tall number of the
aircraft.
29. Packet router according to claim 27, wherein the packet
10 router further comprises a timer and a means for deter-

mining a list of packet numbers of data packets to be
received in a time slot, depending on packet numbers of
data packets received in a preceding time slot and means

for triggering a re-transmission for data packets with

15 numbers that are not in the determined list of packet
numbers.
30. Packet router according to one of claims 27 to

29,wherein the packet router is located within an elec-

20 tronic flight bag line replaceable unit.

31. Packet router according to one of claims 27 to 29,
wherein the packet router is located within an IP rout-
er.

25

32. Aircraft computer system with a packet router according
to one of claims 27 to 31, the aircraft computer system
comprising the secure processing area, wherein the se-
cure processing area comprises an electronic flight bag

30 line replaceable unit.

33. Aircraft computer system according to claim 32, wherein

the secure processing area comprises furthermore server



are detected as admissible, wherein the detection comprises a successful decryption attempt with the
aircraft related key. 5 28. Packet router according to claim 27, wherein the aircraft related key is
derived fronradaid Bomder of the aircraft. 29. Pagket router according to claim 27, wherein the packet
10router further comprises a timer and a means for deter- mining a list of packet numbers of data

packets to be receieghin ertimesiothdepending rapacketnumbets-efdata packetgHeceiygd in a
preceding time slot and means for triggering a re-transmission for data packets with 15numbers that

are not in the determined TR 85ACkET nibers.t86. BSERE ToGeFRELSTIh o e dfcidins 27 to
29,whereln the packet touiet is lecatgdiwithin aneliec20tronlc flight bag line replaceable unit. 31.
Packet router according to one of claims 27 to 29, wherein the packet router is located within an IP
router. 25 32. Aircraft computer system with a packet router according to one of claims 27 to 31, the
aircraft computer system comprising the secure processing area, wherein the secure processing area
comprises an electronic flight bag 30line replaceable unit. 2FFC 030 SG51 computers which are
linked to the electronic flight bag line replaceable unit, the server computers being in an electronic
flight bag mode.



