WO 2004/ 012089 PCT/ US2003/ 020833 1 METHOD AND APPARATUS FOR | MPROVI NG THE
RESI LI ENCE OF CONTENT DI STRI BUTI ON NETWORKS TO DI STRI BUTED DENI AL, OF
SERVI CE AVOAOKB1BREKGROUND OF THE | NVENTION 5 1. Fi el dpefi/ushen3lonesast i on
The present invention relates generallly to conputer networks, and nore
particularly, to techniques for inproving the resilience of content
distribution networks to distributed denial of service attacks. 10 2.
Background of the | nvenMEDROD haNDrAPPARBTGS FORcTMPROVING THEArti ng
distributed denial GESHIENCE OEFDCONTENTIOISTRIBUTION MEIWORKSSer vers has
recently drawn consi dergbbestrigtvesd , DERIAL foPnsEReICHeAMPAKKS] resear ch
comuni ty and anong new conpani es 15 established primarily to conbat these
types of attacks. These attacks typically flood a network or server with
bogus request packets, rend@ANCKRGROUNDQFaTHED | INVENTIONdl e legitimate
requests. In a tinme where performance. and availability are key
differentiators anong Internet 20 services, such downtinme results in
substangi al {inangiald b8Sthe Despeh€ibAcCreased awar eness about security

i ssues, denial of service attacks continue to be an inportant SUBSTI TUTE

SHEET (RULE 26) VﬁﬁgogﬁéQé@@SgnggH%£§QOP§19@Q§3§enerally to computer

networks, and more particularly, to techniques for improving

the resilience of content distribution networks to

distributed denial of service attacks.

10 2. Background of the Invention

The problems of detecting and thwarting distributed
denial of service (DDoS) attacks against Internet servers
has recently drawn considerable interest, both from the
networking research commﬁnity and among new companies

15 established primarily to combat these typeé of attacks.
These attacks typically flood a network or server with bogus
request packets, rendering it unavailable to handle
legitimate requests. In a time where performance and
availability are key differentiators among Internet

20 services, such downtime results in substantial financial
loss. Despite increased awareness about security issues,

denial of service attacks continue to be an important
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2 problem According to a recent Conmputer Security Institute survey, for
exanpl e, the nunber of respondents indicating their site had been the

vi cti m ofwe 2Do@1adsvack (e.g., TCP SYN fl ood) rose fromP2TGS200320@03t 0 38%
in 2001. 5 Most of the work on countering DDoS attacks to date has focused
on attacks that target a single centralized server |ocation or Wb site,
where the attackers can overrun bandw dth and server resources with

rel ati ve easprobhemt odAgtsrtinher het aarebeniectompyutéowseernripunynbt ghutel ume
10 sites are distributed, either replicating content in several data
centers, or diusteypufomgegampial ulse nguebeontEntespibsdenbat indisetivnge
provi der (CDSP). For exanple, anong the top 20 nost highly trafficked
sites on thetheterpéteahadrppent edebyidbithaofkdrbas attéekhs{el§.usech CDSP
such as 15 Akanmi, Digital Island, or Speedera. It is evident also, that

hi gh-vol ume siiNeglaoa)!l rkekyftangets ofh DDOG abvtagksin 2OO0February 2000,
for exanple, a spate of sophisticated DDoS attacks brought down several

hi gh-prefile sitegokfcbading w¥akoon EbayteAnRgonhednatCMNNsabd Buye coas
nost of which 20 currently enploy a CDSP to distribute content. In addition

to prom singrbettes pArhetHBRSELhSDPSPaBge©fd e8i sy bé nedhetal heydcasreéier
increased resilience to DDoS attacks. VWhile content distribution networks

(CDNs) do p1g¥hdeos0B8e RERt 88LEONAELE DS Bt 4 ak&ss byah heé r SUBSTI TUTE
SHEET ( RULE 26)

bandwidth and server resources with relative ease. In
today's Internet architecture, however, many high-volume

10 sites are distributed, either replicating content in several
data centers, or distributing content using a content
distribution service provider (CDSP). For example, among
the top 20 most highly trafficked sites on the Internet as
reported by Media Metrix, at least 15 use a CDSP such as

15 Akamai, Digital Island, or Speedera. It is evident also,
that high-volume sites are likely targets of DDoS attacks.
In February 2000, for example, a spate of sophisticated DDoS
attacks brought down several high-profile sites including
Yahoo, Ebay, Amazon.com, CNN, and Buy.com, most of which

20 currently employ a CDSP to distribute content.

In addition to promising better performance, CDSP's

often claim that they can offer increased £esilience to DDoS
attacks. While content distribution networks (CDNs) do

provide some protection from DDoS attacks by their
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WD 2004/ 012089 PCT/ US2003/ 020833 3 inherently distributed nature, their

shared server

infrastructure can al so be a weakness. An attack on a

si ngl e CDNohlzoswacos8éb site can affect nany (or all) of Ph@/USewsersds sites
hosted by the CDSP. Wthout a careful 3site 5 allocation strategy, the
redundancy and replidation provided by the CDN offer limted protection
for all the hosted custoners. Summary of the Invention According to

vari ous enbodinerndést D dhet pilesead ndOuieyetieion, sldeted resmcesmechani sms to
deni al of service attacks suitable for a content distribution network
(CDN) are prowiset-udhese t¢ae! ateo dodas hwdmlsess s equestatrtoatk ngn schene and
a site allocation schene. The hash-based request routing schene provides a

way to disti
nechani sm an

N sd tgikdsBEE@ Wb renuesisn fapredogusny equesibl) Ust nghd hi s

attacker is required to generate Q(n2) amount of traffic to

victimze a GDN-hpst egh sbt enybiesd the Shd ecogmt enti tisosery eghrd £1omM &1 £ON
caches. Wthout these nodifications, the attacker nust generate only Q(n)

trafficsto bying.dovwwn t@@ra@%ﬁ t€ene ThedShdsn @) | et 4N Sederen fs oy sy

sufficient isolation anong

hosted Wb sites to prevent an attack on

one Vb sita,f rom ey ngr pLher sl &g phravatt Bl erosding @i Rbdacation
strategy based on binary codes, a guarantee can SUBSTI TUTE SHEET ( RULE 26)

customers.

Summary of the Invention

According to various embodiments of the present

10 invention, deterrence mechanisms to denial of service

attacks suitable for a content distribution network (CDN)

are provided. These include a hash-based request routing

scheme and a site allocation scheme. The hash-based request

routing scheme provides a way to distinguish legitimate

15 requests from bogus requests. Using this mechanism, an

attacker is required to generate O(n?) amount of traffic to

victimize a CDN-hosted site when the site content is served

from n CDN caches. Without these modifications, the

attacker must generate only O(n) traffic to bring down the

20 site. The site allocation scheme provides sufficient

isolation among CDN-hosted Web sites to prevent an attack on

one Web site from making other sites unavailable. Using an

allocation strategy based on binary codes, a guarantee can
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WO 2004/ 012089 PCT/ US2003/ 020833 4 be provided that a successful attack on
any individual Wb site that disables its assigned servers, does not also
bring dowo 20t4mae0890éeb sites hosted by the CDN. I n vari okrsTarspadionesas s of
the present invention, a 5 nethod is provided for inproving the resilience
of a content distribution network to distributed denial of service
attacks. According to this nethod, a source address is received froma
client, and bhepsouidedatiteéss pscchenfuleptfiel ¢ enguindimadupl Web
accepted at the server. If 10 it is accepted, then a higher |evel of
service is peovededatt dishbleki éht. aveighedaseonerhat dohe sotr eésaddrésg
belongs to the <client may include enploying a hash-based technique in

whi ch the sauwseoaddireWsbasdtasshbetaddbgssharébliashed to obtain a 15
server id, and the server id is sent to the source address. Wen a server

receives a clientrhequesbusi Bebydingndscbiethe podseataddresnsiangd a
requested site address, these values are hashed to obtain a second server

id. A deternm,pahbgnikSprbhencarderasmpeowighenet hesiseeree bé hdeshikhes
the 20 server. Both client source address and destination site address are

used to detegnipeibReiaaCARLABER 0b LhStelbePbaSdERUNEShE dbrigeserver
when not all CDN servers host the entire custoner sites. The present

invention proyidegsa MabRBP4iAg to this method, a source address is

received from a client, and the source address is then
verified to ensure that it is accepted at the server. If
10 it is accepted, then a higher level of service 1s provided
to the client.
Verification that the source address belongs to the
client may include employing a hash-based technique in which
the source address and a site address are hashed to obtain a
15 server id, and the server id is sent to the source address.
When a server receives a client request, including a client
source address and a requested site address, these values
are hashed to obtain a second server id. A determination is
then made as to whether this server id identifies the
20 server.
Both client source address and destinétion site address
are used to determine the acceptance of the client's request

at the server when not all CDN servers host the entire

customer sites. The present invention provides a method to
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SUBSTI TUTE SHEET (RULE 26) WD 2004/ 012089 PCT/ US2003/ 020833 5 convey the
site information in the client's request along wth the client source

addr ess. Wbheosseesst ed site address may be determ ned ®CTiuseos®r0833 based
on a destination address used by theSclient to contact the server. 5
Requests fromclients that are provided with a higher |evel of service may
be inserted into a normal queue and renaining requests fromclients

i nserted i ntooavepwchei siteyingoenet iFheineybestsientt heragneat glene are
given priority over requests in the low priority queue. The requests in 10
the | ow priowiti gheuelimaytbeodroppaddraédditi Bhal kyquantedpbieteraddiréys

| evel s may be provided. 1In this case, requests fromclients are inserted
into the ithalebel deftecamimedli atevbé pervertyageduen ahdeetinasibhe
priority level of a client at the server. 15 Hashing functions used in the
CDN may be kegyadebasticeg biubhti obsensi g aoseacet tkeysshaeed between
routers and servers. These hashing functions may be periodically updated.
During & predeterregedstsneront el vahtsbohlt ohde apdovigdat edthashhgher
functions nmay be honored, in verifying the 20 source address. According to
various enboditredt 650kethiechrRsgnbe inventé@nindonBthogmas ahseepanyi ded

for allocating Wb sites to servers in a content distribution network.
remaining requests from clients inserted into a low priority
queue. The requests in the normal queue are given priority
over requests in the low priority queue. The requests in

10 the low priority queue may be dropped.

Additionally, multiple priority levels may be provided.
In this case, requests from clients are inserted into the
ith level of a multi-level priority queue, where i is the
priority level of a client at the server. ‘

15 | Hashing functions used in the CDN may be keyed hashing
functions using a secret key shared between routers and
servers. These hashing functions may be periodically
updated. During a predetermined time interval, both old and
updated hashing functions may be honored, }n verifying the

20 source address.

According to various embodiments of the present
invention, a method is also provided for allocating Web

sites to servers in a content distribution network.

Allocation vectors are provided for a plurality of Web
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Al'l ocation vectors are provided for a plurality of Wb SUBSTI TUTE SHEET
(RULE 26) WD 2004/012089 PCT/ US2003/020833 6 sites, each of the allocation
vect ors iwol2oaiigosa bi nary vector for nmapping all ocati eeTafS2e08/02@83 to a
web site. An optimal allocation of Wsb sites to servers is determ ned

usi ng specified resource constraints, and the allocation 5 vectors are then
configured to reflect the determined optinmal allocation. The results of
codi ng t heoryitwey, beacisedf titheet Erodatel oropté otedr a1l ekt doro vade braLy For
exanple, a plurality of n-bit binary vectors may be generated for a

pr edet er m nededo nufibermabp seg val socaichon haf sachers bie diwelp ysieet orAhas
an equal Hamm ng wei ght and such that the pairwi se Hamm ng di stance

bet ween the @pbitabi aBlycaetdorst ivela sExésm satwers | §s tdet aumbeed of
servers is known, an optimal allocation for a given Hanm ng di stance can
be det er ni neds byg 15pgener & i Agseupterabidtyraints bidndi tiae yaveotatsof or a
predet erm ned nunber of servers, such that each n-bit binary vector has an
equal Hammi ngeweh 8Ht 2 A0 Seg hebtbt glihed s irand Bec tHatnine ndete shiamed  bet ween
the n-bit binary vectors is a predeterm ned value. 20 These and ot her
aspects, feagﬁffﬁagnglggygﬂigﬁes of the present invention will becone

apparent fromthe following detailed description of preferred enbodi nents,
which is to The results of coding theory may be used to determine
optimal allocation vectors. For example, a plurality of
n-bit binary{vectors may be generated for a predetermined
10 number of servers such that each n-bit binary vector has an
equal Hamming weight and such that the pairwise Hamming
distance between the n-bit binary vectors is a maximum
value. If the number of servers is known, an optimal
allocation for a given Hamming distance can be determined by
15 generating a plurality of n-bit binary vectors for a
predetermined number of servers, such that each n-bit binary
vector has an equal Hamming weight and such that the
pairwise Hamming distance between the n-bit binary vectors
is a predetermined value.
20 These and other aspects, features and-advantages of the
present invention will become apparent from the following

detailed description of preferred embodiments, which is to

be read in connection with the accompanying drawings.
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be read in connection wth the acconpanyi ng draw ngs. SUBSTI TUTE SHEET

(RULE 26) WD 2004/012089 PCT/ US2003/020833 7 Brief Descripti

on of the

Dr awi ngs,wWbi2g04/@2089] ust rat es an exenpl ary content di str iPONGS003/02ESEHOT K;

and Fig. 2 depicts a hash-based requedt routing technique 5

according to

an enbodi rent of the present invention. Detailed Description of Preferred
Enbodi nents The present invention focuses on devel opi ng deterrence

mechani sns tBaiefl PeStiptibRl of OBhE Mrakrshds but i on net wor ks
According to various enbodi nments of the present 10 invention,

(CDNs) .
a technique

is provided that' ppkes; therjobrf cdNan altagkesirpi gohidcand] yerosec dbdficul t
by | everaging features wunique to CDNs, nanely the request routing system

whi ch direcﬁét&$£gptaﬁgquests to the nost appropriate CDN server, and the

policy of assigning W

site content to shared CDN 15 servers. Vari ous

rechani sims are di pel 0sedthat. § npr ave, Lhese ook ece ol Shar etk e

content-serving infrastructure, an al so provide sufficien

navail rese

1 sol ation

among CON-hogl & rd b S%&eépa%ﬁqggageésq%e@g @ﬂég]gkeggnenfny@m%ﬁ.e from

maki ng Ot her "Site

I nvention provides

significantly higher resilience against DDoS attacks and inproves Wb site

availability, making it nuch nore difficult for attackers to

Detailed Description of Preferred Embodiments

The present invention focuses on developing deterrence

mechanisms that are suited for content distribution networks

(CDNs). According to various embodiments of the present

10 invention, a technique is provided that makes the job of an

attacker significantly more difficult by leveraging features

unique to CDNs, namely the request routing system which

directs client requests to the most appropriate CDN server,

and the policy of assigning Web site content to shared CDN

15 servers. Various mechanisms are disclosed that improve the

resilience of shared CDN content-serving ihfrastructure, and

also provide sufficient isolation among CDN-hosted Web sites

to prevent an attack on one Web site from making other sites

unavailable.

20 The present invention provides significantly higher

resilience against DDoS attacks and improves Web site

availability, making it much more difficult for attackers to

achieve their goals in a CDN environment. Furthermore,
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achieve their goals in a CDN environnent. Furthernore, SUBSTI TUTE SHEET
(RULE 26) WD 2004/012089 PCT/ US2003/020833 8 rather than trying to

opti m ze wheopert@omance of the CON while still offeri mgTdasoesloeosas of
protection, focus is placed on site &l |ocation schenmes whi ch guarantee
that an attack on an individual Wb site does not affect other 5
CDN-hosted sites. The approach is to preserve this guarantee while al so
degr adi ng peFRbRAtinEBaBsTrYinPetasorpsBirdl Bhe operiermanagnbhgthet €BN
Referring to Fig. 1, a content distribution network (CDN)100 includes a
plurality of¥ séEvétsofEachngssomn 1ovebr 9érerdRectipst r Ebatedisn
multiple regions. As depicted in Fig. 1, CDN regions, such_as CDN regions
110, i ncl udePfreadsonositoNasdpoetson Reghemss malyite gubramaee| yhaef aned,
though they typically have sone topol ogi cal or geographic significance.
Servers depl@aYedcknon setinflivEfuabt el ksite déeautonoabiiscsystieas, for
exanpl e, could be part of a single CDN region. Each CDN server'is shared
in thatdit neyNseesecdonteas. fTlom apptoptle tontensrpsevveerisifi.e.,
custoners of the CDSP). There also nay be an origin server which acts as
the 20 aut hoguasanvee souite afscomendding pepisthoutaraconienie $o0vi der.
The nodel is applicable to any Web-based content or applications that are
replicated aorostbhanfositles. remaining sites.

Referring to Fig. 1, a content distribution network

(CDN) 100 includes a plurality of CDN servers, such as CDN

10 servers 120, distributed in multiple regions. As depicted in
Fig. 1, CDN regions, such as CDN regions 110, include groups
of CDN servers. Regions may be arbitrarily defined, though
they typically have some topological or geographic 1
significance. Servers deployed in a set of ISP networks or

15 autonomous systems, for example, could be part of a single
CDN region.

Each CDN server is shared in that it may serve content
from multiple content providers (i.e., customers of the
CDSP). There also may be an origin server‘which acts as the

20 authoritative source of content for a particular content
provider. The model is applicable to any Web-based content
or applications that are replicated across many sites.

In operation, a client 140 accesses content from the

CDN servers by first contacting a request router, such as a

SUBSTITUTE SHEET (RULE 26)



In operation, a client 140 accesses content fromthe CDN servers by first
contacting a request router, such as a SUBSTI TUTE SHEET (RULE 26) WD

2004/ 0120806 2010182003/ 020833 9 request router 130, whiPCh/US2emarnssas ent | y)
directs the client 140 to an approprivate regi onal cache. The request
router is logically separate fromthe caches though it could be physically
co-located. The distribution of request routers 5 usually depends on the
CDN si ze. Foreexamil eouteay Itdy bidteltopedpareardyy tegieansi thiche1@ENthas
a very wide distribution. The request router may base its decision on the
client | P addd@sso per apsoplrdrg ewiridy iohzdr carher. marThen reafeut e tstatie of
the network or the candi date servers, or 10 about the content being

request ed. | nopriaetilge saddiearequesin theutcarchesy theughDNE senver per Vb
server which chooses a proximal cache when the client nmakes a nane

resol uti on pegyeshioly d-aricatequestrher espeetibvgliyn ¥é Q@gﬂ@%tCQ%%E@%%
how a client makes contact with the request router. Many 15 CDN s, however,

use thesDNS fiefaatihiys degeRese onl RBcPCONERY ZieNVefbiroBxbAGUSES t8BY may be,
fl oodi ng-type attacks, where the attacker tries to swanp the victimsite

with a verydeanggeamuntevei-ynebwatk trakhieCcpiakibRgat bersi ieqeef fectively

unavail able to service user requests. 20 To launch a | arge-scal e DDoS

attack, the atbackeutdus!. Thestclgnbblt Fat@eandagubysEt 125! AEES sALAPSL Of
the client IP address, perhaps along with other information
about the state:of the network or the candidate servers, or

10 about the content being requested. 1In practice, the request
router may be a DNS server or Web server which chooses a
proximal cache when the client makes a name resolution
request or client request,’respectively. We do not consider

- how a client makes contact with the request router. Many

15 CDN's, however, use the DNS for this purpose.

The present invention focuses on flooding-type attacks,
where the attacker tries to swamp the victim site with a
very large amount of network traffic, making the site
effectively unavailable to service user requests.

20 To launch a large-scale DDoS attack, the attacker must
first infiltrate and subvert a large number of
geographically distributed machines connected to the
network. The compromised machines are then used to generate

attack traffic or as reflectors to hide the true origin of
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geographically distributed nmachi nes connected to the network. The

conprom sed nmachi nes are then used to generate attack traffic or as

ref | ect orwot20041108@89t he true ori gin of SUBSTI TUTE SHEET PRUILE208)020863

2004/ 012089 PCT/ US2003/ 020833 10 thelmttack. The process of conprom sing a
host and installing the attack tool is often automated and can be done on
a singe host in a few mnutes. Since the conprom sed hosts can thensel ves

be used to fuhthattsean amde5psubeest oot Bemphost sinthausaeds agly hosts can
be conpromised within an hour. If the attacking hosts are used to |earn

sone i nformthgRadbeuly the gbNabestiony tbheoraegehu¥éRasiteante c@n, paddr ess
of CDN servers), hosts can exchange this information during the course of

the attack. HOnef banaaBiatbagker Whl b $BROMihheesOUr g€nkR addresses in
attack packets in order to hide the true origin of the attack and increase

I ts effectivepgpsomysendnagnyl Ben! Phepddiogseser gyeal §ot hEreadiCecah LG
attack, allowing it to be traced back by existing schenes. Moreover,

detectlgg a %ﬁb%@&geoQEeEaﬁggEé frapudasgt 8k hBspddrgsssgs. c@ﬁ%rom sed
subsequently blocking that traffic, is quite feasibleée using

packet filtegingin! Aht hallky. e @ﬁéug%tgég%rghﬁosé‘étQEEVésgﬁo‘EBtieéwce | P

addresses uniformly fromthe entire SS space. w | ater

however, that fhe;20.ehtesthvensss PheOlPNSHBENEN,SLAQt +dLOLRI fhed L Lt he

(e.g., address of CDN servers), hosts can exchange this
information during the course of the attack.

10 Often an attacker will spoof the source IP addresses in
attack packets in order to hide the true origin of the
attack and increase its effectiveness. Using genuine IP
addresses reveals the source of the attack, allowing it to
be traced back by existing schemes. Moreover, detecting a

15 surge of packets from a set of IP addresses, and
subsequently blocking that traffic, is quite feasible using
stateful packet filtering. Initially, we assume that the

| attacker selects source IP addresses unifofmly from the
entire IP address space. We show later, however, that the

20 effectiveness of our scheme is not diminished if the
attacker tries to choose addresses more carefully.

Since the HTTP protocol uses TCP, flooding CDN servers
is a special case of the TCP SYN flood attack. Numerous

defensive measures against TCP SYN flood attacks have been
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attacker tries to choose addresses nore carefully. Since the HTTP protocol
uses TCP, flooding CDN servers 1is a special case of the TCP SYN fl ood
attack. Nvoeoous208def ensi ve measures agai nst TCP SYN f| @cd/iskedokesihave
been SUBSTI TUTE SHEET (RULE 26) WO 2004/ 012089 PCT/ US2003/020833 11
proposed and depl oyed. Sone counterneasures are depl oyed on potenti al
targets of attack, such as randomly dropping TCP SYN packets, shortening

the time perpedpalskavwadd aepieskabl i semegcmﬁtsgﬂegsﬁkegsar'bnaég%&ea bhe
| ength of the 5 queues holding partially-established TCP connections, and

i ncreasi ng systertABIDLY rgkz8. o@ BetaBRP! 9achessakgnddRpLonedppIRelwpr k
routers, suc% as rate-liﬁ?tingoand ?raffic-shaging? VWiPe a??ﬁgﬂgsg&@

count er mreasusey akekeekf echib¥echRnBr e¥entif et lga ergttack target,
t hey 10 cannot d?ffe?entiate bgtmggn naliciguggTdEQS%%F%g%Eefggand | ar ge

nunbers of |ggibiAake i FGPTE¥N-BAGKEESohEI 998EE aQYn%SHngTeﬁégﬁt 8t Afew
t on ro

becone apparent, the présent “invention no y prevents ov adi ng, but
I " d ! : bt e L et
al'so pravi, egueGEEegB?§§n§'%%%E?Bﬁigrgggggfiﬁﬁgﬁ f@ﬁ'gbgHéc@PQnEeghﬁ?na €

15 requests destine serv acilitate eftér unferstandi ng

ol e PresethorbONent! Q0 R fLhBE, OISRt oPnSE TRLS- OELALS Lo duant iy

the relative resi ence-o nturtivel y, Site Ais

nor e reSilie&ép&@?@daoﬁikgtﬁokk Egﬁtgkg9cgﬁéhn§§d§ate~limiting and

traffic-shaping. While all these countermeasures are

effective in preventing overload at the attack target, they
10 cannot differentiate between malicious TCP SYN packets and

large numbers of legitimate TCP SfN packets triggered by

sudden events. As will become apparent, the present

invention not only prevents overloading, but also provides

effective differentiation between malicious and legitimate
15 requests destined for a CDN server.

To facilitate a better understanding of the present
invention, we first consider a simple metric to quantify the
relative resilience of a Web site. Intuitively, we say a
site A is more resilient than a site B if the attacker needs

20 to send more traffic to bring down the site A than is
required to bring down the site B. Thus, we define the
relative resilience of a site A in comparison with another

site B as follows:
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20 to send nore traffic to bring down the site Athan is required to bring
down the site B. Thus, we define the relative resilience of a site Ain
conpar i sowowoe4n12089t her site B as foll ows: SUBSTI TUTE SHERR2§RW0REBB326) WO
2004/ 012089 PCT/ US2003/ 020833 12 Resilience of a Server: Server Ais k
times nore resilient than server Bif k tines nore attack traffic is
required to nake server A unavailable than to make server B unavail abl e,
wher e unavai | abi | Regiildedeki pgdal dentvecal Bgrfrer ASibotkhtierwvemsrA and B.
More precisely, when we view the CDN as a network of n servers that

replicate theckullliecaentean ekrivie orig n tsmevehorkt aitsasir airghtrfier ward to
show that CDN provides 0O(n) resilience conpared to a single server because

it takes n 1QdguiRsdmebemakbagk riveal i enboahlbBlecdewanaklb hagachesvihan is
required to bring down a single server. Qur second netric quantifies the

degree of isghathonapier ﬂh%&%chhaﬂalQ%b§l§t§eléragEéﬂeéiE@%Kt%%a@@gt@%E
site hosted by the sane CDN. For exanpl e, consider a CDN hosting 1

i ndependent WébpskkesAsand Bq kdeal |y, a DDoS attack on the site A should
not affect the performance or availability of the site Bat all. This is

true when the t“ﬂogbtg§e€9§e ySNAhenaly 69 Ehéeéﬁﬁrés QUBe%QoBkaBE'Be

Web sites are hoste share Servers in order to achi
servers that replicate the full content of the origin

server, it is straightforward to show that CDN provides O (n)
resilience compared to a single server because 1t takes n

10 times more attack traffic to bring down all n caches than is
required to bring down a single server.

Our second metric quantifies the degree of isolation,
or pfotection, of a site from an attack on another site
hosted by the same CDN. For example, consider a CDN hosting

15 two independent Web sites A and B. Ideally, a DDoS attack
on the site A should not affect the performance or
availability of the site B at all. This is true Qhen the
two sites don’t share any common servers. But in practice,
Web sites are hosted by shared servers in order to achieve

20 good throughput performance out of the servers. Therefore,
it is importént to balance the performance.requirement and
the protection of the hosted Web sites. 1In particular, an

important goal is to maximize the number of servers hosting
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20 good t hroughput performance out of the servers. Therefore, it is

i nportant to bal ance the perfornmance requirenment and the protection of the
host ed WaWO=004m2089Nn particul ar, an inportant goal i s-POTMS2003102@3% he
nunber of servers hosting SUBSTI TUTEIBHEET ( RULE 26) WD 2004/ 012089

PCT/ US2003/ 020833 13 each site while guaranteeing a |l evel of isolation
anong them One way to quantify the level of isolation is to count the
nunber. of seewehs stihat wirid enguashartediby théesillesfofisbliattieneatmonybre
precisely, we can define the degree of isolation between any two sites as
foll ows: Degredemof |solation: Let wi and wj denote two independent Wb
sites, and Si = {sl, . . . si} and S; ,sk} denote the sets of CDN servers
allocated to W andewwayl@or espectifvekiie Vevdef bieikbeadegheesotol sghati on
between w  and wy to be mn ( IS - S, 1§ - Sil) . As will be shown

| ater, assunmithg hhabe@adtlF Sietr@elrs taSSi gRednan egHakdnpyybencokiseEvers,
then the degree of isolation between two sites is sinply i where d denotes
the 15s5nunbentekredics] OMitreCRgBES seW NGXL cRRE8eRtnd RA¥EHghaar bithm
cal | ed hash-based request routing, that can significantly inprove the

resilience ofsbhgtCoN agawesh BRYStabt agkssugkngospepted | P addresses. The
mai n i dea of the hash-based request routing

Degree of Isolation: Let w; and w; denote two

independent Web sites, and S; = {s1,...,81} and S§; = {$1,...,5k}
denote the sets of CDN servers allocated to w; and wy,

10 respectively. We define the degree of isolation between w;
and w; to be min (IS: - S, |IS; - Sil).

As will be shown later, assuming that each site is
assigned an equal number of servers, then the degree of
isolation between two sites is simply % whére d denotes the

15 number of disjoint caches.

We next present a novel algorithm, called hash-based
request routing, that can significantly improve the
resilience of the CDN against DDoS attacks using spoofed IP
addresses. The main idea of the hash-based request routing

20 is to treat the requests with legitimate source IP addresses
differently from those with spoofed source IP addresses so
that most of the attack packets are preferentially dropped
while servicing legitimate requests when the CDN is

overloaded. This goal is achieved by leveraging one of the
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20 is to treat the requests with legitimte source | P addresses
differently fromthose with spoofed source |IP addresses so that nost of

t he attacwopaeiwatasdare preferentially dropped while sereraisagloeess i mat e
requests when the CDN is overl oaded. This goal is achieved by |everaging
one of the SUBSTITUTE SHEET (RULE 26) WD 2004/ 012089 PCT/ US2003/ 020833 14
features unique to CDNs, nanely, the request routing systens. This

hash- based r%aéégﬁeﬁouﬂiﬁgeséheﬁﬁNbbonkﬁehﬁstth@frﬁﬁéeattaohtunaff|c

wi thout inhibiting the legitimte requests at all. Mre precisely, when
there are n §¥stems.5 §éi$ithh-VEBeQireguﬂﬁt1r©ua¢ngoacbémehblatkachost
traffic will be dropped by the server. In this way, we can ensure that
server resoupéesharethoskl yrafficzedthouseinhtkitigut that tegleduests even
under attack thereby significantly inproving the survivability of the CDN
10 The hash- bagedsteqaestliout Mogeapgecisbhybuivhds thene the hasértBak nost
CDNs enpl oy request routing systens as a part of their service

i nfrastpuct uservihgnaanebi giteyaftls rrihetaceesy an¥ehtshte hostred by :a,CDN,
it first contacts a |local request router to find the | P address of the CDN

15 server topgoatagbed! ByJener abrvégduest tﬁyglﬁgysy§é68§ntéMsu£Q opLEm ze
the response tinme perceived by clients or to balance the | oad at CDN

servers. |In gufvarchbteGtUEs. atbencDash- Hased - LeauestetOULLNY§EEYRSLLDe
pur pose of
requests even under attack thereby significantly improving
the survivability of the CDN.
10 The hash-based request routing algorithm builds upon
the fact that most CDNs employ request routing systems as a
part of their service infrastructure: when a client wants
to access a Web site hosted by a CDN, it first contacts a
local request router to find the IP address of the CDN
15 server to contact. 1In general, request routing systems try
to optimize the response time perceived by‘clients or to
balance the load at CDN servers. In our architecture, the
hash-based request routing serves the purpose of
differentiating legitimate requests from potential attack
20 traffic with spoofed IP addresses. This goal is achieved by
a simple keyed hashing using a secret key shared between
routers and CDN servers.

Referring to Fig. 2, the operation of the hash-based

request algorithm is illustrated. When a client wants to
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differentiating legitimate requests from potential attack 20 traffic with
spoofed | P addresses. This goal is achieved by a sinple keyed hashi ng
usi ng a sworee4/kessdshared between routers and CDN serveCcI/USBaBmees3hg t o
Fig. 2, the operation of the hash-bas&d request algorithmis illustrated.
When a client wants to SUBSTI TUTE SHEET ( RULE 26) WD 2004/ 012089

PCT/ US2003/ 020833 15 access a Wb site, it first sends a request to a

| ocal requeatcesst er Web diseqver thesadderds of reheeE€DNteepvépced cont act
(step 1). The client can contact any request router in its region. Next,

t he request redtiestseloates aoChlilsboservehebasddeon bhetWebCBNt ecamdrt he
source | P address of the client using a hash function H, which is secretly
shared withcbheaGbN (seeyens .(sttep 2)lieAtscapl eonhator enfashquéanhcrbahnemay
be used. E.g., H Wb site x IP address -~ server address. In other words,
any given (Wh sikereRohQ addxesskhpaireqhssequalibyr| Ekeébytsoahask into any
server address. Next, the request router responds wth the address of the

CDN seryger taeceoatapghsest 8p 3he Nebesthat ahbetatt aekece canaatirese af
spoof ed address to discover the nmapping between 15 the | P address and

server becaugget he ie@sPRRIBgWMal halke Fenttiback,tehlibe seureeradlyesBared
contained in the query. In other words, the attacker can discover the
mappi ngs forythg kBe cDN servers (step 2). A simple uniform hash
function may be used. E.g., H: Web site x IP address —
server address. In other words, any given (Web site, IP
10 address) pair is equally likely to hash into any server
address.

Next, the request router responds with the address of
the CDN server to contact (step 3). Note that the attacker
cannot use a spoofed address to discover the mapping between

15 the IP address and server because the response will be sent
back to the source address contained in the query. 1In other
words, the attacker can discover the mappings for the IP
addresses of the compromised hosts only, which are
relatively small compared to the entire usable IP address

20 space.

Upon receptioﬁ of the response from the request router,
the client sends a request to the server with server address

(step 4). When the CDN server receives the request it

checks to see if the (source address, Web site) pair in the
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addresses of the conprom sed hosts only, which are relatively snal
conpared to the entire usable |IP address 20 space. Upon reception of the
response wWoam4#/heospequest router, the client sends a r eqEASR00302G888 server
Wi th server address (step 4). Wen the CDN server receives the request it
checks to see if the (source address, Wb site) pair in the SUBSTI TUTE
SHEET (RULE 26) WD 2004/ 012089 PCT/ US2003/ 020833 16 request hashes to its
own address usgngsthbashasetohash ofnnedfdoass, usingheh@ashayed ukasht ches
its own address, the server inserts the request into the "nornmal" service
gueue; 5 ot hfuwcseoni H.inserts the request into the "low priority" service
queue, which has only a small amount of buffer to absorb m sdirected
packets due to rouofitgeanashl yabie anytchespdtargwn nedtsess entlye (s¢epeb) .
The requests in the "normal" service queue always get served before the

"l ow 10 priothk¥rtseciececquese; inbbythbennbheal osealricqueueues enpty,
the "l ow priority" gqueue gets served. Once the request is processed by the

server, sthe otrgufskeq obj eabkeiBsrehdr neduestt beteol that“(stveprbpriot e
that no legitimate request will be inserted to the "low 15 priority"”

servi ce queugekftitbBeqGeUBPNWEASE RSSUBhDY &hemaTDnshstebcyrfobutibet veen the
request router and the server
absorb misdirected packets due to routing anomaly or any
temporary inconsistency (step 5). The requests in the
“normal” service queue always get served before the “low
10 priority” service queue; only when the “normal” Queue is
empty, the “low priority” queue gets served.

Once the request is processed by the server, the
requested object is returned to the client (step 6). Note
that no legitimate request will be inserted to the “low

15 priority” service gqueue in the common case assuming the
consistency of H between the request router and the server
is maintained.

Now, suppose that the attacker spoofs the source
address by randomly selecting an IP address from the entire

20 IP address space. From our assumption of a uniform hash

function H, statistically only % fraction of the total

attack traffic will pass the test at the server and will be

, R —1
inserted in the normal service queue. The- other 2=

fraction of the attack traffic will fail the test and will
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i s mai ntained. Now, suppose that the attacker spoofs the source address by
randomy selecting an | P address fromthe entire 20 |IP address space. From
our assunwoi2en/@posa uni f orm hash function H, statisti calPiC/usados/020833 r act i on
of the total attack traffic will pas$7the test at the server and will be
inserted in the normal service queue. The other nl fraction of the attack
traffic wll fail the test and will SUBSTI TUTE SHEET (RULE 26) WO

2004/ 012089 PBETHUB2GEB/02088% plidrd tyutgueoet. he Showepther ilby gueweitSi nce
the low priority queue has only a limted anmount of buffer to handle rare
i nci dents suciuecae maxdiondgt ed lpadkelds amoost off bhéfatt aok hatdakf irarwi | | be
silently dropped. Therefore, valuable 5 resources at the server will not be
wast ed by thenatiback s tsuahf iae. mEsahriche cat packet'ss pesspedt ithe, athiagkreans
that it nust generate nore attack traffic to bring down a server. More
precisely, itreffffeet wially beakas ean)y tdroppednr eTattrackrd) twaafibbleto bring
down a single CDN server with the filtering based on our hash-based

request 5rout irkgoleehanizgmhkancrser’ &QUilr adtt debvhBgedony &hsertehcw t hout
one. Since there are n such servers collaborating in a region, in order to
bri ng down akl-afrser.vers sinultaneously to make the site 15 conpletely
unavail abl e, the attacker needs to generate 0(n2)
From the attacker’s perspective, this means that it
must generate more attack traffic to bring down a server.
More precisely, it effectively takes O(n) times more attack
10 traffic to bring down a single CDN server with the filtering
based on our hash-based request routing mechanism than is
required to bring down a server without one. Since there
are n such servers collaborating in a region, in order to
bring down all n servers simultaneously to make the site
15 completely unavailable, the attacker needs to genefate O (n?)
times more attack traffic in total than is.required for
bringing down a site hosted by a single server. 1In other
words, the hash-based request routing algorithm warrants
0(n?) resiiience to a CDN with n servers compared to a
20 single-server site.
Recall that trying to swamp a site with a huge number
of requests with genuine source IP address should be deemed

ineffective to the attacker, since it reveals the sources of

the attack. Moreover, a stateful packet filtering can
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times nore attack traffic in total than is.required for bringing down a
site hosted by a single server. In other words, the hash-based request
routi ng avgani#dieessarrants 0(n2) resilience to a CDN WPCR/US2808/026863
conpared to a 20 single-server site. Recall that trying to swanp a site
w th a huge nunber of requests with genuine source |IP address should be
deened ineffective to the attacker, since it reveals the sources of the
attack. Mreefdgectdvelat bllokkpabketttbkkesiimganabySUBSELTRE SHEEEuBULE
26) WD 2004/ 012089 PCT/ US2003/ 020833 18 effectively bl ock the attack
stream by detiactiragftibefguomgae semn bfafibi adbiressasset TakrkPoaddr eases.
Therefore, the attacker wll have to spoof the source |IP address when

attacking a stteckBecalil it hatet her epab€ phactbaatbkyIanabdireksnivhennunber of
candi dat e hash functions and these functions are not based on any

net wor k-1 evekticat@iAGt bOBite€. JReckh® PhEXi Bht¥eOhra per¥ercho1Gephain I P
addresses or the load | evel of each server. Therefore, it is practically

i mpossi Bl e fenrihetat hagker b gHassdhbe ABRRI PAnandoA9 hAtekhkgently spoof
the I P addresses. It is to be appreciated that the schene described herein

reacts differgAtkyohs QYérheﬁdeH@dtQnaéh9cke£®85k1E@ve?aiﬁfQEmQtHSBe surge
in user interests. In the case of an attack, ideally the server sholld
ignore the iBC@M NGhe proximity of a server to certain IP addresses or
the load level of each server. Therefore, it is practically
impossible for the attacker to guess the mapping and
10 intelligently spoof the IP addresses.

It is to be appreciated fhat the scheme described
herein reacts differently to overload due to attack from the
case of a mere surge in user interests. In the case of an
attack, ideally the server should ignore tﬁe incoming

15 requests without taking any action. On the other hand, in
the case of’overload, the server should try to service all
user requests in the order of arrival at the cost of
performance degradation, e.g., increase in response time.
The present invention roughly follows the ideal behavior by

20 dropping most of the attack packets allowing only a small
fraction of the attack packets to be actually processed by
the server; while in the case of overload, .all the requests

will be put to the normal queue and eventually will be

serviced by the server in the order they have arrived.
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15 requests wi thout taking any action. On the other hand, in the case of
overl oad, the server should try to service all user requests in the order
of arrivawoano#tieoseost of performance degradati on, e.gPCTIUSCHSASE33

in' response tinme. The present inventi®n roughly follows the ideal behavior
by 20 dropping nost of the attack packets allowing only a small fraction
of the attack packets to be actually processed by the server; while in the
case of overl oad, Falrl fldtr eguestacewand heapgubat anthagnguipbseseue and
eventually wll be serviced by the server in the order they have arrived.
SUBSTI TUTE ShEgTiecRUBU2E)r sWRaR0 Q4/spb2d8 %1 PETAUS200840820833 sek¥ror faul t
tol erance and | oad bal anci ng purposes, request routers nmay respond with

more than onedsieeger toaddic@sento sa relguest'.s nequasbNSASwhBnDNae wWrernhane of
the servers cannot provide the expected service due to failure, 5 the

client can tgprivereorbaehbtoiherriser taks ekpegebdt Bervobkegtie Ab tFhe15aaE
time, by random zing the primary server to contact in the response, we can

reduce the chaece19bntovenl eadi R aositAgkeosgEYeEeriavaven, gthi ¢nhget hod
adversely affects the effectiveness of the hash-based request routing 10

mechani sm si aggeBeEW aA%'ﬁ%besbﬁea@Qﬁéssbvﬂkbn@@ﬁ%ziﬂ@ taet praha?y thpLer
servers. Therefore, the attack traffic with spoof ed”| P addresses have a
hi gher chanceot ecpenetr ahethle rchpshzhasad Ehht eEingeOfnthensgryens
| overloading a single server. However, this method adversely
affects the effectiveness of the hash-based request routing
10 mechanism since now a single IP address will pass the test
at multiple servers. Therefore, the attack traffic with
spoofed IP addresses have a higher chance to penetrate the
hash-based filtering of the server.
More precisely, 1f a request router responds with
15 {server;, server,,..., server,} to a query for Web site by a
client x, the traffic originating from x must be accepted at
all k servers in the list. Assuming that k randomly chosen
servers are associated with each IP address, each server
must accept k times as many addresses to be legitimate as
20 before. 1In terms of DDoS attack, the hash-based filtering

at the server now accepts the fraction % of the attack

traffic instead of the fraction of % of the traffic. This

effectively degenerates the resilience of the hash-based

requests routing scheme into O(%J from O(n?).
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More precisely, if a request router responds with 15 {server,, server2,...
server,} to a query for Wb site by a client x, the traffic originating
fromx mwO 2oevaeesepted at all k servers in the |list. AREIOrsong/0R08as kK
random y chosen servers are associat2d with each | P address, each server
must accept k tinmes as nmany addresses to be legitimate as 20 before. In
ternms of DDoS attack, the hash-based filtering at the server now accepts
the fraction , of Onkewatt &ck wolrkakfrioendnsheéad pobbflee fisatol davef ai n of the
traffic. This effectively degenerates the resilience of the hash-based
requests roupmgrithierel iastso@atlor ofi APnAPdr8IBSTT ek vBHEER ' cRUBRJ26) WO
2004/ 012089 PCT/ US2003/020833 20 One way to work around this problemis to
have a pri ohiatviezed i@sikacitat icomtaict! Rhaddiréma rtyo seereer fiid'ss, waedevlave
clients to contact the primary server first whenever possible. For

exanpl e, asswiBshidilet.he Faddreessple, Sekeehnk I£9r5thbe apdirdBIsY »§elseelersefyer 2
is the secondary, and so on. In this case, the client x nust first contact

server, sto iakl beYfaay QRireel., GalnveMers sehyesecdSadpy, ayRi!l 8blenthery
client may try server2, and the other servers in the list in order. At the

server, we makesa diskf ergRt hYRE0f hAsRr kQisti 26dtagtociation of a set of

addresses. W assune each,server has a priority queue with k’+ 1 |evels,

where level (1iigcthe fi ghgRbePri oty ynbfl sus 4681 Ne 1 he RELPTItYe the

client may try server,, and the other servers in the list in
order. At the server, we make a different type of

10 prioritized association of a set of addresses. We assume
each server has a priority queue with k¥ + 1 levels, where
level 1 is the highest priority. Let us define the priority
class of a packet to be the rank of the server for the
source address of the packet. When a server receives a

15° packet coming from an address in the priority class i, it
inserts the packet into the ith level in the priority queue.
If a packet is from an out-of-profile addréss, then i; is
put to the lowest priority -queue. In this way, the server
processes the packets from the first-priority addresses with

20 the highest priority, thereby optimizing the response time.

In practice, the value of k will Ee small, e.g., k = 2

or 3, requiring only a small amount of added overhead for
prioritized operation while providing necessary redundancy

for practical purposes.
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cl ass of a packet to be the rank of the server for the source address of
t he packet. Wen a server receives a 15- packet comng froman address in
the priorwOypoelEs®si, it inserts the packet into the iPoTIGSe@3/020833% he
priority queue. |If a packet is froman out-of-profile address, then it is
put to the lowest priority queue. In this way, the server processes the
packets fromthe first-priority addresses with 20 the highest priority,

t hereby optim zi nghtthe nespbeseyt the. attacpeactaneonihedvaktoeenf thewi || be
small, e.g., k =2 or 3, requiring only a small anmount of added over head
for prioritmapgdiopgerfati ahewkiolhprpmawkedi hgshecessaryitedundanoy, ftar
practical purposes. SUBSTI TUTE SHEET (RULE 26) WD 2004/ 012089

PCT/ US2003/ 0228381ic2] VWhelemby tleeenythbBemappankeroeashenbyhdirsgover the
mappi ng for the conprom sed hosts under its control, in practice, they may

| earn the nmapptpgskes whe euhebukPchagddeesses. ¥l yarkaussahappehs, t8eg. ,
by eavesdropping the 5 responses com ng out fromthe request router on

networ k5 |inksspéhtbeugbmthg attaeken #BY¥ Retubaverbeseur 68SnetwbirE to
capture all the responses or to send probe packets, considering that this

| earni ng proteggscaniahsaghetdenatthakal! ghyi Ao HhsEribybed-a8nper ¢ ifhe
attacker may di scover 10 a large portion of the mapping during the course
of attack otcevgpthetorell aHBChbBgoRsEY! brsedl 8cRlit 3ekpe TR AREEESS
| considering that this learning process can also be done
parallel in a distributed manner, the‘attacker may discover

10 a large portion of the mapping during the course of attack
or even before laﬁnching a full scale attack. To address
this problem, we can periodically update the shared hash
function H after a certain interval invalidating the learned
mappings by the attacker in the previous intervals.

15 In particular, the CDN service provider distributes a
set of H's to request routers and servers a priori. With
this “provisioning,” the CDN servers and the request routers
can independently update the hash function H during the
course of attack. When updating the hash function H, there

20 can be a time period of inconsistency of the hash function
between request routers and servers. This problem can be

easily handled by allowing a “handing off” period, during

which time, both old and new mappings are honored. With
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this problem we can periodically update the shared hash function H after
a certain interval invalidating the |earned mappi ngs by the attacker in the
previ ous woteenmEbkes9 15 In particular, the CDN service proTiu$eso3deesss i but es
a set of Hs to request routers and 3ervers a priori. Wth this
"provisioning," the CDN servers and the request routers can independently
update the hash function H during the course of attack. Wen updating the
hash functi orths tauktesl 2@ vedn dfe parottiet ipar,i dd bk donesnsiisthafdyaaft itthe hash
function between request routers and servers. This problemcan be easily
handl ed by alhlaowleng for" hdvediatg aefkkr per ididcotenr e Waishh fuineeiopoth ol d
and new mappi ngs are honored. Wth SUBSTI TUTE SHEET (RULE 26) WO

2004/ 012089 PCT/ UR2003m020833 ne?2 Zatrhbsisadded tkevek @b plobeetieorebi kites
beconmes significantly harder for the attacker to discover the hash

function H W rawRHdntNeDREeye rst Mategitee hamablifodabe aWehgsithes to
different CDN servers with the aimof isolating the 5 inpact of an attack

on any @ne siitachded lan e asnbnaBnyabhecatiten offgeialiey,t @eS@bYyer gnsuch
that the response tinme and throughput of the site deteriorates as little

as possi bl ealaven difonobifers i%iese s obichereser ¥e@dhby nhite thane <shinsar € jwader
attack. The allocation strategy should address 10 the foll ow ng two,

conflicting geadl $hrbllyhbor eachn¥el skt getet® oWaRLst @shavetael agge number
of CDN servers to serve the ,
possible, even if other sites being served by the same CDN
are under attack. The allocation strategy should address

10 the following two, conflicting goals: (1) For each Web site,
we want to have a large number of CDN servers to serve the
site. (2) For any palr of Web sites, if oﬁe is the target
of a DDoS then the other should experience as minimal a\loss
of service as possible.

15 The first goal maximizes the throughput of any site
hosted by the CDN and the second goal isolates a Web site
from attacks on any other site. Such an allocation strategy
when combined with the request routing algorithm previously
discussed substantially increases the effort required by an

20 attacker trying to bring down a Web site or by attacking
another Web site concurrently hosted by the CDN.

Intuitively, allocating large fractions of the available

caches to each of two different sites forces a large overlap

in the servers hosting both the sites. Thus an attack which
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site. (2) For any pair of Wb sites, if one is the target of a DDoS then
the ot her should experience as mninal a | oss of service as possible. 15
The firstwooad4/areosom zes the throughput of any site ho®Cedshgostobes3CDN and
t he second goal isolates a Wb site 2¥om attacks on any other site. Such
an allocation strategy when conbined with the request routing al gorithm
previously discussed substantially increases the effort required by an 20

attacker trymhd® duwmoitowe ardieb sidta my neatdizekiaiganatliert i 1si t e
concurrently hosted by the CDN. Intuitively, allocating |large fractions of

the avai | abl@yugashes) dgeacds Hfost W miifdeerfet t3id esHear easea | arge overl ap
in the servers hosting both the sites. Thus an attack whi ch SUBSTI TUTE

SHEET ( RULE 72600 M@ 120044 942089 RCHU42 00020833 b23iryd ngsctlown t he
servers hosting one site also collaterally causes a large |oss of service

for the othefe§itfenerdtd oratdon Slid edies Méstsdhriref.ore bal ance both
requirements in assigning sites to servers. 5 The foll ow ng term nol ogy

formal ly states the PFODISMnPl SEIMRI1 A TeatiaaN Sidtatiey @he HopIe the
set of CDN servers and Wthe set of Web ""sites which we allocate to the

servers in S ROl RACH: b1 S8yt i JLAIpde binary vector of |ength | SM
with bit i set 1f 10 wis allocated to server i. This ISMlength bit vector
I's Let S be the set of CDN servers and W the set of Web
sites which we allocate to the servers in S. For each site
w € W form the binary vector of length |S| with bit i set if
10 w is allocated to server i. This |S| length bit vector is
called the allocation vector for the site.

Following standard terminology, the Hamming weight of a
binary vector is defined to be the number of 1s in the
vector. Thus, the Hamming weight of the allocation vector

15 of a site represents the number of CDN servers that serve
content for this Web site. With this, the requirements
above can be restated as follows.

(1) The allocation vector of each site has as large a
Hamming weight as possible.

20 (2) For any two Web sites w; and w;, the number of
servers which serve w; but not w, {(and vice versa) is as

large as possible, i.e., if s; and s, are the allocation

vectors w; and w; respectively, then the Hamming weight of
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called the allocation vector for the site. Follow ng standard term nol ogy,
the Hamm ng weight of a binary vector is defined to be the nunber of 1s in
the vectwn.200M12089t he Hamm ng wei ght of the all ocati onPeaatsee03n20833 a site
represents the nunber of CDN servers 2hat serve content for this Wb site.
Wth this, the requirenents above can be restated as follows. (1) The

all ocation vector of each site has as |large a Hamm ng wei ght as possi bl e.
20 (2) For ame twnabb waddteseav (sandl V&) )t hednusbes o) ) seevessluhgehaser ve
W but not w2 (and vice versa) is as |arge as possi bIe i.e., if sl and s2
are the all diie vectors w, and w2 respectively, then the Hamm ng wei ght
of SUBSTI TUTE SHEET (RULE 26) WD 2004/ 012089 PCT/ US2003/ 020833 24 the

binary vectors (Sin AneSdedt:@RddS2ZA Sineve RQ 125G A5 arROTTRRg I N

the restricted case where all Wb sites are treated equally, i.e., when
the allocati a\ﬁel%} Or3s, esl mﬁ%ﬂlﬁ‘é@l%d%?dﬁ%n R g i gha s} gfyae have
Hamm ng wei gh Hamm ng wei ght (si A (s = 2 x Hanmm ng

10 the en the vectors sl and s2.

wei ght jklzgnﬂ%r%gcf) ?Sf%agﬁn'ggﬁol;gae\%a 9 Welght,Ofhdhe vector (sl G s2) is called

Hamming weight (s; @ s2)

2 X Hamming weight (s1 A (52))

1

2 x Hamming weight (s2 A (51)).
The Hamming weight of the vector (s; @ s2) is called
10 the Hamming distance between the vectors s; and s;.
Therefore in the restricted case, we want to find allocation
vectors for the sites with large Hamming weight and the
constraint that we have as large a Hamming distance between
the vectors as possible. Given a fixed number of CDN
15 servers, the allocation strategy must be flexible enough to
accommodate as large a collection of Web sites as possible.
Thus the problem of site allocation can be stated as
follows:
Given n, the number of CDN servers, weé want an
20 efficient algorithm to enumerate a large number of binary
vectors each of length n, such that each vector has Hamming
weight exactly h each (as large as possible) and such that
the pairwise Hamming distance d between vectors is as large

as possible.
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Therefore in the restricted case, we want to find allocation vectors for
the'sites wwth | arge Hanm ng wei ght and the constraint that we have as

| arge a Haorebeug10isst ance between the vectors as possi blpeT/uSea3/02@33 i xed

nunber of CDN 15 servers, the allocat?®dn strategy nmust be flexible enough
to accommodate as |large a collection of Web sites as possible. Thus the
probl em of site allocation can be stated as follows: G ven n, the nunber

of CDN servers, wsuwBntnaalgBrethinctent sahgentthm Ogéﬂéﬂﬁtét§uéh|ﬁr9§t
nunber of binary vectors each of length n, such that each vector has

Hamm ng  wei gbttexachhy Aseagh ¢asnl aégehésamééh*a&@% @@Qt%k‘%thQaEachhe
pai rwi se Hamm ng di stance d between vectors is as |large as possible.
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al gorithm can sequentially generate such n"bit vectors and assign them as

the allocation weet@hSpH{0oh egfahse\_ﬁ\e@rél bet JPey 3%895;55?81 hhe“%?U@ﬁé”t ees

that each Wb site is Served servers a possi I f the

s sorveRs couussppadkog:booa ot ular g gres ol cendersy Fagnecay e

due to a denia service attac e s gu

T e 2 £hEBBEat i 98T MEE Sro TUAHDIR o8 UGh B8 LBl OmoR26R VEPnaL! ©

utilizes n' e avali | e capacity an e Tesu

site is guaranteed to be served by at least % servers.
Thus under such an allocation, each Web site utilizes % of

the available capacity and the resulting loss of service
10 when any one Web site is taken down is at most (1 - é%) X
100 percent.

From the requirements stated earlier, it would be
desirable to have parameters h and d be as large as possible
and enough vectors exist to cover all the Web sites. We

15 next outline general allocation methods where we try to
maximize h and d along with maximizing m, the total number
Web sites which we can accommodate. Later, we consider
other possibilities such as the case when we are given fixed
values for m and we wish to optimize the other parameters h
20 and d.

In the present invention, the allocation strategies are

adaptations of results from coding theory which is the study

of efficient algorithms to generate large numbers of binary

vectors (not necessarily with the same Hamming weight) with
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10 when any one Wb site is taken down is at nost (1 - d) x 2h 100
percent. Fromthe requirenents stated earlier, it would be desirable to
have par awot2ees01kosand d be as | arge as possible and en®aFUSL@3t000833 exi st
to cover all the Wb sites. W 15 nex26 outline general allocation nethods
where we try to maximze h and d along with maxim zing in, the total

nunber Web sites which we can acconmobdate. Later, we consider other

possi bilities Gutarasedd eHamsin gt v ae eogivesm Riecdbraal tesrifalrlym and we
wi sh to optim ze the other paranmeters h 20 and d. In the present

invention, thedaldocedigih st rati@giasi e diadaptiad idns of ceEsiddisidr anf
coding theory which is the study of efficient algorithns to generate |arge

nunbers of binary, westors &ﬁqeﬂ%&saﬂ&w W4t e reae ddanan sigaved ght )
with SUBSTITUTE SHEET (RULE 26) 2004/ 012089 PCT/ US2003/ 020833 26 a

guar ant eed Haom ng, dérg); anes Peiveen vectorsfordal Ivarsusodeyofidpngth n
e

and m ni num di st anc is a collection of binary vectors of length n such

that t hﬁnsHa éér‘gpldééérmg& £ DL YBEN- ANYL AN MRS U dSaBford 8AStt &5 Vardpus

al gorit presented to convert codes I1nto allocation vectors. Qur

di scussi on oyt L] nes; GensrA 1 ONSIEGL] syl Lhouts Siat ald s Qfe &stasals codes.
actual codes.
In general, defining codes with numerous vectors where
all codewords have exactly a fixed Hamming weight, is a
10 difficult problem in coding theory. The few codes that
exist to generate constant Hamming weight codewords, called
constant weight codes, generally yield only a small (usually
polynomial in the length of the code) number of codewords.
To accommodate a larger number of Web sites, we explore
15 algorithms where we take arbitrary codes and prune them to
yield binary vectors fitting our specification. Our first
cut at an allocation strategy is the following naive
algorithm.
Algorithm 1: Fix a code of length n with a large
20 minimum distance d. Choose parameter h so that there are
enough codewords of Hamming weight h. A simple strategy to
enumerate allocation vectors 1is to generate all binary
vectors with Hamming weight exactly h and output only those

vectors which are codewords, i.e., belong to the code.
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In general, defining codes with numerous vectors where all codewords have
exactly a fixed Hamm ng weight, is a 10 difficult problemin coding theory.
The few cwoesoh12489 exi st to generate constant Hamm ng Wwergiskosodesasr ds,
call ed constant wei ght codes, generatly yield only a small (usually
polynom al in the length of the code) nunmber of codewords. To acconmpdate
a | arger nunber of Wb sites, we explore 15 algorithns where we take
arbitrary codes aNdtpr Ghett hanthe dgselrdpbinar9fvebeorsgbirithmgweuhave
specification. Qur first cut at an allocation strategy is the follow ng
nai ve al gor nhblimf iAkdopiatrhiichlaki xadueedéoof dl enghh nTwi tih dhliarge Z@rst
m ni mum di stance d. Choose paraneter h so that there are enough codewords
of Hamm ng welight kodA <iropl @ Shmdflggyft eodenunbdahefakkecaheopaventors is
to generate all binary vectors with Hanm ng wei ght exactly h and out put

only those wectonhsewhicClFiar e coedewards, fimely b€l 08gebp théscad€ines a
SUBSTI TUTE SHEET (RULE 26) WO 2004/ 012089 PCT/ US2003/ 020833 27 Note t hat

in the descrigpkienpakibhe oal gael HimMaghaveghtobsf txedvpatbisubar tyal ues
for d or h. To do this we first fix a code froma famly of codes which

fixes the parapeker tHe PR¢E8mdR el % 2sCeHEnOEN8sEAMbYhabeCaHe811bBRSi0on
defines a 5 distribution on the Hamm ng wei ght of the vectors in the

codes. The papangter Hqks t hep chesenptachays aAial hosatiBltion of

Hamming weights.
Besides finding good values for the parameters h and d,
10 we also wish to use codes which have explicit constructions
and efficient algorithms to enumerate codewords. A
particularly good class of codes which have easy algorithms
to identify codewords are the class of linear codes. This
includes a number of codes such as the Reed-Solomon codes
15 which have a substantial number of applications in other
areas.
We define a linear code to be a set of vectors of
length n which forms a linear subspace, i.e., if c¢; and c;
are codewords, then c¢; & ¢ is a codeword. An (n, k, d)
20 linear code is a linear code of length n with minimum
distance d and the dimension of the linear subspace is k.
Such a linear code is defined by a k x n binary matrix G

called the generator matrix and the set of codewords is
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for at least m Wb sites based on this distribution of Hamm ng wei ghts.
Besi des finding good values for the paraneters h and d, 10 we also wsh to
use codeswatmetnib@e explicit constructions and effici eot/skesnesass to
enunerate codewords. A particularly g2d class of codes which have easy
algorithns to identify codewords are the class of |inear codes. This

i ncl udes a nunber of codes such as the Reed-Sol onon codes 15 which have a
substanti al ¢hdénedfb¥pil Kcatvodsei i HAREeS ayensalwbietinevacténeart code
to be a set of vectors of Ilength n which forns a |inear subspace, i.e., if
cl and c2 atengbidewords, then cl (r) c2 is a codeword. An (n, k, d) 20

| inear code is a linear code of length n wwth mninmum distance d and the
di nensi on of the Réoehl sobspeteméstkry Sucths albouwealimate ¢sdekefimbeh by a
k x n binary matrix G ’‘called the generator matrix and the set of codewords
i S SUBSTI TUTkze SHEET: f RRLE 263 W 2804/ ORRO89, RETY &ISZOHB/ D283 cade obt ai ned
by x x G where x ranges over all binary vectors of |ength k. Recall sone

el enentsry feesguabosbdebivbeas COEHESa bl thar WeHAIRRI hd We gleh Scumisé on. First,
note that |inear codes 5 produce codewords with arbitrary Hamm ng wei ght.
The al gori thmyd pigenet at §eMOF e bebpagi vgl by nd | fead TDEEat Scode is
straightforward: Sequentially enumerate vectors of length k
and multiply by the generator matrix G. Alternatively, a
linear code is also defined by its syndrome matrix C, an (n
10 - k) % n binary matrix: an n length word x belongs to the
code if and only if x x C' = 0. Using this, our next
refinement to find allocation vectors is the following:
Algorithm 2: Fix an (n, d, k) linear code with a large
minimum distance d. Then systematically generate all binary
15 vectors of Hamming weight h and retain only those words X
such that x x C¥ = 0. Alternatively, we can enumerate
vectors y of length k and generate the codewords as y'x G
and retain only those with Hamming weight h.
Again, as before, the parameters d and h are chosen by
20 first fixing a family of linear codes to define d. Once the
code is fixed, h is chosen to maximize the number of
codewords with Hamming weight h in this code.
Before we provide details on some actual codes and the

parameters they yield, we describe another general scheme to
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straightforward: Sequentially enunerate vectors of length k and nmultiply
by the generator matrix G Alternatively, a linear code is al so defined by
its syndrwoeoeiieisg C, an (n 10 - k) x n binary matrix: PEm/us2003/0gis83 wor d X
belongs to the <code if and only if x2x C = 0. Using this, our next
refinement to find allocation vectors is the followng: Algorithm2: Fix an
(n, d, k) linear code with a large m ninumdistance d. Then systematically
generate al |l obtasnyallbcyetdorsectoranfnoy eedght hlmnthistachewaly t hose
words x such that x x C = 0. Alternatively, we can enunerate vectors y of
| engt h k andrgenerateahhehcodengr dsbasryrx Glams o£thj nwentyythos€oamsh
Hamm ng wei ght h. Again, as before, the paraneters d and h are chosen by

20 first fixbRgaaphanikby18t1li geas ¢aves fordefineode thae ihewecobeoks
fixed, h is chosen to maxi m ze the nunber of codewords w th Hanm ng wei ght

h'in this codg, §§£?éea“$aPﬁQVEQ§ detaibs oneseNBractenl veedessand the
paraneters they yield, we describe another general schene to SUBSTI TUTE

SHEET (@ULEngg%ﬁg§§Zﬁgﬁéﬁ%ZQSQRBCHéﬁggO9ﬁg089§§§or3§ OBt Ahfin Bhé OFaL §RE

vectorsfro I's schene, rather than choosing arbitrary val ues

O ose"s o P2 AT oS, LOELLELY BOPELYEI e (0 ey M xRt cht v

wei ght h and hence few codewords;of ERIML00. 480t » - h) will be small.
On the other hand, if we choose too small a value for h then
each Web site is served by at most h CDN servers and thus

10 results in wasted capacity. From this perspective, a
particularly promising value for h is 5. This is the value
for whicﬁ there are the maximum number of binary vectors and
hence potentially a large number of codewords. For this
choice of h we can use the following technique, which is a

15 little wasteful in terms of code length but produces words
of exact Hamming weight.

Algorithm 3: Fix a code C of length n with minimum
distance d. befine a modified Code C' such that for each
codeword c € C, C; contains the 2n length word c' = cc.

20 Tn the modified code C', each codeword so generated has
length 2n. Furthermore, each codeword in thevmodified code
has weight exactly n (half the length of the code), and the
minimum distance of words in C' is at leas£ 2d. This is a

quick way to use any code to produce words of constant
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h. Al so, choosing too |large a value for h inplies that the maxi num

di stance (which can be at nost n - h) will be small. On the other hand, if
we choosewODeoosTedsd a val ue for h then each Wb site i 2CTarse@d/obos3at nost
h CDN servers and thus 10 results in #Basted capacity. Fromthis
perspective, a particularly promsing value for his z. This is the val ue
for which there are the maxi num nunber of binary vectors and hence
potential | y Hahmige wambbt whitbodewords. IEoret Ahgoshopcedofolemeasan use
the follow ng technique, whichis a 15 little wasteful in terns of code

| engt h but pecadddédsteer dsr Of thxacthibanailggriehghyieMigomahhmaBloEakiancode
Cof length n with mnimum distance d. Define a nodified Code C such that
for each codewepdsCag Eack ceaslarasihhe 28 tragt bombedted £océn 20 In the
nodi fied code C, each codeword so generated has |ength 2n. Furthernore,
each codewordiipchheonogditied.code has weight exactly n (half the | ength
of the code), and the mninumdistance of words in C is at |least 2d. This

is a qyick way t@hHs8 amyoeo€BmbOaps Ogeser IDIAStREAE0NSt abhvSHBSIbALH E
SHEET (RULE 26) WD 2004/ 012089 PCT/ US2003/ 020833 30 Hanmi ng wei ght with h

= 2. If we chepse,9P9d.€968Ss85at6andEdabesubnrsCrthenstbbg abgpeikshm
yields many all ocation vectors as each codeword in Cis then converted to
an allocatip,¥6¢5hQTin good codes into the construction outlined above
yields good allocation strategies. We also note that the
equivalence holds in the other direction: any allocation
10 strategy can be converted into a code. If we had a strategy
to allocate each of m Web sites to h CDN servers out of n
such that a Web site which is not under attack is guaranteed
to have at least a fraction f of its CDN servers still
operating, then the allocation vectors form an n length
15 constant weight code (weight h) and a minimum distance 2fh,
with at least m codewords. This equivalence is useful to
study if allocation strategies with certain parameters are
possible: There are a number of tables which list (for small
values of n), given values for h and the distance d, the
20 maximum number of codewords possible in such a code.
We now consider an example of how an allocation may be
performed in practice using actual values for the different

parameters. The example we consider is the case when we

have 100 Web sites to be hosted by the CDN with the
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5 These algorithns are general nmethods to convert codes into allocation
strategies for Wb sites to CDN servers. Plugging in good codes into the
const r uctworzooutikisned above yields good allocation str&CegiSee3/ oWs3al so
note that the equivalence holds in tble other direction: any allocation 10
strategy can be converted into a code. If we had a strategy to allocate
each of m Wb sites to h CDN servers out of n such that a Wb site which

i s not under gatrack ces thadr ant eeg ttimehav@ehbt siitaswhachr ast hon findkrits CDN
servers still operating, then the allocation vectors forman n |length 15
const ant wei ghtacdde s( wergied by andeaveicsi tmmcdesCBNce Rebratwdihtak | east
m codewords. This equivalence is useful to study if allocation strategies

Wi th certai nppabaest diss gtieenpassi b0 afletneanenamoumbestahckabl es gwhiyeh
list (for small values of n), given values for h and the distance d, the

20 maxi num nyaber +of readewptdmapossiibke FBrsHchna gode. W now consi der an
exanpl e of how an allocation may be perforned in practice using actual

val ues kor the di&ferentstpacapgeters, Fhgge e opsh der Jkst case
when we have 100 Wb sifes toBEe host ed % %?ﬁghdgﬁ%ﬁ?tﬂé% g %EB%TF@BTE

y
SHEET (RULE 26) HO:2004/ 01208 RCTLVBR0RBL020R3 3 I1o0uagant ee Lai cat any

time a Web site which is not un attack I's serv Seérvers in e

SO restated theo BoaBleYLs BbuShiP1Ag 20:RMalPE LRI TIM.E fLA0Ge O =
see that the minimum possible value for n is 15.
The first allocation étrategy is to use a very
10 specialized non-linear code which yields about 128 codewords
with Hamming weight 8 with length n = 16. This gives us a
fairly optimal allocation strategy using an esoteric
non-linear code.
Another allocation strategy can be obtained using the
15 Reed-Solomon code in Algorithm 2. The particular
Reed-Solomon code we use is of length n = 21 with a distance
of d = 5 which yields 512 codewords. Inspecting the number
of codewords of each Hamming weight we fina the distribution
of codewords is maximized at weights 10 and 11. We choose h
20 = 11 and choose only codewords of weight 11 which yields 126
codewords. For these constant weight words, the distance

(which must be even) is actually 6 which matches the

parameters we require.
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want to find optimal values for n and h. 5 The first step is to find the
m ni mrum val ue of n for which there is a code with distance d = 6 and with
at | east wm2e041@@@8eodewor ds. Consul ting a standard tabl @CTWES20030R@33 see
that the m ni mum possi ble value for n3 s 15. The first allocation strategy
is to use a very 10 specialized non-1|inear code mhich yi el ds about 128
codewords w th Hamm ng ight 8 with length n = 16. This gives us a
fairly optimal aIﬁoﬁéﬁgﬁﬁl¥tﬂaﬁég9pﬁémﬁé ahlégétE®ncbuhoﬂnE|Mhachcmde
Anot her allocation strategy can be obtai ned using the 15 Reed-Sol onon code
in AIgorlthnﬁQraIEEtﬁaFWﬁédlaﬁ tRevdeSBloabhttndd weoasénpgstbé tedgtl bo=
21 with a distance of d 5 which yields 512 codewords. |nspecting the
nunber  of cb@eﬁbﬁdﬁammlégchoﬁennfn@emgtgh15w@nﬁlddsthecdlStrlhummﬂﬂg of
codewords is maximzed at weights 10 and 11. W choose h 20 = 11 and choose
only codewordgdes heVgheXllemhiyhsympldseﬂ@ﬁdingd&h@@ﬂﬁthﬁ@ram@eﬁgr%@nstant
wei ght words, the distance (which nmust be even) is actually 6 whic
mat chesSt he nlplabama@érsodewoeqal bet QUBSTHTLHEN SHERT (MRULE3 26) FYO the
2004/ 012089 PCT/ US2003/ 020833 32 A slightly less optimal allocation but
one whi ch i spasamatghsfweewasdei shdgemset i gourmrh iy - sdoosiopdhe code C to
be the Hamm ng code of |length 15 and di stance 3. Hamm ng
codewords. Plugging this code into Algorithm 3 gives us an
easily implementable allocation strategy where n = 30 and
each Web site is assigned to at least 15 CDN servers. While
10 not optimal, the code yields a large number of codewords
which gives us the flexibility to expand to more Web sites
if needed.
We have chosen these codes to illustrate the tradeoffs
in allocation. Optimal codes generally tend to be
15 non-linear with complex encoding algorithms.
Straightforward choices for codes, such as the Reed-Solomon
code, give us slightly less optimal values of n. Once we
have fixed a code and n, optimal values for h tend to be

around 3. The codes used in the example are only a few of
20 the many possible choices.
We next discuss a number of possible allocation
strategies, which address different scenarios, i.e., for
different classes of the parameters m, h, and d, and

enumerate the guarantees they are able to provide. It
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codes have extrenely sinple encoding algorithns and | arge 5 nunber of
codewords but with distance of only 3. For the paraneters we have chosen,

t he HanmwoQ 20edda208as 2048 codewords. Pl uggi ng this cod@cirniseoodlogsss t hm 3
gives us an easily inplenentable all&tation strategy where n = 30 and

each Wb site is assigned to at |east 15 CDN servers. Wile 10 not optimal,
the code yields a | arge nunber of codewords which gives us the flexibility
to expand toshepédviep sppesciptedeblell. the @aveschbseanthdsbessdBsatrd
illustrate the tradeoffs in allocation. Optinmal codes generally tend to be
15 non- | i neareRrireReebapler ehAcadvhglal hortt hfsParapeheyht pbdvare thohees
for codes, such as the Reed-Solonon code, give us slightly |less opti mal

val ues of n.wa@dceeart haveeféexbaduatevde ahebhe bpsummpriacsetheosihetend to
be around 2. The codes used in the exanple are only a few of 20 the many
possi bl e choatéscaWkonegtrdisgliss ashugberded posseéhtedahkveani on
strategies, which address different scenarios, i.e., for different.

cl asses of the paraneters m h, and d, and enunerate the guarantees they
are able to provide. It SUBSTITUTE SHEET (RULE 26) WD 2004/012089

PCT/ US2003/ 0280833 33 shoul dpkepapptieesi at ed t hat t heommsasspr esent ed herjei n
are represgiadiNLerdTCcadanole-Nost _0h, paranmefers pgdoar @sblalon,
d=1% small number of
sites

Reed-Solomon m = 0(2°"), h balances isolation
Code d= — and number of sites,
calogn efficient
construction

= 0(2%"), h = good isolation, many
=n - o sites, higher

5 complexity

(S1E]

Justesen Code

N[

Q8
|

TABLE 1

The first case we consider is when m, the number of Web
sites, 1s small in comparison to n, the number of CDN
servers. For cases when m is smaller than_ (2n - 2) we can

10 use subsets of Hadamard Codes and get very good guarantees
on the resilience of the CDN servers. The Hadamard Code is
a (n, log(2n), %) linear code and contains 2n codewords.
One can recursively construct an Hadarmard matrix when n is
a power of 2 such that all but one row havé exactly

15 % ones. Thus with this construction, we can construct 2n -

2 binary vectors each with a Hamming weight of § such that
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way neant to be exhaustive. Table 1 summarizes the site allocation
strategi es using codes presented herein. Code Properties Comments Hadanmard
Code m = WP 2004M12089= f, good isolation, d = a small nuPo&rUSe003/020888S
Reed- Sol onon m = 0(21In), h = 2, bal akkes isolation Code d = n and nunber
of sites, <czlogn efficient construction Justesen Code m= 0(2cin), h = 2,
good isolation, many d =n - c2 sites, highey 5 conplexity TABLE 1 The
first case weheomingBEM| BahhehsSH dipbaneabes of WBingi this #8 Shal ketn
conparison to n, the nunber of CDN servers. For cases when mis snaller
than (2n - 2)fweltenatDonseestbset seotatiadashgn €adessand getsveeyvgood
guarantees on the resilience of the CDN servers. The Hadamard Code is a

(n, log(2n),wathl tneagusodetaadirant i ast2nvLoUeor dsrvepy Can 165yt skvel y
construct an Hadarmard matrix when n is a power of 2 such that all but one

row have exagélyedd aroges. tIThYs whéh 1his1TonsEr 6t ORs MEsERNg CONSERAST
2n - 2 binary vectors each with a Hamm ng wei ght of 2 such that SUBSTI TUTE

SHEET (RULE @6} WO-2004£642088aPET1 4520034920833 Dpos attack. Thus,

this allocation guarantees that a Web site will have no more
than a 50% loss of service. For small values of m we can
therefore get very good guarantees on the resilience of the
CDN.

10 Besides optimization of the parameteré, we wish to have
efficient constructions of allocation vectors. A very
general good, class of codes with a large minimum distance
and efficient algorithms for generating codewords are the
Reed~Solomon codes. They typically yield best parameters

15 for large alphabets but here we only focus on the binary
versions of these codes. Reed-Solomon codes are linear
codes with the following parameters: For any integers q, r
and s,.such that s < r £ g there is an (ﬁ]oggﬁfL SﬁogAQYL r
- s + 1) Reed-Solomon code. Choosing parameters carefully,

20 and using the technique of Algorithm 3 stated above, given
n, we can use Reed-Solomon codes to enumerate an exponential

number (2°"*) of codewords with a minimum distance which is

at least where c¢; and c¢; are constants. Thus, we can

n
ez log) 7

guarantee that no Web site will suffer more than a log(n)
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34 the m nimum pairw se distance is 2. Using. this as the set of

all ocation vectors we can assign each site to i servers wth the guarantee
that a siwe 2i4/d1248¢ served by. at |east a servers at alPCTtiSaes/oees3sn i f al l
the servers hosting another 5 Wb sita becone unavail able due to a DDoS
attack. Thus, this allocation guarantees that a Wb site will have no nore
than a 50% | oss of service. For small values of mwe can therefore get
very good guiP&hP&eslreR flheSe&¥iicpeavenoVheReCtltpR Web Béspdesrepunderati on
of the paranmeters, we wish to have efficient constructions of allocation
vectors. A vétjacfernendergoadthel 6B¥ eervedesthbvhazel bpgeedi ainum di st ance
and efficient algorithns for generating codewdrds are the Reed-Sol onon
codes. They iypppeakityvei.el dhbdst thar angt e sfastéordrapgénasphubees but here
we only focus on the binary versions of these codes. Reed-Sol onon codes
are linear ¢udesnueehishbibbl | dhenglpacahiorrslgéoitbmy &otelgeasngd areand
S, such that s <r < g thereis an (iflog2(q)1l, srlog2(q)l, r - s + 1)
Reed- Sobonpneeesdéy Chpdsmagtpbailameters carefully, 20 and using the

techni que of Algorithm 3 stated above, given n, we can use Reed- Sol onon
codes to enuneratbifn ekpoHedtimald aodbey (RCth)ybéldogevdrablotcdbien

m ni mum di stance which is at |east c2log(") , where C and c2 are
constants. Thusatwgieanfoguahanteeget bat ansmdeh siumieewi bF Belbfefta®re than a
| og(n) SUBSTI TUTE SHEET (RULE 26)

there are a number of other codes which can be converted to
good allocation strategies. Care should be taken, however,

10 while using more advanced coding methods since, typically,
the more advanced coding techniques have complex algorithms
for encoding and the best parameters can be obtained for
large values of n. One such family of codes which yields
good parameters are Justesen codes. Plugging in these codes

15 in Algorithm 3 stated above gives us an allocation algorithm
which yields an exponential number of allocation vectors
where each Web site is allocated to % CDN servers where we
can guarantee that a Web site which is not under attack will
at most suffer only a (small) constant factor loss of

20 service even if another Web site is under attack.

So far we have enumerated allocation strategies based

on a few example codes which yield good results for
different ranges of parameters. 1In practice, the actual

scode which is chosen depends entirely on the actual values
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WO 2004/ 012089 PCT/ US2003/ 020833 35 factor drop in service even when ot her
Web sites-are under attack rendering the CDN servers they are hosted on
i noper at iwe.2oMniik@ot he | og(n) factor drop in service graTarsees/ oeesshi gh,
the allocation algorithnms so obtained3@are 5 easily inplenentable. Like the
Hadamard codes, which yield good allocation strategies for the case of a
smal | nunber of Wb sites, there are a nunber of other codes which can be
converted toofgbbd merewatesa siramt egfethecdpaispduradlpest frenh aoddeder, 10
whi l e using nore advanced codi ng nethods since, typically, the nore
advanced codThg féchhi guep havéindapbegodegorpt hpgvefortenebltagtand t he
best paraneters can be obtained for |arge values of n. One such famly of
codes which yeetdss peotlopanmeetépstar ehduseasenitbtes. Pbuggkamgpla,t hese
codes 15 in Algorithm 3 stated above gives us an allocation algorithm
whi ch yi el dsgameexpopentiiahlaunbeiuef fak|l ncatdlbhevectnrise abheessedchn\Web
siteis allocated to i CDN servers where we can guarantee that a Wb site
whi ch i § notuppderbathdskfor| theahumbst sfif tedewotysat¢smahtjoconsbanes
factor |l oss of 20 service even if another Wb site is under attack. So far
we have enunefatiedsahfyosathdardt tabegseshbasetlisonthesevbexadpl forcogdesll
which yield good results for different ranges of paraneters. In practice,
the actual ¢eleewhbehnis Thoseaidepebdsgentsrehy waxihen actiodr vak URSh
sites which can be allocated for different values of d.
Similarly, for larger values of n, one could use general

10 upper bounds on the distance of any code to eliminate
certain values of d given n and m. Note that just because a
particular choice of values is not ruled out by these bounds
does not imply that one can find a code for the given
parameters.

15 So far we have considered only the case when there is a
single class of service, i.e., all Web sites are treated
equally. The direct relation between the resilience of
allocations to distances of codes is possible only when the
Hamming weights of the allocation vectors is the same. 1In

20 practice, while building a CDN, we may need multiple levels
of service to offer differentiated levels of service.

To handle k level of service the allocation problem

becomes one of finding k sets of binary vectors Si,...,Sk

where each set contains vectors of the same Hamming weight
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SUBSTI TUTE SHEET (RULE 26) WD 2004/ 012089 PCT/ US2003/ 020833 36 of the
paraneters n, mand the desired values fo r'h and d. The first step to
findi ng cwoesod@2@onvert to allocation vectors is to imeagiSeeBaoesshe
feasibility. For exanple, given a padticular value for n, tables can be
accessed on 5 upper bounds for the nunber of codewords for various val ues
of d using standard tables which Iist these bounds for small values of n.
Thi's direct | pughy &dathd ofapinyueveumssitosf viepndsivt bsl@hiodnac &0 bebdltracat ed
for different values of d. Simlarly, for larger values of n, one could use
general 10 weper Weundsudmet hdedHsimanicg ebighyscodethe ekictiorat @ A Eelddi n
val ues of d given n and m Note that just because a particular choice of

val ues is nov Ntk ol la-ddese dabids e .doeg thefughiie thafy iang&an fd nd a
code for the given paraneters. 15 So far we have considered only the case

when there i $ha s8iRdLe eLass Of r Wi  bhn®€ - .shte treated
equal ly. The dirgct rgﬁation§§ét&2§nggﬁgt%ggiF?gﬂ%éggﬁglgh%o 3?$g%s to *

al T ocat on vEeraERs; BePRER AL OF 20 o stius SRR DTy S e we
Service. To ERATE FiEaSe: “8r°SEFSFCubPAR: afr atht PRR pr BoPemtoBEEBMeS one
of finding kd?%&ét?& 9£T§£¥dvggt85§t§%bél"%%us allocation algorithms
can no longer directly use constructions of codes. As we
sketch very briefly, we can still find allocations for

10 multiple classes of service using codes. First, we have to
tweak the codewords such that the Hamming distance of codes
yield guarantees on the isolation property that we want.
There are several possible methods to achieve this and here
we outline very elementary schemes.

15 The first elementary method to tweak codewords to
obtain good isolation is as follows: divide an n length
codeword into blocks of 2 bits and encode each 2 bit block
into a 5 bit bléck by using the remaining threé bits to
record the Hamming weight of the two bit block (0, 1, or 2)

20 by a 1 in the 3rd, 4th, or 5th bit, respectively. With this

tweak, if two 2-bit blocks x and y have a non-zero Hamming

distance, then both the vectors x'/\;' and y'/\;'- have a

Hamming weight of at least 1, where x' and y' are the
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where each set contains vectors of the same Hamm ng wei ght SUBSTI TUTE SHEET
(RULE 26) WD 2004/012089 PCT/ US2003/020833 37 such that for any two

vect ors uweardoaib@vongi ng to arbitrary sets, we requir @CThsS264a020833)

wei ghts of the vectors uAv and vnu aB& as |arge as possible. Al though the
requirement is the sanme as before, the equation anning wei ght (u (Dv) = 2
X 5 Hamm ng wei ght (un(') = 2 x Hanm ng % no |onger valid.
I n ot her morﬁ@eak@§|Y$%%é%nFsoﬁoxl%%@ey dT %%TI EW t%db%B Wetahte! Thus
al l ocation algorithnms can no longer directly use constructions of codes.

As we sket chnderyh@ye et | jampeng gl%tawef@%opfaﬂ%%h%nstlfl%%r 1ovaked pl e
cl asses of service using codes. First, we have to tweak the codewor ds such
t hat the Hanwengiehstangedol ' chdes ayle$dl@Uaman®ée$toheahb fsolahﬁon
property that we want. There are several possible nethods to achieve this

and here we.putkidevyes Yok eRBRE Al ¥ngEhedes. THI sTHe fd nedrelanemaary
nmet hod to tweak codewords to obtain goodisolation is as follows: divide

an n 'eggblt {? %D&ﬁlél@thQﬁQQﬁ%ledgs@éﬁée%%@&@Wﬁ@aﬁﬂta bitablock

into a by using the remaining three bits to record the Hanm ng

h f th b 0 h d h
ﬁ?ig ﬁegpegtf%%¥§ bé%ﬁh %€ i& méaéoisgi?ggog b|t&%% téetﬁ%n%lé%ﬁgv9g >
non-zero Hanpi ng,  di 5L ance. : 0e0, 89 e L §8n VEEL T S s:LéI\i/fléQﬁltyy ThdRYe a

are a number of other schemes which similarly convert codes
into resilient allocations by expanding the length of the

10 codes. For example, by doubling the length of a distance d
Reed-Solomon code and using small tweaks we can get binary
vectors which offer a isolation guarantee of d.

Using such schemes which tweak codewords to get vectors

which offer good guarantees on the isolation we can define

15 allocation strategies similar to the algorithms for the
restricted case. The methodology is similar: Choose a code
C with good distance and tweak to obtain binary vectors with
good isolation. Choose values of weights h;,...,h such
that there are enough words in the tweaked code with these

20 Hamming weights. The different sets of codewords with
weights h;, ...,hy define the allocation vectors for the
different levels of service. As before, the actual choice
of weights depends on the choice of the code. The number of

service levels, i.e., the value of k, and the amount of
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Hamm ng wei ght of at |east 1, where x' and ' y' are the SUBSTI TUTE SHEET

(RULE 26) WD 2004/012089 PCT/ US2003/ 020833 38 tweaked versions of x and vy.
Thus, if wacoew/deisdvectors u and v have a Hamm ng di st caarsedosarosdeast d,

their tweaked version u' and v' have3®an isolation of at |east 2. The

t weaked versions have |l ength 521. This is a very elenentary 5 schene which

transl ates di stance d codewords intp bin r% 'Vfirc?t orrﬁ_73 ith.at | astr‘;.ce

i sol ation. HbWeRaFenRIEERBWERAYS S it I@l iY ThTd S SFT Syt G up

significantly. There are a nunber of, ot her henes whi ch %iﬁgtlarl convert
f

codes into ¥exds¢ exddblierat | S B EGFR d'S K& 3Gt 1P "HE 2D codes.

For exanple, by doubling the Iength of a distance d q#?e d- Scolcggqon code and
usi ng snal | weveskss we RAWevRE, Hiltrdenarsct ot afieth Of fler 3L | SHAtth @
guarantee of d. Using such schemes which tweak codewords to get, vectors
whi ch of fer good gude aan@esonTethieng siatqaste e tant et ialfﬂelo‘gastlém ocation
strategies simlar to the algorithns for the restricted case. The
net hodaf ogy vecisdns | eerkChevsal by corlel i@ iRIF GFId %t ance and tweak to
obtain binary vectors with good isolation. Choose val ues of weights
hili...,hk such the hashebased orruigs Wordi ing HPWedbd 2o REHHHPThese
20 Hamm ng wei ghts. The different sets of codewords with weights hlr..., hk
define the atboeationflecentiates bogus diddhkatentf 1@y eleg i inersiRackels
before, the actual choice

based on a hash function that uniquely maps client IP

addresses to CDN servers in the region. With the

10 introduction of the site allocation algorithm, however, the
requesf routing algorithm must map a client to a CDN server
identifier based on the client address and also the Web site
it wishes to access. This can be accomplished by
introducing a hash function for each customer Web site. The

15 effectiveness of hash-based request routing may be degraded,
though, if a CDN server does not know which hash function to
apply when it receives a packet that does not indicate the
site being requested (e.g., a TCP SYN packet).

We can address this problem if we can force the client

20 to inform the CDN server which site is being requested when
sending the first SYN to establish a connection. One simple
way is to encode the site information in the IP address
returned by the request router. Specifically, the request

router responds with an address whose network portion
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of wei ghts depends on the choice of the code. The nunber of service

| evels, i.e., the value of k, and the anpbunt of SUBSTI TUTE SHEET ( RULE 26)
WO 2004/ OwpC8&/RABYUS2003/ 020833 39 differenti ati on reqaiTresdonsn2isnzg
different |levels of service inpose adlditional constraints on the choices
of Hanmm ng weights. However, the general strategy of first choosing a

good code and convert.ing .the codewords jntaq all ti vectors r

equal |y wel IC9THa % E}qu,ﬁWge nﬁévoﬁa{%i‘?-dtﬁ%seesdg roe%g:gjset %;bé\ﬁtsieﬁéfeé:l'g(?rl ﬁ:r%fl]e as
descri bed above, differentiates bogus pa I%et S, r(;)sm | egiti r{,%t e .%ﬁcket S
based on a K Ratdtidh IHH2 U ﬁb@ﬁ“%&& L1 %ent i dfdredsésto con

servers in the region. Wth the i ntroduction of the site allacati.on

al gorithm hovvevéfgr‘g,r e} Squestt ]tgl?utq% SRS i 3%305 (,sﬁgcgntA td a
CDN server identifier based on the client address and, alsq the Wb site

it wishes td %desst- Thi sSShaar saiestc P i h&F by STRIBHIEHY a hash
function for each custoner Wb site. The 15c§Ifective ess. of hash-hased

r equestS r outli$Ry 2 e Yegrhaidl, the Rstigrerl @ r@:ﬁ@'sé]r%e'rl BSed /Mot Kifow

whi ch hash function to apply when it receives a packet that does, not

i ndi cate t h&hsizangdiiy FheyutePydipn of & %@ﬁ%ﬁﬁ«e% 2% cd&h address
this-problemif we can force the client 20 to informthe CDN server which
site i s bei mpeetphdstetowkanionaRiHy thfe Fitst® ond tdestemissn %

connection. One sinple _
When the client sends an initial SYN packet, the packet will

by routed to the 192.19.0.0/16 subnet where the CDN server

10 cluster resides. At the entry point, the packet is switched
to the correct server using a switch (e.g., a fast NAT box
or layer-4 switch), which typically performs load balancing
across the CDN servers. In this scheme, the switch forwards
the packet to the CDN server based on the (site, server id)

15 encoding, and the server can compute the hash function to
decide if the packet is legitimate. Alternatively, the CDSP
may co-locate the hashing functionality at the switch to
filter out bogus packets earlier. This scheme is appealing
in that it is transparent to the client, but it is

20 applicable to CDSPs who deploy a few clusters of servers in
each region.

Although illustrative embodiments of the present

invention have been described herein with reference to the

accompanying drawings, it is to be understood that the
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way is to encode the site information in the |IP address returned by the
request router. Specifically, the request router responds with an address
whose networzkoqoedsoon SUBSTI TUTE SHEET (RULE 26) WO 200¢r0B208920833

PCT/ US2003/ 020833 40 contains the tr#¢le network address of the CDN server,
but the host portion contains an encoding of (site, server id). For
exanple, if the CDN server to contact for. site Ais_ _192.19,1.13, the
request rout%?vﬁ%El?%sb%nﬂoﬁﬁ%+P%tﬁ%2?39?%ﬁff£fr%&%$% ?&épﬁﬁTﬁBFi'a%%?ess,
192.19.0.0/16, is the sane but the host ﬁortéqg.oftthe address, %%Z.ﬁ dis
encoded i nf oFhaEi BAT 4Bt OHer sThRNFC NP HROLEIH BT t1e0s iRK Rhe?tf FEhe
sends an initial SYN packet, the packet will b route& to the

192. 19. 0. 0/ 16hetiphbt Pihere thelkel Serike 24% “HRPEr JeRIHRLI AfTPRe Rt ry
point, the packet is switched to the correct server using a switch (e.g., a
fast NAT boxscepe| ayefpPdrisii PEhfhe whiéeRtyPical |y performs | oad bal anci ng
across the CDN servers. In this schene, the swtch forwards the packet to
the CDN6server based on the (site, server id) 15 encoding, and the server
can conpute the hash function to decide if the packet is legitimte.
Alternatively, the COSP may co-locate the hashing functionality at the
swwtch to filter out bogus packets earlier. This schene is appealing in
that it is transparent to the client, but it is 20 applicable to CDSPs who
deploy a few clusters of servers in
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each region. Although illustrative enbodi nents of the present invention
have been described herein with reference to the acconpanying draw ngs, it
is to be wodessiiosd t hat the SUBSTI TUTE SHEET ( RULE 26) PODUR@4/00@2989
PCT/ US2003/ 020833 41 invention is no#2limted to those precise

enbodi nents, and that various other changes and nodifications may be
affected therein by one skilled in the art w thout departing fromthe
scope or spirit of the invention. 5 SUBSTI TUTE SHEET (RULE 26) WO

2004/ 012089 PCT/ US2003/ 020833 42 WHAT IS CLAIMED I'S: 1. A nethod for
inmproving the resilience of a content distribution network (CDN) to

di stributed WHAralfSoCLAEMEDCES:attacks, conprising: 5 receiving a source
address froma client; verifying that the source address is accepted at a
server; and providing a hitghes kevehimptosenyi €get ctheighienbr ai Eohbent
source address is accepted at the server. 10 2. The nethod of claim1,

rﬂerein veri fykngibhat ohhget§8UkCecBNAr £8Sdi st acsePLe0dah1a1 S8FVEE iy peLudes
e steps

attacks, comprising:
5 ‘receiving a source address from a client;
verifying that the source address is accepted at a
server; and
providing a higher level of service to the client,

if the source address 1s accepted at the server.

10 2. The method of claim 1, wherein verifying that the
source address is accepted at a server includes the steps
of: \

hashing the source address and a site address to
obtain a server id;
15 sending the server id to the source address;
receiving a client request, including a client
source address and a requested site address, at the server;
hashing the client source address and the
requested site address to obtain a second server id; and

20 determining whether the second server id

identifies the server contacted.
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of : hashing the source address and a site address to obtain a server id,
15 sending the server id to the source address; receiving a client
request, wochediingg9a client source address and a requePCadSg0B3R2@ARIr €SS,
at the server; hashing the client soutxe address and the requested site
address to obtain a second server id; and 20 determ ning whether the
second server id identifies the server contacted. SUBSTI TUTE SHEET ( RULE
26) WD 2004/ 012089 PCT/ US2003/ 020833 43 3. The nethod of claim1, wherein
providing a higher |evel of service to the client includes inserting a
client request into a nornmal queue. 4. The"method of claim1, further

conprising the stgp 5rRf LhoEREEGI B8 @1&lhen) weaHest B f‘é@l@uh%% PRighéty
queue, if the source address is not accepted at the server The™ net hod

of claimda, yoeLei grreguests t8 the &%n@rmélﬁa/eguwgeﬁfngr@p@@en@ The
met hod of cIa|n15 mhereln the dropped 10 requests are dropped when the | ow

priority qu #§%?és{“i$to nJPﬁaﬂE& hedeof claim1, wherein providing a

hi gher |eve service to the cllent includes inserting a client request
into the itn level of a multi-level priority queue,

4. The method of claim 1, further comprising the step
5 of inserting a client request into a low priority queue, if

the source address is not accepted at the server.

5. The method of claim 4, wherein requests in the low

priority queue are dropped.

6. The method of claim 5, wherein the dropped

10 requests are dropped when the low priority queue is full.

7. The method of claim 1, wherein providing a higher
level of service to the client includes inserting a client
request into the i*" level of a multi-level priority queue,

where i is the priority level of the client at the server.
15 8. The method of claim 2, wherein the requested site

address i1s determined at the server based on a destination

address used by the client to contact the server.
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where i is the priority level of the client at the server. 15 8. The net hod
of claim2, wherein the requested site address is determ ned at the server
based on woOdestiia@vi on address used by the client to cecTasR03H083Er Ver.
SUBSTI TUTE SHEET (RULE 26) WD 2004/ 012089 PCT/ US2003/ 020833 44 9. The

met hod of claim 2, wherein hashing functions wused in the CDN are keyed
hashi ng functions using a secret key shared between routers and servers.
10. The method of claim9, wherein the hashing 5 functions are
periodically updated. 11. The nethod of claim 10, wherein, during a
predetermned tine interval, both old and updated hashing functions are
honored, in verify.ng the seiteel addrassin 22. whamtihohdarim) | aeadt ngNeb
sites to servers in a 10 content distribution network, conprising:

provi di ng an w@ddaat itere \G@m efrd deyeal hghiag Munalidns afsiWp Sidaseteach
of the allocation vectors including a binary vector for mapping al ocation

of servers ti@a shelresl tstwkerlelRidny ne@ReaRtd®l al | ocation of Wb
sites to servers using specified resource constraints; and configuring

the allocation vectors to reflect the determ ned optinmal allocation.
SUBSTI TUTE SHEET (RULE 26)

10. The method of claim 9, wherein the hashing

5 functions are periodically updated.

11. The method of claim 10, wherein, during a
predetermined time interval, both old and updated. hashing

functions are honored, in verifying the source address.

12. A method for allocating Web sites to servers in a
10 content distribution network, comprising:
providing an allocation vector for each of a
plurality of Web sites, each of the allocafion vectors
including a binary vector for mapping alocation of servers
to a web site;
15 determining an optimal allocation of Web sites to
servefs using specified resource constraints; and
configuring the allocation vectors to reflect the

determined optimal allocation.
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WD 2004/ 012089 PCT/ US2003/ 020833 45 13. The nmethod of claim 12, wherein
determning an optinmal allocation of Web sites to servers includes
gener at i yoaopluembi ty of n-bit binary vectors for a pPredaisesnsionesd3 nunber
of servers such that each n-bit binar¥ys5 vector has an equal Hamm ng wei ght
and such that the pairw se Hanm ng di stance between the n-bit binary
vectors is a maxi mum value. 14. The nethod of claim 12, wherein
determining an optimal allocation of Web sites to servers includes 10
generating a plurality of n-bit binary vectors for a predeterm ned nunber
of servers, such that each n-bit binary vector has an equal Hamm ng wei ght
and such that the l1pai rieendiamed ngt di 4 amck betvemsni i hie tte frhin drigady
vectors is a predeterm ned value. 15 SUBSTI TUTE SHEET (RULE 26) WO

2004/ 012089 REIY 136200:8) D2OBBBon 46L 1eb As praxgriaom sdoreage devieid eadabl e by
a machine, tangibly enbodying a program of instructions executable on the
machi ne to perdreeminietdod stepslfoy ofmi-aing ey resdddenceofs a cont ent
distribution network (CDN) to 5 distributed denial of service attacks, the
net hod st eps pmmimprémiitged number of servers such that each n-bit binary

5 vector has an equal Hamming weight and such that the
pairwise Hamming distance between the n-bit binary vectors

is a maximum value.

14. The method of claim 12, wherein determining an
optimal allocation of Web sites to servers includes
10 generating a plurality of n-bit binary vectors for a
predetermined number of servers, such that each n-bit binary
vector has an equal Hamming weight and such that the
palirwise Hamming distance between the n-bit binary vectors

is a predetermined value.

15
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receiving a source address froma client; verifying that the source
address is accepted at a server; and 10 providing a higher |evel of
servi ce twotaet/wmbisent, if the source address is accept @0TAS200302@833 ver .
SUBSTI TUTE SHEET (RULE 26) 46

15. A program storage device readable by a machine,
tangibly embodying a program of instructions executable on
the machine to perform method steps for improving the
resilience of a content distribution network (CDN) to

5 distributed denial of service attacks, the method steps
comprising:
receiving a source address from a client;
verifying that the source address is accepted at a
server; and |
10 providing a higher level of service to the client,

if the source address is accepted at the server.
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