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SYSTEM AND METHODS FOR GENERATING AN EMHANCED OUTPUT OF
RELEVANT COMNTENT TOFACILITATE CONTENT ANALYSIR
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(6661} The present application claims priority to 118, FProvisional Application No.
62/642,283, filed March 3, 2018 and entitled, "TAUTOMATED COMNTENT [NGESTION TOOGL,”;
and U.S. MNon-Provisional Patent Application No. 167148348, entitied, “SYSTEM AND
METHODS FOR GENERATING AN ENHANCED QUTPUT OF RELEVANT CONTENT TO
FACILITATE CONTENT ANALYSIR,” filed on October 1, 2018, the disclosures of both are
hereby incorporated by reference in their entivety as if fully set furth below and for all applicable

arposes.
TECHNICAL FIELD

166621 The present subject matter 1s directed generally to data enhancement, and more

particularly to optimizing content from muitiple sources and providing enhanced content data.

BACKGROUNMD
j8003] Today’s world is driven by data. Data is coliected from almost every facet and

acpect of life. As a resulf, every day, large amoums of data are being generated, collected,

isseminaied, and stored. Databases have grown to great sizes, and data feeds and streams provide
farge amounts of information. (iven the enormous amounts of data that is generated, analyzing
the data for research purposes can be a davnting tssk, In cases where particular imformation is
desived, finding the particular information can be harder than finding the proverbial needle in a
havstack., For example, when locking for relevant information about a specific entity {e.g., an
organization, an individual, a focation, eie} in a body of news articies, a large volume of news
articies can make the task extremely difficult. In addition, keeping a searchable database, which
stores data for such entities, np~to~date 38 important because if the data in the database s not

reliable, then the results of any research is also not reliable.

{Gi4] Some systems have been developed which sttempt to ease the burden of
analyvzing large volumss of data to find relevant information. In one particulay system, docurnents

e

f= o« articles blogs, news stories, data feeds, data streams, eie.) are presenied to an analyst on a
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grapidcal user interface (GUL). The analyst manually reads and comprebends each document, and
searches for the relevant information. The snalyst may then store the wformation in a database
and may also manually coreate certain meiadata or ags for the articles 1o assist in database
searching. These systems, however, are cumbersome, slow, and unwieldly, as the anslyst has to
manually sift through each article, not only reading the entive article but also looking for relevant
information. Further, data items received by the analyst may also include muitiple aspects that are
unrclated to the article being reviewed. These systems funciion more as merely data presentation
tanis which display all velevant and irrelevant data for review. Muorgover, in these systems, there
is no mechaniam t¢ enhance the research activities of the analysts, which leads to these systems

being mefficient and slow.

[6085] Another deficiency of existing sysiems is that keeping the database up-to-date
has to be done manually. In these systems, when an analyst identifies relevant information, the
analyst manually locks in the database to determine if the newly identified 1nformation s actually
already stored in the database and, if not, creates a new instance of the relevant information. [{the
relevant information is already in the datsbase, then the instance of the relevant information is
updated. This manual update process, however, 1s time consuming and, given the size of databases,
can take a lot of time. Also, as the original content is unstructured, due fo the various fermats of
the content, the analyst has to mernually translate the content into the database format, agan

spending precicus time on the task.
SUMMARY

{0846} The present application relates to systems and methods for ingesting content
from data feeds and 1o generate an enhanced output of velevant content for presentation o a user
o factiitate analysis of the relevant content. [n embodiments, cordent may be received from one
or more data feeds, and the coment may be fillered to ideniify relevant content with respect 1o a
particular context {e.g., risk-related asticles). The relevant content may then be processed, e.g.,
using natural language processes, to extrast entities nvolved, and to also identily particular
activities {e.g., criroes) detailed in the relevant confent.  Risk mining may be applied to the
identified relevant data in order to classify and assigned activity tags to the extracted entity. Based
on the extracted and identified information, an enhanced output may be generated for presentation

v Faeititete regearch operations by an analyst. In embodiments, generating the enhanced output

-
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may inciude overlaving graphical annotations, indicators, and GUI controls over the relevant
articles to highlight the relevant content and o provide a means for the analyst to update a database

based on the relevant content.

{7} In one embodiment, a method of enhancing an cutput of relevant content to
faciiitate analysis of the relevant content may be provided. The method may nclode receiving at
least one data feed of content to be analyzed. The method may also inchude filtering out non-
relevant content. The pon-relevant content may include content unrelated to a subject associated
with the analysis. Relevant content may be retained. The method may further inchude extracting
entity data corresponding to entities mentioned in the relevant content. The extracted entity data
corresponding to the entities may include metadata associated with the entities. The method may
also include activity-mining the relevant content based on the extracted entity data and the
metadata associated with the entities to associate the entities with activity tags, and identifving
entity profiles in a database that match the entities, the identifving based on metadaia associated
with the entities and metadata of the entity profiles in the database. The method may further
include annotating the relevant content with at least one graphical indicator and at least ane GUIL
control based at least in part on one or more of the entities, the matched entity profiles, and the

associated activity tags,

{(aR] 1n other embodiments, a system for enhancing an ouipat of relevant articles 1o
facilitate analysis of the relevant articles may be provided. The system may include at least one
data feed for receiving one or more articles to be analyzed. The eystern may also include a server
configured to filter out non-relevant articles from the one or more articles, the non-relevant articles
including content unrelated to a8 subject associated with the analysis, and to reiain relevant articles.
The server may also be configured to exiract entity data corresponding to entities mentioned ju the
relevant artieles. The extracted entity data corresponding to the entitics may include metadata
associated with the entities. The server may further be configured to mine the relevant articles for
activities based on the extracted entily data and the metadatas associated with the entities ¢
associate the entitizs with activity tags and to identify entity profiles in 2 database that match the
entities. The matching entity profiles may be identified based on metadata associated with the
entities and metadata of the entity profiles in the database. The server may also be configured to

annotate the relevant articles with at least one graphical indicator and at least one graphical user
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mnterface (GUD control based at least in part on one or move of the entities, The systern may also
include at least one user terminal with a graphical nser interface configured to display the annotated
relevant articles, and the database configured 1o store the extracted entity date for the entities and

the correspondingly associated activity tags.

[8609] In yet other embodiments, a computer-based tool for facilitating analysis of
relevant articles may be provided. The computer-based tool may include non-transitory computer
readable media having stored thereon corputer code which, swhen executed by a processor, causes
a computing device to perform operations. The operations may include receiving an enhanced
putput from a server of a research system, the enhanced cutpat including relevant articles overlaid
with one or more graphical indicators and at least one graphical user interface (GUD contrel. The
one of more graphical indicators may be overiaid over at {east one oft entities mentioned in the
article and activities associated with the entities. The sohanced ouviput is generated by the server
based on receiving at least one date feed of articles to be analyzed, filtering owt non-relevant
griicles o identify the relovant articles, extracting entity data corresponding to the entitics from
the relevant articles, mining the relevant articles based on the extvacted entity data and metadata
associated with the entities to associate the entities with the activity tags, identifying entity profiles
tn a database that maich the entities, the dentifving based on the metadata associated with the
entities and metadata of the entity profiles in the database, and annoiating the relevant articles with
the one or more graphical indicator and the at least one GUT control based at least in part on ong
or more of the entities, the matched entity profiles, and the associated activity tags. The operations

may also include displaving the enbanced output on a GUL

LEH T The foregoeing broadly outlines the features and technical advantages of the
present invention in order that the detailed deseription of the invention that follows may be better
understood.  Additional features and advantages of the invention will be described hereinafter
which form the subject of the claims of the invention. it should be appreciated by those skilled in
the art that the conception and specific smbodiment disclosed may be readily utilized as a basis
for modifying or designing other structures for camving out the same purposses of the present
invention, It should also be realized by those skilied inn the art that such equivalent constructions
do not depart from the spirit and scope of the invention as set forth in the appended claims. The

novel features which are believed o be characteristie of the mvention, both as 0 its organization
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and method of operation, together with further objects and advantages will be better understood
from the following description when considered in connection with the accompanying figeres, It
is o be expressly understood, however, that each of the figures is provided for the purpose of
Husiration and description only and is not intended as a definition of the limits of the present

vention.
BRIEF DESCRIPTION OF THE DRAWINGS

1] For a more complete understanding of the present invention, reference 1s now
made to the following descriptions taken in conjunction with the accompanying drawings, in

which:

{68172] FIG. 1 shows a system configured to perform operations in accordance with

emnbodiments of the present disclosure;

{8813} FI63, 2 shows a functional block diagram illustrating an example flow execnted

to implement aspects of the present disclosure;

18614} FIG. 3 shows an example entity structwe configured in accordance with

embodiments of the present disclosure;

(8615} FIG, 4 shows another functional block diagram dlustrating an example flow

executed to implement aspects of the present disclosure;

{60161 FIG. 5 shows an example of an enhanced output configured in accordance with

embodiments of the present disclosure; and

{80171 FIG. 6 shows another example of an enhanced cutput configured in accordance

with embodiments of the present disclosure.
DETAILED DESCRIPTION

L1 To address the deficiencies and [imitations of existing research systems,
various aspects of the present disclosure are directed to systems and technigues that provide
frnproved coropiterized vesearch tools, The systerns and techniques of embodiments provide an

seeeniad vagearch systems with capabilities o identify, filier, and classify relevant content, and
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to enhance an output associsted with the relevant contert to facilitate analysis.  As noted
throughout the present application, the techniques disclosed herein configure a research system to
present enhianced data to an analyst. The result of the implementation of aspects disclosed hersin
i3 a research systerm that i3 far more efficient, aceurate, and faster than a rescarch system

fmplemented without the technigues disclosed herein,

{8019] Thas, 1t should be appreciated that the technigues and systems disclosed herein
provide a technical solution to technical problems existing in the conventional industry practice of
storage and research systems, Furthermore, the technigues and systems disclosed herein embody
a distinct process and a particular implementation that provides an froprovernent to existing
coraputer systems by providing the computer systems with new capabilities and functionality for
identifving, filtering, and classitying relevant content, and for enhancing an cutput associated with

the relevant content to facilitate analysis, which prior art computer systems do pot possess.

18620} FI3. 1 13 a block diagram of ap exemplary system 100 configured with
capabilitics and functionality for identifving, extracting, and classifving relevant data, and for
enhancing the cutput of the relevant data to facilitate analysis of the data in accordance with
embodimenis of the present application. Ag shown in FIG, 1, system 100 includes server 160 and
at lzast one wser terminal 170 communicatively coupled with server 160, These components, and
their individual components, may cooperatively operaie to provide functionality in accordance
with the discussion herein, For example, n eperation according to embodiments, data feeds 180
may be provided as input to server 160, The varicus components of server 160 may cooperatively
operate 1o apply custorsized machineg leaming algorithms o data feeds of data feeds 180 1o classify
the content of the data feeds, to extract entity information from the classified content and perform
profile mwatching and risk mining based on the classified content and entity information, and fo
generate an enhanced output for presentation in a GUT for analysis. The evhanced ouiput may
provide a {ast and acourate mechsnism that may allow an analyst to determine whether a profile

for the entity already exists in a database or not, and update the database accordingly.

[B021] It is noted that the functional blocks, and components thereof, of system 100
of erbodiments of the present invention may be implemented using processors, electronics
devices, hardware devices, electronics components, logical circuits, memories, software codes,

Feemcones apdes ete., oF any combination thereof, For example, one or more functional blocks, or
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some portion thereaf, may be implemented as diserete gate or fransistor logie, discrete hardware
components, or combinations thereof configured 1o provide logic for performing the functions
described herein, Additionally or alternatively, when mplemented in software, one or more of the
functional blocks, or some portion thereof, may comprise code segments operable Upon a processor

o provide logic for preforming the functions described herein.

{8822} Data feeds 180 may comprise a feed of content 1o be analyzed. The content
may inclhude articles having various formats {e.g., Rich Site Suramary (RS3}, news articles, blogs,
social media posts, long form articles, advertisersents, ete.). The content within the article may be
unstructured, as it may comprise natural language. The content of the articles may inchude details
about particular activities {o.g., crimes, amnouncements, events, oic.), and details about particular
entities {e.g., an organization, an individual, a location, etc}. In emwbodiments, the activities may
be risk-related, in that the activities may indicate that the entity related to the activity may present
a higher risk with respect to a particular area. For example, a particular article way contain the
foliowing: “The United States Federal Court is suing Person A and Person B for tax evasion” In
this example the particular article details a particular crime involving a particular entity, namely

the financial erime of tax evasion involving Persen A and Person B.

188231 in some emvbodiments, the data feed associated with an article may include a
link 1o the article, which may be stored in g remote server, or may be siored in a database of system
100, such as database 130, Data feeds 180 may include articles from various sources. In some
embodiments, data feeds 180 may include data sireams pumping the articles directly a3 an inpwt
to server 160, such as BSS feeds, live streams, stc. In other embodiments, data feeds 188 may
include articies stored in database 130, For example, articles may be collected and stored in

database 130, and the stored articles may be provided to server 160 as data feads 180.

(80241 User terminal 170 may be implemented as a mobile device, a smartphons, a
tablet computing device, a personal computing device, a laptop computing device, a deskiop
computing device, & computer systems of a vehicle, a personal digial assistant (PDA)Y, 2 smart
watch, another type of wired and/or wireless computing device, or any part thereof, User terminal
170 may be configured to provide a GUI via which an analvst may perform analyais of articles in
data feeds 180, As will be described in more detail below, the presentation of the articles to the

amadoes g the GUT may inclode an enhanced output of the contents of data feeds 180 As

~
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discussed in the example above, the erhanced output may include the original article, annotations
to the original article indicating entities and associated risk-activities involved, and graphical
controls for updating the database based on the enhanced ouiput. In aspects, the enhanced output
may be provided to user texminal 170 by server 160, Funclionality of server 160 to generate and

provide the enhanced output will be discussed in more detail below.

RS Server 160, user terminal 170, and data feeds 180 may be communicatively
coupled via network 190, Networl 190 may include a wired network, g wireless communication
network, a cellular network, 8 cable transmission svstem, a Local Area Network (LANS, & Wirelesa
LAN (WLANY, a Metropolitan Area Network {MAN), a Wide Area WNetwork (WAN?, the Internet,
the Public Switched Telephone Network (PSTN), eic, that may be configured {o facilitate

corprnuricaiions between server 166, user terminal 170, and data feeds 180,

i6626] Server 160 may be configured to ingest the articles either in or referenced by
data feeds 180, to provide extraction and classification of relevant content frorm the articles, and {o
provide an enhanced owiput io be presenied 10 an analyst for eshanced anslysis. In some
embodiments, the data feeds may comprise feeds from multiple sources including news articles,
blogs, social media posts, public records, published legal documents, ete. This functionality of
server 160 may be provided by the cooperative operation of varipus components of server 160, as
will be described in more detail below, Although FIG. 1 shows a single server 180, it will be
appreciated that server 160 and its individual functional blocks may be tmplemented as a single
device or may he distributed over multiple devices having their own processing resources, whose
aggregate functionality may be configured to perform operations in accordance with the present
disclosure. Furthermore, those of skill in the art would recognize that although FIG. 1 ilustrates
componenis of server 160 as single blocks, the implementation of the components and of server
164 is not Hmited to g single component and, as described shove, may be distribuied over several

devices or components,

(986373 it 18 noted that the various components of server 160 are ilhustrated a single and
separate components in FIG. 1. However, it will be appreciated that each of the various
componenis of server 160 may be a single component {2.2., & single application, server module,
ete.}, may be functional components of a same component, or the functionality may be distributed

rwer wultinle devices/components.  In such aspects, the functionality of each respective
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component may be aggregated from the functionality of multiple modules residing i a single, or

in multiple devices,

{6825] As shown in FIG. 1, server 160 includes processor 118, memory 120, database
130, classifier/extractor 140, and VO controlier 150, Processor 110 may comprise a processor, a
microprocessoer, a coniroller, a microcontroller, a phurality of microprocessors, an application-
specific integrated civeuit (ASIC), an application-specific standard product (ASSP), ov any
combination thereof, and may be configured to execuie instructions to perform operations in
aceordance with the disclosure hersin,  In some aspects, as noted shove, implementations of
processor 110 may comprise code segments {e.g., software, firmware, and/or hardware Iogic)
executable in hardware, such 45 a processor, to perform the tasks and functions described heretn.
In yel other aspecis, processor 110 may be buplemented as a combination of hardware and

software. Processor 110 may be communicatively coupled to memory 120

{6429} Memory 120 may comprise one or more semiconductor memory device, read
only memory (ROM) devices, random access memory (RAM) devices, one or more hard disk
drives (HDDs), flash memory devices, solid state drives (851s), crasable ROM (EROM), compact
disk ROM (CD-ROM), optical disks, other devices configured to store data in a persistent or non-
persistent state, network memory, cloud memory, local memory, or a combination of different
memory deviees, Memory 120 may comprise a processor readable medium configured to store
one or more insiruction sets {(e.2., software, firmware, ete.) which, when executaed by a processor

(e.g., one or more processors of processor 110), perform tasks and Runctions as desoribed herein,

{80301 Memory 120 may also be configured to facilitate storage operations. For
example, memory 120 may comprise database 130 for storing entity profile information {(e.g.,
name, associated risks, associated article sources, eie.), articles related to entities, usege metrics,
analvtics, ete., which systern 100 may use to provide the features discussed herein. For example,
database 130 may include entities of interest, such as entities for which a risk profile is to be
assessed. Database 130 ¢ illustrated as integrated into mewmory 120, but may be provided as a
separate storage module. Additionally or aliernatively, database 130 may be a single database, or

may be a distributed database implemented over a plurality of database modules.
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031} Classifier/extractor 140 may be configured to receive data from and ingest data
feeds 180 and to generate an enhanced oufput of relevant content for presentation in g GUL to
facilitate analysis of the relevant content. In one particular example, classifier/extractor 140 may
ke configured to receive articles from data foeds 180, to classify the articles, and to identify
relevant anticles with respect o a particular aspect {e.g., risk-related articles). The relevant articles
may then be processed, e.g., using natural lenguage processes, to extract entities invelved, and o
also identify particular activities {e.g., crimes) detailed in the articles. Activity nuning {e.g., risk
mining} may also be appliad to the identified relevant data in grder to determine the associations
between the extracted entity and the identified activities. Classifiet/extractor 140 may also be
cornfigured to determine whether there are profiles in datebase 130 that may mateh the extracted
entity information. Based on the extracied and identified information, classifier/extractor 140 may
generate an enhanced output to facilitate research operations by an analyst.  In embodiments,
generating the enhanced output may include overlaying graphical annotations and indicators over
the original articles to highlight the velevant content, In other embodiments, the enhanced output
may inchude a report generated using the relevant content of the articles.  In additional
embodiments, the enhanced output may inchude GUI controls to perform particular operations.
The operations may include verification of the data identified by the svatem (e.g., entity, activity,
cte.}, and/or may include updating the database with the identified information. The analyst may
perform the research operations by activating an appropriate GUI control of the enhanced output.
The functionality of classifier/extractor 140 to ingest dats feeds and o generate an enhanced output
of relevant content for presentation ju a GUT to faciitate analysis of the relevant content will be

deseribed in more detail below.

{80321 It is noted that in embeodiments, the database may be configured to be
searchable, and may store the avalyzed data and content. The database may be part of ressarch
aystem that users may query and search, such as when conducting research with respect to
particular entities and/or events, It will be appreciated that embodiments of the present disclosure,
which may classify and analyze relevant content, and which may provide an eshanced output that
an analyst may leverage to update the database with properly tagged entities, may facilitate serving

2 user searching for content.
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{8033} Fi3. 2 shows a high level flow diagram of operation of a svatem configured in
accordance with aspects of the present disclosure for ingesting data feeds and generating an
enhanced output of relevant content o facilitate analysis of the relevant content. For example, the
functions illustrated in the example blocks shown in FIG. 2 may be performed by system 100 of

FiG. 1 according to embodiments herein,

8634} At block 202, data from data feeds 180 are aggregated. The data feeds may
jnclude various sourees, such as RES feeds of news articles, blogs, social media posts, public
records, published legal documents, ete. As used herein, articles may refer to the differant content
recetved in data feeds 180, regardless of the source and/or format. In some embodiments, the data
feeds may include the actual articles, or may include a Helk to the location of the articles. Some
data feeds may include a link to each mdividual article, or may include 3 link to a location
associated with a plurality of docwrents. In some embodiments, the various data feeds may be
associated with particular subjects and/or arcas. For example, a particular deta feed may be a

financial news feed, and another particular data feed roay be a news feed about crimes.

EEXRY! Aggregation of the data feeds way include 1dentifving data feeds of interest,
and obtaining the articles provided in the identified data feeds. Identifying dats feeds of interest
may inchide maintaining a list of data feeds which are to be mowtored. The list may be a pre-
generated list, or may be a list dynamically built based on information provided by the data feeds
{e.g., metadata indicating a topic, subject, geographic location, etc. associated with the data feed).
The data fecds of interest may be monitored to obtain the articles provided in the data feeds. In
embodiments, the data feeds may be polled periodically to determine if new articles may be
available. The polling period may be determined based on system configuration and requirements,
In some cases, a header field may be received {from the data feeds indicating a date/time particular
data feeds were last modified. This indication may be wsed in the moniforing 1o determine data

feeds having new articles available.

106361 As part of the date feed aggregation, embodiments of the present disclosure
identify duplicate articles in the data feeds. Duplicate articles may be articles thai have been
previcusly obtained and/or analyzed, articles already in the database, and/or articles that appear
youltiple times in the data feeds. In embodiments, the duplicate articles may be discarded, and 2

vervecentaiive ariicie may be obtained for analysis. In embodiments, a link fo the duplicate articles

it
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may stitl be maintained in order to address potential issues or to maintain the different sources.
For example, in some implementations, articles may include specially formatted content, such as
YavaScript loaded content, which may be difficult to download. In some cases, the link may be
Mocked, or the link may be available but downloading the contents of the article may be blocked.
In these cases, the contents of an article with such issues may instead be obtained from an alternate
link. In some embodiments, the number of Hnks pointing to a particular article may be used as a
weight of the article’s reliability, relevance eie.  In these cases, maintaining the links o the
duplicate articles may be used to determine the number of sources providing the article. After de-
duplication, articies are obtained from the corresponding link. Obtaining the articles may include
downicading the articles from the links provided in the data feeds (e.g., downloading the Hypertext

Maskup Language (HTML) code specified in the corresponding Hnk).

168371 At block 204, the articles obtained from the data foeds are optimized
Optimizing the articles may include parsing the articles to extract the text portion of the article,
while removing extraneous and undesired information, such as advertisements, links, ete. Insome
embodiments, pictures, video, and other visual media may be removed from the articles, or may
be maintained for evaluation and for facilitating verification of content {e.g., a picture of an entity
may be maintained to facilitate identification of the entity). In other embodiments, optimizing the
articles may include determining whether wedia present in an article is relevant to the article or
whether the media is unrelated {e.g. an advertisement or object relating to the source of the article).
The resull of the parsing operation may be the contents of the article without uvnimportant or

superfluous information,

[H835] At block 200, after optimiring the articles obtained from the data feeds, the
articles are filtered to remove articles that are not relevant o a particular research subject of
intersst.  For exampie, articles velated to particular aspects of risk, pelitically exposed entities,
financial crimes, particular jurisdictions snd/or jurisdictions, ete. may be retained while other
articies may be discarded. Filtering out of articles that are not relevant to the reszarch subjest may
reduce the number of articles that are subsequently analyzed and processed by other components
of systern 100, thereby reducing the computational load of these components.  Additionally,
filtering out non-relevant article also serves to reduce the workload of analysts, as the number of

articles present for analysis to the analyst may be reduced. It is noted that, although the discussion

iz
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herein desoribes steps 1n a particular order, the steps may be implemented in a different order. For

example, filtering the articles may be performed before the optimizing,

{391 In embodiments, filtering the articles may include applying a keyword filter to
ithe articles. The articles, which may have been parsed at block 204, may be searched for words

related io the research subjects.  For example, words related to activities of interest {s.g..

2% v 2

“campaign,” “human trafficking,” “tax evasion,” “terrorisin,” gtc.} may be scarched for in the
articles. Articles where any of the keywords are found may be flagged as relevant articles, and
articles where the keywords are not found may not be flagged as relevant articles. In some
embodiments, atticles that are flagged as relevant articles may undergo further processing to
determine whether the articles are indeed relevant, This further processing way include applving

a classifier 1o the articles.

{3846 in some embodiments, filiering the articies may include applying a classifier
to the articles to determine articles belonging to classes associated with the research subiect of
interest. In some embodiments, the classifier may include a pattern matching algorithm that
employs regular expression analysis. A langusge model may be built and trained using regular
expressions. The language model may then be applied to the articles to determine it any regular
expressions match any of the language of the articles. The resulis of the application of the classifier
to the articies is that each article is clasaified into a subject tag based on the language of the article,
For example, an article using a regular eoxpression of [escaplelediing)( from) +

custodyldetention)], may be classified mte the “Absconder or

{(arrestliroprisonmentiprisonjjail
Fugitive” clags. It should be appreciated that this regular expression analyvsis of embodiments
goes beyond keyword searching and may identify anticles where, although a keyword related to
activities of interest is used, may not be an article of interest because the keyword is used in s

different context.

[6841] In some embodiments, the classifier may inchude clustering of the articles
based on the simifarity of articles to each other. Articles detailing the same event or the same story
may be clustered together, This clustering of the articles may serve o streamiine the processing
and apalysis of the articles because a cluster of articles detailing a story that has been desmed non-

relevant may be excluded from further analysis, thereby filtering out nonerelevant articles.
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(8042} Clustering of the articles may be performed using differere algorithme for
clustering natwval language. One approach for clustering the articles may use a Term Freguency-
Inverse Document Frequency (TF-IDF) algorithm. TF-IDF allows for determining the similarity
of articles based on term frequencigs. THJDF may have two components. Une of those
components includes determining the frequency of g term within a document. In this case, if a
particular term appears many times within a document, then the term may be determined to be
important to the document. The bigher the incidence of the term within the document, the higher

the importance of the tenm to the topic of the decument.

H143] Ancther component of TE-IDF may inciude determining the frequency of a
terrn across all articles in the set of articles. fo this case, if a term appears frequently within the
set of articles, then the term may have less impact in distinguishing documents in which the term
appears. For example, where a particular term appears very jnfrequently across a set of articles,
that i3, the particular term is a rare tepm within the set of articles, two articles including the rage
term may be determined to be similar. On the other hand, where a particular lerm appears very
frequently across a set of articles, that is, the particular term is a comumon term within the set of
articles, two articles including the conunon term may not be determined to be similar based on the
appearance of the common term in each of the articles. In a particular example, before the word
“Snowden” became a commen terms in news articles, the word “Snowden” weuld appear in news
articles very rarely. In thie example, two articles including the word “Snowden” may be
determined to be about the same news story, Conversely, the word “criminal” appears in hundreds
of news stories every day, and thus, the word “criminal” in two articles roay be a weak sigoal that

the two articles are detailing the same news story.

[B844] in some embodiments, the frequency of every word in every articles may be
analyzed, and g vector of thousands of numbers representing the relative frequency of each word
for every article may be created for each article. The vectors for the articles may be compared fo
determine how similar the articles are to each other. Based on the similarity, the articles may be

clustered together.

j6845} As noted above, data feeds may be constantly monitored o obtain new articles
as the articles are posted. This means that new articles arrive 1o system 100 frequently. In

embodibeants the new articles may be clustered into existing chusters, or into new clusters. Inany
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case, the relative frequencies of terms across the set of articles may be recalculated 1o account for
the new articles. This allows the system o caltbrate how rarve each word may be, and incorporate
new words which may not have appeared previcusly, or may have appeared rarely, in previous

articies.

6046] It will be appreciated that TF-IDF is one approsch that may be used for
clustering the articles, but other approaches and/or algorithrs for clustering the articles may be

emploved, and should be considercd within the scope of the present disclosure.

{6847} Having identified relevant articles from among the articles in data faeds 180,
at block 208, entities are extracied from the relevant articles. As noted sbove, entities may include
organizations, individuals, locations, ete. In some embodiments, extracting entities from an article
may include identifying any entity mentioned in the article, and obtaining and/or creating metadata
associated with the entities from the article. Identifving the entities mentioned in the articles may
include applving a langnage model to the article. In some embodiments, the language model may
be built and trained vsing patural language expressions. For example, av anticle may mention, in
one particular sentence, that “person A embezzled from orgenization B, and person € is a witness.”
In this example, person A, organization B, and person © may be identified as entities, and may be
exiracted in a dais structure. The data structure may include the name of the entity, as used in the
article, and may also inchide metadata associated with the entity. For example, for each mention
of the entity within the article, the metadata may inchude the article I3, 2 count of how many times
the entity is mentioned in the anicle, the mentioned form (e.g., person A may be subseguently
mentioned as “she”, and in this case, the wentioned form may be “she™), type of entity {e.g., person,
organization, location, eic.}, a normalized mentioned form (e.g., “person &” for a subsequent
meption of “she™}, a location of the mention within the article, the complete sentence in which the

mention ocours, or a label for the part of the speech in which the mention appears.

HHELT] In some embodiment, extracting entities from the articles may include lnking
the entitics. An entity may be mentionad several times within an article, and each mention may
be different. For example, an article may use “Bill Clinton” in one mention and may use “William
Jefferson Clinton™ in another mention. In embodiments, both mentions may be Hoked to each
other, since both mentions refer to the same person. Such instances may be frequent when entitiss

ave comngpies as they will often have long-form and short-form names {or nicknames).
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Companies may also be referred to by stock ticker symbols. As will be appreciated, linking the
entities may be help establish the identity of the entity by disambiguating common names and
matching a vartety of names, such as nicknares and formal titles, with a particular entity. In some
embodiments, the linking of the entities may be done by Huking every mention to a single entity
1D, In this sense, different mentions of the same entity may share the same entity 1D, In
embodiments, the Hnked entity may be further linked to a knowledge base. In these cases, the link
o the knowledge base may be included in the metadata of the extracted entity. Linking to
knowiedge base may allow for further refinement of the metadata and may allow inchading
meatadata such as sex or gender, country of citizenship, given name, family name, date of birth,

place of birth, ocoupation, mother, father, sibling, spouse, emplover, etc.

{8491 In embodiments, a linking confidence score may be caleulated to indicate the
confidence that the entity Hok to other entities, or the entity link to the knowledge base eniry, is
correct. For example, for an entity E and a knowledge base entry W, the confidence score roay be

caloulated as follows:

b Collect all the entities (PERSON type) from the article as E{g).

9]
St

Collect all relations (FERSON type) defined in W as Wiry

fad

} Use a MinHash algorithm fo find a simularity between set E{e) and Wir) as relation

simiarity score r.

4 Use a Levenshtein distance algorithm o caloulate similarity between the name of

E and the name of W ag name similarity score n.

3 Combine relation similarity score r and name similarity score n as final confidence

As will be appreciated, a higher confidence score may indicate 2 high confidence that the entity
fink is correct. In some smbodiments, the confidence score may also include the candidate score

discussed herein with respect to profile matching operations.

{84541 In some embodiments, a relationship between the entities may also be

determined. For example, an article may mention “The Liberal government denounced Sunday’s
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vote for a new Legislative superbody in Venezuela that gives President Micolas Maduro sweeping
power to reshape the country’s political system.” Entity extraction may identify Venezuela and
President Nicolas Maduro as entities. In addition, President Nicolas Madwro may be identified as
the President of Venezuela, In this sense, embodiments of the present disclosure may find
relationships between entities mentioned in the article. The relationships between entities may be

inchuded in the metadata for each entity,

HHEEY In embodiments, a relevance score may be calenlated for sach relevant entities
identified and extracted from the articles. The relevance score may indicate how relevant a
corresponding entity it is $o the research systern andfor the rescarch subject. The relevance score

may be calculated as follows:

1} Obtain sentences avound each entity mention,

2) Obtain a lst of keywords relevant to the research system and/or the research
subiect.

33 Caleulate the article similarity between the sentences and the keywords as the

relevance score.

As will be appreciated, a higher relevance score may indicaie a higher relevance of the

entity/mention 1o the research system and/or the research subject.

iB052] Atblock 210, activity-mining is applied fo associate the extracted entitics with
speeific activities meniioned in the articles. For example, an article may describe entities and
particular activities, such as financial crimes and/or other risk-related activities. 1tis noted that the
discussion that follows may describe examples in which the analysis is with respect to a target
activity in the context of risk. Althongh in these examples activity-mining may be referred (o as
risk-mining, it will be understood that risk-mining is an example of activity-mining and should not
be cousidered as limiting in any way. For example, in some embodiments, the activity-mining
may be directed to other activities such as positive developments, competitive contexts, particular

characteristics, ets.
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{B353] Activity-mining in accordance with the present disclosure may associate the
particular activities with the appropriate entity. For example, continuing with the example above,
an article may mention that “person A embezzled from organization B, and person C is a witness.”
In these example, person A, person €, and organization B may be exiracted as entities, and the
exiracted data may inchude the above exemplary sentence. In erbodirents, a risk-mining model
to match crime tags to specific entities may be applied to this portion of the article. This may

result in the following:

Entity Extracted Crime Detected
Embezziement
Organization B No crime
Person ¢ - No erime

As can be appreciated, the risk-mining model may match crime tags to specific entities as
appropriate, which may result in an improved accuracy and efficiency. As can also be appreciated,
an entity may not be associated with an activity of interest. In these cases, no crime tag may be

apphied to such anentity.

[HIS4] In embodiments, the risk-mining model applied at block 210 way include
applying a reguler expression model to determine any crimes mentioned. The regular expreassion
maode] applied at this point may be similar to the classifier applied during the filtering operations

escribed with respect to block 206 of FIG. 1. As noted above, a langnage model may be built
and trained using regular expressions. The regular expression model may then be applied to the
sentences where the extracted entitiss of intersst are mentionsd to determine if any regular
expressions mateh any of the language of the scotences. In some embeodiments, the regular
expressions may include a number of crimue categories, each with a regulay expression patiern that

may be applied to determine if a crime associated with the crime categories (s mentioned,

FRUERRY] The nsk~-mining model applied at block 210 may aiso include applying a

favonomyy sepipt 1o the sentences o determine any crimes mentionsd. This taxonomy script may
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be applied in cases where the regular expression model does not vield any results. In embodiments,
the taxonomy script may be previously trained using examples of crirae tags and associaied
eutities.  In embodiments, one taxonomy script model may be used for “persons” and another

model may be used for “organizations.”

[6056] The risk-mining mode! applied at block 210 may also inchude applving a mult-
label classification meodel o the sentences to determine any orimes mentioned. In a multi-label
classification model, the results may be one or more labe] for orivnes for a particular entity, whear
the iabels are not mutually exclusive, This may be in contrast with a muiti~class classification
model, which may vield more than two classes of erimes for a particnlar entity, where the classes
are mutually exclusive. For example, results of a multi-label classification mode! may predict that
a mentioned activity may be any of religion, politics, finsnce, or education, or all at the same time,
or none of these. As with other classifiers described herein, the wulti-label classification model
of embodiments may be first trained before being applied o the extracted entitizs. Training of the
multi-label classification model may inchude a training dataset that is applied 1o the multi-label
clasaification model. Based on the training dataset, a word embedding approach is used to train

the multi-label classification model.

8657} It will be appreciated that the approach disclosed herein for risk-mining
operation includes applying a regular expression model, a taxonomy soript, and 2 muiti-label
classification model to determine and tag entities with particular orime tags., This approach using
various models may yield better results than an approach based on a single model. Sull further
details regarding activity-mining aspects of system 100 may be found in U.S. Pat. App. No.
13/423.134, tfiled March 16, 2012 and eptitled “METHODS AND SYSTEMS FOR RISK
MIMING AND FOR GENERATING ENTITY RISK PROFILES AND FOR PREDICTING
BEHAVIOR OF SECURITY,” the disclosure of which is incorporated by reference herein in it

entivety for any and all purposes.

IR Having extracted the entities, and having associated the entities with particular
activities, e.g., erime tags, at block 212, potential matches, in the database, for the extracted entities
are searched to determine if the extracted entities are recurring or new nstances of the entities. In
embodiments, profiles for various entities may be stored in the database. Ag shown in FIG. 3,

entitiee atgped in the database may include an entity id 302, 2 name 304, a country 306, and/or a
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date of birth 308, In other embodiments, the entities stored in the database may also include other
information related to the corresponding entities, such a3 location, associated articles, associated

crime tags, eic.

18634 Profile matching may include linking the extracted entities 1o entities in the
database. In embodiments, a list of potential matches and a corresponding confidence score may
be generated. This may allow an analyst to review and verify potential matches more efficiently.
Potential mstches may be identified as database profiles that have names, country associations,
date of birth, crime tags, and/or other metadata information similar to the exiracted engity of
interest. In aspects, appropriate similarity functions for each of the metadata fters may be defined.
Using the similaniy functions, a similarity between the extracted information and the database
profiles may be calenlated. In some embodiments, the metadata for each of the exiracted entities
may not be compared with each entity in the database, as doing so may be inefficient and unwieldly

given the potential size of the database. Instead, the process itlustrated in FIG. 4 may be applied,

{#i68] FIG. 4 shows a flow diagram lustrating profile matching funciionality in
accordance with aspocts of the present disclosure. At block 402, candidate profiles are retrieved
from the database. Retrieving the candidate profiles for potential matches may include identifying
the candidate profiles using a lenient fuzry matching method based on names. In embodiments, a
trigraru-simiiarity sesvch and indexing may be applied fo the database to find approximate name

s
%
N

matches {e.g., based on first and last name) efficiently. In these embodiments, gach string in s
specific column may be represented by the collection of its riple~-substrings, and a similarity
between two atrings may be computed by measuring the overlap of the strings’ corresponding
triple collections. This may vield entities in the database with similar names o the exiracted
enfities. In smbodiments, a similarity theshold may be apphed o the results of the smilarity
computation to filter out similar names with a similarly score below the threshold. For example,

sirntlar names with a similarity score of less than or egual {0 .5 may be filtered out of the results.

{BI61] At block 404, after retrieving the candidate profiles, the candidate profiles are
scoved based on metadata of the extracted entities and the candidate profifes. The candidate profile
scored at biock 404 way represent a refined name sinularity scove, which may improve the entity

finking quality and accuracy.  In embodiments, a combination of a frigram similarity, a

T evenchtain ratio, and a simifarity score based on edit distance measures may be used to scors the
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candidate profiles, which may allow for accounting for potential typos inn the entity names found
in the articles.  In addition, metadata may also be used to compute the similarity between the
extracted entities and the cendidate profiles. A candidate score may be generated for each
candidate profile. In embodiments, the candidate score may be caleulated using a similar process
and/or equations discussed herein with respect to caloulating the confidence score of entity

extraction eperations.

B3362] At block 406, high-scoring candidate profiles are retained. In embodiments,
the candidate scores of the candidate profiles may be compared with a threshold. Candidate
profiles with a candidate score above the threshold may be retained, while candidate profiles with

a candidate score below the threshold may be discarded.

{B063] Referring again fo FIG. 2, at block 214, an enhanced output is generated for
presentation to facilitate analveis of the relevant articles. In some embodiments, generating the
enhanced output may include overlaying graphical annotations and indicators over the original
relevant articles based on the extracted entitics and the associated activity tags. In other
embodiments, generating the enhanced output may include overlaying the graphical armotations
and indicators over the optimized version of the relevant articles based on the exiracted entities
and the associated activity tags In some embodiments, the annotations may inclode highlighting
{e.g., overlaying a highlight over the text, underhining, stalicizing, bolding, eic.) to bring attention
to a parficular portion of the article. For example, entities mentioned in the article may be
highlighted. As shown in FIG. 5, which shows an example of an enhanced output, the highlight
may be diffevent for different enfities. For exarople, entities 502, 5304, and 506 have been
identified.  Fach entity is highlighted using an underline, and each entity is underlined with a

different color.

[8064] In some embodiments, the annotations of the enhanced output may inchude an
indicator showing the type of entity. For exanple, the annotations for entity 502 may include an
indicator that entity 502 is a person, the amnctations for entity 504 may include an indicator that
entity 504 is 2 country, and the annotations for entity 506 may include an indicator that entity 306

is a location. Each indicator for cach type may be different.
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[0865] The annotations of the enhanced outpwt roay inchude GUIT controls 508a-¢,
which may be configured to execute particular operations with respect to identified content 510a-
o. Relevant content is shown to include entities $10a and 510b. In some smbodiments, a GUI
contrel s provided for each of the two entities for selection and exeeution by an analyst. For
exampie, an analyst may decide that entity 510a should be updated, based on the information
provided in the enhanced output, and may activate GUT control 5084 to update the database. In
another example, element 5180c yay indicate a particular even associated with entity 5102, [n this
exampie, the event may have been identified as not being in the database and, in this case, GUI
contral 508c may have been provided 1o facilitate updating the database. It 15 noted that in one
exarnpie, entity 5102 may be determined to already be in the database. It may also be determined
that event 510c¢ has not been stored in the database. In this case, element 510a and GUT control
508a may not be provided, as the database already contains this entity, but element 510¢ and G

control 508¢ may be provided to facilitate updating the database with element 510c.

{866] In some embodiments, the enhanced cutput may also nclude an indication, in
the annotations to the article, a3 to whether a particular entity is already in the database. In addition,
in some embodiments, the candidate score caloulated at block 404 of FIG. 4, and the relevance

score caleulated at block 508 of FIG. 2, may be included as part of the eshanced output.

{06671 In another embodiment of the enhanced ouipat, as Hlustrated in FIG. 6, relevamt
articles may be provided in a multi-view QUL G portien 602 may be configured 1o display a
list of the relevant articles identified 1 accordance with aspects of the present disclosure.
Dupticate articles and articles that may not contain entities may be filtered out and not displaved
in GUI portion 602, GUI portion 602 may be configared to allow an analyst to select an article
from the list for further analysis. A selected article may be displayed in GUI portion 604, GUI
portion 604 may be configured to display an enhanced output of the selected relevant article. As
discussed above, the enhanced output of the selecied relevant article may include graphical
armotations and indicators to facilitate analysis of the relevant articie. GU portion 606 may be
confignred to display potential entity profiles extracted from the dawsbase and which may be
asaonciated with the entities mentioned in the selected relevant arficies. As discussed above, the
potential entity profiles may be displaved with a cavdidate score to facilitate an analyst verifving

whether the candidate profile may be the same as the entity in the selected article. Although the
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GUI shown in FIG. 6 is shown with three GUI portions, a different arrangement may be used,
using more portions to display other informaton identified and extracted in accordance with
embodiments discussed herein.  In addition, the multi-view GUI shown in FIG, & may be
interactive, and may allow for a better integration with the process described herein. For example,
the interactive GUI may allow for selection of different categories of data feeds, overview and
skimming of relevant articles, quick selection of relevant articles, increase salisnce of crime type
tags and names, highlighting of entire paragraphs of interest, and/or integration with different 17}

frameworks,

[B163] In additional embodiments, GUI controls allowing for passive and active
feedback may be provided in the enhanced output to indicate the quality of the matches provided
by system 100 in order for system 104 1o learn and refine the process described herein, In some
cmibodiments, a manual entry control may be provided for allowing an analyst to manvaily identify
content, e.g., an entity and associated activities. The manual entry contrel may also include a
comrirol fur mamually entering the identified content into the database. In some embodimens,
manually identifying and entering/updated entities and/or associated activities into the database
may cause the set of relevant content to be re-analyzed, in Hght of the manual entries. In these
cases, the relevant content, entitics, associated activitizs, and the enhanced output may change, or
be refined, in light of the re-analvsie. In embodiments, the passive and active feedback, and the
manual enmiry, may allow the system to learn, such as by applying machine learning algorithms

based on the existing and vewly identified relevant content,

[8069] Referring again to FIG. 2, at block 216, the enhanced output is presented on a
GUI to facilitate the analysiz of the relevant articles.  As discussed above, an analyst may
efficiently analyzed the relevant articles without being bogged down by non-relevant articles. In
addition, the enhanced output of the relevant content allows the analyst to focus his or her cognitive
analysis on the most relevant portion of the articles, and on making decisions as to whether the
database should be updated with the dentified conlent. Where an analyst execuies a GUI contral

to update the database, the database {e.g., database 13 of systemn 100) may be updated accordingly.

{06701 As noted above, the database may include a searchable knowledge base
configured 1o be searchable. In embodiments, the contents of the database, which leverage the

releuant content analyzed in accordance with aspects of the present disclosurs, may be searchable.
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For example, the database may be part of research system that users may query and search, such
as when conducting ressarch with respect to particular entities and/or evenis.  In some
embediments, the contents of the database may be provided to a thivd-party system and/or database
implementing & knowledge base. [t will be appreciated that embodiments of the present disclosure,
which may clasaify and analyze relevant content, and which may provide an enhanced output that
an analyst may leverage to update the database with properly tegged entitics, may facilitate serving
a user searching for content, so that the user may search the contents of the database and find

highly relevant content.

{86711 Those of skl would fiwther appreciate that the various illustrative logical
blocks, modules, civcuits, and algorithm steps described in connection with the disclosure herein
may be implementad as electronic hardware, computer software, or combinations of both. To
clearly illustrate this interchangeability of hardware and software, various iHlustrative components,
blocks, modules, circuiis, and steps have been described above generally in terms of their
fupctionality, Whether such functionality is implemented as hardware or software depends upon
the particular application and design constraints imposed on the overall system. Skilled ariisans
may implement the described functionality in varying ways for each particular application,
such iroplementation decisions should not be interpreted as causing a departure from the scope of
the present disclosure. Skilled artisans will also readily recognize that the order or combination of
components, methods, or interactions that are deseribed herein are merely examples and that the
components, methods, or interactiona of the various aspecis of the present disclosure may be

combined or performed in ways other than those llustrated and described herein.

(8672} Functional blocks and modules in FIGS. 1 and 2 may comprise processors,
slectronics devices, hardware devices, electronics components, logical civcuits, memories,
seftware codes, funvware codes, gtc., or any combination thereof. Consistent with the foregoing,
various illustrative logical blocks, modules, and circuits described in connection with the
disclosure hersin may be implemented or performed with a general-purpsse processor, a digital
signal processor {D3P), an application specific integrated cireuit (ASIC), & field programmable
gate array (FPGA} or other programmable logic device, discrete gate or wansistor logic, diserets
hardware components, or any combination thereof designed to perform the functions described

herein. A general-purpose processor may be a microprocessor, but in the alternative, the processor
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may be any conventional processor, controlier, microcontroller, or state machine. A processor
may alsc be implemaented as a combination of computing devices, ¢.g., a combination of a DSP
and a microprocessor, a plurality of MICTOPIrocessors, one or Wors MICroprocessors in conjunation

with a D8P core, or any other such configuration.

(3473} The steps of 2 method or algorithi described in connection with the disclosure
herein may be srbodied directly in hardware, in a software module executed by a processor, or in
3 combination of the two, A software moduie may reside in RAM memory, flash memory, ROM
memory, EPROM memory, EEFROM memaory, registers, hard disk, a removable disk, a CD-
ROM, or any other form of storage medium known in the arl. An exemplary storage medium is
coupled 1o the processor such that the processor can read information from, and write information
to, the stovage medium. In the alternative, the storage medium may be integral to the vrocessor,
The processor and the storage mediom may reside in an ASIC. The ASIC may reside in a user
terminal, base station, a sensor, or any other communication device. In the alternative, the

processor and the storage medivm may reside as discrete components in a user terminal.

[8074] In one or wore exemplary designs, the functions described wmay be
implemented in hardware, software, finmware, or any combination thereof. H imiplemented in
software, the functions may be stored on or transmitted over as one or move instructions or code
on a compuiter-readable medium. Computer-readable media includes both computer storage media
and communication media including any raedium that tacilitates transfer of a computer program
from one place to another. Computer-readable stovage media may be any available media that can
be accessed by a general purpose or special purpose computer. By way of example, and not
Hmitation, such computer-sreadable media can comprise RAM, ROM, EEPROM, CD-ROM or
other optical disk storage, magnetic disk storage or other magnetic storage devices, or any other
medim that can be uged to carry or store desived progrars code means in the form of instructions
or data structures andd that can be accessed by a general-purpoese or special-purpase computer, or a
general-purpose or special-purpose processor.  Also, a connection may be properly termed a
computerreadable medium. For example, if the software is transmitted from a website, server, or
other remote source using a coaxial cable, fiber optic cable, twisted pair, or digital subscriber line
{381, then the coaxial cable, fiber eptic cable, twisted pair, or DEL, are inchided in the definition

~

of medium, Disk and dise, as used herem, includes compact dise (€D, laser dise, optical dise,

N
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digital versatile disc (DY), floppy disk and blu-ray dise where disks usually reproduce data
magnetically, while dises reproduce data optically with lasers. Combinations of the above should

also be included within the scope of computer-readable media.

18975] Although the present invention and its advantages have beoen described in
detail, it should be understood thai varicus changes, substitutions and alterations can be made
herein without departing from the spirit and scope of the invention as defined by the appended
claims. Moreover, the scope of the present application is not intended to be limited to the particular
embodiments of the process, machine, manufacture, composition of matter, means, methods, and
steps described inthe specification. As one of ordinary skill in the art will readily appreciate from
the disclosure of the present invention, processes, machines, manufacture, compositions of matter,
means, methods, or steps, presently existing or later 1o be developed that perform substantially the
same function or achieve substantially the same result as the corresponding embodiments
described herein may be utilized according to the present jovention. Accordingly, the appended
claims are intended to include within their scope such processes, machines, manufacture,

compositions of matier, means, methods, or steps.
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