PLAYBACK APPARATUS, METHOD, AND PROGRAM AND KEY RATYS AND
SYSTEM 5 Technical Field l“ ‘mwﬁw n rel ates oad reception
systemin nIy such arat uses t hat are vvned o) users
aut hori zed™ 3’:\;}’ gw di gital broadeast contents are able ol fﬂ’%{’{?

contents properly (hereafter, referred to as the "conditional access
systent), 10 and particularly to a technique for updating naster keys that

are needed at tinmes of playing DPESRRIPEIQONtents. Background Art |In MPEG 2
Systens (1SQO|1EC13818-1), which is a standard condi tional access system

the distributopaf ﬁcﬂg FRgesMan udi o after
scranbl i ng than Hﬂﬁsgtég?ﬁ%%@ ey Ksﬁ ¢ recel ver pl a%\sﬁback t he
contents after de scranbling them with a scranbling key Ks. At this tine,
the distributor and tH&Y MANRGHMENTeAERAREG AWD HAAWWEEMhe sane scranbling key
Ks. The distributor therefore stores the scranbling key Ks into 20 a piece

of information called ECM (Entitlement Control Messages), and transnits
the ECM after encrypting themwith a work key Kw. Further,
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5  Technical Field
This invention relates to a broadcast reception system in
whichonly such playbackapparatuses that are ownedbyusers autheri zed
to view digital broadcast contents are able to play back contents
properly (hereafter, referred toas the “conditional access system”),
10 and particularly to a technique for epdating master keys that are
needed at times of playing back the contents.
Background Art
- In MPEG-2 Systems (ISO/IEC13818-1), wh_ich. is a standard
conditional access system, the distributor transmits contents
15 including images and audio after scrambling them with a scrambling
key Ks. The receiver plays back the contents after descrambling them
with a scrambling key Ks. At this time, the distributor and the
receiver each need to have the same scrambling key Ks.
The distributor therefore stores the scrambling key Ks into
20 a piece of information called ECM (Entitlemen"c Control Messages),
and transmitstheECMafterencryptingthemwithawork keyKw. Further,
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1 *ACTION* WO 03/079689 PCT/JP03/03232 the distributor stores the work
key Kw into a piece of information called EMM (Entitl ement Managenent
Messages), and transmits the EMM after encrypting themw th a master key

Km whi ch i i to each playback apparatus. 5 The recgejver decrypts the
EMM usi ng ?I?(La{'g,r?gbsgs’er key Kmthat is of its own to obtai ﬁ]gltr/ﬂgoswg?é key Kw,

and then decrypts the ECM using the work key Kw to obtain the scranbling
key Ks. This way, the distributor and the receiver each have the same
scranbl i fgek@istkPutaep stprees fthenysk teE edeEala siecr odr énfirmahéon
conditional access system The broadcast apparatus 101 nul tipl exes and

transm t $ai0ehihitm BhAYRASKeBPRR, Altend 0 sRY gL )0ad6R S an ¥RIHOMS: Kigads of
information including scranbled contents, ?:'CM EMM The pl ayback apparat us

102 15 descranbl es/decrypts the information and displays it on a display
noni t or PEEET NIHPEIRT FEe DR AATIER EppaFathish1 69 Yréarsrifs eadlcr ypt i on
with use of an ID and a naster key Kmstored in the playback apparatus
itsel f, gndybhen fAeschandl es the scranbl ed contents. A different IDis
assigned to each playback apparatus, each manufacturer,

5 The receiver decrypts the EMM using the master key Km that
is of its own to obtain the work key Kw, and then decrypts the ECM
using the work key Kw to obtain the scrainbling key Ks. This way,
the distributor and the receiver each have the same scrambling key
Ks.

10 FIG. 1 shows the general structure of the conditional access
system.

The broadcast appara‘tus 101 multiplexgs and transmits to the
playback apparatus 102 by broadcast, various kinds of information
including scrambled contents, ECM, EMM. The playback apparatus 102

15 descrambles/decrypts the information and displays it on a display
monitor 103. At this time, the playback apparatus 102 performs
Qecryption with use of an ID and a master key Km stored in the playback
apparatus itself, and then descrambles the scrambled contents. A
different IDis assignedtoeachplaybackapparatus, eachmanufacturer,

20 or else, as necessary. Also, a different master key Km is assigned

to each playback apparatus, eachmanufacturer, or else, as necessary.



20 or else, as necessary. Also, a different master key Kmis assigned to
each pl ayback apparatus, each manufacturer, or else, as necessary. 2 WO
03/ 079689 PCT/JP03/03232 The master keys correspond one-to-one with the

IDs. FIG St he structure of the playback apparatus, i
condi tiona a{’g@ﬁg system In the playback apparatus ZOI?C{THE&B%C% Vi ng

unit 202 receives 5 various kinds of information including scranbled
contents, ECM EMM and the type judging unit 203 judges the types of

i nf or mat iTha. NJHer kege jLGSAGNUMNE-203°RT #ishetke ilWBor mation to different
units depending on what type of information it is; for exanple, it

transfers scrapid ed QRIS stouthifConteR pasaaldngrusit, 21d, ECMto
the 10 ECM decrypting unit 208, and EMMto t%e EMM decrypting unit 205.

The ID)Km storing unit 204 stores an ID and a naster key that are unique
to the ploapBatikonsdparae®s S26E°™The EMM decrypting unit 205 decrypts EMM
with the nmaster key Km and inputs, to the Kw updating unit 206, a work

key Kw whi ch has, beeplayimaidaphrbbes dec) ynd edc&dMiinghithr2kecepdas i ng unit
206 obtains the work key Kw fromthe EMM decrypting wunit 205 and updates

the existing work key Kw._ The Kw stqring unit 207 stores the work key Kw
tha? has Vﬁégﬂuﬁﬁaﬁ‘fl%af By EP R R FAtPRYE SERFTPIS6ECOFRBE & fsgﬁ,apg%, anot her
exanpl e where, in order to update an

and the type judging unit 203 judges the types of information. The

type judging unit ZQ3 transfers information to different units
depending on what type of information it is; for example, it transfers
scrambled contents to the content descrambling unit 211, ECM to the
10 ECM decrypting unit 208, and EMM to the EMM decrypting unit 205.
The ID/Km storing unit 204 stores an ID and a master key that
are unique to the playback apparatus 201. The EMM decrypting unit
205 decrypts EMM with the master key Km, and inputs, to the Kw updating
unit 206, a work key Kw which has been a part of the decrypted EMM.
15 The Kw updating unit 206 obtains the work key Kw from the EMM decry;'f.cing
unit 205 and updates the existing work key Kw. The Kw storing unit
207 stores the work key Kw that has been updated by the Kw updating

unit 206.
There is also another example where, in order to update an
20 . existing work key, a new work key is obtained through a bi-directional

communication system. (e.g. see Japanese Unexamined Patent



20 existing work key, a new work key is obtained thr oﬁgh a bi-directional
communi cation system (e.g. see Japanese Unexam ned Patent 3 WD 03/079689
PCT/ JP03/ 03232 Application Publication No. 2002-16901) The ECM decrypting

unit 208 r ECMwith the work key Kw, and inputs, he Ks updating
uni t 209,@&%&?%%% ing key Ks which has been a part of tphg”g’é’@ﬁ%t ed ECM
The Ks updating unit 209 obtains 5 the scranbling key Ks fromthe ECM
decrypting unit 208 and updates the existing scranbling key Ks. Here,
updat i ng Applibetwor Rukeicdiocanot O0ctadl)i ng key Ks usually neans to
overwite them however, it is acceptable to nake additions to the work

key and the scr I~ 5%? T K I 1R : r

scranbl i ng key %@Fﬁ(gtd gt%ggn&ﬁgdg?%gﬁ% hée“ﬁ%a ﬁ%%)at%?l%gﬁirrﬁ 1?@%09. The
content descranbling wunit 211 descranbles the scranbled contents using the
scranbl i iy kand ingitsartep Firpbie Srdpbintesetand? ed scontlehing key Kpahéeht ent
outputting wunit 212. The content outputting unit 212 transmts the

contents p l3,d-@ 4 herdhs Eh@-lﬁegﬁ%&*@é&mmﬁ @hekShons ihiarareidtdRaiRE the

pl ayback apparatus in the ¢ tional access system The playback

apparatus receives EMM fromthe broadcast a%par atuys (S301) . The EWMM
i ncPude (8 aRFATBI4RT ey &5 bERR EppAFHtdReTYPEing unit 208 and updates

the existing scrambling key Ks.

Here, updating of the work key Kw and the scrambling key Ks
usually means to overwrite them; however, it is acceptable to make
additions to the work key and the scrambling key.

10 . The Ks storing unit 210 stores the scrambling key Ks that
has been updated b.y the Ks updatingunit 209. The content descrambling
unit 211 descrambles the scrambled contents using the scrambling key
Ks, and inputs the descrambled contents to the contént outputting
unit 212. The content outputting unit 212 transmits the contents

15 to the display monitor.

FIG. 3 shows the operation of the playback apparatus in the
conditional access system.

The playback apparatus receives EMM from the broadcast
apparatus (S301). The EMM include (i) an ID of a playback apparatus

20 that is to receive the EMM and (ii) an encryiated work key E(Kw, Km)
which is a work key Kw encrypted with a master key Km that correspo}lds

4



20 that is to receive the EMM and (ii) an encrypted work key E (Kw, Km
which is a work key Kw encrypted with a master key Kmthat corresponds 4
WO 03/ 079689 PCT/JP03/03232 to the ID. Here andhereafter, E (X, Y) denotes

"informati ted with the key Y' or "information X scr |.ed with

t he key Y‘%@g%%gyback appar atus decrypts E(Kw, Km usipﬁgﬁsg&%;‘gt ored in
t he pl ayback apparatus itself, if the IDincluded in EMM coincides 5 wth
the ID stored in the playback apparatus itself. As a result, the playback
appar at usotbe abns Heheamhdkrdedr eKWE (S302JendNert’ inf prangdliapBeokr wpisd at us
receives ECM fromthe broadcast apparatus (S303) . The ECM i ncl ude an

encrypt ed,; sgranpl Key Ey Kw) whi Ghrh g wSehapmhl i key Ks encrypted
with a Wg'r;ﬁﬁkey Iéﬁpgﬁo%}ﬁhel% ay ag'ék appar at use decrypts E (Ks, Kw) using the
work key Kw stored in the playback apparatus itself. As a result, the
pl ayback appar@teuslaiasknarndratye riaesyPhy HKEY, K&V (S30W) 2 Hupteead t he

pl ayback apparatus receives a scranbled content E(Content, Ks) fromthe

broadcast; ,apRaral s ck %ﬁ@éiatdéiﬁf@fpl 2 DRC kD ARRBE ALY Sn BRE CHanb] s
E(Content, Ks) using the scranbling key Ks stored in the playback

apparatus itself. As a result, the playback apparatus obtains the content
(S306) andthHéeudBrstiogedals he PAAYRRCK FPPESREEHEESEH R 45 hEGE e general
structure of the conditional access

the playback apparatus obtains the work key Kw (S302).

Next, the playback apparatus receives ECM from the broadcast
apparatus (S303). The ECM include an encrypted scrambling key E (Ks,
Kw) which is a scrambling key Ks encrypted with a work key Kw.

10 The playback apparatus decrypts E(Ks, Kw) using the work key
Kw stored in the playback apparatus itself. As aresult, theplayback
apparatus obtains the scrambling key Ks (S304).

Further, the playback apparatus receives a scrambled content
E (Content, Ks) from th-e b:r;*oadcast apparatus (S305).

15 The playback apparatus descrambles E(Content, Ks) using the
scramblingkeyKs storedintheplaybackapparatusitself. Asaresult,
the playback apparatus obtains the content (S306) and the user is
able to view the content.

FIG. 4 shéws the general structure of the conditional access

20 system in which there are a plurality of playback apparatuses.

The playback apparatus 1 and the playback apparatus 2 receive

5



20 systemin which there are a plurality of playback apparatuses. The
pl ayback apparatus 1 and the playback apparatus 2 receive 5 WO 03/ 079689
PCT/ JP03/ 03232 various kinds of information transmtted fromthe broadcast

appar at us “&Q%mﬂé&pisplay nonitor is omtted fromthe dr?%ﬁﬂgmM)ﬂﬁ | D1 and
the ID2 are ‘assigned to each of the playback apparatuses respectively and
are different fromeach other. Since |IDs correspond one-to-one 5 with
master keys Kns, Kml and KnR2 are different fromeach other as well. Here,
a di f f er efripps kénas of gnéarnad lendhapseiiisdik rapphedrasdcasharnararss al so
acceptable if a different IDis assigned to each manufacturer, each nodel

of pl ayb%tdi.a@p%fi%yéf%nonq%b 2 euetd O rohOthe era@ﬁ&%‘. SpeEifiCagioup. |n
such cases, a plurality of playback 10 apparatuses within a group have the
sane | Ds and naster keys Kns, but those IDs and naster keys are_different
from | Ds H¥edl Prad¥epskkaned uprd o the RYBEACKPRRATAC USRI CRFPSGTVREY gr oup.

FIG 5 shows the operation of the plurality of playback apparatus in the

condi ti onald ae€essre¥stteftonl Sadthetpbay backcapparaatussdortiebstiosehy recei ves
EMM 1 fromthe broadcast apparatus (S501). ENNM 1 includes the IDlL and an

TRSPLT BB S TR o B pITRIENE GOPnEER O T R SEob LR TISE Phel uded
in EMM 1, the playback apparatus 1 is able to identify that this
well. Here, a different ID is assigned to each playback apparatus,
-but it is also acceptable if a different ID is assigned to each
manufacturer, each model of playback apparatuses, each production
lot, or each specific group. In such cases, a plurality of playback

10 apparatuses within a group have the same IDs and master keys Kms,
but those IDs and master keys are different from IDs and master keys
owned by playback apparatuses in another group.

FIG. 5 shows the operation of the plurality of playback
apparatus in the conditional access system.

15 The playback apparatus 1 selectively receives EMM 1 from the
broadcast apparatus (S501). EMM 1 includes the iDl and an encrypted
work key E(Kw, Kml) which is a work key Kw encrypted with the master
key Kml that corresponds to the IDlI. Because of the ID1 included
in EMM 1, the playback apparatus 1 is able to identify that this

20 particular set of EMM is addressed to the playback apparatus 1 itself..

The playback apparatus 1 decrypts E(Kw, Kml) using the Kml

6



20 particular set of EMMis addressed to the playback apparatus 1 itself
The pl ayback apparatus 1 decrypts E(Kw, Km) using the Kl 6 WD 03/079689
PCT/ JP03/ 03232 stored in the playback apparatus 1 itself. As a result, the
pl ayback tus 1 obtains the work key Kw (S502). The playback

appar at us ‘3%3’3{”2’85% vely receives EMM 2 fromthe br oadcaggeﬂﬁ%g?gfus (S503)
. EMM 2 include I1D2 and an encrypted work 5 key E(Kw, KnR) which is the
wor k key Kw encrypted with the master key KnR that corresponds to |D2.
Because ototréihBReiplelybdeld appaiiivs Ritsdie .pl 2y baskuippihadsylPadls able to
identify that this particular set of EMMis addressed to the playback

apparatu ] | f. I r ecrypts E(Kw, KnR) using the
Knm2 10 ?Fé?%%ﬁ%nﬁt ﬁ%{%r%ygggi‘%a&plﬁgrggtﬁ%§5?%§élf. As a result, the

pl ayback apparatus 2 obtains the work key Kw (S504). This is how the
pl ayback appar dthgsplavhagdktampappiypacielgsparatusecolwscBMBtioR tife work key
Kw. The procedure after this is the sane as the one described in FIG 3;

ther ef or ¢ exPl AN WL (5508) OMetd €d: nchRalheof old avicRgrfesss idig a et hod
of preventing an unauthorized apparatus from playing back contents, when

there is one. FIG 6 shows the general structure of the conditional access
syst em i rkewht &fy -t KBk whd chnlsi il vork Xed Bpsarayrised AR isulA®YsZed
pl ayback apparatus is a playback apparatus

key Km2 that corresponds to ID2. Because of the ID2 included in EMM

2, the playback apparatus 2 is able to identify that this particular
set of EMM is addressed t';o the playback apparatus 2 itself.
The playback apparatus 2 decrypts E(Kw, Km2) using the Km2
10 stored in the playback apparatus 2 itself. BAs a result, the playback
apparatus 2 obtains the work key Kw (S504) .
This is how the playback apparétus 1 and the playback apparatus
2 each obtain the work key Kw. Tl;1e procedure after this is the same
- as the one described in FIG. 3; therefore, explanationwill be omitted.
15 The following describe a method of preventing an unauthorized
apparatus from playing back contents, when there is one.
FIG. 6 shows the general structure of the conditional access
system in which there is an unauthorized apparatus.
The unauthorized playback apparatus is a playback apparatus
20 that disguises itself as the playback apparatus 2 with ID2 and the
master Key Km2 having been obtained in an unauthorized fashior}. In

9



20 that disguises itself as the playback apparatus 2 with ID2 and the
mast er Key KnR havi ng been obtained in an unauthorized fashion. In 7 WO
03/ 079689 PCT/JP03/03232 this situation, the unauthorized apparatus is

able to pr@%ﬁgﬂﬂgg,lf it was the playback apparatus 2 aggaﬁh§%3£€ck t he

contents, sanme procedure of operations shown in reis a
nmet hod by mhlch t he broadcast apparatus does hot 5 transmt EMMt hat
include the ID2 so that it is possible to prevent wunauthorized pl ayback of
cont ent s thhesiittahim, been vhearhmed zebarranatundatddel tedrapgat asust exi st s.
FIG 7 shows the operation of the playback apparatuses at tinmes of

preventing an, ‘Eﬁéﬁ&ﬂ%%{:}‘é\%@gg% 2 22 %& g:ri‘a’@%écﬁ%rﬂ?lé‘% %Qm't:'sﬂaﬂghﬁ{é zed

pl ayback-of con 51n r oadcast
apparatus transmts only EMM 1 intended for the playback apparatus 1
(S501), samel piwesdnot afr apshatidmeVehown dim E@- int ended for the pl ayback
apparatus 2. This way, the unauthorized apparatus is not able to obtain

the 15 work key W ;4% RetRSdldy white RBULRALEZSE Rlavbesck RBRaK US is

not able to obtain a scranbling key Ks (S701), and is not able to receive
the contents, either (S702). There_is, homever a problemin this method

si te t h&TBRYEdcEYY thappaicatds dEeiPhse Frainshils BAMINSLTS RECYRRE t he | D2.
--- The pl ayback

unauthorized playback of contents when it has been learned that an
unauthorized apparatus exists.

FIG. 7 shows the operation of the playback apparatuses at
times of preventing an unauthorized apparatus from performing

10 unauthorized playback of contents.

FIG. 7 differs from FIG. 5 in that the broadcast apparatus
transmits only EMM 1 intended for the playback apparatus 1 (S501),
anddoes not transmit EMM2 which are intended for the playbackapparatus
2. This way, the unauthorized apparatus is not able to obtain the

15 work key Kw. As a result, the unauthorized playback apparatus is
not able to obtain a scrambling key Ks (S701), and is not able to
receive the contents, either (S702).

Thereis,however,aprobleminthismethodsiﬁcethebroadcast
apparatus does not transmit EMMthat include the ID2. ---Theplayback

20 apparatus 2, being an authorized apparatus, will not be able to play

back the contents, either.



20 apparatus 2, being an authorized apparatus, will not be able to play
back the contents, either. 8 WO 03/079689 PCT/JP03/ 03232 The first object
of the present invention, therefore, is to provide a technique that makes

it possiblg.t L nate content playback by unauthoriz Kk
apparatus,agﬂ)mgkg |l e only authorized pl ayback apparatu?ggﬂhg%gﬁgy back

contents properly. 5 The second object of the present inventionis to
provide a technique that enables only authorized pl ayback apparatus to
play back contleéatSigstopeidar of the picseng inventhanndherafensghistioch t he
contents are transmtted. Disclosure of the Invention 10 The present

'nvent'oﬁr&&ﬁﬁégeﬁeéh Qe Rha P! AYRACK + 2BPRL AT1WS + o COMM IS BIcoRt HeOr i Ng uni t
that has a secret- key stored therein; a key information decrypting unit
operable to (i) obtain encrypted key information that has been encrypted
by a firBiadEcKetk ey B8HEPYPEFhgP LIS 2PRAEA TS ,) et r §PPieheCErcr ypt ed
key information into key 15 information using the stored secret key, the

key i nf ogg@tdanebebng bkt Sssaratdess WY idBykeycsedt s deepyptyi.ng a
content key or key-updating information used for updating the secret key;

a content playback unit operabl e to, when the decrypted key [nformation is
t he decryptioﬁhﬁeﬁ?cTYSOB 5ty Bt Qﬁaéﬁé??ﬁié@VEBHFE%ESwﬁprﬁ§%d$é% been

technique that enables only authorized playback apparatus to play
back contents properly by utilizing the channel through which the
contents are trénsmitted.
Disclosure of the Invention

10 The present invention provides a cdntent playback apparatus
comprising: a storing unit that has a secret key stored therein; a
key information decrypting unit operable to (i) obtain encrypted key
information that has been encrypted by a first secret-key encrypting
method, and (ii) decrypt the encrypted key information into key

15 information using the stored secret key, the key information being
either a decryption key used for decrypting a content key or
key-updating information used for updating the secret key; a content
playback unit operable to, when the decrypted key information is the
decryption key, (i) decrypt an encrypted content key that has been

20 encrypted by a second secret-key encrypting method, using the

decryption_key, (1ii) descramble a scrambled content that has been

9



20 encrypted by a second secret-key encrypting nethod, using the
decryption key, (ii) descranble a scranbled content that has been 9 WO
03/ 079689 PCT/ JP03/ 03232 scranbled by a scranble encrypting nethod, using

t he decryp, ngent  key, and (iii) play back the descr content;
and an updé@ﬁﬁégﬂéhit operabl e to, when the decrypted keﬁg?ﬁkggﬁﬁ ion is

the key-updating information, update the secret key according to the 5
key-updating jnformation. Wth this arrangenent, the content playback
appar at usSGBTET $EPY R G k5t SRATYBRIRETEE (oL WSd RO the dReyYRUSESOREERBN i S
key-updating information, updates the secret key, and (b) when the key

i nformat i@y, asdaidesryply eackehe géssmback cofteadf SardShAdiddaeiggcryption
key. 10 By updating the secret key according to the key-updating

information, in thjs fashiopn, when obtaining key jnformation that has been
encrypt ed™ Vi tcﬁ')eﬁgéf%f %?hewgﬁ?iaflﬁ?j gﬁﬁ?ﬁt%%e%h@f@éﬁ%mn ptay b2k
apparatus wll be able to properly decrypt this encrypted key information.
Accor di ndley;-upddteimgt hefseertdionk eypdat eupllatedreonkyy aldcbeaizedo 45 cont ent

pl ayback apparatuses are able to play back contents, and it is therefore
posgiblelég_ﬁéégynate gontggt pl ayback by unaut horized content playback

apparatus.”T conten %nglggk appar atus nmay have an arrangenent wherein,

the key information has an identifier attached thereto for identifying
With this arrangement, the content playback apparatus obtains

key information and (a) when the key information is key-updating

information, updates the secret key, and (b) when the key information

is a decryption key, plays back contents using the decryption key.

10 By updating the secret key according to the key-updating information

inthis fashion, when obtaining key informationthat hasbeenencrypted

with use of the updated secret key, the content pléyback apparatus

wi;l be able to properly decrypt this encrypted key information.

Accordingly, after the secret key is updated, only authorized

15 content playback apparatuses are able to play back contents, and it

is therefore possible to eliminate content playback by unauthorized
content playback apparatus.

The content playbackapparatusmayhave anarrangement wherein,

the key informationhas an identifier attached thereto for identifying

20 the key information as either the decryption key or the key-updating

information, and the content playback apparatus further comprisés

10



20 the key information as either the decryption key or the key-updating
information, and the content playback apparatus further conprises 10 WO
03/ 079689 PCT/JP03/03232 a judging unit operable to judge, according to
the identifier —wiether the key information is the decr or the
key- updat i n&ww’\tggr mation. Wth this arrangenent, the co%gi ?%’f”ﬁ%back
apparatus is able 5 to judge fromthe ident i f ier whether the key
information is a decryption key or key-updating information. The content
pl ayback aappiay usimayetahie tanjaigeargeredingwbeteé ndentid ileey whatlrmmation i s
i ncluded in EMVl EMM denot i ng Entitlenent Managenent Messages, and the

oper abl e T8 Petof DERRERLHR  d¥" HHE] SORRRRR BFT (22 ERE CAR A hat have

been encrypted with use of the secret key and thereby obtain the encrypted
key i nf orimfpioationand the key informati on decrypting unit obtains the
encrypted key information received by the broadcast receiving unit. 15 One

of the ways to wanﬁaﬁﬁsaa%g%&eﬁﬁytﬁéc&b@éntapwa@g@rapggragdgelssmeet keys
sends, to each authorized user, a portable nedium on which a new secret

key is recorded. In this net hod it takes a considerable nunber of days
befdre edehUAgehsrT vorll dendr fiee uhoheting keydrfapna insdisaRecanat %‘Pﬂere is a
possibility that the authorized users

key or key- updatn._ng information.

The content playback apparatus may have an arrangement wherein
the key information is included in EMM, EMM denoting Entitlement
Management Messages, and the content playback apparatus further

10 | comprises a broadcast receiving unit operable to receive broadcast
data which includes encrypted EMM that have been encrypted with use
of the secret key and thereby obtain the encrypted key informatiocn,
and the key information decrypting unit obtains the encrypted key
information received by the broadcast receiving unit.

15 " One of the ways to update a secret key is that a manager of
the secret keys sends, to each authorized user, a portable medium
on which a new secret key is recorde;i. In this method, it takes a
considerable number of days before each authorized user receives the
portable medium, and there is a possibility that the authorized users

20 suffer a loss of privilege to view the contents meanwhile. Also,
from the viewpoint of the manager of the secret keys, it is necessary

11



20 suffer a loss of privilege to view the contents neanwhile. Al so, from
the viewpoi nt of the manager of the secret keys, it is necessary 11 WO

03/ 079689 PCT/JP03/03232 to send a portable nediumto each of the users
when secref keys of a plurality of content playback apparatuses need to be
updat ed, aﬁ"n¥ﬁ@8%osts that the manager needs to bear wOGlMdPH&332ry high.
Wth the aforenentioned arrangenent, however, the content 5 playback
apparatus is able to obtain the key-updating information by receiving the
br oadcasttodatad sSpaceakilleemkadiumupdatdahgof rifher negrisorhen secransmyist efl by
broadcast, it is possible to update the secret key instantly. This way,

t he aut harj r 1 0 fer I i b .
Bosi des, B PoTe o de T Pah Bl R aibar R e npdd (T WBRETe 4T
apparatuses of updating of the secret keys at the sanme tine by

transmi t tihegcesies Kéyptupekatrianggenfraedsgt torbdnr brokdidasverTHugh-t he manager
of the secret keys is able to reduce the costs nentioned above. 15 The

content pl aybacy; apRagal HsrJiRY.t hay& aBrahdange et aMer eife dheeypdating
unit updates the secret key by generating a new secret Kkey according to a

conversi on unique to each content playback apparatus, each production | ot
of tont elapPaghatRaappit afude's teartrarpdene dey-eetrtdne prigmatkon
appar atuses, or each manufacturer of content playback

by receiving the broadcast data. Since the key-updating information

is transmitt.ed by broadcast, it is possible to update the secret key.
instantly.
This way, the authorized users will not suffer a loss as .

10 mentioned above. Besides, it is possible to notify a plurality of
content playback apparatuses of updating of the secret keys at the
same time by transmitting the key-updating information by broadcast.

Thus, the manager of the secret keys is able to reduce the
costs mentioned above.

15 The content playback apparatus may have an arrangement wherein
the updating unit updates the secret key by generating a new secret
keyaccordingto é conversionunique toeachcontent playbackapparatus,
each production lot of content playback apparatuses, each model of
content playbackapparatuses, or eachmanufacturer of content playback

20 apparatuses.

With this arrangement, since the secret key is updated

12



20 apparatuses. Wth this arrangenent, since the secret key is updated 12
WO 03/079689 PCT/JP03/ 03232 according to a conversion that is unique to
each content playback apparatus, each production | ot of content playback
appar at uses, nodel of content pl ayback apparatuses,

nanufacturg$”8 7s’(%ntent pl ayback apparat uses, there mn|PC6HP§“6@2a limited
nunber of content 5 playback apparatuses for which neasures need to be
taken, even if a content playback apparatus is reverse-engi neered and the
conver si aecongtimpdood ddngesetoretthkbyishasifreakedeach .cofhentt gitgbéclpl ayback
apparatus nmay have an arrangenent wherein the key-updating information

| ol udes 3pedtid OLIBL) AILICEOMM UL ED ool Qefte BEUSRO! Slokarulss ! 0

generate and tlng uni t updat es t cret Key by converting the
seed information into the new secret key. Wth this arrangenent, since the
key- updatricdgl phifconpent prayhasklapdesatysed, onfeechuenefacturer o6 ﬁpehentpl ayback
apparatus is able 15 to obtain the seed information and generate a new

secr et kep»iawacysgaggﬁﬂu@gst %es%@%&m et L qemi@@ n&%glesf cBl’l?é(rp@C k

apparatus nay have an arrangement wherein the key-updating Information is
trlgger information which instructs that the secret key shoul d be updat ed,
and°t he LP&G&P?‘F‘II@ apRREafUFaShépr which measures need to be taken, even if

a content playback apparatus is reverse-engineered and the conversion
method of the secret key has leaked out.

The content playback appara;cus may have an arrangement wherein
the key-updating information includes seed information from which

10 a new secret key is to be generated, and the updating unit updates '
the secret key by converting the seed information into the new secret
key.

With this arrangement, since the key-updating information
includes seed information, the content playback apparatus is able

15 to obtain the seed information and generate a new secret key by
converting the seed information.

The cbntent playback apparatusmay have an arrangement wherein
the key-updating information is trigger information which instructs
that the secret key should be updated, and the updating unit further

20 includes: a transmiﬁting subunit operable to transmit, in response

to the trigger information, a request signal requesting seed

13



20 includes: a transmtting subunit operable to transmt, in response to
the trigger information, a request signal requesting seed 13 WO 03/079689
PCT/ JP03/ 03232 information fromwhich a new secret key is to be generated,

to a key TRNBYsIENt appar at us t hat manages one or nore ?ﬁihggééggs; and a

seed information receiving subunit operable to receive

information transmtted by the key managenent apparatus in response to the
request 5 signal, and the updating unit updates the secret key by

conver t i AgforRetacETIreuhseed 191 6£AERYT bAY ilst o> PRagarenatedr &b kigy Wth
this arrangenent, the content playback apparatus obtains trigger

i nf or mat irehagafereab£a% uk haht e85 baL Jrawteeds A 108 Undat £decgue to the

trigger informati on. Then, the confent playback apparatus 1C transmits a
request for seed information to the key nmanagenent apparatus, receives the
seed i nf OMRETINMOrERFeoBtRE ARk OReER O r9éy VB he sRsetriagat hen seed

informati on. Communi cating with the key nmanagenent apparatus after

recei vi ngrahemkeyeduipdeid gy madnfeiht @fpafamst MOr bRt 2gaseaehold ows: 15
One is that the key nmanagenent apparatus is able to determ ne  from which
con#ent pl. pl ayback apparatus has

! §¥Q ck _ap %{%tgs %he gnautgoriz% cont ent
der?ved. R ’xz?ﬁgl 1€ HpdRting, unpe Rdares g‘@dsecsr@tt]ﬁ%ﬁ by oFRREt %y back
apparatuses need to transnmit their own IDs as a requesting signal and
t here i s the vecritviedr seedl iodbtreatiqpl aybackhe new secret key.
With this arrangement, the content playback apparatus obtains
trigger informationandrealizesthat the secret keyneeds tobe updated
due to the trigger information. Then, the content playback apparatus
10 transmits a request for segd information to the key management
apparatus, receives the seed information, and obtains a new secret
key by converting the seed information. Communicating with the key
management apparatus after receiving the key-updating information
has two advantages as follows:
15 One is that the key managemént apparatus is able to determine
from which content playback apparatus the unauthorized content ‘
playback apparatus has derived. For example, if it ﬂas been arranged
so that content playback apparatuses need to transmit their own IDs
as a request.:ing signal and there is an unauthorized content playback
20 apparatus, then the same ID will be transmitted to the key management

apparatus more than once. Then, the key management apparatus is able

14



20 apparatus, then the sane IDwI| be transmtted to the key nmanagenent
apparatus nore than once. Then, the key managenent apparatus is able 14 WD
9 PCT/JP03/03232 to judge that the content playback apparatus

hi®0&§%%k&plar IDis the one fromwhich the unagkgﬁﬁbﬁgg%gsntent

03/ 07968
havi ng t
pl ayback
manageme

not abl e
mast er
managene

apparatus has derived. The other advantage is

nt apparatus is 5 able to find out that the content playback
apparatus is updating a naster key. For exanple, in a case where only seed
i nf or mat itenjidge thahshe toadeny rBrpbaicaspratdiaskewimgidgenpmtt iapparat us i s
to find out that the content playback apparatus is updating a

keyis Vht *bnteh&oﬂa‘%%memg QRed 1R 209 SRR L At ga—w o addiGaK8Y

nt apparatus Is able to confirm at | east that” the content

apparatus has received the key-updating information because there
comuni cd@SoAeF¥EIA-t he content playback apparatus. The content playback

appar atus nmay have an arrangenent wherein

includes seed inforaLE QRivEAOAAIMIECHhatlBh k@?%ﬁ%@éﬁéw%pgﬁa&g be

generated, and the updating unit further inc

oper abl e

unit updates the secret key by

10
pl ayback
IS

t he key-updating information

udes an out putting subunit

to output event information that is different every tine of
out put orePaficke ifingvatty that trncorimrér Plaack mrpagateRtisuEPddti@dupdat i ng

event i nfr@rsiai kY. Ntexr ER&ple, in a case where only seed information is

10

15

20

transmitted by broadcast, the key management apparatus is not able
to find out that the content playback apparatus is updating a master
key. With the aforementioned arrangement, howevel;, the key
management apparatus is able to confirm at least that the content
playback apparatus has received the key—updating information because
there is communication from the content playback apparatus.

The content playback apparatus may have an érrangement wherein
the key-updating information includes seed information from which
a new secret key is to be generated, and the updating unit further
includes an outputting subunit operable to output event information
that is different every time of output or once in every certain number
of times of output, the updating unit updates the secret key by
converting the seed information and the event information into the
new secret key, and the content playback apparatus further comprises
a transmitting unit operable to transmit the event information

15

converting the seed information and the



20 new secret key, and the content playback apparatus further conprises a
transmtting unit operable to transmt the event information 15 WO
03/ 079689 PCT/JP03/03232 outputted by the outputting subunit to a key

management, annarALHs t hat manages one or nore secret ke¥§TU¥&ﬁQzﬁhis
arrangenenp, the content playback apparatus generates a rnew secCrét key

fromthe seed information and the event 5 information, and also transmts
the event information in order to |l et the key managenent apparatus have the
sane newopretedkdy. thoomimniclatg agbwithtehe Keyymanagsgenemrrappavait us after
receiving the key-updating information has two advantages as follows: One

is that theikey,JmnRagaoen RpPpacaius keyabl e to determne 10 fromwhich
content playback Tapparatus the unauthorized content playback apparatus has

derived. For exanple, if it has been arranged so that content playback
appar at uses neeftp ERbhsAr¥andssrrt owihe DSONEeN e PERREsK mpreirghat and
there is an unauthori zed content playback apparatus, then the sane ID w |

be transrgehtegtdd ot hey lg%)é_raan@?em tAS RRBAAII%alDER ahhatheBGEnt Then, the
key managenent apparatus is able to judge that the content playback

apparatus having this particular IDis the one fromwhich the unauthorized
confent ﬁpgﬁﬁﬁﬁﬁlgbpanﬁﬂ§o HERPSTEFPVERE STRRL GBI AWENIRGEFE that the
key management apparatus is

let the key management apparatus have the same new secret key.

Communicating with the key management apparatus after receiving the
key-updating information has two advantages as follows:
One is that the key management apparatus is able to determine
10 from which content playback apparatus. the unauthorized content
playback apparatus has derived. For example, if it has been arranged
so that content playback apparatuses need to transmit their own IDs
as a requesting signal and there is an unauthorized content playback
apparatus, then the same ID will be transmitted to the key management
15 apparatus more than once. Then, the key management apparatus is able
to judge that the content playback apparatus having this particular
ID is the one from which the unauthorized content playback apparatus
has derived.
The other advantage is that the key management apparatus is
20 able to find out that the content playback apparatus is updating a

master key. For example, in a case where only seed information is

16



20 able to find out that the content playback apparatus is updating a
mast er key. For exanple, in a case where only seed information is 16 WO
03/ 079689 PCT/JP03/03232 transmtted by broadcast, the key nmanagemnent

apparat us | le to find out that the content play ratus is
updati ng a“?r)é)gftazgﬁgpkey. Wth the aforenmentioned arrangen@gﬁ(},jpﬁg’g \Z/er, t he

key managenent apparatus is able to confirmat |east that the content 5
pl ayback apparatus has received the key-updating information because there
i s commuriirgasiiiel bynbirieadeasit eihe Heyyhrisigcappar@rasat Thd sgmit epte pl ayback
apparatus may have an arrangenent wherein the secret key stored in the

storing upj fidSokinkANe the &AGRNE PRIk RHBYRAGK P@Q?éé’%i%@ Ra@cte,production
| ot of content playback 10 apparatuSes, each nodel of cont'ent playback

apparatuses, or each manufacturer of content playback appar atuses. Wth
this arrdityemefiithsi e therementépngeyafAngsrgile t BOWRKSr . cBift ekRY pl ayback
appar atus, each production |l ot of content playback apparatuses, each nodel

of cont eanphax¥iACkpBRRANRL USeSH1e0to aRflkiin JnEhactier tif conptant
pl ayback apparatuses, there will only be a [|imted nunber of content

pl ayback apparatuses for which neasures need to be taken, even if a

con% ent mlé‘yﬁ%t‘f:‘ka%&?d%%%}tsﬁ?sil%ecelllé%?ﬂ%"ek%h‘gﬁﬁ‘?é‘@ﬁ%‘ﬂl%ﬂ-’-’“ﬁ"ﬁé"&@ﬁﬁ?%‘ﬂ%ﬁ on et hod
of the secret key has | eaked out.

there is communication from the content playback apparatus.

The content playback apparatus may have an arrangement wherein
the secret key stored in the storing unit is unique to each content
playback apparatus, each production lot of content playback

10 apparatuses, each model of content playback apparatuses, or each
manufacturer of content playback apparatuses.

With this arrangement, since the secret key is unique to each
content playback apparatus, each production lot of content playback
apparatuses, each model of content playback apparatuses, or each

15 manufacturer of content playback épparatuses, there will only be a-
limited number of content playback apparatuses for which measures
need to be taken, even if a content playback apparatus is
reverse—-engineered and the conversion method of the secret key has
leaked out.

20 The content playback apparatus may further have an ID that
is unique to each content playback apparatus, each production lot

17



20 The content pl ayback apparatus may further have an ID that is unique to
each content playback apparatus, each production ot 17 WO 03/079689
PCT/ JP03/ 03232 of content playback apparatuses, each nodel of content

pl ayback tlilses, or each manufacturer of content p
apparatuseggns&zggéin t he updating unit updates the secr§?¥@§§%%?2

converting the 1D and seed information into a new secret key, the seed
information 5 being informati on fromwhich the new secret key is to be
gener at edf cyitdntt pilsylackargereatysesi, neech heoded p§ ooittpig Poagaatk cont ent
pl ayback apparatus, each production |ot of content playback apparatuses,

h d t f
Cont ot BPRYACR St o B o R b P S tber of

content playback apparatuses for which measures need to be taken, even if
a cont enwhprairtbabk upseainy witsupdadesrie eagietekpedyafdnTed iearier si on
nmet hod of the secret key has | eaked out. The present invention further

provi des 13 sonkenk iRkayRAGkn I JRIHRQAsdQ-Recdis eehd BeBaCOFoeRAL RirAY back
apparatus which includes a storing unit that "has a secret key stored

therein, the content playback nethod conprising: a key information

dect ypt i R§18¢ épforngtionohiaa whie, tBAdpterekeley Af eigSReEAERY-has been
encrypted by a first secret-key encrypting nmethod, and (ii) decrypting the
encrypted key iwftor #@ild & rangement, since the ID is unique to each content

playback apraratus, each production 1lot of content playback
apparatuses, each model of content playback apparatuses, or each
manufacturer of content playback apparatuses, there will only be a
10 limited number of content playback apparatuses for which measures
need to be taken, even 1f a content playbéck apparatus is
reverse—engineered and the conversion method of the secret key has

leaked out.
The present invention further provides a content playback
15 method to be used in a content playback apparatus which includes a
storingunit that has a secret key stored therein, the content playback
method comprising: a key information decrypting step of (i) obtaining
encrypted key informationthat hasbeenencryptedbya first secret-key
encrypting method, and (ii) decrypting the encrypted key information
20 into key information using the stored secret key, the key information
being either a d_ecryption key used for decrypting a content key or

18



20 into key information using the stored secret key, the key information
being either a decryption key used for decrypting a content key or 18 WO
03/ 079689 PCT/ JP03/ 03232 key-updating information used for updating the
secret key; a content playback step of, when the decrypted key information
is the dec?%’t‘f"@ﬁ” key, (i) decrypting an encrypted cont gﬁimﬁoé’zjlmfﬁat has
been encrypted by a second secret-key encrypting nethod, using the
decryption key, 5 (ii) descranmbling a scranbled content that has been

scr anbl edebyupdatsoganificemantanypsech fonupadinaushagettas Heor §goetieront ent

key, and (iii) playing back the descranbled content; and an updating step

of , when d, i I i - i i tion,
ptat | g P RLEag R AP R TR ke D B B ™ 0 W e

this arrangenent, the content playback apparatus obtains key information
and (a) wegn thedsaayrtingpranicorPied Reyteddiey fhat has desatdrneryrigdat es t he
secret key, and (b) when the key information 1is a decryption key, plays

back contygng %eaéxh@getcb@td&@ryrma@eikemeth&y, ue;dﬁc% itRg dkeysetdiekekey

according to the key-updating information 15 in this fashion, when

obtai ning key information that has been encrypted wth use of the updated
sectet kéyl) tIRSEEmPEHII Bl 2557TRk A PaE SRS hay 1ds Beersicaatbl st Biget | y

decrypt this encrypted key information. Accordingly, after the secret key
i s updat edrafn] et RhhE Agtha) ARG thleajbagkt appaftahu ey, ane (able to play

back contents, and it

playing back the descrambled content; and an updating step of, when
the decrypted key information is the key-updating information,
updating the secret key according to the key-updating information.
10 With this arrangement, the content playback apparatus obtains
key information and (a) when the key information is key-updating
information, updates the secret key, and (b) when the key information
is a decryption key, plays back contents using the decryption key.
By updating the secret key according to the key-updating information
15 inthis fashion, whenobtaining key informationthat hasbeenencrypted
with use of the updated secret key, the content playback apparatus
will be able to properly decrypt this encrypted key information.
Accordingly, after the secret key is updated, only authorized
content playback apparatuses are able to play back contents, and it
20 is therefore possible to eliminate content playback by unautb.orized

content playback apparatus.

19



20 is therefore possible to elimnate content playback by unauthorized
content playback apparatus. 19 WO 03/079689 PCT/ JP03/03232 The present
invention further provides a progranthat instructs a conputer to play back

contents, { uter including a storing wunit that ha ecret key
stored thé%@ﬁﬁ@Q% e program conprising: a key infornatigﬁ%ﬂégﬁﬁﬁfing step

of (i) obtaining encrypted key 5 information that has been encrypted by a
first secret-key encrypting method, and (ii) decrypting the encrypted key
i nformati on i nt Bhkpyesantfiowentionfushagprieldgsarmewosentbat kegtruche key
information being either a decryption key used for decrypting a content

key or key- i i i i . a
content 10 B Byback STl BT GRARTRG deerynr e ey T e SEatISh e The
decryption key, gg) decrypting an encrypted content key that has been
encr ypt eduniffythpts Basml sseceetkeeytangdr iprieds, ndtehpdoguasi agurtisidger ypti on
key, (i1i1) descranbling a scranbled content that has been scranbled by a

scranbl e £nehyphideh¥8bA0Gkc Mg thRpdeeT YDt edt & oMt ngde(iii) 15
pl ayi ng back&the descranbleéH%%nt%nt;pand gﬁ updatiﬁgﬁnggﬁgf% &ﬁgn t he
decrypted key information is the key-updating information, updating the
secPet kelPfEERBFHITE 20 NERECRBEIGHIREINYY PrifldsheaScaRt ket nenpsing
arrangenent, the conputer obtains key information and (a) when the key

i nfor mat i fdthios, ket l(lp_d)afdieﬂgyﬂ)tfﬁfr@f B le@Br ypdRke$ information into key
information using the stored secret key, the key information being

either a decryption key used for decrypting a content key or
.key-updating information used for updating the secret key; a content

10 playback step of, when the decrypted key information is the decryption
key, (1) decrypting an encrypted content key that has been encrypted

by a second secret-key encrypting method, using the decryption key,

(1ii) descrambling a scrambled content that has been scrambled by a
scramble encryptingmethod, using the decrypted content key, and (iii)

15 playing back the descrambled content; and an updating step of, when
the decrypted key information is the key-updating information,
updating the secret key according to the key-updating information.

With this arrangement, the computer obtains key information

and (a) when the key information is key-updating information, updates

20 the secret key, and (b) when the key information is a decryption key,
plays back contents using the decryption key. By updating the secret

20



20 the secret key, and (b) when the key information is a decryption key,

pl ays back contents using the decryption key. By updating the secret 20 WO
03/ 079689 PCT/ JP03/ 03232 key according to the key-updating information in
this fashign, en obtaining key information that has been encrypted with
use of theaﬂﬁﬁég?gﬁ secret key, the content playback appgga?ﬂ?%ﬁ% | be able
to properly decrypt this encrypted key information. 5 Accordingly, after
the secret key is updated, only authorized content playback apparatuses
are abl exép apteydhacto enatient-apdatichg tnfdrmat her éhorkd spbssgiibhe whenel i mi nat e
content playback by unauthorized content playback apparatus. The present

i nvention further provides a key nana t h nages a
secret k® tﬁhﬂﬁﬁgi%3&lEé%F%ﬁ?ﬁ88y¥%ﬁ%F§%?$%%1eﬂé&ﬁ%%@aggﬁgﬁféiﬁgfﬁg
key-updating i nformati on generating unit operable to generate key-updating
i nf or mat hodeteseded ot kpgatthagediientselaviseck eyppagatpamdhi the aglekiot operabl e
to encrypt key information wusing the secret key and transmt the encrypted

key i nfornmtian to 15 . pkayhack apparal Uscokhe kay informtion being
ey tor pldying bac

ei t her apﬁocry tron contents or the key-updating
information; and a secret key updating unit operable to update the secret
key accordi ng BAcoorfinddey-affeattinegsdaresrkeatisordaneeh ophl SuakeariFshent ,
since the key nanagenent appar at us

content playback apparatuses are able to play back contents, and it
is therefore possible to eliminate content playback by unauthorized
content playback apparatus.
The present invention further provides a key management
10 apparatus that manages a secret key used in a secret-key encrypting
method, comprising: a key-updating information generating unit
operable to generate key-updating information used for updating the
secret key; a transmitting unit operable to encrypt key information
using the secret key and transmit the encrypted key information to
15 a playback apparatus, the key information being either a decryption
key for playing back contents or the key-updating information; and
. a secret key updating unit operable to update the secret key according
to the key-updating information.
With this arrangement, since the key management apparatus
20 transmitsencryptedkey informationtothecontent playbackapparatus,
the key management apparatus and the content playback apparatus each

21



20 transmts encrypted key information to the content playback apparatus,
t he key nmanagenent apparatus and the content playback apparatus each 21 WO
03/ 079689 PCT/JP03/03232 will be able to have the sanme key infornmation.

Al so, the enent apparatus is able to update th ey
accordi ng %@Mﬁgzgggdating information included in the kg§§§%k§éﬁétion.

Consequently, after the secret key is updated, only authorized content

pl ayback 5 apparatuses are able to playback contents, and it is therefore
possi bl ewiXldoesdh I et avecdmeteme kelydpiacke ipnundliskeithe kgy Bamaswensl ayback
apparatus. The key managenent apparatus may have an arrangenent wherein

the transm tl}alﬁgg tlrl_légéklg(]ée;q:{) %%Bgée +he stegﬁejé,‘ﬂégidgc%‘kﬁﬁ } 08 ke§Dupgentyf i er 10

for iden??%%u ormation as either the decrypfion key or the
key-updating information, before transmtting the key information. Wth
this arramipementen tineldgd nenabentan 1apparadias- i Soapplentéve rafifs€fit, in one
form two kinds of information such as a decryption 15 key and

key- updafjing Lofor MLy 0Rs Tha K&y, NBRAgESBtoraRBar @bHEemBY phaie okn
arrangeﬁ%%% ﬁ%grégn %heske% ?nfornat?%n is included in EMM EMM denoti ng
Entitl enent Managenent Messages, and the transmtting unit tr,qgnits t he
key i nfeppratatgaes are REIOFAD R AFPAtEREY P br b orepossible

to eliminate content playback by unauthorized content playback
apparatus.

The key management apparatus may have an arrangement wherein
thetransmittingunitattaches,tothekeyinformation,anidentifier

10 for identifying the key information as either the decryption key or
the key-updating information, before transmitting the key
information.

With this arrangement, the key management apparatus is able
totransmit,inoneform,twokindsofinformationsuchaszadecryption

15 key and key-updating information.

The key management apparatus may have an arrangement wherein
the key information is included in EMM, EMM denoting Entitlement
Manacement Messages, and the transmitting unit transmits the key
information to fhe playback apparatus by broadcast.

20 - With this arrangement, the key management apparatus is able

to transmit the key-updating information by broadcast. Since the

22



20 Wth this arrangenent, the key managenent apparatus is able. to
transmt the key-updating informati on by broadcast. Since the 22 WO
03/ 079689 PCT/ JP03/ 03232 key-updating information is transmtted by

broadcast, wityslSeiPSsi bl e to update the secret keys insggﬁhh%mxége_key
managenent apparatus nmay have an arrangenent wherein the key-updating

information includes seed information fromwhich 5 a new secret key is to
be generated nd the secret key updating unit updates the secret key by
convert i ﬁ‘é*yt HBg%%Jé’c? ’r’}fo&imﬁﬁ%%hg thEBSHHE e AR ressicast kéy iswasisibhe s
arrangenment, since the key-updating information includes seed information,

the key rmnagementthappacadtiselys Bbitantoy. 10 generate the seed information
and also to generate a new secret key y converting the seed information.
The key nmanage nt  apparatus na have an arrangenent wherein the

key- updati ng i nfor nat i BA-PE I FFETAEHT JRHeaVE R WAT EIN9CASEE wbesein hat t he

secret key should be updated, and the secret key updating 15 unit further

i ncl udes:tha kelediddat bngramiformagener andNglesubes inoparabba ridh ganel ate seed
information fromwhich a new secret key is to be generated; and a

tr ferri i r recejve a request .signal transmtted b
hespl ayBant SHPAT Rl ehat "hae ot et S Fr ks Phrer i Fort and

transfer the generated seed information to
updates the secret key by converting the seed information into the

new secret key.

With this arrangement, since the key-updating information

includes seed information, the key management apparatus is able to
10 generate the seed inférmation and also to generate a new secret key
by converting the seed information.

The key management apparatus may have an arrangement wherein
the key-updating information is trigger information which instructs
that the secret key should be updated, and the secret key updating

15 unitfurtherincludes:aseedinformationgeneratingsubunitoperable
to generate seed information from which a new secretrkey is to be
generated; and a transferring subunit operable to receive a reguest
signal transmitted by the playback apparatus that has obtained the
trigger information, and transfer the generated seed information to

20 the playback apvaratus in response to the request signal, and the

secret key updating unit updates the secret key by converting the

23



20 the playback apparatus in response to the request signal, and the
secret key updating unit updates the secret key by converting the 23 WD
03/ 079689 PCT/JP03/03232 seed information into the new secret key. Wth
this arrangenent, the key nanagenent apparatus generates tr“g%er

i nformati oN Y%t i fi es the content playback apparatus, PPRPO%%2 of the
trigger information, that the secret key needs to be updated. 5 Then, the
key managenent apparatus receives fromthe content playback apparatus a
request se§falnfx@assen niptoetbe indwoseratébrkeytransnmts the seed information
to the content playback apparatus in response to the request signal, and

obtains a new sealieln ey nceqmer bty hieaed: LBLOLIRU on. Communi cat i ng

with the content playback 10 apparatus "atter trans ru;%ﬁ%grﬁe§§updating
information has two advantages as follows: One is that the key nmanagenent
appar at u$Trg9%biel enadé e paf Ret L fiasihatatieod Bl embaqi andeaekuappatiat us t he
unaut hori zed content playback apparatus has derived. For exanple, if it

has beenuaéb@&@@&rlégé@iﬁhﬁhm%QaﬁﬁBﬁaﬁ%ﬁ@%@Eﬁ&ﬁ%&%ﬂé@HH%S%e%ﬁﬁgtég.transnit

their owmn IDs as a requesting signal and there i's an unauthorized content
plqiback appar at us, then the same IDw || be transmtted to the key
management " a5PaFEY TENREFECHRRPISAL S TTReHes Fronkidie srirtegemeavbapipar at us i s
9 . . ; ;
able to judge that the content playback apparatus having this particular
apparatus a request signal requesting seed information, transmits
the seed information to the content playback apparatus in response
to the request signal, and obtains a new secret key by converting
the seed information. Communicating with the content playback
10 apparatus after transmitting the key-updating information has two
advantages as follows:
One is that the key management apparatus is able to determine
from which content playback apparatus the unauthorized content
playback apparatus has derived. For example, if it has been arranged
15 sc that content playback apparatuses need to transmit their own IDS
as a requesting signal and there is an unauthorized content playback
apparatus, then the same IDwill be transmitted to the key management
apparatus more than once. Then, the key management apparatus is able
to judge that the content playback apparatus having this particular
20 ID is the one from which the unauthorized content playback apparatus

has derived.
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20 IDis the one fromwhich the unauthorized content playback apparatus
has derived. 24 WO 03/079689 PCT/JP03/ 03232 The other advantage is that
t he key nmanagenent apparatus is able to find out that the content playback

appar at us | lating a master key. For exanple, in ac where only seed
i nformati o#ﬁ)logm{%%%nsrﬁtted by broadcast, the key nanage%gﬁfmg@ﬁ%at us is

not able 5 to find out that the content playback apparatus is updating a
master key. Wth the aforenentioned arrangenent, however, the key
managenent appafia @¢shies alyketage denfhatntlae Kegasinageament lepsomtwenis pl ayback
apparatus has received the key-updating information because there is

communi caphion: 1Bt fie: ¢ARE e BLAKRACK ARARKALYS:ralls T é Rnagement
apparatus may have aér}?ca(rer gngement vﬁ?@rg tF%e Iﬂjza(yr-au%cszlaltm:art% g%/tn]ggr%ati on
includes seed information fromwhich a new secret key is to be generated,
and the Swgter k& upatKAgPif &0 § geehethergctiude sead riedervaignsuduni t

operable to receive event information transmtted by the pl ayback

appar at use t:hahi Py BPINREEaLS, the Baetahdy ARl ARrat NS VAN bk Or mati on
being different every tine of transiission or once in every certain nunber
of times of transm ssion, and the secret key updating unit updates the
secPet K&y eBRFEREI TG EPRESEcR]aYREEE RRPRE UhdS (RE2BYRhE MaSESE mat i on
into the new secret key.

key. With the aforementioned arrangement, however, the key
management apparatus is able to confirm at least that the content
playback apparatus has received the key—~updating information because
there is communication from the content playback apparatus.

10 The key management apparatus may have an arrangement wherein
the key-updating information includes seed information from which
a new secret key is to be generated, and the secret key updating unit
further includes a receiving subunit operable to receive event
information transmitted by the playback apparatus that has obtained

15 the seed information, the event information being different every
time of transmission or oncle in every certain number of times of
transmission, and the secret key updating unit updates the secret
key by converting the seed information and the event information into
the new secret key.

20 With this arrangement, the key management apparatus receives -
the event information from the content playback apparatus and
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20 Wth this arrangenent, the key managenent apparatus receives the event
information fromthe content playback apparatus and 25 WO 03/079689
PCT/ JP03/ 03232 generates a new secret key fromthe seed information and

the event _inf tion. Conmunicating with the content pl Kk par at us
after tréﬁgﬁ?ﬁif g the key-updating information has tmopgﬁggﬁpﬁégs as

follows: 5 One is that the key managenent apparatus is able to determ ne
from whi ch content playback apparatus the unauthorized content playback
appar at ugehesatder eveth sforetexeppfmm the iseelasifloemat 5o andetthe swvettthat
content playback apparatuses need to transmt their owmn IDs as a

requesti | | ._an I,S.an. i
ppar at Us T DR e S e oot Fred o e s haa et
apparatus nore than once. Then, the key managenent apparatus is able to
j udge t h&ranseltdgmgeiine preyeRt dppdrdogsatinn Agst hve pdwantedgearas ID is the
one from whi ch the unauthorized content playback apparatus has derived. 15
The ot herragyant age is that the key managenent apparatus is able to find
out that the content playback apparatus is updating a master key. For
exanple, in a case where only seed information is, transmtted by
br oadcast, the ®&/itkhafeRentcyappaosnast PEPAtRtUSh a1 tridedesling hat t he
content playback apparatus is updating a naster

from which content playback apparatus the unauthorized content

playback apparatus has derived. For example, if it has been arranged
so that content playback apparatuses need to transmit their own IDs
as a requesting signal and there is an unauthorized content playback

10 apparatué, then the same ID will be transmitted to the key management
apparatus more than once. Then, the key management apparatus is able
to judge that the content playback apparatus having this particular
ID is the one from which the unauthorized content playback apparatus
has derived.

15 The other advantage is that the key management apparatus is
able to find out that the content playback apparatus is updating a
master key. For exanple, in a case where only seed information is
transmitted by broadcast, the key management apparatus is not able
to find out that the content playback apparatus is updating a master

20 key. With the aforementioned arrangement, however, the key
management apparatus is able to confirm at least that the content
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20 key. Wth the aforenenti oned arrangenent, however, the key nmanagenent
apparatus is able to confirmat |east that the content 26 WD 03/079689
PCT/ JP03/ 03232 pl ayback apparatus has received the key-updating

infornatioa%ﬁgﬁ%%Qp there is communication fromthe con%gﬁéagbgﬁgack

apparatus. Thé present invention further provides a key system
made up of (i) a content playback apparatus and (ii) a key managenent 5

apparatus that manages one or nore secret keys used in a secret-key

encr ypt i rgj-ayeehpdrparatusehasoraasnivepithy baykupdnianating ormdid okdyecapadagenent
system conprising: a key-updating information generating wunit that is

ol uded drakhes keyrTARAGEITRI: BRRAIALUR-AN] p13,0REY ABberata gener at e

key-updating information used for updating each secre 0 a
transmtting unit operable to encrypt key information using a first secret
key, and transnTie PRRSEWCIHYIFNEHOK EYL {hFraILed i fona key MenageRstaysteray back
apparatus, the key information being either a decryption key for playing

back cont@nriesudbrtie Keyntidapl Nack HPEIBREELENG 31KEW 1V REIRIRAL
decrypting unit that is included in 15 the content playback apparatus and
is operable to obtain the. encrypt key information transmtted by the

transni t t3RGTARTE TAAE HECH§FHIONEH %gﬁ%r%ﬁ%% Hedy TSRC0Hat FRATSEAKSY key
i nformation using a second secret key, the second secret key being stored
in the caonicepbtphayhatod apparatusponterdt rstaybpdnt apgarsatius, t Raé ksyi ncl uded
in the key managenent
management system comprising: a key-updating information generating
unit that is included in the key management apparatus and is operable
to generate key-updating information used for updating each secret
10 key; a transmitting unit operable to encrypt key information using
a first secret key, and transmit the encrypted key information to
the content playbaék apparatus, the key information being either a
decryption key for playing back contents or the key—ﬁpdating
information; a key information decrypting unit that is included in
15 the content playback apparatus and is operable to obtain the encrypted
key information transmitted by the transmitting unit and decrypt the
encrypted key information into key information using a second secret
key, the second secret key being stored in the content playback
apparatus; a first updatingunit that is included in the key management
20 apparatus and is operable to update the first secret key according

to the key-updating information; and a second updating unit that is
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20 apparatus and is operable to update the first secret key according to
the key-updating information; and a second updating unit that is 27 WO
03/ 079689 PCT/JP03/03232 included in the content playback apparatus and is

operabl e t the decrypted key information is key-

i nformati Oﬁoo@@zﬁg updating the second secret key, gg?@) ﬁ’gnéecond
secret key according to the key-updating information. 5 Wth this
arrangenent, the content playback apparatus and the key managenent

appar at usiredotHedbhathe keytemf plagdachnemradatay ankders opéealkeyto nivbemat i on i s
key-updating information, update the secret key, and (b) when the key

oy By Unaberene e BFoR oo K hoa g o TramEy R bR BB O

information in thi s fash| on, when obtaining key information that has been
encr ypt edndathngshe @ﬁccprhése@rﬁ:ta)taad upglgkethg epcondseernit kau agsloagbae k

appar at us and the key managenent apparatus each will be able to properly
decrypt tiyj %ﬁ‘églkfyﬂf‘%ﬁé%ﬂ on. 15 Accordingly, after the secret
keys are up at ed onl'y authorized content playback apparatuses are able to

pl ay back contents, and it 1is therefore possible to elimnate content
pl agback by unaﬂ%%rﬁhZédarWﬂe@ﬁﬂtpltfﬂ?ba@kt%paiai’%k BPPafatmsserd pt i on of
The Draw ngs

thekeynanagementapparatuseachobtainkeyinformationand(a)whgn
the key information is key-updating information, update the secret
key, and (b) when the key information is a decryption key, play back
contents using the decryption key. By updating the secret keys

10 according to the key-updating information in this fashion, when
obtaining key information that has been encrypted with use of the
updated secret key, the content playback apparatus and the key
management apparatus each will be able to properly decrypt this
encrypted key information.

15 Accordingly, afterthe secret keys areupdated, onlyauthorized
content playback apparatuses are able to play back contents, and it
is therefore possible to eliminate content playback by unauthorized
content playback apparatus.

Brief Description of The Drawings

20 FIG. 1 shows the general structure of a conditional access

system;
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20 FIG 1 shows the general structure of a conditional access system 28
WO 03/079689 PCT/JP03/03232 FIG 2 shows the structure of a playback
apparatus in the conditional access system FIG 3 shows the operation of

t he pl aybag] atus in the conditional access system shows
t he genergﬁ%gggﬁﬁgﬁre of the conditional access systen1fﬁ?ﬂﬁkgkn here are

a plurality of playback apparatuses; FIG 5 shows the operation of the
plurality of playback apparatus in the conditional access system FIG 6
shows the generglG.ser sivtws éhef stthetooadif isopddyrskespratdrusysnethd n whi ch
there is an unauthorized apparatus; FIG 7 shows the operation of the

pl ayback use i of preventing an unauthorized apparatus from
perforniﬁgggg%gacﬁoé?g%ﬁ;épgg ack of contents; FIG 8 shows the general

structure of the conditional access 15 systemof the first enbodi nent;
FIG 9 shows thelGt Budousetisf oppeatgloayphdheapparatisaiparehies 180 ti onal
‘access system FIG 10 shows the detailed structure of the Kmupdating unit

in the figah; e/Medi BMss system;

5 FIG. 4 shows the general structure of the conditional access
system in which there are a plurality of playback apparatuses;

FIG. 5 shows the operation of the plurality of playback
apparatus in the conditional access system;

FIG. 6 shows the general structure of the conditional access

10 system in which there is an unauﬁhorized apparatus;

FIG. 7 shéws the operation of the playback apparatuses at
times of preventing an unauthorized apparatus from performing
unauthorized playback of contents;

FIG.-8 shows the general structure of the conditional access

15 system of the first embodiment;

FIG. 9 shows the structure of the playback apparatus in the
conditicnal access system;

FIG. 10 shows the detailed structure of the Km updating unit
in the first embodiment;

20 FIG. 11 shows the data structure of normal EMM;
FIG. 12 shows the data structure of EMM for updating a master
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20 FIG 11 shows the data structure of normal EMM FIG 12 shows the data
structure of EMM for updating a master 29 WO 03/079689 PCT/J P03/03232
key Km FIGs. 13A and 13B show exanpl es of algorithnms used in the Km
generating unit; FIG 14 shows the operation of the playback apparatus in
the 5 condA%YHEY access system FIG 15 shows the stru@Fﬁ’r’E‘B@?”{zhe key
managenent apparatus in the conditional access system FIG 16 shows an
exanpl e of managenent of |IDs and master keys Kns by the key managenent
appar at ugsy ¥;FI G 17 shows the operation of the key nanagenent apparatus
in the conditional access system FIG 18 shows the operation of the

pl ayback apparatuses at tinmes of elimnatin naut hori zed ,content vi ew ng
by an unaut hor i¥Z88- aPbardt t S%@‘”F?’@m §Ss?1% gf’ﬁé%éltsﬁij st rtglgture of

the conditional access systemof the second enbodinent; FIG 20 shows the
det ai | edxgtddietrdt en@furtiie Km updating unit in the second enbodinment; FIG
21 shows the data structure of EMM for updating a master
FIG. 14 shows the operation of the playback apparatus in the
5 conditional access system;

FIG. 15 shows the structure of the key management apparatus
in th; conditional access system;

FIG. 16 shows an example of management of IDs and master key's
Kms by the key management apparatus;

10 FIG. 17 shows the operation of the key management apparatus
in the conditional access system;

FIG. 18 shows the operation of the playback apparatuses at
times of eliminating unauthorized content viewing by an unauthorized
apparatus;

15 FIG. 19 shows the general structure of the conditional access
system of the second embodiment;

FIG. 20 shows the detailed structure of the Km updating unit
in the second embodiment;

FIG. 21 shows the data structure of EMM for updating a master

20 key Km;
FIG. 22 shows the structure of the key management apparatﬁs
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20 key Km FIG 22 shows the structure of the key managenent apparatus 30
WO 03/079689 PCT/JP03/03232 in the conditional access system FIG 23
shows the general structure of the conditional access systemof the third
enbodi nent ¢f shows the detailed structure of the dating unit 5
in the thlrénnﬁ%xd)nent FIG 25 shows the structure of Egﬂggagﬁ%nagenent
apparatus in the condltlonal access system and FIG 26 shows the :
structure of a DVD pl ayback apparatus. Best Mde for Carrying Qut the

| nvent i onnléhdricostli Bnredi recésCaystah; Structure of the Conditi onal Access
System FIG 8 shoms the general structure of the conditional access system

of the first er 2"3’9&&%’5{% g&?&!al' %‘etéﬁ&%?sch é&ﬁgﬁfﬁoﬁﬁeaééés%t

enbodi nent conprlses managenent appar at us

amanuf act uri ngmachi ne 802, a pl ayback apparatus 803, and a broadcast
apparatugy@&mlOﬁit@%l%hingxﬁﬂaﬁﬁmhoh;is provi ded on how t he key managenent
apparatus 801 and the pl ayback apparatus 803 each get to have the sane ID

and the sane n%hngZf(gMngnthe detailed structure of the Km updating unit
5 in the third embodiment;

FIG. 25 shows the structure of the key management apparatus
in the conditional access system; and

FIG. 26 shows the structure of a DVD playback apparatus.
Best Mode for Carrying Out the Invention

10 First Embodiment
General Structure of the Conditional Access System

FIG. 8 shows the general structure of the conditional access
system of the first embodiment.

Theconditional access systemof the first embodiment comprises

15 a keymanagement apparatus 801, amanufacturingmachine 802, aplayback
apparatus 803, and a broadcast apparatus 804.

Firstly, explanation is provided on how the key management
apparatus 801 and the playback apparatus 803 each get to have the
same ID and the same master key Km.

20 The key management apparatus 801 assigns an ID and a master

key that are both unique to each playback apparatus, each production
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20 The key managenent apparatus 801 assigns an ID and a master key that
are both unique to each playback apparatus, each production 31 WO
03/ 079689 PCT/JP03/03232 |ot, each nodel, or each manufacturer, as

necessary, [ovides themfor the manufacturing nachi The
manuf actur?@g’q/r?g{:ﬁ i ne 802, which manufactures the pl aybaEE%S%g’i%%t us 803,
assenbles the ID and the naster key Kmthat have been 5 assigned by the
key managenent apparatus 801 into the playback apparatus 803, and then
provi des ldie pidybedkl appacatiusmaBOBadiorrea, aserceFbiny waypd nrivyikey
managenent apparatus 801 and the playback apparatus 803 each get to have

t he sane éh@maﬁgrt‘é}?e ﬁ%ﬁ’@fi%%tr\%? Kﬁ%’chiﬁgs Kg, Secondly, expl anation is
y c

provi ded on the procedure a user views a desired content. Here,

it is assuned that, as an exanple, the user's playback apparatus 803
stores an | D " 00oe0@0ifacsnying maghtiae 80R eyhkeh mapga2600es thepleivkacs The
user nmakes a request for content viewing to the broadcast apparatus 804

that broagdeashsud Resdeskeath £LOBLERD. orf thdiSstéMBey EnSREvd BEQL TS the
br oadcast ~apparatus 804 of the | D "00000001" stored in his/her playback

apparatus 803. The broadcast apparatus 804 receives the request fromthe
5 assigned by the key management apparatus 801 into the playback

apparatus 803, and then provides the playback apparatus 803 for a
user.

This way, the key managemeﬁt apparatus 801 and the playback
apparatus 803 each get to have the same ID and the same master key

10 Km.

Secondly, explanation is provided on the procedure by which
auserviewsadesiredcontent..Here,itisassumedthat,asanexample,
the user’ s playback apparatus 803 stores an ID “"00000001” and a master
key Km “27832529” therein.

15 The user makes a request for content'viewing'tO'thelorqadcast
apparatus 804 that broadcasts the desired content. At this time,
the user informs the broadcast apparatus 804 of the ID “00000001”

stored in his/her playback apparatus 803.
The broadcast apparatus 804 receives the request from the
20 user and stores the ID “"00000001” and the work key Kw for the playback
apparatus 803 into EMM and sends the EMM to the key management apparatus
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20 user and stores the I D "00000001" and the work key Kw for the playback
apparatus 803 into EMML and sends the EMMto the key managenent apparatus
32 WD 03/079689 PCT/JP03/03232 801. Here, the work key Kw is a key which
only such Bja(%;a&%l%k() apparatuses that are owned by users authorized to view
contents are & to obtain. 5 The key managenent appar AP EGI B ecei ves
the EMM fromthe broadcast 804, and extracts the ID "00000001" stored in
the EMM Then, the key managenent apparatus 801 identifies that a naster
key Km "827832529" corresponds to this ID and encrypts the EMMwi th the
master key Km "27832529", before transmtting the EMMto the broadcast 10

appar at us 804. br.oadcas at.us _804 br.oadc encr ed EMM
The pl ayback ap%-%(raedt &§%8§§r%e€e§£ﬁwvégyarg% i"i’/hels%t %@E%I\*}Fc jplr}%&%g%%kfromthe

ID stored in the EMMthat this particular set of EMM has been addressed to
t he pl aybapkrappasatiust ersalwnedlhy tédss dGtlcaseedtttevi®y sbotedsiare he EMM i s
the 1D "00000001"; therefore, the playback apparatus 803 judges that this

set of EMMiLsiaddiesged to the playback apparatus 803 itself.

SubsequentTy, "t he playback apparatus 803 decrypts the EMM with the naster

key Km "27832529" and obtains a work key Kw.
5 The key management apparatus 801 receives the EMM from the

broadcast 804, andextracts the ID“00000001” storedinthe EMM. Then,
the key management apparatus 801 identifies that a master key Km
©“27832529” corresponds to this ID and encrypts the EMM with the master
key Km “27832529”, before transmitting the EMM to the broadcast
10 apparatus 804.
The broadcast apparatus 804 broadcasts the encrypted EMM.
The playback apparatus 803 selectively receives the EMM,
judging from the ID stored in the EMM that this particular set of
EMM has been addressed to the playback apparatus itself. In this
18 case, the ID stored in the EMM is the ID “00000001”; therefore, the
playback apparatus 803 judges that this set of EMM is addressed to
the playbaék apparatus 803 itself. Subsequently, the playback
apparatus 803 decrypts the EMM with the master key Km “27832529” and
obtains a work key Kw.
20 This is how the broadcast apparatus 804 and the playback
apparatus 803 each get to have the same work key Kw.
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20 This is how the broadcast apparatus 804 and the playback apparatus 803
each get to have the sane work key Kw. 33 WO 03/079689 PCT/JP03/03232 In
addition to EMM the broadcast apparatus 804 al so broadcasts ECMt hat
include a scranbling key Ks as well as contents scrambled by a scranbling
key Ks. Th&BPAVEECK apparatus 803 is able to obtain a SGAMYERey Ks by
decrypting ECM using the work key Kw, and is 5 able to obtain a content by
descranbling a scranbled content that has been scranbled by the scranbling
key Ks. The f ol [oatsairiexpdciMs thedatohtdgaof apparastieB0keysdoroadtaghs 1S one
of the characteristics of the present enbodi nent. A master key Km does not

need to ated in,principle:_ 10 however,.jf. the ID,"00000001" and the
mast er k2§c ”ﬁﬁqga‘ﬁﬁﬁé%‘i i g?rgﬁemﬁl ]é%ybg%kasa‘f)'%%lirasugo Yol 093%

unaut hori zed user, for exanple, then by copying and registering these ID
and nast eéry Regrinplimtgokdy 5 heffhe gllayback apppartas )3 theblenautieinzed user
will be able to view, in an unauthorized fashion, the contents which the

user of t %cggfayp@%#;‘és @fg?%%&%&?%?ﬁ&%@%@?ﬁi]Ze‘iPﬁ&«P MY In this

case, Updating of the na econes” necessary. “Thus, the broadcast
apparatus 804 stores in EMM (i) an ID of the playback apparatus that needs
an Bpdat eeldfe thechvadinezr deaypenhdy depyrawddny rf eorarplnd trohenvihicbat a new
master key is to be generated

has been scrambled by the scrambling key Ks.
The following explains updating of a master key Km, which
is one of the characteristics of the present embodiment.
A master key Km does not need to be updated in principle;
10 however, if the ID “C0000001” and the master key Km “27832529” of
the playback apparatus 803 leak to an unauthorized user, for example,
then by copying and registering these ID and master key Km into his/her
playback apparatus, this unauthorized user will be able to view, in
an unauthorized fashion, the contents which the user of the playback
15 apparatus 803 has been authorized to view. In this case, Updating
of the master key Km becomes necessary.
Thus, the broadcast apparatus 804 stores in EMM (i) an ID
of the playback apparatus that needs an update of the master key and
(ii) seed information from which a new master key is to be generated
20 and broadcasts the EMM. Then, the playback apparatus in need of an
updatedmaster key generates anewmaster key fromthe seed information.
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20 and broadcasts the EMWM Then, the playback apparatus in need of an
updat ednast er key generates a newraster key fronthe seed information. 34
WO 03/ 079689 PCT/JP03/03232 Here, the algorithmused to generate a new

master key fraomseed information is determned at the ti nuf act uri ng
a playbackwoagﬁgﬁgfus and is assenbled into the playbackqgggg%%ﬁﬁé in a

secure state. The sane algorithm has al so been assenbled into a
keymanagenent 5 apparatus in a secure state. It neans that since only the
key managenent Happartat uslgondtitherseldayb ackeapparates mafstan et fioomzed user
store the sane algorithns, only the key managenent apparatus and the

pl ayback I t t j L_ar new
et o keedigoalablor EaetARhba 88 cHEHind? rBR Ead B IR AAORREET oo
enbodi ment is able to elimnate unauthorized view ng of contents by

unaut hor izredrates singf teassémbleagsteto kbgplavbaghdapradat hdnf dlseowrag
explains in detail the playback apparatus and the key nanagenent appar atus

whi ch ar esged %%e%%&@@h%?%x%ﬁ%ﬁs%1séée&&&Q&%&@B@hn@&&Eé?mé%ﬁkﬁ@htStrUCthe
of Pl ayback Apparatus Fl 9 shows the structure of the playback apparatus

in the conditional access system The playback apparatus 901 conprises a
recéivirufHR@F?tQ@Z%n a secure state. It means that since only the key

management apparatus and the playback apparatus of an authorized user
store the same algorithms, only the key management apparatus and the
playback apparatus of the authorized user are able to have the same
new master keys.

10 Accordingly, the conditional access system of the present
embodiment is able tc eliminate unauthorized viewing of contents by
unauthorized users after the master keys are updated.

The following explains in detail the playback apparatus and
the key management apparatus which are used to actualize such a
15 conditional access system.
Structure of Playback Apparatus
FIG. 9 shows the structure of the playback apparatus in the
conditional access system.
The playback apparatus 901 comprises a receiving unit 902,

20 a type judging unit 903, an ID/Km storing unit 904, an EMM decrypting

unit 905, an updating information judging unit 906, a Kw updating
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20 a type judging unit 903, an ID)Kmstoring unit 904, an EMM decrypting
unit 905, an.updating information judging unit 906, a Kw updating 35 WO
03/ 079689 PCT/JP03/03232 wunit 907, a Kw storing unit 908, an ECM
decrypting 909, a Ks updating unit 910, a KS stori .t 911, a
cont ent de‘s@g%}r% (’?)ng unit 912, a content outputting uni {}%ﬁg@%ﬁzﬁa a Km
updating unit 914. The receiving unit 902 receives various kinds of
information 5 including scranbled contents, ECM and EMM from t he broadcast
appar at usinithé0i y e Kpusigpmigiguniit 908, tarafSMedecryptongatriian909, di Kker ent
units depending on what type of information it is, for exanple, it

transfers,seraghly gt%@t%kgag&i%%fﬂt&%ﬁ&%hg%@ﬁﬂg%ﬁt 10 ECM

to the ECM decrypting unit to the ecrypting” unrt 905.
The ID)Km storing unit 904 stores an ID and a master key that are unique
to the pl¥yhaskCapiFataPusPOTLnoawelit 938t sanche Kasvrdatiay ukih 1984t he EMM
decrypting unit 905, as necessary. The initial value 15 of the master key

Kmis the one thgt has; PEENuASS 80Pl ee] TUOVE NG R BURACK: ARPAIRLYS by the
manuf acturer and gets updated by the Kmupdating unit 914, as necessary.

The EMM decrypting unit 905 decrypts EMM usi ng the master key Km and
i npdts t HEdEErPt earENMIeCo IRESTibtat Fig 278 offht £69M | HeRyi brgpadcast

apparatus.

The type judging unit 903 transfers information to different
units depending on what type of information it is, for example, it
transfers scrambled contents to the content descrambling unit 912,

10 ECM to the ECM decrypting unit 909, and EMM to the EMM decrypting
unit 905.

The ID/Km storing unit 904 stores an ID and a master key that
are qnique to the playback apparatus 901, and inputs the master key
Km to the EMM decrypting unit 905, as necessary. The initial value

15 of themaster key Kmis the one that has been assembled into the playback
apparatus by the manufacturer and gets updated by the Km updating
unit 914, as necessary.

The EMM decrypting unit 905 decrypts EMM using the master
key Kmand inputs the decrypted EMM to the updating information judging

20 unit 906.
The updating information judging unit 906, according to the
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20 unit 906. The updating information judging unit 906, according to the
36 WO 03/079689 PCT/JP03/03232 identifier included in the EMM | udges

whet her the EMM stores seed information for updating the master key Km or
a new work key for updating the work key. The identifier will bhe explained
| at er . V\heh%a&é@%gr(’&s' key Kwis stored, the updating informdGirdh™%d#ging 5
unit 906 inputs the work key Kw to the Kw updating unit 907. Wen seed
information is stored, the updating information judging unit 906 inputs

t he seed iidehot figtd tnclwlechen Kmeupdgt jndoamivhe Bial: thbheEMvstigekat sagd unit 907
obtains the work key Kw fromthe updating information judging unit 906 and

updat es t, I.Stl Mork., . e I y. 1s usually. updated by being
overw i ttlté%??ﬁ%ﬁéj\&/leq% ,‘Vlﬁtd g%&(gpg%ﬁ{%%ﬁ%erp eé’ig(lm lg%taollleuwp%]oaLi(e % %r%%ﬁgiln%y maki ng
an addition to it. The Kw storing unit 908 stores the work key Kw updated
by the Kleupdsk ikey. uiite 96&ntidhigri npllt Het beplwomedkeytddv t o t he ECM
decrypting 15 unit- 909, as necessary. The ECM decrypting unit 909

Stored in the EEM D PRE KL “iedar e whr Lr e AR T R oo

obtains the scranbling key Ks from
5 unit 906 inputs the work key Kw to the Kw updating unit 907. When

seed information is stored, the updating information judging unit
906 inputs the seed information to the Km updating unit 914.
The Kw updating unit 907 obtains the work key Kw from the
updating information judging unit 906 and updates the existing work
10 key. A work key is usually updated by being overwritten; however,
it is alsc acceptable to update a work key by making an addition to
it.
The Kw storing unit 908 stores the work key Kw updated by
the Kwupdatingunit 907, and inputsthe work key Kw to the ECMdecrypting
15 unit 909, as necessary.
The ECM decrypting tnit 909 decrypts ECM using the work key
Kw and inputs a new scrambling key Ks stored in the ECM to the Ks
updating unit 910.
The Ks updating unit 910 obtains the scrambling key Ks from
20 the ECM decrypting unit 909 and updates the existing scrambling key
Ks. Ascramblingkeyisusuallyupdatedbybeingoverwritten; however,
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20 the ECM decrypting unit 909 and updates the existing scranbling key Ks.
A scranbling key is usually updatedbybeing overwitten; however, 37 WO
03/ 079689 PCT/JP03/03232 it is also acceptable to update a scranbling key

by maki ng agngﬂq%&]on toit. The Ks storing unit 911 stﬁ@ggg@%ﬁﬁécranbling

key Ks update y the Ks updating unit 910 and inputs t i ng key
Ks to the 5 content descranbling unit 912, as necessary. The content
descranbling unit 912 descranbles scranbled contents using the scranbling
key Ks ard implesatdaptdbidetampdete acorragbl $ng dey bg redntern aogipict i ng unit
913. The content outputting unit 913 transmts the content to the 10

di splay mpnitor. The Kmupdating unit 914 obtains the seed information from
the updating information judging unit 906 and updates the master key Km
using the seed information. A master key is usually updated by being
overwitten; hoWes&p stioring ualisPldceepiasoie serapddane kemistuwpdatesd key by
maki ng an addition to it. When an addition is made to a nmaster key, the

| D/ Km st gpi Age wRi o4 nWi i tber @hhg #Ru8t0fe ablaBsherkkeus td bt are
there prior to up&%tes as well as the current nmaster key.” Thus, in case

the current master key is unusable due to an error, it wll be possible to

use® one GPNERRE MAESCEPTREVY BPiBrotd apdegeassary.

The content descrambling unit 912 descrambles scrambled
contents using the scrambling key Ks and inputs the descrambled
contents to the content outputting unit 913.

The content ocutputting unit 913 transmits the content to the

10 display monitor.

The Km updating unit 914 obtains the seed information from
the updating information judging unit 906 and updates the master key
Km using the seed information. A master key is usually updated by
being overwritten; however, it is also acceptable to update a master

15 key by making an addition to it. When an addition is made to a master
key, the ID/Km storing unit 904 will be able to store all master keys
that are there prior to updates as well as the current master key.
Thus, in case the current master key is unusable due to an error,
it will be possible to use one of the master keys prior to updates

20 instead. It isfurtheracceptableif the ID/Kmstoringunit 904 stores
only the initial master key in addition to the current master key.
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20 instead. It is further acceptable if the IDDKmstoring unit 904 stores
only the initial master key in addition to the current master key. 38 WO
03/ 079689 PCT/JP03/03232 Furthernore, it is also acceptable to update the

mast er key he IDat the same tinme. It is also accept tQ_use part
of an ID g?l'g/ozg’g)er ation nunber and update the generati 6’%%?035’3@8nbi nation

of an ID and a master key. In such a case, the ID nmay be updated 5 by

bei ng overwitten or by having an addition made to it. FIG 10 shows the
det ai | ed structmurehefmdhe Km ipdasd mgceapidble to tupdate rde endiedi kegnt . The Km
updating unit 914 conprises a seed information obtaining wunit 1001, a Km

generating.unit _1002, .and_ a Kmretainin it The d
i nf or mat iagﬂ @b(;t &li!)n?%d:h&nls?mel(%Tebb gi Jhss%tlfgfg ascecegglgkr)l eor]'t(rgﬁa ?e()ﬁ)%??oorﬁ t he
updating information judging unit and inputs the seed information to the
Km gener ahiltgesuagend 002 caswuareapgdmpdite the goeera@tdoniocfincardadat omn
generating a naster key. The Kin generating unit 1002 generates a new

master key Kilrp Laausiig.hea) 00K 1hiLhaving begy ﬁﬁsybaeegﬁhﬁéathe Km

generating unit he algorithmis unique t0 ea ayback
apparatus, each production |lot, each nodel, or each manufacturer. The sane
al gbri t hiayi bedns @vervr Bt 9m orhley ey ipamyadehtiappadat B®.15Fhe Km ret ai ni ng
unit 1003 retains the naster key Kmin a
FIG. 10 shows the detailed structure of the Km updating unit
in the first embodiment.
TheKmupdatingunit914comprisesaseedinformationobtaining
unit 1001, a Km generating unit 1002, and a Km retaining unit 1003.
10 The seed information obtaining unit 1001 obtains the seed
information from the updating information judging unit and inputs
the seed information to the Km generating unit 1002 as an argument
in the algorithm used for generating a master key.
The Km generating unit 1002 generates a new master key Km’
15 using the algorithm having been assembled into the Km generating unit
1002 itself.- The algorithm is unique to each playback apparatus,
each production lot, each model, or each manufacturer. The same
algorithm is also stored in the key management apparatus.
The Km retaining unit 1003 retains the master key Km in a
20 form in which the ID/Km storing unit S804 will be able to store it.

This way, the playback apparatus 901 is able to update the
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20 formin which the IDDKmstoring unit 904 will be able to store it. This
way, the playback apparatus 901 is able to update the -39 WO 03/079689
PCT/ JP03/ 03232 master key Km using the EMM broadcasted fromthe broadcast
apparatus. The Km updating unit 914 has two possibilities as wl| be

menti oned Bél G0 #&pendi ng on at which point of tine a neWte8teP Rey s
generated, and it could be either way. 5 The first possibility is that a
new naster key is generated as soon as the seed information is obtained.
The secontspes Xekikm gt nigs: HehEMM biesdeaeted fitan hh¢ bonadsasabdmiaretdus and st or ed
till it is necessary to generate a new master key. In this case, a new

mast er key may &(}3 ner(ggt_tjhﬂgn{lggte@&ql tv&%f %g%%%%%gegr%%gﬁﬁmw to the

EMM decrypting unit, a si rans rom decrypt| ng
unit is received. The fol |l owi ng expl ains the data structure of EMM FIG
11 shows renéida¢dbstowiceperdiofg owatredhiEMBoIENM Ak tneradecwipasferakey D segnent
and a data segnent. The ID 15 segnent stores an ID of the playback

apparatu 'AY; set of EMM The pl ayback
appar at uzlslt g%bﬁer e%jgr'gg&%lt %ouws% %gﬁl%fgl%%ecr ypt only EMM in which the

| D of the playback apparatus is stored, anong different sets of EMM
broadcast ed frofre Ferpf (P@?@éabtlltafpbar’féltaﬁsa new master key is generated

as soon as the seed information is obtained.

The secondpossibility is that the seedinformation is obtained
and stored till it is necessary to generate a new master key. In
this case, a new master key may be generated, for example, after EMM

10 are inputted to the EMM decrypting unit, and then a signal transmitted
from the EMM decrypting unit is received.

The following explains the data structure of EMM.

FIG. 11 shows the data structure of normal EMM.

EMM are made up of an ID segment and a data segment. The ID

15 segment stores an ID of the playback apparatus that is to receive
this particular set of EMM. The playback apparatus is therefore able
toselectivelydecryptonlyEMMinwhichthe IDof theplaybackapparatus
is stored, among different sets of EMM broadcasted from the broadcast
apparatus.

20 The data segment stores an identifier and key information.
The identifier identifies thé key information stored in the data
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20 The data segnment stores an identifier and key information. The
identifier identifies the key information stored in the data 40 WO
03/ 079689 PCT/ JP03/ 03232 segnment as either a work key or seed information.

For instan coul d be arranged so that when the ide r ox01",
a work key&%og} 2{6& ed, and when the.identifier is "0x02" r}tcgégg‘m%‘??or mat i on

is stored. 5 The data segnent al so stores other itens such as an
information Ilength, a protocol nunber, an expiration date, but explanation
on thesedgmens as &itire amcrkeitky Bt GeeliZirsivamatidre dadma isstarcteyr &£ of EMM
for updating a master key Km 10 A set of EMMfor updating a master key Km

is also nmad of an D tadadat seg R ,keth EMM
The datacsoélgﬁel&% s(J 3?1% %rtmq} g?e ldansee orroﬁg i of. £ﬁ1 }éeed

information is |nforrrat|on fromwhlch a new rraster key is to be generated
and coul dsbefofet, exdnmpien the geleetatien isuhdret2”15sedd tthomesttion key, random
nunbers, or a conbination of these. FIGs. 13A and 13B show exanpl es of

al gorit hr'gsC ysgd in the Kmgenerating unit. FIG 13A indicates a nethod
where a rast er key is obtained fromthe ID and the generation nunber of

t he pI ayback apparatus, with
The data segment also stores other items such as an information

length, a protocol number, an expiration date, but explanation on
these items will be omitted.
FIG. 12 shows the data structure of EMM for updating a master
key Km.
10 A set of EMM for updating a master key Km is also made up
of an ID segment and a data segment like the normal EMM.
The data segment stores an identifier and seed information.
The seed information is information from which a new master
key is to be generated and could be, for example, a generation number
15 of the master key, random numbers, or a c_ombination of these.
FIGs. 13A and 13B show examples of algorithms used in the
Km generating unit.
FIG. 13A indicates a method where a master key is obtained
from the ID and the generation number of the playback apparatus, with
20 use of an original hash function.
FIG. 13B indicates a method where a master key is obtained
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20 use of an original hash function. FIG 13B indicates a nethod where a
master key is obtained 41 WO 03/079689 PCT/ JP03/03232 by encrypting
random nunbers generated in the key managenent apparatus wth use of an

origi nal epcr ' function. Methods for generating a n key is
HolagRhfld PLaNBRL S

not limte ones nentioned here as |ong as the pl par at us
and the 5 key managenent apparatus are each able to own anew naster key
securely. It is acceptable, for exanple, to generate a new nmaster key by
i nput t i ndey enveyPDing handparramipeir s generrdied iartdethay mppedenerttorpmstriabns i nt o an
original hash function that is unique to each manufacturer. Operation of

Pl ayback \Appanal usr 18 ELGinkd shows.tihg @abhon of the playback apparatus

in the conditional access system  The playback apparatus receives various
kinds of information including scrambled contents, ECM and E MMfromthe
broadcast appalethesls The Jlarehing erprardstednkyy alxass WHertedEmMM ar e

recei ved. 15 When the playback apparatus receives EMM it is judged whet her

a work keshd snédi@lcndedn®d nxeedad nbag e ik@d phajdaekugdash Lromdhenk dentifier
stored in the EMM (S1401). If seed information is included in the EVM

(S1402, Y) the playback apparatus obtains the seed information_included in
t hePEMV Keymanagement apparatus areeachable toownanewmaster key securely. _

It isacceptable, forexample, togenerate anewmaster key by inputting
the ID, the generation number and the seed information intoanoriginal
hash function that is unique to each manufacturer.
Operation of Playback Apparatus

10 FIG. 14 shows the operation of the playback apparatus in the
conditional access system.

The playback apparatus receives various kinds of information
including scrambled contents, ECM, and EMM from the broadcast
apparatus. The followingexplainsonlya casewhere EMMare received.

15 When the playback apparatus receives EMM, j_t is judged whether
a work key is included or seed information is included from the
identifier stored in the EMM (51401).

If seed ilnformation is included in the EMM (S1402, ¥Y) the

playback apparatus obtains the seed information included in the EMM
20 (S1403) .
The playback apparatus then generates a new master kéy from
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20 (S1403). The pl ayback apparatus then generates a new master key from 42
WO 03/079689 PCT/JP03/ 03232 the seed information (S1404). The pl ayback
apparatus stores the naster key generated in Step S1404 and uses it
starting fr Jext occasion (S1405). If a work key is_jncluded in the
EMM at St e%%?f&g)gs)( S1402, 5 N), the playback apparatus 8%%“’%@3{3% wor k
key (S1406). The pl ayback apparatus stores the work key decrypted in Step
S1406 so that it can be used starting fromthe next occasion of receiving
ECM ( S14QThp. sSad fiaforeatplcandblot)i.s provided as to the structure and the

10 operation of the playback apparatus that is able to generate a new

mast er key fronh'g he segd i nformation storeﬁﬁl in_ EMM The foll ow n?n expl ai ns
er

how a key nanageneeﬁ)tlagp%%]? ﬁpggr?sdsabsltgr?% ave the skg%g%%%atﬁgs key as

t he pl ayback apparatus does. Structure of the Key Managenent Apparatus 15
FI G 15 sttemsSi4e shduetas étobtatengefromridigenext cppaiat usS140A)t he
condi tional access system The key nmanagenent apparatus 1501 conprises an

F[ 1 receiving punl L1502y 2o keyaUndating,lL udsi g id <1808, 2458ed

information generating a Inserting unit updating unit 1505,

an | D/ Km
5 N), the playback apparatus obtains the work key (S1406).

The playback apparatus stores the work key decrypted in Step
S1406 sothat it canbeused starting fromthe r?ext occasionof receiving
ECM (S1407).

So far, explanation is provided as to the structure and the

10 operation of the playback apparatus that is able to generate a new
master key from the seed information stored in EMM. The following
explains how a key management apparatus is able to have the same new
master key as the playback apparatus does.

Structure of the Key Management Apparatus

15 FIG. 15 shows the structure of the key management apparatus
in the conditional access system.

The key management apparatus 1501 comprises an EMM receiving
unit 1502, a key-updating judging unit 1503, a seed information
generating and ihserting unit 1504, a Km updating unit 1505, an ID/Km

20 storing unit 1506, an EMM encrypting unit 1507, and an encrypted EMM
transmitting unit 1508.
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20 storing unit 1506, an EMM encrypting unit 1507, and an encrypted EMM
transmtting unit 1508. 43 WO 03/079689 PCT/JP03/ 03232 The EMM recei vi ng
unit 1502 receives EMMtransmtted fromthe broadcast apparatus and inputs
the EMM to_t he key-updating judging wunit 1503. The key-updating. judgi ng
unit 1503 Yﬁﬂﬁ@§”¥# the EMMinclude 5 sone information ﬁﬁ?@ﬂ”ﬁ%ﬁ%cates
that the master key needs to be updated. WMore specifically, if it is
arranged so that an identifier "0x02" neans "the master key needs to be
updat ed", then The BBy repsdatinggunjtud@oagrestitve 50 chrecksittfed ieomdenti fi er
is "0x02" or not. Wien the identifier is "0x02", the key-updating judging

unit notifies the 10 seed.infor I i d_J rti. it 1504 of
the. fact CFE S RRR T b U AOCT BCE 5E AL LT Sl y BT B PoBb7. " The
seed information generating and inserting unit 1504 receives the

noti fi catunas L9@im t he key-updating judging unit 1503, generates seed
information, inserts it into the EMM and also inputs 15 the seed

information to )8, KM YRdat hng i hg IaQP.156885Reed 0L PRl R 1u4S
i nformation fro#?ﬁh?gh a ﬁém?%%%?ergkey IS tgjbe géherate 5h ucould be,
for exanple, a generation nunber of the master key or random nunbers. The

Km Bipdat isegednifermsgpnsdigh asdi¢ptesdda tithe 8RBT B3V Heesiptobe updated.

More specifically, if it is arranged so that an identifier “0x02”

means “the master key needs to be updated”, then the key-updating

judging unit 1503 checks if the identifier is “0x02” or not. When

| the identifier is “0x02”, the key-updating judging unit notifies the

10 seed information generating and inserting unit 1504 of the fact. The
EMM will be inputted to the EMM encrypting unit 1507.

The seed information generating and inserting unit 1504

receives the notification from the key-updating judging unit 1503,

generates seed information, inserts it into the EMM, and also inputs

15 the seedinformationtotheKmupdatingunit 1505. Theseedinformation

is information from which a new master key is to be generated and

could be, for example, a generation number of the master key or random

numbers.

The Km updating unit 1505 obtains the seed information from

20 the seed information generating and inserting unit 1504 and updates

the master key Kin using the seed information. Here, the algorithm
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20 the seed information generating and inserting unit 1504 and updates the
master key Kmusing the seed information. Here, the algorithm 44 WO
03/ 079689 PCT/JP03/03232 wused to generate the new naster key fromthe seed

i nformatiop,,| fored in the playback apparatus as well. | D/ Km storing
unit 1506 g“tdéralé’z}(’gjn I D and a master key Kmthat are uni d’&;{nﬁg/@a}éh

pl ayback apparatus, each production lot, 5 each nodel, or manufacturer,

and inputs the master key Kmto the EMM encrypting unit 1507, as necessary.
The i ni t iwkdvyalgemeotte hbe masmestek gy Knon she hecdhrf qrrat ipass lsseredssenbl ed
into the playback apparatus at the tine of manufacturing, and gets updated

by the Km_u ti i n ssary. 10 The EMM encrypting unit
1507 enc;pr{eggt%%q{lgﬁ%us?%%%?%a%agggg' key Km and inputs the encrypted EWMM

to the encrypted EMM transmtting unit 1508. The encrypted EMM
transmtting unfhe HHF8mt ptarsmot 8nithd SOEneksyssedn ENMANE & HEashegakiRast
apparatus. 15 The EMM for transmtting seed information therein gets

encrypt eg iy USE ﬁ&@@%%&ﬁ@&%éﬁe hetens, kethAgppdat s 1dJbe  new

master key after the update w be used starting fromthe next occasion

of encrypting EMM As so far explained, the key managenent apparatus (i
ypting p y g RP
genér at eachmodel, or manufacturer, and inputs the master Key Km to the EMM

encrypting unit 1507, as necessary. The initial value of the master
key Km is the one that has been assembled into the playback apparatus
at the time of manufacturing, and gets updated by the Km updating
unit 1505, as necessary.

10 The EMM encrypting unit 1507 encrypts the EMM using the master
key Km and inputs the encrypted EMM to the encrypted EMM transmitting
unit 1508.

The encrypted EMM transmitting unit 1508 transmits the
encrypted EMM to the broadcast apparatus.

15 The EMM for transmitting seed information therein gets
encrypted with use of the Qld master key before being updated. The
new master key after the update will be used starting from the next
occasion of encrypting EMM.

As so farexplained, the keymanagement apparatus (1) generates

20 seed information and inserts it into the EMM, (ii) transmits the seed

information to the playback apparatus via the broadcast apparatus,
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20 seed information and inserts it into the EMM (ii) transmts the seed
information to the playback apparatus via the broadcast apparatus, 45 WO
03/ 079689 PCT/JP03/03232 and (iii) updates the master key Kmw th use of

the seed ipfo Lon. The playback apparatus, on the other han updat es
t he msteraﬁe‘%wﬁhfh use of the seed information having E’EEHP@#"gﬁémtted.

Here, since the key nanagenent apparatus and the pl ayback apparatus each
own the 5 sane algorithmthat is used to generate a master key from seed

i nformati@an (the kedetesndgenesiterappakatush arsd dthehgpkbagdackoappdoat us each
get to own the sanme new master key. FIG 16 shows an exanpl e of managenent

of IDs a Kns, by Kk ratus., 10. The key
nanageneﬂ’ﬂja %g aaté}gg %agess’a?ﬁgrkl%ﬁsgg%%aﬁgg?gﬁﬁégggg r?sm?%%eeﬁ &Y at the
| DY Km storing unit using a nmanagenent table showmn in FIG 16. In the
managenmertithaideot did $eadeinfarmst sereharingriged tivansniteadow Rireectinoa, and
different generations of the nmaster keys Kns are arranged in the colum

directi 0nthéﬁe%@ﬂaééﬁ%n‘ﬁ%ﬂﬁﬁ@ﬁ@%Qtthggﬁ%%ﬁyﬁ a?%?i%el% %EH g,@@g%a mast er

key to a manufacturing machine, these I D and mas are added to
this managenent table. At first, a master key is added to the colum of
t he fi r stSTENSLIPTHHI™ dhdteddrysed ke IeBeHUEt & Mesfer skepdaaad seed new
master key is added to the next columm, starting with the colum
information,thekeynmnagementapparatusandtheplaybaqkapparatus
each get to own the same new master key.
FIG. 16 shows an example of management of IDs and master keys
Kms by the kxey management appraratus.
10 The key management apparatus manages all IDs and master keys
Kms together at the ID/Km storing unit using a management table shown
in FIG. 16. In the management table, different IDs are arranged in
the row direction, and different generations of the master keys Kms
are arranged in the column direction.
15 - When the key management apparatus assigns an ID and a master
key to a manufacturing machine, these ID and master key Km are added
to this management table. At first, a master key is added to thé
columnofthe first generation, andeverytimethemaster keyisupdated,
a new master key is added to the next column, starting with the column
20 of the second generationand then to the column of the third generation.

The reason that all master keys including the ones in the
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20 of the second generation and then to the colum of the third generation.
The reason that all naster keys including the ones in the 46 WO 03/079689
PCT/ JP03/ 03232 past are stored can be explained as follows: Wen a sane ID
is assigned to each playback apparatus of the sane nodel |1 the playback
apparatuse¥QM%quﬁn necessarily be successful in updatfﬁaﬁfﬁﬁszwaster
keys after the first transmssion 5 of updating information. It is
therefore necessary to transmt, to those playback apparatuses that have
not been mstcessfsdoren vpddie rgpldireid aratiEowkeys, updating information
that has been encrypted with use of a master key fromthe past. Operation

of the Key MinageuenlsiRPepatUssdEhGo dicpRatseldie.onaration: ghothe key

managenent apparatus 1 n the con I onal "accesSs” Sy en recerving EMV
fromthe broadcast apparatus, the key nanagenent apparatus judges whet her
a secret daap pedelk tad lbeheipdavbdck arrpaoetiseomwibié netemectssarilycbaded in
the EMW (S1701). 15 If the master key needs to be updated (S1702, Y), the

key man : - ed. Lnf L QD . and_inserts
I R S T R T i o el

obtains the master key stored in the ID/Kmstoring unit (S1705), and
encPypt s qfhergamIngsimeeggeion. It is therefore necessary to transmit, to

those playback apparatuses that have not been successful in updating
their master keys, updating information that has been ehcrypted with
use of a master key from the past.

Operation of the Key Management Apparatus

10 FIG. 17 shows the operation of the key management apparatus
in the conditional access system.

When receiving EMM from the broadcast apparatus, the key
management apparatus judges whether a secret key needs to be updated
or not from the identifier included in the EMM (S1701).

15 If the master key needs to be updated (S1702, Y), the key
management apparatus generates seed information (S81703), and inserts
the seed information into the EMM (S1704).

The key management apparatus obtains the master key stored
in the ID/Km storing unit (S1705), and encrypts the EMM using the

20 master key (S1706).

Then, the key management apparatus transmits the encrypted
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20 master key (S1706). Then, the key managenent apparatus transmts the
encrypted 47 WO 03/079689 PCT/J P03/03232 EMMto the broadcast apparatus
(S1707). After transmtting the encrypted EMMto the broadcast apparatus

in Step S1/07, the key nmanagenent apparatus generates a new [ key
usi ng the gg&‘miﬁgbrnation generated in Step S1703 (8170§?T”%B$%§2key
managenent apparatus stores the new naster key generated in Step S1708 and
uses the new master key starting from the next occasion (S1709). If the
mast er k&yMdoesheobrosdchtto abpariaat ¢81707)St ep S1702 (S1702, N) , the key
managenent apparatus obtains the nmaster key stored 10 in the ID/ Km storing

unit (S1710), I : i { ter ( Then, the
key nanagenent%ggﬁgggFé§$f?%%§§5ggk?ﬁ%ﬂ%ﬁgﬁggfg%%DE@W%%%“?%%Z%%%gacast
apparatus (S1712). Operation of the Conditional Access System 15 The

f ol | owi ngndésny Bbés7 t hbeoper menagemeht tdampacends eopahtengcreys mgyeeem t hat

i ncl udes the playback apparatus and the key managenent apparatus nenti oned

above. Thi Lnent 1§ - teri itqh 4 § O ichit is
poasi bl e e B el A S P o B ek

apparatus, when it has
5 The key management apparatus stores the new master key

generated in Step S1708 and uses the new master key starting from
the next occasion (S1709).
If the master key dces not need to be updated in Step S1702
(S1702, N), the key management apparatus ocbtains themaster key stored
10 in the ID/Km storing unit (S1710), and encrypts the EMM using the
master key (S1711).
Then, the key management apparatus transmits the encrypted
EMM to the broadcast apparatus (S1712).
Operation of the Conditional Access System
15 . The following describes the operation of the conditional
access system that includes the playback apparatus and the key
management apparatus mentioned above. This embodiment is
characterized with the operation by which it is possible to eliminate
content viewing by an unauthorized playback apparatus, when it has
20 been learned that there is an unauthorized playback apparatus which

disguises itself as an authorized playback apparatus. The following
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20 been learned that there is an unauthorized playback apparatus which

di sgui ses itself as an authorized pl ayback apparatus. The followng 48 WO
03/ 079689 PCT/ JP03/ 03232 explains this particular operation. FIG 18 shows
t he operat| «bje playback apparatuses at times of elinjpatin

unaut hori z{évgﬂ’é}ca)a)t&ejgt view ng by an unauthorized apparat SS%%"%&PF*@% ayback
apparatus 1 is owned by the user 1 authorized to view contents and stores
ID1 and a nmaster key Km. In the sane nanner, the playback apparatus 2 is
owned by ekpeaitserithsapditaicduzed oderatiew contents and stores |1 D2 and a
master key KnR2. The unaut horized playback apparatus is disguising itself

as the playbac parat.us 0 2 and_stores .| D2.and mast er, ke n2. The
fol |l owi ng expl 1232 ?ﬁé%ﬁ“&é&%f’é’efﬁtm 82 ?heep%?g%a %a??paléa&ﬁasfaat%s finds

out that there is an unauthorized playback apparatus and elim nates the
cont ent vimes ng diymihet inmautdudthioz tzkdtaytizackvieappagtarsundiBhfhezdyt oadcast
apparatus transmts EMM 1 to the playback apparatus 1 (S1801). Cenerally
speaki ng,, F_g@gﬂ'lﬁcl ude (i) the ID of a playback apparatus that is to
recei ve Uhrs particular set of EMMand (ii) an encrypted work key E(Kw,

Km which is a work key Kw encrypted with
5 The playback apparatus 1 is owned by the user 1 authorized

to view contents and stores ID1 and a master key Kml. In the same

manner, the playback apparatus 2 is owned by the user 2 authorized

to view contents and stores ID2 and amaster key Km2. The unauthorized

playback apparatus i1s disguising itself as the playback apparatus
10 2 and stores ID2 and a master key Km2.

The following explains the procedure in which the broadcast
apparatus finds out that there is an unauthorized playback apparatus
and eliminates the content viewing by the unauthorized playback
apparatus.

15 The broadcast apparatus transmits EMM 1 to the playback
apparatus 1 (S51801).

Generally speaking, EMM include (i) the ID of a playback
apparatus that is to receive this particular set of EMM and (ii) an
encrypted work key E(Kw, Km) which is a work key Kw encrypted with

20 a master key Km. Accordingly, EMM 1 i_nclude the ID1 and an encrypted
work key E(Kw, Kml).
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20 a master key Km Accordingly, EM1 include the ID1 and an encrypted
work key E(Kw, Km ). 49 WO 03/079689 PCT/JP03/03232 The pl ayback apparat us
1 judges that this particular set of EPM is addressed to the playback
apparatus 1. |f fromthe IDL included in the EMM 1, and decrypts E(Kw,
Km ) usi ng&pﬁ’é/%%ﬁ%S’ stored in the playback apparatus 1 itpggrqus/o%gza result,
t he pl ayback apparatus 5 1 obtains the work key Kw (S1802). The broadcast
apparatus transmts ENS! 2 to the playback apparatus 2 (S1803). The EMM 2
i ncl ude the | DZhandlaneckpimechraced 1l nhdyerathan thif $eed icula® et Tie
encrypted seed information E (Seed, Kn2) is seed information 10 " Seed"

| Udges ¢ Rt e A e 4ok PHTE R PG b PR o L e A AR RS 2

apparatus 2 itself fromthe ID2 included in the EDM! 2, and decrypts
E( Seed, Kn2yhaiEMMl it redKdecsimdsed (Fw Knd) ysliagbblek Kappatretedsi2 thesel f. As a
result, the playback apparatus 15 2 obtains the seed information "Seed"

(S1804). i,zed.p ack ap a j j
bart 1 oui B e L aaa o T At RoFI 20071 &y Pack Sppar atus
itself fromthe ID2 included in the EMM 2 and decrypts E (Seed, KnR)using

t heéd Knp $t epteainsnthaevamadeliofy z&d8ptlayback apparatus itself.

The broadcast apparatus transmits EMM 2 to the playback
apparatus 2 (S1803).

TheEMMZincludetheIDZandéncryptedseedinformationE(Seed,
Km2). TheencryptedseedinformationkE (Seed, Km2) is seed information

10 “Seed” that has been encrypted using the master key Km2.

The playback apparatus 2 judges that this particular set of
EMMisaddressedtotheplaybackapparatus2itself fromthe ID2 ircluded
iﬁ the EMM 2, and decrypts E(Seed, Km2) using the Km2 stored in the
playback apparatus 2 itself. 2As a result, the playback apparatus

15 2 obtains the seed information “Seed” (S1804).

The unauthorized playback apparatus alsc judges that this
particular set of EMM is addressed to the unauthorized playback
apparatus itself fromthe ID2 included in the EMM 2 and decrypts E (Seed,
Km2) using the Km2 stored in the unauthorizedplayback apparatusitself.

20 As a result, the unauthorized playback apparatus obtains the seed
information “Seed” (S1805).
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20 As a result, the unauthorized playback apparatus obtains the seed
informati on "Seed" (S1805). 50 WO 03/079689 PCT/JP03/03232 The pl ayback
apparatus 2 generates a new master key KnmR' fromthe seed infornmation
"Seed" (S1806 he al gorithmused to generate the master key KnP' from

t he seed iﬁ&ﬁ%wg?ﬁbn "Seed" is unique to each playback 5%63F%%ﬁ?? each
production |lot, each nodel, or each 5 manufacturer. As storing the sane

al gorithm the key managenent apparatus is also able to generate the

mast er key KnR'THe pmybhek sepdratud drgeatrates’ Seed masCenseyuerit’| front he

pl ayback apparatus 2 and the key managenent apparatus are each able to own

the same peW IASLEO k@ cqr10:8R6f e 1RL RGHPAN, uéélftb‘%@HéPQJé zed
no

pl ayback apparans oes ave the algorithmused to gernerate the nmaster
key Kn2' fromthe seed information "Seed", and is therefore not able to
gener at e themsstter ke KRAPErqnStBE 79eedTheigmesdenstSegdfatatmdaue ditsni t s

EMWR' to the playback 15 apparatus 2 (S1808). Here the EM\R' include |ID2

and an e w, ; hack at,us j udges
That T hi S oAk B R e e L B o R BPaShask siabr atus 2

itself. fronthe ID2 included .
5 manufacturer. As storing the same algorithm, the key management

apparatus is also able to generate the master key Km2’ from the seed
information “Seed”. Consequently, the playback apparatus 2 and the
key management apparatus are each able to own the same new master
key Km2’.

10 On the other hand, the unauthorized playback apparatus does
not have the algorithm used to generate the master key Km2’ from the
seed information “Seed”, and is therefore not able to generate amaster
key Km2' (S1807).

The broadcast apparatus transmits EMM2’ to the playback

15 apparatus 2 (S1808).

Here the EMM2’ include ID2 and an encrypted work key E (Xw,

The playback apparatus 2 judges that this particular set of

EMMis addressedtotheplaybackapparatus?2itself fromthe ID2 included

20 in the EMM 2, and decrypts E(Kw, Km2’) using the Km2’ stored in the
playback apparatus 2 itself. As a result, the playback apparatus
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20 in the EMM 2, and decrypts E (Kw, KnR') using the Kn2' stored in the
pl ayback apparatus 2 itself. As a result, the playback apparatus 51 WD
03/ 079689 PCT/ JP03/03232 2 obtains a work key Kw (S1809). On the other

hand, the or| zed pl ayback apparatus also jud th hi i
MVW’?"%?E’&?” pl ay pp so judges g&é{%w@%fﬁartl cul ar

set of E essed to the unauthorized playback apﬁ self from
the I1D2 included in the EMM 2, but 5 is not able to obtain a work key Kw
because the unaut hori zed pl ayback apparatus does not store the naster key
Kn2' (S18l8)taifBeabimadsast kapasapus transnmts ECM to both the playback
apparatus 1 and the playback apparatus 2. (S1811). ECM i ncl ude an encrypted

scranbl i ng key E(§§ ich.is 10 scra i e r ed with a
work key Kw. TS I%ﬁﬁ%ﬁ%ﬁéart eu%nalut%é)(r:élz%%b&? ﬁ%%ﬁrf%g%c%%ts E (Ks,
Kw) using the work key Kw obtained in Step S1802. As a result, the

pl ayback ;apeper datstii sylstraiinslaheetsof BM LS ngdkegpeds- o([SE8IRPELTHEZqsl ayback
apparatus 2 receives the ECM and decrypts E (Ks, 15 Kw) using the work key

Kw obt ai ned .in.S 31809, , &nch ackpoRaRAb U obt ai ns
t he scr aﬁgﬂgnag%ﬁ(%(ég S ?l%léi%i?a%&t%#ehteotl&%r nﬁakgj&@t %etﬁﬁaut h%?i%z%d pl ayback
apparatus is not able to obtain the work key Kwin Step S1810, and is

t he¥ ef or és nostatdls eo pbtabt aiwerkheystr hegtusegtheynxethogizpdplegasad) |
apparatus does not store the master key Km2’ (S1810).

The broadcast apparatus transmits ECM to both the playback
apparatus 1 and the playback apparatus 2. (S1811).

ECM include an encrypted scrambling key E(Ks, Kw) which is

10 a scrambling key Ks encrypted with a work key Kw.

The playback apparatus 1- receives the ECM and decrypts E (Ks,
Kw) using the work key Kw obtained in Step S1802. As a result, the
playback apparatus 1 obtains the scrambling key Ks (51812).

The playback apparatus 2 receives the ECM and decrypts E(Ks,

15 Kw) using the work key Kw obtained in Step S1809. As a result, the
playback apparatus 2 obtains the sc'rambling key Ks (Sl813)..

On the other hand, the unauthorized playback apparatus is
not able to obtain the work key Kw in Step S1810, and is therefore
not able to obtain the scrambling key Ks, either (S1814).

20 The broadcast apparatus transmits a scrambled content to each
of the playback apparatus 1 and the playback apparatus 2 (S51813).

52



20 The broadcast apparatus transmts a scranbled content to each of the

pl ayback apparatus 1 and the playback apparatus 2 (S1815). 52 WO 03/079689
PCT/ JP03/ 03232 The scranbl ed content E(Content, Ks) is a content scranbled
with a scranbling key Ks. The pl ayback apparatus 1 descranbl es E(Content,
Ks) using a@ﬁghggwénbling key Ks obtained in Step S1812. PAIMES3Ed ¢ the
pl ayback 5 apparatus 1 obtains the content (S1816). The pl ayback apparat us
2 descranbl es E(Content, Ks) using the scranbling key Ks obtained in Step
S1813. Asa resuhtk, sdw@bpkayoatknt aupaniadnts Rsphkaid rentbet contmerited S1817) .

On the other hand, the unauthorized playback apparatus is 10 not able to
obtain the scranbling key Ks, in Step S1814, and is therefore not able to
obt ai n tHét%dhﬁgﬁﬁwggfﬁhé?y( '818). In this manner, when it is |earned that
there is an unauthorized playback apparatus which disguises itself as an
aut hori zed pl ayheckladpear appssatiise 1 bdexadenbl e app@oat est ufdat esirtche mast er
keys owned by 15 both the key nanagenent apparatus and the pl ayback

appar at uses, _and .l r l§iB1 N o] iew ng by the
nbut hor F5gao s pT KRV EEHEE Fn @bl foedh S1o1E, TS Sk EOIER e 10 DY

master keys are updated w th use of EMMthat are transmtted by broadcast,
it % akesappaegtus 1 obtains the content (S1816).

The playback apparatus 2 descrambles E(Content, Ks) using
thescramblingkestobtainedinStep81813. As aresult, theplayback
apparatus 2 obtains the content (S1817).

On the other hand, the unauthorized playback apparatus is

10 not able to ocbtain the scrambling key Ks in Step S1814, and is therefore
not able to obtain the content, either (S1818).

Inthismanner, whenit is learned that there is an unauthorized
playback apparatus which disguises itself as an authorized playback
apparatus, the broadcast apparatus updates the master keys owned by

15 both the key management apparatus and the playback apparatuses, and
is therefore able to eliminate the content viewing by the unauthorized
playback apparatus.

Also, in this embodiment, since the master keys are updated
with use of EMM that are transmitted by broadcast, it takes fewer

20 days to update the master keys than in the case where portable media

such as IC cards are used for the transmission. Accordingly, an
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20 days to update the master keys than in the case where portable nedia
such as IC cards are used for the transm ssion. Accordingly, an 53 WD
03/ 079689 PCT/JP03/03232 authorized user will not suffer a | oss of
privilege to view desirable contents that may be caused bhefore the
portabl e n%&"ﬁﬁ%ﬁprives. Further, the key managenent appggyt’ﬂog%%és not
need to bear the cost of sending a portable nediumto all playback
apparatuses 5 that need one, even if an ID and a master key Km are

assi gnedatichedacedprsedudtlilomt sufferarhospdélprivi legcho vapufdasti valele | nst ead
of to each playback apparatus. Second Enbodi nent CGeneral Structure of the

Condi ti onal Access. System 101G p19,shows phs generals st Lugipee of the
| BE 57U b .

condi tional access sya emo e secon odi nent e condi f1onal access
system of the second enbodi nent conprises a key managenent apparatus 1901,
a manuf act ur i ngrurgbhi néhe ligN2maragsimepb aaxkoaappas alogs nP08eed e kedyr oadcast

apparatus 1904. 15 The procedure in which both the key nanagenent apparat us

1901 andpthe Rl %%&&ﬁ@%g@&ugbﬂ@%ﬁ%m&mtaeaygéeﬁ ddg=2pd,dde sane

master key Km and the procedure 1n which the playback apparatus 1903
obtains a work key Kw are the sane as in the first enbodi nent. The second
entbodi nefibalinererapes rorant he ani I ane fuBrRteenkey Km are assigned to each

production lot, each model, or each manufacturer, instead of to each
playback apparatus.
Second Embodiment
General Structure of the Conditional Access System
10 FIG. 19 shows the general structure of the conditional access
system of the second embodiment.
The conditional access system of the second embodiment
comprises a key management apparatus 1901, a manufacturing machine
1902, a playback apparatus 1903, and a broadcast apparatus 1904.
15 The procedure in which both the key management apparatus 1901
and the playback apparatus 1903 each own the same ID and the same
master key Km and the procedure in which the playback apparatus 1903
obtains a work key Kw are the same as in the first embodiment.
The second embodiment differs from the first embodiment in
20 the method of updating the master key Km.
In the second embodiment, the master key Km is updated in
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20 the nethod of updating the master key Km In the second enbodi nent, the
master key Kmis updated in 54 WO 03/079689 PCT/JPQ3/ 03232 the foll ow ng
manner: The broadcast apparatus 1904 stores in EMM (i) an ID of the

pl ayback a&%@%ﬂ;%%that needs an update of the master ke)‘si}]@ﬂ&%ét etri gger

i nformation Irchindicates that the master key needs to d, and
broadcasts the EMM Then, the playback apparatus in need of an updated
master key realizes that the master key Kmneeds to be updated due to the
updat i ng thaf tslietviiong mathemansmts apparatus information such as its own
ID to the key managenent apparatus 1901. The key nanagenent apparatus 1901

transmts to t ayback .appar at us seed infor bon tr i a new
master key is P%egéréaécﬁ%arséct gﬁ‘?anfhlels 13)%%51y g% esa%%aér@; l(Jls) &%dg[?ngy%}ﬁ% mast er
key Kmusing the seed information. Here, since only the key nmanagenent

appar at uplapmdatiheppbegthackhatppadatarsegdatfe phetheunhotdrz dy wer $1Bt ore t he

sane algorithnms used 15 to generate the new master key Kms fromthe seed

i nfor mat i QQ %é)PlngSHﬁ'aé&%)ﬁ WRRA0SIENL rapRaLAt YR ﬁQ&éﬂ“ﬁePh@é{@@%E @ppar at uses

of the authorized Users are able to have the same new fmast er eys Kms.

Accordingly, the conditional access systemof the present enbodinment is
abl e to epfaiedt endniarratseisiadha EW ng Then c dieeRt aYIRFEkuARRATSSHE

need of an updated master key realizes that the master key Km needs
to be updated due to the updating information and transmits apparatus
information such as its own ID to the key management apparatus 1901.
The key management apparatus 1901 transmits to the playback apparatus
10 seed information from which a new master key is to be generated. The
playback apparatus updates the master key Km using the seed
information.
Here,sinceonlythekeyn@nagementapparatusandtheplayback
apparatuses of the authorized users store the same algorithms used
15 to generate the new master key Km's from the seed information, only
the key management appa?atus and the playback apparatuses of the
authorized users are able to have the same new master keys Km's.
Accordingly, the conditional access system of the present embodiment
is able to eliminate unauthorized viewing of contents by unauthorized
20 users after the master keys are updated.

In the first embodiment, seed information is stored in EMM,
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20 users after the nmaster keys are updated. In the first enbodi nent, seed
information is stored in EMM 55 WD 03/079689 PCT/JP03/03232 and the EMM
get transmtted. The second enbodinent is different from the first

enbodi ment _in that EMMtransmtted stores trigger informatjon that nmerely
initiates Yvﬁémﬁb’a%fte of the master key, and seed infor n'g?%ﬁmf(’%m
transmtted in sone other way than in EMM 5 The followi ng explains in

detail a playback apparatus that actualizes such a conditional access
system Shauckun® @t theshliayback TAppacaidienddutmphay batilc fapper tars of t he
second enbodinent is different fromthe playback apparatus of the first

enbodi ment in.only the Km 10, updatin nit. Thus, .only the Km updating
unit wil ItH‘Se fé%ﬁkaieﬂg’a?l%‘?{& eXpl gﬁ%&i gw\%oﬁr%? melg&ﬁgr tsst%grest ﬁél%?efruct ure

will be omtted. FIG 20 shows the detailed structure of the Km updating
unit i n infersecond:leathadreipntni T ekKnhepdedd tregofirthe remieri lses @ appar at us
information storing 15 unit 2001, an apparatus information transmtting

unit 2002 seed _iLnformati Vi i a n ting unit
2004, andc"Jeg8 errfor%ntag%%ri] nlgS tﬁlrrllgﬁs%e%%d %ﬁ%%%p%ﬁ%%?alyn llgégm%t?ﬁ g%ﬂq’st oring unit

2001 stores apparatus information that is unique to the playback apparatus
such as an | D, The following explains in detail a playback apparatus that

actualizes such a conditional access system.
Structure of the Playback Apparatus
The playback apparatus of the second embodiment is different
from the playback apparatus of the first embodiment in only the Km
10 updating unit. Thus, only the Km updating unit will be explained,
and explanation on other parts of the structure will be omitted.
FIG. 20 shows the detailed structure of the Km updating unit
in the second embodiment.
The Kmupdatingunit comprises anapparatusinformationstoring
15 unit 2001, an apparatus information transmitting unit 2002, a seed
information receiving unit 2003, a Km generating unit 2004, and a
Km retaining unit 2005.
The apparatus information storing unit 2001 stores apparatus
information that is unique to the playback apparatus such as an ID,
20 and inputs the apparatus information to the apparatus information
transmittingunit 2002 according tothenotification fromthe updating
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20 and inputs t he apparatus information to the apparétus i nf or mati on
transmtting unit 2002 according to the notification fromthe updating 56
WO 03/ 079689 PCT/JP03/03232 information judging unit. The apparatus

informatio ol gtting unit 2002 transnmts the appara tion
stored in ?he gg%aratus information storing unit 2001 t%%?Hth8£ nagenent

apparatus as a request signal requesting 5 seed information. In response to
t he apparatus information having been received, the key managenent

appar at usnfoamsnions jsagdg phdtmation in return. The seed information
receiving unit 2003 receives the seed information and inputs the seed

information tod4he, &%@rf‘ﬁfd}%a‘d%ﬁ tr%ﬁsx%ﬂ%én '{ 3pgyeh it d he

al gorithm used Tor nerating a naster e apparatus 1 nformation
and the seed information are transferred via a telephone i ne. The Km
gener at i ije@pPPar20o4inforaabi @sstonesvi g appakaukimfomatagn sherdigori t hm
having been assenbled into the Kmgenerating unit 15. 2004 itself. The

al gori t hphii § 2851 ee'ehé Qeﬁ%g@h@%@éﬁﬁa%@%@%%qu@@@g'l(fl{aq%ﬁhb991rl90t each

nodel , or each manufacturer.” The sane algorithmis also stored i'n the key
nanagenent apparatus, The Kmretaining unit 2005 retains the master key Km
In This E/BAINFeATaERA-n, It FEPRORES tP id e pBRRASIELF tindorRatign paving

been received, the keymanagement apparatus transmits seed information
in return.
The seed information receiving unit 2003 rec;,eives the see.d
information and inputs the seed information to the Km generating unit
10 2004 as an argument in the algorithm used for generating a master
key. Here, the apparatus information and the seed information are
transferred via a telephone line.
- The Km generating unit 2004 generates a new master key Km'
using the algorithm having been assembled into the Kmgenerating unit
15 2004 itself. The algorithm— is unique to each pl;a'yback_.-apparatus,
eacﬁ production lot, each model, or each manufacturer. The same
algorithm is also stored in the key management apparatus.
The Km retaining unit 2005 retains the master key Km.
In this embodiment again, there are two possibilities as will,
20 be mentioned below depending on at which point of time a new master
key is generated, and it could be either way.
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| 20 be nent i on'éd bel-ow dependi ng on at which point of tine a new rr-ast-ér key
is generated, and it could be either way. 57 WO 03/079689 PCT/ JP03/ 03232
The first possibility is that a new master key is generated as soon as the

seed i nf or{%t&% G%WS obt ai ned. The second possibility is tp{f}?}”&ﬂﬁzﬁeed
information 1S obtained and stored till it is necessary {0°genérate a new

master key. In 5 this case, a new naster key may be generated, for
exanple, after EMM are inputted to the EMM decrypting unit, and then a

si gnal transn tthedfidfstopoédieiEMA dactlyst angewmbbtes kegcied gederdHe@ 21 shows
the data structure of EMM for updating a master key Km 10 In this
enbodi nent , an iLdenti fsieeeEi ilgfosrt OE:?gnii %gg%fgéaa segnent, and this

i denti fi8&F F¥8efF T gger- 1 Aror et on. Fructure of Key Managenent
Apparatus FIG 22 shows the structure of the key managenent apparatus in

t he condi ti onalTheceessd pystidmlit§iFhbakble reedieimmetappas aptainz0l
conprises an EMMreceiving unit 2202, a key-updating judging unit 2203, a

seed i nf i er.at i i , i i 05,1nan | DY Km
Stori ng B B B o e e

transmtting unit 2208, apparatus information receiving unit 2209 and seed
i nfor mat tloikes case, a new master key may be generated, for example, after EMM :

are inputted to the EMM decrypting unit, and then a signal transmit_te'd
from the EMM decrypting unit is received.

FIG. 21 shows the data structure of EMM for updating a master
key Km.

10 Inthisembodiment, anidentifier is storedinthedata segment,
and -this ‘identifier itself is trigger ;Lnformation.

Stmdturé 6f _Key Management Apparatus
FIG. 22 shows the structure of the key management apparatus
in the conditional access system.

15 The key management apparatus 2201 comprises an EMM receiving
unit 2202, a key-updating judging unit 2203, a seed information
generating unit 2204, a Km updating unit 2205, an ID/Km storing unit
2206, an EMM encrypting unit 2207, an encrypted EMM transmitting unit
2208, apparatus information receiving unit 2209 and seed information

20 transmitting unit 2210.

The key management apparatus in the second embodiment is
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20 transmtting unit 2210. The key nanagenent apparatus in the second
enbodi nment is 58 WO 03/079689 PCT/JP03/03232 different fromthe one in
the first enbodinment in the seed information generating unit 2204, the
apparat us | fog(r#q;?%on receiving unit 2209, and the seed infornmation
transrn'ttikn‘g) Ui 1°°2210. Thus, only these different part SRt ructure
w Il be explained, and explanation 5 on the sanme structure wll be
omtted. The seed infornmation generating unit 2204 receives notification
from t he kfeapaafremthadgeny thei fira2e8bodieneraireshs sedd infbmmatabhon, and
inputs the seed information to the Kmupdating unit 2205 as well as to the

seed i nf Xe) bhil J . informati IS
i nf or mat %ﬁgkﬁoﬁ%ﬁgﬁ%bﬁe%gﬁgggeﬁ%%% nlf-s!;%t?l%é[ﬂf)rg§§cgejenle‘;r1 afed; Icaz%g 9(:oul d be,
for exanple, a generation nunber of the naster key Kmor random numbers.
The appard@Aushe FESANHtisHAE teitFprRgRidting 2209 22L@i vBsus apply ahase

informati on such as an ID froma playback apparatus, and 15 identifies the

parti cul euif@bayzbtaga&ra@mrmé@ti&%réaﬁltl_r@é‘%%ﬂﬁ%d,tiﬂcﬁeﬁéﬂ%&%&?@ he

information. The seed information transmtting unit 2210 transm
seed infor ng%ll on to the {)I ayback apparatus identified by the apparatus
i nf 3r mat i%Gn "rBcENA FGTURFIIS¥HoL be omitted. |

‘The seed information generating unit 2204 receives.
notification from the key—updatimj judging unit 2203, generates seed
information, and inputs the seed information to the Km updating unit
2205 as well as to the seed information transmitting unit 2210. The

10 seed information is information from which a new master key is to
be generated, and could be, for example, a generation number of the
master key Km or random numbers.

The apparatus information receiving unit 2209 receives '
appar;tus information such as an ID from a playback apparatus, aﬁd__

15 identifies the particular playback apparatus that has transmitted
this apparatus information.

The seed information transmitting unit 2210 transmits the
seed informationtothe pla.yback apparatus identified by the apparatus
information receiving unit 2209.

20 . This way, the key ménagement apparatus in this embodiment
transmits the seed information according to the request for seed
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20 This way, the key managenent apparatus in this enbodinment transnits the
seed information according to the request for seed 59 WO 03/079689.

PCT/ JP03/ 03232 information nmade by the playback apparatus. The pl ayback
apparatus _realizes that the master key needs to be updated due to the
trigger inCoPHEt?on included in the ErM4, and transm ts P&TPEYREEE for seed
information to the key managenent apparatus. 5 Accordingly, the playback
apparatus and the key managenent apparatus each obtain the sanme seed

i nf or mat iiaformatd ceactiedby themlawbbtk geparatus . a Thevpmdbek dppprétwsn t he seed
information with use of the sane algorithm In this enbodi nent, the

| b k t d t . . 0 h
rieas s A R TR S i ek meanemn

apparatus is able to identify a playback apparatus fromwhich an
unaut hor iinédrp Ayhatkclagiedr ab usheh &M denidveansidts ex agalest i fori sedths been
arranged so that playback apparatuses need to transmt their owm IDs as a

requesting s lovrbi fl?'%ﬁ@%e‘a’hﬁgﬁai%gﬁ@ _é&ﬂalyagggj zed pl ayback apparat us,

t hen the sane e transmt to the key managenent apparatus nore
than once. This way, the keymanagenent apparatus is able to judge that the
pl ayback apparkeaesrdhaglng thhi glaykeck aprarat s iaadt e &aE TaTGIERPIEh t he
unaut hori zed pl ayback apparatus has deri ved.

apparatus each obtain the same seed information, and each of them
will generate a new master key from the seed information with use
of the same algorithm.
Inthisembodiment, theplaybackapparatusneeds tocommunicate
10 with the key management apparatus when updating the master key:
therefore, the key management apparatus is able to identify a playback
apparatus from which an unauthorized playback apparatus has derived.
For example, if it has been arranged so that playback
apparatuses need to transmit their own IDs as a requesting signal =
15 and there is an unauthorized playback apparatus, then the same ID
will be transmitted to the key management apparatus more than once.
Thisway, the keymanagement apparatﬁs isabletojudgethat theplayback
apparatus having this particular ID is the one from which the
unauthorized playback apparatus has derived.
20 It should be noted that the apparatus information and the
seed information are transmitted via a telephone line in this
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20 I't should be not e'd-that the apparatus information and the seed
information are transmtted via a telephone line in this 60 WO 03/079689
PCT/ JP03/ 03232 enbodi ment; however, the transmission is not limted to
this and t d be transmtted off line. The seed inf L.on may be
al so trang%yotytoengxﬂh use of EMM Third Enbodi ment 5 Ge:‘lig%{{méf’gﬁcture of
the Conditional Access System FIG 23 shows the general structure of the
conditional access systemof the third enbodi ment. The conditional access
syst em otmbdeintchic; hogberl teatramsmirsisies is rtkeynivadagerestarappgaryat us 2301,
a manufacturing machi ne 2302, a 10 pl ayback apparatus 2303, and a

br oadcast ratus_2304. .Th r.ocedute i i t Kk ;@Qagement
appar at ugoé@%%e gﬁan?rﬁlgéﬁfjaggggkmaebpglﬁhaet Sgeg%?géggﬁb%rb\ﬁ?ﬂ%y hggsama | D and
the sane naster key Km and the procedure in which the playback !apparatus
2303 obtaamsnigtedr kikeypsEwohir®™.he sane as in the first enbodi nent. 15.
The third enbodinent differs fromthe first enbodinent in the nethod for
updati ng BELak Km In the third enbodi nent, the naster key Kmis
updat ed F{ﬁbf%e P(;ahn%\?\%/ng manner: The broadcast apparatus 2304 stores in

EMM (i) an ID of the
5 General Structure of the Conditional Access System

FIG. 23 shows the general structure of the conditional access
system of the third embodiment.

The conditional access systemof thethirdembodiment comprises,
a key management apparatus 2301, a manufacturing machine 2302, a
10 playback apparatﬁs 230.3, and a broadcast apparatus 2304.

The procedure in which both the key management apparatus 2301
and the playback apparatus 2303 each own the same ID and the same
master key Km, and the procedure in which the playbackilapparatus 2303
obtains a work, key Kw are the same as in the first embodiment.

15 The third embodiment differs from the first embodiment in
the method for updating the master key Km.

In the third embodiment, the master key Km is updated in the
following manner:

The broadcast apparatus 2304 stores in EMM (i) an ID of the

20 playback apparatus 2303 that needs an update of thé master key and
(ii) seed information fromwhichanewmaster keyKm’ is tobegenerated,
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20 pl ayback apparatus 2303 that needs an update of the master key and (ii)
seed information fromwhich anew master key Km is to be generated, 61 WO
03/ 079689 PCT/JP03/ 03232 and broadcasts the EMM The pl ayback apparat us
2303 realiaeﬁnégg&,the master key needs to be updated du§ }o t he seed

i nformation, generates event information, and generatesP THEW/Aat er key
KM fromboth the seed information 5 and the event information. Here, the
event information denotes information that has a different value for each
updat e. landt bresadasbedime®M.r andom nunbers are used as event information.
The pl ayback apparatus 2303 then transmts apparatus information which

ot udes the | Dnal o1 1 Phavhack. PPRALUS 2303 LE 95l haol: a0 pLaRCOM

nunbers to the nage appar managenhent appar at us
2301 updates the nmaster key using both the seed information and the random
nunber s. tadreaipdgicadduehb ghe keek&yfanmabjemepencyapas avest amtbritheigh ayback
apparatus of an authorized user store the sane algorithns used to 15

gener at e AW, IASLRL ke Kitho Sl KQANC B8R bl PEITLAN AdnL e, andom

nunbers, only the key nmanagenent apparatus an pl ayback apparatus of
the authorized user are able to have the sanme new naster keys Knis.
Accor di nging, theeevesidiinforaitintc esbergystthm eventhe nfossanionegisodieent is
able to elimnate unauthorized viewi ng of contents by

information that has a different value for each update. In this

embodiment, random numbers are used as event information.
The playback apparatus 2303 then transmits apparatus
informationwhich includes the ID of theplayback apparatus 2303 itself
10 and random numbers to the key management apparatus 2301. The key
manageﬁent apparatus 2301 updates the master key using both the seed
information and the random numbers.
Here, since only the key management apparatus and the playback
apparatus of an authorized user store the same algorithms used to
15 generate new master keys Km' s from the seed information and the random
numbers, only the key management'apparatus and the playback apparatus
of the authorized user are able to have the same new master keys Km’ s.
Accordingly, the conditional access system of the present
embodiment is able to eliminate unauthorized viewing of contents by
20 unauthorized users after the master keys are updated.

The following explains in detail the playback apparatus which
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20 unaut horized users after the master keys are updated. The foll ow Hg
explains in detail the playback apparatus which 62 WO 03/079689
PCT/ JP03/ 03232 is used to actualize such a conditional access system

Structure ck Apparatus The pl ayback apparatus of ird
enbodi nment Q{Os(g}éf%%r ent fromthe playback apparatus of tpﬁérn??#og%n

enbodi nent in only the Km 5 updating unit. -Thus, only the Km updating unit
wi |l be expl ained, and explanation on other parts of the structure will be
om tted. isFuéed 24 showslitzkesdett @ lcedditionet urecesfs shietema updating unit in
the third enbodi ment. The Km updating unit conprises a seed information

obt ai ni ng 1gt‘yrrg_,._i %F%a%g %na%req,_ggs informati on generating unit 2402, a

Km generfatrng un Ining unit 2404, and an apparat us
information transmtting unit 2405. The seed informati on obtaining unit
2401 obtai ns se@w playeckeapmaratuemt bee Gpdad iengodimentnds iBATRIRNG ng unit
and inputs 15 the seed information to the Kmgenerating unit 2403 as an

argunent ¢, j,n {e ﬂg%rékt ali%%gsf@f +BENALALI b1 BSE 8h k&Y, thbe@ppar at us
i nformati on generating un 2402 generates random nunbers in response to

the notification fromthe updating _informati on_'%ud_ [ ng unit, conbi nes the
r andom nyedatsnaupht anTh@sh@pilﬁgthe Km updating unit will Pe explained,

and explanation on other parts of the structure will be omitted.

FIG. 24 shows the detailed structure of the Km updating unit
in the third embodiment.

The Km updating unit comprises a seed information obtaining

10 unit 2401, an apparatus information generating unit 2402, a Km
generating unit 2403, a Km retaining unit 2404, and an apparatus
information transmitting unit 2405.

The seed information obtaining unit 2401 obtains seed

information from the updating information judging unit and inputs
15 the seed informat:'_Lon to the Km generating unit 2403 as an érgument
in the algorithm used for generating a master key.

The apparatus information generating unit 2402 generates
random numbers in response to the notification from the updating
information judgingunit, combinesthe randomnumberswithanIDhaving

.20 already been stored in the apparatus information generatingunit 2402
itself, and generates apparatus information unique to the playback
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20 already been stored in the apparatus information generating unit 2402
itself, and generates apparatus information unique to the playback 63 WO
03/ 079689 PCT/JP03/ 03232 apparatus. The apparatus information gets
inputted t e Km generating unit 2403 and the ap i nformation
transnlttlﬁgﬁﬁﬁq?gb2405. The Km generating unit 2403 genggﬁﬁ ‘BzﬁeM/naster
key Kmi 5 using an al gorithm having been assenbled into the Km generating
unit 2403 itself. The algorithmis unique to each playback apparat us,
each pr odpied taamsl otTheeadaremdel informetdn wahsifiapttted tolbetls&he Kml gorit hm
is also stored in the key management apparatus. The Kmretaining unit 2404

retains tgr?e Eunl@édég] n%l%h-g d?a@%@ﬁé&%%oh@tqr gg:tfba%gﬁil{t?l% ﬁtﬂ ng unit

2405 transm e “apparat us 1 n t1on generat par at us

i nformation generat| ng unit 2402 to the key managemnent apparat us. Here,
the appat@ius information is transnmitted via a telephone line. In this
enbodi nent again, there are two possibilities as will 15 be nentioned

bel ow dependi ngrhg{‘?ﬁtge\e(@kg@lr%wgtojﬁldé gEnérdiey et Phast&Y kby @ener at ed,

and it could b er wa Irst possibility is that a new naster key
IS generated as soon .as the seed information is obtained. The second
- possi bi | heing antHgeri Hen Bae g et ARSIBH st rdt Hie By generating unit

2403 itself. The algorithm is unique to each playback apparatus,
each production lot, each model, or each manufacturer. The same
algorithm is also stored in the key management apparatus.

The Km retaining unit 2404 retains the master key Km.

10 The apparatus information transmitting unit 2405 transmits
the apparatus information generated by the apparatus information
generating unit 2402 to the key management apparatus. Here, the
apparatus information is transmitted via a telephone line.

In this embodiment again, there are two possibilities as will

15 be mentioned below depending on at which point of time a new master
key is generated, and it could be either way.

The first possibility is that a new master key is generated
as soon as the seed information is obtained.
The secondpossibilityisthat the seed informationisobtained

20 and stored till it is necessary to generate a new master key. In
this case, a new master key may be generated, for example, after EMM
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20 and st or"ed till it is necessary to generate a new mast er key.' In this
case, a new nmaster key may be generated, for exanple, after EMM 64 WO
03/ 079689 PCT/JP03/03232 are inputted to the EMM decrypting unit, and then

a signal transmtted fromthe EMM decrypting unit is received. Structure
of Key Nangg)eoﬁglﬁ%&%ppar atus FIG 25 shows the structure E’?T{Jﬁ‘é’“’ggﬁ
managenent apparatus 5 in the conditional access system The key
managenent apparatus in the third enbodinent is different fromthe one in
t he firserenbodthentoitheENYd dgppapingsunithfandigheron sienadi Wangmghted 2505 and
the Kmupdating unit 2506. Accordingly,. only the apparatus infornmation

recei vi ng ypi »fhéME!MM bBe-Aexp! @lieds aock&/xpl anation on other parts of the
structure wll be omtted. The apparatus information receiving unit 2505

receives apparatus information fromthe playback apparatus. The apparat us
i nf or mat iS¢Fursurm@E Bpy Managererb@rPREayback apparatus and random 15
nunbers generated in the_ playback apparatus. The apparatus information

recei ving unit 2526 dapikfiRSst AgcRaet b£eharkdy ayhafdnend abtigs t hat has
transmtted this apparatus information, using the 1D included therein. The

Km updating unit 2506 updates the master key using both
5 in“the conditional access system.

The key management apparatus in the third embodiment is-
different from the one in the first embodiment in the apparatus
information receiving unit 2505 and the Km updating unit 2506.
Aécofdingly,,only the apparatus information receiving unit will be

10 explained, and explanation on other parts of the structure will be

cmitted.

The apparatus information receiving unit 2505 receives
apparatué information from the playback apparatus. The apparatus
inférmation ié made up of an ID of the playback apparatus and randoh_

15 ' numbers generated in the playback apparatus. The apparatus
information-receiving unit 2505 identifies the-particular playback
apparatusthathastransmittedthisapparafusinformation,usingthe
ID included therein.

The Km updating unit 2506 updates the master key using both

20 seed information éenerated by the seed information generating and

inserting unit 2504 and random numbers received by the apparatus
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20 seed information generated by the seed information generating and
inserting unit 2504 and random nunbers received by the apparatus 65 WO
03/ 079689 PCT/JP03/03232 information receiving unit 2505. The new naster
key is gengr Wi th use of the sane algorithm as the gne stored in the
pl ayback a@fﬁ’%’ggﬁ? This way, the key managenent appar at GSTRBORB ¢ hird
enbodi mrent 5 stores seed information in EMM and transmts the EMMto the
pl ayback apparatus, and receives random nunbers fromthe playback

appar at usnforftaeiph aydyrclviappanidt @§0beal i zes that the master key needs to be
updated due to the seed information, and transmts the random nunbers t hat

are gener at ed L {e, oy JPRADENEDE e ARRAALHS1eoH0r Ao acdLagkys: dhe Pl ayback

apparatus and the y manage apparatus each obtain the sanme seed

information and the sanme random nunbers, and each get to generate a new
mast er key theownehetewssy inj ihermaybark apParagis-andom nunbers with use of
the sanme algorithns. In this enbodi nent, the playback apparatus needs to

comuni cate  15yWist,i ot heckey, ABRIeRIBN pRRRAL s Hehan raRaBbaNgithe nast er
key; therefore, the“key managenent apparatus is able to identify a

pl ayback apparatus from whi ch an unauthori zed pl ayback apparatus has

der%l ved. sFereeganpiaforpationyin EME @pd frenagats §8e t%F%%EEEKba%{‘ppar at uses
need to transnmit their own IDs as a requesting signal

apparatus, and receives random numbers from the playback apparatus.

The playback apparatl;ls realizes that the master key needs to be updated
due to the seed information, and transmits the random numbers that
are generated to the key management apparatus.

10 Accordingly, the playback apparatus and the key management
apparatus each obtain the same seed information and the same random
nqmbers, and each get to generate a new master key from the seed
information and the random numbers with use of the same algorithms.

Inthisembodiment, theplaybackapparatusneeds tocommunicate

15 with the key management apparatus when updating the master key;
therefore, the key management apparatus is able to identify a playback
apparatus from which an unauthorized playback apparatus has derived.

For example, if it has been arranged so that playback
apparatuses need to transmit their own IDs as a requesting signal

20 and there is an unauthorized playback apparatus, then the same ID

will be transmitted to the key management apparatus more than once.
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20 and there is an unauthorized playback apparatus, then the sanme ID wl|
be transmtted to the key managenent apparatus nore than once. 66 WO

03/ 079689 PCT/JP03/03232 This way, the keymanagenent apparatus is able to
j udge t hat back apparatus having this particul ar t he one
fron1mh|ch“%ﬂémﬁﬁﬁguthorlzed pl ayback apparatus has deri v thpﬁygﬁould be
noted that the apparatus information is 5 transmtted via a tel ephone |ine
in this enbodi nent; however, the transmssion is not limted to this and

t hey coulfdibwayr tmsivnteadgenefit dppratha iabble he]eddsodiatgmeplspbdclr , t he
playback apparatus and the key nanagenent apparatus update only the naster

oAl §F¥§£a§&p+%&lh§s?ﬁfg eys an £e15 %% Emaebe up ategﬁgéﬁegkgs nell as

t he mast the | y being
overwitten, or it may be arranged so that sone of the IDs are stored and
these suppeEhepedrpladiacy, appanstusohas ferivedare stored and al | these | Ds
are valid. 15 In all the enbodi nents so far, the algorithmused to generate

a new master key isnJmraged Ryrddeckay PRNagSIRAk APRARLYS:ifovRYer,  the
invention is not limted to this as long as a secure state is provided.

For_instance, when there are nore_than one manufacturer and each

mariuf act GERRSTYHTAGe¥ aagbrLeRlIARer 5inQ @ Py FRERIHAIEY abensyer, the

transmission is not limited to this and they could be transmitted
off line.

In all the embodiments so far, the playback apparatus and
the key management apparatus update only the master keys; however

10 it is also acceptable that the IDs are updated as well as the master
keys. Themaster keys and the IDs may be updatedby beingoverwritten,
or it may be arranged so that some of the IDs are stored and these
stored IDs are valid, or all of the IDs are stored and all these IDs
are valid.

15 In all the embodiments so far, the algorithm used to génerate_
a new master key-is managed by the key management apparatus; however,
the invention is not limited to this as long as a secure state is
provided. For instance, when there are more than one manufacturer
and eachmanufacturer manages algorithms for the playback apparatuses

20 of its own, there is a favorable effect of being able to disperse
the risk because the plurality of algorithms are managed separately.
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20 of its own, there is a favorable effect of being able to di sperse t he
ri sk because the plurality of algorithnms are nanaged separately. 67 WO
03/ 079689 PCT/JP03/03232 1In the first enbodi nent, the nmethod for updating

t he master is applied only to the playback apparatus,.i ditiona
access sjgbiﬁﬁﬂﬁghever, it is also possible to apply thgchégﬁggg or

updating the master keys to other apparatuses that have keys correspondi ng
5to IDs in order to protect various kinds of information, e.g. SD cards
and DVD pl aybackn appafiatstisesodTnent olthewiatyod xfravpda tamgeitznpbeteén whi ch
the updating nethod is applied to a DVD pl ayback apparatus. FIG 26 shows

Foading. GaE 2ats g B B R ML R R S EEEY  ng uni ¢

2604, a nedia key decryptlgg unit 2605, an updating information judging
unit 2606ystemgbdaveyrr keyigedrgposagolmie appdy the megheoeder gwdetamdl i ng unit
2608, and a content playback unit 2609. The reading unit 2602 reads

various driendssiQfy kB{OrIRLEY hEpaRaIPMEs andt Reve YIRE sl HIEgWRking603
transfers 15 information to difrerent destinations depending on at type

of information it is. The nmedia key decrypting unit 2605 decrypts the data
usihg a t@Rsch REJELEOPEAL ST TRl e K ivEsiRhy i nfOsPRREP NG t9 28042 E¢ i nput s
it to the updating information judging unit 2606.

and DVD playback apparatuses. The following explains an example in
which the updating method is applied to a DVD playback Iapparatus.
FIG. 26 shows the structure of a DVD apparatus.
The playback apparatus 2601 comprises a reading unit 2602,
10 a type judging unit 2603, a device key storing unit 2604, a media
key decrypting unit 2605, an updating information judging unit 2606,
a content key decrypting unit 2607, a content descrambling unit 2608,
and a content playback unit 2609. The readingunit 2602 reads various
kindsof information fromaDVD, andthe type judgingunit 2603 transfers
15 information to different destinations depending on what type of '
information it is.
The media key decrypting unit 2605 decrypts the data using
a device key stored in the device key storing unit 2604 and inputs
it to the updating information judging unit 2606.
20 The updating information judging unit 2606 inputs the data
to the device key updating unit 2610, if the data includes updating
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20 The updati ng infornation'judging unit 2606 inputs the data to the
devi ce key updating unit 2610, if the data includes updating 68 WO
03/ 079689 PCT/JP03/03232 information, and inputs the data to the content

key decryp hqg i 2607, if the data does not include i.n
infornatioﬁ{ 0zﬂkevice key updating unit 2610 generates*@qﬂgﬁwggﬁice key

using the updating informati on and updates the device key stored in 5 the
device key storing unit 2604. This way, the playback apparatus 2601 is able
t 0 updat entthematdewn, cankéypwis hheisietaftd hiee gpdaeningey nfeorgpt irenupiidgi ng uni t
2606 and the device key updating unit 2610. Industrial Applicability 10

The pres i ny, .01 4 ﬁggl' I i_Qi.tal. ed in a
conditio%§P7é2€§§%es§%%%n1 '%ﬁ@trgﬂgggggﬁkgﬁhgéﬁgggﬁ%t%%Eter keys are
properly updated only in authorized digital tuners, and not in unauthorized
di gi tal tuners.TiGofAeeigrekey ypdating upds SichP aenerabeés aimet deciorst kay vi ewi ng
by unaut horized digital tuners. In 15 addition, it is easy and inexpensive

o, Bt o LIS R i R Rl e o
5 the device key storing unit 2604.
This way, the playback apparatus 2601 is able to update the
device key with use of the updating information judging unit 2606
and the device key updating unit 2610.
Industrial Applicability
10 The present invention is applicable to a digital tuner used in a
conditional access system. With the present invention, master keys
are properly updated only in authorized digital tuners, and not in
unauthorized digital tuners. Consequently, it is possible to
eliminate content viewing by unauthorized digital tuners. 1In

15 addition, it is easy and inexpensive to update the master keys since

the master keys are updated with use of broadcast.
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1. A content playback apparatus conprising: a storing unit that has a
secret key stored therein; 5 a key information decrypting unit operable to
(i) obtain encrypted key information that has been encrypted by a first
secret - key encrygting met hod, and (ii) decrypt the encr %ted ke%

i nfor mati ol © P*E%ey i nformati on using the stored secre% REYO/BHE key
information being either a decryption key used for decrypting a content
key or 10 key-updating information used for updating the secret key; a
content playback unit operable to, cehemsthe decrypted key information is
the decryption key, (i) decrypt an encrypted content Kkey that has been
encrypted by a second secret-key encrypting nethod, using the decryption
key, (ii) descranble a scranbled content that 15 has been scranbled by a
scranbl e encrypting nmethod, using the decrypted content key, and (iii)

pl ay back.t he descmaebt eulaybatkneppaaatuarcanpdasing: unit operabl e to, when
the decrypted key information is the key-updating information, update the

secret key accordi he - tLog - dihfe &: 4% +B9r&n;The content
pl ayback appar a%)usg"%?‘n%jo%%% f?ggh%%g?nw%o WO 037 S7oee S R P03/ 03232t he
key information has an identifier attached thereto for identifying the key

information as ®iksednfhenaleiony geroyptéag gpit operable to (i) obtain

encrypted key information that hasbeenencryptedbya first secret-key

encrypting method, and (ii) decrypt the encrypted key information

into key information using the stored secret key, the key information

being either a decryption key used for decrypting a content key or
10 key-updating information used for updating the secret key:

a content playback unit operable to, when the decrypted key
information islthe decryption key, (i) decrypt an encrypted content
key that has been encrypted by a second secret-key encrypting method,
using the decryption key, (ii) descramble a scrambled content that

15 hasbeen scrambledbya scramblg encryptingmethod, usingthedecrypted
content key, and (iii) play bac;k the descrambled content; and

an updating unit operable to, when the decrypted key
informatj_.on ‘1s the key—updating information, update the secret key
according to the key-updating information.

20
2. The content playback apparatus of Claim 1, wherein
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t he key-updati ng
conprises 5 a jud
whet her the key i

i nformation, and the cont ent pl ayback apparatus'fufther
ging unit operable to judge, according to the identifier,
nformation is the decryption key or the key-updating

informatio §Wﬂmge content playback apparatus of Gaim2 wherein 10 the

key infor
Messages, and t he
receiving unit o
EMM t hat have bég
obtain the encryp

i ncluded in EMM EMM denoti ng Entltlgﬁgﬂfoﬁﬁﬁ%genent
content playback apparatus further conprises a broadcast
erable to receive broadcast data which includes encrypted
f ‘Sicipperthtdiarhhas earofidentifilke setaateckeitesstoh t her eby
ted key information, and the key information decrypting

ﬂkereln 20

uni t-obt aigs w&ecﬁ@ﬁhgMrr%dke}k%beﬂﬁa%rﬂ&ta{soalﬁr?e“xe‘cﬂggi g lherapgeast
ck apparatus o T,

receiving unit. 4. The content playba

t he updatlng uni t

accor di ng-% X8y e\ AR

updates the secret key by generating a new secret key
SPoiRITGEEoRo a8ch content playback 71 WO 03/ 079689

PCT/ JP03/ 03232 apparatus, each production |ot of content playback
appar at uses, eaehe d&ﬁ@htoﬁﬁlmbﬁnépﬁﬁﬁﬁé%ﬁﬂgéré& $es0r €ach

manuf acturer of c

appar at us of Clgg

ont ent

m.1, whe
udging un:Lt operable to judge, according to the identifier,

ayback appar at uses . The content pl ayback

whether the key information is the decryption key or the key-updating

information.
3. The content playback apparatus of Claim 2, wherein
10 the key information is included in EMM, EMM denoting

Entitlement Management Messages, and

the content playback apparatus further comprises

a broadcast receiving unit operable to receive broadcast data

which includes. encrypted EMM that have been encrypted with use of

15 the secret

key and thereby obtain the encrypted key information, and

the key information decrypting unit obtains the encrypted

key information received by the broadcast receiving unit.

4, The content playback apparatus of Claim 1, wherein

20 the updating unit updates the secret key by generating a new

secret key

according to a conversion unique to each content playback
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t he key-updatihg infdfnﬁtion i ncl udes seed information from which a néw
secret key is to be generated, and the updating unit updates the secret key
by converting the seed information into the new secret key. 10 6. The

content playb paratus of Claim1, wherein the key-u nfornatlon
i's triggera¥H§§5ﬁ§P|on which instructs that the secret %g$hbﬁ % be

updated, and the updating unit further includes: 15 a transmtting subunit
operable to transmt, in response to the trigger information, a request
si gnal réﬁﬁ@§?Fﬁ@r@@@Hpr¢¢HQﬁiﬁaﬂp$nI&¢QﬂﬁewhmdhyaaﬂbapB@nﬂE@ekeyach to be
generated, to a key managenent apparatus that nmanages one or nore secret

keys; andnc@esmdn@é@iﬁmy&r&kra%g!rx\eﬁ&sstbqlgychnfaﬂﬁ!’fé@é&e&%f ke Ligei ve the

seed information transmtted t he key nmanagenent apparatus i n fesponse
to the request signal, and 72 MO 03/ 079689 PCT/JP03/03232 t he updating
unit upddt PHEE§§@FéFu%%v by converting the received seed information
into the new secret key. 7. The content playback apparatus of Caim1l,
wherein 5 the key-updating information includes seed information from

whi ch a new secret key is to be generated, and

5 5. The content playback apparatus of Claim 1, wherein
the key-updating information indludes seed information from
which a new secret key is to be generated, and
the updating unit updates the secret key by converting the
- seed information into the new secret key.

10

6. The content playback apparatus of Claim 1, wherein

the key-updating information is trigger information which
instructs that: the secret key should be updated, and

the updating unit further includes:

15 a transmitting subunit operable to transmit, in
reséonsetothetriggerinformation,arequestsignalrequestingseed
information from which a new secret key is to be generated, to a key
management apparatus that manages one or more secret keys; and

a seed information receiving subunit operable to

20 receive the seed information transmitted by the key managemeht

apparatus in response to the request signal, and
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the updating unit further includes an outputting subunit operable to output
event information that is different every tinme of output or once in every
10 certain nunber of times of output, the updating unit updates the secret
key by conyer the seed information and the event inf t|on into the
newsecret%g’(a'{/:‘,ol%g %nd the content pl ayback appar at us furt K g? @gﬁﬁpﬁses 15 a
transmtting unit operable to transmt the event information outputted by
the outputting subunit to a key nanagenent apparatus that nanages one or
nmor e secret keytShe 8ipdfheng ant &ntpdeitay bidek seppeir &eysoyfcoblrartmnl, tider ei n 20
the secret key stored in the storing unit is unique to each content

pl ayback t t ayback 73 WO
03/07968ééggTy%%g%fﬁggggaﬂgﬁggﬁa?ﬁgégﬂgé%%hgggggﬁlk%y content pl ayback

apparatuses, or each manufacturer of content playback apparatuses. 9. The
content playback apparatus of Caim1l, further having 5 an ID that is
uni que to each content playback apparatus, each production [|ot of content

pl ayback -appar ath@ec%nt@aetm@%stkoipp%%t@@toﬂolc@xmclk wRRP&{ At uses, or each
manuf act ur er of content pllayback apparatuses, whereéin

5 the key-updating information includes seed information from
which a new secret key is to be generated, and
the updating unit further includes
an outputting subunit operable to output event
information that is different every time of output or once in every
10 certain number of times of output,
the updating unit updates the secret key by converting the
seed information and the event information into the new secret key,
and
the content playback apparatus further comprises
15 atransmittingunit operable to transmit the event information
outputted by the outputting subunit to a key management apparatus

that manages one or more secret keys.

8. The content playback apparatus of Claim 1, wherein
20 the secret key stored in the storing unit is unique to each

content playback apparatus, each production lot of content playback
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the updating unit updates the secret key by converting the 10 ID and seed
information into a new secret key, the seed information being information
fromwhich the new secret key is to be generated. 10. A content playback

nmet hod to in a content playback apparatus which i Iu& a storing
uni t that ﬁggﬂéﬁggéret key stored 15 therein, the conteﬁ?qéﬁg g%&k met hod

conprising: a key information decrypting step of (i) obtaining encrypted
key information that has been encrypted by a first secret-key encrypting
met hod, @PRariysafeceyph imnfelhel crnntept epflabacknipparatiions, ion eakey
information using the stored secret key, the key information 20 being

ei ther adegeryphi, @7 Bsycé&&_%@ktfgaﬂﬁ%w&%gmt%sggntent key or —key-updating
i nformation used for updating the secret key; 74 WO 03/ 079689

PCT/ JP03/ 03232 a content playback step of, when the decrypted key
information is the decryption key, (i) decrypting an encrypted content key
that has been encrypted by a second secret-key encrypting nethod, using

the decryntion key cohtbit dRsEbasbldpgparatss bl ety contegptndhakvias 5 been
scranbl ed by a scranbl e encrypting nethod, using the decrypted content

key anda&i'ggg l.ayi ng back the ﬂescr nbl ed content; and an updating step
of , 2when t#? gﬁfﬁ?%guﬁg9eF?ﬁfﬁ G2y Rt PR T HP SR FHRIF SN E ARt i on,
updating the secret key according to the key-updating information.
lot of content playback apparatuses, each model of content playback
apparatuses, or each manufacturer of content playback apparatuses,
wherein
the updating unit updates the secret key by converting the

10 ID and seed information into a new secret key, the seed information

being information from which the new secret key is to be generated.

i0. A content playback method to be used in a content playback
apparatus which includes a storing unit that has a secret key stored
15 therein, the content playback method comprising:

a key information decrypting step of (i) obtaining encrypted
key information that has been encrypted by a first secret-key
encrypting method, and (ii) decrypting the encrypted key information
inbokeyinformationusingthestoredsecretkey,thekeyinformation

20 being either a decryption key used for decrypting a content key or

key-updating information used for updating the secret key;
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10 11. A progran1that instructs a conputer to play back contents; t he
conputer including a storing unit that has a secret key stored therein,
the program conprising: 15 a key. information decrypting step of (i)

obt ai ni ng crypted key information that has been encrypteg by a first
secret-keyggﬁﬁéﬁvgiing met hod, and (ii) decrypting the eRct Bpéﬁnﬁey

information into key information using the stored secret key, the key

information being either a decryption key used for decrypting a content
key or 20 key-apeaismgrlaveckatenefusbanithe dgpgapierhkenentumasioRey; a
content playback step of, when the decrypted key information 75 WO

03/ 079689 PHL $B03( 3232k, S (L NRIESFHURY &0 eK%Y;Bp’t(éci) cHSEIMPk P IR AP

encrypted content Key that” has been encrypte y a second secret-key
encrypting nethod, using the decryption key, (ii) descranbling a scranbled
cont ent t!Fdt PPRIS SNEBEN- S PR fH PRECY SECERYARY| L EHEFYPY MeGPA®tL N6ERI usi ng t he
decrypted 5 content key, and (iii) playing back the descranbl ed content;

and an Ucpféa&éd}%p‘éﬁsﬂ_]@y, WeN dkBer @ i M@ tL dckablicdl @siintofmdtShas he
key-updating information, updating the secret key according to the

Sectel kePDGFTPHC Nk FEreREy ERETST AGBrEENod LB rrgored oo ¢
content key, and (iii) playing back the descrambled content; and
an updating step of, when the decryptea key information is
the key-updating information, updating the secret key according to

the key-updating information.

10

11. A program that instructs a computer to play back contents,
the computer including a storing unit that has a secret key stored
therein, the program comprising:

15 . a key information decrypting step of (i). obtaining encrypted
key information that h;s been encrypted by a first secret-key
encrypting method, and (ii) decrypting the encrypted key information
into key information using the stored secret key, the key information
being either a decryption key used for decrypting a content key or

20 key-updating information used for updating the secret key;

a content playback step of, when the decrypted key information
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a key-updating inforhation generating unit operable to generate
key-updating information used for updating the secret key, a transmtting
unit operable to encrypt key information using 15 the secret key and

transmt tueﬁém%%%pped key information to a pl ayback ap%@&ﬂE@ﬁP t he key

i nformation I'ng either a decryption key for playing b Bhts or the
key-updating information; and a secret key updating unit operable to update
the secret key according to the key-updating information. 20 13. The key
managenent Appdeatypsion kelyai h)laecuyperiegran g6CANDted/@TI68Y KRGTLI03/ 03232
the transmtting unit attaches, to the key information, an identifier for

Dent | Yh09 Jdi S8 oREARL Ak a seéémr-k%%ncgg@%gy h@EhdeEYublnd he

key-updat' i ng i nfor , ‘before transmtt ormation. 5 14.
The key managenent apparatus of Claim 13, wherein the key information is
i ncl udedtha deivyPEMW derot (idg demrembéirne MEFaReae MoNvEssddes, hamd t he
transmtting unit transmts the key information to the 10 playback

appar at ug by s@rgﬁgféﬁﬁy alé_cra-mﬁ.ek@cfﬁlﬂﬁgﬁﬂﬁﬂﬁocﬁpﬁéfﬁé WSe QfecElpidn 12,

wher ei n

5 content key, and (iii) playing back the descrambled content; and
an updating step of, when the decrypted key information is
the key-updating information, updating the secret key according to

the key-updating information.

10 12, A key management apparatus that manages a secret key used
in a secret-key encrypting method, comprisiﬁg:
a key-updating information generating unit operable to
generate key—updating information used for updating the secret key;
a trensmitting unit operable to encrypt Ikey information using
15 the secret key and transmit the encrypted key information to a playback '
apparatus, the key information being either a decryption key for
playing back contents or the key-updating information; and
a secret key updatinhg unit operable to update the.secret key
aecording to the key-updating information.
20
13. The key management apparatus of Claim 12, wherein
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t he key-updating information includes seed information from which a new
secret key is to be generated, and 15 the secret key updating unit updates
the secret key by converting the seed information into the new secret key.
16. The key, ment apparatus of Claim 12, wherein the key-updating
informatio qq’g)?’?gg%gger information which 20 instructs tﬁﬂ”?%é’g?écr et key
shoul d be updated, and the secret key updating unit further includes: 77
WO 03/ 079689 PCT/JP03/03232 a seed information generating subunit operable
t 0 generat e seeteithfzorsmttong Lndhvdtitekhas nesw secrkey keforimgtionb@ngener at ed;
and a transferring subunit operable to receive a request 5 signal
transmtted hy.the pl ayback. r S at, t ai ; t rdhgger

i nf or mat ?%‘?ﬂtlgfrllart rfgﬁsfyllea(ranglhégglgn?rk%t e(?t}selengg?ﬂ or%a?%;né%h%ert k?ggpl ayback
apparatus in response to the request signal, and the secret key updating
unit updd¢egyrthenseyrat the kepyupdasane infagnatiiens deforafieaparigiiont o t he
new secret key. 10 17. The key managenent apparatus of Caim 12, wherein

t he key-w&q}éyﬁgn%&[ﬂ%g‘on i ncl udes seed information from which a new
secret key is“to be generated, and

5
14. The key management apparatus of Claim 13, wherein
the key information is included in EMM, EMM denoting
Entitlement Management Messages, and
the transmitting unit transmits the key information to the
10 playback apparatus by broadcast.
15. The key management apparatus of Claim 12, wherein
the key-updating information includes seed information from
which a new secret key is to be generated, and
15 _ the secret key updating unit updates the secret key by
converting the seed information into the new secret key.
16. The key management apparatus of Claim 12, wherein
the key-updating information is trigger information which
20 instructs that the secret key should be updated, and

the secret key updating unit further includes:
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the secret key updating unit further includes 15 a receiving subunit
operable to receive event information transmtted by the pl ayback
apparatus that has obtained the seed information, the event information
being different eyery tinme of transm ssion or once in every certain nunber
of times o (”?&Eﬁghission, and 20 the secret key updatinﬁgﬁﬁﬁp%ﬁﬁaates t he
secret key by converting the seed information and the event information
into the 78 WD 03/079689 PCT/JP03/03232 new secret key. 18. A key
managenent system nade dagedofinféimagionngerdraphing badkuinisppeerie &ad (ii) a
key managenent apparatus that manages one or 5 nore secret keys used in a
secret-key encrypting. net I . the key
ranagere T E S SR L e R B g i
that is included in the key managenent apparatus and is operable to
gener at eankey- updating i nformati on used for updating each secret key; 10 a
transmtting unit operable to encrypt key information using a first secret
- key, and transmit the, engrypted g%bhﬂierog@&am 8 rddeveant&pesh! ayback
apparatus, the key informtion B ing either a decryption key for playing

back contents or the key-updating information; _
5 signal transmitted by the playback apparatus that has obtained the

trigger information, and transfer the generated seed information to
the playback apparatus in response to the request signal, and
the secret key updating unit updates the secret key by

converting the seed information into the new secret key.

10
17. The key management apparatus of Claim 12, wherein
the key-updating information includes seed information from
which a new secret key is to be generated, and
the secret key updating unit further includes
15 a receiving subunit operable to receive_ event
information transmitted by the pl.ayback apparatus that has obtained
the seed information, the event information being different every
time of transmission or once in every certain number of times of
transmission, and
20 the secret key updating unit updates the secret key by

converting the seed information and the event information into the
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15 a key-infornation decrypting unit that is included in the content

pl ayback apparatus and is operable to obtain the encrypted

key information

transmtted by the transmtting unit and decrypt the encrypted key

i nformatiop,. y information using a second secret Kk
Rl el o by

secret key berng Stored in the content playback 20

t he second

BUSIO23¢ 5t

updating unit that is included in the key managenent 79 WO 03/ 079689

PCT/ JP03/ 03232 apparatus and is operable to update the first secret key
accor di ngewtsedret key- updating information; and a second updating unit that
is included in the content playback apparatus and is operable to, when the
decrypted key information is 5 key-updating information used for updating
t he second secret key, update the second secret key according to the

key-updating information. 80
18.

A key management system made up of (i) a content playback

apparatus and (ii) a key management apparatus that manages one or

5 more secret keys used in a secret-key encryptingmethod for the content

playback apparatus, the key' management system comprising:

a key-updating information generating unit that is included

in the key management apparatus and is operable to generate .

key-updating information used for updating each secret key;

10 a transmitting unit operable to encrypt key information using

a first secret key, and transmit the encrypted key information to

the content playback apparatus, the key information being either a

decryption key for playing back contents or the key-updating

information;

15 a key information decrypting unit that is included in the

content playback apparatus and is operable to obtain the encrypted

key information transmitted by the transmitting unit and decrypt the

encrypted key information into key information using a second secret

key, the second secret key being stored in the content playback

20 apparatus;

a first updating unit that is included in the key management
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apparatus and is operable to update the first secret key according
to the key-updating information; and

a second updatingunit that is included in the content playback
apparatus and is operable to, when the decrypted key information is
key-updating information uséd for updating the second secret key,
update the second secret key according to the key-updating

information.
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