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ABSTRACT

A flexible aes instruction set for a general purpose processor is provided. The
instruction set includes instructions to perform a “one round” pass for aes encryption
or decryption and also includes instructions to perform key generation. An immediate
may be used to indicate round number and key size for key generation for 128/192/256

10 bit keys. The flexible aes instruction set enables full use of pipelining capabilities

because it does not require tracking of implicit registers.
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