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Aut henti cation Capabilities The present invention relates to a portable
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devi ce having bionetrics-based 5 authentication capabilities. Portable data
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mechanism for accessing the data. The absence of a drive mechanism enables

these portable solid-state memory devices to be more compact than surface
storage devices such as magnetic disks and CD-ROMs.
As portable storage devices become more widely used in various
20 institutional and personal computing environments, preventing unauthorized users
from accessing information stored on a portable or designated storage media is
one of the most significant challenges in information technology today. For
example, to secure confidential business information, personal information like
medical and financial or other types of sensitive data, it is essential to have a
25 reliable security measure that is simple to use, convenient and provides a level of
protection appropriate for the type of information to be secured.
To date, most portable storage devices have resorted to user passwords as
a security measure for protecting against unauthorized data access. While the
use of passwords as an authentication mechanism provides some level of
30 protection against unauthorized access, it is often regarded by users as
cumbersome and inconvenient due to the need to remember the password and to

key it in every time the user requests access. In many systems, a user is also
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the data has been accessed and/or destroyed, or until the system administrator
detects a pattern of suspicious activities. Therefore, it would also be
advantageous to provide a secured access control mechanism for protection
against unauthorized access to data stored in portable storage media and various

20 computer systems which is not easily compromised by hacking and preferably
provides a unique “access key” for each individual user.

Accordingly, the present invention provides a method and system which
delivers a highly reliable and user-friendly authentication mechanism for
preventing unauthorized access to information stored on a portable or designated

25 storage media. Furthermore, embodiments of the present invention also provide a
highly secure access control mechanism for protection against unauthorized
access to stored data and computer resources as well as guarding against
unauthorized entry to premises. Aspects of the present invention, which utilizes a
unique biometrics marker as a basis for identity authentication and as an “access

30 key” for each individual user, are described in detail herein.

Specifically, a preferred embodiment of the present invention provides a

portable device which includes a microprocessor, a non-volatile memory coupled
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convenient, secured and reliable system for user authentication and access
control which is superior to password-based authentication approaches in prior
art. The present invention appreciates that fingerprints, being unigue signatures
20 for an individual, have been legally and universally accepted for verifying identity
for over a century, that they cannot be forgotten by a user, as passwords could,
and further that they are almost impossible to alter, duplicate, or crack by hacking.
As such, fingerprints and other biometrics-based techniques are well-suited for
use as an authentication and/or access control solution, as embodied in the
25 present invention.
Advantages of the invention will be set forth, in part, in the description that
follows and, in part, will be understood by those skilled in the art from the
description herein.
The accompanying drawings, which are incorporated in and constitute a
30 part of this specification, illustrate several embodiments of the invention and,

together with the description, serves to explain the principles of the invention.
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Figure 6 is a left side elevation view of the portable device with an
15 integrated fingerprint module as shown in Figure 2.

Figure 7 is a right side elevation view of the portable device with an
integrated fingerprint module as shown in Figure 2.

Figure 8 is a front elevation view of the portable device with an integrated
fingerprint module as shown in Figure 2.

20 Figure 9 is a rear elevation view of the portable device with an integrated
fingerprint module as shown in Figure 2.

Figure 10 is a flow diagram illustrating steps of a user
registration/authentication process using a portable device in accordance with one
embodiment of the present invention.

25 Figures 11(a) and 11(b) are rear perspective views of a second portable
device according to an embodiment of the invention;

Figure 12 is a top plan view of the second portable device with an
integrated fingerprint module as shown in Figures 11(a) and 11(b);

Figure 13 is a bottom plan view of the second portable device with an

30 integrated fingerprint module as shown in Figures 11(a) and 11(b);

Figure 14 is a left side view of the second portable device with an

integrated fingerprint module as shown in Figures 11(a) and 11(b);



regi stration/aut hentication process using a portable device in accordance
with one enbodi nent of the present invention. 25 Figures 11(a) and 11(b)
are rear weorigpexss ve views of a second portable device a®corsdiozgoou® an
enbodi nent of the invention; Figure 12 is a top plan view of the second
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the acconpanying drawings, in which preferred enbodi nents of the invention

10 shona! : ! s .
i frerent .t om e PrBETRlod BT B BB besBME figre ANAPRP ferdforcs iR
enbodi meatsompanyiaytdrawirgsseinnwhichtpréferiddesiabodinastitsente iaventigroaieded so

that this disclosure wil] be thorough and conplete and will fully convey
t he i AeAbPWA. e pPresentiaventian may: Raweyer, be|erdeedied immanydifierenh i s

i nt ended c I IV i fi k- OF ng 15 i val ent s .of, these

embodi mefrE S SOURTIStRE SeRBruER A 4R HTiRa W dog BB SR el it ¢ e

| nventi opepsindethdratesy e dRRBRBARE PrbALER softHat ey dREBsulcwille fol | owi ng

detail ed description of the present invention, nunerous specific details
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det ai lj3. ehlivaldies of s WifiodiMfehts, which will be included within the scope and
spirit of the invention as defined by the appended claims. Furthermore, in the
following detailed description of the present invention, numerous specific details
are set forth in order to provide a thorough understanding of the present invention.
However, it will be clear to those of ordinary skill in the art that the present
20 invention may be practiced without such specific details. In other instances, well
known methods, procedures, components, and circuits have not been described in
detail as not to unnecessarily obscure aspects of the present invention.
Figure 1A is a block diagram illustrating functional blocks of one
embodiment of the portable device of the present invention and an illustrative
25 operational configuration thereof. Figure 1A shows a portable device 70 coupled
to a host platform 90. In this embodiment, host platform 90 is coupled to a power
supply circuit 80 located in portable device 70. Power supply circuit 80 draws
power from host platform 90 and serves as a power source for various
components of portable device 70.
30 Referring still to Figure 1A, portable device 70 further includes an
integrated circuit 10, a flash memory 20, a volatile memory 30 and a fingerprint

module 50. Integrated circuit 10 can be conveniently implemented as an
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embodiment, is a RISC processor. In a currently preferred embodiment, an

authentication engine 12 is included in integrated circuit 10. Authentication engine
12 in turns comprises a template generator 12a and a verification module 12b.
Template generator 12a is used to generate an encoded version of an image of a

20 fingerprint. Within the scope of the present invention, such an encoded fingerprint
image is referred to as a template. It should be appreciated that according to
current biometrics technology, a fingerprint can be uniquely identified using
between 8 and 13 distinct points in the raw image of the fingerprint. Fingerprint
information can thus be conveniently stored in a condensed fashion as data

25 pertaining to the 8 to 13 relevant data points. A preferred embodiment of the
present invention advantageously stores a fingerprint in a compact format as a
template referred to above. In this embodiment, a template has a size of 512
bytes. Other embodiments can use templates of different sizes. The other
component of authentication engine 12, verification module 12b, is used to

30 compare a newly generated template against a stored template to validate the
authenticity of a fingerprint provided by someone purporting to be an authorized

user. Thus, authentication engine 12 works in conjunction with fingerprint module
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Referring still to Figure 1A, in a preferred embodiment, integrated circuit 10
also comprises a bus interface 13 which facilitates communication between
integrated circuit 10 and other components, such as volatile memory 30.

20 Integrated circuit 10 further includes a flash controlier 14 for controlling access to
flash memory 20. In one embodiment, upon the successful generation of a
template during user registration, flash controller 14 communicates with template
generator 12a to store the newly generated template into flash memory 20 for use
in subsequent user authentication. Moreover, in a currently preferred

25 embodiment, portable device 70 is compatible with the universal serial bus (USB)
standard and includes a USB connector (not shown). In this embodiment,
integrated circuit 10 also includes a USB device controller 15, which serves to
control the communication between portable device 70 and host platform 90, such
as a USB-compatible personal computer (PC) having a USB host controller 93

30 therein.

With reference still to Figure 1A, integrated circuit 10 also inciudes a volatile

memory 16 and a non-volatile memory 17. In a preferred embodiment, volatile
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separ a8 echptaredTing SRt RragY infd electrical signals representing the image. In a
currently preferred embodiment, a fingerprint print image is converted into 64 KB
of data by converter 54 and sent to volatile memory 30 of portable device 70 for
temporary storage. In other embodiments, converter 54 can produce image data
of different sizes. Fingerprint module 50 further includes an optional control unit
20 56 which, in a currently preferred embodiment, is controlled via microprocessor 11
in portable device 70 and is used for checking the quality of fingerprint images
captured by sensor 52 to determine whether a given image is acceptable or not.
As described in more detail below, if it is determined that the quality of a captured
image is unacceptable, the user will be prompted to place his/her finger on sensor
25 52 again so that a new image can be captured.

Reference is now made to Figure 1B, which is a block diagram illustrating
functional blocks of another embodiment of the portable device of the present
invention. In this embodiment, portable device 170 is compatible with the USB
standard and includes a USB plug 118 which, as Figure 1B shows, is coupled to a

30 USB host controller 193 of a host platform. Optionally, portable device 170 further
includes an additional USB port 162 that is coupled to USB plug 118. USB port

162 is provided as a convenient feature that can be used to couple other USB-



Referring again to Figure 1A, fingerprint nodule 50 conprises a sensor 52
which is used to capture the fingerprint inmage of a finger being placed

t her eon. wbiagegs i nt nodul e 50 al so conprises a convert ePCIAGOWNI0EH Serves
to convert a 15 captured fingerprint image into electrical signals
representing the image. In a currentlyg preferred enbodi nent, a fingerprint
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devi ce 1d€cortiantdidthetive priesaminventiont #Flrthel®ors,dn 19 ephistimept udes a USB
device controller 115 for controlling the comunication between portable
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furt her @@t@mat'gzgﬁy Hvaketampgigtedioniprocess upon itairfitialsise, as described in
detail further below. In one embodiment, volatile memory 130 comprises either a
DRAM or a SRAM, which serves as an initial storage area for a fingerprint image
captured in accordance with the present invention.
20 Referring still to Figure 1B, integrated circuit 110 comprises a
microprocessor 111 which preferably is a RISC processor. Integrated circuit 110
further includes a flash controller 114 for controlling access to flash memory 120
and a memory controller 133 for controlling access to volatile memory 130.
Integrated circuit 110 also includes a volatile memory 116 and a non-volatile
25 memory 117. Preferably, volatile memory 116 comprises a RAM for use as a
working memory for microprocessor 111 during its operation, while non-volatile
memory 117 comprises a ROM for storing firmware that perform various functions
of portable device 170. Specifically, in one embodiment, ROM 117 stores the
following firmware code: firmware 117a for reading fingerprint sensor 152,
30 firmware 117b for processing fingerprint images, firmware 117¢ for generating
templates, firmware 117d for encrypting fingerprint images and/or templates, and

firmware 117e for verifying fingerprint authenticity. Nevertheless, it should be



menory 120 and a volatile menory 130. Integrated circuit 110 can be 10
conveniently inplenented as an ASIC. In a preferred enbodi nent, a reserved
area 122 wbD oBloesek3 nenory 120 is used to store one or norePCEFBIAD@IS
generated in accordance with the present invention. Furthernore, in this
enbodi ment, reserved flash nenory areg, 122 includes a status flag 121 which
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capabilities can be implemented using software (e.g., firmware) or hardware (e.g.,
processor/processor module) within the scope of the present invention.
In a currently preferred embodiment as illustrated in Figure 1B,
microprocessor 111 controls various components of portable device 170, including

20 flash controller 114, USB device controller 115, RAM 116, ROM 117 (and
execution of firmware code stored therein), ECC engine 119, memory controller
133, and controller 156 of fingerprint module 150. In this embodiment, portable
device 170 also includes a write-protection switch 140 which, when activated,
triggers microprocessor 111 to disable write-access to flash memory 120.

25 With reference next to Figure 2, a front perspective view of a first form of a
portable device with an integrated fingerprint module in accordance with one
embodiment of the present invention is shown. In Figure 2, portable device 70 is
shown with USB connector 18 protruding from its front end. Fingerprint module 50
is shown as being structurally integrated with portable device 70 in a unitary

30 construction, with sensor 52 disposed on the top side of portable device 70. A
light emitting diode (LED) 73 is also shown disposed near the edge of the top side
of portable device 70. In one embodiment, LED 73 flashes when data in portable



of portable device 170. It should be appreciated that ECC engine 119 can be
I npl emrented as software (e.g., firmvare) or hardware (e.g.,
processorwprigoersdr nodule) within the scope of the present/SGoyents on.
Referring still to Figure 1 B, fingerprint nodule 150 conprises a sensor
152, 10 a converter 154 and an optiongl controller 156. In this
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wite-access to flash nmepory 5 Wth reference next to Figure 2, a
front 1BePopable davices &Q @Pt@"ﬂ Wﬁte P'&t%t@ln WitghotQ iealeo ghoweasheingan

i nt egr at %a&éfg?fh%rﬂe%gﬁ %@Ip(ﬁﬂblﬁ_legézjec‘géggace with one enbodiment of the

present 1 nventron i portable device 70 is shown with

USB connect or Referghek i loRInadetd Figuré 4oihictnshovd 8 @tBRi plan st tRd i s
shown as being structurally mtegrated Wt h portable device 70 in a unitary
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LED 73 | tajftom hosttpdatford 8@ kigtiteai Apris abowarnn thetbatonpsideesfpdrable
device 70 in Figure 4. USB connector 18 is also shown.
Referring next to Figure 5, a top plan \)iew of the portable device with an
integrated fingerprint module as shown in Figure 2 is depicted. Portable device 70
20 is shown with USB connector 18 protruding from its front end, and fingerprint |
module 50 is shown as being structurally integrated with portable device 70 in a
unitary construction, with sensor 52 disposed on the top side thereof. LED 73 is
again shown disposed near the edge of the top side of portable device 70.
Reference is now made to Figure 6, which is a left side elevation view of
25 the portable device with an integrated fingerprint module as shown in Figure 2.
USB connector 18 is shown protruding from the front of portable device 70, and
the periphery of sensor 52 is shown slightly raised from the top side of portable
device 70.
Next, Figure 7 is a right side elevation view of the portable device with an
30 integrated fingerprint module as shown in Figure 2. Once again, USB connector
18 is shown protruding from the front of portable device 70, and the periphery of
sensor 52 is shown slightly raised from the top side of portable device 70.



underway. Referring next to Figure 3, a rear perspective view of the
portable device 5 with an integrated fingerprint nodule as depicted in
Figure 2 weoshaess Again, portable device 70 is shown w PRTISEB2/0@AReCt Or
18 protruding fromits front end, and fingerprint nodule 50 is shown as
being structurally integrated with porjable device 70 in a unitary
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Figure 2 but higher by 300), but, apart from an different external shape, it has two

additional features. Firstly, there is a cover 300 which slidably covers a sensor
352. The cover 300 is shown in the closed position in Figure 11(a), and Figure
11(b) is a second rear perspective view of the portable device 370 shown in

20 Figure 11(a), but with the cover 300 in an open configuration. Secondly, the
sensor 352 is rotatable during the operation of sensing a fingerprint, so as to make
a rolling contact with the finger. The second form of the second portable device
370 is described in more detail as follows.

In Figures 11(a) and 11(b), the portable device 370 is shown with USB

25 connector 318 protruding from its front end. Fingerprint module 350 is shown as
being structurally integrated with portable device 370 in a unitary construction,
with sensor 352 (shown in Figure 11(b)) disposed on the top side of portable
device 370. A light emitting diode (LED) 373 is also shown disposed on the rear
side of portable device 370. In one embodiment, LED 373 flashes when data in

30 portable device is being accessed, thus serving as an activity indicator. In another
embodiment, LED 373 lights up to indicate that an authentication process is

underway.



12 Referring next to Figure 8, a front elevation view of the portable
device with an integrated fingerprint nodule as shown in Figure 2 is

depi ct ed.wOhg/0d28erti on end of USB connector 18 is centr CmsGizpioss ed, and
t he periphery of sensor 52 is shown slightly raised fromthe top side of
portabl e device 70. 5 Reference is now3amde to Figure 9, which is a rear
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addi t i onpdarfeplt of statité debick.370here is a cover 300 which slidably covers a
sensor 352. The cover 300 is shown in the closed position in Figure 11(a),
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(LED) 1873 i s Refarenboignolvsiadetd Piguid @3/ which shiois #bolemt fibh iglewkce 370.

I n one enbodi nent, LED 373 flashes when data in 30 portable device is being

accessedtherprriahie devieg with an infegraied fingeririogdmadule as dlustratad in Figures
11(a) and11(b). A substantially semicircular indentation 377, an optional feature

which allows a user to hold portable device 370 firmly while coupling or decoupling

portable device 370 to/from host platform 90 (Figure 1A), is shown on the bottom
20 side of portable device 370 in Figure 13. USB connector 318 is also shown.

Reference is now made to Figure 14, which is a left side elevation

view of the portable device with an integrated fingerprint module as shown in

Figures 11(a) and11(b). USB connector 318 is shown protruding from the front of

portable device 370, and the cover 300 and guides 400 are shown slightly raised
25 from the top side of portable device 370.

Next, Figure 15 is a right side elevation view of the portable device with an
integrated fingerprint module as shown in Figures 11(a) and 11(b). Once again,
USB connector 318 is shown protruding from the front of portable device 370, and
the cover 300 and guides 400 are shown slightly raised from the top side of

30 portable device 370.
Referring next to Figure 16, a front elevation view of the portable device

370 with an integrated fingerprint module as shown in Figures 11(a) and 11(b) is



enbodi nent, LED 373 lights up to indicate that an authentication process is
underway. WO 03/003283 PCT/ SG02/ 00048 13 The cover 300 is provided as a

pl ate supwormee28dr sliding in the plane of the top surf &ce/Se2/bives
portabl e device 372 by L-shaped guides 400 projecting from the upper
surface of the portable device 370. Thes cover 300 is provided with finger
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Figures 11(a) and 1 . A substantially semcircular indentation 377, an
optional feat Asementiored abdveya signifieanttdifféreinde hetwadnh thedfirst fgnBdOthei rml y
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an i nt eghaviag ifsi andge fying paraitebiel soth she tspsuriface dhd tiefeat Sufhcaofitiel (b) . USB
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Figures 11(a) TRBGehsbb352 {d@Ssigitdd tb be rotatable around its axis (either fully
rotatable, or rotatable within a defined angular range). At times when the cover
300 is open, a portion of the cylindrical surface sensor 352 is uppermost, and is
exposed through an opening in the housing of the portable device 370, but this
portion varies as the sensor 352 is rotated. When the user comes to use the
20 device, he first opens the cover 300 (thereby exposing a portion of the cylindrical
surface of the sensor 352) and then rolls his finger (or thumb) on the cylindrical
surface of the sensor 352, causing it to rotate and to bring successively new
portions of the cylindrical surface into the exposed region. In this way the user is
able to contact the sensor 352 with a larger area of his finger in total than the area
25 of the cylindrical surface which is exposed at any one moment.
An advantage of this feature is that, even though the proportion of the top
surface of the portable device 370 which is occupied by the sensor 352 remains
approximately as in the device 70 of Figure 2, the sensor 352 is capable (in a
single sensing operation) of sensing larger areas on fingers than the sensor 52.
30 The present inventors have found that this is a useful feature, meaning that a
single device can be operated by individuals whose fingerprints are of greatly

differing sizes, e.g. individuals of different races.



USB connector 318 is shown protruding fromthe front of portable device
370, and the cover 300 and gui des 400 are shown slightly raised fromthe
top side wDo300ye83t abl e device 370. Referring next to Fi gCa/sGo2/0@4$ r ont
el evation view of the portable device 370 with an integrated fingerprint
nodul e as shown in Figures 11(a) and 1fgb) is WO 03/003283 PCT/ SG02/ 00048

and the  cover IO BRI oor ek 0 TEvERaNRh POOTAIBnERRAH A BRE [ op
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difference between the first formof the 10 portable device 70 and the
second f 8bayvewithHefgyeneate Eiguee 1AdistTdthe sampaeferérce semsmals 352step t he

second f . portabl e device 370 is | ded, as, a_ cvlinder having
its axi sgﬁg’} %O'%Eg@%l%quq?%f%? ﬁ%ﬁ@aﬁﬁrﬁ"’s‘ﬂﬁ&a@i\{%%&ﬁ@eﬁ% 3%@&!“"%9‘?%@” of the
devi ce 3iHpializAati S ' ' ; ; e 370,

andu cheq oy aaEoedRIEEIn b MBS BreTe S TIRcURIA, hamiBa=E8n " 16 he
sensor 3pdeduteBivghwes esfallishing ecaratiunicationnwith the kost pldtforbrhand f ul |y

rotatahl e, or rotatahl ithin a defined angul ar range). At tines when the
cover q%g@sqry@%&?ﬁog Mr Mblg Q&farﬁﬂéafc%'ﬁhi? dexicesifh B340 aschran caszled s
upper nDsfhergfgd IS exposed through an opening in the housing of the

portabl e (?ew ce 370, but this portion varies as the sensor 352 is rotated.

Wien the user Ircstep220) pestablehgevice 76yt deteeniingssivhemens Udes ré§eatiGoO
(thereby. exposing a_portion of the cylindrical surface of the sensor 352)

and t hen'Sr§1AessAlYs Fore@mpler if PRUABIES davieeé0c3T0 isdheinglused forr thedirst t he
renscr, S A58 Wil gk G RO AP, B a8 7 ©
taﬁ; ﬁ Eﬁesgﬂrhg\glcguwb&hémﬁto 85réplité B ragisaafieh pro@ssqbtdps2A5, 236! 245 tot al
and 255 as described below) via a user interface (e.g., pop-up message windows)
through the host platform. Thus, upon the first use of portable device 70, 370
(e.g., immediately after purchase), a preferred embodiment automatically initiate
the registration process to generate the first (“master”) template. This is preferably
20 accomplished by checking a status flag (e.g., flag 121 in flash memory 120 of
Figure 1B). Subsequent registration(s), as described below, can be activated by
individual users via software on the host platform.
In one embodiment, portable device 70, 370 supports more than one user.
In another embodﬁment, the same user may register multiple fingerprints as
25 separate templates. In yet another embodiment, the same user fingerprint may be
. registered multiple times as different templates. Thus, portable device 70, 370
can facilitate the registration of additional user(s) and/or additional template(s)
either by periodically (e.g., upon startup) inquiring whether a new user/ftemplate
needs to be added or upon the user’s request in step 220. If an additional
30 user/template is to be registered, the registration process will be invoked. Ifitis
determined that no new registration is necessary, process 200 proceeds with an

authentication process (steps 230, 240 and 260 as described below).



25 of the cylindrical surface which is exposed at any one nonent. An
advantage of this feature is that, even though the proportion of the top
surface oWotobeo3ss t abl e device 370 which is occupied by tReTSENS0004852
remai ns approximately as in the device 70 of Figure 2, the sensor 352 is
capable (in a single sensing operatiofg of sensing |larger areas on fingers
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establ i shf@r% com‘rurrﬁsgc’:latlgtl)n @ﬁ%%emﬁost p[Ha{D#]%erm angﬂ%at’rgﬁnlgurl ng% he host
pl at f or nirfernzingtiee Lisat that =t registratien ipcecess, wil dnmsndeand peormpptiag theer et o.

In st pgrta ice 70, 370_determ nes whether a user registration

220 | e de
i s neiﬁsgﬁ‘?fyt.o %?eglgzl?ﬁﬂ%‘,gqrpnpﬁﬂnﬁﬁbﬁg- device 70, 370 is being used for the

bor tabl e dev Noo0R 2ELRERRG, B2 Lol (QTERLREAiHATE o A8 BRI oFthe o o
process (s¢rpfingstthalRas bedh plaved tRefeons IHESEliirds) Hefavdd BinbodirHERt,

I nterface (e%:{qs., pop- up nessage w ndows) through the host platform Thus,
upon t hestEPraio alse ip¢ludes varilyingdbat the qaptusroimage ig.of suffisiant guality faf t er
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act i vat ewilbje repeated if the quality of the captured fingerprint image is unacceptable.
Under such circumstances, the user will be prompted to place his/her finger on
sensor 52 again so that a new image can be captured. Preferably, the number of
retry is user-configurable.
20 Once an acceptable fingerprint image has been captured in step 235,
process 200 proceeds to step 245, wherein a template is generated based on the
captured fingerprint image. As described above, in a preferred embodiment, the
captured image is converted into 64 KB of data, which is then used as input to
template generator 12a for generating a 512-byte template.
25 In step 248, the template generated in step 245 is encrypted. In one
embodiment, the encryption is performed by firmware (e.g., encryption firmware
117d of Figure 1B), thereby providing an added level of security against hacking.
In step 255, the encrypted template is stored into flash memory 20. In one
embodiment, upon successful generation and encryption of a template, flash
30 controller 14 is prompted by template generator 12a to store the newly generated
and encrypted template into flash memory 20 for use. in subsequent user

authentication. Moreover, as described above, in a preferred embodiment, the



I ndi vi dual users via software on the host platform In one enbodi nent,
portabl e device 70, 370 supports nore than one user. |n another
enbodi nerwp osles28ane user nay register nultiple fingerpri RCI/S&92/8®48epar at e
tenplates. In yet another enbodi nent, the sanme user fingerprint my be

regi stered nultlple tinmes as dlfferent -tenpl ates. Thus, portable device 70,
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i nst al | eg701s udwl A9 atseplrd storage Heviee, $tept28 ddr also estaibénatslingaidrabdevi ce
70, 370 to enable its utilization_ of the host platform s user interface to
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Ref erri ngosg7d to 4 Qalid 8HUE Icker InRodt§uatidri90.0n process is now described. In

step 225, the registration process is initiated. In one enbodi ment, this
i nvol ¥8s i nf Y¥ith wafprehee stibto Figawre 40r thei authenticatiopryoeess uping taermence and

ti th I hi s/ he 235,
Cenaor SHotableslricey G AR R R PRI, It Pafusset o2 ap2in bt €, 72
fi t : di t
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qual ity fhereom.uirt beurrpntiycp&s‘errgd(an!gpdirmenmten 230 atsw mclusies.a quality i s
ed by mcro cessor

e Th oRbehbole rantured BRGS By Canticl ubls e o Madhe Maae CRUTP BF ¢ he
Cant 8N A 98 S HRRRESBhabl oL e UERSBIAUT! ances, Lhe
new i nﬁg%rﬁplaté)getwatlum etf.a rpeiat captuye is heedudyities ueér will be so prompted.
Preferably, the number of retry is user-configurable. In a currently preferred
embodiment, step 230 also includes generating a template based on the captured
fingerprint image and storing the resulting template into volatile memory 16.
20 In step 240, the stored template(s) are read from flash memory 20 for use
as the basis of authenticating the identity of the user whose fingerprint image has
been captured in step 230. In a currently preferred embodiment, microprocessor
11 directs flash controller 14 to retrieve the registered template(s) from flash
memory 20.
25 In step 250, the registered template(s) read from flash memory 20, which
are stored in encrypted form in a preferred embodiment, are decrypted. The
decrypted template(s) are loaded into volatile memory 16 in one embodiment.
In step 260, it is determined whether the user’s fingerprint can be
authenticated against the registered fingerprint template on record. In a currently
30 preferred embodiment, verification module 12b compares the template pending
verification against the registered template(s). If a match is detected, the user is

authenticated; otherwise, authentication fails. In one embodiment, the user is



retry is user-configurable. 20 Once an acceptable fingerprint inmage has
been captured in step 235, process 200 proceeds to step 245, wherein a
tenpl at e We ogomRsat ed based on the captured fingerprint PCRGES02/0@48
descri bed above, in a preferred enbodi nent, the captured inmage is
converted into 64 KB of data, which isgthen used as input to tenplate
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Figure 1 B), thereby providing an added | evel of security agal nst hacki ng.
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subsequent user aut henti cation. reover, as des
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stored in %preserved area of flash menmory 20 which is specifically
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can al so entail enabling portable device, i.e., granting the newy
r egi st@reyrhigetheptieation faiurg.  Thesedactions senee a$ added sedunilyi measiares t her et 0)

to portabl e device,.T7 70 and mappin rtabl e.device 70, 370,to a valid

dri 5e I e%aép%otﬁggql%cgmoqqﬂd@@&%afn% &ﬁuqaéﬁéqr&%agqqswotﬂae feire 10, the
aut hent i ' ' ridh&r I ' LSt descri bed.
In step éziggéd)@eﬂgiégfmg? gg%l S rgatggP%%cgpﬁﬁg@n@ﬁggﬁéﬁ{cﬁg%i nger pri nt

of the udltemptsti nger that has been placed thereon. In a currently
preferred enbodi nen check of the

captured i mag'é‘ P E%ﬁpa%ﬁgﬁﬁggﬁ%@%éégékﬁ?s%@iq ualdlgtt isRrbediment, pbe 15
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authorized user whose fingerprint has been previously registered, the user is
provided with an option to bypass the fingerprint authentication and provide a
password to gain access instead. This embodiment affords the user the ability to
avoid a helpless situation where access to contents of flash memory 20 cannot be
20 had unless and until verification module 12b is fixed. If the bypass password is
correctly entered, user authentication is deemed to be successful; otherwise, user
authentication remains a failure. It should also be appreciated that if added
security is desired, a password requirement can be implemented in addition to the
fingerprint authentication even for normal routine authentication within the scope
25 of the present invention.

In step 280, a signal or message indicating the successful authentication is
generated. In an embodiment where portable device 70, 370 is used as a secure
storage device, step 280 can also entail enabling portable device, i.e., granting the
newly registered user access (e.g., read data therefrom and write data thereto) to

30 portable device 70, 370 and mapping portable device 70, 370 to a valid drive letter
on host platform 90.
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forbid such access). In another e di ment, m croprocessor portabl e
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also as an access control device. In particular, within the scope of the present
invention, portable device 70, 370 can act as an “access key” to host platform 90
to which portable device 70, 370 is coupled. More specifically, in one
embodiment, in order to access any resource on host platform 90 (e.g., data, files,
20 application programs, peripherals) and/or any resource attached thereto (e.g.,
network access, network printers and storage devices, electronic mail) a user is
required to first successfully authenticate his/her identity as an authorized user
using portable device 70, 370 with integrated fingerprint module 50. In
accordance with this embodiment, such fingerprint authentication is used
25 preferably in lieu of (or alternatively in addition to) conventional password-based
authentication. Thus, the user inconvenience and less stringent security that is
inherent in the prior art password-based authentication approach is
advantageously eliminated in accordance with the present invention.
Beyond access control to various computer resources, the present
30 invention can also be advantageously utilized in numerous other applications that
require security clearance, such as entry into private homes, offices, hotel rooms,

bank vaults and security deposit boxes, and so on. The present invention can
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such technique is iris scan technology. While such other biometrics-based
techniques are not expressly described herein, their applicability to access control

implementations using a portable device is within the scope and spirit of the
present invention disclosed.

20 Moreover, while preferred embodiments of the present invention have been
described herein as using flash memory as a storage media, it should be
appreciated that other types of non-volatile memory, such as ferroelectric random
access memory (FRAM) or magnetic random access memory (MRAM), can also
be used within the scope of the present invention. In addition, while such

25 preferred embodiments have been described herein as being compatible with the
USB standard, the portable device of the present invention is not intended to be
restricted thereto. Rather, the present invention is intended to encompass
portable devices that support other communication protocols and/or bus
standards, such as the IEEE 1394 (“Firewire™) standard.

30 While preferred embodiments of the present invention, a method and
system for implementing access control using biometrics-based technology, have

been described, it is understood that those skilled in the art, both now and in the



In a currently preferred enbodi nent, performance of various steps of
process 200 are controlled by m croprocessor 11 executing firmware code,

whi ch i swproehensbl y stored in non-volatile nenory 17 of pomiSsiod/eoodevi ce
70, 370. Significantly, it should be appreciated that the present invention
not only 15 contenpl ates using portabse device 70, 370 as a secure dat a
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coupled. More specifically, in one enbodinment, in order to access any
resour cepmpqrdgpteﬁrlaﬂff@rrthewe(r@og firstidiselosed heksin20 appl i cati on progr ans,
peri pheral s) and/or any resource attached thereto (e.g., network access,

network printers and storage devices, electronic mail) a user is required
to first successfully authenticate his/her identity as an authorized user
using portable device 70, 370 with integrated fingerprint nodule 50. In
accordance with this enbodi nent, such fingerprint authentication is used 25
preferably in lieu of (or alternatively in addition to) conventional
passwor d- based authentication. Thus, the user inconvenience and |ess
stringent security that is inherent in the prior art password-based

aut henti cati on approach is advantageously elimnated in accordance with
the present invention. Beyond access control to various conputer resources,
the present 30 invention can al so be advantageously utilized in nunerous

ot her applications that require security clearance, such as entry into
private homes, offices, hotel roons, bank vaults and security deposit
boxes, and so on. The present invention can WD 03/003283 PCT/ SG02/ 00048 20
al so be beneficially applied to restrict the operation of machinery, such
as factory nmachines and vehicles, to those who have been properly trained.
In one enbodiment, access control device 70, 370 can be used as a house
key to a private hone or roomkey to a hotel roomin place of conventional
keys. In the 5 first exanple, the home owner first registers his/her
fingerprint when the bionetrics-based lock is installed at the house. In
the latter exanple, a hotel guest first registers his/her fingerprint upon
check-in at a hotel. Thereafter, access



to the house or hotel roomis securely restricted to the respective key
hol der (honme owner or hotel guest). These and ot her w de-rangi ng
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herein are all intended to be wthin the scope and spirit of the present
i nvention. Al though enbodi nents of theypresent invention have been
described herein as using fingerprint hentication technology to

i npl enent access control, it shoul Mpreci ated that the present
invention is not limted thereto but rather 15 enconpasses the use of other
bi ometri cs-based aut hentication techniques. One such technique is iris
scan technol ody. VA pertable devicheoniprisingg:r i cs- based techni ques are not
expressly described herein, their applicability to access control
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devi cé8 raspures jspdenicdinthe usermiheémdse.on protocol s and/or bus standards,
such as the IEEE 1394 ("Firewire") standard. 30 While preferred enbodi nents
of the present invention, a nmethod and systemfor inplenenting access

cont rol US| noabi OMheisaBRSAslite SBBGNIRMY 1o QBINT 1, RAERIIFRE PIdREic! 1

understood that those skilled in the art,, both now an 003283
PCT/ SG02basaiguthentitation moduteyis aafirgerprinbasthenticatiornmmotialeand enhancenent s
which fall within the scope of the clains that follow. These clains should
be construed to maintain the proper protection for the invention first

di scl gged hergin. \“ﬁe%fr@%@&&i@&%&%ﬁ{g%%%m 2, wherein the fingerprint

authentication module comprises a fingerprint sensor element.

4. The portable device according to claim 3 in which the sensor
element is rotatable during a sensing operation, to bring successive portions of a
20 user’s finger into rolling contact with the sensor, and thereby sense successive

portions of a user’s fingerprint.

5. The 'portable device according to claim 3 or claim 4, wherein the
fingerprint authentication module comprises a cover mounted for motion between
25 afirst position covering the sensor element and a second position revealing the

sensor element.

6. The portable device according to claim 1 or claim 2, which is
communicatively coupled to the communication port of the restricted resource via
30 a universal serial bus (USB).



22 CLAIM5S 1. A portable device conprising: a mcroprocessor; and 5 a

bi onetri cs-based aut hentication nodule coupled to and controlled by the
m cr opr ocwWeINY328her ei n access to a restricted resource, POE/SGEVIMEL ed
resource having a comruni cati on port conmunicatively coupled to the
portable device, is granted to a userogrovided that the bionetrics-based

aut henticatio nodull henti.cates the pser's.jdentity and .wherein access
to the restri 2t ed 1 eﬁ’_e@tﬁ?ﬂ%@%‘ﬁ?&&ﬁ?@ﬂ@ f’%oﬁ PrSF?\%' QiCEMS2. The

por t abl ewgieyifeha Bistheiries-Haael ladthenticatbs mebdulé %n{ﬂri@@?farbigﬁmtr%%s ed
authentication nodule is a fingerprint authentication nodule. 15 3. The
port abl esérserditescen poesyriace of fienp@tabateyios.t he fingerprint

aut henti cati on nodul e conprises a fingerprint sensor elenent. 4. The
portabl e device according to claim3 in which the sensor elenent is

rotatap e durgng atheiniriubioneliet bBBordify B SAPoPUERASTHY T Rffd NS of a 20

user's finger 1nto rolling contact wt sensor, a y sense
successi semppisingi @ nsnefolatilel sEmaryfdapablepor storing bidrhetripsirifalrhatisie ussisle
according to,claim3 or claim4, wherein the fingerprint authentication
modul e cg)rh?r"l IGatieBver nounted for notion between 25 a first position
covering the sensor elenent and a second position revealing the sensor
el enent. 6. The portabl e device according to claiml1l or claim2, which is

communi cati veby codpeqsbriabld 86vie® aBEOVdRRY toPanPef Elalhs 1 6 8! AFkreiA R
resource via 30 a universal serial bus (USB). WO 03/003283 PCT/ SG)2/ 00048

\%ﬁ 7. }Qh@@@ﬁ%ﬂﬁ%oammiguawbﬁodﬁlrﬁgidgeca byipasst ngn}gapis&bfedpuﬁwemﬂiaﬁﬁsn .
sensor 1 1pond SBEhIrEDRRRE B BkOREn Bl Py Bk Blorasifgbasede oy tabl &

devi ce aggientivationmaief clains 1 to 7, further

10.  The portable device according to any of claims 1 to 9, wherein the

15 restricted resource comprises a host computer.

11.  The portable device according to any of claims 1 to 10, wherein the

restricted resource comprises a communication network.

20 12.  The portable device according to any of claims 1 to 11, wherein the

restricted resource is a real estate premises that imposes access restrictions.

13.  The portable device according to any of claims 1 to 12, wherein the
restricted resource is an operable machinery, the safe operation of which requires
25 training.

14. A biometrics-based access control system for controlling access to a
restricted resource, comprising:
a portable device which includes a non-volatile memory and a biometrics-
30 based authentication module coupled thereto, wherein the biometrics-based
authentication module is configured to (1) capture a first biometrics marker; (2)

store the first biometrics marker in the non-volatile memory; (3) capture a second



conprising a non-vol atile nmenory capable or storing bionetrics information
usable for authentication. 9. The portabl e device according to any of
clainms 1 woo08/003gkerein the 10 m croprocessor is configur@dTiSGopr@ns de a
bypass nechani smfor authentication ,upon a determ nation of
authentication failure by the bionetrigs-based authentication nodul e. 10.

oot F¥ ot BRE iR H Gl BelombH whbias e Sedat b et Siatirean co
accor di npetzitientictled bgéi'ﬁ§t thetfﬁstlﬂordgﬁ%seﬂn%rﬂé?eanﬂ %élﬁ%%é@&?l‘ﬁepe

conprises a conmuni catiron network. 20 12. The portable device according to
any of cresatmted resowte isgeardedh upba a detstminatied orf saocessfuliautientizationst at e
prem ses t{} oses a(i SS r strlctlons é Q E@rtable devi ce

accor di ng" 3\/%{9%@0(@8& he resyicted regrires is defied teisq.ed resource is an
oper abke nachinery, the safe operatlon of which requires 25 training. 14.
A bi orretrl cs- based access control systemfor controlling access to a

restricted redbur c¥hediometrivsrigised gueetabbatrdksyistem\dsi rebited i Citem
non-vol atile nenory and a bionetrics- 30 based authentication nodul e

coupl ed WhEFRipgh & metriesieeq aytharticalion sadble & @ agemeiat Puhendgation | s
conflgurﬁ%ﬁ%(l) capture a first bionetrics marker; (2) store the first
bi onetrics nmarker in the non-volatile nenory; (3) capture a second WO
03/ 003283 PCT/ S@2/ 00048 24 bionetrics narker; and (4) determ ne whether
t he second bi onetrics marker can be aut hentlcat ed against the first

bi onetlPi cs maflRer, Thadiometrissrbased ansess control systemiaccering:todeaine 1ds

ted ful authenticat d wh
arant oo, 4PRMLA e FelLAThe BBpalec S EE R MU 6 e, e el
bi onet r i esmbARRShIRICESE oﬁmétrre@{nofeycﬂe%u?e% iRG hﬁﬂeréau A tL%A%t grein the

bi onetri cs-based authentication nodule is a fingerprint ation
nodul e.

17.  The biometrics-based access control system according to any of
15 claims 14 to 16, wherein the biometrics-based authentication module comprises a
biometrics sensor which is structurally integrated with the portable device in a
unitary construction, the biometrics sensor being disposed on one surface of the

portable device.

20 18.  The portable device according to claim 17 in which the sensor is a
fingerprint sensor and includes a element which is rotatable during a sensing
operation, to bring successive portions of a user’s finger into rolling contact with

the sensor, and thereby sense successive portions of a user’s fingerprint.

25 19.  The portable device according to claim 17 or claim 18, wherein the
biometrics-based authentication module comprises a cover mounted for motion
between a first position covering the element and a second position revealing the

sensor.

30 20.  The biometrics-based access control system according to any of

claims 14 to 19, wherein the non-volatile memory of the portable device comprises
flash memory.



10 16. The bionetrics-based access control systemaccording to claim114 or
claim15, wherein the portable device is comunicatively coupled to a
comuni cawpDer/op8s of the restricted resource via a uni vePsalSGeznioag bus
(USB). 17. The bionetrics-based access control system according to any of
15 clainms 14 to 16, wherein the bi onetag cs-based aut henticati on nodul e
conprises a bionetrics sensor which is structurally integrated with the
portable device in a wunitary construction, the bionetrics sensor being

di sposed on of¢. sulThadsiombtricdehasedrdorbbe cOAtbLEyste abéord_Trligfthahy abl e device
according to claim117 in which the sensor is a fingerprint sensor and

i ncl udesclainas ddat1amvhaieinsa bypassapeehanismgr guthenticatipn ispodidedrupano bri ng
successi J of _a,user'.s finger ipto rolling contac i.th. the
sensor. Antemuhfisn SLalitbhtabodalRy Mechiohsriaasdnd Siihenlieian nt. 25
19. The R@yduRd! e device according to claim17 or claim 18, wherein the

bi onetri cs-based aut hentication nodule conprises a cover nounted for notion
between a first position covering the elenment and a second position

reveal ing the_._sensor.. 30.20. The bi onetrics-based access control system
according to &Ry o?‘ob'emﬁ?rr'@'liaﬁqd@of@,ss\mgpé’fWGFWF%@WBP%QIaézcﬁé‘hfﬁ? of

t he portﬁé;s'tﬁcteswegsureerm{d igﬁﬁeméﬁt‘%ﬁim f Olraesnya%% 8%88,%%%%56%%5@3/ 00048

25 21. The bionetrics-based access co stemaccording to any of

cl ai ns 1ldompriging thbestepsiofa bypass nmechani sm for authentication is provided
upon a determnation of authentication failure by the biometrics-based
aut hedfi cat i of@)s nobtairing Bfirsibigmetiiss Magkasfiam adsas yuthcabigraetrigst hod f or

control | § &qﬁ%[i%%%#gpﬁ(r@%[)iec&eqﬁcé.esource and i npl enmented using a

portabl e device, conprisi'ng the steps of: 10 (a) obtaining a
first biometr{lys npstiievingreomgstersdrbivikelrics MR ffdnt & mEMBRPES fhest al | ed on

the portable device; (b) retrieving a registered bionetrics marker from a
menory oPOHakle device, the registered biometrics marker having been stored therein
during a registration process;
15 (c) comparing the first biometrics marker against the registered
biometrics marker; and
(d)  granting the user access to the restricted resource provided that a

match is identified in said step (c).

20 23. The biometrics-based access control method as recited in Claim 22

wherein the registered biometrics marker is a fingerprint.

24.  The biometrics-based access control method according to claim 22
or claim 23, wherein the registered biometrics marker is stored in an encrypted

25 format.

25.  The biometrics-based access control method according to any of
claims 22 to 24, further comprising the step of denying the user access to the
restricted resource provided that a match is not identified in said step (c).

30



portabl e device, the registered bionmetrics marker having been stored
therein during a registration process; 15 (c) conparing the first

bi omet r i cwOwaNERB3 agai nst the regi stered bionmetrics mar kecT/ssozioqody
granting the user access to the restricted resource provided that a natch
is identified in said step (c). 20 23.,5The bionetrics-based access control

met hod as recited | Laim 22, wherein the registered biagnetrics rker is
a fingerpri ntéé'24. f%glcgpgﬁpgﬁﬂaéggggggﬁs 3%'3%@3“% rEEﬂCOFFﬁ'E'%&)(HaHX@g? ding to
claim 22 i AiFi ' i 4 I <& Stored
in an en(g?%St gg%?gg f?u orﬁmggtq'fﬂzdg@h%@%ﬁ%%f Plﬁgg&gggﬁ%l “gﬁﬁ‘g’sﬁﬁ alé%mdrsgl met hod
accor di nguthentieatiost pracediresprafided that a imatchés nobidentifiechin saie stapefe).of
denying the user access to the restricted resource provided that a match
is not identified in said step (c). 30 WO 03/003283 PCT/ S&2/ 00048 26 26.
The bionetrics-based access control nethod according to any of clainms 22
to 25, further conprising the step of providing the user with a bypass

aut henti cati on procedure provided that a match is not identified in said
step (c).



