1/16

Figure 1



2/16

Receive user request to
lock a security device

No

Permit

required?

Yes 204

Perform permit approval
process 500

No

)

Is the user who

sent the request
authorised ?

206

Send signal to security

device to actuate \

mechanism to lock

v

Update status of security

device to “locked” AN

'

Send notification to user \

End

Figure 2

202

210

212

214

200



3/16

Receive user request to
add a tag to a security ~
device 302

No

Is the
status of the

security device
“locked”?

304

Is the
user authorised
to add a tag to the
security
device ?

Yes 306

Increase tag parameter of N
the security device 308

'

Store user details
associated with the tag AN
request 310

1

Send notification to user \

312

End

Figure 3

300



4/16

Receive user request to
remove a tag from a N
security device 402

Is the status
of the security
device “locked "?

404

Retrieve user details
associated with the tag
and check if same user

as user request

'

user authorisea
to remove the tag

406

No

408

Decrease tag parameter
of the security device I

410

Send notification to user

412

End

Figure 4

400



5/16

500

Receive permit approval
request N

>l 502
Send permit level request
to permit authorizer
AN
504

as permi
authorizer
approved permit

506

other remaining

Yes

permit levels
requiring
approval?

508
No

Send approved permit N
' 510

End

Figure 5



6/16
/ 600

Receive user request to
unlock a security device

602

Send request to user to
remove outstanding tags
on security device 22

606

Is tag
parameter
zero?

604
No Permit
required?
Yes 607

Perform permit approval
process 500

s the user who
sent the request

authorised ?

608

Send signal to security
device to actuate
mechanism to unlock 610

v

Update status of security
device to “unlocked”

v 612

Send notification to user

614

End

Figure 6



7/16

De-energisation permit authorised by all levels

/

Y

1002

De-energise equipment

/

v

1004

Lock permit authorised by all levels

/

Y

1006

Security device secured and locked on equipment

/

v

1008

Status of security device updated to locked

/

1010

Add active tags to security device based on user
requests

/

1012

Remove active tags from security device based on user
requests

/

Y

1014

Unlock permit authorised by all levels

Y

Security device unlocked

v

Y

-
o
—_
oo

Energisation permit authorised by all levels

/

Y

—
o
N
o

Energise equipment

/

End

Figure 7

—

022

1000



Q ainbi4

912 147 472

|
|
|
|
| 1senbal pasuoyine 1senbal
| }oojun (s)nwuad ‘yine
! ajelausn) 1O S|2A9) aAI909Y
|
_
.
| 80.
I S9A
|
| £,019Z 1senbal
| Jeyoweled ‘yine
| bey s| aAI909Y
|
_ oN
b e e . = A ____
_ Y
_ 8L. 904
|
6_ 1senbal
— 3}oojun pasuoyine
= jwsues ] Jasn |
_
|
T 77 oy 0L el
m \\ 0c.
90I1N8p
_ 1senbal 1senbal Aunoss e
_ pu3 uoneoynou 3}oojun ‘YINe  ~— XO0jun 0}
I Aeldsig
| jwsues ] ajelausn) }senbal
| aAI908Y
|
e -
| 9z. vel « 44
|
| /
|
! mwmwmwwh 3o0|un 0} 1senbal
| MEWG La— WSIUBYOOW [-— >OO|Un
! S1815USS) ajen)oy aAI809Y
|
|
|

991
a|Npo
jwied

791
a|Npo
0101

9l
SINPON
‘wwoo/iesn

cl
ao1ne(Q

S|IqoN

(44
2oI1ne(
Anoag



! 8¢8 9¢8 28
| /
|
| wwﬁﬂww%%h oojun o} Aoy Jasn
|
! snjels l EM_HMNM_OOME il EINEREN|
! ajelausn
_
I
|
_
_ Aoy Jasn
| ojesoush
_ Q Jasn
_ asuoyny
_
-
|
|
_
©!
~
!
_
|
|
“l ||||||||||||||||||||||||||||||||||||||||||||||||||||||
\ 7E8 L
|
_
|
' ou - snje]s Aay lasn
_ pu3 ajepdn jwisues |
_
|
|
e A ]
| 4 €8y 0€8 zz8
! ERIE)Y
! sepdn Ajunoas
! uoneoyou 0} Aoy Koy Jasn
| sneis <4 Aeidsiqg Jasn :Ewcmbﬁl VNN
| SjeIsusY 0} 1senbau
| FEL G ETNEREN|
|

6 01nbi4

818

(s)nwuad
JO S|aA9)

1sanbal
‘yine
EINEREN

¢paAowal
sbey ||y

1senbal

‘yine
aAI909Y

08
apow
Aoy aul|yo ul
Jasn 1o} 3o0[un 0}
1senbal il }senbal
DL=IETIETS) Jasn
EINEREN

uels

(44
2oI1ne(
Anoag

991
a|Npo
jwied

¥9l
SINPON
0101

29l
8|Npo
"Wwwoo/Iesn

cl
a01n8(

S[IqoN



10/16

sFupnag 1afo.g jdy
”
X L
SIMLI] 1517 uoponiaug
®©
=9
aazsiiay 010 syuaurdmby
— m
a5
nofel Inoyoaoq

® 1By waloig g

LB F & D

Lol

0l @inbi4

] B

IR AT AR R AL IHI\I

AUTULA%]

wumo2o0 ok 0] upSo7

aTeMmifog funaerL

mosge] Inoya0]



11/16

€| ainbi

>

o dinpaR e s < Lot Egloly -« dinhi <3

TG
o Yy

- oN Bef

AR

o Rt A < o Gl diniy <

e HULLES 0 U DE
- unipaee] wsndmig
.p“ OOEIRI] iRy Bl
H LODO-500 ¢ o Aul
R b
= L RRIN] L1 1| 1
T 9000-530 op Fu],

NODH SN

F0D0-500 op e,

@ 6 6 6 © o6 o

g
151N ) Ny -
£000-500 : ON Bel,
IOCSH N0 ey
WO SR el P @
T000-500 ¢ ON Sef
W S STIES

[000-520

% |

O |

I

ONEEL

Ag yaavasg

L]
Hugpuag @ oo G

pazidiauyg e

TORITAGT] SAERiH

op Fox

eimrpEanT nsnidintyy

%98

EODO-520 -

Ml _ — apde], _ Ag yaaeag

Bra =

amsifat Jusurdmby




12/16

Gl 8inbi

o & >

a3 bR s - LG iutfasdiog - fnosbiesa

TVAOHddY HOd OF33004Hd

% aaFeurpyisalodg
£ 1apgoliaes
ﬂ......w Josiatadng
° TUOIVNDIS

I3 SE:.E_

: AUIEN [FUU0SIA]

25070 _

asauadn

ﬁ a0’ _

DO a0

ﬁ THSW AOFR _

= TH ETLCRE TR AN

“REA Ta D

i1 8inbi

| . | 4

oy dnel o s, - £ 10g yaiakile - duody £y

asoyado

_4 LV E L _,

ToN §ou|

#‘ THSIN ADV ﬁ

! pAROE Yanms

H 9000-530 ﬁ

1 8o seawmdmbyg

g a

LR pud

# a

s aumIfaeg 1Ieg

-

WOOE JWNd —

BT TR T |

— QO00-XH _

: ssa0ddauawdinby

ﬁ UIR]EST [BIA158]T M

T mIad jo adAg

‘ap] MULIA g

ST e IPEREY:

gpoirueiad : op] 1TaLIag




13/16

9] ainbi4

>

siandnoa@adaiam « L rod ifoidon - dooanreao

0691

10207

-18u3 apqrsuodsay

[oaTiLiag ON TTULIS 010
MO AMYIN D [@as] §a0]
TTHIIET 'ON 2P0IICH

UOIEa0] Jagealg

WO HEW umean wsmdmby
LN awien wawdmbg
PABOGL 31]ME

oN #ug uamdmba

s pusadinby

el Ta D

jyuswrdimbg voneziSiauy




14/16

/1 ainbi-

rwon
(=)
& () “
853 ADY
_

B o & ..n.n\.l.,_ i

T
in'

TraSDADYE

[avesra |

| sevoses |

swep jo0loid / BWeN [9SSaA




15/16

N YRR R A

RAM  }]
Memory ]
1206
User %
controls
Display ||
Transceiver ]
App CPU }]
/L
1218 j;:::)
A
1214

Figure 18

1208

1204

1214

1202

1212

1210



16/16

16
PHP | | HTTP |
1640 [ 7| 1638 [ | 1622
'y Y
Y
SQL HTML, PHP, CGlI
1642 scripts, image files HDD
) 1644 1624
Y
database
1616
O/S 1636
< bus 1635 >
A i Y i
CPU RAM
1628 1626
1630
A\ .
USB NIC désp'fy
1630a 1630b adapter
i 7 1630c
\/ '
keyboard/mouse display
1632 1634
20

Figure 19



