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Encryption and Decrypti on Met hods and Appar at us
BACKGROUND OF THE I NVENTION 5 1. Field of the

I nvention The present invention relates to the
encryption and decryption of inmage data, such as of
JPEG encoded i nmages. 10 2. Description of the Rel ated
Art JPEG is a standardi zed i mage conpressi on nechani sm
that is dEstgmpetbrf end DswmppessiMgtifodsl arsb Appavatugr ay
scal e images of natural, real-world scenes. The nane
JPEG stands for Joint Photographic Experts G oup, the
name of the joint ISOCCITT commttee that created

the standard. Tipa ERQHRDIWAS OF UERI RRENTION86, i ssuing
a 15 standard in 1992 that was approved in 1994 as | SO

10918-1. JPEGitself specifies only how an image is

tir piekf efrthethvientish a stream of bytes, but not how t hose

byt es e encapsul a [ any, rticul af. storage .

ot uml B PGSR Rt e e i PRSP Eeryption of
imdependenduchPEG IBE, ecaddeedindédds. (JPEG Fil e

I nterchange Format), specifies how to produce a file
froma JPEG streamthat is suitable for conputer

2t Besegiptiamaf the RelatedAdtssi on (such as over the

I'nt er ngppG ik A sEAIRRIMSAGBe cYhiffRsROe nﬁa@ﬁz&ﬁéin Qhatds des1gned for
" JPEG fi | ener al I means a éEI F JPEG

i A ' Th
GeBRTEFYRE %g@% s SSHb e o paed 1<) f"r‘?&lﬂ enes. The name
VREGatdnds $orqoirt Paoteiapirrikpees Sroupe thikRimadf they cfmtrISO/ CCITT

:Cglfnsnltlﬁ thlag F%{ %Stig stzins.grg ?gsgtr?%)g n &%a'mll%ggét ?@8% q&%ing a
ofanddrd imd 992 whadovas appewvefl an 184 abySQi lg]9tl &41 dBE@rl&@lff WClﬁeS
%ﬁllysntow .Jarpﬂnalcg:??g ﬁ'gns\ﬁg%ﬂegng&rMeafnso EHH?'BB% tﬂéﬁ%ytes are

nmages | mages a
eeenpagaisd intany pagicdariorage p@émnarAf@Ft #fi g}m@%wd reated by the

%%Héﬂdeﬁt JERNEr&SH, R JIIWPEe Fidd m@bmgweﬂnm rs@bkgﬂes how
net e to thﬁ) ccess f nor e ﬁﬁ% %?erﬁ%? d
we e B iAPgh BELbaten it o o tatader bnebtorgage an
aﬁﬂsmﬁ@ﬁen phiehas dveathalternapt nr &dnihon IPES, fdiermadneaspeaks of a
1 QLB FRRIS 6 0 NE o s o
Mbageoy althoughy evasittiemnbngthof staflatd ibasgjes fRE(Bn gourfpr ylossless
S0y 2Tl oI A S g
ar e noflopayotREG éxonsyolcihy presy magily usgdyormets iy ‘%ﬁ’éﬂ cameras for
bodRg Mhiabed T qu@hat ik hﬂso‘ BéBAdRLy uééﬂf Rfr iHeeeL oM. the web and

however, "I nt ernet eavesdrop hac piracy,
%agelslaé@ﬁ\ledgF‘bBal}l3'§|1’§€tSF43§Ertﬁo‘ﬁ o a}lﬁ? bl e Gl Securit
bargeras cat pivideatath stRBi@T thEMaR hetvaorles.

Due to the success of more powerful personal computers and high-speed
Internet connections, more and more photos that are captured in JPEG format are
shared on the Internet among different groups of people, e.g., friends, relatives,
colleagues, etc. Moreover, live streaming of JPEG images from security cameras for
surveillance through the Internet is more and more popular. Conventionally, these
JPEG images are not protected by cryptography algorithms when transmitted through
the Internet. Unfortunately, however, Internet eavesdropping, hacking, piracy, and
illegal global distribution of digital content are big problems, and content owners are

always concermned about protecting their copyright works from illegal use and from
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al ways concerned about protecting their copyright

works fromillegal use and from 1 unauthorized users,
especially security-sensitive inages (e.g. private

photos and inmages fromsecurity caneras). Therefore,

in order to reduce the risk of hacking and piracy,

JPEG i mages shoul d be protected when transmtted
tthauwshugrfred hisers| eﬁpemaby se¢urihdeknsione iaprgeyi (Rgg. private photos

Ghy R e@pﬂY) ?ﬁl‘ly" %m%?aﬂpﬁﬁefeq‘@tgeﬁl QMH 'ﬂngrecﬁloe the risk of

storag otect t'hose | maa froml %l_

backing wgi pnras:e/r JsP emagrshewldhsriratecte a’fheartba‘ﬂswted through the

?rﬁ%)!tptﬁloﬁﬂdi’ﬁbnﬁ/‘ P#@l}{lﬁ@%@%)togﬁaﬂly hIRbrithe®C Bhi IPEG diREEsS during
estone

For i nst

Etﬁf%g;s "; %ﬁm@%mgw%ﬁrﬁom 1958 89¥€2 B o1 ut i on for

| P vi detere hRESOmstuveini dsaba grivwids emcapiidnnm IFEG imegpese.g. for

TR R e —

dsdm@ataesdhmoﬁtfwalﬁ’ewd@ d BEGﬁ amblélamech}ewrzé@blmmt@g dgmages with a

Egsfs%ﬁi fimgg Hﬁ%ﬂﬁ%lorp{ﬁﬁi éc'ﬁ)%gu éarmls%nq;raﬁﬁe §&fu‘i‘1\t‘@%t e uires
an anal yz

encrypte I mages I\/I\/ﬁg
theveamefciedisitad; sqftvasd to Weesamble Rrﬁ@cfﬁiié@éﬁ? %ﬁh%h% fnay be

halPie@Yarfitn PSth &N fiRkd @/ MBISTY el cAbryp®al IBEGimages.
protect inmage files, such as JPEG image files. The

encryption process nmy protect files during

transm ssi on on t$IEMMARYN@F TEE MEVENME@N st ored on
digital recording nedia (e.g. SD nenory cards, hard

di sks, CD/DVD discs, etc.). Viewed fromone aspect,

the pr&sent dbjecenf Horprpscot investien trepioyiiiestn empgyption/decryption

?61&{1&9% Eﬂ)t@c@ i g5 ﬁlefs lu?chojsol?’E@ ﬁgﬁég file§Bfhe éﬂ&%ﬁptlon process

cluding”t he steps entif y|ng mar Ke

ssesoteet filge dpring Eansmissien pp dag Bykanefcast el Mhen d%&r%fi on digital
tedenting Mlle!i*ﬁ (@@%/ﬂslg%%n‘ijcﬁﬂ/@aﬂdﬁ ﬁab&disla@gm/bm discs, , S1C D).
corresponding to ima an encryption
pr ocesY 1P %’é’"bé’;?fso%@eﬁattﬁ tpéesggtogl?"&gmélﬁ dﬁ%‘@é a method of
fbra?thﬁ?@ ahahage ﬁ%%%ggﬂsmagm thengethnd émctuding B siapagé

ile fr nencrypt ed, dat a_assockat er
codes RS &t U Be 3R A0 R G aiiobling 0 fd Bk
encr yptdengfyp@/ﬂ)aymddiataanbhﬁlmagt ﬁimmrgeSpmdmgj@ imagk data;
codes 0 [
enc t@;?}q}/]l %Esﬁh&{(f@%ﬁ% R0k Zto P&r}g éieﬁgfl%éfi da’éahﬁ) prov1de encrypted

aja;3p8par ed, del i vered and consumsd e g
thr OUgEbﬂsB‘ﬁctl & 6d Rade qg@tfroﬁouﬁ@ﬂrme@ma h@obiated with

secir e Stoni o L Sl s LT cncr ot

appl i cBYi Blﬁtﬁ'yptﬁlgg paylBlds dtec asler setainghgt heridusk enarker codes and
?%ééé%g a#aéa 2R é}la'w%{ &ﬁglelngr ev%gl tmétﬁod egﬁ)qésn ﬂleo{me?g%t H@l to be
securely prepared, delivered and consumed, e.g. through the Internet or packaged
media, and to be securely stored, whilst also enabling the encrypted file to be scanned
by standard image file handling applications, e.g. JPEG decoders and the like, to
obtain file data. It can prevent the reading of actual image data that would allow the
digital image to be reconstructed, but enables applications to obtain file data, c.g.
information regarding the image file and/or information regarding the digital image
without requiring decryption of the file.

For example, with a JPEG image only the first JPEG scan payload data and
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digital image to be reconstructed, but enables
applications to obtain file data, e.g. information
regarding the inmage file and/or information regarding

the digital image 35 w thout requiring decryption of

the file. For exanple, with a JPEG inmage only the

first JPEG scan payload data and 2 data following it

dat ifollavhieg liawttil Bl laseE @emadet eodeapahbe ersynipd.cand raghier codes

IR 586ciaRESR1a ﬁé}greaﬁlﬁoﬁ'a?tr&qalﬁaatsablgﬁ{eﬁf e T‘ll@éesmﬁﬁéér codes may

remai n as pl al nt ext ese_mar ker. codes may _incl ude
ingludsugripps Slebeaderssndifhe dike andkdor gxaenpls, d?af&ra?ﬁsﬁeé and data,

E@hg&r SQPdEQI @Tﬂm@ qi{éildgr sishsas ﬁ@dier Eﬁid thET1EW¥E may remain as
BB W P et el o AT eB e O o, any

imigerdeadden)e. %raeI PRl detdery pireshalyzethe 1n|r@q)rmmm$e sych as image
J EG d ' [
gla% nd cocf) 1639 S ¢an ngw%ye% @ﬂ?gk%@z%ﬁ%é,'sﬁ%hat the

as | Si zéan
hnmnennoté)erd@coclﬁ:éc(&gmaﬁg Ithye erdsiding) satik ih i dechgted.

| mge Pﬁ'@&%l Q%Q%?éﬂi a0 W 1' of HféesalJaD Fs@eez{bctﬁg'uﬂaicrypted

Untl| It Is ecr era , t he scra
Haass dafa.of0 theb a§a tigny @r%SSefrge th?n%ey keg 11@ geﬁ*& ¢ error

sed@iorsQhidugh da@akm&au)lem&n RO &S sizey of fte: magg élplhfﬁ‘&xt and
0 not ener ate

d| ti o thro
B S0 ohs pligpmoeg e He phibey Bl et
h&feelemr I g mmhbed af mshalSophcHidwng tias ateediscussrigleclofat alhey may

%?en%?alﬁzh He ! angr ) @ﬁﬁl%”ﬁgacf hLaehEﬁae‘éh dxy@mggrg &g m%{'&? "EPLE)
mel}anﬂm’}s Wemw |bg b‘epltemen@d Eejog suitahleo EFLEe Sgramblers and

ngcrr% Ble&n and Decrypt| on (EPLE) 15 nechani sns, and

enent ed using _suitabl e EPLE_Scranbl ers and
Descr aﬁhqsr%PéE PrRECSEPLIEA S E3TRY Ypa\PIecd caherAbeuithg, and, in

Qﬁ@@lﬁbé‘dlﬂ'@ﬁtr a@ir@mdyhﬂ@ beidd tb Bncodo @ eabedhEAbunt df payload
P i e D6k e P G PR SR b bmaiing
trhell enmumpcbﬁ pnqumﬁamesbemgmldmumdmeryp&mm hi aptld® esrhwidiment, two
g%:ﬁgée P?ee 1%l¥ |08Q ﬁ§ qptto%nlg%pgn hntu&e td X%&gondlﬁé to, a single

S are use
blockenize pf themncarmon prosesgandathe othee gmﬁml agrYPb 2’ amongﬂ @f data

rpéé orﬁilﬁé 124 n‘fuli]tgﬂ@ 3¢ [Hémlb&?mgé 0¢£§ Fuding e&ﬁlﬁdﬁﬁé}ﬁr each key is

to encrypt an anount ata corresponding.to a
PEeLLp SRErYBF art oW od idats; cogrespandpngr tgra We i phide size. In
B&f Bu{iﬁibng Stheﬂésml geﬁelﬁ{]? by B o?é}% rmglﬁé lorlab Qha}t sorélg parts of .
orres in 0 e block size. In
ﬁlstmﬂgg‘?a r)fﬂtfgjrw@'}%dohe(eﬁ‘ener ally be an overlap of
encr prteﬁaiablg,Othte hakryptor ppecetses gtan fdredgpayhivas id #ieagenerated
@iPﬁer?e@(? ry Rt Sc%lcp tal?lgft pque%ﬁg’r}d lt:g %a?ﬁ%bt(ydest Qﬁd qg@ﬁé/eo 'iﬁe%{] with

cesses scan
durnmy data. This can prevent apphcatlons that scan the encrypted data from

determining that a portion of the ciphertext is an actual marker code, and from
causing an error through an attempt to act in accordance with the marker cede. The
method may for example replace a portion of the marker codes that is common to all
marker codes (e.g. FF) with neutral dummy data (e.g. 00).

The location of the replaced marker code values may be stored at the end of
the encrypted image file or in a separate file, and may be used to reconstruct the

ciphertext prior to decryption.
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ci phertext that accidentally correspond to marker

codes, and replace themw th dumy data. This can

prevent applications that scan the encrypted data from

30 determining that a portion of the ciphertext is an
actual marker code, and from causing an error through

an attenpt to act in accordance with the marker code.

The n#hbaodpleeymdngrofesumhpimarkee plodes i thoraiphentesf mayeonly be
HEEE%}{ ﬁ’%d B?&o&%ﬁoﬁtﬁmg hzéjtoaéclm tﬂ@ﬁ#‘?ﬂhe%ﬂﬂﬁﬁez(tee% when

neutra catl

HBREfefseadads FPaIPrFééFC%EP@SQ}‘éIt %@S ﬁ’é?lab’é‘ @P@Ff‘eg)r%lﬁ gwéiecodmg
ﬂféde té’dS nhhge aﬂﬁrwwﬁcﬁtﬂ detBangd il Ersdr sd fhad thepangd displayed

h
Epists c?fﬂr oy SElobAed ooy BASCERE ARk PRUBR o ker

codes iThe trhggechiilp medyt fox exammpyle balgyndrated bg ey iEE&} gntodgr, as long
PEG decoder. or the |i t
AR SR %k DR G 8RR S,
rms ai cThe hattho@ RS palllayf dompilet geténg efnew Er;ﬂrﬂé@@d Sﬁg’tegy for

M‘@alﬁzﬁﬁ&)/ BE &4 EP‘W@cr Fﬁr Whd Iaﬂ $p1 G PEIRAhBIRr, I Whikth 'iﬁ%{y define

eIITH

t
& svemal v @&@%a@ﬂ%@r%lwé C?g:@gls%s of’t%gn%%vﬁésh ete;

be@ape b | gen@¥tingr rexdeml eebe, Qﬁeﬁrﬁécﬁdkéw lenythkPEGr Block
t he ncode IS in.ac

d | d
RS Srop GRS HAh e PR OCl g RRlT KRG e Aol o trred

H’Wn&tﬂtomlbok lSImBe@ettg ng4d£1t,arﬂ2%4brtyp256{b15t reat egyA default

Egr tl $t a}e Za% o]nﬁg PLE Scranbl er and an EPLE
P Ay & B Th® |ne 10 for exanple: a Bl ock

Ci pher Th¢ @wsenmmvemcgl alBJES)(teAES to Bleowplieh meshasls e algerypting
fr{?%gegﬁfég rtﬁ'ﬁ' llﬁgfer@é%ﬂ %@Y&l uhE MRS pRSert hchphish ri)?focfe‘é@es and

that accept variable, | ength
Refgads gqqus‘ngry élp e]@lplqnqlg}tn@gancgpggk aty Zg%cryrglog processes. It

Gl Exteﬂé’s&o@bftwa?eﬁﬁobﬁdts 1rﬁhﬁ1ng°cdi|!effalubrbv1dlﬁ{gﬁh)éthl@/ptlon and

trate al so _be provi pre
TG AT Sgo o0 riab PR GLFS BPr R ek oant crorvption and
dﬁli‘_f/pmﬁllmgcessd?mge files that have been encrypted using

th . d
sygt gr g?tﬁﬂ%h ‘%@%ﬁ% nilalfhﬁ/ e%:?%??/opqt% nOfaﬁgigecr )g%{’ the present
prvettéwselse hhs brofadelt nplicgianetooanyt syitable ttyies ef pnwdé}pse g. those
EMhz Qe ade £§?Badgr Hl\éhglllrﬂggf&rr@(aﬁlﬂfér ﬁflﬁ)etg'eqﬂeﬁﬁg the bitmap file

ecryption pro €SSes, | es praoduce

Ewgqag}ﬁtprmmpé@ﬁdmam be @@[élfeylpmtgr}"ne}gqigdggg@guon retained

& tﬂm]u@iat Gh& CWiES §shyBAL Niata | tRatt BEr&pBidXto Ahe RESded image as
gﬁngg the present invention also has broader

f©%tion to any suitable type of image file, e.qg.
t hose The nature, principles and utility of the invention will become more

apparent from the following detailed description, which is given by way of example
only, when read in conjunction with the accompanying drawings.

BRIEF DESCRIPTION OF THE DRAWINGS

In the accompanying drawings:
Figure 1 is a diagram showing a system architecture of a JPEG
Image Encryption System;

Figure 2 is a diagram showing a system architecture of a JPEG
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havi ng headers and payl oads, including for exanple
image files in the bitmap file format, where the sane
principles nmay be applied, with header infornmation
retai ned 25 as plaintext and with payl oad data that
corresponds to the encoded i mage as ciphertext. The
nature, principles and utility of the invention w ||
hﬂagﬂé)emny]etiontﬂgat@nt fromthe follow ng detail ed

Sﬁ:ﬁr 'rggéﬂg 3 iy C&a ?‘arﬂ's‘ﬁ%@wﬁ% %’;@F EQstRxAIFPLAd d2althat may be

I'n con t| on wt acconpanyi ng
sirambled sndgaungil @EseRl PTION OF THE DRAWNGS In the

acCoNPRiYir% & A\ Ag%im Eh&ngg 4 mpasﬁuagtam showi ng a
system archltect e of a JP

e Enc
Syst enf 1§4T§ut &5 2 lgg%ﬁna.sggwaﬂﬁs%ﬂﬂfg Hﬁ Sfined for a
#PBU tresgd (e a0fERLE Rz hahispge Decryption System

Flgure 31s a gr n J uc d

data thE"Tfay gg} s? ngfgd uﬁ%ergga% %E}LE tsyéglle possible
Engtylpelom/dscraptiuoagr proctsend ndoa Jﬂﬁogﬂru&t@tr ein 5an EPLE
g;e% %}l s a di agram showi ng headers and payl oad

e |nec? or a JPEG inmmge in an EPLE nechani sm

Fi gur eEisyra) 7tis 8(eirgard shayitsmnoksi ﬁgctyd%sqlblpéocess for

EQ robéetdaqa/ﬁeaqlrtzpttmeenm@ﬁﬁes for payload data in an
E nechanjsm 1 re LS adllgramsh £
anot heF18HEr §pisi 6n s§ ‘?Yﬂ“g B “BERR AT g‘ﬁocess or

ER adedhannh i EFL@JmecBamlsna d| agr am showi ng anot her

encryption_ppocess ayl d [ n. EP
nmechant 8’ °Fi gllﬁe é{figran@ agra %h%e'cﬁ’dﬁgogeﬁfgﬁ ofr?r the
pnoypsionf proceke of Figerc? ypti on process of Figure 7;

Fi guregd, is g fl qgaﬁggraﬂp%egl'@%de?Cd%%bﬁHn%P&c%% for the

for the encryptlon process Figure 11 is
anetiyagroanpseens 9f Fageig Bher encryptl on process for

Figure 11 is a diagram showing a further encryption process for
payload data in an EPLE mechanism;

Figure 12 is a diagram showing a decryption process for the
encryption process of Figure 11;

Figure 13 is a diagram showing a further encryption process for
payload data in an EPLE mechanism;

Figure 14 is a diagram showing a decryption process for the
encryption process of Figure 13; and

Figure 15 is a diagram showing a file structure for Unexpected
Marker Code Indices;

DESCRIPTION OF THE PREFERRED EMBODIMENTS

Shown in Figure 1 and Figure 2 are embodiments of a JPEG image (in
accordance with JFIF format) encryption and decryption system, wherein a JPEG
image is securely protected.

A JPEG Image Loader, a Data Buffer, an EPLE Scrambler, an EPLE
Descrambler, a Data Post-processor, and a Data Pre-processor may be implemented

in any suitable information-processing devices that can execute the processes
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payl oad data in an EPLE nechanism 20 Figure 12 is a

di agram showi ng a decryption process for the

encryption process of Figure 11; Figure 13 is a

di agram showi ng a further encryption process for

payl oad data in an EPLE nmechanism Figure 14 is a

di agram showi ng a decryption process for the 25

dercripgt badow pTlosse ssfonhatiangpoeessidg davidestingy ireluds gegergl-purpose

; ) i -

FPRLET SHEP e, 1 B Sl e By e

ENETRLNENTS cs30e JRBiReS. i far Msimce digitahomeyglegtns appliances, and

gsﬂm%t féﬁﬁhﬁls@forandﬁﬁ@éi%m;ﬁld(dtenumapmre@.alm @ﬁmﬂ bb ndfeliFhat the
or mat) .enc i.on and. decr ion syste rein

OPEEsoe] (GEOTE LB e P° PEGVBRR S A JPMS TGS ahor may be

padsdered irhhdwardBuf fer, an EPLE Scranbler, an EPLE 35

Descra er. a ta Post s ta

Pre-pr gg%gé ‘OIF%?“TB%FP%%%@%gr%fge%%ax%gﬁ‘?ﬂ%%t abl e

i nforn@ldi oA-JREScbeagerigadaviluels t hat can execute the

processes ﬁaﬁ ]9(%355']?3@ ig:g%@"ﬂle, mﬁﬁs in facucgrdance with JFIF format,

i nformati on-'processin Ices may | nc e
gener al - pur pdsé DatpRpiieeing me@eRstat i ons, and per sonal

conput ers, (oMb | conSeclBVNIPEG GRAG&IABS o a Data Buffer in a
i nformati on- processi g(g_ devi ces, for,i njt.anﬁiﬁrﬁé%i t al

hone el ect ri dPHBiAATALS A agorpprndiged g °% for

i nstance PRASLqadsl TREG|images/flbotves Data Bsfferihd: inemont sdording

that the 5 processes cribed bel ow may be perforned
by a softwar etoé)}‘eéi(sgﬁg?djg_ﬁW%r may be perfornmed in
har dwaf2e. RefPEG Imagetvohifh gayés: 1 and 2, the system may

conpri se: Siiagtlbg NETH 2 A
JPEG | mgefaﬁ%g,ﬁEmg %n&rg?gog%}%cghw th rJdE:alﬁ—g&r oreee
format, 10 tandarbapsmisyeR ereianeiVe&nory, or, (b)

Loads @9nsacuith WafPREchmeges/files to a Data Buffer

TS B e o RO PP
menory acc)ds fig lotaiopne diefd eredypiedBG image data.
(4) An EPLE Scrambler which
(a) Implements an EPLE mechanism to scramble JPEG image data
stored in the Data Buffer,
(b) Passes parameters such as Ciphertext Location and
Ciphertext Length to a Data Post-processor.
(5) A Data Post-processor which
(a) Analyzes encrypted JPEG image data,
(b) Locates Unexpected Marker Codes in the ciphertext,
(¢) Replaces Unexpected Marker Codes with normal data if necessary
(d) Generates Unexpected Marker Code Indices if necessary,
(e) Attaches Unexpected Marker Code Indices to the end of a JPEG
image file if necessary.
(6) A Data Pre-processor which
(a) Analyzes Unexpected Marker Code Indices if necessary,
(b) Finds the location of Unexpected Marker Codes in the
ciphertext based on the Unexpected Marker Code Indices if
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15 (2) A JPEG I nmage which may be: (a) A JPEG bytes
stream encapsul ated by JFIF for conputer storage
and/or transm ssion over a network. (3) A Data Buffer
which: (a) Is a block of nmenory assigned for storage
of JPEG image data, 20 (b) Is the location to store
encrypted JPEG i nage data. (4) An EPLE Scranbl er which
(a) I npl enentrecesmar¥PLE nechani smto scranbl e JPEG

I mage dat a(cg Eo‘%é’s Uﬂex%@&emaﬁ‘ke@{fcfd% 1fde@éssﬂgsses

par anet ers text Location_and

Ci phert ext (@&%@Weﬁ @Wx%qt%l phasker feoftec lndiges f{‘%’} the ppd f the
Post - processqum e (Blecéatyyzes encrypted JPEG i mage
dat a, ,L&n %Une ct eg rker Codes in the

ci pher CI%;L Bic %ggct ed Marker Codes with

nor mal dat aa) iInphexassar FPLBOndoiiiniGarte rdat@smblechPii€t inpape data

Mar ker Code | pdices sary, (e) Attaches
Unexpect ed I\/aspcffeecr?%(f’ogfata%gﬁges to the end of a JPEG

image file if necessary. (6) A Data Pre-processor

whi ch f; ).1 eA{‘ain? ])elguﬂénfs)g@lt?ﬁﬁﬁf s KBE atdftcthRAbE @STPHG image

necessa Fi nd ocatl on of Unexpect ed
n&@é@ﬂ% e hasheiay cWRpgRER then present invention. In a

Péﬁ%ﬁt (‘ehﬂﬂ)di‘zﬁérh %{f thd@qﬂwﬁseﬁmhw@@ﬁml ] JPEGH@@Q@&&TQOuId ke generated
esto nexpec rKer S

% RRSRE e Ol EIES RARAeREN oM st gpd the
IH’TE stahP® | mage i f necessary. 5 (7) An EPLE
Descr er h I
fovor oTB Chmillisilnd ol ZPRs"ERLSpAh WihledPGO3RL 2 Mtiid for
mitiplizetion caﬁm EPLE rS@ra@nlgmdaIDwra;rﬁdw, whichamay ide BagupeBlock
ef l?cr‘]RFgflffﬁﬁe e.d-ODBTET X, oﬁfﬁ@ﬁ%ﬂp%t@ns&){ﬁyt £IP kBAbrating

he pr esent | nventi on.
random Keys; preferred Key Length for Block Clpher Algorithms that
accept variable length keys; and preferred Plaintext Block Sizes, e.g.
64-bit, 128-bit, 256-bit, etc. Otherwise, a default Encryption Strategy may be

used.

In a preferred embodiment, the scrambled JPEG image maintains the same
data size, and this is implemented by the EPLE Scrambler and the EPLE
Descrambler which employ an encryption process that produces an encrypted payload
that is of the same length as the unencrypted payload, and which may implement
Block Cipher Algorithms to encrypt data. The EPLE mechanism may
encrypt/decrypt only the first JPEG Scan payload data and the data
following it, and headers and other marker codes that occur before the
first Scan payload data may be left untouched. For instance, SOI, EOI,
Frame Header, the first Scan Header, and the like may remain untouched.
Figure 3 shows the JEPG Structure and data that may be scrambled under an
EPLE mechanism. Figure 4 shows the JFIF structure.

Since Frame Header and Scan Header information are not encrypted, the
scrambled JPEG image is available for any JPEG Decoder to analyze regarding
image properties, such as image size, coding method, etc, but the scan data is not
available for decoding before being correctly decrypted. Therefore, information

regarding the image may be obtained, but the image itself is not accessible.
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preferred enbodi nent of the present invention, a JPEG
image/file could be generated by any JPEG encoder, as
long as it is in accordance with the JPEG standard and
the JFIF standard. The enbodi nent allows an
Encryption Strategy to be defined for 15

i Y e
ze?lﬂ%"‘élkf@)t c?h%(ﬁ%?xﬁ?@ d%tgr @§ Uﬂgx Jc?é@ldlol@}ﬂé?ﬁdes in

red engt er gorlthrrs t hat
mea:qﬁterwm Uabk;&ctedri‘gaﬂkekéyd;qs e datp vafues preduBddiinrthe enhcryption
Bl ock Si zes, g 64-bit, 128-hit, g-bit etc. . .
PoRess dhal Gorrasral &uthremaﬁsﬂf’@ﬁ Matker £ggesay hes rétentipn in the

giﬁmg'tex tha$ BL&E S&Bﬁ@ﬂlsqpﬁl% fé‘éd bgtae.} ghs %qﬁdgfjlasslfg@l Marker

tarn e sane

CB@&SEWEM eﬁnQMetUﬁe@@thdeaﬁﬁblC%ﬂeﬁnﬁyther@EhEd as a decoding
Descranbl er whi ch enpl oy an encryption process that

wmau@ae@ signaldiycs e degodpr. sthough apt negessary, gd PEGecoder may

daf» ‘%ﬁ %ffu ﬂ%@é@%g qP%ﬁé g? wi Y to M\éeyrﬁgrnyp ’ ¥od' example SO

EﬁlaemEEahEs He¢ BashGi (Bysai®nes y@iﬂlﬁg&wmﬁd@fmlywoldwed brosks that
JPEG Scan payl oad data and the data followng it, and

te agbhgvea Al 6¢00ERizakle uv@tte@écaéé th#a@reo@élmd peonp ke deroding of

{n%;]aétse?ﬁ fa g&g%% %%E% d(% (‘ﬁeg E&the f&éed: Harker Codes

e afteferab®N ebplRed leiﬁenamyal rdamalerg ARHRME had of@n&l@u Ifern3 The
shows the JEPG Structure and data that may be

@emamtﬂwcame [cam neplménmhtam MmkeFuC@dr:fe withs heryral tdate and

D e R 3 BALSE B0 ThaR S hon o

tePROEmbists AR Rl 8ot @ Maitny C\bﬁg@l@@é&%ﬁ be aRadRaky B4R end of the
regarding inmmge properties, such as inmage size,

B ngagredckoddingtocs piedefitedelagcstructiae. aThesUmJtpe@Bd Marker Code
allablefor d din efore bein ctI

iy B SETRETY OF atech o Ahatn bR SigaoF setofimetaws @

FEMPB0 @és@&‘d to QH&IB'EJ‘ hd @%ﬁ}éécttc?ﬁ ll\fIarkér @%Be Indices to restore

acceSS| le. 7 1n a preferre nmbodi ment of the present

Unangettied nylatkee (Beta bBXosd dporpatess it Unenpattpd edartkiee Codes in the

encrypted JPEG i nage data, and | ocates Unexpected
%é?‘t@}’&é’é’e’ilﬁep 13ck@ ci phertext. Unexpected Marker

Codes R ta %q dl BordsD€erRC t{gﬂa th
process ?ﬁg? corr spong{t Hieér?lecg%r?lﬁzeél 9 g)é% lmage ©
EngrestionThedrypticat sould firstly ddienGodicp heddrebint by m:tal,the content
problens if they are read by a JPEG decoder as actual .
aftgr e gs encrypted. Additional bits cdn mean great modifications to the original
JPEG data. Secondly, the complexity of the file systems and network protocols need
to be considered. Headers and Marker Codes, for instance, SOI, EOI, Frame Header,
the first Scan Header, etc, may be used during network transfer or content
management and analysis. By only applying encryption/decryption on the scan
payload data and keeping most headers untouched, the encrypted JPEG image can
still be manipulated by existing file systems and network protocols without any

additional components or modifications on those protocols. Furthermore, protection

of the payload data, which contains the real image information, is enough to prevent
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Codes. For exanple, Unexpected Marker Codes may be
regarded as a decoding termnation signal by a JPEG
decoder. Although not necessary, a JPEG decoder may
be allowed to decode the protected JPEG i mage w t hout
decryption, for exanple so that nosaics may be shown
(nosaics are _an ina%F of randomy col oured bl ocks, t hat

Iipeabacsess walhe image beevgniva dherly fedss ripormagon.nyhich ray just

fr o] e, (e f
é;sglﬁg% (t:)hé:rp oag dagar %8@51{%%81433%(&&?%& ?};}feé)%pcté)ggh dﬂﬁg iﬁie that the
@Qﬁlﬁ@mnareeq@heﬁ el @hithm I RpberEedniy st nedsiab idglianers, gnd good
dum’ry data of a neutral form The Data Post-processor

Centue-ebmaney”uTs FR e thenbanissns disemssedhemsimaerable gpinget these
f\nd may generate Unexpected Marker Code Indices that
#itate the location of the 15 repl acenents. The
Unexpevﬁﬁ@hsl\/&t tioROsI8cdduetsCaE didnsRed RldWRC MEkyt &stmie that a
end of the i mage according to a predefined data
Blte:lafmasﬂr EncﬁhteorUrSemtmth@d bmnk@?ec@ddevhldndmayedem the Block

it Aanimy e D1 K 13080 Pl @88 fordsniatt SndpmKeys:

ké&?@ﬁ%%clt( LMK E For GRE %léd?(dﬁﬁﬁ@r APgo‘ﬁ@l%hQ fifat a Re[AIAE length

rker Codes before decryption if Unexpected rker
Kodesnd prefbreed l?mm:thblcb)&lzdsavg od-nt, r1@Pibatc @46-biity etc. In the

Riagane b SRS P BTFb 0 Erub i e ey hopgh N bits
{Hétﬁ%épg,eﬁ%ggﬁ 8RE, it ﬁlesPhé/Q)aHhI?en%QPE\ﬁrﬁlts afiglfe 5tshb®s the

encrypte Yional bit an nean gré&a

hedifsi adt thepaylbad firea BPEG@iimake in) BEBGqdalt Baylddclosmgtly Encryption
the conplexity of the file systens and network

Pretadst-s need 25 to be considered. Headers and Marker
Codes, f e

first csg%l Lﬁ?%@t% g()trc%ﬂl”rr%ﬁrc'tg%ed dé-@ ?ﬂlgé%és %Hﬁectly apply
BlehsCipheroAlgoitlianon thamaglea@mlhtaaﬁdaaﬂaigym the ﬁgulmhmt of a

appl yi ng encryption/ decryption on_the scan a
Bl CinBergpn e, A o St G R IERSCRHOBKLE ARy bile @f No

p
Eﬁﬁg#;&g@ Gl ol kﬁAgrto SR P aheils Rt ﬁé%gst kngidhiibdeth N,
ﬂl@ﬂd dre awal differRROARE, $.Q N, B N, i 0 a N0 N0 Tht ielé®@ving operations
prot ocol s. Furthernore, pr otection of the payl oad
@aybe coied Rutont ai ns the real image information, is
ggﬁh to pr e>nt 8 illegal access to the image
se with Header i nformation, which may j ust
descrhbmgﬂ@dm@ybﬂa@lagﬂ@ﬁa not hi ng can be decoded.
O her considerations are that the
encrypti on/ decrypts ¥pmaddgéy i t hm be sufficiently fast,
easy to inplenment, and good "val ue-of-noney". The
EPLE necindni smi]\@isn)/%ed herein are able to neet
these 5 targets.
where, z is an integer value and n is the remainder of the modulus

calculation.
b. ne [0, N, ). So we can skip the first n bits of payload data in the buffer,
encrypt the remaining zN, bits of payload data in the buffer with K, and
replace the corresponding plaintext with the ciphertext, which is shown in

Figure 6(a).
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Various encryption procedures are di scussed bel ow.
They assune that a predefined Encryption Strategy has
been sel ected, which may define: the Block C pher
Al gorithms, e.g. DES, AES, Blowish, etc; seeds for
generating random Keys; preferred Key Lengt hs for the

Bl ock er Algorithns that accept r.i.abl ngt h
keys:; Carrgp?ﬂ;‘%’?v ¥ S BPhiCAETERE 8’8 E@R éazkﬁg‘ OleP ?Oa% Batd in the
64-bi t, Cnth é@g&lp the BiCn if Sﬂg aylb&d 'dgw NEd fePRce the

Pl ai nt ext assumne b bits, the Key
Lengt h Noresgcdhdingt plairntieadeith Itlemgtphermtxtbm&mh @nshavire in Figure
Payl oad Length Np bits. Figure 5 shows the headers

and the @BYi oad for a JPEG image in an Equal Payl oad
Length Encryption nechanism 15 A sinple solution for
EPLE to protect a JPEGinage is to directly apply

Bl ock Eéf@t’:erhe%rgtebtetltJFEGomnetgheapayldaa@tledadrﬂ reAdared,dt nglst be
to the requirenment of a Bl ock pher Al gorithm th
denranted-e Rt [eepPtiere PEPGEPhETkYSt sthe JPErsfe pgpcletﬁ of ghe GBFWPUOH

rocessBbtem%ﬁt?(grkgtf a hkﬁ(;ygi Eg%w lf ugeﬁl]@ %&n& gt{éﬁ%%f)ﬂflat'\ilg defined in the

ehhch rcﬁlntm&ﬁszﬁ&n iF2. BldyR E—T-ple AlgbriNims; NbuchTha@e also called
f ol %mgperatl ons 20 maybe carried out: Np >=
&tzsmaletrtm owtion Algosithng, | A, DegraNPnnEEND ar*artae same keys as

R

Mlowing0o we can skip the first n bits of payload data
in the buffer, encrypt the remaining zNo bits of
payBbad data Nyp>the buffer with K, and replace the
corresp d| n% ]Ol allnt ext with the ciphertext, which is
shown?i BU§GRisRESs: 9 c. Alternatively, we can
encr ypt the flrs t, ZNb c\t of payload data in the
buffer with K Sklp fhe 1'ast n bits of payl oad data,

and replage thefa co ponding plaintext with the
ci phertea%t((‘1 i (%" F"Z\]I?iown in Figure 6(b). 5 Before

the pro ﬁlgt‘et eZd i) BRGrtdBRPGfiRN o 1€ WS FeRARNaEL BEARE Anodulus

it nust
calculation.

ne [0, N b). So we can skip the first n bits of payload data in the buffer,

decrypt the remaining zNj, bits of payload data in the buffer with K, and
replace the corresponding ciphertext with the plaintext, which is shown in
Figure 6(c).

¢. Alternatively, if the first zN, bits of payload data are encrypted, we can
decrypt the first zNy, bits of payload data in the buffer with K, skip the last
n bits of payload data, and replace the corresponding ciphertext with the

plaintext, which is shown in Figure 6(d).

3) Np <N
Such a case seldom happens because N, is unlikely to be less than 64-bit, or

128-bit, or even 256-bit, which are normal key lengths. We just skip all of the

10
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decrypted. The decryption process is just the reverse
process of the encryption process. Decryption of a
JPEG i mage wil|l use the sanme strategy that is defined
in the encryption nechanism For Bl ock Ci pher

Al gorithms, which are also called 10 Symmetric

Encryption Al gorithmns, the Decrypti.on Keys.are.the
payied asfo&§ugﬁ1%q-59,dtq. g}?rq@y@_enq:ﬁf@n@gp?cé@mfﬁée payload data,

%@giﬁgﬁ%&gh@g,%ﬁﬁuare shown in the follow ng: (2)

s cal culation, 15 n=NpnodNb and,
z = (N the abérdompdhaniam, zorhs daa (i bitsgeill noabuerateded Often, this
the renmai nder of the nodulus _calculatjon. b. n E [0,
Ml . nogobeudmparianik byt spmemes tthe hibils ok dalay Iy ghayg: qnportant

i . huf f gy D :
P B o BB Vb PR A B 6 e i,
G0 RWheSP e ikags GiPBgilicgxfo thetphyldag @Htfiantiexkamevingd) wisich are
shown in Figure 6(c). c. Alternatively, if the first
praseriied 8s 6Ki,playl Saverdavaysapleanphang Bt &, kgjeencgyption process are
gecr%& the first zNb bits of payload data in the

BFY8Y wi th K, skip the last 25 n bits of payl oad
data, and replace the correspondi ng ci phertext with
the plaintext, which is shown in Figure 6(d). (3) Np
< NB) Such a d¥se=3el dom happens because Np is unlikely

to be sg than 64-bit, or .30 128-bjt, 0 -
56 bi ThE BRI S5 R 5 B df Jicnio Tonde, B plsg shown in
alduroy the 10 payload data for such a case, i.e.

there is no encryption/decryption of the payl oad dat a,

whi chai sSEshoREG mnBgaisr wadgdelo thenBuffer arsboralyredHandlassify the
some dat n_ bi will . no e . protected. Oten, this

will notﬁf?éieff?Eﬁjgt?'%gﬁ}'l?a‘b%ﬁéegb‘é’ﬁ%?‘?ﬁ\ggretie n bits of

dat a BRycHaNSe NTPRENGNTT N9 >0k Ofle first Ny 8its of the payload
fol | owm ng, i it roduce fUrthefr EPLE nechanisns to

addr ess datd withikn, wienabplacwothk glantaxtewilp fhe eearespondireg ciphertext

payl oad data_aj. the same tinme, which are presented as
(K1, k2)intkeButfen ways of applying a two key

encrypt i 8 nfbrdgﬁl‘g%ﬁlcﬂfaﬁon,di scussed.
n=N,modN,
and, z=(N,-n)/N,
where, z is an integer value and n is the remainder of the modulus

calculation,

d ne [0, N, ), and we skip the first n bits in the Buffer, which is part of the

ciphertext from the above steps that is encrypted with K,

e. Encrypt the remaining zN, bits in the Buffer with K», and replace the
plaintext with the ciphertext,

f. The JPEG image data is re-constructed by combining the original Header
and the encrypted payload data without any additipnal bits,

g. The scrambled JPEG image data is fed to the Data Post-processor, if

necessary. The process of Data Post-processor will be described later.

11
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10 (4) Np >= Nb The detail of the algorithmis shown
inthe followng, and is also shown in Figure 7. a.
Each JPEG image is | oaded to the Buffer and anal yzed
to classify the Header and the Payl oad as defined in
Figure 5, 15 b. Conpare Np and Nb. If Np >= Nb,
encrypt the first Nb bits of the payload data with
K1, then replace the plaintext with the corresponding

ci pher fer ill
e

b&érﬁﬂﬁfted/a(hthd(lasm@l K}Q II-Bavxtelver raemal;trm erthofirdt INg bisdsihotsrecovered
cal cul ation, d. E[O, No), andvvesklptheflrst n
bxttescnyptedhw1cBuffer which is part of the ciphertext
fromthe above steps that is encrypted with K1, 25 e.
Encrypt the remaining zNo bits in the Buffer wwth K2,

Jeplp@c\eNghe plaintext with the ciphertext, f. The

i made data is re-constructed by conbining the

or| gi nBtcakieantemallphVy is Hé (epDPEDHX edII&@I g>a°a55c)ama256 (e.g. AES),
Wi, t hout, an)iqladdl tiona iIts, scranbl ed

{hiregjRiatien seldampogenrs. GuRECrRias e Rpoapmaly 8F°ur.fp T anRyp that is
@ﬂg%§§ [/ or 30®yRE OGS Sud o BkawP %@Ieﬂeﬁ?@@@ﬂfer%édba@l@(CFB)

escf | afer. 11 The extreme case is that n =
aiflﬁmdnhtﬁocﬂe bﬁBldtslb Chpllier f‘dgomlﬂ’nﬁlsphyﬂnmmmatthe wlalintextbieself is not

d wi K,
el hese hioveh thrapiaek &p@reﬁégé@masih@rw GavespREd vt an

DES), or
ﬁ%éut(wg%} #N%ng %g%elﬁgggﬁmg%e %Eg\ﬁngﬁhl S ’si tuation
sel dofn ocaumg, b@sblddkﬁﬁlliewmlﬂd{dgmternwmhlié miuinilwset to some
for an Np that is_ only or or 32 bytes,
such a ca¥®itrams yahs) Ghised 5 dhﬁﬁaputFE'@ajé%ktO(ﬁaﬁBWOfls Cipher
oper at i onAtimd? of Bl ock Cipher Algorithms. In this
node, the p% aintext itself is not actually passed

t hr ough t i1Be Bipdekesi iohBEn Phsed ihirbiigh abwkirk Soffpoatnt called the
XORed Wi th an
M-Box, which simply selects the left-most M bits of the ciphertext,
where M is the number of bits in the data block that we wish to encrypt,
1.e., Np,
c.  The selected M-bit 1s XORed with the real plaintext that we wish to
encrypt,
d.  The output of the XOR operation is the final ciphertext.

In our system, we use K; as the initial Shift Register value, V;. If the length
of the keys, Ny, is less than Ny, we simply add several dummy bits to the end of Kj,
which may be set to zero, to make V, the same length as N, If Ny is greater than Np,
we take only the left-most Ny, bits from K; as the initial Shift Register value. After
that, we encrypt V, with K, getting the ciphertext of V.. Then the left-most N, bits of
V. are selected to XOR the N, bits of payload data. The result is the final ciphertext.

The procedure is shown in Figure 8.

12
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out put block fromit, which is shown in the foll ow ng
manner, a. An Nb bits block called the Shift Register,
which is initially set to sone arbitrary value, is
used as the input plaintext to the Block C pher 15

Al gorithm b. The ciphertext is then passed through an
extra corrponent call ed the M Box,

h
sel ectd th logfing. pesshopy w thegrorieppo IF ! SD&%PX Profrdygs are
f
1?41 Iérﬁgc::l{r@d 'W’gggsrun% th%I 4 &58&&3@%&% D eﬁrp MBETSU‘&F:gWh%@ been

s¢(sed, Wlhiidh ﬂnbyédéié@el ﬂﬁﬁlmkﬂphdrhugommnwesgu DES, AES, Blowfish,
encrypt, d. The output of the XOR gperation_i

cftp,n%:pds:f% [eERerating rqnﬁmadfieﬁy predared ey bengtns &y e, g?ock Cipher
Jt\%ghlt]ﬁﬁs tﬁgl,\%(ctce;ﬁgg*l%lg 'iein?éﬂl lyeﬁg M\%)réfente@ @laju‘ﬁ gﬂtlﬂodg§ z@§ e.g.,

ess severa

shlmfrylz& Big 2456-Yif)etcend fiodt, ¥ ,agam/rassﬂmmw Pbeﬁn&gt Biagk Size is Ny
zero, to make Vr the same Iength as No. |If

NK
bjtse ateeliex bengting, Nic bis, t@«léeaélm engtip1s M bitsygad thloP%’ﬂqaé Length

28 the ini t h| f eg e
SR bl TRk om0 biepRiNg o UECD RS, K7 1 santt Lo, yhich is
Qﬁeseﬂﬂﬂrhs Re, K8f Forrdestyptibn, thd san@ sﬁu‘&ﬁlor@r # focdrefptidnthave to be
p bits of payl oad data. The result is the
dangigeredi phertext. 30 The procedure is shown in Figure
8. 12 it In the follow ng, we show how the
correspondi ng decryption procedures are inplenented.
V& (@ssune thay -a Ry edefined Encryption/Decryption
Strategy has Been sel ected, which may define: the
Bl ock AﬁuqurhngAbgcmrletnhryptlen gnec{lmssmAES oigipak hegder imfpgmation

LA R T R e

Sg&ﬁtﬁﬁﬂ i sh&ﬁghﬂhg?&lﬁ)wﬁ%danera?sfcﬁﬁ'l“ Foai ntext Bl ock
zes, e.g., 64 it, -bit, etc. At first,

we agai maecls protectedhPHS anageexill 18l loadedSo tlee Buffetnndigiroeessed by
t he Key Le is Nk bit the ade ngth.is Nh .
bits, Eﬁ@h&aﬁrﬁ%&swéﬁ@twﬁ b Grggripd Beh %%SS)?%W Then it
will be h

s pr eg‘éﬂ?‘*eéﬁ%é}%% BN BB et BRI o Befefed in

si tuat i @iguras, f or encrypti on have to be 10

consi dered N >= (é F b According to our encryption
mechahi &omnaeNopRdNndf Nngadls dp Phﬁt@?'&ﬁ ation,

n= Np mod N,

and, z :(Np —n)/Nb
where, z is an integer value and n is the remainder of the modulus

calculation,

¢. nel0,N,), and we skip the first n bits in the Buffer, which is part of the

ciphertext that 1s encrypted with K,

d. Decrypt the remaining zNj, bits in the Buffer with K, and replace the
ciphertext with the corresponding plaintext,

¢. Decrypt the first Ny, bits of the payload data in the Buffer with K, then

replace the ciphertext with the corresponding plaintext in the Buffer,

13
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will be untouched after encryption. Wth (K1, K2) the
detail of the decryption 15 algorithmis shown in the
following, and also in Figure 9. a. Each protected
JPEG image will be | oaded to the Buffer and processed
by the Data Pre-processor that will be described

c1 assl f N E KR AEREE ety OmyIlsa SR dle pginal header
Figure 5,490 %grﬁ@é%%a@@aﬁ%t%t aty adm)tlo?ral M@s dO

nodul us cal c t’ron P nmod Nb "and, z = (N
n) I Nb where, z is anlnteger value andnlsthe
remai nder of the npdul us

Nb ), HRRERMESTEGaEe {sﬁéatfri 7 01 Theihe Gret oS SBAY Iéaryléa% data will
M@?%‘Pxé g’d‘&ﬁﬁ&%d ciphertext that is encrypted
Wth R g,

ryp "the remaining zNb bits in the
Buffer with K2, and replace the ciphertext with the
correspondln pl aintext, e. Decrypt the first Nb bits
of The phyfdad data in the Buffer with K1, then 30

repl acg .t i .phert.e |
o a1 nt 5o, S Bl s R R QRRERR G ouput blogk from
the M Wstth wet the phinteahithigsione iarthgfol@wilemdaner aaddn Figure

the decrypted payl oad data w thout any additi onal
bi.ts, The extreme case i s that n = 0. Then the first

Nb bi ts o fl?Ip?) ayl % %abrlock\% fed thR ﬁﬁftqf Qf&t &rﬂww ik n‘tmally

K2 anft K1 Such a case

is nerel YSQG(HR%QmWaHﬂtrh@evM Ritisell Rake ﬁﬁpﬂﬂplﬁﬁl&xﬂ\doahx Block
to get the plaintext, which is shown in the foll ow ng

manner an@lpht?rlﬁllgmﬁ@m 10 10, a. If No < Nb, an No

.b' ts loc ght he a§§|hb$ );‘?tvg u’e Wh Ifﬁw 1% th of t]ﬁe keys,

initi IIy i 5" Usetr as t

i nput pl aNH(‘t@)fésstt&nt e Bt QMsev@aﬂJHﬁlhnﬁJlﬁ@rtbttlﬁHTéndbofKJﬁQVhlch
Kl as the initial hlf% Regi ster value, Vr. If the

| engt h of rriab’léelseyw zerd,FoNkake ¥; thesemeHergthias NbuéftNat‘ﬁdgreater
ceveral YIS Lo e TRl stk g, IRt s
greater  Register value,
c.  Encrypt V, with K; getting the ciphertext of V. which is then passed
through the M-Box,
d. Select the left-most M bits of the ciphertext of V., where M is the
number of bits in the data block that we wish to decrypt, i.e. N,
€.  The selected M-bit is XORed with the payload data that we wish to

decrypt,
f. The output of the XOR operation is the final plaintext.

In Figure 11 and Figure 12, we show an alternative way for the encryption
and decryption of payload data when N, >= Nj. The details are, as shown in Figure

11:

a. Each JPEG image will be loaded to the Buffer and analyzed to
classify the Header and the Payload as defined in Figure 5,
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than Nb, just take the left-nost Nb bits fromK1l as

the initial Shift Register value, c. Encrypt v with

K2 getting the ciphertext of V, which is then passed

20 through the MBox, d. Select the left-nost Mbits

of the ciphertext of V,, where Mis the nunber of

bits in the data bl ock that we wish to decrypt, i.e.

Np, &. Tbhemmeted] &ﬁldmlbllprS>9(CRgdenMrypt tﬁmlmwmds of the

data th f
xR oporariad o ndiepl K6 Blen fRelace” Mhe pHlRMlod) o1 ne

Fi gure Qeremorschowmnhfantcvetrnntthum for the

encr ypt ty g%oagmsd@aqugﬂ&p of payl oad data when N. >=
Nb. The details are,, as own in Figure 11: 30 a.

Each JPEG i rrage hi PH% I'daded to the Buffer and

anal yzed Sif he Header and the Payl oad as
defi nedaflaf FFgL@Z )y% b. Conpare Np and Nb. If Np >=

Nb, encrypt the last Nb bits of the payl oad data with
K1, thenvharp] acds tdie iptegient esduewend 1 He throremgpedrsi 9f the

C' pheft%dd Clgjac yfibgr. c. Do nodul us cal cul ati on,
| nt ggern V@D Dé aﬁ@ We. s%q]? thiBase Phid0 %rﬁufé %h?@h is part

he™ r émai nder o
cal cul af kl@é"cgﬂxerfbx’i fr&nNmk, atvd yepskhix ishendrgptedwith K,

bi [ h ff ich Q of

ci piier Faktvatr i st AobascRelE PHAH 1rRey pradeplacs the

Kl epldintaxyprithhbefiiplsértedd bits in the Buffer with
gg&'ée%%‘“c? a\Fgge pldgf 1§Xtr gltgtlglta‘?ecf g‘bEBﬁfbtmu{F the

i TAge dataci s te- constru Inin
or| gi naTlgHe&ddéiea&lﬁd ank t@ﬁcpym}@defﬂ)a&%dadddé@@ \M{Itth@w‘t any
any §d§‘1qgiﬂzﬂl%‘? bits, g. The scranbl ed JPEG i mage
data is to thé Data Post- processor i f necessary.
The 2pr bbesssarmibded PEHG prigeagssofata is fed to the” Data

Post-processor, if necessary. The process of Data Post-processor
will be described later.

The extreme case is that n = 0. Then the last Ny bits of the
payload data will be encrypted with K, and K,. However, as K, #K,, the

last N} bits are not recovered but encrypted twice.

The corresponding decryption process in Figure 12 is shown as follows:

a. Each protected JPEG image will be loaded to the Buffer and processed by
the Data Pre-processor that will be described later, if necessary. Then it
will be analyzed to classify the Header and the Payload as defined in
Figure 5,

b. Compare N, and Np. If N, >= Ny, do modulus calculation,

n=N,6modN,
and, z=(N,-n)/N,
where, z is an integer value and n is the remainder of the modulus

calculation,
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will be described later. 20 The extrene case is that n

= 0. Then the last Nb bits of the payload data wl]l

be encrypted with K1 and K2. However, as K, #K2, the

|l ast Nb bits are not recovered but encrypted tw ce.

The correspondi ng decryption process in Figure 12 is
shown as follows: 25 a. Each protected JPEG i nrage w | |

be | ofdeds (bﬁfbﬁgarmvﬁ éklpath%j%F B bus & thegfuifgrwhishyis part of the
Pre-processor that will be d ribed later, if
necessargphemtggifhatis eggrypte ?é“tgﬁ{il’yzed to classify the

Heade O i8sSi ' Whh K5 S Rplice bhe ciphertext
Conpa?'e%%gh{ﬁ%{ %fqb mgsslggﬁ%\lgﬂﬁgro modUl us | Poe e CIPRETEE
cal cul atwigtnthe c3ftespordig phaiete and, z=(NP-n)/No where,

Z is an integer value and n is the remai nder

) th
ol B DTS dhedsbh, b of the Do) A4 1 TR W K1, then

t he | ast i ' fier ' i : t

ci phert é?(@a?%%? Cilpg c}é%gr“gp tégc%réflgﬁb%?é gl.aﬂﬁge%rlgg%e t éer’
firstfzNhePES intadehitBisfre@bnsshictedk; camitilningthaotiginabheader
ci phertext wth the corresPon_di ng plaintext, 5 e.

Decr ypt anféhg desrypiesl mivioad getarwighquh gnpaddiienehbith  he
Buffer with K1, then replace the ciphertext with the
corresponding plaintext in the Buffer, f. The JPEG

i mage T etbetnd ®is€ RNBALTLE DETh&Ythe QD INYibg of e Suyl@idriata will
header and the decrypted payl oad data w t hout any
beldgoryperhwvithiKgind X0, The extrene case is that n = 0.

Then the last No bits of the payload data wll be
decrypted with K2 and K1. Figure 13 shows anot her way

to reakigaR PN skRkEaiRRdrani s rekife S EPUESmedi@isnd. ST details
Each JPI%G image is | oaded to the Buffer and anal yzed

trg: classify the Header and the Payl oad as defined in
Figure 5, b. Conpare NP and Nb. If NP >= Nb, do
modulausEeah cIPRG omagenis IngdedbatoNtshenBuffer —agdypanalyyed to

N, classify the Header and the Payload as defined in Figure 3,
b. Compare N, and Ny. If N, >= Ny, do modulus calculation,
n=N,modN,

and, z=(N, -n)/N,

where, z is an integer value and n is the remainder of the
modulus calculation,
c. ne[O,Nb),
Encrypt the first zN, bits of the payload data with K,, then
replace the plaintext with the corresponding ciphertext in the
Buffer
e. Encrypt the last zN, bits in the Buffer with K;, and replace the

e

corresponding data in the Buffer with the ciphertext,

f. The JPEG image data is re-constructed by combining the
original Header and the encrypted payload data without any
additional bits,

g. The scrambled JPEG image data is fed to the Data

Post-processor, if necessary. The process of Data Post-processor
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20 where, z is an integer value and n is the remainder
of the nodulus calculation, C. n c= [0, Nb), d.
Encrypt the first zNo bits of the payload data with
K1, then replace the plaintext with the correspondi ng
ci phertext in the 25 Buffer e. Encrypt the last zNb
bits in the Buffer with K2, and repl ace the

cor r espondbeagedatibed natehe Buffer with the ci phertext,
f. The JPEG i mage data is re-constructed by conbi ning

th i gi | Header . th ted |
i ¢ hou B TrosoE RagF i gha D7 Do 16 Girer SR PETh S malond
Hgﬁg%iﬁ%@ehﬁrgp%jd Qe ke IRl &,. PRSI RI0GERS AU ki ghmz‘lNlb bits

necessary. Thé process of Data Post-processor °1

R HeSEddhREed ButkenciiRe@XiviedTe case is that n = 0.
Then the zNb bits of the payload data wl]|

. be i
encr ypLbelcoreshonding decrrationpsorsse is, shawnn Figape 1 pandthg details
bitﬁ, 5 are not recovered but encrypted tw ce. The
s PeYBAN RS Sdecr ypt i on process is shown in Figure

14, apd phe ﬁﬁ@ﬂéé‘tieh JPEG iehaEh WWMdad&d foothk BiSfer and pastBssed by the
protected JPEG image is | caded to the Buffer and

pr ocess dath\Prepeocesiat dhavreillpbo desssibed dien ifnpdesysgy. Then it is
described Jater, .if.necessary. .Then it |s nal.yzed
to classt® Z?‘ﬁ@ %ﬁg&eﬁ%ﬁ%ﬁ@dﬁgﬁ ?8%82‘%%5 %%'f%leﬁé%kﬁ% >
Fi gur g SgofiparCNIRAL &1, NF N ND - dolthodWluscaldWatiohO
nmodul us cal culation, n = Np nodNb and, z = (Np -
n)/No where, z i%-aW,imidlyer value and n is the
remai nder of the nodulus 15 calculation, ¢c. n E [O,
Nb), d. dddgrypt (N hen/ast zNb bits in the Buffer with
K2, and repl ace the Ciphertext with the corresponding
pl ai nt exwhere,. zRecdny pltedehevalier alid 2N thet enofindeneof the modulus
payl oad data in the Buffer with K1, then
calculation,
C. me [0, N, ),
d. Decrypt the last zNy, bits in the Buffer with K5, and replace the ciphertext
with the corresponding plaintext,
e. Decrypt the first zN, bits of the payload data in the Buffer with K, then
replace the ciphertext with the corresponding plaintext in the Buffer,
f. The JPEG image data is re-constructed by combining the original header

and the decrypted payload data without any additional bits,

The extreme case is that n = 0. Then the zZNy, bits of the payload data will be
decrypted with K, and K.

In another alternative solution, the encryption sequence of the

first zNy bits and the last zNy, bits of Figure 13 can be exchanged.

In a preferred embodiment of the present invention, if necessary, a Data
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20 replace the ciphertext wth the correspondi ng
plaintext in the Buffer, f. The JPEG i mage data is
re-constructed by conbining the original header and
the decrypted payl oad data w thout any additiona
bits, The extrenme case is that n = 0. Then the sz

bits of the payload data wi | be . 25 dﬁ E%% lE]KZ
Rrei-Dracestor afpbiRering| SERRIRd J%Egro}rﬁ%geo dfay i Jocate Unexpecied
%&%&%L&gi@s egffe%llg can d;lr\]%ed& I&(()i%?ﬁllgl normal

patef zﬁfdr@ﬂeﬁt“ﬁ)@ﬁdzmatted Markhﬁjqiﬂeelaémbs Im wieundtire rfor ihke Unexpected
necessa@é a Data 17 Post-processor analyzes
I :

M@é‘ﬁ%r& <PE@ ip ﬁlacg@ indfiguretls. [tsanbe aitprde éQ:th&fnd of the JPEG
e or s& dl: 4s an nmn%f R{%e’hé'ee %%bo Pﬁﬁ)v&s%eDm%Q ‘f)%c%gsor to

nor na gene

ﬂl‘é‘f@né\s@l’e&@ﬂ Neadter (0ade (Iﬁ§1ces°~a§d el Gbdicre Taexpebied Marker
Unexpected Marker Code Indices is shown in Figure 15.

Codesabefpes dacrptinngiftldnaxpected dlaskert Gedes prdths ciphgdextdiave been
sa)/ed as an additional file. The enbodinent allows a
%’re processor to analyze the Unexpected Marker

Code | pdbgRSteanNNabieerr €54RT e UNBX PRALeS gdvbfak@l in @Rl @Bcryption
before decryption, if Unexpected Marker Codes in the

piogtssrthatxace wllb@enesnoeéltaawgnwﬁ@xmm &t markescodes. Their

Cod t t th

bﬁ”b"i"%& o e olnblt e b by FRBOR BT i Gg St of e
ed Ifl1& B?rlhﬁge Ga@Mg JdiBIdre an@MYalkel M@ARH Mfght otherwise

C|p ertext, can Relp preévent errors occurring in the

sregritatiedhtaaues @ ootygineatkér dodes dngd dctranthehmantordingly.

sof t e and the h
r ecognP2834¥fe aBé{tQVEF{J\gg ‘%‘5 Sé%‘%ﬁa‘f"”ﬁ‘}aﬁﬁg:l:sc‘gaegn]a}'naleed to
ﬁﬁﬂa@@ th@e;??e?&c@&@l:ng&}i)’h a@lﬁfé@ﬂfe@ SoWe, Mg kebx@gdgr 0x01, etc.

starts wt , we onl ed to 15 replacet e
Arlsd,i bn ﬂ)eFEnmliehtedMarhem@mdecImdmgs evegonly mmomec@dcﬂm position

etc.  Also, he Unexpected Marker de I ces,
6&@9 OﬁEEGTEtﬁéCF rpaoqeﬁ%gfg%ssi PIGRSSOBIS ﬁiows

fi P h
For | onk: oS e RRerREefled BRU 5‘29?%285 dg?%ﬁ o ocarpected

any unexpefiia@ler omddser codes, 20 b. Repl ace the prefix

(OxFF) of the unexpected mar ker cqd with a nornmal
(non- nfar keRepbise) tltFalPéeﬁéd@XFé:)gOfé}@a unqg(pe,&agd tRarker code

| ocation o ecte

var ker _Coad 1SR IFEn A et ceed LI RENBSF B2 001,

being a Add the location of the replaced prefix to the Unexpected
Marker Code Indices, shown in Figure 15, the location being a

distance from the first byte of the encrypted payload data.

The process of Pre-processor is shown as follows:
a. Analyze the Unexpected Marker Code Indices and retrieve the
locations of the prefix of the unexpected marker codes,

b.  Restore the prefix (OxFF) of the unexpected marker codes,

In the structure of the Unexpected Marker Code Indices, the start and end
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di stance fromthe first byte of the encrypted payl oad
data. 25 The process of Pre-processor is shown as

follows: a. Analyze the Unexpected Marker Code |ndices
and retrieve the |locations of the prefix of the
unexpect ed marker codes, b. Restore the prefix (OxFF)

of the unexpected narker codes, 30 In the structure

of t hecddesapeshoeut dvEF®eOxEBRR) mackiet eedest Hewevesr theggan be any

end 1 af%ﬁerése?\;eﬁ rgigﬂééf‘ cBesER th@%@%ﬂﬁ'ﬁ’ﬂkﬁﬁrt@l@gﬁ%re the

Howeve can pair reserved nark

codes Infligge QﬁE@l‘sqléﬁd ?degﬁﬁreldhéf‘ oM QcHglmFWd, data. The

Dat a shouhl Meld agar Aathws tﬁ@l\d:()mrﬁmn:t )s €iaé aotalhsize of the
length field that follows t s th

|
si ze ofMdifes Datagphach prg éhe 3&?%0% S?tth% fFBﬁ’é%ﬁZf&e"é%ected

t he replaaca@dcodexpected marker codes. The repl acenent

of unexpected marker codes in the scranbled payl oad

data nmay only be necessary when a user wants to decode

10 t heTeacreppteunIREGS | urage et trdc sdrkenrmd dehon ihe aicegmbled

f fr
encryp?%g%?%acgaggggay oﬂ% %&%g%dgﬁgégs{:iért\gagts to decode
f or m other angsHPiedc JIPET etmpgoclarcefly ngrow mosalcs ie.

r nggninﬁ LPahe e Tom el dectded bet Hﬂﬂeéﬁé@@@ed hﬁiage data,
al t houg

he esent jnventjion.is rticularly use
for Jpabieh el Egneraahi gt A SV endgayy; ¢ 8350 Blocks
accor dhiging expéaigiszible pavaation in relation to
JPEGS, the various nethodol ogi es and features of the
encryption and decryption processes could also be
appl i el vdlditg twaldeirstagd 2ioatf @ltiwughi Itk presgehamnykention is

mereﬂ%ﬁﬁfﬁl?ﬁy ulggﬁger ol NRPEEONE RisNSand "RAKLABA the above

i nformation ecoder to analyze and decode th
i mge detcaiptaml acqeadinHy exnlaiednths ABVeHdoRnEbdEdation to

i mge gptgs, tﬁ@@a‘?ﬁfd‘é%e&ﬁﬁﬁﬁo fessmgd:afftﬁgfs b kes encryption
i dentj.fier

et ERS et e oRBises GuTd ciep ot 380 ibHEr igtal mae
file fourmedt (BMP)ini prgaal, Mdrerexdiept eis thikedddrndmt contains
important information for a decoder to analyze and decode the
image data, and a payload that contains the encoded image data.
The marker codes of such image files would include for example
a header identifier. For example, the methods could be applied
to bitmap file format (BMP) images. For example, the bitmap
header information could include the header identifier, file size,
reserved field, bitmap data offset, bitmap header size, width,
height, planes, bits per pixel, compression, bitmap data size,
Hresolution, Vresolution, colors, important colors, and palette.
The bitmap data following the palette could be regarded as the

payload data.
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header information could include the header
identifier, file size, reserved field, bitmp data

of fset, bitmap header size, wi dth, height, planes,
bits per pixel, conpression, bitmap data size,
Hresol uti on, Vresolution, colors, inportant colors,
and palette. 30 The bitmap data followi ng the palette
Sohdtds blaimediis:t ded as the payload data. 19 What is
claimed is: 1. A nethod of encrypting an inmage file of

a digital imge, the method including the steps of 5
ldent i fyy Meghasapk encropties annimage filvag af figgal image, the method

aRIIESPERdipY of: O f| | e data; identifying payload data

appl yi HGTBRTIS ERRgT e B G c2ess BReamapaginedn fledee o

provi d&ieﬁﬁﬁ_,ﬁr)gqs@@baﬁawaqadhdjﬂﬁage fidrcbresspatdingto inggadata;

encrypte ron1un nerypt e £

o PAE R eration gt a0 SPGB BRFARY Eftrypred
paybnhwﬂdamd 2. The method of cla|n11 wherein said
encryp BB HAP L 88l of8tAted with
of the%@%@%@ﬁﬁ?ﬁ“ 9@?&{ nencry te oad aata e
s5d sarkgieonestand n@msadanﬂwnwépwﬂoa ﬁ%?udlng the steps

of : scanning said encrypted payload data to |dent|fy

nar ker _codes in i.d , encrypte ayl oad dat a

Fepl aci Eﬁmeﬁf%qfﬁ? lr’rﬁ‘fhlgd E%SSEC‘%?Q‘W Wﬁfﬁf’ﬁ ga%ﬁf%\tes ghfgypted
pededddagofr tplate rdgth datid unehaypted phyloddéath.ocat i ons

of said replaced marker 20 codes. 4. The nethod of
claim3, wherein said step of replacing identified

gar ker Thcw&mdmftctaimumryZ delwlingbkesttps of he step of

repl acj e es) d&ﬂgy id
dat a. Egggﬁg ﬁg%]ﬁ Paﬁ?a‘{if datg %r g%ﬂﬁ g}ag%[errl sai d i sal
P@Vﬁ@@ﬁ%ﬂ@add@ﬁfa is attached to the encrypted image

file. fplabhe joBiihRd Rdrkéd @uea WwitRHuthmyies;@h8 sai d

;ZPgag%&ng%qg%tp aﬁé%grgtﬁfaftaere?atmg to the l%catlons %rfasgl rfell)llacedt marker

codes.

4. The method of claim 3, wherein said step of replacing identified marker
codes with dummy data includes the step of replacing a common marker code

designation by dummy data.

5. The method of claim 3 or 4, wherein said replacement data is attached to the
encrypted image file.
6. The method of claim 3 or 4, wherein said replacement data is recorded in a

separate file to said encrypted image file.

7. The method of any preceding claim, wherein said digital image is encoded
in a JPEG format.
8. The method of claim 7, wherein said identified marker codes include marker

codes in said image file up to and including a first scan header.
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7. The method of any preceding claim wherein said
digital image is encoded in a JPEG format. 35 8. The
nmet hod of claim7, wherein said identified marker
codes include marker codes in said imge file up to
and including a first scan header. 20 9. The net hod of
claim7, wherein said identified marker codes i ncl ude
SO, EA, frane header and first scan header marker

godes. T, dbo-ﬁh@f OB 9 dwREreiNAid 'Id%ﬁﬁﬁéc[‘ thapkd| cmieskmclude SOI,

wherein sald encryption process includes a
ERdy fygine beadey @@efé@t sCap Be@ﬁbnﬁﬂieﬁ §o498e st eps of.

|dent|fy| ng a first portion of said payl oad data

V|ng rresponding ,to a multi
bock ?ﬁ‘i S‘gggc(? af'®y F{E)?‘ieﬂl%afﬂﬂmévn AP Og% d;e)re{)‘%‘é'ggon process
anrthdena ﬂ)}tmkleﬁ@'yﬁamﬂpﬂobéssl anddn¢luding ttie stepiscbfpayl oad dat a
u5|ng sai d. bl oc ner. :
t hod' 8PF nfl]f ?zﬁd g%@g&c)cg n 3 ﬁgw{l%?i lengp{scorregpondmg
ptaayhmhdnldaf ablonlosxze ﬁ@pmﬂwg Wity salcbcncgmt@nfprcp@ss @eti on,

i's ret %&?fﬁ}g@%afﬂ fi’r's?ﬁtﬁﬁ&n oiléau%gayéa%ﬁ%a@@ﬁﬁﬂg sR bfdcﬁ'eﬂbryptlon

10 or rein it sard pay als smaller than
BrocgiSock si ze associated with said encryption process,
said payload data is retained as plaintext. 13. The

thod_pof a to 9, wherein a first
DEr ¢+ oo meataccp ol whsts aiseeond raHi ph i Bpdppddata, not
farnsitg payof @itfiat sadonds poaihedas phingai.d payl oad data
Is encrypted with a second key. 14. The net hod of any

of claims 1 to 9, including the steps of: encryptln?
fi2rst pbe tietrodat ciamd Opanylilondienin i seidtpaylead detatis pmgllerghan a

Qfogﬁ Wik a@soc?a%e Wit safd éﬁﬂﬁt ro@é%g'béaﬁi P&y184Y Qatfa li§ $dtained as

C|p ertext wth unencrypted payl oad data to produce
a%‘é@(tpayl oad data; encrypting a first portion of said
m xed payl oad data with a second key to produce a

3 phor TBs Medi 9h dee SPBA daPireroias HEBTY Bhape pevioad

gmariy pinetj/ptﬁl WghSzalﬁdstSk&@rpnﬂd laeyecbmd poetthnc ef saiddpayload data is
en%}ﬂ}é%wdt dat a. 15. The nethod of claim 14,

8@ ??% “hortion of said payl oad data has a
| ength corresponding to a block size of said

SRCTYPITHOheBodWE Sy o PASIELS, Tnctiifly fHels8dps of:

encrypting a first portion of said payload data with a first key to produce a
first ciphertext;

combining said first ciphertext with unencrypted payload data to produce
mixed payload data;

encrypting a first portion of said mixed payload data with a second key to
produce a second ciphertext; and

combining said second ciphertext and mixed payload data that has not been

encrypted using said second key to produce said encrypted payload data.

15. The method of claim 14, wherein said first portion of said payload data has a
length corresponding to a block size of said encryption process, and wherein said first
portion of said mixed payload data has a length corresponding to a multiple of a

block size of said encryption process.
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35 portion of said m xed payload data has a | ength
corresponding to a nultiple of a block size of said
encryption process. 21 16. The nethod of claim 14,
wherein said first portion of said payload data has a
| ength corresponding to a multiple of a block size of
said encryption process, and wherein said first
portion of said m xed payload has a | ength

terr es?ﬂ@ﬁil' ﬂl%g} of cﬁlmEMbéNH?r% aﬁﬁﬁr@{ ptﬁ’ﬁbﬁj ofREA pRIbANdata has a

%rocess a|n1 wherein sdid

ngt cqét?ﬁmuﬁlm&)m éamldtlzﬂawfoeabloalat%emfssa SIEWRYtqR process, and

ﬁrﬁéxfeﬁﬁ @eﬁﬂ] dir8Opéfiod ofWald Mifedopaydoddl REKa érkeh @brregiodding to a
ncr égﬂngrocess and wherein said first portion of

]QFlH %rgﬁﬂmrﬂigceésl ength corresponding to a 10

multiple of a block size of said encryption process.

?’2' Thfh Hl%g 0? laﬁjxﬁ'éln%vl]u?rmn]ﬁg{doﬁrsyoqlm Sgﬁ%@ Eéﬁbﬂi data has a

ngt h co slze 1s
Bngthxéomespdnsing h) @ﬁmptagllemfoa bletk Stzha’tf sagl gnaryptinpprecess, and

%ﬂéx‘% é‘pga\ﬂ;\g kﬁr§tI 10&3)f]s%1d EP}@G é)h&gl Hzis Q'Téhg@ﬁ ch‘r@dp’Eﬁdﬁaﬁ to a

ere| sald first |on of said”~ payl
mattple af 4 hloek sige @ﬁ#%@l@ﬂﬁm n5pcesti d payl oad dat a t 0
be encrypted. 20. The nethod of any of clainms 14 to

wherein s firs f said. 0 .payl oad ,.
1 " TEhS meuiodt ot seitm L Ao oher® R i ERe B P fongine to a
emﬁrp%pbﬁd bl&k sidhs :nﬂtalmniumﬂe@nly ofpaylbad data IHattie a2@pltiple of

when said payload data is smaller than a
%all E)csflzzee of said encryption process, said payload

data is encrypted by the application of a | ogical

pper at ﬁe h%tﬁd@leoipﬁ'gjaQPg A 4 t351827whex-@ﬂt? sﬁﬁtt{ﬂ@fj &kion of said

claim wher el n I cal erator is an
E)'fﬁ’é‘?aélt@*a 1s tgkgn ﬁ%th?éf sgid Rﬂygla% atp tg be 22‘3%’? rein

said payload data is a first operand of said | ogical

er at cond. oper a her t ext
Z cr ypﬂ‘en % %f%ﬂyn?%ﬁlf’m&%:?%d gﬁ feéIéP%‘df’f“FﬁPOlglﬁa of said
poteaddiakely sakeR 4rond the emd tofisald payloddadata R8he edveypdéch sai d
plaintext is based on the other of said first and
second keys. 35 25. A nethod of decrypting an inm
211 e ehlog methed dfrmngcd slaimsdd iai 20n veeyein prhsoesdichpay Oad data is

%%l’eﬂe \Pffehﬁ[gﬁél{]&l&g‘oﬁf JiRd éif&f&p"u%}{ BEREss, 5418 pRfIeRP IRk iS@Hcfpted by
the application of a li)oglcal operator to the payload data.

22, The method of claim 21, wherein said logical operator is an XOR operator.

23, The method of claim 21 or 22, wherein said payload data is a first operand
of said logical operator and a second operand is ciphertext formed by encrypting

plaintext using one of said first and second keys.

24. The method of claim 23, wherein said plaintext is based on the other of said

first and second keys.

25. A method of decrypting an image file encrypted in accordance with any
preceding claim, wherein the method reverses the steps of said claimed encryption
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process. 26. A nethod of decrypting an inmage file
encrypted in accordance wwth an encryption nethod of
claim1, including the steps of. 5 identifying

pl ai ntext of said encrypted inmge file correspondi ng
to marker codes of said image file; identifying

ci phertext of said encrypted inmage file correspondi ng
pwcpsy| oad data; decrypting said identified

ci phertext; and 10 constructing an unencrypted i mage
file fromsaid Flalntext and said decrypted
éb.pher Pemcthogizol deqrigptingd 2 Amgse rﬁ}‘btep?@péﬁ inn3ggerdapge with an
@ﬂﬂ&wmnexﬂethad apaafnﬁimaaumntghhaae sUfeEr ypti on rret hod of

claim3 cludjn stesof 15 id t|f mar

code r léiﬁpﬁ f@”g%&t& SPk PRORELS Hiager &) marker
bﬁﬂg@fémﬂﬁnbg:ﬁﬁplaC|ng dunny data Wwith narker code

data in or dan ed r t

ot o BeBTAME BT SsAT hibrfI el il BRESHAIR o payload

flathe i n accordance W th cIa|n126 20 28. The net hod

of cla RAhd ﬁﬂ'gfer eek@andrege file is an imge
file op a J EG enco ed‘echﬁh 29, A_nethod o

decr ypEonsueting ﬁﬁgéﬂ?qcn@t%dmg? dilei fome saidg Sf’elétew @Rd said

gaxmﬁagﬁmﬁgm@@ met hod of claim 10, including the steps
of : 25 decrypting a first encrypted portion of said

payl oad data having a length corresponding to a
0wl ti phenethod bf dedeystirpeamsmagé dilednuvypledsiai abcordance with an

O PP rnBt 8Pl SRR e ased on sai ¢
pl ai nt alentifymeg mmkancowﬁepiemmédatporu on of said inmage
file. éqgépgnaanaa 9 0hpSRCENIA) 90 AR ah,lng? dgta it

encrypte accor aance encrﬁFtlon met ho
Blagienrads dat i) asgprdgnaer it paigh idegtified prpiacement fpta; an

pl ai nt gedryRfetshRNmedifis@bhbripred Anddel fle anskcardahfRith @klim 26.
portion of sald image file; 35 identifying a first

portion of said ciphertext portion that has been
escr ypThe mekhodeofaddimb ked7, arttran seidamdgp fid isan infage file of a

%gcﬁé&)&gq&lgé(et portion that has not been

29. A method of decrypting an image file encrypted in accordance with an
encryption method of claim 10, including the steps of:

decrypting a first encrypted portion of said payload data having a length
corresponding to a multiple of a block size associated with said encryption process to
provide plaintext; and

constructing a decrypted image file based on said plaintext and on an

unencrypted portion of said image file.

30. A method of decrypting an image file encrypted in accordance with an
encryption method of claim 14, including the steps of:

identifying a plaintext portion of said image file and a ciphertext portion of
said image file;

identifying a first portion of said ciphertext portion that has been encrypted
by a second key and a second portion of said ciphertext portion that has not been
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23 encrypted by said second key; decrypting said first
portion of said ciphertext using said second key;
form ng m xed payl oad data from said decrypted first
portion of ciphertext and fromsaid second portion of
ci phertext; 5 identifying a first portion of said

m xed payl oad data that has been encrypted by said
tnargptek by saddecand &epnd portion of said m xed payl oad

data t t @t%}t : ' k o
decry pp W@I .Sgle I|]Ikrg 6%1? ? f%ayﬁ(p%? H%r%%% ﬁ?nhg g%a Si{/olng gaé,y.,
data ufirming mixed payiadidale fromngidi dearmted HESt ROHEY Oitiphertext

%ﬁt}aﬁ@mféaicﬁse&ém&gbﬂop&i B%{e?_l(;t |toort i ?_n of said imge .
1le, .fromsali ecry firs orti,on. of said nmxe
payl oaHIeB'é STt PWEQ?W@ PLIR) ay&fﬂt&%taﬁtﬁmﬁ%ean encrypted
bV x&id feykaaghddasetond portidbh ofrsaidympixedrpagload elataf that has not been
encr ing. i e file of a digital imge, the 15
?V§Wéﬁékﬁgyﬁg¥%3§%neans for storing an imge file;
nmeans flerysogrsaidiGrssportion whgad miiked payloatedata fgingaaiddirst key;
gﬁ)d:les within said file corresponding to file data and

0 identify payload data within said file .
cor r esipongrgiecnpiadimgec i Gomzeidlantext Bertian 9f §aiA gmase file,
GORT ¥ dOEyPe@ GRS SpdrRoS af daiRaNixedpaplabd dh@ MHOYéH&aid second

encrypted payl pad data; neans for constructing an
B of 84d g pzfﬁ‘?ﬂ@f%‘%m sai d encrypted payl oad data

and from unencrypted data associated with said marker

des. ,25 32. ..Th t f clai : id.
Sherypthontroches B B PP ) Theet DL B B imoce, e
gfstanhecheimez: | engt h as sai d unencrypted payl oad dat a.

33. Thﬁeﬁﬂ%??ﬂoﬂﬁg%tﬂg%geﬁem 32, including: neans for

scanni ng sai d encrT payl oad data_ to identjfy . .
mar ker Meaeiefor sernnBiE e magadils 1 wlenplyymarker endes Withiy paid file

EQteshSRIAE 1 81l Henind dogde kEYlo&PERS wWilhihsHd il cstedsponding
and nmeans for recording replacenent data relating to

tn&326 4R ons of said replaced marker codes. 35 34. A
decr ypineas foyf HppIMirfeosin Rayptiin p@cess to nagepdyldal ddtado provide
di gi t a(!l i MRge, .
enccllypte payload data;

means for constructing an encrypted image file from said encrypted payload
data and from unencrypted data associated with said marker codes.

32. The system of claim 31, wherein said encryption process generates

encrypted payload data of the same length as said unencrypted payload data.

33. The system of claim 31 or 32, including:

means for scanning said encrypted payload data to identify marker codes in
said encrypted payload data;

means for replacing identified marker codes with dummy data; and

means for recording replacement data relating to the locations of said

replaced marker codes.

34, A decryption system for decrypting an image file of a digital image
encrypted by an encryption method of claim 1, the system including:
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encrypted by an encryption nethod of claim1, the
system i ncludi ng: 24 neans for storing an encrypted
image file; nmeans for identifying plaintext of said
encrypted image file corresponding to marker codes of
said image file; neans for identifying ciphertext of
said encrypted inmage file corresponding 5 to payl oad
dat a; meamsfof storide @n gperiyptgd smagk fildent i fi ed ci phertext;

and ne : - i : ' ' ;

fr om oS L RRORAAL FlhRke BFHRERAINED Bod TR RorrbapBinding 1o

tlapkrs cpdsstof said i@age Alegecr ypti on system for decrypting

an i magRahd IR i@ni@yifls Giphahedt HRIGd RBSHIALIRAED Yil@Borresponding

encr){ptl on net hod of claim 3, including: nmeans for

L emiiond @ encrypted image file; neans for identifying

;mlr ker rlrrse@@kefof esdfrmﬁ?gedatq idaﬁt&iddmi;s?inﬁ;éea@d ypted i mage

ile; nmeans for fornm ng a nodif.ie cr.ypt [

116 bJePap gty PRI g R0F HeBh 8g @iy ma

foooradthdeoeypied tipbaiadt.r epl acenent data; and neans for

identifying plaintext of said nodified encrypted inmge

file corresponding to marker codes of said ipage, . . .

851 e; Aedaerypien istEemi fori Aeprdtinge pr citageflilsapf a digital image
t@ 6y SREANPHEF hoMEE of Elhign 3 A8ckBingesponding to

payl oad datfa; neans for de&]ﬁ&t Ifﬂg sald identified

ci pher P3RS 105 SQTIRE 3 gngrypte %tEti ng an unencrypted

i mage frichss for @densifiisk Plhafkien t&de replacemdnt datadaisaid encrypted image

g crypted ciphertext. 25 36. A conputer-readabl e data

rier having program code recorded therein, said
pr ogr ameenxd égr fobraingr amatifiad emarppted imaganfile b neplaging ummy

ti r-vRki - - ' X of
SRS AR AP Cogc YT KL ARG B ERAE R oo B
encrypmgany feigédentifiang dsintrh i ciaithenedified egrypted image file
_G&*iésﬁ&ﬂﬁiggtclﬂﬁaikgr €4k )zSPEa@&iiﬂﬂ%&ﬂe;da: a of ad } _g: tal
i mage and pl_ai nf ext .correspondi to e fi .
mar ker m@é‘éﬁe@%ﬁi@ & (1 lagtd%{]g‘,“ds’&f)ﬂ‘%gaa?q’fw%d imgee file
eoripd3pohdNg tdgiyiagd dagybi ned according to the data
structure o n i e file. .such,that a processing
engi ne™FBPS @53&“’?@%@3}4 lfiggﬁfe C%egeftoa% tract
i nf or matelion far egastdichigg sai whenermpied fiiage file from said plaintext and
from said decrypted ciphertext.

36. A computer-readable data carrier having program code recorded therein,
said program code, when run on a computer, implementing an encryption or

decryption process according to any of claims 1 to 30.

37. An encrypted image file, said encrypted image file including ciphertext
corresponding to encrypted image data of a digital image and plaintext corresponding
to image file marker codes and marker code data, said plaintext and ciphertext being
combined according to the data structure of an image file, such that a processing
engine for said image files is able to extract information regarding said image file
and/or said digital image from said encrypted image file without decryption of said
encrypted image file.

25



and/or said digital imge fromsaid encrypted i nage

file without decryption of said 35 encrypted inage

file. 25 38. The encrypted inage file of claim 37,

wherein said ciphertext is of the sane |ength as the

plai ntext imge data that has been encrypted in the
encrypted image file. 39. The encrypted inmage file of
8Bai m FTe encrgfted nmagwfﬁiherm@ cham 1381 whedm Sid eiphertaxtramef the same

Véﬂig ’cﬂ%}l gﬁlﬂtg{i 11%%%4 %g@% c}%@ﬁ Eh&?@g‘? X o\a’%ﬂgg%ﬁﬁtlmage file.

prior to decryption. 26

39. The encrypted image file of claim 37 or 38, including marker code
replacement information indicating locations in said ciphertext where data is to be
replaced by marker code data prior to decryption.
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