.30. MAY 2004 166166+ Descri ption DI SK SECURI TY APPARATUS AND METHOD USI NG
“STICTION FI ELD OF THE | NVENTI ON The present invention relates to rigid disk
fdata storage systens a ticularly to a security system for disk
drives on which is stomu“wmmm\“ﬂm or confidential data td OWMiA¥h20BEess
is to belimted. | | @RAND OF THE | NVENTI ON The necessity to rely on
~data resident within a corrputer for the efficient conduct of personal and
"business activities creates a vulnerability to damage associated with the

| oss of 10 valuable information. The, theft of such data maybe used to
steal or conprom se financial assets, i siness rel ationships, or
corrprom se the val ue of__business |nforrrat|on or research by unfairly

obt ai ni ng the work prd%ﬁ%tszé%é\fpngyﬁ Ws?'lﬁ?so? U%%W‘pﬁ'{ eft
particularly for portable conputers, is a growing problem Despite the
smal | size of these systens, the progressively increasing storage capacity
of the disk 15 drives formng a part of the system not only adds to the
function and pEREHUHR T8 pfVENeIONONpUt er, but also puts increased
quantities of valuable data at risk when the conputer is stolen or
tanmpered with. |f Thegrésont m@ngomtebmmndqummdam staraga systems apdbmposs sessi on of

ef foct &0 by TBAPRGY I REsyPBRRER Tl I Goed RO RIShL bmRlivaf ondlnl 0

possi bi l ity fatatoGehieh atcesd ig totbedimitedlan by a | ess term nal neans which

| npai rs access, but can with skill be overcone, Even with system password
protection, the data.on a hard drive can be extractled with special tools
avail abl e on l%%@l( fvieRaiefnt ents of the hard drive can be nade
I naccessi bl e ou ardware feature, the data resident on the drive is -

much less |ikely t'mae nbesmyrtp relyrbs duta rdsidentrweithin a formpierfonthe ¢ffitientcandugt ofot
be avail abl e and unction of the 25 co te st em beco |
subst anti al - ﬂ’&f‘f’m’g &‘és"feﬁ%‘écltm %crf"ﬁessﬂ rrr%:ﬂltf ?ﬂr%é?"g &P 'teﬁgmshyﬂ?g)% ‘\%ul d
be @ 10 nat eraluable HfSrmktion. The. theft of such data maybe used to steal or compromise financial -
assets, impair business relationships, or compromise the value of busmess mformatlon or

research by unfat_rly obtammg the work product of a person or business.

Computer theft, particularly for portable computers, is a growing problem. Despite
the small size of these systems, the progresﬁively increasing storage capacity of the disk
15 drives forming a part of the system, not only adds to the function and uééi‘ulness'of the
| ~ computer, but also puts increased quantities of valuablé data at risk when the computer is
L _ "~ stolen or tampered with. If a drive is stolen and physically out of the possession of the
o, o individual entitled to access and use, the security of data should be effected by
extraordinary means causing destru'ction beyond any reasonable possibility of recovery
20 rather than by a less terminal means which impairs access; but can with skill be overcome,
Even with system password protection, the data on a hard drive can be extracted with
special tools available on the open market. If the contents of the hard drive can be made
inaccessible through a hardware feature, the data resident on the drive is much less likely to
be compromised. Further, if the stored data will not be available and the function of the
25 computer system becom_eé impaired, a s_uBstgntial part of the incentive to steal or tamper

with the system would be eliminated.
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“of a disk drive when it is sensed that an unaut hOI’IZ a(‘SC{Q Q]rc'(io

is being attewgget13B®pch an attenpt can be the repea;ed. _ag S

drive without the proper password. A consecutive nunbgfpf/ yaf y

be sel ected which tol erates the inadvertent or accidental use of an

I ncorrect password while denying access to one who uses random passwords
or even one who nakes enlightened choices anpong |ikely passwords. \Wen
practicing t ' ' sword information is stored on the
hard drive Wb&-@%ﬁ%ﬁm&ﬁzperau ng systenms, such as W ndows 95.
For these systens,ThéPrdstift iRhtlorfkedches the imMbbikaEies 684 disk drivetwiRn KIS sehkéd
system unl ess the user enters the correct password. This inventjon

requires i nclthatiagmnautharized ascessnf dhecdast is being atemptedy Sushwn ademps can bethet he

Eggs ! gytSPgmq.géea?ela%gceggq?@oakshneal’ }ﬁ)lﬁ§}qe-ECﬁp§r(8% rve’ mnuF&ﬁ?urers USft e

EOl | ﬁheal gl shkammgfs&mbdmtegrvaﬁandlemeﬁbé madvertestrat accidentahadei of\an incomedt| y
ei ght and thereby greater, data densit di sk, 15 drives nust inc] ude, a
met hod to avdiasswesd While denxing ageess toong X‘ﬁ usthrandom RASBHPTALYY; QAN O%ELO maksot h

di sk and heackpﬁéiﬁérf’é&%ﬁm%taﬁxo ﬁr(é%%&%%t Qet!y when. stationary and the

phenonenon stiction I'ction is very undesirable causing
all drive manufacturers to go great Iengths to avoid its occurrence. The

Spins o 5690 IRGTERIFE hytesah Ry entat, GpEARLIO B b R 20 tif hakE
operation to dige 91 MetASEfdr nlafly oﬁerﬂfng\éﬁ‘stéﬂmt budh@s Wihdsel 950 Fon thesd dystemi, Not

be necessary to actually start” spindle” rotation. The vegetable state" (VS)
can bel(énterél!ehﬂ]ddovmnat 4Sm&ﬂbl§d&ﬂb&¢mtmmsﬁtﬁn§l@l@?§mﬁﬂﬂfyeﬂéﬁf% ecpeqt. This

d t f th
i sk pack. prBtieR® o THE eERp 3sirbib g in'RimiieBle St AR e otlantto "0
f ag oy of tvvcslto[;;ahphéadthﬂﬁpbbslheatésoﬁmudhkatTmhwmnﬁmﬂrcadbmembytbem)stl n
ei tW€r case or estl es arg the sa rnativ
for the Ioad/sﬁﬂ?'&efﬁr °ﬂﬁtl¥ agd‘ CV§[5‘i“ﬁ’?“§f5mé°§’ he%lﬁ’dgf‘ﬁgﬁe E‘B‘Y a
normal head 'mﬂm{e&& GW'oPdh wachew@ww Réight anémeﬂsﬁgrex{ef dta 8ERitHCAMAL OF

current is such t remai ns ‘away fromthe unl oad machanlsm For

exanpl¥5 the chwes.nausbnncludeualmqthodenevgd b&dnmt}le heaslg land in thejpelished region; dhe
necessary to KeoMh dilkand a8k &irtabdd fudrd ety BLAR) When &afSha ind A pHBhorhdidn

di sks. Smoo ,
of "stiction" takes over. Stiction is very undesirable causing all drive manufacturers to go

SUMVARY OF THE | NVENTI ON The present invention teaches the | %?%

great lengths to avoid its occurrence.

£ The file microcode, upon receiving a command to 'vegetablize the disk drive", spins
= 20 up the drive as normal. There are then two modes of operation to be considered. For a

drive with head load/unload, it may not be necessary to actually start spindle rotation. The
"vegetable state"(VS) can be entered by doing a load operation onto a stationary disk
pack. This is advantageous, because heads stuck near the outer diameter (OD) of the disk
pack produce a higher torque resistance due to stiction by about a factor of two compared

25 to heads stuck at the inner dia.rﬁeter (ID).In either case, ID or OD, the stiction forces are
the same. Alternatively, for the load/unload case, the drive can spin up as normal and then
do a normal head load. Following this the motor is stopped while the actuator current is
such that the head remains away from the unload mechanism. For example, the actuator

coil is energized by a current with direction necessary to keep the head at the inner diameter
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3.0 MAY 2003 | PEA/US 13 AUG 2000 In the other principal eanonQEQtMAY 2003
*wher.e. heads are stopped and started in a textured r'egi%ﬂ']ﬁﬁ\j@ (?1 k0263
surface, therbobBowmsnog net hod can be used. After the no ef-u A
sequence for the drive,. the heads are noved away fromt[{g'mg' stop don 2000
For 5 exanple, nearly all disk drive manufacturers that have a start/stop
area on the disks, place such landing zone at the disk ID to reduce
starting torque. Therefore, this invention teaches that for the 'start/stop
case, the heagﬁ?sa%gul d be noved to the outer dianeter of the disks and

then the spi R Yor shoul d be stopped. The head can be held at the OD by
using a small amount of current in the actuator voice coil while the

spindle is slowed to a_ 10, "stick’. BRI EF | PTI ON NGS

Figure 1 illustr aire@e@theyanwa" P‘P"@l’PB’“ﬂ]t’s‘Khegg\?V SWFWPP%MEM% upper
plate of the OdaCIR diSIP! eailensed MReckha pormal

I ndi cating bé?ﬁgr&g?e rnao\ékégglg%lgl?ﬁjéfa%%%ﬂpgiﬁgg?fg,gg. Figure 2 is a block

di agram i I | upbwet-ipgequine fortheddethe heads arepheved awey from the sar/giopzene. Kol ¢ up

and includes the security, systemof_the esent i.n i.on.

DESCRI BTI ON Fxauple nearly %iﬂ"éé‘“&“‘[“%?&g‘ﬁ’a‘ﬁ\a&? %S‘Hﬁ{@b&?ﬁfé‘qﬁ{&%‘%’faﬁ? a
storage incl ugingndif}es Stedlice statinpiorjued Thereforg this inventimnout a
spindle 12 V\hléﬁclﬂg?s su%%S?%‘gg&gPé ri giﬂd bas ?4(;? frame

ase 14. Apn actuat.or
assermbly 16 sesshesrtbat forthe starifstopeasss thedaatls shanld bemoyed tg the quter Weré’% % ead
data fromthe, di sk, surfaces .20 The a ' b
stationary . ?%t?'?ﬁ@é@ml@g'lof%qg%lg(gfﬁﬁa%g' Zﬁgﬁe‘g%&eh%éwgﬁ)lz whi ch
pi vot's about ginsaainalPBAbYNt o Bisien®fh thé'eouandromicarcaib while thespigdlé isslawedso30
which in turn sOpport the transducer heads 18 25 that confront the disk
surfack) The "stickkure 30 allows the transducer head 18 to nove toward and
away fromthe disk surface 20 and a gi nbal connection (not shown) between
fl exure and transducer head allows the head to pitch and roll during
fligMmt. An arBRIEF DESCRIPTEONIORTHE DRAWBNGSt abl e act uat or assenbly opposite

thef¥ransducer cagty 00 R TR e typical an disk drive with the J0er 28 Aper‘piate bR/ 10263
actuator voice coil motor stator assembly removed and indicating bands of tracks on the.

15 disk surface.

Figure 2 is a block diagram illustrating the microcode that implements the disk drive

start up and includes the security system of the present invention.

_ DETAILED DESCRIPTION
-~ Figure 1 illustrates a typical rigid disk drive 11 for data storage including one or
~ 20 more disks 10 mounted for rotation about a spindle 12 which is supported on a rigid base

or frame 14. An actuator assembly 16 supports the transducer heads 18 that re_cord data on
and read data from the disk surfaces 20. The actuator assembly 16 includes a stationary
portion 21 secured to base 14 and a pivotable portion 24 which pivots about a stétionar_y
post 26. Actuator arms 28 carry flexures 30 which in turn support the transducer heads 18
25 that confront the disk surface. The flexure 30 allows the transducer head 18 to move
toward and away from the disk surface 20 and a gimbal connection (not shown) between
flexure and transducer head allows the head to pitch and roll during flight. Anarm 32, at

the side of the pivotable actuator assembly opposite the transducer carrying arms 28,
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.supports a voice coil 34 which is part of a voice coil notor (\/.&40 tMQ(Y 2003
"drives and controls the pivotal notion of the actuator Q[@Igg)y]nzdgca63
i ncludes per gppept1smpnets 36 supported on the bottom DI C i o =.¢
magnetical |y perneable material. An upper plate nenberi Ao E dwh) o 2[]11[]
magnetically perneable material is attached to the portion to.forma '

flux path which is interrupted by a gap across which nmagnetic flux fl ows.
The coil 34, supported on arm 32, is positioned in the air gap and drives

t he actuator pivotable ion, in _one rotatj. ' ' : t
1ows. t r ougruRaqes sspics eRl ShaRih jsdaft B iR o RBlor EVERA R BrvaGHa SRS |
portion in the ?%&finﬁifﬂ%chﬁtbr‘a&emblyhe‘heUol\ehxbluﬂésrpmgmenfmagwbi% i s

reversed. A covVer (not shown) is secured_to ba?aﬁ or fr@ma g&ﬂgﬁgﬂ 14 {o form
a 10 her et i cuppested amthethottostnjate 38 farmed pEmagnetifally pergeal’g fy YRRt erial s

fromthe encl psure., T f \ ' %&{5 meffidn?a di sk
surface 20, tpﬁ? 'Befﬂ‘ﬁ?“@e‘t‘g‘ﬁnﬁ)n°@a%"é§f§§‘ Bt onl%ﬁt%%ﬁq'?ﬁgﬁ??gh%ggcer head
18 and ¢ he sy forme itk &hﬁwﬁibﬁiﬁ.intéﬁupiédl@a gapglcagewuieh?iagimﬁmﬂpﬂas@he a
mandatory requirenment is the progressive, reduction of. t a '
separati on dmoﬂh‘gs@m@ﬂioﬁrﬂméﬁf'ﬁéﬂ&‘%ﬂeﬁ e 8 &P @‘B&&WQ&B&“@P‘&@@%\"% he
art di sk 15 driycs, L5 AR dfeliShibin fuflnt BOWS §6sh tHeoR iR daergearshd

er

enabl e properpc’ﬂla‘{’fl rans operations, both the disk data surface and the
confronting tdfiacaabe sctiiatbrepivotatde portion indhe oppveite diregtien whenche cyrent theeuah;the,) y
polished to prevent any ,protrusiqn that woul i

mai nt ai ni ng cAkisfevereded CVes 05%‘83“ 'd.sequﬁe%égg?sg#%gaﬁgmcf?@b }:I%v#gﬁn?he |
entireg $and i by e phificdidte of ¥eritaninan matdrialstfromelthe @ncléguge. whi | e
reli agll(;; and%%%‘?%ﬁ?ﬁe&eoﬁ mai nt gi ning head to disk separation for data
transfer is used for data storage to maximze the data storage capacity of
each -di sk surface ver . at : 3 MRdréfust be€gi on
over which the hegal_e‘%ﬁfve{ylvﬁ\ﬁﬁ%&lg8%%9%@529%ttl%)?lh{]an feng and pgrki ng the
he The selygfihfPseparatbmbetwedathé Baisduderhed 18and thermfacoof the, disk A datas ™ or
bu in the surface such that the.polished surface is. di af i th
| ands def i ni ritpragesienytios ingrease wqgta regyiregicpt iy the H’?F?&H’?é?:“?‘g\?&s‘{ Wﬁg‘”g’: r
bearing rail sy L epaRf:. Cuirehthheall Hisk @pucing Jorssterné afthe anfdiskhe
transducer he@ S&%&@ﬁgﬁug&ggpto.cqm teoths?lest_ on theB pol i shed di sk data
surfaces the drives inapproximately b8 acrainelies.c Te avgid damags 3ad enabie; RIRREL t&ﬁ’i‘ﬁ'@?’that
adhesi on occurs. .\We . U C Dhead ksl ofl gt @
surface and tQPém'P'i‘saH%thBﬁ%é'wﬁ%azﬁ&gfa?é%}eagw?@w{og@g sur9 ug%:es are t())rought i nto
contact, the RgfgsufEcdsImst bé highly pelished toPrévehtirly pAOGsioRUBO Joukigrusecopfagt , ' ;

while maintaining the required close spacing. In dgsigning a disk drive, the entire band of
tracks 41, from 42 to 44, over which the head can fly while reliably and consistently

20 maintaining head to disk separation for data transfer is used for data storage to maximize
the data storage capacity of each disk surface. However, at both the OD and ID there

.remains a region over which the head will fly which can be used for landing and parking the

()

head. The selected landing zone is textured to form grooves, crevices, or bumps in the
surface such that the polished surface is discontinuous with lands defining a smooth though

25 partial surface in contact with the air bearing rail surfaces of the head.

If the air bearing surfaces of the transducer heads are allowed to come to rest on the
polished disk data surface, the two highly polished surfaces are in such intimate contact that
adhesion occurs. When the two super smooth surfaces of the disk data surface and the

transducer head air bearing rail surfaces are brought into contact, the adhesion is similar to
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99/10263 | PnS that of stacked gage bl ocks that have been used by C l/C 03
“whi ch. when brought into contact could not be lifted ap L‘,,,-,,‘,?__qt I I

be separated grygggivigy one block conpletely off the egébm.;l?j &?ﬁﬂjgi@| 63
bl ock. Further, disk drive spindle notors are designed iﬁm t‘e,,l“v'vg‘s \
power that will reliably rotate the disk assenbly to bot Seye;—- m

size and reduce heat dissipation. The relatively | ow power of the spindle”’
notor, which rotates the disk stack is not enough to break the adhesion and

were the noto trong eno to free the transducer heads fromthe disk
surface, it itéatl q?ﬁ'éF'y: 838¢ h‘lﬂ?ﬁ@ tg@d’ébfemn ysedby mechanias jwhick when bropght into

transducer heggfet Guidiot b fitted if‘pgn‘r"gdr{k?%lg %H}%'E%%ﬁ’atedT fg}reéﬁgﬁ@ 53k g{?f’i hi s

phenonena, drive designers avo ansducer ads™~on I shed 10
surfaces by poowietiingffitheradge of the adisining bidok. Ehrther, disk drivespindle nidvers agegi on of

concentric tracks, 43 be en |ines 42 d.46, remgved fromthe data
surface that %F'@%&?%Y%%e%wm&’ﬁpﬁh@ﬂﬁw%H@kﬁéﬁﬁﬂlb |tP.bB@‘ari ng
surfaces W t hghibveRihinhin Sizd hﬁﬁ@ﬂuc@‘ﬁﬁﬁ%’is@fﬂaﬁn. The 'r&ﬂigﬂ{}%o%ﬁ%veﬂ& tli@s%i%dle

designers will elect to have the | anding zone at t reduce t
t or que requi meator, whishgotatestheadisk stathdsnad endughe break thendhisivarand sveck te slotor

surfaces whe Lnpi I sk rotatian.during the_drive.staptup. Further,
the tracks a’?’ tr% %%E'%%ggpoeﬁ%ntge %B’?Fuceé%‘?@éﬁf’@éb? giPk r3pe itjs Bé‘%%l_gh%\ﬁea! ternate
met hod is t o spspensictEsystenie thaft Secife théRarRBiRF hédd A6 flexunds Wdiild Bd Lo

provide inclined surfaces that, engage the suspension and camthe head away

fromthe di sKkownerthis@hepomena,idsive designersaveiddanding transduper headsroninelishedt uat or i s
pi vot to ' | ' t . or when
Phe ariove s s "By brodtaiiyRing Jehisld e 0D B 0y Suftf ik nd b S6 S, 00 11

i nventi on, afracks Brbetweentinesw andrd] reaioeed frém theldata subface thetchre textuelori s bei ng

attenpted, the control mcrocode jnitiates, driye operati,gn and then
t er ni nat es oﬁ‘%!-}é?‘?"éﬁ? %Wﬂﬁﬁﬁw%bmm%f'wﬁg%@¥ﬂ GRE BFREHRRON0l | shed
di ghwdata  sidtinae Mddearive desighers Bl a&haﬁwetman%ﬁdg%hf& thO IR RIGAANE T | Ve

perabl e. The event that 25 invokes the drive disabling security measure
woul d typi cakerquekequired te overcome amyf adhesionhetwess transdugerp skesusfaeesvhennber of
i nval i,G passwol; . . i | RA | : rized
nccesd Sl omur i G R B ing W ofe bt TS, eirtle Ahe GBI BERIAET
i npl-enent a efeativefprtsing datat Anialtbmatenmdtkodis &y provide ramps 4B at theroutet diametedat a

protection is.,.inmnent unl.ess a proper access cpde is entered. The yse by
an unaut hor i ?gﬁ‘eggkgﬁ?\é’rﬂ?“&)m&lf“_éeg i @'ﬁb"{?ﬂ%&f&g" MIPEnSIon M%Mg t he
number of acg®gpframitk@sEsurfadd whild the Réads are still flying when the actuator is pivoted to

the outer diameter during the drive shut down procedure or when the drive is stopping due

20 to power failure.

1
—~ In practicing the present invention, after an event that indicates that unauthorized
~ access is being attempted, the control microcode initiates drive operation and then
terminates operation, allowing the transducer heads to land on the polished disk data
surface, permitting the adhesion or stiction to make the drive inoperable. The event that
25 invokes the drive disabling security measure would typically be the entering of a sequence
of a predetermined number of invalid passwords or code words which are indicative of an
unauthorized access attempt. Prior to invoking the security procedure, the system may
implement a warning message to inform the user that initiation of the data protection is
imminent unless a proper access code is entered. The use by an unauthorized person may

30 . also be discouraged by randomly changing the number of access attempts that will be
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©2003 . rV1/.": fig/ 1026 i PENUS 15) AV "G ZOOD As shown the f%

of Fig. 2 Whigedy 4 1‘prates a portion of the control m fgdeg £

start sequence call's Tor a password to be entered (bl ock

determned to.be correct (block 51), initiates nornmal dr ‘éwgatu@ ZUUD
(block 52). If the 5 password is invalid, it is sensed at block 53 mhether
this is the Nth consecutive invalid password entered. The Nth nunber nmay

be either a predeterm ned nunber of a random nunber indicative of an

att enpt ed undaleratad prisg teinyeking thefsequnity propeslurait i vel y entered invalid

password is less than the Nth, the password is indicated as invalid (bl ock
54) and the sequence is continued al | owi ng the entry of another password.

| f the Nth nunber Acsfshaﬁnb dreclow ¢hadt of FigAR ivhighdthsswatesl @ pbsiiof @R Goffrolb! ock
53, the disabling nmeans |l ock 55) is_initiated and the transducer  heads

are | anded orMigieFedshthe cmvs ktagt sequeneascalis forapesswgrdigrhesntered (lock 50) mhigh it o
ke the d / 10 26
T W5 Sor GLPARELI St GRS i td ot g R, 1

rigid d sk dr;iamodcaisam&hd),nageerded/atdﬂbdkrsclwmmwtlﬁnstlﬁNthaeﬁseanﬁe@mkd rotated
by a spindle notor, at Ieaﬁt one transducer, head that, flie over at | east

3" one respecPRIWOEdentergd TheNth rumber may beeithert predetermined off 8 randam s e g
dat t
ata st orage napbidhficative 0P bﬁl{?}%@{lﬁﬁéﬁé@ aWesz‘;?i R h@utiVefy éatiréd Bvalid

unaut hori zed access to data, sat to enabl e access to
stored dat a, passsatdis mssstmottliaiﬂthsﬂslpessmmﬁp indicateg aé inyelitds(blogk Gdparsl ther

sensi ng consecutive un uc fuI satisf j ecurlt

reans, Jand 5 fehghit FORGEE evine Bt ARl PranpeShetor) FASNBGRPESYE 261 e 1o

di sable sai d cdns%&n&etiiwaﬁdephywbﬁlw s@ﬁhe&@! Bloék 53, eresdi :ﬁdaamwwwas) kkead on

sai d respective at |east one disk Qﬁgﬁg%g 9 pollshed at a storage surface
e

portion, wheimitisted and the trapsgueer fepds B polished;disk yusfagestpgmaifting adhesion
: or stiction to make the drive inoperable.

-% R0998- 130P tolerated prior to invoking the security proceduraoq/@%
%67

@,
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',11 respective di sk polished surface with an adhesive force that re%t[} MeAY 2003
greater starting 12 torque than can be supplied by said sp Aj’ /a
Startup. 1.2. The data storage systemof claiml wherein s (9 1026
means is a passw&0398nd30® said sensing means senses and a Y bhéUn
Eunber of consecutive failed atterrpts to 3 correctly enter said password--

: 3’ The data storage systemof claim2 wherein said disabling neans Wneﬁ :

[ Evpkeq, 2 initiates operation of said rigid disk drive, but inacti vat es

ée drive and lands the at |east one 3 transducer head on the respective

dIS hi ghly polished data storage surface portion prior to 4 accessing

Iata 1 4. The data storage systemof claim3 wherein said disabling neans
ands the at | easWhats eJaimed isansducer head on said respective disk highl

pol i shed data storage surface portion 3 adjacent the outer dianet erg y
thereof. 1 5. A security systemfor a rigid disk data storage dev l

i ncl udes @t | east) one In3 defatsedragegystem inchuding aomigid disk gn@tdapaeﬁg@gq) g Mot
surface and at | east one tran ucer, t at fli
S 506 199 3 4 Heast oreik sy wopindli hetpl E?epﬁt%ﬁ ik flag'th tﬂ%sW e
por tiont § W ite &%E@spk&v@ 'Egnﬁcﬁﬁ’i% gk Surface that includes a hlghly pollshed da?a s?orsalgjé ;u?'f(;ge
- 4 portion and a security means, for preventing unauthorized access to data, that must be
5 satisfied to enable access to stored data, a data protection system comprising
] 6 ‘ ¢ensing means for sensing consecutive unsuccessful attempts to satisfy said security
] 7 means, and '
8 disabling means mvoked by said sensing means and operable to disable said disk
9 drive by landing said at least one transducer head on said respective at least one disk highly
,’1 J polished data storage surface portion, whereby the at least one transducer head sticks to the
; 11 respective disk polished surface with an adhesive force that requires a greater starting
} 12 torque than can be supplied by said spindle motor at startup.
1 2. The data storage system of claim 1 wherein said security means is a password and
.:. 2 said sensing means senses and accumulates the number of consecutive failed attempts to
j 3 correctly enter said password.
)
. 1 3. The data storage system of claim 2 wherein said disabling means, when invoked,
« 2 initiates operation of said rigid disk drive, but inactivates the drive and lands the at least one
" 3 transducer head on the respective disk highly polished data storage surface portion prior to
4 accessing data.

1 4, The data storage system of claim 3 wherein said disabling means lands the at least

2 one transducer head on said respective disk highly polished data storage surface portion

3 adjacent the outer diameter thereof.

1 5. A security system for a rigid disk data storage device which includes at least one
2 rotating disk that presents at least one data surface and at least one transducer that flies
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the disk surface conprising: password neans for preventing unauthorized
“access to RRIM-E rising a password which nust be entered prior to
gai ni ng access to data stored on such device; sensing nmeans f i he
nunber of successive unsuccessful attenpts to enter said paghommé
di sabling nmeans which is invoked when the nunber of successive unsuccessf ul
attenpts to enter said password have exceeded a predeterm ned nunber, for
digabl i ng Saf d relaubinR HhIY AOhEE dSisthiRle poRfsmitooiite UaRNG AHE PéadWatd fiem
respective nggﬁs?y pol}ﬁ)gshh%g&di sk data surpf ace 3ortion. 6. The security
syst em of thé disknsbrfadesroeipnistgi d di sabling neans initiates disk rotation and
transducer flight, nopves s?,id at |.east Ol?fﬁ’ transducey , over said resg%cii ve
uit

highly pol i sheRpSeivand means far preveoting Bpauthnlized access 19 data, SAMATIYRE p BASEH
prior to ' : | ' I dre@ B8 sblSdeviceher eby said at
Ie%st one%@ﬁ@&%@%ﬁ%ﬁ%?g‘e{ ;ﬁ;d%agrﬁﬁgéécg%sgg&af‘assﬁé rﬁi ghlsy polvi1 shed di sk data
sur face porti orsending Aeany fop demsingsbe nurhirey of stesstveuashicoesstul nitenpts dd shtetiat a
storage device includipng at |east one data storage disk which is rotated
by8 a spi ndiatd pASEWRrdasRd wherein data is witten on-and read from at |east

ong ultra smooth di. Y Adcatucheag that
flnélaes over the isag) ’ﬁg#%%gﬁghgﬁﬁgo@g&egﬁgﬁmgggf%‘{)c%qé%y a fui I mof air,
th@ met hodatteaiPro GiterGaiddrisentidriang exdeededanpradaerntined metbegccess to data

stored on the disk is being, attenpted; |nt rrug)ntéil}?flgﬁ?orrml drive ogperating

i bkt ructions i nfor displingesatdAeyisedy landinggatdptfeash YESF P Ehe TEREENES | s
bej ng atteﬂgﬁjggbli&@g d&gt@if&&@gé&ﬁgpecti ve transducer head to | and and
es sald at least on u

cofre to r tra snooth disk data surface. 8. The
security method of claim7 where said data storage device includes a

PR o0 6 S5 R inhES el S Sab e a1
2 and transducer flight, moves said at least one transducer over said respective highly
3 polished disk data surface portion and terminates disk rotation prior to accessing data
4 stored on said at least one disk, whereby said at least one transducer sticks to said
5 respective highly polished disk data surface portion._
1 7. A method of securing data stored on a rigid disk data storage device including at
2 least one data storage disk which is rotated by a spindle motor and wherein data is written
3 on and read from at least one ultra smooth disk data surface by a respective transducer head
4 that flies over the disk surface and is separated therefrom by a film of air, the method
5 comprising:
6 determining that an unauthorized access to data stored on the disk is being
7 attempted; '
8 interrupting normal drive operating instructions in response to determining that an
9 unauthorized access is being attempted; and
10 causing the respective transducer head to land and come to rest on said at least one
11 ultra smooth disk data surface.
1 8. The security method of claim 7 where said data storage device includes a password
2 used to gain access to stored data and said step of determining when unauthorized access is
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é 345 3 1 _2 being attenpted conprises determ ni'ng that a
determB@&%u%ﬁQP of consecutive unsuccessful attenpts to enter said
passvvord have occurred. 9. The security nethod of claim8 wherein the step
of causing the respective transducer head to | and on at Iea?qqgawma
surface conprises starting said spindle notor and initiatin r d

head flight foll owed by stopping disk rotation and | anding said respective
trgnsducer Raﬁé‘gttaﬂptw%oﬁ\bnée@%%fenﬁiﬁﬁgctﬁﬂfar preddtBrenifidsiuntber bedhsvdutineo Ut

i nvoking t shut” down procedure that causes the transducer' head to be
redoved fromsutbmsfiibattenspts faenser soid passwardtheverderariedn of head flight. i 10.
The security nmethod of claim7 wherein said step determ ning unaut hori zed
access conprises determ ning whether a predeterm ned nunber of successive
i nyalid pagswor fat&psdtreed on said
ri \gfl d di sk§dat aq.gfg‘lfkgggl @g@?gg%ﬁf@@%ﬁiﬁegﬁﬁ mﬁ% gf gl aim 10 wherein

sapd pr edetrefnsdutechead tbland of asleastemsideta suifaceadomprisessantingl said spindla awatosy

d. 8
vagie and initiating transducer head flight followed by stopping disk rotation and landing said

4 respective transducer head on the at least one confronting disk surface without invoking the
5 shut down procedure that causes the transducer head to be removed from the data surface
6 prior to termination of head flight.

| ' ' |
} l ’ .
1 10.  The security method of claim 7 wherein said step determining unauthorized access
2 comprises determining whether a predetermined number of successive invalid passwords
3 have been entered seeking access to data stored on said rigid disk data storage device. |
1 11. The security method of claim 10 wherein said predetermined number of successive
2 invalid passwords is randomly varied.




