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What is claimed is : 

 1.         A method of operating user application, the method comprising: 

             identifying at least a first threshold quantity, an elasticity factor for modifying the 

first threshold quantity to a second threshold quantity when enabled, and an indication of a 

threshold resiliency property indicating when the second threshold quantity overrides the  

first threshold quantity; 

            

            monitoring a content edit process of user content in a user data file to identify a 

quantity of content elements among the user content that contain sensitive data 

corresponding to one or more predetermined data schemes; and 

            during the content edit process, enabling and disabling presentation of annotation 

indicators for one or more of the content elements based at least in part on a current    

quantity of the content elements with regard to the first threshold quantity, the elasticity 

factor for the first threshold quantity when enabled, and the indication of the threshold 

resiliency property. 

2.         The method of claim 1, wherein the annotation indicators comprise one or more of :  

             a global indicator presented in a user interface to the user application that applies to 

the user data file; and 

             individual indicators presented in the user interface positioned proximate to 

individual content elements containing the sensitive data. 

3.         The method of claim 1, further comprising: 

            during the content edit process: 

                 based at least on the current quantity of content elements exceeding the first    

            threshold quantity, initiating presentation of at least one annotation indicator in the    

            user interface that flags the user content in the user interface as containing at least     

            first sensitive data; 

 

                 based at least on the current quantity of content elements initially exceeding        

            the first threshold quantity and subsequently falling below the first threshold        

            quantity when the elasticity factor is applied to the first threshold quantity,  

            establishing a second threshold quantity based at least on the elasticity factor for  

            removal of the presentation of the at least one annotation indicator; 

 

                 based at least on the current quantity of content elements falling below the     

            second threshold quantity when the elasticity factor is applied to the first threshold   

            quantity, initiating removal of the presentation of the at least one annotation  

            indicator; and 

 

                     based at least on the current quantity of content elements initially falling         

               below the second threshold quantity and subsequently exceeding the second  

               threshold quantity when the threshold resiliency property is applied to the second   
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               threshold quantity, initiating presentation of at least one further annotation      

               indicator in the user interface that flags the user content in the user interface as           

               containing at least second sensitive data; 

                   

4.              The method of claim 3, further comprising : 

                 during the content edit process : 

                  

                        based at least on the current quantity of content elements initially exceeding 

                 the first threshold quantity and subsequently falling below the first threshold  

                 quantity when the elasticity factor is not applied to the first threshold quantity,  

                 removing presentation of the at least one annotation ; and  

 

                         based at least on the current quantity of content elements initially falling   

                  below the second threshold quantity and subsequently exceeding the second  

                  threshold when the resilency property is not applied to the second threshold  

                  quantity, withholding presentation of the at least one further annotation indicator  

                  that flags the user content in the user interface as containing at least the second  

                  sensitive data until the quantity of content elements exceeds the first threshold  

                  quantity.      

5.             A data privacy annotation framework for a user application, comprising: 

                one or more computer readable storage media; 

                a processing system operatively coupled with the one or more computer readable 

storage media; and 

                program instructions stored on the one or more computer readable storage media 

that, based at least on being read and executed by the processing system, direct the  

processing system to at least: 

                identify one or more of a first threshold quantity, an elasticity factor for the first 

threshold quantity, and an indication of a threshold resiliency property; 

                monitor user content in a user data file presented for content editing in a user 

interface to the user application to identify a quantity of content elements containing  

sensitive data among the user content corresponding to one or more predetermined data 

schemes; and 

                during the content editing: 

 

                          based at least on the quantity of content elements exceeding the first  

                 threshold quantity, initiate presentation of at least one annotation indicator in the  

                 user interface that flags the user content in the user interface as containing at least  

                 first sensitive data; 

 

                              based at least on the quantity of content elements initially exceeding the  

                  first threshold quantity and subsequently falling below the first threshold quantity  

                  when the elasticity factor is applied to the first threshold quantity, establish a  
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                  second threshold quantity based at least on the elasticity factor for removal of the  

                  presentation of the at least one annotation indicator; and 

 

                              based at least on the quantity of content elements initially falling below the  

                 second threshold quantity and subsequently exceeding the second threshold    

                 quantity when the threshold resiliency property is applied to the second threshold  

                 quantity, initiate presentation of at least one further annotation indicator in the user  

                 interface that flags the user content in the user interface as containing at least  

                 second sensitive data. 

6.              The data privacy annotation framework of claim 5, comprising further program 

instructions, based at least on being read and executed by the processing system, direct the 

processing system to at least: 

                 during the content editing, based at least on the quantity of content elements falling 

below the second threshold quantity when the elasticity factor is applied to the first   

threshold quantity, initiate removal of the presentation of the at least one annotation  

indicator.         

7.              The data privacy annotation framework of claim 5, comprising further program 

instructions, based at least on being read and executed by the processing system, direct the 

processing system to at least : 

                  during the content editing, based at least on the quantity of content elements 

initially exceeding  the first threshold quantity and subsequently falling below the first 

threshold quantity when the elasticity factor is not applied to the first threshold quantity, 

remove presentation of the at least one annotation indicator. 

8.               The data privacy annotation framework of claim 5, comprising further program 

instructions, based at least on being read and executed by the processing system, direct the 

processing system to at least : 

                   during the content editing, based at least on the quantity of content elements 

initially falling below the second threshold quantity and subsequently exceeding the second 

threshold when the resilency property is not applied to the second threshold quantity, 

withhold presentation of the at least one further annotation indicator that flags the user 

content in the user interface as containing at least the second sensitive data until the quantity 

of content elements exceeds the first threshold quantity.   

9.             The data privacy annotation framework of claim 5, wherein identifying one or  

more of the first threshold quantity, the elasticity factor for the first threshold quantity, and 

the indication of a threshold resiliency property comprises determining an annotation     

policy established for a target entity associated with the content editing, the annotation  

policy comprising one or more of the first threshold quantity, the elasticity factor for the   

first threshold quantity, and the indication of a threshold resiliency property. 

10.             The data privacy annotation framework of claim 9, wherein the target entity 

comprises at least one of a user performing the content editing, an organization that 

comprises the user performing the content editing, and an application type of the user 

application. 
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11.               The data privacy annotation framework of claim 5, wherein the at least one 

annotation indicator and the at least one further annotation indicator each comprise one or 

more of: 

                  a global indicator presented in the user interface that applies to the user data file; 

and 

                  individual indicators presented in the user interface positioned proximate to 

individual content elements containing the sensitive data. 

 

12.              The data privacy annotation framework of claim 5, wherein the one or more 

predetermined data schemes are defined by one or more expressions used by a 

classification service to parse the user content and identify ones of the content elements 

containing data indicative of one or more predetermined content patterns or one or more 

predetermined content types. 

13.            A method of providing a data privacy annotation framework for a user application, 

the method comprising: 

                 identifying one or more of a first threshold quantity, an elasticity factor for the first 

threshold quantity, and an indication of a threshold resiliency property; 

                 monitoring user content in a user data file presented for content editing in a user 

interface to the user application to identify a quantity of content elements containing  

sensitive data among the user content corresponding to one or more predetermined data 

schemes; and 

                during the content editing: 

 

                          based at least on the quantity of content elements exceeding the first  

                 threshold quantity, initiating presentation of at least one annotation indicator in the  

                 user interface that flags the user content in the user interface as containing at least  

                 first sensitive data; 

 

                           based at least on the quantity of content elements initially exceeding the  

                  first threshold quantity and subsequently falling below the first threshold quantity  

                  when the elasticity factor is applied to the first threshold quantity, establishing a   

                  second threshold quantity based at least on the elasticity factor for removal of the 

                   presentation of the at least one annotation indicator; and 

 

                            based at least on the quantity of content elements initially falling below the  

                   second threshold quantity and subsequently exceeding the second threshold  

                   quantity when the threshold resiliency property is applied to the second threshold  

                   quantity, initiating presentation of at least one further annotation indicator in the  

                   user interface that flags the user content in the user interface as containing at least  

                   second sensitive data. 
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14.            The method of claim 13, further comprising: 

                 during the content editing, based at least on the quantity of content elements falling 

below the second threshold quantity when the elasticity factor is applied to the first   

threshold quantity, initiating removal of the presentation of the at least one annotation 

indicator.  

15.              The method of claim 13, further comprising : 

                  during the content editing, based at least on the quantity of content elements 

initially exceeding the first threshold quantity and subsequently falling below the first 

threshold quantity when the elasticity factor is not applied to the first threshold quantity, 

removing presentation of the at least one annotation indicator. 

16.              The method of claim 13, further comprising : 

                  during the content editing, based at least on the quantity of content elements 

initially falling below the second threshold quantity and subsequently exceeding the     

second threshold when the resiliency property is not applied to the second threshold   

quantity, withholding presentation of the at least one further annotation indicator that flags 

the user content in the user interface as containing at least the second sensitive data until     

the quantity of content elements exceeds the first threshold quantity. 

17.              The method of claim 13, wherein identifying one or more of the first threshold 

quantity, the elasticity factor for the first threshold quantity, and the indication of a    

threshold resiliency property comprises determining an annotation policy established for a 

target entity associated with the content editing, the annotation policy comprising one or 

more of the first threshold quantity, the elasticity factor for the first threshold quantity, and 

the indication of a threshold resiliency property. 

18.               The method of claim 17, wherein the target entity comprises at least one of a user 

performing the content editing, an organization that comprises the user performing the 

content editing, and an application type of the user application. 

19.                The method of claim 13, wherein the at least one annotation indicator and the at 

least one further annotation indicator each comprise one or more of: 

                     a global indicator presented in the user interface that applies to the user data file; 

and 

                  individual indicators presented in the user interface positioned proximate to 

individual content elements containing the sensitive data. 

20.             The method of claim 13, wherein the one or more predetermined data schemes are 

defined by one or more expressions used by a classification service to parse the user content 

and identify ones of the content elements containing data indicative of one or more 

predetermined content patterns or one or more predetermined content types. 
 

 




