WO 01/ 63537 PCT/ US01/ 05969 1 DESCRI PTION METHOD OF CONDUCTI NG
TRANSACTI ONS OVER A NETWORK Technical Field The present invention rel ates
to a mnet ivooored3system for authorizing a 5 transaction brecwesel/t59€» parti es
over a network and, nore particularly, to authorizing a transaction over

t he network when an authorizati on code has been received by an authori zing
entity, the authorization code being produced by a fingerprint
identification device in response to conparing a fingerprint of one of the
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t el ephones an authorizing entity (e.g., the originator or managi ng entity)
of the crhagkgronng Artand requests authorization to conplete the transaction.
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consuner in ternms of whether or not the consuner is attenpting to
The provider of goods or services, of course, expects to be paid for any goods

or services requested by the consumer. Typically, this is accomplished by asking the

consumer to enter his or her credit card number and expiration date. Sometime thereafter,

and most likely after the consumer has disconnected from the provider's website, the prdvider

20  telephones an authorizing entity (e.g., the originator or managing entity) of the credit card and

requests authorization to complete the transaction. In particular, the provider of goods and/or

services transmits the credit card number, expiration date, consumer name, and purchase

amount to the authorizing entity and awaits authorization. The authorizing entity accesses the

consumer's credit card account and verifies that the consumer is in good standing and that the

25  purchase amount will not cause the consumer's credit balance to exceed his or her credit limit.

If the authorizing entity's review of the consumer's credit account is favorable, then

authorization is transmitted to the provider of goods and/or services to complete the
transaction with the consumer.

As the provider of goods and/or services never actually sees the consumer and

30  cannot assess the consumer in terms of whether or not the consumer is attempting to

fraudulently utilize the credit card, both the provider of goods and/or services and the



fraudulently utilize the credit card, both the provider of goods and/or
services and the WD 01/63537 PCT/ US01/ 05969 2 authorizing entity
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aut hori zed user of the credit card. It is only when the authorized user of
a lost or stolen credit card calls theauthorizing entity (or its
representative) to report the | ost and/or stolen card, that fraudul ent
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facil it atthagharonamidne cieditngrd wihba chdrgetsiobah wepnnp@ptdsefin@Use of tHeeh vtk
whi ch provides all A parties to the transaction with confidence that the
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services over a network. The method includes the steps of. providing the

cust onmer peissword Bicngeiven it the emthofizedtdonsuntey pr autsmiatically cohmemgtedahy the

aut hentication code whep a fingerprint of the custoner. matches st or ed,

fingerpri qﬂthqﬂzteaiqxpnsumers persona? coglputer. {“hus, any user of the authorized consumer's
personal computer who obtains the password (if employed) may access the website and incur
charges without the knowledge of the authorized consumer.

20 Accordingly, there is a need in the art for a new method and system for
facilitating and authorizing transactions between parties over a network which provides all
parties to the transaction with confidence that the initiator of the transaction is authorized to
enter into the transaction.

Summary Of The Invention

25 In order to overcome the disadvantages of the prior art, the present invention
provides a method of conducting a commercial transaction between a customer and a provider
of goods or services over a network. The method includes the steps of:

providing the customer with a fingerprint identification device which produces
an authentication code when a fingerprint of the customer matches a stored fingerprint within

30  the fingerprint identification device;



30 the fingerprint identification device; WO 01/63537 PCT/US01/ 05969 3

mai ntai ning an electronic site on the network over which the custoner may
request gweda/¢d%37servi ces fromthe provider of goods or seCH/GR$05969
requesting that the custoner provide authentication by activating the
fingerprint identification device; 5 regeiving at |east the authentication
code and a account nunber of the custonmer at the provider of goods or
services over the network fromthe fingerprint identification device;
transmtting the auphRMihigatdn0fetRRe dfdod iR AGGOHNbyaURRRE the emtdher may
‘provi der of goods or services to a managing entity.of the account over the
net wor k i 1equesdgeattsroy perwites &rom tha prbvideywégoddsr aenvinsssi zati on to conpl ete the
transaction; and conpleting_the transaction if the nagi ng, entity.of the
account provi des th@qu%flﬁoﬁ}afa{hieoﬁ‘.lsst?’?l@f SrgBIds a’tltﬁgnatéctag?%dbﬂ?fé‘é%t&?g nt*°i s
in an encgyn it QL k@ Rtcel east one of the authentication code and
account nunEb are received over the network in an encrypted 15 form The
met hod of the presenteivitigent et dhes auitenticitiphatels pet ri hédongt hhmberc wstbeer
to access the account. The steps according to this aspect of the invention
i ncl ude: custrrgs| #ts Hiongrayidas| el gpodf 61 c6rnEst ot BgeretivRed demhdhg

t he cust o rtitac%g 24 r{gé}agi ng entity of the account; requesting that the
user provi dit'RentY'c%tion to the 20 managi ng entity of the account by
activating the fingefpeiting dget duth@ithth d6¥d GRA HRC8EM6UAY nubel ERh thBe
aut henti cation code and the account nunber of the custoner at the managi ng
entity ofprohidenof @onds oveervides et womikgihg oentitheffthegee@mit mvei denmnetiwoglatinon
devi cg; and ermtting access to the account. jf_ the authentication code is
val i d0 TRECERbRER. T RIS aUbEslen FLCUPP SIS FpR IS A8 er funds from
t he account; 25 an bl j : j ; i ng
entity of the accouﬂ%rﬁl?}g%n%g?%%n%%%%gﬁg{gsq{sl&%a%g%e?g&?%ggh&%aﬁ%htb%&ég%t gr
aspect of altkonizavienti on, the custoner is permtted access to an electronic
safety deposit box._ The steps according.to this aspect of the_invention

further include estibiratili the siredeliBgarpianiis 1t anRREYPISH format andat leatt e iof
bet ween tQﬁ’e

gﬁ{ﬁénq{gg{ior?ggdeaand account number are received over the network in an encrypted
15 form.

The method of the present invention also contemplates permitting the
customer to access the account. The steps according to this aspect of the invention include:
establishing an electronic connection over the network between the customer and a
managing entity of the account; requesting that the user provide authentication to the

20 managing entity of the account by activating the fingerprint identification device; receiving
at least the authentication code and the account number of the customer at the managing
entity of the account over the network from the fingerprint identification device; and
permitting access to the account if the authentication code is valid.

The customer is permitted to at least one of (i) transfer funds from the account;

25  and (ii) deposit funds into the account, when the managing entity of the account has permitted

access thereto.

According to another aspect of the invention, the customer is permitted access
to an electronic safety deposit box. The sfeps according to this aspect of the invention further
include establishing an electronic connection over the network between the customer and a

30 managing entity of the electronic safety deposit box; requesting that the customer provide

authentication to the managing entity of the electronic safety deposit box by activating the



30 managing entity of the electronic safety deposit box; requesting that
the custoner provide authentication to the nanaging entity of the

el ectroni wos@Aftyy deposit box by activating the WO 01/ 6353¢1RESH SR/ 05969
4 fingerprint identification device; receiving at |east the authentication
code at the managing entity of the elegtronic safety deposit box over the
network fromthe fingerprint identification device; and permtting access
to the electronic safely deposit box if at |east the authentication code
is valid fnResafdiggificatiye el tbesivias pe tdasothet dighantivivhi @fie dt e alaab@ngr
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el ectroni ¢ connection over th et k between the, c ner.and.a .. ..
Sett] enprieViinRRGUEIIHRE CROERE DAEOIOTS Ry I BYAROT b P REHE Authentication
instructiQps;svdigauesting that the custoner provide authentication to the
settl enent bank by activating the 10 fingerprint identification device;
recei i ng at | east Abmrdinghenti antliconsmotief tht inteatissttht ensomer Isgeknivtedrto t he
network fromthe fingerprint identifjcation device; recejving investnent
[ nst T uct | SREUSHATHREESTRe ITEHEASHON SR (oY BFTWORe Rt TESecPoTgg Adhs agﬁteehg&,he and
transmtt. e. Ve Ay r [ OF £ hi t Vol t..L he
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become appai@itr ah@ alsb@smeskbdnkesrer Whichihd Meedsit mhyptovitinddsthéie ifesetion; i on
herein taken in conjunction with the acconpanying draw ng. Brief

Descri pt i wauesting ieat theroisterserfapvidnaupgniession tofthd satilernend thanly by etivatingribe on,

e R B S Rl B SuRSRa LBl B e
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illustrating a preferred systemfor carrying out the invention. G 2is
a schemat instrutitiags anthefsetilemiengeaniirdvet thedetordki fram itoncubtvmhere anvhiretsniging the

connectabl e to a conputer in accordance with the present inveniion. 25 FIG

3is a f|wsama@rlaﬁmcr%%tpraémr§§%¥ Hobless iﬂ%ﬁ%tﬂ?r&i%a%m %%ﬁil%m&f-a

transaction betweeg I d i I C;

over & network 1 agier SOea Fanftl sl RERKIEL oo pRORKe s Al T BEREERR |

fl ow 1di agihaiiei drt usight bh ghe dsRtiblieirBicirs eadea nia ecdnpincOvh RgtH b accompanying
drawing.

Brief Description of the Drawings

For the purposes of illustrating the invention, there are shown in the drawing
forms which are presented preferred, it being understood, however, that the invention is not

20  limited to the precise arrangements and instrumentalities shown.

FIG. 1 is a block diagram illustrating a preferred system for carrying out the
invention.

FIG. 2 is a schematic diagram of a fingerprint identification device which is
connectable to a computer in accordance with the present invention.

25 FIG. 3 is a flow diagram illustrating process steps for authorizing a transaction
between a consumer and a provider of goods and/or services over a network in accordance
with one aspect of the invention.

FIG. 4 is a flow diagram illustrating a settlement sequence following the

transaction process of FIG. 3.



transaction process of FIG 3. WO 01/63537 PCT/US01/05969 5 FIG 5 is a
flow diagramillustrating process steps for facilitating an investnent
transacti o @usss7a network in accordance with anot her aspagir/@orbfge present
invention. FIG 6 is a flow diagramillustrating process steps for
facilitating access to an 5 electronicsaccount, .such as an electronic
safety deposit box, in accordance with another aspect of the present

i nvention. Best Mdde of Carrying Qut Invention Reference is now nade to
FIG 1 which illustres & Bl g6k @ia@ﬁeﬁl@nﬂl@@tra@in?Yﬁ&%S Stebs afol efabiitatiar ayi ng
out the present invention. The system preferably includes a bank 10, 10
such as anpesywentbEarisactymt pvernemetwerkkin acorfianes Wil beoiker aspect ahepprgernt
bank 10 preferably includes a processing unit 22 (such as a central

conput er ,1? ?rg’tof‘li buted conmputer, networked conputer, etc.) in communication

Wi th one or more infrey iace AW ufh ﬁlﬁ&fraﬁﬁ‘@ﬁi%hé‘ss srfb%'s‘&@{ f&cilﬁﬁfr@rafcg&s‘é‘?to an

wreless interfaces, network servers, etc.)- e processing uni't 22 is also

in  comuieaanicoarconrttsuah pb am alecttgnioafbigakepadif hoxe irmavdbwianed with posther aspect
functional units, including, 15 for exanple, one or nore electronic safety
deposit bRHBYPIEaent BEIRtiGRcount s 26, settlement credit/debit accounts 28,

| ease aCC@éﬁ?i\/fd% £ infi@aqﬁgen% ﬁounts 32. Each of the functional wunits
pr ef er abl t abases containing information concerning

the accounts ther epéferiel fsHROWCHMEIORENTS. UtwHitlZilNgritbeablobk efefaRbya sydkan
payor bank 10 issues a plurality of fingerprint identification 20 devices

50 to a pHuiirbleifoy catyisgoubihsrpreSnt imMsation. ndbe system prdisrably inchidesn kiaki des

may take an of an nunber of forns, e..q. car smart card,. a cel lul ar
ononeld ot o firgEvtsBitie art e o sortifting bab o T auos Bl toaSefifacsy
fi nger pr i tnbdenbidu &g it dSYLem R0 b SAGPALE tidhiblte@RBmBLicr TRAFoREA! he
functional accounts of 1he payor bank 10. For exanple, the payor bank 10
may i ssumngutérnetes) pm icommnivdenatiod withtdneror cewe deteFacet umita 20U$droaxamph? netwack i s
associated wth a bank 25 account 26. That custaonmer 52 mpy be issued
anot her fiiFEBESSs i"itelesy IRtSTRESaCHTOTH e\ veEs, 51C-)- asESC PEOCEH G Pt 29 18] 8169 Bni ¢

2l ety dengmhln e din W pb AU IELSL0Nce DOYSY S cr SRRSO RRNRN, 1RARNAO.

my i ssue a Si ngl e fi ngerprin I'den Ircatron evil ce S" aSSOCI
wi t h 130t hfor eR@mpiBNénA6€ BloRé cRBiraiel sefeBC8dmRBit Gosed 24, YbaRPRsbintdE, sbldnadia

any other functional account) wthout departing fromthe scope of the
i nvent i orcredit/debit accounts 28, lease accounts 30, and finance accounts 32. Each of the functional
units preferably includes one or more databases containing information concerning the
accounts thereof and the customers utilizing them.
Preferably, the payor bank 10 issues a plurality of fingerprint identification
20  devices 50 to a plurality of customers 52. The fingerprint identification devices may take any
of an number of forms, e.g., a card, a smart card, a cellular phone, and a universal serial bus
stick. It is preferred that each fingerprint identification device 50 is associated with one or
more of the functional accounts of the payor bank 10. For example, the payor bank 10 may
issue a fingerprint identification device 50 to a customer 52 which is associated with a bank
25 account 26. That customer 52 may be issued another fingerprint identification device 50
associated with an electronic safety deposit box 24. It is understood, however, that the payor
bank 10 may issue a single fingerprint identification device 50 which is associated with both
the bank account 26 and electronic safety deposit box 24 (and any other functional account)
without departing from the scope of the invention.
30 With reference to FIG. 2, the fingerprint identification device 50 is preferably

in the form of a card or thin box which contains information about the owner of the device,



30 Wth reference to FIG 2, the fingerprint identification device 50 is
preferably in the formof a card or thin box which contains information
about thewgians®af the device, WO 01/ 63537 PCT/ US01/ 05969 pcq itdeg/opay or
bank, the functional account nunber, etc. The fingerprint identification
device 50 includes a mcroprocessor, ngpory, and fingerprint sensor 51
whi ch are interconnected and progranmed in order to conpare a fingerprint
of the custoner 52 with a stored fingerprint of that custonmer. The card

i ssues anhaphataaR! the fus@balicyumhihtenestd.i mﬁ@ﬁﬁ%cér@hnﬁfdehtﬁl@:aﬁoﬁ dstieeB0 52
mat ches t he stored fingerprint. Those skilled in the art will appreci ate

that any inelfideshe migroprpchssod wasreoryy pnd fngerponti sepsasridnvhicherd iniggeerpreried and

kg'[egﬁ]![fib\g%y on dev. |ced§r%§/%géga§6%g%%ﬁl &ﬁuch as tsllaat di s Iogg in. l{o§

FI NGERPRI T LiERDd: ! GhE! Gl iy a{i\'\‘ﬁtho%{il{!‘ﬁl\%@&g\'v}ﬁ%ﬁ HED. ﬁﬁéaﬁ)rﬁiﬂtdtf e

di scl osure of which is hereby incorporated by 10 reference. I's nost
pr ef erdr edeustoaier tSBensitinsaile ktongefipgdrmtintarithost Heiled if therat wih aps;&gaatd itheg any he
cust oner 52 are in_encrypted form (e.g., .using known Pl C Technol ogy) and

that thi sof thakpgipe Bardwisre putebledn m@meﬁﬂ drchingstrint e licpliatsdevideet) FIPBRPL he
devi ce 50 n%qﬁoﬁ s%ﬁeé%g% V&&ﬁosedt ﬁ 8r ?E%h{ Iﬁg)pthg%t%out gkfo.;gé)%s uége;g,gésnt%mg)c)

|dent|f|ca device S connec

t hrough aRUTAENTIERErTON FYSTEMge FPNGERPRUNT! | IIENTIFICATEONC eUDAT, MAYWND
include a connector 57 which is matable with a correspondi ng connector 58

on the iAUEHEAEECREIOThMERHOD:, dbe eatreptiedlesuah Py whedheisvisrelhyh fnserpgtatedh by r om
t he flngerg%lnt i dentification device 50 through the connectors 57, 58 and
transfer SC5°8ast sone of this information to the PC 54 by way of the

uni versal serial bug ;{ S8 prbfi@liREShe 40reHl RERRIN YEd Yihet Hﬁo&@a\ﬂoﬁ%gﬂdﬁgy

i ncl ude an integral |nterface for connecting to the conputer 54 by way of
t he uni veths@hstemer 42 dreisn (CuSBpted Tious, (etgheusing &nowa PRI ’ﬁemhhbbgy)‘ amrgﬁranrthmt
identification device 50 may, be transm tted over a netwo

| nt er net ) SNChPHR nﬁ@ﬂ@@ﬁwﬁ@@%@pmﬁ}t@ g tansrpitied dapp d%?fh?% do @ny Oqurng
APl data §Lanster E}@erge@ AMRL fH{gglgo%'h?t?{iéﬁglfth@orI lHBGEL Aol it %&%p&h 'faaa' 0”

device 50 1s a snal al one g., nmeasuring a

5.4 cIp X &nusn sanNduateisghPChghralhidn Bfer@c@ ) The fingsrprifPRlenpfi@fien rdechcé B@t
the fingerprint sensor 51 include a matrix of pixels formed in a
seni condusenindiepa ogznn%orxﬂw@lﬁmsf matabie piithed §omfipﬁgdlpgeq0@n¢0é@r Squep b

the knovvnngé%neqegép ri Ji‘llt'le m er ace 95631 lpqgfreratopy recrza%yesbmfgr%?atlo}llegfo fa ngeppar;(rfter :

mat chi ng
identification device 50 through the connectors 57, 58 and transfers at least some of this

information to the PC 54 by way of the universal serial bus (USB) interface.

20 Alternatively, the device 50 may include an integral interface for connecting to
the computer 54 by way of the universal serial bus (USB). Thus, the information on the
fingerprint identification device 50 may be transmitted over a network (e.g., the Internet)
from the computer 54, preferably in encrypted form (e.g., using API data transfer, PKS 11).

Most preferably, the fingerprint identification device 50 is a small, stand alone

25  unit (e.g., measuring about 8.5 om x 5.4 cm x 0.9 cm and weighting about 35 grams). It is
most preferred that the fingerprint sensor 51 include a matrix of pixels formed in a
semiconductor chip, a 128 x 192 matrix of pixels being preferred. Any of the known
fingerprint matching algorithms may be employed, such as pattern matching. See, for
example, U.S. Patent No. 4,582,985, entitied DATA CARRIER, the entire disclosure of

30  which is hereby incorporated by reference.



exanple, U S. Patent No. 4,582,985, entitled DATA CARRIER, the entire

di scl osure of 30 which is hereby incorporated by reference. WO 01/ 63537
PCT/ USO1/ RR8fA%353% | n an alternative enbodi ment, the fingergindoros969
identification device may be integral with the interface 56 or the
interface 56 may contain separate fingerprint identification circuitry

(i ncluding sensor 51) such that the device 50 is not required to execute
fingerprint recognition and matching. In another alternative enbodi nent of

the invention, the f§ %%ﬁﬁfiv@‘érﬂ%bﬁn%ﬂﬂtﬁbn%ﬁéeﬂﬁﬁft(Fjlﬁérﬁiﬁdaﬂ@ﬁ”die{ffﬁéf}%é}?'Be
a

circuitry (including sensor 51) integrally i sposed therein suc
nei t her tintegddvivitk B® noterfadee S6ntoer thac mtGice s 56 enay r exhtdin eopewmir efingerprint

fingerprint recaognitiaon and matching. Referring to . FIG . 1, any. of the

cust orer sidsiifiRg{IoR eIy (OB TR S Lhpich thejee %?Vlﬁ%elsﬁobﬁqﬁ’é?itoo‘?xe&%ds
and/ or segy] : -1J r - ANl . roviders
52, on- 11 ey BRI RP E e R G a o o
provi der scobfputdr PVind@rcon@fn fing@priadpédtdcapor chases (BSludiiy whsarsl) imegany
merchants 70 or brick and nortar service providers 72. Reference is now
made to Fdigposed Wiereih sush ghaft |nsithesi thedawice IS0uwr e interigse cdeissrequitadple GiisPEh
are prefe ablgégna”i eq. out .in _accordance with the invention. In particular,

the 15 prRd SrQgaon e A i n FIG 3 relate to a comerci al

transaction conductRgreAURY tcAFIEIMARY of SHE BussméE &2! AP thSduct REAWRESBwith
custonmer 52 and an on-line provider  of goods and/or services, such as the

on-1ine bomkenage pddvidétkef gneds and/qgeadsceprsavi deon-6ife borketdges 60y-dn-inee goods
services provider 64. At action 100, the custoner 52 connects to the

on- 1 ile pIEVIdEE0% PYBISFSTVISLS SENETCITOEERL0de 8N-E8S TgEsigrens 2cqppniRiPVISErs #e
e PLOY _ o : _ |
The e lofaEB s elabitk MW 68 W1 i erchlifs Hlop bRGK: ofid AT

execut e aschrieymekidersoge.am operable to el ectronically connect to a website
of the provider of goods and/or services. Using the browser program the
customer 52 nay vi elelerracesousy madatoFlset whichss avlow disgent Hisiretie peesss der

N et D
Serviee pyBeat SsidpReilkySiedah b, 1P relatt oeRtdoamhdcill MRabdctioh BIRed o0& a
bei ng authorized to use a particular node for making remttance, for
exanpl e, mkebotki (sgcheasdbertiridmet) posvden acostumer §DDA) n debing prayider of gdids andfod
services, such as the on-line brokerage 60, the on-line goods pfovider 62, or the on-line
services provider 64.
At action 100, the customer 52 connects to the on-line provider of goods
20  and/or services 60, 62 or 64 by way of the network in a manner well known to those skilled in
the art. For example, the customer 52 may utilize a personal computer (PC) 54 (FIG. 2) to
execute a browser program operable to electronically connect to a website of the provider of
goods and/or services. Using the browser program, the customer 52 may view the goods
and/or services available from the provider 60, 62 or 64 and select particular goods or
25  services for one or more transactions (action 102).

At action 104, the provider of goods and/or service prompts the customer 52 to
authenticate himself or herself as being authorized to use a particular mode for making
remittance, for example, debiting a demand deposit account (DDA), debiting a credit card
account, etc. In particular, the provider of goods and/or services prompts the customer 52 to

30  authenticate himself by activating the fingerprint identification device 50.



account, etc. In particular, the provider of goods and/or services pronpts
the custoner 52 to 30 authenticate hinself by activating the fingerprint
identificglg ARaskevi ce 50. WO 01/63537 PCT/ US01/ 05969 8 Atp@Giidg?sob®6. the
custoner 52 activates the fingerprint identification device 50 in a nmanner
consi stent with known techni ques such that the fingerprint identification
devi ce conpares the custoner's fingerprint wwth a stored fingerprint
(action 103) and produces an authorization code indicating that a match

exists between the g Hﬁétﬁﬁel'zoé % blsRaR rp5"2 Mrivafd tﬁé‘ﬁnéér@%ﬁﬁd%ht%%h@ﬁ lg@bice Al

action 110, the custoner 52 irnserts t fingerprint I cat1on device

50 into a0 imbenhfimee cdaesisest with(ldo&n &):hmqm 0ucht thaetheSAngemyrintaldeetifivation el y
aut henticate hinmself by activating fingerprint identification circuitry in
the i ntetViggecwBpaes jthe tCI’qlétOWFrf) et Wik chetpsed tnermrigh dastione ApPloyiady,

the custaone er.a s .t al nput.er

| ncer not Droca€ phalpgritih K6 petuE BR0A pERIEEEE, B pf dFE rifphtes

i dent isf i craddeRsti @Ml e agrdd%ngé}ﬂ}ﬁﬁ fAtnees P11 0tthé d@RbhEl SRldsems thel frpeipriny | f
enpl oyed) and the provider of goods and/or services 60, 62 or 64 (action

112). Thdeiication atesicer Sprivfoepmbhiperfaccldodies ¥t (Fléas?). orBheofustoraer 52 may

aut henti cati on code, ank dent.i fi cafLi on nunber,..customer .account
unber . TP er GRS STNEY GRRTEF D GSTPRE A SCRPT, RIITY anaPe:

are in eriﬁ{]e E@q T M akocdhpd 5@”\%@1’1@‘)@!‘ técmj eq?lgﬁ %ﬁgﬂc()j}% bistdfer 52

transfer aut ent| cation code to [ or services

60, 62 orpréférablyh@Bes thd perpoedl edorgtitdrh®d té mecqss alié dﬁfenmft gbatdstraratisd/ iar then
services rejects the transaction and again requests that the customner

aut heidt i ceppducted hefereen (lﬁcfémg?mrmmqenm@wnadevwéa@t (of ﬁ@eéﬁfla@ﬁﬂmcléﬁmﬁf?a&%e

the pr ocesiny SRRt AR poRRRLSLEPRIT S GS Qo chfon PR,

116, the Tl{eoﬁétﬂetfan@fer qﬁ@@ra@ndémud%@ raY i1686 oﬁ@ ,offiﬂe Qtthedtiqitieh &oaé) Yayor bank
transfers data to the payor bank 10, which data preferably incl ‘udés at

| east onedeftifidagon auumh%t:uwmlowcgmnemrr}m;ecamdbiahkeriydiédtess i Meost pefenabipehe
custorreréiicco]gl.jjtgt nu .and hase amobunt. It is nost preferred that at
| east th 1Ry FBW%SH%W '8Vi ded to the 25 payor bank 10. The

payorjsbank 10 then ﬁﬂ@étﬁéﬁqsmaﬁftﬂee&%{or&'i’%z ?iﬂsttb?raH?fXPtrhe%ﬂl‘énﬁ%%h'cBéleCt%tthﬁase

nunber (action 118), the custonmer account number (action 12 he purc
amount ( gabvider oflgtd)s andlot bavized 6@ra2zatG4otheadtis prdf2dd timt detpovidacofidvetiber
one or all of the data are valid. A Most preferably, the payor bank 10

anal yzes 30K 391 YigsH Taeats dhe dapRacion prd &8112145661963t§/é1i14tf@?6|Ctu§t°mef authenticate

himself (action 104). When at least the authentication code is received by the provider of
goods and/or services 60, 62 or 64, then the processing of the transaction is permitted to
20 continue.

At action 116, the provider of good and/or services 60, 62 or 64 preferably
transfers data to the payor bank 10, which data preferably includes at least one of the
authentication code, payor bank identification number, customer account number, and
purchase amount. It is most preferred that at least the authentication code be provided to the

25  payor bank 10. The payor bank 10 then analyzes at least one of the payor bank identification
number (action 118), the customer account number (action 120), the purchase amount (action
122) and the authorization code (124) to determine whether one or all of the data are valid.
Most preferably, the payor bank 10 analyzes the authentication code (action 124) to verify its
validity prior to authorizing the transaction. If any one or more of the data are not valid, then

30  the payor bank 10 preferably establishes a negative authorization condition (action 126).



validity prior to authorizing the transaction. If any one or nore of the
data are not valid, then 30 the payor bank 10 preferably establishes a
negative {iddigiimation condition (action 126). WO 01/ 6353 paidoyasilb 05969
9 At action 128, the payor bank 10 preferably transmts the authorization
condition to the provider of goods and/ services and the provider of
goods and/or services determ nes whethér the authorization condition is
positive or negative (action 132). Wien the authorization condition is

negative, the pfOV'ﬂFQwH&nQQ@d§h@QQ&&FbﬁﬁiWbcﬁ%ﬁ&@&?sﬁﬁmhﬁmcQﬁphﬁhgnénbﬂe
transaction (action 132). Conversely, when the authorization condition is

posi ti ve,canligionpgo dke gmwdﬁ ofj gookds anddreervsess \angd else pmvpieeloégod;dseartdr‘carssamdeson

(action 134). Those skilled in the art w|l ? preci ate that comger\&{jal
t r ansact | GHEIHRGT et theguihorzalion penditonsispesitive pr aseative Eactign Iieh (Whemige

nortar st t g
the. ot epetilitizefBt AR fs Bl niebrBHES SN0 alb/bndriEed ANEEL LholtTL00

t he t rsanstit $&ingdetioh (d@to@ I3OMdireayst ameh the aﬁmoﬁbealow oniditn 6 Gosifize Othe 64
over the network. Wth reference to FIG 4, once the comerci al

transact |mnvudalsoft$@dsembfpn@r‘édes CoRIpGteghe trahesctipmfastion ildh. i s sett ! ed

ot o ot goods. aiboshcielSh BB MbatcteR B B meeipitibeiand Bdvetcd

its trangagd hORsof 84 irNexhrdle, af bridid arfi0RSrarside&nNaALhd Orik€6®! iRtackstdance
transmitted fromthe provider of 15 goods and/or services 60, 62 or 64 to

t he payorwhlarie ih@entioh usote, the kieps fllustragedin Ei€i. 3o¥itly dedscepgtivaly/ ctfrthmrcmnmngay
settle the transaction through its own_ bank by transmtti nF the transaction

receilft t!8eiARIMisSHAR of dtp ﬁem ths gystompe> piodis a@erd;ﬂ BNk oV ef stV Siifs i t
the transaction eﬁﬁfhtptrefe%%xgg Q@F%@y@ ro éa‘trllllé C%M&&Ef ﬁ}s&ézgn haAtbe%gédfg;get%ézg

t he payor bank 10 debi account and a

det er m na@Fl@n 3),Sthe agisactizace saaletiqamﬁt &), t hetighgV deermihage0 ts madel/aerto
services 60, 62 or 64 utilizes the same payor bank 10 as the custoner 52.
If it doewhethﬁethsalyr@md@mf gpods @and/er iseayices adilizes tlive phaTkbake bk S@irthmgwéts

d d d/ 6 . f
Pr ansm t <Tanses (REntisal pleik 8GR b Ahisehod by yiBhued AFuPBY B fdgo
(actien s 8ot Bavicath, 61 6db4 f iBDPEONLHEI]. SIDRRKNASARUTLYIGBLLT Bbas

166). 25 Reference is now made to FIG is a flow diagram
i |1 ustr atamdéprpeooes snaysedjzshe tramctmrdlbrmghmistdwrmamkrbertrmmﬁnng tife ttameaction
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an on- l'q%mﬁﬂyﬁ§ﬁ@55ﬁm%Eﬁy1§6w95§Y5ﬁer 66 (FIG. 1). In accordance with the

|nvent|0n
At action 158, the payor bank 10 debits the customer's account and at action

20 160, a determination is again made as to whether the provider of goods and/or services 60, 62
or 64 utilizes the same payor bank 10 as the customer 52. If it does, the payor bank 10
directly credits the bank account of the provider of goods and/or services (action 162). Ifnot,
the payor bank 10 transmits a credit to the bank of the provider of goods and/or services
(action 164) and that bank credits the provider's bank account (action 166).

25 Reference is now made to FIG. 5 which is a flow diagram illustrating process
steps in accordance with another aspect of the present invention. In particular, the process
steps represent actions to be taken to facilitate an investment transaction between a customer
52 and an on-line investment service provider 66 (FIG. 1). In accordance with the invention,
the on-line investment provider 66 may be an investment bank, a brokerage, etc., and may be

30 located domestically or off-shore. Preferably, the ipvestment transaction is conducted

through the settlement bank 10 (the term settlement being used to indicate that the customer's



the on-line investnent provider 66 may be an investnent bank, a brokerage,
etc., and nay be 30 | ocated donestically or off-shore. Preferably, the
investnen?mhﬁﬁ@§ﬁction is conducted through the settlemeni-afodddo (t he
termsettlenment being used to indicate that the custoner's WO 01/ 63537
PCT/ US01/ 05969 10 bank account within H@e settl ement bank 10 may be
debited or credited depending on the investnent transaction). At action
200, the custoner 52 preferably accesses the settlenent bank 10 via a

net wor k, mm&ﬁuﬁt Wﬁt}gﬂttﬁé REklenmERd BKATY nRy td18ctiRaM &reghl @4pRadingdnethet he

custoner 52 5 has indicated that he or shé is interested in conducting an
I nvest nennvéstaasiacinsamtion).he settl enent bank 10 pronpts the custoner 52 to

aut henticate hinmself or herself (action 202f). In response, the custoner 52
preferably activat et ations300gtherusiomer a2 mrsterably scsessawiiesstisaent banki Bhvie o)

whi ch cau i t . t ' l: Pk | i red
i nger pr hEo el LS 568¢ BuGREF Bie a8 o7 RREn BoldiBRE! PARE, p¥iciofbep 52
obt ai red. hakOinMicatdt thah 08s shdr@s Ghistea¥a inPeaidREald Vini Bisedtingnt Rendabhiggr ei nt
identification device 50 into an interface 56 (FIG 2) suitable for

t ransni t t3etitpreRat danjed Wpeompiadhd pusimmner iZhio authraichiihimseloar HevelE éaction 2Rd)-t he
settl ene bank 10, for_ exa e _via the universal seria s .. of .the
conputer BT Er i UL Thetersner Ay (B ThenerEhtei i abice 5o
hersel f bycq@ebb¥pivhRe EduSgembrddticel edtnhfah& ald OtGhéGUikdetprnt %€ a stored
interface 56 or i'n the conputer 54. 15 Wi chever technique is enployed, the
cust oner fgi@islfhction2E8) arikprodugeenautidtitaioncods & atthaich isgéainet.. At action

210, data is preferably transmtted fromthe fingerprint identifjication
devi ¥ 50 (or ot herAt PR Bp&n@ei%‘é‘iﬁ’ﬂqi%%%a@b Epseyithe hpg%ﬁ%mo’;fjéﬂt)‘ 149598 he

| her & b e , AR
Code and TRt an SREGE B 06 LA ol AEEmRE Bl DR, )

action 21dentificatibg ds€ité 56 mma thdasitkenddht beglel 0,efor txwenslel Vigid Gdléred sefslbus
(and, if required, the investnment account nunber), then the investnent
t ransact i @hthescomenuiert $4d Alsernatbrely, ibe custpmgpman Aethentisatephigeseld sorf hase@df brick

t ti 02 .wh th X r 52,1 ali t to. hent i t
i o6l f o EN b PR U CBHoR CPRBTa 0y Do Gah Kt 8F Al grpirfEess
i nvestyre ”Whiidh%t«éﬂ{@élh?ch’% it empy?o"yea,hﬁe S&kdrh& R erddRMsed %e%b%pu&éﬂ%éﬁ@{a%%ﬁ&kﬁhe

such as "buy 100 shares of Xxyz corporation” and,” at action 216,
set t | emenintdvagtk A atti@nfid,t dats he prefetablyctramnstted ftohe then fihgerprintnidesti fiesion

PLZY: Sg{ i %?(éc(eﬁ%(g '(q’gé)%}rl]erl f?r}/g%%nql‘% ri]éentt)i%rc]!a(t%dn cigculitsif ré?r;[p%jye%)h% tlfehs%ttfe&vegts e[{'ﬁcn{ 0,
the data including at least one of the authentication code and the customer investment account
number (in encrypted form).

20 At action 212, if the settlement bank 10 receives the authentication code (and,
if required, the investment account number), then the investment transaction is permitted to
continue. If not, then the process flows back to action 202 where the customer 52 is again
prompted to authenticate himself or herself.

At action 214, the customer 52 preferably provides investment instructions to

25  the settlement bank 10 over the network, such as "buy 100 shares of xyz corporation" and, at
action 216, the settlement bank 10 transmits the instructions to the on-line investment
provider 66 (e.g., an investment bank). It is noted that the investment instructions may be
transmitted to the on-line investment provider in a way which maintains the customer's
anonymity. Indeed, the customer's name, account number, etc., need not be transmitted to the

30 investment provider. The customer, however, may instruct the settlement bank 10 as to

whether or not he or she wishes to maintain such anonymity.



transmtted to the on-line investnent provider in a way which maintains the
custoner's anonymty. Indeed, the custoner's nanme, account nunber, etc.,
need not K difdsyM tted to the 30 investnment provider. TheGusdoRiBise
however, may |nstruct the settlenent bank 10 as to whether or not he or
she mnshes to mai ntain such anonymty. 01/ 63537 PCT/USO1/ 05969 11 At
action 218, the on-line investnent provider 66 executes the investnent

i nstructions and does not require authorization because, by previous

agreement, the recexptof, zﬁg‘vﬁét&}?ﬂﬁe hﬂz’%&t?ﬂéﬁ% ?Pdlz’%dé‘rrw&é&%te'é%é ligrBAherpank

10 itself is authorization enough. At action , a transaction receipt is
t ransm t timetraadiohd enchémdslrﬁ)meaqmlrbamhoﬁﬁat1omd1eca1se,rig/ mleeiohe ngrbement] the acreptios
required or paynent is being nmade. At actjon 224, the settlenent bank 10
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and/ or cre |ts ['i'ne* i nves s accoun ce 1I's now

made t0 Rlefittéhcdhk ¢oquifedaorf pgimeat @Qb&ﬁglﬂlédés'f A@tabt%‘h PLOCES Ssettikfheht BRAS 10
accordance mnthe£§t anot her aspect of the present invention. In particular,
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el ectronic ac
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that any Vk@ﬁs&gg&h!onal accounts may be accessed in a simlar way. At
action 300, the custoner 52 preferably accesses the payor bank 10 via the
net wor k usi ng any 1Befofenchies hovowrade éx AiG.quehichAf tdtowt Hiegans tloneatitg2prhesss

i ndi cat ed that he or she_.is interested in accessing. an_el ectronl c account
(suchtlas Hepsdn @egordaics Vet st 911%%@?“ Bésllemsenttlﬁﬁengl&y 1 paigulan, the myagess

pronpt s tﬂg}% feg&'{? act?&s b%UtB gber o @I 1&4"533@%' Jn @%ct%ﬁfcsgdcfouﬂtav%{tﬁlﬁ QheBIQe%)or

response he* cust oner pre activa

i denti fi cgnlorD. dewf@@bl§0tt(eaaédmlo3@£ﬂc ad0BingHs caﬁtbsaﬁlomesa@@yld@poélm@pwame
the custoner's fingerprint with a stored fingerprint 20 (action 305) and

produce abringitndanstpedttiabant ofithe funetionat a¢robnts ghayabheeessad inetsinHa3g8y. e

cust oner ref b sert the fi.nger i den |f| th deV| e .50 into
on-1 nt er 150n 360 kY ebISFeL 57 prrbiy dFtBres s PO sl 31aBe AERF ene an)
fingersprigtine 'kﬁ@\% 'tédhﬁ 3 ”A‘i’t‘%i’ tHeCousBnfR 42 tHAS iRBYREd ﬁh@ﬂﬁe %Pshe 9 'int‘éf&@t%&'ﬁ
via the universal serial bus of the conputer 54. Alternatively, the

cust oner avayssagt ztmeaieatmuaeadcomﬁe(blichcns alneﬂemiohlctﬂﬁfay ﬂepmttlbmg 225 the pg;errmanlnt
identifi catl on circuitry in the interface 56 or nput er

Wi chever 10 theB prrrpRfe theswémew&do apthentiqats ymsell BF é?%? gﬁﬁcyoué@%) tlﬁée%ﬁifut er
54 1o accggs utst%‘r:n& rStZEfn%%rably activates the fingerprint identification device 50 (action 304)

which causes the device to compare the customer's fingerprint with a stored fingerprint
20  (action 305) and produce an authentication code if a match is obtained.

At action 308, the customer preferably inserts the fingerprint identification
device 50 into an interface 56 (FIG. 2) suitable for transmitting data between the fingerprint
identification device 50 and the payor bank 10, for example, via the universal serial bus of the
computer 54. Alternatively, the customer may authenticate himself or herself by activating

25  fingerprint identification circuitry in the interface 56 or in the computer 54. Whichever
technique is employed, the customer preferably uses the computer 54 to access the Internet.
At action 310, data is preferably transmitted from the fingerprint identification device 50 (or
other fingerprint identification device if employed) to the payor bank 10 (in encrypted form),
the data including at least one of the authentication code and the number of the electronic

30  account,



At action 310, data is preferably transmtted fromthe fingerprint
identification device 50 (or other fingerprint identification device if
enpl oyed) wghildgs7payor bank 10 (in encrypted form, the q,%tﬁgo%g%gi ng at

| east one of the authentication code and the nunber of the electronic 30
account. WO 01/63537 PCT/ US01/05969 12At action 312, if the payor bank 10
recei ves the authentication code (and, i requi red, the account nunber),
then the access process continues. If not, the process flows back to
action 302 where thg; gyziofey iﬁ%e'@ty@igﬁér{k 0 arRked moaarddieatdcal® Rhase! f
or herself. At action 314, the cusfoner 52 may again request access to the
el ect r onireqeafdethe fccdemanimbeppth@dthandcesapravess amtiBies, Hhetphy prodsankowd
grants the custoner's request and pernts the custoner tq mani puyl ate
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in the ar hd | c ech i .ned. | i C ety
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Advant ageousl y, the nmethod and system of the present invention readily
provi des Hesmitd itheheistomando mreamindaie. loem Vo wae/on tiarsgib electroniouiles talthe pepotines

to the transaction. i ntai.n conf.id that the.ini.tiator (e.q.,. . the .
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The transggt oRs idgddFilll(s),Mch&dills), GABTRY Ghtritlt 26 3@ CPRpE®Y, contract(s),
goods/ servi ces, but may incClude investnent transactions, and access to

el ect r oni ertbfanle(dsSinaceocmpdiciesueth as el ectroni c saf ety deposit boxes 24,
bank deposit accoun settlenment credjt/debit, accounts 28, etc.

26, . :
Al thdligh the i nveptf‘.}\iw%gf%wah Bednd e FYHam ofi the Prosat difkenttoy readily
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nmerely il e principles and application present

i nvent i onmaihtain Sordfliehed Oae tHeOinhtarn@r,shoodstdbmant) oZGhdtrakyaoticn ogithdriat itons
may be made to the illustrative enbodi nents and that other arrangenents
may be despiesdatohermmsadiopar Thananseghiansvee st Hinited e copvpacief tramsacionssiont

B e v
such 1525 Reoirls, &ublE S QcEoRRMNIARIE Aep IR Bole6323¥alkClégdsh LeORR8926, settlement
credit/debit accounts 28, etc.

Although the invention herein has been described with reference to particular
embodiments, it is to be understood that these embodiments are merely illustrative of the
principles and applications of the present invention. It is therefore to be understood that

20  numerous modifications may be made to the illustrative embodiments and that other
arrangements may be devised without departing from the spirit and scope of the present
invention as defined by the appended claims.

Industrial Applicability

The present invention is useful in a wide range of industrial applications, such

25  asin electronic commerce,



13 dainms: 1. A method of authorizing a commercial transaction between a
custoner and a provider of goods or services over a network, wherein the
provider Qo AR or services requests that the custonmer fHowdedBs969

aut hentication by activating a fingerprint identification 5 device, and the
provi der of goods or services receives q? | east an aut hentication code of
the custonmer over the network fromthe fingerprint identification device,
the nethod conprising the steps of, providing the custoner with the
fingerprift;jdentification device which produces the authentication code
when a fimgerprint of the custoner matches a stored 10 fingerprint within
the fingerprint idefdtmdthedbl aumthoexihg @;conso@tial trgnsattidrebattvetine customer and a

aut henti cation code fromthe provider of goods, or —servjces over the |,
net wor k; RaEpwderapt Beeds,Pheevises oveng A6tV Bk. Mhegn fheariovides of (HORENOF SHTIGH

code is valid .. Ahe t hod . ¢l ai X L0 t g i IS
in an endf Q%Etsgdt%atléef %urgﬁoﬁ?e.r @8%‘?% ea%h}gp é%%ﬂolg 35 F&E;.[Il‘;ﬁa’lﬁﬁg Sﬁmﬁé?%f)%ﬁ?%gﬁ%é%@%%er
of gogds RKicseind BRSroeEs! ¥PSock orlsedsdes dtepteh e MHakCat h@ihertReRoRBEUASE the
account nunber of the custoner over the network from the fingerprint

i dent i f i castoorer gwer the natvebrk Heons thepfingerpring ddlantifigatéan devaess themethad kewprisiagi on
code froipthe rovi der of goods or services over the network includes
recei vi ng"@feBt¥unt 20 nunmber of the customer over the network from the

fingerprint identifi6alston (feVue®met with ethBHiRQd9ht ¢dedtifitationMagyigé Nwhich
| east one of the authentication code and account nunber are received over
t he net warkdudes ahe entrepfitdbnf osda when Thdingetphiod o6fthe | caistonier mitehes a stéred

network is at |east part_ of the Internet. 6. The nmethod of claim3, further
pr ovildi nofingemstm sathyt thedingermring glenicalioadsWss: 25 to access the account,

conprising the st epr%ceolL%ggtﬁ ?e%gti g{l,i &gh&feigcgﬂrgcg&fecrﬁg?itfgonggﬂgﬁ%ma gyggrooa_b%r

net wor k between the "cus nd a nmana e account’
request i n@rfib@tovth@e wSR¥orRf Adk de aut hentication to the managi ng entity of

the account by activating the fingerprint identification device, WO
01/ 63537 PCT/ USO1/ oBiBgizingthe transaction if at least the authentication code is valid.
2. The method of claim 1, wherein the stored fingerprint is in an encrypted
15  format.

3. The method of claim 1, wherein the provider of goods or services receives at
least an authentication code and an account number of the customer over the network from
the fingerprint identification device and the step of receiving at least the authentication code
from the provider of goods or services over the network includes receiving an account

20  number of the customer over the network from the fingerprint identification device.

4, The method of claim 3, wherein at least one of the authentication code and
account number are received over the network in an encrypted form.

5. The method of claim 1, wherein the network is at least part of the Internet.

6. The method of claim 3, further providing a method of permitting the customer

25  to access the account, comprising the steps of:
establishing an electronic connection over the network between the customer
and a managing entity of the account;

requesting that the user provide authentication to the managing entity of the

account by activating the fingerprint identification device;



receiving at | east the authentication code and the account nunber of the
custoner at the managing entity of the account over the network fromthe

fingerpriwooildgtification device, and permtting access gcg/iddgoggount if
the authentication code is valid. 5 7. The nmethod of claim®6, wherein the

customer is permitted to at |east one ofj4(i) transfer funds fromthe
account; and (ii) deposit funds into the account, when the managing entity
of the account has permitted access thereto. 8. The nethod of claim1,

further providing ?e@&‘n’% da10fcaiefdl SkhddGchit) CoRE B Nhe LECAGE @RERP of the
el ectroni c safety deposi %ox, conprising the steps of: 10 establishing an

el ect r oni wswaenestt the nmanaing katityedfivtiek abmume emert He oetstodnerom ahed fangegmiagi ng
entity of the electronic safety deposit box; requesting that the custoner
provi de ddeiiretiendsass:@8dt he nanaging entity of the electronic safety

provi de. ddeniselieadr i snagi ng entity of the electronic safety
at Teast the aut herid T p st o EFARRLLEEIALERh IR RYcRR: | oot ving

el ectrsoni ¢ safpty deRoOgicthoB®X cRMArG, ereietheriktofmen s gdhmittddrtgat Rastrine of (i)
identification device, and permtting access to the electronic safely
deposit Hosusfer fands| feestthe hesounfyiane i) pip Minsle detoj the gegougt, ovhentbe manAZES of
claim8, furth conprjsing the . ste f receiving at |east the

aut hent i c‘?fkll%ﬁte%?)G%Crgglﬁtjﬁﬁr?%gpg@fi%?ﬂ%ia@ﬁeft%ty deposit box account nunber of
the custoner a  20rfid&-ARAJGCHEM AN Kirthér ?fov&chﬁg & GRS Sermdfifl YhelQRON
box over the network fromthe fingerprin identification device. 10. The
met hod oftoakadsseB clevherie safetyniepediclods;, omnprisag dteystagpepdsi t box is operable to
contain at least one of, a will, tit]e to one or re seﬁu ities,  title to

real 18 personal presHRlieRngAn deiont ORNEFULRP VAR iV gt RetaET i customey
The. et NoghaQf mfhAhid it} HE £0%fecBbRY HeRUBIPEACD OF permitting the

cust oner 0 con rnvestnent tra tion Over the network, the nethod
conprising the stepgqeéstingabitabt teiome @ovidk aatheaticatiot a0 i manapingy entity o
networ k between the custoner and a settl enment bank over which the custoner
may provite elenireic nefaty dapesit bet boagiivatingthediieripgng idgntifiepsion dsvister provi de
aunentcat on 0 U1cS5u heTERL o8Bl Rlicsd 261 A LS NEshl NOREP i
15  electronic safety deposit box over the network from the fingerprint identification device; and
permitting access to the electronic safely deposit box if at least the
authentication code is valid
9. The method of claim 8, further comprising the step of receiving at least the
authentication code and an electronic safety deposit box account number of the customer at
20  the managing entity of the electronic safety deposit box over the network from the fingerprint
identification device.
10.  The method of claim 8, wherein the electronic safety deposit box is operable to
contain at least one of a will, title to one or more securities, title to real or personal property, a
certificate and an insurance policy.
25 11.  The method of claim 1, further providing a method of permitting the customer
to conduct an investment transaction over the network, the method comprising the steps of:
establishing an electronic connection over the network between the customer
and a settlement bank over which the customer may provide investment instructions;

requesting that the customer provide authentication to the settlement bank by

30  activating the fingerprint identification device;



receiving at |least the authentication code at the settlenent bank over the
network fromthe fingerprint identification device; receiving investnent
instructi@ysabsdhe settlement bank over the network frompddigstdsds@ner;
and 5 transmtting the investnent |nstruct|ons to athird party if at |east
the authentication code is valid. 12. e method of claim11, further
conprising the step of receiving at Ieas the authentication code and an

i nvest ment account nunber of the custonmer at the settlenent bank over the

network fromthe fingern g A 1ch etﬂg'd(u'ﬂféﬁhbé?ﬁndgdﬂec% thtOsekifemdii SRt M RE

claim11l, further conpriSing the steps of. receiving an 1nstruction from
t he custthxroﬁa’rdn@thmtatgwnnthdemﬁb:&mntdeviceep its identity anonynous; and
transmtting the investnent instructions to the third party wthout

i dentifying the cuseesingipvestm@t @sipelipss at heellerent hank onjge thegiehrrrk drom
claim 11, ,wherein third party is at | east one of an 15 investnent
bank, a btpgﬁ%sft%m%r a(gd an of f-shore bank. 15. The nethod of claim 12,

furt her conpri si ng thenstiapstef inve@eehy iifgrudtiénsafs ac tthisd FeO0if af nest tthe
third party indicating that the investnment instructions were carried out;

and set t | dutigeniicattontdede ishvalid. party by at |east one of (i) transferring f unds
fromthe 20 c ' nve nt. account to .the h|rd art

transferring fﬁmﬂ nﬁ?‘ﬁ@el[ E &‘lgh'firr‘f\?@é’pﬁ]@ﬁt %88 tre(fﬁ%}d ﬂ]e@gfftﬁgl?d
party. 16autﬂéﬁﬁc£f%%qe ah? aﬁ ﬁ&mtﬁxenm%&mu}ﬁb%r Bf m%hawn@% at M6 8iti1éh &R tbaRi
device is itnthe formof a card . The met hod claim1l, wherein the

fi nger priover tigartwérkdadm dre fﬂg\zrpcrmtlcknnﬁcanha de@ibe.f or m of a cellul ar

t el ephone. 18. The nethod of claim 1, wherein the fi ng pri nt
i dentli%f i cati onl3devitre maethed (Oheclaipy i dprtheryporppiising tBe siens Blisreseiviag. an g,

The net ho t?l.%(‘ﬁl% m%h cus%lgéln ast &) Mﬁtﬂ?(eﬁ R%'sl%ts toq&@{) 1{s 1891%’[ &ﬁ aﬁ

i ntegral TRast “one of *a erface eV| € opeérabl e

t 0 connecgarsittig tEOHREtRent m@t@u&l@ns # methietpaty woheuGHinyRgaavBiGhal if
transacti on between a custonmer and a provi der of goods or services over a

net wor k, thheusiempiowd wishes i sing the steps of: WO 01/ 63537 PCT/ US01/ 05969
14.  The method of claim 11, wherein the third party is at least one of an

15  investment bank, a brokerage, and an off-shore bank.
15.  The method of claim 12, further comprising the steps of:
receiving a transaction record from the third party indicating that the
investment instructions were carried out; and
settling with the third party by at least one of (i) transferring funds from the
20  customer’s investment account to the third party; and (ii) transferring funds into the
customer’s investment account from the third party.
16.  The method of claim 1, wherein the fingerprint identification device is in the
form of a card.
17.  The method of claim 1, wherein the fingerprint identification device is in the
25  form of a cellular telephone.
18.  The method of claim 1, wherein the fingerprint identification device is in the
form of a universal serial bus stick.
19.  The method of claim 1, wherein the fingerprint identification device is integral
with at least one of a computer and an interface device operable to connect to the computer.
30 20. A method of conducting a commercial transaction between a customer and a

provider of goods or services over a network, the method comprising the steps of:



16 providing the customer with a fingerprint identification device which
produces an authentication code when a fingerprint of the custoner matches

a stored {ig\HrsRFI Nt within the fingerprint identificati QgAehsseo
mai ntai ning an electronic site on the network over which the custoner may

5 request goods or services fromthe prqﬁi der of goods or services;
requesting that the custoner provide authentication by activating the
fingerprint identification device; receiving at |east the authentication

code and a account #}H%ﬁ% AL hdiemeCih @RGPt RRoBAONHYeyRE wiRddSo@ices
services over the networkK fromthe fingerprint 10 identification device;

t ransni t tannapthdnécaisnhedt indah iadingenaimt ahthetchstoaer oatthen astoeed fimgempritievithin
provi der _of goods qr services to a managing entity of the account over the
net wor k itRe 8AgspRRiddentyication defdcs equest i ng aut hori zation to conplete the
transaction; and conpleti. sagt | [ j ' e
account provides t hﬁg&hﬁ%ﬁg%tah%??ctztﬂg@ oﬁfe %&eAﬂent%’tB ﬁ%g%g%ggég%%y%% mw

el ect sonieqeat 8dadsdepasvices hom thy provadenet p&uds or béiwicesiet hod conprising the
steps of. providing a user with a fingerprint identification device which

produces an aut herefjessting nthebdiée whestoraerf iptgeidpr pythergfcatione bis egctivatiethebe a

stored flhti[’]’%%r rltg eélgnﬁ}: iﬂn&he 20 fingerprint identification device;

establis ¥ finecti on over the network between the user and

a managing entity Qfeilfig & RGE MY GuhhiRlVof CRRS! ind@X acdoBfi aEinbBY of Nk
t he user provide authentircation to the nanaging entity of the electronic

saf ety depewinier baix tHey paoidevatfi ggodsher fservimes povent the destwiofli dieoni dhe dangeneint 25
receiving at |east the authentication code at the holder of the electronic
saf ethy dEpUHIRUINRICEGSr the network fromthe fingerprint identification

devi ce: and Tt . . . at!
aut hent i cat i on code AGEETE AhAGuR e a4 ARGk GRS fbmAR¥ pldideh®
stored fidfRoRs bNtervised 1o AMasapiny @itk of 81 dcodurmioveMiBe Bdiwasdh 37 encrypted form,

PCT/ US01/ 05969
and requesting authorization to complete the transaction; and
completing the transaction if the managing entity of the account provides the
15  authorization.
21. A method of accessing an electronic safety deposit box over a network, the
method comprising the steps of:
providing a user with a fingerprint identification device which produces an
authentication code when a fingerprint of the user matches a stored fingerprint within the
20  fingerprint identification device;
establishing an electronic connection over the network between the user and a
managing entity of the electronic safety deposit box;
requesting that the user provide authentication to the managing entity of the
electronic safety deposit box by activating the fingerprint identification device;
25 receiving at least the authentication code at the holder of the electronic safety
deposit box over the network from the fingerprint identification device; and
permitting access to the electronic safely deposit box if the authentication code
is valid.

22. The method of claim 21, wherein the stored fingerprint is in an encrypted
30  format.



17 23. The nethod of claim 21, further conprising the step of receiving at

| east the authentication code and an el ectronic safety deposit box account
nunber of wifA/4s8r at the managing entity of the el ectroniG,s@hsid deposit
box over the network fromthe fingerprint identification device. 5 24. The
nmet hod of claim 23, wherein at |east ong~of the authentication code and
account nunber are received over the network in an encrypted form 25. The
met hod of claim 21, wherein the electronic safety deposit box is operable

to contain at jeastTihgefhddWdih 21, ifniferl@uPPRin! thERfed TqEsHiVihE @f leabt thee
to real or personal property, a certificate and an insurance policy. 10

26. A netdutdebntitatbanebde tand gpnaciedtrongs safetyt ddposinbax teamunbvenber nicthaoskr, att the

met hod conprising the steps of., providing an investor with a fingerprint

[ denti 1 GREVGIEGIGVIE QR & cta%aae@&v dengsi omenter L3 POHOBp BB i agerbrin
fingerpri. : ipyestor matches a stored fingerprint wthin the

fi ngerprilﬁfgmﬁ{cfgr@lgfl%‘gg%i on device; 15 establishing an el ectronic connection

over tshe network berwemBibolefidaiestRrwheasid a8 1ast bheobite ddmktioatidpn odeahdt he
i nvestor may provide investment instructions; requesting that the investor
provi de aaschiarninde! a reasivied @ veithe nefverk ibamkndsyptedforfiat i ng the fingerprint

identification devige:; receivi | east t,he.aut henti.cat,i on..code at the
sett| enent ban%éc'j ov_efhet%&ogé’\fﬁmkwﬁfﬁm %}Weelef(’l?rﬁagr%ﬁ%%fleﬁoﬁg O 8%??@8
devi ce; rEC&IVAiRNGt 1ENEShERM, WISt itk td @RS AtmbResctslifidseMBRttohRAKoPYEEokdIe
network fromthe investor; and transmtting the i nvest ment instructions to

a third paopatty, b cattifice@sind tahénsusamcbpoli¢gycat i on code is valid. 25 27. The

met hod of claim 26, wherein the stored fingerprint is in an en r){ t ed
formi0. 28, THeb. ot AGREIBRC B GAMANSIEE a0 A FROFCRIJFAIACSIOR §VERnEERS T method

receivin ut hentication code and an account nunber of the
investorgcggf{%g@é?%t{gg?r%ﬁt bank over the network fromthe fingerprint

identification devi Iﬁ@vidﬁ% #Pinvbker mhfwﬁngaef;%ﬁﬂltaiﬂamﬁ&aﬁmdeﬁbmﬂnﬁcﬂ madicesne
of the authentication code and_ account nunber are received over the |
net wor k i an awthenticatjqat eaglefwhem a fingerprint of the investor matches a stored fingerprint within

the fingerprint identification device;
15 establishing an electronic connection over the network between the investor
and a settlement bank over which the investor may provide investment instructions;
requesting that the investor provide authentication to the settlement bank by
activating the fingerprint identification device;
receiving at least the authentication code at the settlement bank over the
20  network from the fingerprint identification device;
receiving investment instructions at the settlement bank over the network from the
investor; and
transmitting the investment instructions to a third party if at least the
authentication code is valid.
25 27.  The method of claim 26, wherein the stored fingerprint is in an encrypted
format.

28.  The method of claim 26, further comprising the steps of receiving at least the
authentication code and an account number of the investor at the settlement bank over the
network from the fingerprint identification device.

30 29.  The method of claim 28, wherein at least one of the authentication code and

account number are received over the network in an encrypted form.



WO 01/ 63537 PCT/ US01/ 05969 18 30. The net hod of claim 26, further
conprising the steps of: receiving an instruction fromthe investor as to

whet her i{ygN Res to keep its identity anonynous; and trgiesiidolhiget he
i nvestnent instructions to the third party wi thout identifying the,

investor if the investor so wishes. 5 . The met hod of claim 26, wherein
the third party is at |least one of an investnent bank, a brokerage, and an
of f shore bank. 32. The nmethod of claim28, further conprising the steps
of : receiving g trafgACtdinll 1CQhith T MukhE E&hféﬂsiﬁgrthy sl 6Bt jRGividatn t he
i nvestnent instructions were carried out; and 10 settling wth the third
party by iatricgiastfreaneheinyestpr tas do stlether iy wishes so fkeepmits Héentity\aeenyomowss; and
account to the third party; and (ii) transferring funds intqQ the investqgr's
account Fansmitting thainvestpigpt jpstracionado thsnthird magty fvgifhont idsgFfing geginvestor 1
connerciq%ehkga%ggtggﬂvpetmeen a customer and a provider of goods or
services over a ne morﬁj the apparatus conprising: 15 a fingerprint

i dentisficati omideviTie epalicblo dl@nPredwarran wetthratpLst inat dade onshehah he
fingerprint of the customer matches a stored fingerprint, the fingerprint
i denti fi clavéstmenidank.e Wrekergees enthewr pHlsherctbenk.he network such that the

provi der of gogds servi.ces may_receive at.|least the authentication code
over the net ; gflberl%@gglo ﬁlaﬂﬂ#’ ﬁﬁg?rawr{sglg%% ¥Rt ve at |east the

aut henti cation codebsions 20uhGcidPOvbaRd SbmIaRAShiRL p%%vhﬁcﬁéatﬂ%efhai hee
network, and (ii) authorize the transaction if at |east "the authentication

code i s viavéstine@4nstibaompparcaburedafut;andi m 33, wherein the stored

fingerprint is in an encrypted format. 35. The nefhod of_ cl ai 3, Wwherein
the fi%hgerpri nt | desriiting cuh e thiqivagy by at Jepsh oG § (%tfﬁ%sfﬁﬁﬂé‘&ii{l?éssafm &t

the aut hei?l%f%s}%&tg Q&oﬁlg’cgtr% @g%ﬂ@ AGGOMN ‘ig%@ferr%{)g' Hﬁﬁs G LR ShvesRY rag{:&ﬁlt

network t'0 the provi goods” Or “Sservi ces. e apparatus o alm
35, wher efrbmathe thedphartpne of the authentication code and account number are
in an encrypted form 37. The apparatus of claim 33, wherein the network is
at |east part B thén|apperhetior agthoBgingTheompisarialt hansadtion] betwegba qusOME n

the pr Ocee§nSdi an}%o{fji%lt otj gsooa ot s%?'\lfigest Sve grng;v&;ork, the apparatus comprising:

15 a fingerprint identification device operable to produce an authentication code
when the fingerprint of the customer matches a stored fingerprint, the fingerprint
identification device being connectable to the network such that the provider of goods or
services may receive at least the authentication code over the network;

a processing unit operable to (i) receive at least the authentication code from

20  the provider of goods or services over the network, and (ii) authorize the transaction if at least
the authentication code is valid.

34,  The apparatus of claim 33, wherein the stored fingerprint is in an encrypted
format.
35.  The method of claim 33, wherein the fingerprint identification device is

25  operable to provide at least the authentication code and an account number of the customer
over the network to the provider of goods or services.

36.  The apparatus of claim 35, wherein at least one of the authentication code and
account number are in an encrypted form.
37.  The apparatus of claim 33, wherein the network is at least part of the Internet.

30 38.  The apparatus of claim 35, wherein the processing unit is operable to permit

the customer to access the account, the processing unit comprising:



the custonmer to access the account, the processing unit conprising: WO
01/ 63537 PCT/US01/ 05969 19 a network server operable to (i) establish an
el ectroni gARREEti on over the network with the customner pdindoipgRyest
that the user provide authentication by activating the fingerprint
identification device; (iii) receive at heast the authentication code and
the account nunber of the custoner over the network fromthe fingerprint
identification device; and (iv) 5 permt access to the account if the

authenti cati on code, h,gnwak isgrvel?’g%e[rlﬂg t@r{ga&%‘lﬁh af dlRoMBEmebsLbikrtihe

processing unit is turther operable to ermt the custoner to at |east one
of (i) trrensbkrwith tedsistonoam (i) ecquestothat the aset proville dethostidatiof bydstivaiing théie
account, when access is permtted, 40, Thie apgara us.of, cl ai maég wher ei n
the pr ocesgermying pfantifisatipnedeyinee (i) rseiviat leagighhe putheniiqaging codoantt the ascoht

el ect roni Iﬁm&g{r%whedcgggo%ﬁér B thel Ui HAESER T B drint GOIRIHA OPac Ao O BhUREK

server operable to establ I'sh anelectroni onnectl on over

Wi th tshe gstteeBdss td fhehcéRatEshe AfiBdntichtonCdsdt @yeilidpr ovi de aut henti cation by
activating the fingerprint identification device, (iii) receive at |east

t he aut henti cal9. on Tardappevedus ohedainnd8wwhseirtberprasessing yeit py fusther operable to

identification device; and (iv erm.t ,access to the electronic, 15,safety

deposit Bkt the CUFtamet %‘? I‘%Ee&ﬁ% ?{‘gen?%gff% SrcBds fomy, 419 gecoyys azxﬁl.éug%%)gﬁl t us
of clai mgfqs WiehehBodule WIAGeSSE NheRitleqi S further operable to receive at
| east the autlhenti cation code and an el ectronic safety deposit box account

nunber of thedustBnespmvaus dheameBdpwkerbinotre tphecefiimgyenipris nperable to permit

identification device. 42. The nethod of ¢l.ai m 40, wherein the electronic
saf et)) depesptomEiojagcespan slsriEono galply depafithoy, de Nrecesting Helt SPURTIRE] | title

to one or more securitdesy Lkl 8P%rgk))/l'éet§g(i)of%sté%%l§ %Haélectl%'hfbog&fnéftriﬁ%%ver the

certificate, and an insurance po he apparatus of ¢

wher ei N thewHIkoss He@istonick; (ii§ repesiakdiehd Quspafidriprovitld eutbasicati®i by ectbandyct
an investment transaction over the network, the processing unit

conpri si nge MFewprinetidentiticgiéon deviepeliiaoresivd af iopstethcapithaicatione reds pYmi e
connection over _.the twork with the customer over which th st pner_.may
o ovi de. {TRIESEENE PAOHESEET bR ap o Pieard QAwelHE Rett onas sRouTHe
aut hept | cabdiP Rt dok ivAtERGHRBIELMIBERLOM is vhEgnt i fi cation device; (iii)
receive at least the authentication code over the network fromthe
fingerprint idéntifTlasppemetdevi cleim @Dyyhereinethe @roaevasg neits furthier operldado at
the settlenment bank .. : .

receive at least the authentication code and an electronic safety deposit box account number

of the customer over the network from the fingerprint identification device.

42.  The method of claim 40, wherein the electronic safety deposit box is operable

20 to contain at least one of a will, title to one or more securities, title to real or personal
property, certificate, and an insurance policy.

43.  The apparatus of claim 33, wherein the processing unit is operable to permit
the customer to conduct an investment transaction over the network, the processing unit
comprising:

25 a network server operable to (i) establish an electronic connection over the
network with the customer over which the customer may provide investment instructions;
(i) request that the customer provide authentication by activating the fingerprint
identification device; (iii) receive at least the authentication code over the network from the
fingerprint identification device; (iv) receive investment instructions at the settlement bank

30  over the network from the customer; and (v) transmit the investment instructions to a third

party if at least the authentication code is valid.



30 over the network fromthe custoner; and (v) transmt the investnent
instructions to athird party if at |east the authentication code is

val i d. 1%3937 PCT/ US01/ 05969 20 44. The apparatus ofpcglddofodie
wherein the processing unit is further operable to receive at l[east the
aut henti cation code and an invest nent a?ﬁount nunber of the custonmer over
the network fromthe fingerprint identification device. 45. The apparatus
of claim 43, wherein the processing unit is further operable to 5 (i)
receive an i nsiy uCtiRNafy0Md BEciGHPUMBherdh 0 pRRELRRL uhk iHEIRS obQakEH
its identity anonynous; and (i11) transmt the investhent instructions to

t he thir deg@avd 3t lebdthbe tuihdeiidatiby icnde anden dussiomet acéounhaumbst ofvthe istomer

wi shes. 46. The apparatus of clajm 43, wherein the third party is at |east
one of arPVer WpastrIkIa e fingeprek derglcationdiesiseof f - shore bank. 10 47. The
apparatus of cjJaaim j 1 it d I i
receive a tran4ssgct ighﬁe ﬁégﬁé erél%ﬁ% ﬁ%o‘&ﬁi&?féﬂgg ?é/ctelsér%%% @g?#%gl @ﬁgtg p{rh%le fo

i nvestsment) ieosilve Ut ingfictiohefieme tel tRtbn@itas RNWhéthe) itSwishbe tavikedp 9 edémity d
party by at |east one of (i) transferring funds fromthe custoner's

i nvest nmerfonywoRm end i) transmi thel inygstment aplauqtiony ta tha tlifepartbhyitheiddentifiog t he
custoner's invest t account fromthe third party. 15 48. The apparatus of
cl ai m 33, %%%{(Epﬂrg“fﬂ? FISRGET 5 A% dent i fi cation device is in the form of

a card. 49. Thg appaiatysirais f&ﬁg&lm@a& Wheral :i’lllé bigird ip@ﬂ?ﬁ@@t”l%as% Oone_l_%fe an

identification device is In formof a cellular teléephone.

appar at usnodstmémibanid 3, brokeregd, and e offishgerbpnk.nt i dentification device is in
20t hl% form Of4 A un’li“l\x/eegggalratﬁse roif acllair?luésm,sgvihgriéin the processing unit is operable to (i)
receive a transaction record from the third party indicating that the investment instructions
were carried out; and (ii) settle with the third party by at least one of (i) transferring funds
from the customer's investment account to the third party; and (i1) transferring funds into the
customer's investment account from the third party.
15 48.  The apparatus of claim 33, wherein the fingerprint identification device is in
the form of a card.
49, The apparatus of claim 33, wherein the fingerprint identification device is in
the form of a cellular telephone.

50.  The apparatus of claim 33, wherein the fingerprint identification device is in

20  the form of a universal serial bus stick.



