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Em-aa, ~e. ~0a~~m ~u~aau, ~. ~~. , ~~ | WM N=~~~ FI ELD OF THE | NVENTI G&/0pf#902
invention relates to a nethod and arrangenent for enbeddi ng suppl enent al
data in a signal, conprising the steps of encoding the signal in accordance

wtth an encodi ng process which includes; the step of feedi ngm’ HMWM
encoded signal to control said encoding, and nodifying sel w m of
t he encoded signal to represent said suppl enental data. BACKGRQND HE

| NVENTI ON There is a growi ng need to acconmopdat e suppl enent a dat'®"in audio

and 15 viﬂﬁ&dai'ng@é’ﬂp?erﬁéﬁta@dﬁﬂn%%%leh ¥ighdtVi si bl e manner . ForWIl/ﬂM[MM/m{e

wat ermarks are to be enbedded in nultinedia assets to identi
or copyright status of docunents and audi o-vi sual prograns. The*aepher mark
provi des | egal proof of the copyright owner, allows tracing of piracy, and

supports glRepRSPTaEIvoENGiognt el | ectual property. A known nethod of

wat ermarking a video gjgnal as defined in the opening 20 25 30 paragraph is
di scl osed in F.Hart unghg’ﬁ‘ englopyrelges t°'alﬁ‘e&iqdépg%‘?“@ﬁﬁﬁ‘&lf?rﬁgﬁ’ﬁ?ﬁ%w and

Conpr ess euippeniensil da@ph Esigdl, corPBiing e steBOGE @b RlingAlie sigmad irkacngrdarse dthan n

achi eved i i 1 O i i gt r eam of
achi eved ﬁg%%%r%&és@@hi%ﬁ kiRGIdEhD6dp GOBEdighag i eh&dfecﬁ"ﬁg&mqod&tr& shidl

er. As.i.s generally kn , _an EG2 encoder i.s a predictive
encodor 1 TEPEE At BOF BRI eR TP S ool SR Bty s aipelLenty
predicti ofterror (the difference between the input signal and a prediction
t hereftor) is encoded rather than the input signal itself. The prediction

signal i I I ing the encoded signal. In the prior-art
met hod, t §%§?‘M‘%§@f€%§f@ﬂ after conventional coding. The capacity
avai |l abl e for wat er madkérais a gieviag oerddd aecogmeidate supptinsentrhdatein adiperads to be
restrict eddeoGikhlen ANAcPIMNRYisidte thitmet. MYEMNBIEN, WhtchfarRiar® R teCinbeddel i

i ti t ovi de . a. methad of embedd t al t . ded
ent ] onh BRI Bl R A GUPR SRR Bl l ©To0Re
al ter'ed virogrems. Thameteamark arqvides legalproad gf tha somysighiayynga fallopsiracing of piracy,

13/ 06/ 200zd2ugpertt Mepradion bhRtelBithdgropegr ding to the invention is
characterized in that ,t,he

A’knéwn method of watermarking a video signal as defined in the opening
paragraph is disclosed in F.Hartung and B.Giros: "Digital Watermarking of Raw and
Compressed Video", SPIE Vol. 2952, pp. 205-213. Watermarking is herein achieved by

20 modifying selected DCT coefficients in the output bitstream of an MPEG2 encoder. As is
generally known, an MPEG2 encoder is a predictive encoder including a feedback loop to control
the encoding process. A prediction error (the difference between the input signal and a prediction
therefor) is encoded rather than the input signal itself. The prediction signal is obtained by locally
decoding the encoded signal.

25 In the prior-art method, the watermarks are inserted after conventional
coding. The capacity available for watermarking the encoded signal in this manner appears to be
restricted.

OBJECT AND SUMMARY OF THE INVENTION

30 It is an object of the invention to provide a method of embedding
supplemental data in an encoded audio or video signal, which allows more bits of the encoded
signal to be altered without substantially affecting the perceptual quality.



step of nodifying the selected sanples is carried out prior tolﬁakgﬁéfeding
back of the encoded signal and includes nodifying at |east one

sanpl e of the encoded signal preceding the selected sanple if said further
sanple nodification is found to inprove the quality of said encoding
process. The step of enbeddi ng supplemeptal data prior to feeding back the
signal has al so been proposed in Applicant's non-published European Patent
Application No. 972001 97.8 (attorney's docket PHN 16.209). Wth this step
it is achieved that adverse effects of a sanple nodification wll be
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with the APRIEAEGINC. S72Q9d97.8 allowsyrygryd PO it tbs epigpstsat ths expenss ool ¢Be
oper &3 oninerkasel€thd qaintiamipameist. shown in Fig. 1. Fig. S shows a flow chart
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Fg 1 Flg. 6 shove. An bty afts o P REREARRLE Bhcholdlheli i RMTRE T
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solution to these kinds of instability problems and related amplitude clipping problems.

Other objects, features and advantages of the present invention will become
apparent upon perusal of the following description in conjunction with the appended drawings,
wherein:



operat.i on of the arrangenent shown in Fig. 6. 15 DESCRI PTI ON CF @ES&NENTS
The invention will be described with reference to unity bit enclg but
it will be understood that the teaching can al so be applied to other types
of predictive encoders such as DPCM (e.g. MPEG encoders. A delta-nodul ator
arrangenent will be described first because of its easy-to-understand
operation. Subsequently, a sigma-delta nodul ator arrangenent 2 0 will be
descri bed which will nore likely be used in practical encoding systens.

Fig. 1 shows an arrangenent for enbeddi ng supplenental data in a delta

nodul at eobmnmsdmpﬁmoémmwlmﬁm i nvention. The arrangenent
conpri ses a conventi o %. a_nodul I nc udeslr%&s.ubt cter

a polarity detector Oé"sti‘g@g?ﬂgﬁﬁe‘ft f?rteé'fvggi%ng PR UGB 4d 18

gener at esmedutatesihignal mracwrdancemtkgﬁ)almvanw subtracting a prediction signal i~
from2 5 the input si 9%_@'2 X shobN§gral R&Nefdrn®® BhdtAle Be beraRRlrad to the

pol arigy detect 0{' 12 Wn produces, at a rate determ ned by a sanpling
frequencf R aid s&’ﬁ%’\% 1ga}1 output sanple "+1" for x~ and an output sanple
"-1" for x<k. A feedbﬁtng Blesois a ]fﬁ’“i Hhert teiidlystrateethelepastion 9f  Modificatiad cfrguis ummer
or i ntegrahiek ks shéwOitag.n. t he prediction signal ~C. In a conventional delta
nodul at or, the feedbagk 14 s con Q ut of the
polarity detector 12. F kohoosaﬂm %eﬂ%cremq)ed@ngsu@ﬁ%énegtgﬁé/agn ‘oAl del t a
modul at ordeltR/mOéulmﬁéﬂgeacl|na$q09rdalr°iegwth2h°slﬁm0@ he input signal x, the
prediltion signal R ap, mﬁm%raqmdﬁdrdew;gaw detta @ivalulayor Giterd Wigclc R Rk kienal
delta m)dul dlator. Owglﬁpl prediction signal Ris also the output signal of
a recei vef a?%ni' own |ngF'5 b(gi?l 13/ 061 2002 Wth reference to Fig. 1
agai n, the arrangerrenflgﬁrfi ac’&)‘r el MiAr hL G shewisignehwaveforos pHisiate the

nodi f| cat dpRfuti6h bLHé hrrahgihiént Bhdvin B enNect ed between the polarity detector 12
and the feedback |oop 14. The nodification circuit nodifies selected ones

of thlers pol arll'%ﬁ? detector's outE&Tt bits in response to a selection signal s.
For exanpPBSCRIRIIGNQFEMBODIMERTScUit 5 repl aces every 100th bit of the
encoded signal y by aThtinveftiod wikbedesbribed dthaeforhiéeto inity bibebdérs batior ed in

a water r’rB‘(,{ﬁ b%%kger%tg(?d t%[ate[ﬁ t%achpr\ g 2 tah Ql?(g Eé/ %Jp}‘led Eo%gl F@g d 6@%&&% Ehdofith t

inverts se nverted bits
r epr esent kg P%MﬂﬁseMﬁﬁﬁkerwa@eas - pedeltapppd utarog arr@géma%“ﬂatbééessﬁ@ ddfrftect of
nodi fyi ngbeaaise beits easly-oiindeistand ofebeation Bubstedersiypngimy-délia modsdidt@raandemeat a bi t
W, Thep | “@Hl %%Ed% &B grﬂerr?]lg{ég %iy%@%Led‘ﬁ E}a@u&l Q’ﬁo&)lg s:}stlﬁ-tho prediction

signal ~ an nDdl s Figure.
Ref erence nu rrer aI 21 b los R aTaasEdblder SBhedd AaIpPlsientahditiag dskion
at t enpt edmbdulgétbbgriahintaoeorddngeiwizh thieheveatidre ﬂfﬁeai'rangémemtraasmprtsei a baseritioealval ue
- 1" whi C(!ﬂ:ltg h{ofdﬁlﬁt%r § SR {i@?dégh E'lﬁ)traétér 1194 p& qt@@%tﬁf at?fesod?r% filRpeR! | ' ng

that the ction. sig t he, ou elver,

|
can easi | %9@ %%‘ﬁ !ﬁ%&eraﬁfﬁé D5 ctlﬁﬁaa'r?r. Se%lel %W E%la& egrefiﬁaorqﬂ&rﬁf & fiom ¢ on
noi se> Bethe inpet dignal il predidtidibersir grigdpplied 1 theebldaty det¢otor tid evhéchqmeldieessati nput ,

the quanty é?et deRAmfikd 9§ a Wrldlin ‘ﬁ@&&ﬂ&'ﬁ“ rJoYshQan? QﬁrBEtBr?tastm%EleaW oV £OLdahh Y

| ted. t t
(Fi 0. 1) PPl cd’ P RGUaPelgond s REdrs o Feefing Rl @ SHBEIA ng ¢ he

wat er mar Kinieggratdnpto obtuirf theipidicgorn srgnabk/e the encodi ng quality. An exanple
thereof is shown in Fig, c&vex&ﬂ;ﬂﬁlweltéBdelﬁW%he%e@H@cﬁc 16<o 2. 19c6nh1€ct&f Bt i on

sign fc, the di fi.ed enco a errrar |t 21 are
Showme | ORI IR ROl ftoD] R h TP E0TEY & R &FPICOBREEA | o ol o
nodi f i ed. méduzopMorspantiadark . Msm;w’s lheFinpgu signal mytbcpmdietion Egnalwandthe t he

overal | q%@&éd%ﬂ%ﬂupﬁgrﬁi J Qf thé (S,oroQxﬁfoﬁQDﬁefté'ﬁlBﬁ'tﬁitoxr RAWGRH pre-ﬁﬁ@ioﬁ el %anlwal ity
is thus C@nm der ab ‘y rove he_exanpl e shown in Fig. 4, a good

per f or mant®8 OFBULSHNA} Hedoe5iye $§Wﬂ§{%g51the bit i mediately preceding the

watermark bit. This is not always the case. Mdification of the 2nd, 3rd,
etc. bit preceding the watermark bit, or a conbination thereof, may

i nprove the perfornmance even nore. An exanple thereof will be given later.

To obtain the above described effect, the arrangenent shown in Fig. 1 is

adapted to execute the delta nodul ati on process for various conbi nati ons of

preceding bits, and 3 0 select the conbination which gives the best result.

Said testing of various bit conbinations is herein also referred to as

"l ooki ng ahead" and the bits preceding the




13/06/.2002 5 watermark bit which are being considered for nodifij ?@2%0@2 are
referred to as "l ook-ahead" bits. The nodification process is plg d
under the control of the nodification circuit 2. The circuit can be

i npl enented in software or hardware, depending on practical aspects such as
speed and hardware conplexity. Fig. 5 shows a flow chart to illustrate the
operation of 5 the circuit. It is assuned that the input signal x is stored
on a storage nmedium (not shown in Fig. 1 ) and that every 100th bit of the
encoded signal y is to be replaced by a watermark bit w. To this end, the

I nput 93' 926” X | f] di V'vﬂ&fkefegbfn@e &%ﬁ%@ﬁp,&ﬁ&%&@é@éﬂtﬁid&%ﬁ%&gk@ﬁ?ﬁe sanpl S;
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e t 0 .

Havi ng t hus en a_segnen [ nput sanpl ?s, t he arrangenent returns

to step 50 for pr oces &t 1§ exampleshepndp Bigehe gogd periagmpnee peobipiprddyimqdilyinghat  a
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differs fromdelta nodulation in that the input signal x is filtered, prior
to encoding, by the sanme filter as the filter in the prediction |oop of 15

a delta nodulator. The filters in the input path and feedback path are then
replaced by a single filter in the forwardpath of the encoding | oop.




An arr.angenent for enbeddi ng supplenental data in a signa-delt33q¥?g? ted
si.gnal in accordance with the inventionis shown in Fig. 6. Th é qgenent
conprises a conventional sigma-delta nodul ator 6 which includes a
subtracter 61, a loop filter 2 0 62, a polarity detector 63 and a feedback
| oop 64. The subtracter 61 subtracts the encoded output signal z (having
the value "+1" or "-1") fromthe input signal x. The difference signal dis
filtered by the filter 62. The filtered signal f is applied to the polarity
detector 63 which produces, at a rate determined by a sanpling frequency f
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Figs. 10A-10D show the encoded signal z and the third integrator output

20 signal c under various conditions. The waveforms shown in Figs. 10A and 10B are the same as
the corresponding waveforms already shown in Figs. 8 and 9, i.e. without and with the
watermark bit 90, respectively. Fig. 10C illustrates the effect of setting look-ahead bits 91 and 92
to "+1" and "-1", respectively. By comparison with Fig. 10B, it can be seen that the third
integrator output signal amplitude is reduced and the length of successive 1s in the encoded

25 signal is shortened. Accordingly, the quantization error is reduced. Fig. 10D shows that the
performance of the sigma-delta modulator is even further improved by another setting of look-
ahead bits, viz. by setting both look-ahead bits 91 and 92 to "+1".

The algorithm for determining which combination of look-ahead bits yields
the best encoding quality may be the same as already described for delta modulators with

30 reference to Fig. 5. That is, the quality O(c) of encoding a given sequence of input samples (e.g.
Xo0..X20) is determined for various combinations ¢ of look-ahead bits (e.g. zo..z2). The output
sequence corresponding to the highest encoding quality Q is then
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further criterion for selecting a combination of look-ahead bits may be the

presence (or absence) of overflow in a given integrator. Because sigma-delta modulators are very

sensitive to input signal levels (in contrast to delta modulators which are sensitive to input signal

slopes), overflow can easily occur in response to embedding a watermark bit. As already

mentioned with reference to Fig. 7, the integrators are protected against overflow by a clipping

20 mechanism which keeps each integrator's output signal at a maximum value.
Figs. 11A-C show the encoded signal z and the third integrator output signal

c under clipping conditions. Again, the input signal is 0.5V dc. For reference, Fig. 11A shows the
signals without watermarking. In Fig. 11B, a watermark bit 95 has been embedded in the
encoded signal. Its position differs slightly from the position of watermark bit 90 in the previous
25 examples. Reference numeral 96 denotes clipping of the third integrator due to embedding the
watermark bit 95. In an embodiment of the modification circuit, different combinations of look-
ahead bits are tested until a combination is found in which clipping no longer occurs. An
example thereof is shown in Fig. 11B which shows the effect of setting look-ahead bit 97 to
"1
30 In summary, a method and arrangement for watermarking an audio or video
signal is disclosed. The signal is encoded by an encoder which includes a feedback loop to
control the encoding process, such as a DPCM encoder or a (sigma-)delta modulator. The
watermark is embedded by modifying selected samples of the encoded signal. Said modifying is

carried out before the encoded signal is fed back so that
35
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are also modified in such a way that the error induced by the watermark is further reduced. This
is achieved by "looking ahead" which (combination of) preceding sample modifications yields
the best encoding quality.
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10
2. The method as claimed in claim 1, wherein the step of further modifying comprises
successively encoding a segment of the signal with different combinations of further modified

samples until a combination corresponding to a higher encoding quality has been found.

15 3, The method as claimed in claim 1, wherein the step of further modifying comprises
successively encoding a segment of the signal with different combinations of further modified
samples, determining the encoding quality for each combination, and selecting the combination
corresponding to the highest encoding quality.

20 4, The method as claimed in claim 1, comprising the step of decoding the encoded

signal and determining the amount of quantization error between the decoded signal and the

input signal, wherein the encoding quality is represented by said amount of quantization error.

5. The method as claimed in claim 1, wherein the encoding is unity bit encoding.
25

6. The method as claimed in claim 5, wherein the encoding is sigma-delta

modulation.

7. The method as claimed in claim 6, wherein the encoding quality is represented by

30 the longest run of successive same values of the encoded signal with embedded supplemental

data.
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represented by the mean dev1at10n of the amplitudes in a selected stage of a 100p llter in the

sigma-delta modulator.

10. The method as claimed in claim 6, wherein the encoding quality is
10 represented by the occurrence of a maximum amplitude value in a selected stage of a loop filter
in the sigma-delta modulator.

11. An arrangement for embedding supplemental data in a signal, comprising an
encoder for encoding the signal including a feedback loop for feeding back the encoded signal to

15 control said encoder, and means for modifying selected samples of the encoded signal to
represent said supplemental data, characterized in that the feedback loop is connected to feed
back the modified encoded signal, the modifying means being arranged to modify at least one
further sample of the encoded signal preceding the selected sample if said further sample
modification is found to improve the quality of said encoding process.

20
12. The arrangement as claimed in claim 11, wherein the encoder is a unity bit
encoder.
13. The arrangement as claimed in claim 11, wherein the encoder is a sigma-

25 delta modulator



