1 System and Method for Conditionally Attempting an Emergency Call Setup Field of the Application
The application relates to electronic communication, 5 and more particularly to emergency call setups
for communication devices. Background According to Section 5.1.6 of IS 24.229, version 5, upon a
mobile device receiving a 380 (Alternative Service) 10 response with a <type> child element set to
"emergency”, the mobile device is to automatically attempt an emergency call setup over the CS
domain. If the emergency call setup is sg\ecessfil, thenap GOErEsPCY call is established for the mobile
device. The mobile device normally receives the 380 15 response in response to transmitting an invite
request message to therlitlvb A aheYefdtd, &yt amdniihgmeris@ERciedoekt meeksge, the mobile
device can trigger the process of establishing an emergency call in the event that there is an

emergency; 20 gugimanyeof Abe Anpeatsm According to a broad aspect, there is provided a
method in a communications device comprising: maintaining at least one condition for attempting

emergency call setups; teceiving a.message prompting an emergency call setup, the 25 message
conforming to a third ge:&?leati%ﬂ%?ﬁblgi% &éﬂﬂle(repm%%n gst%ﬁda%)d?%i&%/ﬁ?é:spco%@qg'r&%i\'/iﬂa’the
messdge prothptmgehpanérgehay call setupmattgeptng dtlad Eneegemsy ¢alrsetup only if any of the
at least ong Gongion b 3SR ces

Backgr ound

According to Section 5.1.6 of TS 24.229, version 5,
upon a nobile device receiving a 380 (Alternative Service)

10 response with a <type> child elenent set to "emergency", the
nobil e device is to automatically attenpt an emergency cal
setup over the CS domain. If the enmergency call setup is
successful, then an energency call is established for the
nobi | e device. The nobile device normally receives the 380

15 response in response to transmtting an invite request nessage
to the network. Therefore, by transmtting the invite request
nmessage, the nobile device can trigger the process of
establishing an enmergency call in the event that there is an

enmer gency.
20 Summary of the Application

According to a broad aspect, there is provided a

met hod in a communi cations device conprising: maintaining at
| east one condition for attenpting energency call setups;
recei ving a nessage pronpting an energency call setup, the

25 nmessage conformng to a third generation nobile cellular phone
standard; and in response to receiving the nessage pronpting
the energency call setup, attenpting the enmergency call setup
only if any of the at |east one condition is satisfied.

According to another broad aspect, there is provided
30 a conputer readabl e nmedi um havi ng conput er execut abl e



2 instructions stored thereon for execution on a processor of a computing device so as to cause said
computing device to implement the steps of the method summarized above. According to another
broad aspect, there is provided 5 a communications device comprising an emergency call setup
function having: means for maintaining at least one cgndition for attempting emergency call setups;
means for receiving a message prompting an emergency call setup, the message conforming to a third

generation mopje, CR{IWALPRENG 4 Standatdand, means dgt A BH”%tRB’&‘&é%%}Cyo“fa” etup in

response to receiving the message prompting the emergency call setup only if any of the at least one
condition i€ @Bmsidd1g devi secsdir@ptot dnotiaersitroadi sbpeethérend pieude® atrethod in a

mobile ceIMI&ﬂ t@@gﬁ{nrpwéicgtg%ngyvoglﬁ@m@%mmag@iag 2 lgast one condition for

forwarding messages that prompt a target communications device to attempt an emergency call setup;
receiving a message that prompts a target communications device to attempt an emergenﬁ%/ecall

setup, the message corf§fihgt&'d thitd BBREARLNIHOGE 36 RERlIar pR&RE standBFP e

forwargingathednessadsadipoa e sienalirg dateppatsiandy Kany el the atlgashpne sendigon is
satisfied. Accordir{ﬁ to another br(:f]ad aspect, there i;grovidﬁd a computer reagable medium

having corhBlfk 'eXBcBKIeS5 iHBaRGoASEtoBY tHeALEh S Aleclfigs bnFrdceaght 42

computingfdavice seapttd wgusersaigecaypuetiid dedee tsimpleaest the steps ef thengeshod

summarized above. Accordi E to another broad aspect ‘here %'s prov{ohed a mobile cellular
R%ﬂ! I T "setup, e nessage

telecomm{FicafHs Mt OpRBing " 9ency ca

conformng to a third generation nobile cellular phone
10 standard; and neans for attenpting the energency call setup in
response to receiving the nmessage pronpting the energency call

setup only if any of the at |east one condition is satisfied.

According to another broad aspect, there is provided

a method in a nobile cellular tel ecomuni cations network

15 conprising: maintaining at | east one condition for forwarding
messages that pronpt a target communications device to attenpt
an energency call setup; receiving a nessage that pronpts a
target comuni cations device to attenpt an energency cal
setup, the nmessage conformng to a third generation nobile

20 cellular phone standard; and forwardi ng the nessage along a
signalling data path only if any of the at |east one condition

is satisfied.

According to another broad aspect, there is provided
a conput er readabl e nedi um havi ng conput er execut abl e
25 instructions stored thereon for execution on a processor of a
conputing device so as to cause said conputing device to
i npl enent the steps of the nethod summari zed above.

According to another broad aspect, there is provided
a nobile cellular tel ecomunications network conprising a
30 nessage bl ocking function having: nmeans for maintaining at
| east one condition for forwardi ng nmessages that pronpt a



30 message blocking function having: means for maintaining at least one condition for forwarding
messages that prompt a 3 target communications device to attempt an emergency call setup; means
for receiving a message that prompts a target communications device to attempt an emergency call
setup, the message conforming to a third generation gobile cellular phone 5 standard; and means for
forwarding the message along a signalling data path only if any of the at least one condition is

satisfied. | o oo ACERIHRG 9. RFDRE AR aspech Beteavoured Adpaiipringapobile celluar
telecommunications networ comprising: receiving messages, each message being directed at a
respectiveS&igéd corBamsichting @9Lte farprempeng age tdrgat cirhampicationt AedRle to attempt

an emeroqsnati e dhe MRRAROeS ConiREABIC adhieharRiton caphilecaliar Age
standard; and for each message, blocking the 15 message from being forwarded along a signalling
data path.message conformng to a third generation nobile cellular phone
5 standard; and neans for forwarding the nessage along a
signalling data path only if any of the at |east one condition

is satisfied.

Accordi ng to another broad aspect, there is provided
a method in a nobile cellular tel ecommunications network
10 conprising: receiving nmessages, each nessage being directed at
a respective target communi cations device for pronpting the
target comuni cations device to attenpt an energency cal
setup, the nmessages conformng to a third generation nobile
cel l ul ar phone standard; and for each nessage, bl ocking the

15 nessage from being forwarded al ong a signalling data path.

According to another broad aspect, there is provided
a conput er readabl e medi um havi ng conputer executabl e
instructions stored thereon for execution on a processor of a
conputing device so as to cause said conputing device to

20 inplement the steps of the method summari zed above.

According to another broad aspect, there is provided

a nobile cellular tel ecomunications network conprising a
nmessage bl ocki ng function operable to: receive nessages, each
message being directed at a respective target communi cations

25 device for pronpting the target conmunications device to
attenpt an energency call setup, the nessages conformng to a
third generation nobile cellular phone standard; and for each
message, bl ock the nmessage from being forwarded al ong a
signalling data path.



According to another broad aspect, there is provided a computer readable medium having computer
executable instructions stored thereon for execution on a processor of a computing device so as to
cause said computing device to 20 implement the steps of the method summarized above. According
to another broad aspect, there is provided a mobile cellular telecommunications network comprising a
message blocking function operable to: receive messages, each message being directed at a

respectivegarget CB@E’BW"BWQJ?? 23 deyige @ra%olq%}cging the target communications device to

attempt an emergency call setup, the messages conforming to a third generation mobile cellular phone
standard; and for each message, block the message from being forwarded along a signalling data

path. 4 Brief DescriptiofF®PR BRting¥ | | NowRsodlfehitd RAChow bB deatRh8A Mtht ference

to the attaglhed deavdaae i WhBl ngs i n WHoee: A is a block diagram of an example 5
communication system; Figure 1B is a block diagram of a mobile device; Figure 2 is a flowchart

of an example method qf .conditionglly attempting an emergency call setup; Figures 3
through 6 are flowcharts ofthér Egérlnﬁlealcﬁ fn%%ﬁoég 8%%’}1'8% naﬂQ a 1’5%5]3%% an emergency call
setup;Figerentrisna blickahagnast ehanother communications

Figure 1B is a block diagram of a nobile device;

Figure 2 is a flowhart of an exanple nethod of
conditionally attenpting an energency call setup;

Figures 3 through 6 are flowcharts of other exanple
10 nethods of conditionally attenpting an energency call setup;

Figure 7 is a block diagram of another communi cati ons
system

Figure 8 is a flowhart of a nethod of bl ocking at
| east sonme nessages from being delivered to their target nobile

15 device; and

Figures 9 and 10 are flowcharts of other exanple
nmet hods of bl ocking at | east sone of the nessages from being

delivered to their target nobil e device.
Det ai | ed Description of Enbodi ments

20 As noted above, a nobile device can trigger the
process of establishing an enmergency call when there is an
energency. However, Section 5.1.6 of TS 24.229, version 5,
also allows for the possibility that the nobile device
establ i shes an energency call when there is not an energency.

25 For instance, an entity can send a 380 (Alternative Service)
response with the <type> child elenent set to "energency" to
t he nobil e device thereby pronpting the nobile device to
automatically attenpt an energency call setup. The entity



system; Figure 8 is a flowchart of a method of blocking at least some messages from being
delivered to their target mobile 15 device; and Figures 9 and 10 are flowcharts of other
example methods of blocking at least some of the messages from being delivered to their target
mobile device. Detailed Description of Embodiments 20As noted above, a mobile device can trigger
the process of establishing an emergency call when there is an emergency. However, Section 5.1.6 of
S 24.229, Hegpipn e alsa YN (96615 RORRIBHIBENaK R BOPL deyice esialishes Ag apgraency
call when there Is not an emergency. 25 For instance, an entity can send a 380 (Alternative Service)
response RItRLIRE atypeRIrGITRIE ALNDSet tOI"e M IS " 36 fheemobilé Riel/lesheidoyairofipting the
mobile deyig teguionAlsally siemAPg ANPGRREY £al o TomANiEh SRNIGRCY rogyq moblle
device, a mobile device with a faulty protocol implementation, or a rouge server. Inthis situation, the
mobile deviéé WuRY 8iitohiti¢ally bierpt BhEHmerlenBy capBafupéveBotgAEere gt be no
apparent gfagrgeney. Jft h Mmesagse witha numpes 3xx - yyhers (e daands fos Zigits s mean

redirection and they might be sent by a rogue or faulty mobile device or server. Conditional Emergency
Call SetupTe¥mBAIchA6H iS98tepnd they might 'be sent by a rogue or faulty

mobi | e devi ce or server.

Condi ti onal Emergency Call Setup: Communication System

Referring now to Figure 1A, shown is a block diagram
10 of an exanple comuni cati on system 40. The communi cati on
system 40 has a wireless network 20, a nobile device 10, and
ot her nobil e devices 30; the comuni cation system 40 may have
ot her conponents, but they are not shown for sake of
sinplicity. The nobile device 10 has a wirel ess access radio
15 16, a processor 17, and an energency call setup function 15;
t he nobil e device 10 nay have ot her conmponents, but they are
not shown for sake of sinplicity. The other nobile devices 30
may each have conponents simlar to those of the nobile device
10. Alternatively, sone or all of the other nobile devices 30
20 may have different conponents than those of the nobile device
10.

I n operation, the nobile device 10 conmunicates with
the wirel ess network 20 using its wirel ess access radi o 16.
The wirel ess communication is over a wireless connection 19
25 between the nobile device 10 and the wirel ess network 20. The
ot her nobile devices 30 may simlarly conmunicate with the
wi rel ess network 20 over respective wreless connections (not
shown). The comunication with the wirel ess network 20 m ght
for exanple be tel ephony, or other forns of communi cation such
30 as emil.



Referring now to Figure 1A, shown is a block diagram 10 of an example communication system 40.
The communication system 40 has a wireless network 20, a mobile device 10, and other mobile
devices 30; the communication system 40 may have other components, but they are not shown for
sake of simplicity. The mobile device 10 has a wireless access radio 15 16, a processor 17, and an
emergency call setup function 15; the mobile device I0 may have other components, but they are not

shown for sake of simplggymﬂ&eo in&%l{i*eo V'i'ﬁ}h%o may ?Rgé? réj?éer @Hsgcygg%slsgnilar to those
obile devices

of the mobile device 10. Alternatively, some or all of the other m may have different
component®thdmpibad e thd AvbiTe kel Redr! i1§ ®péthatidng tHie @obiellevize EdERRYCates with

the wirelessetugps A0S (9 Wclesteccase rations: Mg Pl esmeyBrupication s over a
wireless connection 19 25 between the mobile device 10 and the wireless hetwork 20. The other
mobile devi€&4!80 maSinFRHY @@nthuhiBgteRiE #eLWiteREBIHAROIKE0 BUBI BRPEY AN reless

Connegﬂo%%(ﬂ?ﬁ ShPWAY- TS CRRBMBIGAtoR iHEther Wirgless NREYOTKAYN Mo @ynalg be
telephony, or other forms of communication such 30 as email. 6 Some communication might

include en®rgbREy ¥AIILIFRP gl i ie AbilkRVice 10 MigMeatRyEitart BRferddiRty call upon

receiving & B1@ssa08 PreHBLING 38 feeiosney 6alhFeiupe THEIOUI¢ 8l the ressagespranpting the
emergency call 5 setup might for example be one of the other mobile devices 30, or the wireless

network 26 RE&. IRenS BYESENETL BRI sRfcé of BRMPEBRd R SIRY bR eBthEMbLIM dkfices 30,

then the seurcggeight ke anoBLEdNekila devig®attempting i trigaer éhe maileydeayige 1Q & afiempt
an emergen% call settaiblo even thougq?there ma§/ be no apparent emergenCé. There ma)ébe other
situatidns MARichTRY Ao Bifked&idRY 0 PECI S ‘?ﬁés%’ébe%?ﬁﬁ%%ﬂﬁ%n enBRJenca4IRBtup when

there is nooapraresi ematgansy. Aacaevdinghtot areempioidireeicafitbe applicasos, tles a
nmessage pronpting an enmergency call setup when there is no

appar ent energency.

According to an enbodi nent of the application, the

15 energency call setup function 15 maintains at | east one
condition for attenpting enmergency call setups. Upon receivVing
a nmessage pronpting an energency call setup, the energency cal
setup is attenpted only if any of the at |east one condition is
satisfied. This allows the nobile device 10 to disregard a

20 nessage pronpting an energency call setup in the event that
there is no need to setup an energency call. Further details

are provided with reference to Figures 2 through 5.

In the illustrated exanple, the enmergency call setup
function 15 is inplenented as software and is executed on the
25 processor 17. However, nore generally, the energency call
setup function 15 may be inplenented as software, hardware,
firmvare, or any appropriate conbination thereof.

In the illustrated exanple, the communi cation devices

10,30 are assuned to be nobil e devices. However, nore

30 generally, enbodinents of the application applicable to
comruni cati on devices, which may be nobile or wwired. For wred
devices, there is no need for a wrel ess access radio. Rather,



15 emergency call setup function 15 maintains at least one condition for attempting emergency call
setups. Upon receiving a message prompting an emergency call setup, the emergency call setup is
attempted only if any of the at least one condition is satisfied. This allows the mobile device 10 to
disregard a 20 message prompting an emergency cal} setup in the event that there is no need to setup
an emergency call. Further details are provided with reference to Figures 2 through 5. In the

illustrated W?@&Ied épﬁ gl_%elvrg@gyb%al ?%UP(QR%’&“W&W -QH;;E Cp%l&di%ﬁ oftware and is executed

on the 25 processor 17. v€r, more generally, the emer %:?Ba 'setup function 15 may be
implementeda8sufEddreORardwire! fird®fare, bPanY B pessiRt® Comibirkdionaree®s, the |nthe

illustrated ﬁé@%g}q( t%cgwq{%@ti%dwig%q 12,30 are assumed to be mobile devices. However,

more 30 generally, embodiments of the application applicable to communication devices, which may
be mobile or wired. For wired devices, there is no need for a wireless access radio. Rather, 7 wired

devices may be provided Rt aRFhESDpRateCsHmihidationQlinehaue. Kbt Re@R¥e of wired
devices, thepeeinark 20d1gesinaitas wirglegevEie wirelgss nedwpek 20 iseneitshsavn Wih anki&

specific components. However itég)rto be ll;ada&rstood that the wireless network 20 would have any

appropriat¥ dof e nteE MR 75 1QM AYSr AR 8PRERMSk T e GORIRERESare
implementgatipn spEeific @andamay dedend andhe ypeediezaivwiosk. Wdreknetwhiike 20 angy he of einy
appropriatet. e, foL10 exgmlple GPRS, UNTS, CDMA etc. NS S(-%-%vicesgie bearera%‘gostic. In some

implement%fl né,'m W sasﬁé)tﬂlow%'iﬁélﬁc’j@ C8F I‘?&Q b dGoh Bt Function)
nodes for petceesikg trafsenisgomof 1R nemsagbe. Ofhanypbgrpeptions ara ppssibleotSReferring

now HOOFig(leJ{(%rlrEr %h%é? aBulﬁ?Fé,diE':ﬂiﬁ&‘ etc. | M services are beareragnostic.
In sonme inplenentations, the wirel ess network 20 includes P-
CSCF (Proxy Call Session Control Function) nodes for processing
transm ssion of SIP nessages. Qher inplenentations are

possi bl e.

15 Referring now to Figure 1B, shown is a block diagram
of another nobile device 80 that may inplenent any of the
nmet hods descri bed herein. The nobile device 80 is shown with
specific conmponents for inplementing features simlar to those
of the nobile device 10 of Figure 1A. It is to be understood
20 that the nobile device 80 is shown with very specific details

for exanpl e purposes only.

A processing device (a mcroprocessor 128) is shown
schematically as coupl ed between a keyboard 114 and a di spl ay
126. The m croprocessor 128 is a type of processor with

25 features simlar to those of the processor 17 of the nobile
device 10 shown in Figure 1A. The m croprocessor 128 controls
operation of the display 126, as well as overall operation of
the nobil e device 80, in response to actuation of keys on the
keyboard 114 by a user.

30 The nobil e device 80 has a housing that may be
el ongated vertically, or may take on other sizes and shapes



of another mobile device 80 that may implement any of the methods described herein. The mobile
device 80 is shown with specific components for implementing features similar to those of the mobile
device 10 of Figure 1A. It is to be understood 20 that the mobile device 80 is shown with very specific
details for example purposes only. A processing device (a microprocessor 128) is shown
schematically as coupled between a keyboard 114 and a display 126. The microprocessor 128 is a

t f ith 25 i ft 1 th ] [ h
i Figure T4 T o AT 35 ST Op Sttt o o Hiepla) 126 Y e SbaralFy "

operation bmmbuﬂ_@biee g®dee sel ﬁpﬁeispong@m adtliafdbm ef k@ﬁ etk @yb el tiwarsy & OBer.
30The mogijg deWeR SORasR BRUsIBRhAHNRY b&rf%JOE‘%?tSEH’&ﬁS'Faé'Mt prymay take on other sizes

and shapes 8 (including clamshell housing structures). The keyboard 114°may include a mode
selection key, or other hardware or software for switching between text entry and telephony entry. In

addition to the microprot&s<di8! Bihek PatBtr B HEFRODREFSRE 88%re ShBRAH RAkhmdRhlly.

Thesegncluge: asbMmneunieatias BHsyFENS AdAna SbAErange PMMUNiTaiians suhslyseen 182; the
keyboard 114 and the disila?/ 12%?along with other input/output devices including a.set of LEDS 104,
1

a set of auxfERY NOCGRVi 815835 Y& & ol tos, 3 r1319% SUHMEEPHORBSL12; as well
as memory devizes émluding a flashkreg ey d 16 endam RandendAsegssyMen®ry eRANY 1di8 and
various other, device subsystems 12Q. The mohile device 80 may have a ry. to power the
active eIerﬂth%rof'tHg Jb?l%etd%@ceggd' 5 mdBi VX2 b é/% S efnel?glﬁ%oa#%%ntg atwo- 15 way
radio frequeEincauiRiA) icammuirdiCatiev dewdse hagingavasee and dptar corhOBiniGtiopaipabilitiéd. In
additjon, the mobile.device 80.in olrﬂe embodimients has the cap(?bilit)éto comniunécate with other

an m.Chop ?nestl Y as wel [T 'as menory devites T ncluding a
computer systems via the" Internet.

flash menory 116 and a Random Access Menory (RAM 118; and

vari ous ot her device subsystens 120. The nobil e device 80 may
have a battery 121 to power the active elenents of the nobile
device 80. The nobile device 80 is in sone enbodi nents a two-
15 way radio frequency (RF) comrunication device having voice and
data communi cation capabilities. In addition, the nobile
device 80 in sonme enbodi nents has the capability to comruni cate

wi th other conputer systens via the Internet.

Operating system software executed by the

20 mcroprocessor 128 is in sonme enbodiments stored in a
persistent store, such as the flash nenory 116, but my be
stored in other types of nenory devices, such as a read only
menmory (ROVM) or simlar storage elenent. In addition, system
software, specific device applications, or parts thereof, may

25 be tenporarily |oaded into a volatile store, such as the RAM
118. Commruni cation signals received by the nobile device 80 nmay
al so be stored to the RAM 118.

The m croprocessor 128, in addition to its operating
system functi ons, enabl es execution of software applications on
30 the nobile device 80. A predeterm ned set of software
applications that control basic device operations, such as a
voi ce communi cations nodul e 130A and a data conmuni cati ons



Operating system software executed by the 20 microprocessor 128 is in some embodiments stored in
a persistent store, such as the flash memory 116, but may be stored in other types of memory devices,
such as a read only memory (ROM) or similar storage element. In addition, system software, specific
device applications, or parts thereof, may 25 be tempgorarily loaded into a volatile store, such as the
RAM 118. Communication signals received by the mobile device 80 may also be stored to the RAM

118. he mi oc rd28, i itign, tq. jts rating: system functions, enables execution
of soﬂwargglggfcgi%%%s%n megr%obﬁé%%?/k%%& Ii\ pﬁ%%(j[ﬂ?%iﬁlgd?‘gel (ll)JfrE ?o?t?véarg %%l?pﬁ ations that
control basiB el retdpgedationd) sagRiaksi DVvic@ cBaTHORdAtio @ooale T80ABAEgedata Pl M

communicfions LmogHIaIRR-dNay e iRsialied op the makilequice 39 duFiRa mayfacture. In

addition, a personal information manager (PIN) application module 130C may also be installed on the
mobile deWed Bo&IUBRgdHAhMaACHREUTRE PUN @ppliddtorisvh 8BRle % akibddihentstapabRe of

OrganiginggAThAIRRBAIG duBAsS, SHoBAMAInGRIEAERRAYRIP rpIGaMaIP apROINRRIHS, and

task items. The PIN application is also in some embodiments capable of sending and receiving data

items via @WirBe3idetwsX ENFAR sBURNESIbodPh&Rs "Rkl data RBRRI ABABGES by Al PiRSl0

application @'@rr%@am'?ﬁéwlﬂﬂmaﬁﬁﬂi dicheenized and gipdateshwa t@%%ﬁﬁ'%ﬂ%tw@ﬂb%@ avith the
device user's corresponding data items stored or associated with a host computer system. As well,

additional 8hfRERAMBALRIRY NSRSl &9a6ther 56@NErenddieM 36N &Ry BetiMalfed 48 during

manufacture. Qeener argredif ileg mpdulere13RA 4 30BekDGradalyad thy flasie mampry 116 can be
configured for jmplementing features similar to those of the emergency call setyp function 15 of the
s CPAT 5L YEF R d

mobife’de A8 1 b oW InFHiGuRCAA! EGSexam Pk Cgh&bPite S L3t daH i ¢
configuredvsathat vhginrieiseaxecotadyen khelmicraprdeesher Haithe nuahile device 80 maintains at

prompting G GRSl LBk, thE ToBE IS Tbebb0 ARSH L b e Elqbrby K setup only i
any of the@bfgaster system As well, additional software nodul es,
illustrated as anot her software nodul e 130N, may be installed
15 during manufacture. One or nore of the nodul es
130A, 130B, 130C, 130N of the flash nenory 116 can be confi gured
for inplenmenting features simlar to those of the energency
call setup function 15 of the nobile device 10 shown in Figure
1A. For exanple, one of the other nodul es 130N can be
20 configured so that when it is executed on the m croprocessor
128, the nobile device 80 maintains at |east one condition for
attenpting energency call setups. |In response to receiving a
message pronpting an energency call setup, the nobile device 80
attenpts the energency call setup only if any of the at |east
25 one condition is satisfied. There may be provi ded video
calling capability in addition to voice calling capability.

Communi cation functions, including data and voice
communi cations, are performed through the communi cation
subsystem 170, and possibly through the short-range

30 communi cations subsystem 170. The communi cati on subsystem 170
includes a receiver 150, a transmtter 152 and one or nore
antennas, illustrated as a receive antenna 154 and a transmt

antenna 156. In addition, the comunication subsystem 170 al so



25 one condition is satisfied. There may be provided video calling capability in addition to voice calling
capability. Communication functions, including data and voice communications, are performed
through the communication subsystem 170, and possibly through the short-range 30 communications
subsystem 170. The communication subsystem 170 '%cludes a receiver 150, a transmitter 152 and
one or more antennas, illustrated as a receive antenna 154 and a transmit antenna 156. In addition,

the communicati ubsy, -also ' de rogcessing: : a digital signal
processorllj(%lg%%%, %ig %?cgaéggémgto@&j[gg’ 16%@%e%%r§m%m?£%ﬁ s%i(éb?em 170 having the
transmitteP15Z 8AE Bie f&ﬂﬂ)erllm is%ﬁiﬁrﬂpk@mbmmi@h[df&twrréleéb%q\.eélsﬁ&djo Fheith features
similar to thgs&OhMNEY|reless @553 Edia 36 9f dvg MPRIRdlaviceLphewp in Eiguse 44 fhe

specific design and implementatiori of the communication subsystem 170 is dependent upon the
communich86© héelorkIR wittctithe MBbREBBYIRE 180T MhteAddl G bBERIE TGS dnsle Othe 10

commgynicgfipm spRgySiedsl ] af thgrmekjle gedee §P Ak bidesiansd g apesate it e 6
MobitexTM, DataTAC' or General Packet Radio Service (GPRS) mobile data communication networks

and also de&ighBf Bt &edf &8y dPa$RABH dvdiddEEBmificatibRehetRBAlS kGeh as
Advanced dabilenPRere SepliesrdatAMRb). dime RRivisior Hitipka Aeressul ML kadeyDivésion

Multiple Access CDMA, Personal Communications Service (PCS), Global System for Mobile

Communi@fiBRE{E-MIRRD diher §PEEH e AR vBREWR oty WBtF Sepdtatd M Irfegrated,

may also kfeviilzedguith the mobieldavice &8hPhledvorkrncess angy waryidapending upon the type
of communication system. For example, in the MopitexTM a drEataTAC' networks, mg?bile devices are
registited L HARbAOTS A BRI CTPL bl IddHRHEREST RufE: SN LB iaREd with each

device. In @@?@m@&v@r&;sob@wav@, wetvvprkt@@cmist &typiqa_ilyaﬂ_sgomgtﬂd @ith@rsubscriber or

oforrec 10 REK €t EHbet 10Eh T MG SINg Bt i kP SR GA e ERRASHUMIGR
and al so designed to operate with any of a variety of voice
conmuni cati on networ ks, such as Advanced Mbil e Phone Service

15 (AWPS), Tinme Division Miultiple Access (TDMA), Code Division

Mul ti pl e Access CDVA, Personal Conmunications Service (PCS),
A obal System for Mobil e Conmunications (GSM, etc. O her types
of data and voi ce networks, both separate and integrated, may

also be utilized with the nobil e devi ce 80.

20 Net wor k access nmay vary dependi ng upon the type of
comuni cati on system For exanple, in the Mbitex™ and
Dat aTAC™ networ ks, nobile devices are regi stered on the network
using a uni que Personal Ildentification Nunmber (PIN) associated
wi th each device. In GPRS networks, however, network access is

25 typically associated with a subscriber or user of a device. A
GPRS device therefore typically has a subscriber identity
nodul e, comonly referred to as a Subscriber Identity Mdul e
(SIM card, in order to operate on a GPRS net worKk.

When network registration or activation procedures
30 have been conpleted, the nobile device 80 may send and receive
comruni cation signals over the comrunication network 110.
Signals received fromthe communi cation network 110 by the
receive antenna 154 are routed to the receiver 150, which



When network registration or activation procedures 30 have been completed, the mobile device 80
may send and receive communication signals over the communication network 110. Signals received
from the communication network 110 by the receive antenna 154 are routed to the receiver 150, which
11 provides for signal amplification, frequency downf nversion, filtering, channel selection, etc., and
may also provide analog to digital conversion. Analog-to-digital conversion of the received signal

allows theﬁ%@i_légéofpﬂfoéﬁng{ﬁ%e 5 P%ef(iSc%‘?’PHW”i‘%?ﬁgiJHH%i rl?o&HC*&éﬁ\F’SP%‘?%S“O” and

decoding. Tn a similar manner, Signals to be _transmltted to etwork 110 are processed (€.g.,
modulated and entddbd) ByanReedSE alseciridoare thkh prodddd iRhedragsmitiey ilge fandighal to

analog Copyergiog; frefiueREY AR E?%YﬁrSioﬂnH\t%{é{l% Gplficaupn 48 andrtiansmigsiopla the
communication nétwork 110 (or networks) via the Transmit antenna 156. In addition to
processind 86@ntaflc&i ndk| @esDshe 535t ol kR stier sttt IO F epRTRISeXand the

transmittel;hpen frir Sx@Me £ 97188 ABRLCD K EOMEWINGAHIGAI 3 IPBRISAR eI ERGGINER o0 and the

transmitter 152 may be adaptively controlled through automatic gain control algorithms implemented in

the DSP 188SIn bafa F&ARMicatioANAbde [LrRRiVdRNGHAI 58ch b8 altBRt MRs¥RI&K ol dBb page

download,gp é?“iﬁ%_’é@g é&’th@.Og‘?qm’ﬂ%'ﬁlﬂaﬂpﬁéuéﬁhs@ﬁbb&é?d by INPHELQEe MinsoRIRgessor
128. The received signal is then further processed by the mlcrogrocessor 128 for an output to the

display 128" 6 &RGRafE td188meDthECalXifds MO Helicds406CA divitd XerlRaPaRbAmpose

data itemsg gHéfe RS ieomail 2bafassrge sy psiaribe keybaarc 114 and/pg soeepdther aaxiliay 1/0
device 106, such as a toucgfad, a rocker switch, a thumb-wheel, or s%r;e other type of input device.

The déhp HAANRS PR thER de'Fatfitel GRY 4 e katbhhdi@ori 81 4RIk
communicafien shesystemshiG. ant enna 156.

In addition to processing conmunication signals, the
DSP 158 provides for control of the receiver 150 and the
transmtter 152. For exanple, gains applied to conmunication
15 signals in the receiver 150 and the transmtter 152 may be
adaptively controlled through automatic gain control algorithns
i npl enented in the DSP 158.

In a data communi cation node, a received signal, such
as a text nessage or web page downl oad, is processed by the
20 communi cation subsystem 170 and is input to the m croprocessor
128. The received signal is then further processed by the
m croprocessor 128 for an output to the display 126, or
alternatively to sone other auxiliary I/0O devices 106. A
devi ce user may al so conpose data itens, such as e-nai
25 nessages, using the keyboard 114 and/or sone other auxiliary
|/ O device 106, such as a touchpad, a rocker switch, a thunb-
wheel , or sone other type of input device. The conposed data
itens may then be transmtted over the communi cati on network
110 via the communi cation subsystem 170.

30 In a voi ce communi cation node, overall operation of
the device is substantially simlar to the data conmuni cation
node, except that received signals are output to a speaker 111



30In a voice communication mode, overall operation of the device is substantially similar to the data
communication mode, except that received signals are output to a speaker 111, 12 and signals for
transmission are generated by a microphone 112. Alternative voice or audio 1/O subsystems, such as
a voice message recording subsystem, may also bei@plemented on the mobile device 80. In addition,
the display 126 may also be 5 utilized in voice communication mode, for example, to display the
identity of lling [\ tl? pugq,ti % qi C p r l[q r qi call, r aﬁd ip iQn 2

The short-?mﬁ%eg}c _musnica%t)i_ons sﬁﬁgys?g\[‘én %812 gngi)lgcg C%angﬁllcg o% betv&ee%tﬁgﬂrgogi}e device
80 and oth@r toedX1Riaitey @0\S9ERENDOr LML, IViikich wesd Fiot iece Sty BE stmNAY deices. For
example, thehorrange sofmynicatiags Bubsystrr mms ickids apintiaed dgvish angeassociated

circuits and components, or a Bluetooth”communication module to provide for communication with

similarly-eABBlebi&sydRiths Bné@evices. asdidndaibnal Bthetpemtyatall St alie® Meghods
Referring ew (9 F&HIe 2, SBPWE it aiauahask o' exaBplerBpthadpfsonditiogally gfeapting an

emergency call setup. This method mge/ be implemented in a communications device, for example by

the emergbh8y L&EBEUbYuREtich £2Rbf PO PAdDYe deVedtd 3hdWA iR Fiurd AaC AlteMdtively, the

method may bgiimglenyented ig e mabilgdsyiceQshewn gnhFigure 1B. More generally, the method
may be implemented in any appropriate communications device. At step 2-1, the

communications device AN 1 25 Ienst 8BS ARTLSr B TTBLR PO IB el A
communi cati on between the nobile device 80 and ot her proximate
10 systens or devices, which need not necessarily be simlar
devi ces. For exanple, the short-range comruni cati ons subsystem
may i nclude an infrared device and associated circuits and
conponents, or a Bl uetooth™ comruni cati on nodule to provide for

comuni cation with simlarly-enabl ed systens and devi ces.

15 Conditional Enmergency Call Setup: Device Methods

Referring now to Figure 2, shown is a flowhart of an
exanpl e nmethod of conditionally attenpting an energency cal
setup. This nmethod may be inplenented in a comuni cations
device, for exanple by the enmergency call setup function 15 of

20 the nobile device 10 shown in Figure 1A. Alternatively, the
nmet hod nay be inplenmented in the nobile device 80 shown in
Figure 1B. More generally, the nmethod nmay be inplenented in

any appropriate conmuni cati ons devi ce.

At step 2-1, the communi cations device nmaintains at
25 least one condition for attenpting emergency call setups. At
step 2-2, the communi cations device receives a nessage
pronpti ng an energency call setup. At step 2-3, in response to
recei ving the nmessage pronpting the energency call setup, the
communi cati ons device attenpts the energency call setup only if
30 any of the at least one condition is satisfied. Oherw se, the



step 2-2, the communications device receives a message prompting an emergency call setup. At step
2-3, in response to receiving the message prompting the emergency call setup, the

communications device attempts the emergency call setup only if 30 any of the at least one condition
is satisfied. Otherwise, the 13 communications device, does not attempt the emergency call setup.
There are many possibilities for the message prompiing the emergency call setup. In some

implementati Message. (s 8. 38 rnative | g t t emergency call
setup. Théé‘ §§@2[ﬁer€n§ti{/§ ﬁs%:-r\glf‘ceé§ Irr?ce%sgg‘g gn?gflé?/ pr@r‘i{p\gﬂtﬁg eqrﬁigkggr'%? (%ﬁggu%%j example by
having an S@IUEXtensible Markup Language) body that includes an <alternative service> element

with the <type> child element set 10 to "emergency". Alternatively, the 380 alternative service

message might prompt theegraergancigdl) SehasusNg ianysheclype b epsedingeMore generally, the
message may be any message that prompts an emergency call setup. There are many possibilities for

the at leasPbRER Lhdidh. e’ &85 drdl dorftidtPincluldRs SHEBor MBI LEGIHIROAL 2E least one

of whigh is; thebersalisdigd fpeaeBRONG pN@Mengeney sall e Sinsdgera pea Mmanymessibilities
for the at Iegst one condition, it follows that there are%rg§ny ossibilities for attempting the emergency
I5°sa

call 20 sethB Bk aA§'0F the 8 leaSESMR condifin RESAHEAHEET PRE/VRas BethSfy TERf§tHStions for
the at leastriogatcopdibiopt Satisfymger giveoyconditionseanulpe fioy Booteasl kinoyomaf/thegean

configuratigp. TRAUSHEII BBk H RS AR S5 RISk PROMYLR refgrence to Figures 3
<alternative service> elenent wth the <type> child el enent set
10 to "energency". Alternatively, the 380 alternative service
message m ght pronpt the energency call setup using any other
type of encoding. Mre generally, the nessage may be any

message that pronpts an energency call setup.

There are many possibilities for the at | east one

15 condition. The at |east one condition includes one or nore
conditions, at |east one of which is to be satisfied for
attenpting an energency call setup. Since there are many
possibilities for the at |east one condition, it follows that
there are nmany possibilities for attenpting the emergency cal

20 setup only if any of the at |east one condition is satisfied.
There may be many configurations for the at |east one
condition. Satisfying a given condition can be any Bool ean
function of these configurations. To illustrate this point,
further exanples are provided below wth reference to Figures 3

25 through 6. It is to be understood that these further exanples
are a nere sanple of the possibilities.

Referring now to Figures 3 through 6, shown are
flowcharts of other exanple nethods of conditionally attenpting
an energency call setup. These nethods nay be inplenented in a
30 communi cations device, for exanple by the energency call setup
function 15 of the nobile device 10 shown in Figure 1A
Alternatively, these nethods may be inplenented in the nobile



25 through 6. It is to be understood that these further examples are a mere sample of the possibilities.
Referring now to Figures 3 through 6, shown are flowcharts of other example methods of conditionally
attempting an emergency call setup. These methods may be implemented in a 30 communications
device, for example by the emergency call setup funEt'on 15 of the mobile device 10 shown in Figure
1A. Alternatively, these methods may be implemented in the mobile 14 device 80 shown in Figure 1B.

More gencially daesspriaigde 1Y eqICTBN e B A AIIPRIRY, copmuBiaiprpdevice

These methods may be implemented separately, or in any priate’combination. S5Referring first to
Figure 3, di&yeP8-1, e eommt@tcatibranievididmaitithinser COTMYURARSRT bONRetieY hdfessage

prompting-pRerBeraaey G&!l SEiHmENG i i fAsh igpes 4 PREIBgCFall SEtyRyIn some

implementations, as shown in step 3-2, the communications device receives user YO input for
manipulatiABRh@ Rbhfd &af O PTRIa & for example be accomplished through a user interface of the
communications device. At step 3-3, the communications device receives a message prompting an

emergency call setup. ARstasy 3inihed communicatioggrdevise atterspisghg-emergracy call setup only
if 15 the configuration indicates that the me.ssa%e Igromptin%he emergency call&ﬂetu%should in fact
trigger the CATIYRhEA L5 BSH HE L& WTEL Th Ay G OB A GO RoBE nBPEAD: the

emergencyreal agtippTormidre the cenditige icthat He cawigupatidioinditates fret the message
prompting the 20 emergency call setup shquld in fact trigger the emergency call setup. In the
lustrated EXAABRE, the'oIrHEROhs ice Sclies ddr FEBTR 1o ARk A H8%onfguration.
This providdwothe user stitpthe-ahility he speafynwhetier omessdges @6 preoyitingsanusmergency call
setuplahmilld im‘at%tct)rrigqggpe Smeraency ﬁ%ll %%tHPi Inus%l e imple riltgtions ttfwe userean
manipulate e configuration N any ap;glroprlate e’ Rotetha? there doed n%?%eea to be a%’/ user
input eventtboagic tmp Lsehady thierprogicied witethel ayprfumite toforovide cseruni cat i ons

device. At step 3-3, the comrunications device receives a
nmessage pronpting an energency call setup. At step 3-4, the
comuni cati ons device attenpts the energency call setup only if

15 the configuration indicates that the nmessage pronpting the
energency call setup should in fact trigger the energency cal
setup. O herw se, the conmunications device does not attenpt
the emergency call setup. Therefore, the condition is that the
configuration indicates that the nmessage pronpting the

20 energency call setup should in fact trigger the emergency cal

set up.

In the illustrated exanple, the comuni cations device
receives user input for mani pulating the configuration. This
provides the user with the ability to specify whet her nessages

25 pronpting an energency call setup should in fact trigger the
energency call setup. In sone inplenentations, the user can
mani pul ate the configuration at any appropriate tinme. Note
that there does not need to be any user input even though the
user may be provided with the opportunity to provide user

30 input. In other inplenentations, the configuration is non-
configurable by the user. The configuration may be non-
configurable for exanple by being hard-coded. O her
i npl enent ati ons are possi bl e.



30 input. In other implementations, the configuration is non-configurable by the user. The configuration
may be non-configurable for example by being hard-coded. Other implementations are possible. 15
In another implementation, the communications device receives network input for manipulating the
configuration. This allows the configuration to be manjpulated by the communications network. In
another implementation, the 5 communications device receives both user input and network input for

manipulating the configyrgtign PHey IMAANGRIAIRS 35 P‘i’%?éb"éoﬁﬁ{%'i"&%{‘PWrFﬁ Fiaieck atstep

4-1 the communications device receives & message prompting an emergency 10 call setup. At step
4-2, the cdm®EhiasoNSHBRIcE detd@uniinéd vhetirabe atedsagehfofPiihy ghé @hie?gency call setup

s in respopge L0 2rpAYESHUFANSEYHIPY HBE CORPYIERIGRS ISHiF o PSiAPlishing a voice call

session. At step 4-3, the communications device attempts the emergency call setup only if 15 the
message [SFOMPHNgaRE icPhergBREYRAIK setubNs #REIpRNhsE P a8 DE S taHsmitted by the

commynicatipns APWSE ferastaliaNing ryeigeall $rssion QIPevipe: tha r@nierpisalions device
does not attempt the emergency call setup. Therefore, the condition is that the message prompting 20

the emergeRBHEall SEtuFBE iIrPHspbhBE té Bee§QBSt tEHHSAIttOM by thd B8Mmunications device for

establishingyg veiserfdisesai®naFer pskanas, € the message prompting the emergency call setup is
in response to a request transmitted by the communications device for establishing an IM (Instant 25

Messaging) session, th e communicatiﬁns |gevice does not atten;lgt h eﬂhergency call setup.
In the illustrated examplefe &LAViIOF iR WEfih&d fbrgé”sﬁec fic %}pesct)fe ssion, ?nelyavoice call

session. Howaveniitistto dresuntersimedrtbaehetesicurmeayg hgagiinediX0 fog other épyprgency
comithicaibhs SEUCE et Tbihbiter the i BrarApug e BYIes e 08! UGS is
y call setup is in
response toheetdprest transmitsiey fireonpt i ng the energency call setup is in
response to a request transmtted by the comruni cati ons device
for establishing a voice call session. At step 4-3, the
comuni cati ons device attenpts the energency call setup only if
15 the nmessage pronpting the energency call setup is in response
to a request transmtted by the communi cati ons device for
establishing a voice call session. Qherw se, the
comuni cati ons devi ce does not attenpt the emergency cal
setup. Therefore, the condition is that the nessage pronpting
20 the emergency call setup is in response to a request
transmtted by the conmuni cati ons device for establishing a
voi ce call session. For instance, if the nessage pronpting the
energency call setup is in response to a request transmtted by
t he comuni cations device for establishing an I M (Instant
25 Messagi ng) session, then the comunications devi ce does not
attenpt the enmergency call setup

In the illustrated exanpl e, behaviour is defined for
a specific type of session, nanely a voice call session.
However, it is to be understood that behavi our may be defi ned
30 for other types of conmunication sessions, for exanple a video
call session. |In another inplenentation, the comunications
devi ce determ nes whether the nessage pronpting the energency
call setup is in response to a request transmtted by the



16 communications device for establishing a video call session. According to this implementation, the
communications device attempts the emergency call setup only if the message prompting the
emergency call setup is in response to a request 5 transmitted by the communications device for
establishing a video call session. In the example presented above with reference to Figure 4,
the communications device might assume that IM session services should not be redirected to an

emergency 4 auyhel i) AMEAPIameEtans dhe comunigatinn devic malmtalsan

identification of services that can be redirected to an emergency number. An example
provided b&t&onithnefdrentd@is Figupé sMRefating mow! eEFigamasnatcép GuE, tHevisce

communicglipns, #pwce MABIAN,AR dentfrptiabe{Feryices that Ganeerditastedfoam emeygency
number. At step 5-2, the communications device receives a message prompting an emergency call
setup. At St&§ SEITRAELBAMGALALIGR déVitsS attempesthensBefdeny c@Abeslp only if the message

promping 204he Arperegnay cathsekprifmimresRach ALa genice thas Acearding fosthierdgentification can
be redirected to an emergency number. Otherwise, the communications device does not attempt the
emergency cHf ek, TheRSSIMhe condition is that the message prompting the emergency call
setup is in 25 respect of a service that according to the identification can be redirected to an

emergency number. | n tInesa@raipplengrisions thelsensfieatidn ofefasvieas ehatean be
redirectedgo an emﬁrgepﬁénumber mgy?ge confi%urable b thenlﬁ]ser. In othegbmgle ntations, the 30
dentiicatbh O SEnicos ikt SATBLTLGRELEH %0 U8 LrierolhE) huR beY Eenb A Rbrhatirable. The
configuratieassayhesgrvi ces should not be redirected to an emergency
10 nunber. In sone inplenentations, the conmunications device
mai ntai ns an identification of services that can be redirected
to an enmergency nunber. An exanple of this is provided bel ow

with reference to Figure 5.

Referring now to Figure 5, at step 5-1, the

15 comuni cations device maintains an identification of services
that can be redirected to an energency nunber. At step 5-2,
t he communi cati ons device receives a nessage pronpting an
energency call setup. At step 5-3, the comuni cations device
attenpts the energency call setup only if the nessage pronpting

20 the emergency call setup is in respect of a service that
according to the identification can be redirected to an
energency nunber. O herw se, the conmuni cations devi ce does
not attenpt the emergency call setup. Therefore, the condition
is that the nmessage pronpting the energency call setup is in

25 respect of a service that according to the identification can
be redirected to an enmergency nunber.

In sonme inplenentations, the identification of
services that can be redirected to an energency nunber nay be
configurable by the user. |In other inplenentations, the

30 identification of services that can be redirected to an
emergency nunber is non-configurable. The configuration may be



non-configurable for example by being hard-coded. Other implementations are possible.

Referring now to Figure 6, at step 6-1, the communications device maintains an identification of trusted
5 sources. At step 6-2, the communications device receives a message prompting an emergency call
setup. At step 6-3, the communications device atte the emergency call setup only if there is
indication that the message prompting the emergency call setup was sent from a message source that

according E%H‘-ec%%f'qeﬁlﬁip gﬁqp itsoar_”é&tﬁ "% 1BSPRY HAMEDLiRnS. Heapssage

0
prompting the emergency call setup indicates a meSsage source. In other implementations, the
communichiiheaevitatid anarebrthrafésddde source by other means. Otherwise, the
communications device does not attempt the 15 emergency call setup, as the message prompting the

emergency call setup mpyihareiohiginased frenFagovee somamurieatipns-devigenar some other rouge
entity. Therefore, the condition is that the message prompting the emergency call setup indicates a

message SSUFRL G2 BRENG BY IHeSidBRlifaRioRSs ahd HEQEHTdotRld. 0N Of  AEUSHRR to the

exampge psesaid @bove atithsieégrepce to Fighire Snthemeasags ranepiingthecemeigancy call setup

may be provided with an identification of the messa%%ﬂcrtjrce, which allows a det rminati%n of whether
[

to trust thd Fee88Ge BOQTR! bBAR R ER e enfd he phiichfth &eapdiittble to any
SIP messaganasrihett inay Hedetvet 8IRMeassposs regeieetbfrgenayknean sewcap. suthySiR

messages, might cause other undesirable situyations aside from promptin emergency call setup.
Appropriatterp:latéj'tﬁer'1t§c:alti8ﬂ'0%1?1{1 eoﬂei%\%eakl ﬁevéwf? 384fie %§§’§£\%e@uﬁgee. F‘Wﬁ{eg Qg}ﬁples are
provided it thd additiopalszsticesbefomoni@ nessatethsoexarspleharesarded thengnt ihetdare
situa%ns in whitclhfrle%%iv%ng amessage Bé?mati%%ﬁ‘” emergceﬂ% 8% sclatr%gldoes not tri%g]er the

e

; |glen . 1S a e rce eme?tatl
communications device to attempt an emergency call Sétup. In'some impleémentations, t

communichtiensrdegiag evarne apiden @f theecemarupdcatipns aldvickaf the emdrgeatcgcall setup is not

attempted o, LeSPODSE 40 Hag MeSSRIG PLT PG S EMELIS i Calk SRIUR o FRRWREYPY Sy be
device is aware of the nessage source by ot her neans.
O herwi se, the comruni cations devi ce does not attenpt the

15 energency call setup, as the nessage pronpting the energency

call setup may have originated froma rouge comuni cati ons
devi ce or sone other rouge entity. Therefore, the condition is
that the nmessage pronpting the energency call setup indicates a
nmessage source that according to the identification is a

20 trusted source.

According to the exanple present above with reference
to Figure 6, the nessage pronpting the emergency call setup may
be provided with an identification of the nessage source, which
allows a determ nation of whether to trust the nessage source.

25 More generally, enbodinents of the application are applicable
to any SIP nessage, as there may be other SIP nessages received
from unknown sources. Such SIP nessages m ght cause ot her
undesirabl e situations aside from pronpting an energency cal
setup. Appropriate authentication can be perfornmed to verify

30 the nessage source. Further exanples are provided in the
addi ti onal sections bel ow



issued by the communications device, for example via a user interface of the communications device.
10 Conditional Emergency Call Setup: Another Communication System In the examples
presented above, the communications device conditionally attempts an emergency call setup in
response to receiving a message prompting the comygunications device to attempt an emergency call
setup. In another 15 embodiment, the communications network blocks at least some of the messages.
In another embodiment, the compyRifglians Retodk oA iast spig megsages while
communications devices conditionally attempt emergency call setups in response to receiving
messagesrbbpting enérgenby elll EetpisY 0B eferiilg BadeolFiguiet 7,hoh irEBIBER eiagram of
another compynialigns sEYeThe. 1 GRBMUTIRAOMAIRIRAI LIRS Yegmeunigations network
72, which has a message blocking function™73 coupled to a processor 76. The communications
network 72hi8Rdveatthe FBs8PBAR¥NEablt SRYUIS arel AbtSPBWN fBPSEKE B Siilicky. THhe
commynicalipns Y AR PhEaaesuRMHAIcRE0Rs dewEe Jit ARE Nednave et sATYicakon

devices 71. The communication devices 71,74 may each be mobile devices or wired devices. Details

of the comnuribRiFBEIEACY1 78l dre PhittBd ifSr e SJiRPRERH S0THEERARRMIdRIohS/stem
70 may NaYeSYBRICOBRRNIRcPUIHEC ALY BBREIOWRIQT ke SMAiEckthi ng. nelp aperation.

the communication devices 71,74 communicate over the communication network 72. The

communichfSN fflghiol BRamBEHE|fR! he8Sa iRV ICLdefirid §HBTRACHNMhiht R PGt
communicphiprs davee &9 aftaept arruBMNesds sy callsgtya For example, one of the other
communication devices 71 might send a message of the defined type to the communications device
e e e o e A Oy
blocks at least some of the messages of the predefined type from being

In the exanpl es presented above, the conmunications

device conditionally attenpts an energency call setup in
response to receiving a nmessage pronpting the comuni cations
device to attenpt an enmergency call setup. |In another

15 enbodi ment, the communications network bl ocks at | east sone of
t he nessages. In another enbodi nent, the comrunications
network bl ocks at | east some nessages while comuni cations
devices conditionally attenpt emergency call setups in response

to receiving nmessages pronpting enmergency call setups.

20 Referring now to Figure 7, shown is a bl ock diagram
of another communi cations system 70. The communi cations system
70 has a conmmuni cations network 72, which has a nessage
bl ocki ng function 73 coupled to a processor 76. The
communi cations network 72 may have ot her conponents, but they
25 are not shown for sake of sinplicity. The conmunications
system 70 has a communi cati ons device 74, and may have ot her
communi cation devices 71. The comuni cation devices 71,74 may
each be nobile devices or wwred devices. Details of the
communi cation devices 71,74 are omtted for sake of sinplicity.
30 The communi cation system 70 may have ot her conponents, but they
are not shown for sake of sinplicity.



forwarded along a signaling data path. Further details are provided below with reference to Figure 8
through 10. In the illustrated example, the message blocking 15 function 73 is implemented as
software and is executed on the processor 76. However, more generally, the message blocking
function 73 may be implemented as software, hardwage, firmware, or any appropriate combination
thereof. Although shown as a single component, more generally, the message blocking function 20 73

may have one or more ; 0 r e - ISty throughout the
communications netwo&q%%%%gtleg}gn gﬁ%gmgﬁﬁlﬁﬁgﬁ% C?;Et:huz?g components
may be int@grﬁrgaivxﬂmt @h@veémbbﬁeﬁ@mné g@ﬁinmmie@ttmﬁetwark 77he some '
implementalians, {he 25 HRSFAYMPIOFIPIdWAcHANTS ndusles hrik 2 message Blogking;fugetion for

delivering messages to target devices, and a message blocking function for forwarding messages to
another conyPhdril @k the edmmhidaRT08S tneBRBFRITY . (@ihe® IHpMErt&tdrs @l f3Eibl&noin

some HNPlgMaNGRlRNE, e ForapuULations NeBWampl 2iS W elssspivgis dfowever, for the case

of wired devices, the communications network 72 need not be wireless. Therefore, in other

implementa@83IthE @ohfusied i GrRSndthdik PU 75 &8 vl TBISARPK.Qh dRG iApléMBRtations, the
communicaijos pEWAHK 72dREIHAEE atWises BTk @ndlp Wirglpssdigdwore S3BgeiEnRiemeRtations

are possible. The communications network 72 is shown without 5 specific components. However, it is

to be undd?se88 thAefelddsmbiRbibSs AEMork P8V EATTRAVEGRHY A3t oPRARYdmddhents

Zuitablg fof ?]d@reﬁba?@/ﬁéwﬁ@%ﬁgg@two%amqmp@mﬁraf ;‘gﬁ"rﬁbﬂfﬁ‘iﬁf’ma@fofﬁmiﬁc and may
epend on the type of network. The communications netyor may_be of an appropriate type,
for etnpRABPREA GRS, ERMABRSTNE dirAEks B bURGHAGbe. Bl Q5ES bl S8 RAton. the

communicgtiors oetwails 72eselages Po€ SQie(Rpwyl Eallfzassigeontroinfr wedtieg) nodes for
Processing LaNSTESPMPRG BoSF A RGCHI A R O E RS B ai 15 are

provi ded below with reference to Figure 8 through 10.

In the illustrated exanple, the nessage bl ocking

15 function 73 is inplenented as software and is executed on the
processor 76. However, nore generally, the nessage bl ocking
function 73 may be inplenmented as software, hardware, firmare,
or any appropriate conbination thereof. Al though shown as a
si ngl e conmponent, nore generally, the nessage bl ocking function

20 73 may have one or nore conponents. The one or nore conponents
may be distributed throughout the conmmunications network 72 or
| ocated on a single network elenent. The one or nore
conponents may be integrated with other conponents of the
communi cations network 72. In sone inplenentations, the

25 nmessage bl ocking function 73 includes both a nessage bl ocki ng
function for delivering nessages to target devices, and a
message bl ocking function for forwardi ng nessages to anot her
conponent of the communi cations network 72. O her
i npl enent ati ons are possi bl e.

30 In sone inplenentations, the comruni cati ons network
72 is a wreless network. However, for the case of wred
devi ces, the comunications network 72 need not be wrel ess.
Therefore, in other inplenentations, the comuni cati ons network



15 Conditional Emergency Call Setup: Network Methods Referring now to Figure 8, shown is
a flowchart of a method of blocking at least some messages from being delivered to their target
communications device. This method may be implemented in a communication network, for example
by the 20 message blocking function 73 of the com ications network 72 shown in Figure 7.

At step 8-1, the communication network receives messages, each message being directed at a target

communicatons. devi r Ing, the targe [cqt e to mpt an emergency
call setup.?b%t sltzsp %-ﬁﬁ,ﬁ[ggﬁ)r&%ﬁr@g&on ﬁ(ﬁw%ﬁﬁrﬁ{g;m ﬁgésrﬁs%irﬁée g] the?ﬁgssages from being
delivered QB thrgat tomsnurttamnk deide) dhede areamainygsbsaiiliesopsscimessage that is

directed at,a Fqggggommqmi.ons dem&e fpﬁﬁr%ﬂgﬁiﬂ%meo‘?’% taa{gg g;umc@tions device to

attempt an emergency call setup. Each message may be any appropriate message that 21 prompts
an emergency call setup, examples or which have been provided above. There are many ways for the

communication network 18 DIGK A BAGANRDf et HRE&ades frEm LM dllivet@l o 5 their target
commgnicghiers flevice ohp diwsiats thisHeoiet éithen exanaplesne@ods @ biscking atHaast:geene of
the messages from being delivered to tlbeir ta(,ggt cgnhmunications device are ?rovided below,
omruni cat rons network 72 ul ave any appropriate conponents
suitable for a wred and/or wireless network. The conponents
are inplementation specific and may depend on the type of
network. The conmmuni cations network 72 may be of any
10 appropriate type, for exanple GPRS, UMIS, CDVA etc. [INMS
services are beareragnostic. In sone inplenentations, the
comuni cations network 72 includes P-CSCF (Proxy Call Session
Control Function) nodes for processing transm ssion of SIP

messages. O her inplenentations are possible.

15 Conditional Emergency Call Setup: Network Methods

Referring now to Figure 8, shown is a flowhart of a
met hod of bl ocking at | east sonme nessages from being delivered
to their target communi cations device. This nmethod nay be
i npl enented in a communi cati on network, for exanple by the

20 nessage bl ocking function 73 of the comuni cations network 72

shown in Figure 7.

At step 8-1, the communi cation network receives
nmessages, each nmessage being directed at a target
communi cations device for pronpting the target conmunications
25 device to attenpt an energency call setup. At step 8-2, the
communi cati on network bl ocks at | east sone of the nessages from
being delivered to their target comruni cations device.

There are many possibilities for each nessage that is
directed at a target conmunications device for pronpting the
30 target communications device to attenpt an energency call
setup. Each nessage may be any appropriate nessage that



Referring now to Figures 9 and 10, shown are 10 flowcharts of other example methods of blocking at
least some of the messages from being delivered to their target communications device. These
methods may be implemented in a communications network, for example by the message blocking
function 73 of the communications network 72 showg jn Figure 7. 15Referring first to Figure 9, at step
9-1 the communications network maintains at least one condition for forwarding messages that prompt

a target cQpmupiCarigns Qﬁ%iFgéﬂg}t}erﬂt P satp e &HBISSEJpoﬁt\ﬁﬁ%ﬂ'zhé%%@@ﬁmica“ons

network receives messages, edch niessage being 0 directed at a target communications device for
prompting RBh@YArgetcabmiBications device to attempt an emergency call setup. At step 9-3, for each
message received, the communications network forwards the message to its target communications

device only if any of the g gast gne cerAifioRa’msistsitistied comunlfieieiasn mriYWBPSsiRibties for
maintaining{at least one condition for forwarding the messages. In some implementations, the

communicBlifs& n8iwdrR AinBRTEaR fddtif c BESS 808 FstEl QBURRISN AcEEIdiNGY &H dofhe 30
implergentatiens, foneaeh massataireetiverhshaeemyvunicaiiony nepuorls faswanistheonassage only

if there is indjcation that 22 the message was sent from a messa esourceétﬂ]at ccording to the

dentiicatigh AE tEsAEPL B! ROEind mBleRRHARbR, thé FitssaB BrFhphis HEFSHRRENCy call

setup indidatesraleesrpggesduree.dd atber inyilemeatagions ciherhupdmamunicationsvietwords is aware

of the messa emépek%( other means. Other implementations are possible. In the illustrated
n

example, #e%o iOS network forwards the message to its target communications device. In

another implementation, the communications network
Referring now to Figures 9 and 10, shown are

10 flowcharts of other exanple nmethods of bl ocking at | east sone
of the nessages frombeing delivered to their target
comuni cations device. These nethods nay be inplenented in a
comuni cations network, for exanple by the nessage bl ocking

function 73 of the conmunications network 72 shown in Figure 7.

15 Referring first to Figure 9, at step 9-1 the
conmuni cations network maintains at | east one condition for
forwardi ng nessages that pronpt a target conmunications device
to attenpt an energency call setup. At step 9-2, the
comuni cati ons network receives nessages, each nessage bei ng
20 directed at a target conmuni cations device for pronpting the
target comuni cations device to attenpt an energency cal
setup. At step 9-3, for each nessage received, the
comuni cations network forwards the nessage to its target
communi cations device only if any of the at |east one condition
25 is satisfied.

There are many possibilities for maintaining at | east
one condition for forwarding the nessages. |In sone
i npl enent ati ons, the communi cations network mai ntains an
identification of trusted sources. Accordingly, in sone
30 inplenentations, for each nessage received, the communi cations
network forwards the nessage only if there is indication that



10 forwards the message to a network component within the communications network. More generally,
the communications network forwards the message along a signaling data path, which might involve
forwarding the message to its target communications device or forwarding the message to a network
15 component within the communications network. If,fgrwarded to a network component, the message
might be forwarded to its target communications device or forwarded to yet another network

componeryt N@thﬁfbg?aifgnwgé"cégﬂ[‘s PEDHRT: Eegggg oW OO0, c?é?%l?ﬂt'gl the 20
communications nefwork recelves messages, each message being directed at a targe
communicktiénd evite fbrcerohfplinghe taiges teshniicatns devickoEattempt an emergency call

setup. At 5t L0 {PLERGNTIessAGE Frrsiverh the sARMICRTRISARIMGENRIPCKS All ok theyp

messages from being 25 delivered to their target Communications device. = In the illustrated
example, thedoh@haRications Aeffork MIBKE-all dfth@ hhedsalgeB @ik Berg dliverdd® their target

commynicaligng APWaei S MghiBe RXPSUtRHAleR BEWHK CREOAGHT Bt & Pogifipa to deliver

messages 30 to the targ;éco_mmunlcatlons device, or by a network component that forwards
messagesBatdtherAtRbri EothBOREN R ioPdksSr BF thePO@SRhRInfations device to receive the
messages. 23 Numerous modifications and variations of the present application are possible

in light of the above tea¢hingshdt islthersforet todbeetiaagbwodtthat wishimihe sabpews the appended
claims, the BPRISAKCP SPRaPE L IHE RLReyasT 3 el 2P SPg el cabniesiosa e 24
device. |In another inplenentation, the comrunications network
10 forwards the nmessage to a network conponent within the
communi cations network. Mre generally, the conmunications
network forwards the nessage along a signaling data path, which
m ght involve forwarding the nessage to its target
comuni cati ons device or forwarding the nessage to a network
15 conponent within the comruni cations network. |If forwarded to a
net wor k conponent, the nessage m ght be forwarded to its target
comuni cations device or forwarded to yet another network

conmponent wi thin the conmunications networKk.

Referring now to Figure 10, at step 10-1 the
20 communi cations network receives nessages, each nessage being
directed at a target conmmunications device for pronpting the
target comuni cati ons device to attenpt an energency cal
setup. At step 10-2, for each nessage received, the
communi cati ons network bl ocks all of the nessages from bei ng
25 delivered to their target conmmuni cations device.

In the illustrated exanple, the comunications
network bl ocks all of the nmessages from being delivered to
their target comruni cations device. This mght be executed by
a network conponent that is in a position to deliver nessages

30 to the target communi cations device, or by a network conponent
that forwards nmessages to another network conponent in order
for the communi cations device to receive the nessages.



CLAIMS 1.A method in a communications system comprising a network  and a mobile
communications device, the method performed by the 5 mobile communications device comprising:
maintaining a configuration of whether a message received by the mobile telecommunications device
is permitted to trigger an emergency call setup, the figuration being non- 10 configurable by the
user of the mobile telecommunications device; sending a Session Initiation Protocol (SIP)
INVITE request to the neiyatk GamRising # Eaprofiall Sessioa Panydiingfion o (B3
receiving the message prompting an emergency call setup from a message source, the message
being an akemMdtivatdepvic@nted3ageidhdentindingidbntficaibs iy endseagbisodiese, kite RO
message haying.phady;ig RSP Maskumlangyags (Mindneluging i <plirative service>
element with the <type> child element set to "emergency”; when the received message is a response
to the INVARP26 degu st 2didBrminiey ABBtHeE Ahé Aies¥BYe RBBURIiStd F@steaisdBFdd B&sed on the
configgratiop gndibeddentificatian (of theaessage) SARICS; IR the response message; and

attempting the emergency call setup only when the message 30 source is a trusted source. 25
maintaining an identification of a trusted source; and



comparing the identification of the message source with the identification of the trusted source. 5
3.The method of claim 1, wherein the alternative service message is a redirection message sent in
response to the SIP INVITE request message from the communications device. 10 4.The method of
claim 1, wherein the message source is the network,, , 5. The method of claim 1, wherein the
attempting the emergency call setup occurs over the circuit-switched (CS) 15 domain. 6. A
non-transifgn cRPUter readable medium having computer executable instructions stored thereon for
execution Oorma processor of a communications device so as to implement the 20 method of claim 1. 7.
A communications device comprising: a processor; and 25 an emergency call set-up function

coupled with the proggsspsn gonfiguisehionmalptaihe ceyiguationfprhelingy2 Mepsagfeeived
by 30 the mobile telecommunications device is permitted to trigger an emergency call setup, the
configurati®Athetd B BnFQUFEBIRI HAtHeONser ¢ e CombfimidaibRedebref or med by the

5 nobil e conmunications device conpri sing:

mai ntai ning a configuration of whether a nessage received

by the nobile tel ecommunications device is permtted to trigger

an energency call set up, the configuration being non-

10 configurable by the wuser of the nobile telecommunications

devi ce;

sending a Session Initiation Protocol (SIP) INVITE request
to the network conprising a Proxy Call Session Control Function
15 (P-CSCF);

receiving the nessage pronpting an energency call setup

from a nessage source, the nessage being an alternative service
nmessage and including identification of the nmessage source, the

20 nessage having a body in an Extensible Mrkup Language (XM.)
including an <alternative service> element with the <type>

child el ement set to “energency”;

when the received nessage is a response to the INVITE
25 request, determning whether the nessage source is a trusted
source based on the configuration and the identification of the

nmessage source in the response nessage; and

attenpting the energency call setup only when the nessage

30 source is a trusted source.

2. The method of claim 1, wherein the determ ning whether the

message source is a trusted source conpri ses:



26 send a Session Initiation Protocol (SIP) INVITE request to the network comprising a Proxy Call
Session Control Function (P-CSCF); 5receive the message as a Session Initiation Protocol (SIP)
message from a message source prompting the device to attempt an emergency call setup, the
message being an alternative service message and icluding identification of the message source, the
message having a body in an Extensible Markup 10 Language (XML) including an <alternative

service> element il (e VRG> SHIH GIAIPHY SELLD GAMBOSNTYY:e; AL ECeiR] message is

a response to the INVITE requést, determine whether the message source is a trusted 15 source
based on the configuration and the identification of the message source in the response message; and

attempt the emerggfi.eathgetimanty WORRILR IASSBHC BAUIGEHS 2 HuSlerBOues: 208 The 1

communications device of claim 7, wherein to determine whether the message source is a trusted
source, thé Bendrgendy EAIFRIncaon & codriTRyutéd &3 ©BnsAktafean identification of a trusted source;
and g compare the identification of the message source with the identification of the trusted source.

3. The nmethod of claim 1, wherein the alternative service
nmessage is a redirection nessage sent in response to the SIP
| NVI TE request nessage fromthe comuni cati ons devi ce.

10 4. The nmethod of claim 1, wherein the nmessage source is the
net wor K.

5. The nmethod of <claim 1, wherein the attenpting the
energency call setup occurs over the circuit-switched (CS)
15 domai n.

6. A non-transitory conputer readable nedi um having conputer
executable instructions stored thereon for execution on a
processor of a comrunications device so as to inplement the

20 nethod of claiml.
7. A conmuni cati ons device conpri sing:

a processor; and
25
an energency call set-up function coupled wth the

processor and configured to:

mai ntain a configuration of whether a nessage received by
30 the nobile tel econmunications device is permtted to trigger an
energency call setup, the configuration being non-configurable

by the user of the comrunications device;



30 9.The communications device of claim 7, wherein the alternative service message is a redirection
message sent in response to the SIP INVITE request message from the communications device. 27
10. The communications device of claim 7, wherein the communications device is a mobile device
comprising a wireless access radio. 5 11. A method ira communications system comprising a hetwork
and a communications device, the method performed by the communications device comprising:

maintaining an 'd%BHfgcazRO%é’é P PPV U OPPEERRARS: Lhﬁ ! nF”ﬁ'fKI\ﬂ“?E Belfiest
non-configurable by the user of the communications device; sending a request message to the
network, tiidfeqDestvaeEsage mRinga BessonAhiatior R dtocoe 6SIPY IN\GTE 1D teqle$ic tHeon
network cc(rp,p@@g)a Proxy Call Session Control Function (P-CSCF); receiving a response
message prompting an emergency call setup from a message source, wherein the response message
was 20 sent in response to the request message, the response message being an alternative service

message and inclucfing fentificatiop.af 14e MesSauLERYIcEn thenessRILRRBABRASIY InaIp)

Extensible Markup Language (XML) including an <alternative service> element with the <type> child

element sEEBSRONIr§EMCH"; TeS 8G9 af R et Rt ddiBcd WRh #RVibeRtificaticH sARlisted
source; angn30atipippiéntihe emergeret ¢l setponlydieadhe MessAge an  al ternati ve

service nessage and including identification of the nessage
source, the nessage having a body in an Extensible WMarkup

10 Language (XM.) including an <alternative service> elenment with
the <type> child elenent set to “energency”;

when the received nessage is a response to the INVITE

request, determ ne whether the nessage source is a trusted

15 source based on the configuration and the identification of the
message source in the response nessage; and

attenpt the energency call setup only when the nessage

source is a trusted source.

20
8. The conmuni cations device of claim 7, wherein to detern ne
whet her the message source is a trusted source, the energency
call function is configured to:

25 mai ntain an identification of a trusted source; and

conpare the identification of the nessage source with the

identification of the trusted source.

30 o. The comruni cati ons device of claim 7, wherein the

alternative service nessage is a redirection nessage sent in
response to the SIP [INVITE request nmessage from the

conmmuni cati ons devi ce.



source is equal to the identification of a trusted source. 12. A mobile communications device
comprising: 28 a processor; and a function coupled with the processor and configured to: 5maintain
an identification of a trusted source of messages, the identification being non-configurable by the user
of the communications device; send a request messgge to the network, the request message 10 being
a Session Initiation Protocol (SIP) INVITE request, the network comprising a Proxy Call Session

Control Fupgtion (RESCEY, (RERIVE 2 fESRANSE{REFRAe RIPMPHNG AR,emergengy cal i sefypdrom a

message source, wherein the response message is received in response to the request message, the
response $@8BalE paingaItalierane detviee MeBshGe dRY irtfuditilensifitdgtiod oMHehrssage
source, theg messagde having a body in an Extensible Markup Language (XML) including an 20
<alternative service> element with the <type> child element set to "emergency"; compare the
message source with the identification of a trusted source; and

5 11. A nethod in a communications system conprising a network
and a comunications device, the nethod performed by the

communi cati ons devi ce conpri Sing:

maintaining an identification of a trusted source of
10 nessages, the identification being non-configurable by the user
of the comuni cati ons devi ce;

sending a request nessage to the network, the request

message being a Session Initiation Protocol (SIP) [INVITE

15 request, the network conprising a Proxy Call Session Control
Functi on (P-CSCF);

receiving a response nessage pronpting an energency call

setup from a nmessage source, wherein the response nessage was

20 sent in response to the request nessage, the response nessage
bei ng an alternative service nessage and i ncl udi ng
identification of the nessage source, the nmessage having a body

in an Extensible Markup Language (XM.) including an
<alternative service> elenent with the <type> child el ement set

25 to “energency’;

conparing the nessage source with the identification of a

trusted source; and

30 attenpting the energency call setup only when the nessage

source is equal to the identification of a trusted source.

12. A nobile comruni cations device conpri sing:



25 attempt the emergency call setup only when the message source is equal to the identification of
a trusted source. 13. A non-transitory computer-readable medium having computer 30 executable
instructions stored thereon, the instructions when executed by a processor performing a method,
comprising: 29 maintaining an identification of ajgisted source of messages, the identification
being non-configurable by the user of the communications device; 5sending a request message to the
network, the requgs@: ggggp-ei%ﬁ Session Initiation Protocol (SIP) INVITE request, the network
comprising a Proxy Call Session Control Function (P-CSCF); 10receiving a response message
prompting an emergency call setup from a message source, wherein the response message was sent

in response (0 the, reqhes! mesSagRpINES SAPPRST MESSRAE Leltsr am AliaHY® GERAGE fessage and

including identification of the message source, the message having a body 15 in an Extensible Markup
Language (XML) including an element with the child element set to "emergency"; comparing the

message source wainhgilgentiieation eb g rySie@spuiee; 31d 20, +iRMRING the @nergengy call
setup only when the message source is equal to the identification of a trusted source.
nmessages, the identification being non-configurable by the user

of the cormmuni cati ons devi ce;

send a request nessage to the network, the request nessage

10 being a Session Initiation Protocol (SIP) INVITE request, the

network conprising a Proxy Call Session Control Function (P-
CSCF) ;

receive a response nessage pronpting an energency call

15 setup from a nessage source, wherein the response nessage is
received in response to the request nessage, the response
message being an alternative service nessage and including
identification of the nessage source, the nmessage having a body

in an Extensible Markup Language (XM.) including an

20 <alternative service> element with the <type> child el enent set

to “enmergency’”;

conpare the nessage source with the identification of a
trusted source; and
25
attenpt the energency call setup only when the nessage

source is equal to the identification of a trusted source.

13. A non-transitory conputer-readable medi um having conputer
30 executable instructions stored thereon, the instructions when

executed by a processor perform ng a nmethod, conprising:



14. A method performed by a mobile communications device 25 comprising: maintaining an
identification, which was received from a network element, of a trusted source; 30receiving a message
from a Proxy Call Session Control Function (P-CSCF) prompting an emergency call setup, the
message being a response message received in respgnse to a request message from the mobile
communications device; 30 determining whether a message source indicated by the message is

the same as the igefifcqtion of the fusieglsayeecand Btempiing the preragCILeRl) setup g i

the message source indicated Dy the message is determined to be the same as the identification of the
trusted solifees afiefsin themedsagé tbgkl indicRrdy thermessHjedytadPeCBTH he 18s&he

method of gaim L4 W@ﬁfﬁjﬂiﬂ&%m%ﬁg@é\ﬁ’@gﬁng the emergency call setup: is a 380 alternative

service message. 15 16. The method of claim 14 wherein the request message is a Session Initiation
Protocol (SIP) INVITE request. 17. A non-transitory computer readable medium having computer

executable instrugliong sigred theeander exgeieyen a 80 RrAEeSHRYt A% 10 IMRleMeRiGhedpethod
of claim 14. 18. A mobile communications device comprising:
message being a Session Initiation Protocol (SIP) [INVITE
request, the network conprising a Proxy Call Session Control

Functi on (P-CSCF);

10 receiving a response nessage pronpting an energency call
setup from a nessage source, wherein the response nessage was
sent in response to the request nessage, the response nessage
bei ng an alternative service nmessage and i ncl udi ng
identification of the nessage source, the nessage having a body

15 in an Extensible MWMrkup Language (XM.) including an elenent
with the child elenent set to “energency”;

conparing the nessage source with the identification of a
trusted source; and
20
attenpting the energency call setup only when the nessage

source is equal to the identification of a trusted source.

14. A nethod performed by a nobile comunications device

25 conpri sing:

mai ntaining an identification, which was received from a

network el enent, of a trusted source;

30 receiving a nessage from a Proxy Call Session Control
Function (P-CSCF) pronpting an energency call setup, the
nmessage being a response nessage received in response to a

request nessage fromthe nobil e comruni cati ons device;



a memory configured to maintain an identification, which 25 was received from a network element, of a
trusted source; a communications subsystem configured to receive a message from a Proxy Call
Session Control Function (P-CSCF) prompting an emergency call setup, the message being a
response message 30 received in response to a rqui st message from the mobile communications
device; 31 a processor configured to determine whether a message source indicated by the

message is the sgme %t}cﬁ |H%ntl(maé qf thg trtr;é$gh awceS gtnecgroqq,?&plég?lgﬁbyétﬁert he

configured to attemptt e emergency call setup on e message source indicat e message
is determires &29€ thé Saniehgs tf@iﬁ]@ntlﬁ&tidméf thed@ustedl ise8tded Whevéin theenetsatsd séurce
indicated tgyomeclgessaqﬁp is the P-CSCF. 10 19. The mobile communications device of claim 18
wherein the communications subsystem is a wireless access radio operable to communicate with a
wireless network. 15 20. A communications network element comprising: a processor configured to

send af identity ¢fia @ngplr%urpﬁéo mMARieramnuyication deyice,AQhe progagsonpaiag juther

configured to send, to the mobile communication device, a message from a Proxy Call Session Control

Function (PRYSEE) IR IFGBEs 4 efrRPgdRS @Mesdtp B?'sﬁfdﬂé\ﬁé’e tRe RfessBge BRI &S
response MRESaAeTRNLIN ERFNCHRE BF a farpiestmeseapedeaeived ramengimokilke nessage

source indicated by the nessage is the P-CSCF.

10 15. The nethod of claim 14 wherein the nmessage pronpting the
energency call setup:

is a 380 alternative service nessage.

15 16. The nethod of claim 14 wherein the request nessage is a
Session Initiation Protocol (SIP) INVITE request.

17. A non-transitory conputer readable nedium having conputer
executable instructions stored thereon for execution on a

20 processor so as to inplenment the nmethod of claim 14.
18. A nobile comruni cations device conpri sing:

a nenory configured to maintain an identification, which

25 was received froma network elenent, of a trusted source;

a communi cations subsystem configured to receive a nessage
from a Proxy Call Session Control Function (P-CSCF) pronpting
an energency call setup, the nessage being a response nessage

30 received in response to a request nessage from the nobile

conmmuni cati ons devi ce;



25 communications device, wherein the message includes an indication of a message source, the
indication being usable by the mobile communication device to determine whether the message
source is the same as 30 the trusted source, wherein the message source indicated by the message is
the P-CSCF. 21. The communications network elemgnt of claim 20 wherein the message: 32 is a 380

alternative service message. 22. The communications network element of claim 21 wherein the 5
processor 1s f“”hﬁr j&PB%@o‘P XEEHIS 16 B, G2l FESaIoN; Gt Qlfenain 'Cﬁé‘s@afrgé .
sending the 380 alternative service message. 23. Anon-transitorycomputerreadablemediummistoring

10 instructidhe WRich tagiecatailitiorPyf a hbBthod BBADALRG: | S seridify arPRigBtity asa trlisted
source to @géqﬁilrefqogglmpewagp_n ldﬁ‘\:(icpi agg é,é;graqjipgeto the mobile communication device, a

message from a Proxy Call Session Control Function (P-CSCF) prompting an emergency call setup by
said device, the message being a response message sent in response to a request message received

from tlae mobile qomMupicaEieRS BEVidkei ng further configured to attenpt the
energency call setup only if the nessage source indicated by
the nessage is determned to be the sane as the identification
of the trusted source, wherein the nessage source indicated by
t he nessage is the P-CSCF.

10

19. The nobile communications device of claim 18 wherein the
communi cations subsystemis a wireless access radio operable to

communi cate with a wirel ess networKk.
15 20. A conmunications network el ement conpri sing:

a processor configured to send an identity of a trusted

source to a nobile comuni cation devi ce;

20 the processor being further configured to send, to the
nmobil e comunication device, a nessage from a Proxy Call
Session Control Function (P-CSCF) that pronpts an energency
call setup by said device, the nessage being a response nessage
sent in response to a request nessage received from the nobile

25 conmmuni cati ons devi ce,

wherein the nmessage includes an indication of a nessage

source, the indication being usable by the nobile comunication

device to determ ne whether the nessage source is the sane as

30 the trusted source, wherein the nessage source indicated by the
message i s the P-CSCF.

21. The conmmuni cati ons network el ement of claim 20 wherein the

nessage.:



20 wherein the message includes an indication of a message source, the indication being usable
by the mobile communication device to determine whether the message source is the same as the
identity of the trusted source, wherein the identity of the 25 message source indicated by the message
is the P-CSCF. 24. The non-transitory computer reaéigble medium of claim 23 wherein the message is
a 380 alternative service message.

is a 380 alternative service nessage.

22. The communi cations network el enment of claim 21 wherein the
5 processor is further configured to execute the Proxy Call
Session Control Function (P-CSCF) for sending the 380

alternative service nessage.

23. A non-transitory conput er readabl e medi um  storing
10 instructions which cause execution of a nethod conprising:

sending an identity of a trusted source to a nobile

conmmuni cati on devi ce; and

15 sending, to the nobile communication device, a nessage
from a Proxy Call Session Control Function (P-CSCF) pronpting
an energency call setup by said device, the nessage being a
response message sent in response to a request nessage received
fromthe nobil e communications devi ce,
20
wherein the message includes an indication of a nessage
source, the indication being usable by the nobile comunication
device to determ ne whether the nessage source is the sane as
the identity of the trusted source, wherein the identity of the

25 nmessage source indicated by the nessage is the P-CSCF.

24. The non-transitory conputer readable nmedium of claim 23

wherein the nmessage is a 380 alternative service nessage.

30



