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Further, these wireless devices contain firmware that comprises data and

program code that enable the wireless device to operate. This data and program code is
critical to the operation of the wireless device. For example, the data and program code
may specify the protocol for the wireless device to use to communicate with the
network, or the data and program code may specify the wireless network(s) with which
the wireless device may operate.

In one aspect, the integrity of the firmware of a wireless device relates to
whether the values in the firmware of a wireless device are the correct values for that
version of the firmware. For example, a measure of firmware integrity may determine if

the firmware has been corrupted, either unintentionally, such as by a bug in a program,
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generating an integrity determination based on the generated verification test result,
wherein the integrity determination indicates the integrity of the firmware.

In further aspects, a method of verifying firmware integrity on a wireless device
comprises receiving a verification scheme for testing an integrity of firmware on the
wireless device, generating a verification test result based on applying the verification
scheme to the firmware, and forwarding the verification test result for analysis nto

determine the integrity of the firmware.



conditions, references and patent information. The
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the wireless device of Fig. 3;

Fig. 5 is a schematic diagram of one aspect of a configurator module associated
with the user manager of Fig. 1;

Fig. 6 is a schematic diagram of one aspect of device control module associated

with the user manager and/or the wireless device of Fig. 1;



conmput er networks. More particularly, the described
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(Event 204). User manager server 40 may operate to store information log 46 in
information repository 73.

Firmware management module 21 associated with the user manager server 40
accesses information log 46 and executes an analyzer 45 to generate an integrity report

61 that reflects the integrity of firmware 14 on wireless device 12 (Event 206). For
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an “enable” command to re-establish the ability of the user of wireless device 12 to
communicate with wireless network 42. As an example, operator 23 may decide to
disable wireless device 12 to protect wireless network 42 from the wireless device 12
sending messages that do not conform to the proper protocol for the wireless network
42. Similarly, a “reconfigure” command may be sent to correct altered firmware 14 to

restore the firmware and return it to its predetermined unaltered state, and an “enable”



devi ce conprises a generator nmeans for generating and

transmtting a verification configuration across a
wonomlies®snetwork to a wirel ess device. The PCT/US2006/023047

verification configuration conprises a verification

schene to apply to the firmvare to test an integrity

of the firmware. The apparatus further conprises a

861fiaR@ 39 BB SedtQftef £ Gk MINGRARHarkt @RS @)n’{rﬁﬁl#lgétﬁﬁg bfiék altered

test result based on an execution of the verificat

Somwiarguldas comedtsd. t he wi rel ess devi ce. Additionally,

the a ratus further caompri ses an anal S a for.
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devi and gener a an integrity determ
s AL IgaRaRs bappeatonuip S b vTe 3 s i be discussed
M@]@@qhﬁl&@@etmpt egrity determ nation indicates the

integrity of the firmmvare. [0014] In further aspects,
[0031] a net Hoeorgpnofien; frymfgaﬁpﬁqetmfmm@!armvquatlyn omdalon?d elaysiaclude a
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the verification schene to the firmvare, and

ge&ew&?r %r?@nFﬂ]eCWﬁfM ¢ata Wftf@sllhe rcegtmltcmmnarahlaﬂfy@u executing it.
FQue! & 58(1‘?@0& BE i [ﬁlt;] LHd bR Hﬁ&: c Wﬁl%d&lg%s]nay query user

sone aspects, a machi ne-readab I um conprise
masdgerdoito n&nﬁﬁ ithedt ,contrelncaaantd &8l 1by/aHd rBd/for Nigat th@dSiinator of

t he ch| n for erations including generating
%Pn\t}ré’ q%ﬁ:h%&h? Pﬁg]?%f"ﬁtﬁﬂ IR R the poarggn Serl fication
[0032] schen@hﬁso tHeCSbsel apprRAE I thdth Ebﬁl foa@biL Bdia and processors

wirel ess device, forwarding t 2 Ve |cat|on
wrowide dor gﬂnﬁrafnng and applyéigeesifigetior mhemecf?@l 1‘(DI ﬁmylveare 14 of wireless

gener ed ve ic tion test. res

SR B0 i ot RRror i flien drotstndiaTon Bia maing ntesrity
dbyeﬁrﬁleatmr El. essmﬂféyl B8R, deRfbarngiRts RfiyaprovideCi fh¥ collection,
det er m nati on based on the gener at ed verlflcatlon t est

anabyisisy anduienasiing 1o exdplitioaglr fitrpwalist aforimation okp basdil cat @erification
t |
Jggg hﬂﬁ&g 6% a?ﬁd%e%}} Rl?thgllr %llc;gg@;og rco}rlrfgolsc%gn%&%ﬁlfs 375 3? ga eyeguted on the

\pmléssrdawicbezatbfegper&éaé afe Rty daeﬁmnﬁtﬂﬁﬂﬂ] I'n other
aspec a machi ne-readabl e nmedi um conpri ses

[0033] st r]é%ff’mtgstovmgc%’ Witpless deviceut e gamhinchidesatyi tpe of semputerized,
WiQedBE e s a@ed'eilﬁfa{nté?aﬂoﬂé '19,n1§er56h%k ld{iéngg assistant, two-way text

pager, portable computer, and even a separate computer platform that has a wireless
communications portal, and which also may have a wired connection to a network or the
Internet. The wireless device can be a remote-slave, or other device that does not have
an end-user thereof but simply communicates data across the wireless network 42, such

as remote sensors, diagnostic tools, data relays, and the like. The apparatus and method



receiving a verification schene for testing an
integrity of firmvare on the w rel ess device,

wqgemsriasiong a verification test result based ORCT/US2006/023047

[0034]

[0035]

[0036]

[0037]

appl ying the verification sch ne to the firmvare, and
forwarding the verification t result for analysis
to determne the integrity of the firmvare. In rel ated

88 Pfigtware AbertfRABGN OBofiAGES Sl ga%ggﬁ%%nft Juk i f’%\u dgyice can

performthe above-stated &ctlon CRI P
A¢derddRAW NGPeffomet] onh enydlfsnhoefemmqsecdeszmm bt computer module,
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denote |ike elements, and in which 0018] Fig. 1 is
@@h@mbm@tlmcagulaﬁomblr@henﬁ@pﬂﬁt of a system for
he .firmare

veri fyi the int

Wi el écﬂ(r]tg) ﬁ% WII' “Jlgﬁlc%]}('lcﬁl ]& haé 1pgut6{n?%1§glggle§¢ fo&vgeneratmg inputs
Hitagwasleas ?d@(ilbél,t afld Woitputo MgecBsRgat 9Pf forng@Redialel diFolhation for
the systemof Fig. 1; [0020] Fig. 3 is a schematic

EPBYFRHPBPY iFeisaEplclbe vreles devire.eFersexampls, drpubmerhapism 96 may
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I rrmvar é o e ess

segnent a on 0] wre
dzevgmeomﬁnd%iug:, el FOARS] fér exaniple, soudpis aheviahism 97 agiyaifitlude a

f one aspect confi at or dul e associated with

R g her o Saphg FeoHb SloDod Py citg 1 <. o
schemgtiitferdina@lcdnaeficone Hfsp&% e FEMbES 1(30@15{ 9 n transmit data
modul e associated with the user manager and/ or

pirpss) wiselesseneiwerk a2, Eing)that cir0GRdive Bing exétutassdtv&r«h amﬂtciations and
glgﬁl%x dﬁ{%&raﬁﬁﬁﬁt@é 501’11;1 11?3%1[' %%az%!?érg%eg\r/ergg(%) gg’ hon eotﬁ)\é\fgrult(er device
efnnefted as paslesPietRofdNodoRpeieAPlaoRn 13 11’Mh|id%:|s @Sfta repository 31,
device for determning the integrity of the firnmware

whichrRayfoneTiss yolalila ang: noawelafilsoRenomyisych gs fogd-gnly and/or random-

LBt R BT Ep AT PEERORE B0 ny oo

fomima e compatemMplatbess H&I‘t}hdfedatmlsﬂtcﬁr@ ﬂﬁﬁﬁ:ﬁﬁl‘féﬂc@\bne or more
, one aspect of a

hﬁﬁ(ﬁi% Referrl ng to Figs. 1 and

BOrY &6l e0tf Wm @nw e%eF‘?T}d@’é}t OB rieRipsy &ipragy flofice, such as
[P RY ion 11 includes

gﬁ%\/lﬁé?% nZeScféég Vi C ?ﬂeliﬂht ﬁ%\%lé}rgsogtgrrzléflﬁd%%% firmware

veri f Fm&hermomm@rlpéatﬁﬁm Hhslse hebldes tipeodentingendiye 87, which may

resi de 0

d jfi
boit Pt obiPoase imferis ol BaSRSh, o dhtsigser, processor, logic
ikt G5tAE dMfh (6cdsSing ABAICA! PECBM I MhelRET ot @fhdr HRIBessor such as

renote firmare
ASIC may execute an application programming interface (“API”) layer 34 that
interfaces with any resident programs, such as firmware verification module 20, in a
data repository 31 of the wireless device 12. API 34 is a runtime environment executing
on the respective wireless device. One such runtime environment is Binary Runtime
Environment for Wireless® (BREW®) software developed by Qualcomm, Inc., of San
Diego, California. Other runtime environments may be utilized thét, for example,
operate to control the execution of applications on wireless computing devices.
Processing engine 87 includes various processing subsystems 88 embodied in

hardware, firmware, software, and combinations thereof, that enable the functionality of

wireless device 12 and the operability of the wireless device on wireless network 42.



managenment nodule 2 1 associated with a user manager
server 40 (Events 200 and 201). For exanple, user
woanwgessser ver 40 may be resident on a conput eCTAS06023047

18, such as a server, |ocatedgacross a wreless

network 42 fromwrel ess device 12. Further, for

exanpl e, verification configuration 65 may be

BN axaimt, DyrcR¥Aa1H | 08s)RteHRNTISI RO fFofDHiH Rird4 and maintaining

associated with firmware nmanagenment nodule 21
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resident firmware verification nodule stores

disgloged agpdott prevsssing sulisystams 88af eacesphe engine 8 may include any

U8 IRl 8, BRI, o SBE bt S UBLE: o
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IReSLahenar A ML E Lo FAERLRS HHason 1
thardisegathared aind rthan abgpzeé rin 4he tiofopanesalicy 86 ik Hveddbld ¥rom these
rﬁgort 6 .1 that reflects the integrity of firmware 14
YRSXHS s devi ce 12 (Event 206). Forexanple, in one

[0038] @SPeCtompitdt YAfforfho 15 nlcf‘l\lili\#]dﬁlﬁth@r RIRAR! & B Enications module 85
verificationresult 37 which It conpares to it
egehodiedt 0 hewdmiafs, cliniwaret esftwaresahd cdmbimativhe thereof, that enables
i nformation | o 6 to.produce integrity determ natijon
et BHanL R 4% M caitiEnets st BieBonprucols. s well o
betvaen thkaivarelREs ddvicl 1MBdnd9Rs wirBledWerlyOfBE . t hat
corresponds to the result of the application of

[0039] pr edededitiondly, Gappyteicpletfom 42 inoinles dirmwagn 14 nelicle meg comprise

S| £ fi 4. .1 he_aspect disc egd abqve,
G PURafl AP Aol r A8 el SE BRSO ot o
ekemitable isstpreost such nediraiweek $ude \6a! st MYCEMhd Speration of the

conpared to_the generated checksum val ue nentioned
RS doYiRe £y Forgre@pls, firmpere 14 may crapeke saftwase fhat is embedded

1 h SERIEHEUBRE:. V§5hE ieﬁﬂﬂgleg of ﬁ(?rﬁjg?]atﬁ% F%gfc}r;? ;r;rﬁ%fd%tlfaM, EPROM,

verification test res
FPREIME avat flash Chﬂdsmli%ddlim?éml’ly,d&l’ltmuﬁr? tihahcludedivestiegioniaformation
i re.14 is unaltered, or i of a proper state. L
lglt{wg:ﬁ? 8?111 é]1 ty’de?eapu%géwtggntyfosftfﬁqu d4.n For gxampplehverification
infbeRationt BB iAdYdedeb &’ A1 R tiRiedl o, rﬁﬂyorbﬁ}g?%%fﬁhpdft thk Nata and/or

indicates that firmvare 14 has been a
executable instructions that comprise firmware 14, and may further include data that is a

de one

function of all or a portion of the data and/or executable instructions that comprise
firmware 14. In one aspect, for example, verification information 19 includes a
firmware signature 80, which is information that identifies and/or authenticates the

given firmware. For example, firmware signature 80 includes, but is not limited to, data



Furt her, anal yzer 45 generates integrity report 61
that includes integrity determ nation 11, and, based
wonoosassdos cat i on configuration 65, which may fBRCTHSR006/023047

i nclude additional firmvare informati on 15 associ at ed
with firmvare 14, as is discussed below in nore
detail. [0029] Firmwnare managenent nodule 21 may then

expeasdiitati Vedoft 4t AW bRe b BEWAY nhBROK HirwateeRioR %eﬁrﬁ{v@'re size, a
computer 22 for analysis (Event 208.) In one aspect
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2£bmchadts \ailrlfmamdl fdgrdﬁﬁmhet prévitles the shysibdlith i cllcMéi€and provide

and returﬁ)lt to redeterm ned unal tered state,

e © TR hen senpcaPPeroneual isae Further, i
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tf;$trwwi‘r é7 mqlaglmmt itodtll pre@dtermined mehﬂdﬁl(ﬁn fb@l\ﬂltCH to generate
nodul e 94 which reviews contr mmand 78 and

ARG Bt By b " BuBPurd §eS8eu60 tpodite S cro be e at any

tﬁﬁéltlhn@ QBiificdtiof Qéﬁﬁ%&dltzﬁ aﬁm@/oWaH(ﬁh@ﬁ'a? fﬁlﬁl\és}a‘fe,em%&n(aﬁgﬁ s l?gged in

214) . For exagqp , as W ll be discussed in npre
tB%F@WmaﬁéF ARS54G By de stosedon S witgjess detias ¢2 andobtaimed acay time
W4 a 9513813 e?%c&%@{: to%ﬁ""fﬁl%s%%wcg type of action

associ at e co:m, other factors

[0041] assodiiatearewivetifivdtionl eﬁcﬁiutke\aOC @ad 2c@t | iy FEEREAt €ification

.V\%rel essﬁ%etv\ork 42. Further, in sone aspects, device
TRRORMAEAN” FRIENANE to Aimmyyare sage @A Os Jigrifieatism. ¢ Bissedblon verification

c%ﬁﬁﬁﬁfﬂt‘ijoJ@St ArfRae VaRAAHLR midid Pessgg e@?lgftefuf%warg verification

command before sending It to WrTe
soldnie §fbtodhs Guewert He&lrld\/generarmxeﬂﬁdaidii test result 47. Further, firmware

verification module 20 may store this information in an information log 46, either in
resident data repository 31 or in another memory device connectable to the wireless
device or accessible to the wireless device 12 over the wireless network 42. Further,
information log 46 may include the details of verification configuration 65 in
association with the collected firmware verification information.

[0042] In an aspect where predetermined verification result 37 is known to wireless

device 12, for example, when it is included in verification configuration 89, firmware



[0031] In conjunction, in one aspect, firmware
verification nodule 20 may include a device control

wanosl1es94, whi ch recei ves and execut es cont r oPCTasSna23047
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[0044]

78 (Event 218). In other aspegf s, | ocal device control
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the like. The apparatus and

iy spinkiinHaricon, wiite$ tegtal m:gmmmds 7 &p@bbmpgeﬁplatfhﬁn 13 and alters the
erfornmed on an
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adcobk e dfifhiwie! CdrERaLi 6P THMIE 20! QovPO rtltlé"”user' ﬁﬁhé’%& "Qrver 40 to
without limtation, wrel ess nodens, PCMI
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di'tiomally, wireless device 12 has input nechani sm

[0045] 96 f d?lrrgwmer‘&t*ﬂflﬂamrﬂﬁid)ﬂﬁlel 20 Opethtee basesl &ﬁ‘éé&ﬁoaﬁ@ﬂ Qonfiguration
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63 . mechani sm 97 for generating information for
on fIFhepyigirnbion Serme be peneygtedby gy dempwer devige connected

t@ﬁ%s@ netW?)PlU&Z r@‘%ﬂ@%éﬂ%?ﬁy IBYsnhifi&d H)d@o & WiFe E?%S& ?fqg%lﬁe 12 such as

such as a key or boar a NDUSE,
bidi asmaau}a,l inpitdem acsgnidnibn todgh eanghigsiol ifdhh @ Mocall§ connected
i nclude a_ display, an

O oty BB ey O B Rt IHBotsIesevispal2 A the time of

manufacture. In one aspect, for example, verification configuration 65 is generated by
the user manager server 40 as is explained below.

Verification configuration 65 includes instructions and data that dictate
operations to be performed by firmware verification module 20. For example, as
discussed above, verification configuration 65 may include verification scheme 89,

which comprises instructions for testing the integrity of firmware 14. Verification



[0035] Further, wreless device 12 has conputer

platform 13 that can transmt data across w rel ess
waebossko0d?2, and that can receive and execut e BOTHA2006/023047

appl i cations and di spl ay dat a4 ransmtted from user

manager server 40 or another Conputer dévice connected

to wireless network 42. Conputer platform 13 incl udes
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o sagthsegaenk 386, 308 313 12eBEpIBdheand generate verification test
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GO S i BBt T 0 R Ay ey G cucregovisaetber computer
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the disclosed aspeCts, processing subsystens
334,065 82 P 38nBihare smnsmipted duiny seredasy device 12 to the other device for

the comparison. In any case, this method of splitting up the firmware into segments is

advantageous for several reasons. First, if only one or more of the segments are found
to have a problem with their integrity, then only those segments will need to be

repaired. Further, if segments that are not critical to the operation of the wireless device



subsystem conponents that interact wth applications
executing on conputer platform 13. For exanple,

wonreassiong subsystens 88 may i nclude any subspyeraise006/023047
conmponents which receive data geads and data wites
fromAPI 34 on behalf of the }esi dent firnmare
verification nodule 20. Further, all or a portion of
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AN T AR R L ——
dictate the tracking of certain activities or actions taking place on device, such as the
execution of control command 78, and require the storage of information relating to
these activities/actions in information log 46, such as in action record 49.

[0050] Further, verification configuration 65 may include a reporting parameter 91 that
specifies when the firmware verification module 20 should report or transmit

information log 46, or whom to allow access to information log 46. For example,



manage firmvare verification activities on wreless
device 12. Firmnvare verification nodule 20 may incl ude

wanychasasar e, software, firmmare and/ or ot her PEBUSDI06/023047
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executabl e instructions operable to manage the

collection on the wirel ess device 12, and transmn ssion
across the wireless network 42, of any information

teplotinig @atatnetdte9l niey rlhl:l)lld@fm&kﬁdﬁ‘b% o ftaRnit Nfformation log 46
w rel ess device 12. In one aspect i rmaar e
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o8 8880 R o il flen B Uty ottt édice 12 1o
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for exanple, when it is included ih verificatl
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u
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(Bigl i ng the transmission and renote anal ysis of such
firmar

fi X} t Q04 t el
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to derive the integrity of the firmvare 14
Further, in some aspects, firmware verification module 20 includes device

control module 94 operable to receive either a locally-generated or a remotely-generated
control command 78. Further, device control module 33 may include control logic

operable to execute control command 78 on the wireless device 12. As will be



of the wirel ess device 12. For exanple, firmware
verification nodule 20 nmay cause the wirel ess device

wa2otea3s@bectively transmt information | og 46PCD/USS®E/023047
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manager server 40 across wirelgss network 42. In one

aspect, the information log 46 is transmtted over an

open conmuni cati on connection fromthe w rel ess device
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configuration 38 may be received over the wireless network 42, may be locally

transferred to wireless device 12, such as through a serial connection, or may be
preloaded on the wireless device 12.

Referring back to Fig. 1, wireless network 42 includes any communications
network operable, at least in part, for enabling wireless communicatibns between

wireless device 12 and any other device connected to wireless network 42. Further,



verification schene 89 may include instructions for

retrieving a predeterm ned verification schene froma
wonrewatsnsi ned source, such a from anot her conpar@IS2006/023047

devi ce across w rel ess network. 42. Further, for
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portions of firmvare 14 or to increase security,
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the other d |
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in concert to provide data in usable formats to parties, and/or to provide a separate layer
of control in the data flow between the wireless devices 12 and user manager server 40.
User manager server 40 (or plurality of modules) can send software agents or
applications, such as the resident firmware verification module 20, to wireless device 12

across wireless network 42, such that the wireless device 12 returns information from its



sinply log firmvare signature 80. For exanple, in this
case, firmnare signature 80 may include values or data

woebwtBsmysto a firmvare version 81, a firmivar ePeTAS20R/023047
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and a current date 83. This ipformation is then
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channel wi th comuni cati ons
depending on the type/make/model of the wireless device and/or the network service
provider. As such, configuration logic 56 may provide a user with the ability to select
from a menu of a plurality of wireless device types 16 and a plurality of network service
providers 17 in order to generate a appropriate menu from which to select the

parameters of verification configuration 65. Similarly, there may be one or more of



network 42. [0051] Additionally, in an aspect,

verification configuration 65 may include control
woansanshopar amet ers 92, whi ch may i ncl ude cont POT/US2006/023047

conmand 78 associated with a edet erm ned condition

93 in order to control operatfons on wrel ess device

12. For instance, in the case where w rel ess device 12

babadyby of paRhRte? S0 IcRb&ETidny 16 %zﬂ(@rﬁﬁ‘@éﬂfféﬁtl# cB¥iguration 65. For
conparing _generated verification test resu %M ]h

Praseple-crehifinaipn degicti6cmry providest uscewhtth@ablhtycmtselett from a menu
aIIo fir re verifi.cat.

CONTPRS SR GETLELRy 3R bR G0y S5 AR Fsscrin
pasmetshef b d phnm’htﬁ of r@fortadg parghefery HIVEH ﬁlulefhty ®f control command
di scovere r condition 93 may be a certain
PHEBgeTY yS%d e"tnar i ﬁﬁkf? l§% " ofi preqasprmyged (\@pflaauon result values 54.
a t

FLBBLAF. 1t 81 sUOEAE S5 BESRELL UTALS, Sponeurin
fqgrcm}@myjpcrohds threeser alithethe cibiliti to Belectasemaf meMNef bipgivality of

t hen, c nd. 78 be a_"continue
Bp e Y nCoT R ERops 5 ek Htcluseapresetauminedaseupings of
ﬁe%b@@-ﬂ&ed bﬁkaﬁﬁ%@@ﬁ@c&ﬁpﬁ‘s@ %hhb&fbn(c?o)nﬁgﬁ% gg'n Hu?%gler, in one
command 78 nmay be a "di sable" conmmand own e
aBeeti thy seleciafl oae e Ehedaémahtey of viradess alemiga ityyes d 6\and he selected one

I There a wide variety of
4 EL AR A3 TS e PPy MR LY, S one or
pepdndofypediof HAngireess a'ﬂlﬂmrl Lreti@tBrmihEd et BWeRBcation parameters
ncl uded in caontrol command paranmeter 92. For exanple,
t:hﬁt 4R ARPTORHYE  pehpaticylewirelpsslpyiog dia tier @K@,mple for an XYZ brand
SONRALISER adb@re{tﬂ%g%nt CBYirDiEsd &‘f\gcgﬁldov%gea %o hﬂn logic 56

| og 46. Additiona eaC|ons per
maey ibei @de¢ ito ndetaymiineg mhaihl firm@are $41ahe aﬁrdldik@S&vﬁ!ét 1PRBould have

as rgﬁ' with control conmand 78, may be recorded in
e S‘?%‘L MG Y Ry . Viosagen THoRESURpEPR f 6% dhatofncludes the
PPty Rt bObrRBpdHIMNG Hesindeds! €Xi bl e neans for

controlling the operatl on of the firmvare verification
[0060] ppdul Qn@over{f@@mj caaiigtitation 65 s daztmuaexjg eotfbgurfitor nweile 44 and/or

bief | |fr 20 nodul e Zg deV| ce ontrol nodul e
ol B E, BRMeEeTE BPGHEL 2L focwprepligderauaa operficaton
dbﬁﬁghﬁh@ln $BNeY dh€ brCMbid YirefRETRNEed 82 FMkRGE: thge?fé(ﬁ&g and
control mpdule 33 may include control |ogic operab
ThanagxaeRitod Higgmiaroyeridisatinmen thet devieshe wirel ess devi ce

oo 12, Aol BSGHL AUIBDL0 AL, SELAL Bl U rosin

7Bd’bn s’rerlag mfutmatg)ntlbg 46 mmb]udingamﬁﬁltﬁ’oﬂﬁs%sdlhﬁ and/or additional

vv| rel ess_.devj.ce 0054 For exanpl e, control
B dEPEmAESR b‘éz dRye rfléﬁnil ofiirelas dewife bk é»a&ﬂutoedexecutmg

v@ﬁflézﬁﬁmr ERRaldive ¢4.7 %ﬁﬁﬁla@&%’ ' ucﬁr}g%j ﬂl%? Sﬁ%gxre e an UItype of

is not limted to, the commnds
IEEBRATH Nef, S@m%n@h@ coxithmngh ilindrated as drliggussecia@an®itl, remote

fi\'\nﬁﬂ%ra?e &ggagement module 21, information repository 73 may be located anywhere

in communication with user manager 40, such as on another server or computer device
connected to wireless network 42, on wireless device 12 or on a wireless network help
computer 22,

[0062] Further, as noted above, remote firmware management module 21 may include
analyzer 45, which may include hardware, software, firmware, and combinations

thereof for analyzing and processing logged firmware verification information in the



di sabl e command nakes the wi rel ess device 12
non- oper abl e for non-energency conmuni cati ons or
woanpleswly non-operabl e, where the enabl e conramas2006/023047
makes the wirel ess device 12 erational for
communi cati ons, and where the Teconfigure command sets
at least one of the firmvare values relating to an
pRemadtiodN8posabAl 78 iebidet ké glerktB® Whb@|6aSmatRef dét@gnjnation
some enbodi nents, for exanple, the reconfigure conman
hby Additiggalls hardizay 45 maxafusthdatinclndel /apalysial loge 41 comprising
. e-alf; S s by includi.ng a software patch . .
AEHTERE Relsioret eI e e valbhB Prodfied’chE4 ) Anatyaing and
geerpretihg tiiveiné@ntatioh 16p0 MbeddE talitbdi i the @eha8ioh R&fository module 73.
Ifxﬁ)qc_lal ly.or renotely in response to the results of the
{ oy BUgiErted ac heing dssesiaiadewip remefe wirmwase medhley2 I enalyzer 45
§ B Vi i A e fir re
iy RIBRERE YRGS Y pebRab Ol G ety Rlanhdlf sthEMR 6 another
setyericonhagthel ta witraldss adtvaek VR cen winelkssgdevidei I0MordB a wireless network
ﬁﬁer abl e t?) establish a |limted-access comruni cati ons
BSHUPUSEfHss the wirel ess network 42, which, in one
[0063] aspechdditonBeNel okl FOhotdY d: @ﬂxlcgﬁﬂa‘ﬂ _tfﬂﬁn&gé’ vE$RLat8h schemes
W rel ess device 12. For exanple, the Pimted- access
b arrubRUEiat¢.dhe deriserhiltegriy determseton di dfr thadiviiwarad4 may be a

i.pf or. j 0 ) f ecei ving.control c nd . . .
YBIREIBLLAR bohefuRl. et L s SRR ey
ddterelieamndEy bf thel@mbane 1@t iehvi &y Q@Péhdibﬁ HHi@flversfofi 81 of the
Iléllﬁgl t ed- access_ communi cati ons channe rmf/ al | ow
W HEnéyis dhttplied @ g pargisulap mpke aad/os magel payinglesodevice 12 at a
: n Qp - Lgnat.e art
e S Forr gt ot B BRI Pt e gorrupted and
Waketheicbireatfirmwaad4 ot thepyiodledshizvice it #dh@G8RST manufacture, but
com“ruﬂi cat{)ons channgl is based on a limted service
TORY PP (Y8800 £ chirerdralid versin Sleet fimgvarg Idnihus darihisfopse, analyzer
49192} i6rmAhe BRMATHEST VIS and may
i deﬁ%i fy t h% assoc?%%gﬂﬁglnﬁnr%hgﬁ%ocﬁkﬂgg%ﬁ%g ‘s that
[0064] can badditiphallyeih one aspecdfisewaedategiityf degprmidation 138s Amyeasure of
" Ce%_il ved ovtgr t hF vvidr el efi nebvvor k 42, may be
ot al T PLAL Y PURISH Iy el 20 the porgest fismwateckh gad, whether or
riob tiiGfinware &l @k vERIMS Geli0B 1208, JFay
the wirel ess n‘devi ce 12. [0056] Ref e?}?F%g{OEﬂgg%qﬁg aﬁ?‘g?sum of a
certaify ghagdBe dempmek 142isi 1| eptiviptedny Soo mtegrity adetemsnation 11 of
ope . st in part, for enablin
W re éeglg %O%Le?%g |18%1§1§b11é1? DA Sllggsmaeegﬁt%ég for graople, a
veinglesst deeicedE hawe a oesi@C b dirf®vand 1£11R&Sis 1R WAkK ddported by the
F rtger,vvirel ess network 42 may include all network ‘
“85}1‘&5 EYICE Prayidera r if th Mesios @ dhefimegare H4tonfthe mitelpss device 12
words X L I.e Lhclude .
Ig‘tgl I eas?ugtﬁae,a%o@%agﬁ% dco a| Eéz}?? %r%,%h\cl)& b%{jdfc%gpﬁ%ltélsﬂ: res'ﬁlt 47 with
p[r@iemmé veeifiaatida, reault 87r ds tsoial aspertts phie wompeti v & vedification
teZsztr(gs:Hﬁtll Aﬁey@gﬁgﬁ?ﬂ%ﬂne g@{@aﬁgg résrlll{tr?%r %%y no%l}\f\%g kansilligil?:ation of

whether or not the firmware 14 is corrupted, and thus integrity determination 11 may be

a probability or subjective category, e.g. “most likely,” “10% chance,” etc.

[0065] In one aspect, report 61 and/or information log 46 may be reviewed manually,
such as by a technician, field engineer, carﬁer, operator 23 or the user of the wireless
device 12, for evaluation of firmware verification-related information associated with a

particular wireless device 12. Operator 23 or the user of the wireless device 12 may



("1 rDA") - based network; a short-range wrel ess
network; a Bluetooth(r) technol ogy network; a

waigiBaagany prot ocol network; an ultra w de ban#Cf/UsyBs)23047
prot ocol network; a home radig, frequency ("HomeRF")
network; a shared wi rel ess access protocol ("SWAP")
network; a w deband network, such as a wireless
FrRed 8 hewOREALAtIN donfigadatibR B8 &r CoMEFRAMmMBHWR! Kuch®s a “disable
wireless fidelity alliance ("W-Fi Alliance") network,
Wheless glovice’]l qemmmandk;fon theblehpective t wireldsst ébepholie based on the
J K bl i heterogeneous nmmupi cat i on .
ASSREKR 18 BWPLR 5! REOASAECHS  ERITMDL CBLLAT may be weful i
deemingi andt dodrestinpebioblekis @Nted NEmIwke!RrifidsHd MESUMArdhalysis of
.Sg(%tggbl e exanpl es of tel ephone networks include at
NEERIER oS 4P oty SedniBpprst Pdrinclyfesasnyl fyymaniiowtpyi that represents
i ks hteshneon.e chy as: . division nul.tiple .
ac c})e%s %lﬁcfeﬁ &ﬁl'lgbl,n %ﬁd@%éﬁg %}6 e ﬁ?l%]igaglf’g 9 %E\“%el%pfne the MtSrmation
Igpeeiosy (3 VGDNEL ps annbther aabciallith@rineti@c thanitaly trtineiforated in
system.(" S/ vanced nobi | e phone seryvice .
R“g‘iﬁ\tﬁ?@?y Tb{gﬁlf@}‘&i f/fj%]icg 33 ARROETS |9 rirgseseBLOPer Frmpyearp versions for the
wirelaseReicedyinnt-ahwiids Rbe; $irfwalMe s
orthogonal frequency di \?i Si gﬁﬁﬁt%{ acggeus)%s ete.

[0066] (" oFDiVithqughgillgegteds §s produdiog remivi 65 fimmaraintaiagensnt module 21
" ' ' carrier. ("I1X') radio, transm.ssi on L
T Pa e Sl oo aaLd ae Jieps gl tmmare-verification
thenafegtiog esiticald et HRd widis® dSBEMS! Pﬁin(éfn%ﬁ;l) such as tables,

enhanced data GSM environnent ("EDGE"), high speed

BN 1S aYigWhaRlkisy texb.cdesaqtiveigPDarams enalebgpagesl or any other
e 1] e ny ot her

A SR BT DRSS g e 21 my
poesenofirnaw e rvetiisaionaatatedi infotinansn &eh WitnkoR8LdigpldRdvice, and/or
CO ni Ca&'léor}é networ k. User manager server 40 may .
may fansout this nformatign,-sugh 23 yjA @lygg)néq maty tpwenragher computer device
feP et Canal st IBviewer V a r } Qi

conput ér?narr%igr?fe?fn‘ge‘?onp@%%r gﬁ{éﬁlg{a%nilnag%%‘h?nnﬁo elgizcle]may be
edpeuiaie tpdeingd verificpterecantfigyentionals andfp yéndgcstenl éémmand 78 to

S B IR 0o B S R e

bassduar the dpoei@TehErated DY H8Fz&SpOCi at ed with user
manager. server_40 that "work in concert to provide data

[0067] i n uSk¢Eng 3P g <O, thwtlp dhe resente dimiware-vaiffmatvi deodale 21 and the
. g L. oRLI kn the.data fl ow be n the
TEEORILEANSL 10 2 I BT LRSI R e 1
revehapeneraer varroft @ofpatang! 18, alithey 10ehil Yo 4b@sk]: aMdSEMEr execute
sof twar e qa}n_jgents or applications, such as the resident

CPRFFhARFEIAREY 1% MeRielgrs davins k@ aroTansaitgontspleennmend @ tol @ireless
deREOSS. ih 'Rk cﬂ%f’\?% ] 41@, co?ﬁ‘féh c&lﬂlﬁ'{ana h/% Wl‘éa {e:(l)nﬁgi% both a user

_device 12 returns in tion fromitsresi
ideppficationi ((HY") 28 dind ubnsebb ativity@9. e¥GIMIDES by 6k 86%e manner of

. ' 12 t it. th [t _of |
R N e SRk T80 T FRF enaFls Wi (R AShmay be 2
ndrBE, B ImiR, 4 dERAI TRinbaite, laQfsK &, divhg %ﬁ?i#ﬁ&tey&qnym?%e of data

server 40 may then conpare this res
or value that may be associated with a party. Further, user ID 28 may not be explicitly

contained in the control command 78, but rather may be derived from the origin of
control command 78. Additionally, control activity 29 is the operation to be performed

by firmware verification module 20 through executing control command 78. As



with predeterm ned verification result 37 to generate
integrity determnation 11 that represents the

wonvegssdy of the firmvare of the wirel ess devPC®US2006/023047

[0068]

[0069]

[ 0058] User manager 40 inclu renmote firmware

managenent nodul e 21 to manag€ firmwvare verification
operations. Renote firmvare nanagenent nodule 2 1 may
mestioidta 2BV afRse NGIENRINE ., 1rfchfd€"‘@fs%bln§§‘ b HERETSdd 0Y13 enabling
any executabl' e i nstructions oper abl user nmanag
SuRpERicaonsReaonitguing rfxmmetrmatﬂéq@mnunmlmhe pﬂametem/ etc.

downl I portion e resident vers
fir m/vgr%gor%eérxle? g i°on Oﬁ%rﬁi ng %‘5: {gntzok e pramaad Jé@vfl%véce control
thanaghl Ve rmat e:veehue, pehlﬁ%sfoﬁslb%@ s %Q!h%&l@&eoafutﬁe?ﬁ@ﬁf or authonty of

firmvare managenent nodul e | oaded onto th
RRFrlJéP%§§UIH%@P%@11@Han&ndn58 tang/or ﬁi<i> tvmafy ek eqmtiing qhabthesser truly

RintY ki 8 Sle GARNGRE | %‘ﬂ{ch{‘& & Lo ur at og J8 nay include,

process. Further, reno I T'Mvar e nanage
foriemeinpldes prempf tec aperamr IZB gbe ofier Wﬁ&rh/‘ltb bﬁnfﬁifre G fbRt Bperator 23

er server 40.to generate verification
IS gL B TS HRTo) SR e e ae¥iscoto. aR confirmation
mhh’@laﬁoﬁfof iR QSR cORnlafd, I%Qy b g%eWegle %%ﬁmqa?h\ﬁ' \fé?&lcanon 43,

12. Renote firmare management’ no
lﬁﬁler,o@r 45appleeth evihewivatentts dontiol eommend, pmmisbﬁ:)nl logic 25 may

}%?ge/:dest erm negnc{ chrﬂ%é) Ta heWV\% g@ﬁ}sﬁgldm\f g’?’@r"ﬁ’iﬁeﬂld may utilize a

dueibasy dfiaphuraitp b&@@eﬂ[@é@l&oﬁeld%&l)&tﬁ QaARalle of control ermissions
gr edeterm ned conditions such as the w rel éss devi C%

2 pd BT Rerrelaisd i a pkl@alw of wingkesydevice identificatioes @Ds) 33, in
e e&ntd ﬂf%da’gMb zmié g%%u&%tc\’\%{rél gégx&% oP 5? Gopiyol permissions

Referring to Figs
i mayddentifp vag emansdrenmuthdrize@ toh sl AHORies @ § fod Wl Silver user ID 28
ule 44 that | firmvare, software

des. har dwar e,
AT SPrelsss dgyife %@é@g}} gtaé\ddqzrgglcgt@mgf a gpaciigswirgless device. For
1ﬁ§£ﬁdegéhrr%§rpﬁseﬁ@gféﬁl %e‘l‘é‘stﬁ&e@ ﬁp@erréﬁr?c rﬁfo'l a&tm{léso Uy ‘&) Pelng able to

configuration I'n one aspect, configurato
Osstreb(@a:ﬁatnemrcbsﬁ dfg/urreal Htoshohhigbecn(&Sd vﬂmweheﬁmml’ﬁi slaralifeof user

ﬂég; 60 utlflﬁ g?qnglﬁtgg(? 5%13@&1 P§ | Vegﬁl% J’7| ! |ij Plpglﬁrghtfyr ofywireless device
1ﬂ¢m‘lﬁﬁﬁtlé}1‘s ) 30l RiapaBATBLELRd fOInF %;19 Ed Exampé% control

paraneters that make up verification configuration
CREYRARgr A8 map epriring Bser R ghay npdretbrBledndod cortiml activity 29 of

“%ssﬁﬁlse ﬁ?ﬁ?ﬁﬁ)n@’n%lo ! arﬁc et \é%%n‘i;s &ew C%éi%go Isg}ererzless device

uratlon Ogl

1dﬁr11t1lﬁlcntimls @B IHehyustsl@nSl@g@ 05 sédrOliBsahdTBREbARE of cHht] fﬂehﬁﬁésmns 27
deyice types 16 and a plurality of network

8 54 0 PP leiaminy e Rty ivb pRBitad 1o disable the given
t
v@ﬁﬂ’és@@@{/ﬁé Q2 MBIk gﬁgat | o%e%géa%s h}l}ﬁ} (Pnaglet‘acgsg?rggﬁggsed on

verlflcatlon con
tlbe auihenzﬂtlonmh@ﬂ(oﬁmucﬂ’babgtbm thie vahieaileb@inahd veRB&s®n4Bom

to ke up. ellyéﬁ tloncnflguratlon 65. Far exanpl e,
veri FICBEEYESYo TPICIPRRR Melig. Js edlthqiahh opasator 23 in this

agfett istiNudt@tedgk %Cﬂersfo‘h%{‘ dtheFaSpbets operator 23 may be a computing device
which. may include hardware, software, firmware, and combinations thereof for
analyzing and responding to report 61 or to an external communication such as from the
user of the wireless device 12. Further, operator 23 may reside on the same computing
device as the user manager server 40, which could be the wireless device 12. In one

aspect, operator 23 is a person that may respond to a report 61. Additionally, operator



of at |east one of a plurality of firmare

verification schenes 50, a plurality of tracking

woar@neswss 51, a plurality of reporting paraneCes22/023047

[0070]

[0071]

a plurality of control connangbparaneters 53 and a

plurality of predeterm ned verification result val ues

54. Alternatively, rather than selecting the various

p3madyetuehsr indidy iattedthids, deeRldngrbdhE O8uttRe] GaR ot

E%pvide.the user wth the ability t% sel ect froma oroms et
rAfakyping apduntgroreyngofepprt éd et Althaugh dllvsratefd asdteimgmnassociated with

[ iLan 5, which includ redeterm ned ]
GRICS HBR Bl e R AL ool e PE AR thet Tstegy jggrhere in
venhinhcatiorowith orikdleidrmtw el 45 sudtusd e biseri HarB8r @SRECL0, another
the selected one of the plurality of wreless device
gspeconpecifidothrnaiwpds peevearna the Witglespienies 13y of
net wo [ . provi . corLr. ed to.a
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teiephone. aApeHudlat elephonel syedm Gfl v intiuda iwielesp AE&REE 82 Tonnected

hat _are approprjate for a particular _w reless device
o2 ok sRBIERESY P canrr hoiart (O e es deviess b are being
fRsuREhRE With ﬁ@@awdrc%hﬁﬁﬁi}g géﬁé‘g@ﬁieg LRy gﬂ@ﬂ can commumicate packets

configuration |ogic 56 na e to determne
icludingr wideandhdatanp vas | veisdess enivorrk #2. shwoddsdribaberlier, these “smart”

[ I ang .t hus Yy, generate verification
AR, 0P oD ey R 3 P e e copprifes Bomp 3ophat attow
afftwaes pieelopérs PR afdate softwhROGHPIN6Rs MBA! bp&Gak! B8R the cellular
configuration 65 is determ ned, configurator nodule 44
tﬁ??@h?ﬂe 12 ppd sontrol preipia fraciiopalityan We dlevise2 Fig. § is a representative
' if Lon configuration 65 t

ARGHARNE thte BBl coBBhl R Sty Hiief oo and he
inteackitiog adntle relemagrsTen onefaspdct MRahE prsehts dya@il. OTePblar wireless
t hat Vi ce. E]lE{O%l] Renmote firmware managenent nodul e
Ity orkell 18 R Bl SXPIPBI YraRg 630 1nelygs ianp systers Wherebstrgmioregmodules,
dubh Q5 FREIQRE depig ' | i bie Ll Leat ul t
41117 and/ or addi t?sg%ICbl?ﬁd#\?\d/aa%go%sft %Jr !rlrlgl?) %%ﬁééﬁff?ﬁraé%ogl eé‘ah other
gndéom beiwesinews! ateeng: eorbgorsated @ wirskese wietwigk 42, including, without
W &&ficatifn conf i uratioqﬂ65. I nformation repository

2 T HEICTHE RV T/ e B/ HetthYSS or st orage devi ce.
Al t homgysiehd P5tiise athnaserR@f g 4@30%9066‘3%990&%%‘105&51?%\?&; a wired

firmvare managenent nodul e 21, information reposi
eS8V eRkyS & €e-8. ot Jacel areaynaheed, iLANowithrd seftarase dafat teposiery 60 for

: npt her servyer or .co ter
SRl SO A BA0LE el B0 o35 165 e rom e
wiealess elediZ2e0 2.0 Fuethey, b @laesHangemehksdhedrib2CRARPBE & cédmunication
0062] Further, as noted above, renote firnware
Bij% FREAREEFALMEE 49 ta PrRYjde PRE-IERSCHING Gapebilifiss, data @ew control,
FRYUR G r@%@%ﬁa}aﬂ%{)&s\{\ﬁf}%o Sdd B8 hGna gﬁsjeglt segver 62 may be

combi nat 1 onhs ereof tor anal’yzi ng and pr
Dresgutenh the cethdaretelepharfel syateno?1 with anyrethe®fietividrk components that are
[ .73.in order to generate a

BBy BVl Flgiority i e o of sr Manager server 40, andlor

data management server 62 communicate with carrier network 64 through a data links

70 and 66, which may be data links such as the Internet, a secure LAN, WAN, or other
network. Carrier network 64 controls messages (generally being data packets) sent to a
mobile switching center (“MSC”) 68. Further, carrier network 64 communicates with
MSC 68 by a network 70, such as the Internet, and/or POTS (“plain old telephone

service”). Typically, in network 70, a network or Internet portion transfers data, and the



11. Additionally, analyzer 45 may further include
analysis logic 4 1 conprising algorithns,

wdeaiesidsos maki ng routines, statistical progranBCTAIS2006/023047

[0072]

for analyzing and interpreting;the information |ogs 46
contained in the information repository nodule 73.
Al t hough illustrated as being associated with renote

PUIm/WrﬁoﬁTﬁdef&s Zdice MMBIMARIN, MASTROR Ray bOeahRGted to mu&hple base
ymhere i n conmuni cation with user nanager server

1ot RS s dRvist a’@@h@femté’ﬁrk 6’4,\/\MCQI asss datat aswirkd 2nd/on Internet

' k.hel
?Ml%h?gfd%%ﬁjaﬁ%ﬁr%ﬁd%}x d@ﬁ’tgi ?s\%{crégt ' tl(Blg ﬁ$§ dg ultimately
bivaticastsnaessagd ywitdl¢salyaoehy Q/ﬁﬂefds§ akviedq, &m%%rﬁ&safeelces 12, by
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2 R it BEl S ¥3eBelEar i Shioak Lopeborgsample, the

figfiwesarmkieatidnBo®id 36 LY telchBHRIE v%%l% lﬁ%wcj&ﬁ and/or firmware

corrupted and was the cofrect firmware
the warelesg deyieeduringshe magufaciee oﬂthﬂdﬂuﬁacAhematlmy th@firmware
val id version 8

(ARG el bl it BY, o' Gicl Mol % 58020 T e e esscdesice 12 or

‘tﬁmﬁed’hiﬁegr atuseofmahidemsesver 44 4 f?hmgeﬁhﬁg%el %/)Q%l;s a wireless

Addle]%l 2 al | in one aspect,

o /’rlgﬁﬁﬂ%life Ivs the fisnwareevaificsiem madulst A mayr baSpulled” or
< of, l I

éﬂ@héﬁ" cfék)%r;dr?n% rSIY %t%th%:ﬁ of ?lgtr 0 Q&Flge?%srs] c{éﬁlge \AP[E@A? éﬁes Thtést version of
tHe firmevate vezrsf;lcatmn meoylubee20 Earthel péspelctbie WirélBaSAEve0f2. ln another

ert i nt %hat e firmvare 14 is not corrupted. So,
s P 2diBE OF ermue 1ariBration TodiNe 24 magrheongiersble in any

rﬁmﬁeﬁ ,Bfot 2xFRYle! BBNESBTared ll)}p‘é’ ;%{Q&e%&-ﬁhﬁéﬁ bfent | @ch as the wireless

exarrpl e, aw rel ess device as a version

- deviciamaving diffigulty sommmxo,‘atym with ppowireldssaetw dik 420 bDE kvireless

-

[ rovider., or.if the version of the firmvare 14
1ot £ RiGling lrith ' o ey 3o gpce eedvigato o cmother
aﬂl}trnatle@ MRapushitiy @ fpuliiig ri |tﬁ@f1hf9\9a1% %ﬁfl&ﬁﬁ)ﬂllﬁocﬂe % {dhthe wireless
redeterm ned verification result 37. In sonme aspect
(@P’ﬁcg %Wé’r pe sanfigurglleinj anst imsmnere Sor essmple: Heing i:dntlated by a
SRl El verification result 37 may only be an
pl?ndl cat |egl1n&§ "whet her or not the firmmare 14 is

[0073] cor r Uptrids, thisdadpbersof mieegiettiod HehRElp@lnORAt Idasi@Yp&ifion of a

bili
BrReApR- configlyeiian e for lseUne (0BRFENH ofnaraepecen the - compute
plRemt 18 df @@/v@felésgf g&viEd 119N é]lﬁlg%k 4]?22[&3/ FF e{x%}ﬁ ?e Crification

manual |y, such a techni | d"eng
cemfiguration prmambo Bnlbﬁdlad withén tiedrardfart lagd/ot flﬁhﬁ&% of the wireless

n of. fi

I T W ——
65 may be “pushed” by a user manager server 40 to the wireless device 12, or “pulled”
from a user manager server 40 by the wireless device 12, across a wireless network 42.
In another alternative, loading of verification configuration 65 may be initiated in any
manner, for example, being initiated by a predetermined event, such as the wireless
device 12 having difficulty communicating with the wireless network 42, or the wireless

device 12 communicating with a different network service provider. In another



particul ar wireless device 12. Qperator 23 or the user
of the wireless device 12 maygenerate a new
woenisf3smsi on configurati on 65 or control comBaWUBS06/023047

such as a "disable wireless ?vi ce" command, for the

respective wireless device 1 4based on the informtion

| og 46 and/or on the report 61. Generally, report 61

e Bre U Ipubhih g of BRIBRE b theRBAREQLAGE b5 RIMR A& Bevice 12 may

related to firmare verification through analysis of

b afigrrabimin apy nEdnengorsuempler bgiog iniBatéd by alpudietraimed event.

form tput that represents .analysis of information_ .
100741 | 0" B B o e oG PR Ko Bt drvare verfication

infiérafabieh,| AMCIEEROSA tificdion A&t Wekhlt,a$n Y o@bRR" with verification

associ ated information that may be incorporated in

péigutatipRioa dBloask dRdhr ey e3amplee Merificatiop tast solf 47 imaydesgenerated

O A T R0 A 0Tt 3 Ty, aadition)
fi006&F iAfdriatigh 15 Irhaysbe adteyedsirah Qstocdssigg leAPREt876ds the wireless

‘5:6! [ re managenent nopdule 2 1 and its correspondi ng
VK50 gs1ts, ggera’p% Soth XeRficatiey tegt result 47 and additional firmware

TnfdriMRbE 15 8lay (e GRIrb PR ihRRLES, fo§f4‘3f mation col | ected
fromthe wiréless devices 12 in~any form such as

[0075] t abl e©ptiowgbly, thys agpectef theemsthog limdlndes edeterminih@ madhieysty of the

or_web page or gny .ot her di splay or
R P PipAtpe Fibe i ined gprificaliam rgoulf fo e gprerated verification
BRISGLIBISCKTINE! €n Snd adpedt, FIr@R&Mble! tHidMRcRity determination 11 may
verification related information on a nonitor or
R eprded pepiosmatiomloedio- may transmit this information,
such ' (o]0 i not.her conput er .

(00761 Jevi ce h\oé?’atpﬁslrt écgt (gyntglf; )%tﬂé(}do}rn%%u?\?? W aﬁfﬁg%, % FolfRkeA firmware
veeifiagigmeniformatioh eo 2hotiey cdigpkedaviabior dnflysiiaBaRk 128). In one
verj f%’catl on configuratjon 65 and/or send a control
BRI CXETPlS. HEOERRIR: log 49nistyrlogded feam jWigeleisrdaivisesl2 to user
HAMge sLRcPasedno 0f Lo AT P58 H cai
on F he 'Sr egort glf 38%%?%‘{%9@5& gér}l% §§g%a§%&Flg(?g7]0? %1%103“011
cRefigumeiion63,cufh gs théoughat dtaridas] HETB; an FTP rovabare other data transfer

verification nodul e 2 and the firmpare-verification

P8E e C‘_gd)tﬁwsﬂeﬁse % 6‘2];11?9@8 feamtars W%@&P& inferrgplignais| uploaded

ffdin ﬁl@ﬁir&ﬁésﬂ@é\%@ﬁiﬁniﬁﬁ? E&hmﬁﬁﬂﬁt%}gméérs ﬁbtvﬁ?élﬁés%@icleWZ may

or renotely, and either” execute control comrman on

Fe| ess device 12 or transmt control command 78 .to

W r el . ice..12, In o as t, for.exanple,. . )
10077] cont r‘%ﬁ&ﬁ%{g‘al hgh]%SaSR%C;{ Sfc;ﬁl?eai e%g%q ey El%"i‘fcgp fecetving, optionally

vedByig, f dndlag:ieotting’ b ZohtrdBc@fthafd GARSA 6h tBE ahMidiy 2%he firmware

.User 1D 28 ma e. sone manner of identifying the

may be.
ypggyrsietd BYomumtiono(Blegknial 78s disgussedapuiier, wemmte Ifmware
, n , I.0id-a Lgnature . )
T R
igegniia| detertrimzatiomall . bBagesk og iimt gdkywddtdrmangmnt yi afi@of Beeview of

.yser 1D 28 not be explicitly contained_ in the

I@H??t&n i%% COPREOE 3 95 ﬁé’ﬁh%aysegemr Piler fremptet Rigmware

n@ihhginler® fmeRind ng! tocgéﬂgw_czﬁrol%%ﬁmbﬁw?y th’ cao%?lr&i o activity of
p be performne

actrvity 29 is the operation to
wireless device 12. Device control module 94 may verify the authenticity and authority

of control command 78, and then may execute control logic 35 to initiate control
activity 29.
[0078] Referring to Fig. 9, one aspect of a method operable on an apparatus to verify

the integrity of firmware 14 on wireless device 12 includes generating a verification



by firmwvare verification nodule 20 through executing
control command 78. Asnenti oned above, these

wopercatsoas i ncl ude di sabling conmuni cations, eaaiSeeg023047

[0079]

[0080]

[0081]

conmuni cati ons, reconfigurin girnmare and/ or
communi cations paraneters, etC. [0068] Before
executing or forwarding the control command 78, device

ETgupdtioR B &BLtheftcBBY SREHY Be BE rarﬂvﬁﬁlbé%rhelvfbgg(rﬁlc?cﬁ 148). In one

check the authenticity or authority of the us
RSPSEf rAgUIEs el |as co igrlinigian8 or apetator 2% aveesickyfimmdare management

i r t._the us trul nts toinitiate, the i )
£l AT et 08 PoBai BPUER B bl et aten rafigoration
6h dbuglgiveh Girddess iRVRe 12. PCOMRIurdtSr ARBIRIAS nd3 Wkifi%e configuration
ot her user) to confirmwhether operator 23 acCtually
lpetamsstordstepnie and/as enitemizedls variouy peemsterathabt@smise verification

' 12T i j cancel J.ation of the
gfgl\rgftg?lgﬁthbﬁ g%é}ﬁd dt’(ﬁggg d’r%ggﬂre%giel?ﬁggy adép%rbd%ﬂla lﬂle type/make/model of
thervifelesatiedioe, 4% adfuul nbevark savice pestRde, addoha Wk Fingdh e,
the cantr ol ﬁigrmand, perm ssion_ | ogic 25 may parse o
user TS 4K aFRer A e imsthed doclpdesmfeprardipe the verification
smEaRHor % BRMvREYssWellck bféfe MRl
of 1user O_I Ds 26 correl atcegg\llf/%ﬂqgﬁp ural %’%%&crg%{a%ﬁ setver 40
may fresiibyerifizatiomeehfiguritivaro Scorase watetds netioriad? to wireless device

urglity gf wireless device. identifications (IDs) 33,
P, ot Y L B B P fOR S rSar o sy be Torwarced
hestighOd s@OSTRNRri4B cokeRblisPho RAFIEE IS 2 "BYanother bternative
identify one or nore authorized control activities f ’
Yestiicatigyi \eonfigwation oD smandbeorprofoaddde s dewlese HBdge 12 during -
r\é@ﬁt&?ct&% an identification of a specific wreless
evi ce. For instance, certain users may be restricted
t o ceFurtien thinuspelt o€ tthey infdtles] iRluded® b&ivide By 4O verification-
control certain wireless devices. It should be noted,
rﬁ%\‘z%\/’é‘nf‘,’nﬁaﬁ%‘? frore the ovenless eyice hased poghegerifipasion configuration
otkal 4y 1 SARpI! s Lurality
DI RIPRLe g st BiRecdy B, S48 Byfofllion 10g 46
igendiak ateaticationateyt reaninel7. arfdtor &diigak fingoaty Glfo@@mMERNG, from
78 .may.contaj n user .1 D 28 of an operator 23, and a
VRS i e BT in anfpingtion RerfupresppRlisto § grocgssing of
veaiFibatoal cnfiSnateh 65 B9 th Hsplckily wile1dh LEYiES §2.9QY i
identifi catllglglﬁé} 33. ger m gg%coln I ogellc gg‘lﬂgig%c%ggﬁlt%ﬁ%uy’ 1 one
gRAchEe dsafmansger sirvgsedlniessiveninf@Thatind logdb dvBs waslesonetwork
et .he kf 1t erator 23 was permtted to disable
4B PR 15 IBEBL0L 83 BB OB L ot 2 ces an
agendial by Werd@aiags isefvetl @0l Sidwr 1B@hwas afaBetBhiSmodule 21. In
aut hori zation check, and/or based on the val ue of
PR RARCHe P TS 4Bsdesathepingarmetien yog 46 by a static or
688 anh&Sioh o " : . Ei : t gh.operator 23.
Th ot s&g‘s‘?%g&tﬁ‘.t‘ 375 1?&?%38(%:?1&? e ’a{% fﬁ%esggl%n&h?lﬁc%fl?fg?r 8kice or
stosqgeonheliomernatmuni@liomeyittbeseamaoageudong devi ce whi ch
may iPngtijudﬁg.har dware, software, firmware, and
conbi MEPFoHYS 8REFtRSithe Bpthad arcjuden gengiating:a Frpptli baged on the data
il @iefrhatfon Yo thatOinaRafX LA iRRbrifP BFH fifh -
from t%enuggr of nt hg vviar elﬁggg%ew ceﬁ%#%u@fﬁ%r‘?ﬁeless device
(Bloek drt6r Par meamplesimntdyzen 46 hgenemtes reporp6ilibaged on comparing the

generated verification test result 47 with predetermined verification result 37. Report 61

may include integrity determination 11 that, based on this comparison, indicates the

predicted integrity of firmware 14.



devi ce as the user manager server 40, which could be
the wireless device 12. In one aspect, operator 23 is
wea 2pesrisgost hat may respond to a report 61. PCT/US2006/023047

Addi tional ly, operator23 may rther include
al gorithnms, decision-making routines, statistical
programs, etc. for analyzing and interpreting report

[0082] 61. AlOptienaly, i bHe biRke dhéifepBRi JTGhe $8RAWAL ﬁl@ﬁ%"& [ forwarded for
w rel ess network help conpufer 22, operator may ba
PRt eise Blask IM&})- e Fon esamplenificamiacn menagemiint ehabde 21 may execute

. .S n.user nager .server 40, ~anot her
gg%ﬁlg%éﬁ 1(Ce_c eg) ‘{ﬁ%n érﬁ%({ﬁv\gﬁ K ?ﬂOt Ve“r?wt?rh%ev_lce’ the user of
wirckbessvidgvoce thizd phfl) 70} r8BEW! I i 8nd Qspdcl- firfawdd ARG gement
aspect, wirel ess device 12 conprises a cellular
PePShdh drangnie reRarta 61t to] ephRHer d5§ee@27for 1Eigwi hylapemtor 23,
hEBlRSS 0, a W red network 58

?Iba a car?flﬁl rﬁfﬁ%ta\%%?rﬁ%g%%cwgeeﬁgoég Ty &8st 8% s %@1&5 é]?e user of the
teepastj versminelens devieel 1iat taqiiesc teRp@Ahe Smbtata B4 of the wireless device

%Eag%lit'&es aEd of ten_can communi cat e packets
PlRsPeg R BRther Asaediaths apaiysis i renass ] Fstlipitka sontrghsommand

TEBEihE MR ERY ¢dnBh] opd?8Shs MRS tirels! ﬁé\fiées. ﬁ&\r%)%gl%tlellﬁ ifi defective

have APls 34 on their |ocal conputer platfor
Bampware e fdelgsted, deneppasaios 28 corc aredltcr sofyt may dssue a command, for
[ [ t hat .operate on the cellular tel ephone
?% pzllalercﬁ 35 ccggrh%}eoplec%er Bl ﬁ%ﬂ’?eﬁ’ﬁﬁﬁ E?%n &h ﬂ?%é’lrﬁg’ﬁ dgtwork or to
pregent dnash@izee ppeaesisat i ve di agramthat nore fully
illTustrates the conponents of a cellular wreless
[0083] et woPRUGHHYt fe a6t aspeet dhe dnetbed tihdudtse menivingd flarsk eoptionally,
RS BLES stem Cellular. W reless .. L
ne?&g?)ké)%olﬁt%bg ‘e eﬁg %g%én'p tg}r:)gl%gw&rec‘éﬁpffc ﬁ?rﬁﬁeiatg‘ﬁ jpformation in
thy sepem (WHecleh§O0)r eFmt exammply | fagw B¢ ehindSeét Sh&RSe 21 may receive
devilces 12 (g?(gnfuni cate over-the-air between and anong
CULR CYRHBANG A/ 6 RPN 2 i TeRORY oteperietit s Optiorally, device
dohtrel B58ul8 @hﬂﬁi}ke)égute!p@ﬁhﬂgglg?o(ﬁng hoWlark 'p?%%ﬁ)ﬁ) ?%cision 30 as

wi rel ess network carriers servers.
tg ydhether grinot s issueneomirgbcorsman 78 dithe agspbativiewireless device 12.
co ication over a wred network 58 (e.g. a |ocal
[0084] 2t ea n%tfoy%lrl%, o fﬂﬁbaswcwﬁﬁ%ln‘fﬂ“ﬁ’é‘ﬂﬁ‘ﬂ@f“’é&i"'ﬁd‘?‘é;SIE%FQIEW}/ cgiymand to
thetvirsledd dé\ged (BIGNRLS2)Y o fekGRbleOHevitd LT nfiy1eS8F thadSxecute
the data | ogs 46, gathered fromthe wreless dévi ceg
ceptroldggic A5y to farwrad gontplarparmaand Zeto/wireBSSs daycedE2.i I one aspect,
i ' | nager ser 40 to.provide
CCPUETAGIOL Dol TRDRPEGBEEY 7 0ok 8181 ok 42
Wiksdess deviag#2. server 40, data repository 60 and data

managenent server 62 may be present on the cellular
[0085] ¢ o egfﬁﬁﬁ’eﬁ@;ﬂ@ﬁ@%ﬁéfsm%a%w AR Swelt abp kvivadess oretinerk service
thaderad i : ' | conmmuni cation, .
Pser \_/eirc es}ﬁﬁs%@%%ggg#%gg@{ié%%%ﬁér@ c??l tdlf%cglé?raetc" 0 mamtain the
infegriy eafethe Smwae G2acwirelssi datie. WHoR exampieg thd @EWRIK service
OA{’iCE?hr O%J}ghe%sgaha links 70 and, 66, which may be data
PIQVA{EL ERC Aestk tq fideqtfiommremvised mmiare spAket thaxmay provide good
s@viteto BRiMRklometPdd RhefARL WO k:e0 ‘Fu?tﬂtg% "u‘g! metWoik@BVice providers

(general ly being data packets) sent
may need to shut-down wireless devices that have compromised firmware in order to

protect their wireless networks, for example, as a wireless device with compromised
firmware may use a communications protocol that interferes with other wireless devices
on the wireless network. Additionally, the network service provider may need to be

able to disable a wireless device when the firmware for the wireless device has become



nobil e swtching center ("MSC') 68. Further, carrier
network 64 comuni cates with MSC 68 by a network 70,

weuels/1awoshe | nternet, and/ or POTS ("pl ai n ol dPCT/US2006/023047

[0086]

[0087]

[0088]

[0089]

t el ephone service"). Typicall in network 70, a

network or Internet portion tTansfers data, and

t hePOTS portion transfers voice informati on. MSC 68

oBldiE, GORRGL tHRwirlesidvid B RaARLuslddsd ANBritreRT S 3110(? Provider’s
by anot her network 74, such as a data netmnr& nd
nﬁv@ﬂﬁ@rwgbh@m@hmfmme@nma transfer and a POTS portion

for v [ rpation TS 7 t el oadcast s
mssa%‘ggﬁwnri}?eﬁl desf%bet &SRk ezfl]fggv 5‘%/383 clugers (pfalhe wireless

mm@isasscodﬁgm@&ﬁflﬂaﬁwafé)/ve%ilﬂéﬁt‘ioﬂ@ﬁﬂ@%&g fo‘redﬂhféﬁt wireless devices
or other over-the-air nethods. 72]

mdr @fﬂerqag vergiops gf flgnweWéOéhfp@@tapphcaélon@phwotfme to be written for

RS GBI 1 YR ACAN R Q0N ol oS device

I ncl |on  afirmare
veri f Mditlonalllymﬂel ld&chi@ed) adpec’ peovipel b eimiat fveriftalidn Ghechanism

d 12 (Bl k 120 F
Bl AR JleieTine St cgte HoHsHae B ieg/oi et BeneEamhab et of the
tiRgwhanEWBES: aREBmidedr 'Peﬁit%ﬁ 19%1 tpﬁué’éyrﬁoglféﬁlagﬁg §I%prormse the

during the nanufacture of evi ce
mEpgrity rofnthe fivevarei foatd oodaraggrent " @il tee fitmbyirea thas eherely draws
s deyice 12 or

er _server 40, to the.wirele
ARARHEhs SRERE ot Jud Pt o rRe afieliss By Viewe Inghis sigaagion, the
d&wﬂﬁ‘sﬂ abBeAE AIRSH far thisfdRte@:alieh Vﬁﬁl‘thé%for@bﬁ@'& f’}ﬁ%& yynotlfylng
the firmvare verification nodule
the Jseie @F t@%b‘éﬁéﬁsﬁgieﬁwevth@tthérfllﬂiitW?ernebﬁse ttwbleedepased rather than

A9 18 42 e L e L B e

idesiverici@: tHenusorodtheie ﬁir&l@ﬁsﬂ atvive anll oagy RauRf th%hlﬁatwork service
fi r.mar ﬁ verification nodule 20 rmay be configurable in
RERYCRBIReS ey rice X eTe ratraithap dipabling tleydayjceeor requesting that the
, I euic
lﬁsgl\e/ ?ﬁté&(rj %ﬁf‘e‘g% %%551@% gﬁﬁﬁ gllikcgfﬁefnegfw Eg %&%ceﬂ ﬁ} gescnbed aspects
mevide fér #2onfiguringehevlineivassindedéce r]:é’tofmﬂhiﬁuﬂﬂegﬁﬁyl df3he wireless
dg th a different network service provider. In another
{%rnative, the pushing or pulling of the firmware

veri fTigaddrions Mdth@vedBgicd IBQ@al\MléﬁJs eﬁ%dlﬂ?é’ 'aﬁg c&gulg%scnbed in

be configurable in any manner, for exanple
GoRnectign e’aﬂbsheaasmc@aj@s@mdd@cbmmytbe 1[nﬁ1:06&ﬁ¢nt€d1 ot jx&fqrmed with a
i ncludes | o st a

sshvdl BERER aRsshich; CEHO0R 0%l Pifenr GRBY fepeiiatioh goeeinic

mtbgratemlt egeiit y (A$10)] ravede Igfdihﬁn%lgp HAET aRhyt a‘f@@n)l%r other
of the wireless device 12 (Block 122). For exanple
PregrAmmRRle dogie ofgviur dissrels g&enay tnsistryo tiged discriaten hardware

cBH:?)oHéHtéjV@ra% ?ﬁ atfoh%ﬂ%\@{hﬁd@s%neﬁ%o pe oI eftﬁ%?el}vflgﬁg}s described

ing the ure 0 Vi ce.
heesin. f iAc geriecat-pogpuise grocaisod ma@aadmm&@pro@élﬁbﬁ Gut,B¥ tie alternative,
user manager .server 40 to the wirel ess device 12, or

I BIOCEHOT ¥ s ean Vtg Prosess e contollsy, mresosgnizelles or state
nfRHINGE 12 prebsds Sndy WsbeHE IRpRAAREK a2 combination of computing
devices, e.g., a combination of a DSP and a microprocessor, a plurality of
MiCIOProcessors, one or more MiCroprocessors in conjunction with a DSP core, or any
other such configuration.

Further, the actions and/or steps of a method or algorithm described in

connection with the aspects disclosed herein may be embodied directly in hardware, in a



In another alternative, |oading of verification
configuration 65 may be initiated in any manner, for

wexerabsosbei ng initiated by a predetern ned eremtus2006/023047

[0090]

such as the wirel ess device having difficulty

communi cating with the wirel ess network 42, or the

W rel ess device 12 communicating with a different

BEftwee ity éxeeutel Oyl dfroceskdt, 8Naf BebAbLRLBRLE WR twd€A software
pushing or pulling of the configuration 65 to the

fofleleanay weide de Rﬁ%ﬁm@fé , Geshf euenh ROMmengrynERROM memory,

{ - Del Initiated by a predetermpe ent.
BESOM Moy Bt LA Yol A £ rr BoBY S any other
footl efGtérage ineditwekioviein the 6A! A exeHpRirJBior R medium is coupled to
including a verification test result, In accordance
HetProsraIT Uch thas thec Breresger eanitesr BEOrIRLies ifromR And wee information
X HEdt6n afdng aty result be geper at ed

G Pt ST PR, QB e e P B8R 2488 o e
piorenter: eTHetprobessohand thadttirhgeomadiufn maywessidd f Or ABIC.0Mhe ASIC
1% may, be retrjeved. f OQ%pEoceSS|n%%eng|ne 87 of the )
fnay L5sidedn pser n&am,ail.né'l foe @ltginai ¥, it propesser and the storage medium
wey kdsideals idRrdi@8dmp&RHlstin ﬂleé}QQmﬁﬂ%' tional firmare
information 15 may be stored in information | og 46.

[ 0075WVhdstthofraegojng dis¢lesis pepts itlbstratieve mepdotditishobld @e sioted that

Wl integrity of the fir re by conparing
ST D0 01 BORI Bl bl BT i B om
soepé fof ctht | dedcritedt agpesi| 4s {dBlrRrakbyl 269 appehded &1AFREC Furthermore,
for exanple, this integrity detern1naF|on 11 may be
%lgﬁeagla egmients;of sy drseribadl aspeptsmay be [dogrribpd Pu elateed intthe singular,

. h L el f rding the .coll egted
P PR oM MELAR IR BGE o B WAl ehelfo ol
device for analysis (Block 128). In one aspect, for
exanple, information log 46 is uploaded fromw rel ess
device 12 to user nanager server 40 in accordance with
reporting paraneter 91 of verification configuration
65, such as through a standard HTTP, an FTP, or sone

-other data transfer protocol. In other aspects, the

collected firmvare verification information is

upl oaded fromthe wrel ess device using any

comruni cati on neans the wirel ess device 12 nay access.
[0077] Additionally, this aspect of the nethod may

i nclude receiving, optionally verifying, and executing
a control command based on the analysis of the
firmvare integrity-related i nformation (Bl ock 130). As
di scussed earlier, renote firmvare managenent nodul e
21 may execute analyzer 45 to generate report 6 1
including integrity determ nation 11. Based on
integrity determnation 11 and/or a review of
information | og 47, operator 23 or another user may
utilize renote firmvare nmanagenent nodule 21 to
generate control command 78 to control the activity of



wi rel ess device 12. Device control nodule 94 may

verify the authenticity and authority of control
woamsanshoF8, and then may execute control | ogi eCBASEM6/023047

initiate control activity 29. 40078] Referring to Fig.

9, one aspect of a nethod ope%abl e on an apparatus to

verify the integrity of firmvare 14 on wrel ess device

12 includes generating a verifjggti onconfiguration to

test the integrity of firmvare on a wirel ess device

(Bl oclgib#Q)ciaidg e aspect, a user such as a

techni cian or operator 23 accesses firmare managenent

nodul ¢ 21 and fixecut es configurator nmpdule 44 to

generate vertfs %%tCPW%WIPQ%FHP? OBBRGr a gi ven

W rel ess device 12. Configurator nodule 44 may utilize

conf i §EPTEPYISPlptfne hadng Brrawarer miche and/ or cust oni ze

the various paranmeters that conprise verification

conf i glirawarnveBicaten ntodekeoppaabiTri efesuBayverdicition configuration

dependi ng on the type/ make/ nodel of the wrel ess

wexdllee;, fitnvearadhioainaf&t, Witidteif R FiG@wRFOM ' iddi&iti

type of firmvare. [0079] Further,ﬁ?ﬁiiﬁsmggg%gtoﬁg?%%me of an

inRiciiBdof tAE Fitd@aref Or war di ng the verification

configuration to the wirel ess device (Block 142). For

exanpl e, user manager server 40 may transmt

verification configuration 65 across w reless network

42 to,w rel,ess device 12. Alternatively, in another

aspect, v:hfef 3%%1‘%? 8% cladmy g tibetieiny thegBerifigptipe. configipten further

through a static or serial connection to wrel ess

PEWEEs foverifigatigry sehemen | and r whereinethe vimiw are averifications module is

configuration 65 may be prel oaded on wi rel ess device

fugthetupparghlerdn ufxacttarthe efifiBfonFseHeher on tthé FirdsRESto Yenerate a

the met hod includes receiving firmare

wegificiticnatdt ooyt ahein Mt GeABEHRRA heint inteeri

devi ce based oEw the verificati ogé%g%}l%téﬁlrn\gic{agk@?%h%g&egmyOf

thédtimwh@r exanpl e, user manager server 40 may receive

information | og 46, including verification test result

47 and/or additional firmvare information 15, from

wi rel ess device 12. The data in information | og 46

corr%spondlﬁjsto a processing of verification

conf iSgur atiP§HeEse 9§ claia 2 adsesin thedfinmw st verfiersion qeodide further

Additionally, in one aspect, the user manager server

CRMPFIERsed wEsslcienneduteridigatiay regglt omel whieresd @ssfinawuer ¥erification

42. Further, information | og 46 nmay be received either

nasiuée ishaleeabls td noppae akie predicRSBRFE| VR M dHS REulES @GLEenerated

server 40 and/or firmwvare managenent nodule 21. In

vanfitdtion (s RIEl to AHSmiNBNRIRE S e Al GEC Ves the

information log 46 by a static or serial connection to

the wireless device 12, or from sone other conputer

device or storage nedia in communi cation with user

manager 4 [P081] rther, this aspect of the nethod ,
ncl ddes 33?‘1 eq%X{CFn@ngla’rné r‘f’%‘erﬁlﬁsg‘ﬂ V#e eatfigation module is
operable to transmit the generated verification test result to another device to determine

the integrity of the firmware.

5. The device of claim 4, wherein the firmware verification module is

operable to transmit the generated verification test result across a wireless network.



ininformation |l og that indicates an integrity of the

firmvare on the wirel ess device (Bl ock 146). For
wexempB&osanal yzer 45 generates report 61 base8CDWS2006/023047

conparing the generated verlfé ation test result 47

with predetermned verification result 37. Report 6 1

may include integrity determ nation 11 that, based on

this conparison, indicates the predicted i nt egrity of

firmware 14.[0082] Optionally, in one aspect, the

oty o (RS SMERERE St 39 hnckaln® ple” RABPERC 1 fetion, scheme
nc?ngﬁtis% t%lt }e@ﬁngg?e Sggtjrt&g‘g}f’gf‘l : C@gfh%&?%?f%gévﬁ’srg%étgmged value at a

user of wireless device, or a third party for review.

Pisdespanipedh lncation withindthe finmwvarse rshecknefdfrmwang signatnsminfemation,
ort 6 1 to conmputer device 22 for review by

@‘p& tesofor 23predypemunat re2d@t ohypilgkeg aetdaambiasktthnotion to at least a

report 61, such as sending the user of the respective

portieh efthe demivaes. 12 a request to have the firmwvare 14

of the wireless device 12 replaced. In another aspect,

the analysis of report 6 1 results in a contro

command 78 being issued to control operations of the

W relgss ctive fir. i S

det ecfed dﬁ#e(raig\gcg%gtcgg}% &heﬁeﬁ%t ﬁ% ISALS Vi E}t@gu’émd‘ﬂe is
%Ena Hg ﬁn? di sabl e the device so as to

PR SRRHRE 3SR o can S oot leagirone prsietspmined segment of

unaut hori zed operations. [0083] Optionally, in one

the Hewyare: he met hod i ncl udes recei ving (and,

optionally, verifying) a control command based on the

firmvare verification-related information in the

report (Block 150). For exanple, firmvare nanagenent

modul& 2 ITHeedevice GFickEmCR RiHedin SVt at{éh 842 ratlon is received
operator 23 in response to report 61. Optional

e | £BtHep rgoigg}uteﬁm&w & oy \%@8 aﬁetgl%ﬁm \%ﬁ«%]rgm gf g}/]%*{flcanon

25 to nmake rm ssion deci sl on s to Wwhe

ont r ol co to spective wrel ess
b AaHG, s SBTRTR R Sy S SEBE bt
nmet hod i ncl udes sendi ng the control command to the
W rel ess device (Block 152). For exanple, device
control nodule 94 nmay execute control logic 35 to
forwdkd cdherdsyice ofrplaind 878heminthe ebrfsmtidn siteeeli’ selbeted from a
one aspect, device control nodule 94 transmts contro
phwalityrof vefifieationsshevesbass onat Waskort2oftz0typk bEHRSFireless device,
device 12. [0085] Thus, the described aspects allow a
apaddnyity UL Retdoridsetbice bﬁﬁ/?def‘ ﬁ&s\b@i%{%ds&ﬁfhvﬂh‘é %v1f%‘ié§¥ laBGte, aﬁd a type
wi rel ess devi ce manufacturer, a firnware manufacturer
ofHfe firnfvfhrRiI Ntai n the | ntegrl ty of the firmmare on a
Wi ref ess device. For exanple, the network service
provi der may need to detect conprom sed firmvare so
that they may provi de good

10.  The device of claim 8, wherein the verification configuration further
comprises at least one of a tracking parameter selected from a plurality of tracking
parameters, the reporting parameter selected from a plurali;cy of reporting parameters,
and a control command parameter selected from a plurality of control command

parameters.



service to their custonmers and generate revenue.

Further, the network service providers may need to
wehooic/idsen W rel ess devi ces that have conprom Be®US2006/023047

firmvare in order to protect their wrel ess networks,

for exanple, as a wirel ess de¥i ce with conpronised

firmvare may use a conmuni cations protocol that

interferes with other wirel ess devices on the wreless

net wor k. Additionally, t he network service provider

tmﬁg P ff ?geb feds?lk():l? ?fgt %%g%:g@%ﬁgwg%%:qg gatg)%vclzo%%g\ag%gn further

beconeobsol ete, or when the wirel ess device is being

cBprish & teickingr paremgier vheteidentfi¢sd eddisiondt fionwaieninformation to

violation of an agreenent. [0086] Additionally, the

ddkct.i bed aspects all ow the manufacturers of the

wi rel ess devices to configure a firmmvare verification

application for different wreless devices and

different versions of firmmvare so that an application

does ppt haye dttecQ of Elhind QN relﬁ QfYI%{V\?’AIE nvcstg%i]catlon module is

firmvare or each typeo w'reles evi ce

ition e crib d aspects vide a firmware
(L0 bRaRs Yo rudlfish dfhigEieoPS IR e e kAT aSireless
whet her to di sable the MAreIess devi ce based on what
pRFProVheRdn the HnkPe-2rreess peBmURISARMSrAbawRe] iFbsed on 2 predefined
exaTE a buggy program may conprom se the integrity

gerfrice orfigiratem. a code segment of the firmare

that nerely draws entertaining pictures on the output
device of the wireless device. In this situation, the
descri bed aspects allow for this determ nation, and

therefnre ahd @vicerof@agh V12N aiekdih e tlﬁﬁltétﬁfcrceﬁf cdhfunications
wireless device that the firmware needs to be

r e W rel ess devi ce.
HERREflor B o] BB 008 v ooy,
| east, inconvenience the user of the wrel ess device

and may cause the network service provider to | ose

revenue. Further, rather than disabling the device or
requeid-i ngThnsevicreotulaim g fuphercorapasag dedevee [sapisol module
the wirel ess device serviced, the described aspects
erresahilel etof gacervec ond i gc@cliltngatdmmbl reonamand rio oclthege tam  operational
restore the integrity of the wirel ess device. [0088]
cdiaeacuaisiio w$ thd deiséd, athewstn kiggédisiol coghrall ibbae Bn the integrity of
nodul es, and circuits described in connection with the
@g@ﬁaﬁhgisclosed herein may be inplenented or

performed with a general purpose processor, a digital

signal processor (DSP), an application specific

integrated circuit (ASIC), a field programmable gate

array r ot mmabl e | ogi ¢ devic

di scr Wﬂcet&acﬁi@ﬁ‘sf‘gi’ﬁie@? the qoniie} eqmampnd eRpaprises at least
conponents or any conbi nation thereof designed to

erator distle commantlops crblscsqmaandh andiarreconfigure command, wherein
gener al - pur pose processor nmay be a m croprocessor,

theitdisdbte tchemn@intiemakgsi the, wireless device non-operable for non-emergency

communications, wherein the enable command makes the wireless device operational
for communications, and wherein the reconfigure command sets at least one data value

relating to the firmware of the wireless device.



t he processor may be any conventional processor,
controller, mcrocontroller, or state machine. A

woropassos may al so be i npl enmented as a conbi nRCT@WIS26/023047
conmputing devices, e.g., a conbination of a DSP and a
m croprocessor, a plurality of2 ni Croprocessors, one or
nore m croprocessors in conjunction wwth a DSP core,
or anygoth : [-gur At i . [0089] . Furt he t.he .
act | o¥6s' angf/r\%?lggltg %3’2 Q{lj &a[ﬁe‘k’ﬁ%gmot?lga gor i(ioﬁpﬁc’f modufé is further
descri bed in connection with the aspects disclosed
RES a1 By obal BB i o beida)on ASRERIsaMEL o v of the control
asof tware nodul e executed by a processor, or in a
eprhdohvesiicaten piike cantsfcomaraadnodul e may resi de
in RAM nenory, flash nenory, ROM nenory, EPROM nenory,
EEPROM nenory, registers, a hard disk, a renovable
di sk, a CO-ROM or any other form of storage nedi um

knownl7.n t Aewigdléss dbiicex@mMprRing: St orage nediumis
coupled to the processor, such that the processor can

read i pfegXdal b&ﬁrJlﬁr?%:?oepeg'jﬁg)n%h e \;vﬂéltgisrﬁ%'i/ic%na&do’ the

storage nedium 1Int ternative, e stofage nedi um

may be_|i he pr.ocessor.. The pr.ocessor and )
the o BhE R etiind 4 PEREE Mgl g8 5 Sy B paprrotting
reside in.a us%r termnal. In the alternative, the )
OREHIEES 8F TRrtireies GiredgeoNeierRaEP Bicaivest an integrity of the
di screte conponents in a user termnal. Wile the

meinsden ¢ratralleg apstations plothe witelags tledied.ve aspects, it

shoul d be noted that various changes and nodifications
coul d be nmade herein wi thout departing fromthe scope

of the described aspects as defined by the appended

clai nB. Fush hgpaRig, fol iaeidh ehe MRBESy0bt Fid@ware on a wireless
descri bed aspects may be described or Clainmed in the
&vQURprish{pe plural is contenplated unless limtation

to the singular is explicitly stated. CLAIMS Wat is

cl ai is. 1. Awreless.co ication device . e
compr A g e S SRuC ETHIRE beriras Fiharemit dorfication
firnmware verification nodul e operable to execute a
%Pé‘?lg‘f‘fiat}%l% foothe Riesy esicr omhersindhe verdficatipn spafiguration comprises a
information, wherein the firmvare information is

 Veniicetian; sghera¢ taaappinitoethe firpwafe toftest fi imteite of the fiftmsvare;
device of claim1l, wherein the verification
conf iagunfrmatiod tpokiesry opefablesteSeceiweind stoRtd StheSREE V& ification
and wherein the firmvare verifications nodule is

tedtrésNR basHaeedd ket @i CertRLiMEE bt g%?éﬁoﬁ%ﬁﬁmpt%leg’@device;

the firmmare to generate a verification test ‘resu
Mierein the verification test result is indicative of
the integrity of the firmnare.

an analyzer operable to generate an integrity determination based on the
generated verification test result, wherein the integrity determination represents an

integrity of the firmware.

19.  The apparatus of claim 18, wherein the verification configuration further

comprises a predetermined verification result selected for the wireless device.



3. The device of claim2, wherein the firmiare
verification nodule further conprises a predeterm ned
woeoisiidsmsi on result, and wherein the firnmnar ePCT/US2006/023047
verification nodule is operable to conpare the
predeternined verification redllt to the generated
verification test result to determne the integrity of

the fi i. f el aim.2 [ h .
a8 e FEUNEP 8 AT M e
e e ——

The device_of claim4, wherein the firmware
geerated serifisation tast eesls to fermaedeserminady eanidiention tesult to generate the
generated verification test result across a wreless
métgmoy Hetérmitfteondevi ce of claim 2, wherein the firmware
verification schene conprises at |east one of a
redundancy check, a test for a predeterm ned val ue at
a predetermned |ocation within the firmvare, a check
of fi r ' [ r ' : stk or
Swar ehe hgﬂeb?ﬁs i % %g %Eﬁﬁ ]]@?Tfﬁrﬂ{ér c@ﬁgggtng?i rr(lﬁerﬁle% cdhtrol module

pr edet er m ned applying a pr

ngtion to.at |east a portjon of the fir e._7. The
QITIE G o0 B ponfRR cnRrBR bonihoPer ARcoRer AL Sharfigistic of e
rm%zleis operable to apply the verification o
VORESERVIRS: Wheed! the coutid command ivbrsed pRihrdategdgndsiermination.
the firmmare. 8. The device of claim1l1l, wherein the
verification configuration is received from anot her
conputer device across a wreless network, wherein the
veri f2Zat i Dine appafatguofalding Ic oupreis e davice toiticlatiddule is operable
schenme and a reporting paraneter. 9. The device of
-l iy the MABOEEIAR] V&I trARMiBIR I6NETBrol S0881a88 k& the wireless
froma plurality of verification schenes based on at
éﬁ@&t' one of a type of the wirel ess device, an
Identity of a network service provider associated wth
the wireless device, and a type of the firmwvare. 10.
The device of claim8, wherein the verification
configuration further caonprises at |east one of a
trackihg poresRPeriuss| damed?. mheratm the devigeicoptrel module comprises
tracki ng paraneters, the reporting paraneter selected
qoreshated dhtariatiutingoé plepbiyt phgopsolaperingssions cand @ plurality of user
control comrand paraneter selected froma plurality of
identificationso rnd nelhqreinatiet @hsroll tomilaad dRwipRed bt ¢adi Bh8.of a user
wherein the verification configuration further

HeRIH a6 6 ad h%@ﬁﬂf&l%til@?&,aﬂﬁt Wherbiiathe idlgﬁ% kbR mgl_c}]uée comprises

additional firmvare information to collect. 12.

%D%sﬁlgmﬁégig ltﬁalt r@oijnpayg'g hé h&rti&e%ti]}iicgt%'azgned fhe rci01f1 .roclagciti(\)iﬂy with the
correlated data to generate a permission decision as to whether or not to carry out the

control command.

24.  The apparatus of claim 22, wherein the device control module is operable
to receive the control command from another computer device located across a wireless

network.



further operable to establish a |imted-access

communi cati ons channel across a w rel ess network,
wohercadsPoshe | i mted-access conmmuni cati ons chaRrAQ&IUSE®6/023047

based on a predefined limted service configuration.

13. The device of claim 12, whkrein the |imted-access

communi cations channel is not available to an end user

of thegsdevirggy dpﬁlaf'atus-r Qleclgl‘fﬁll’l§ewﬁ) iRl O%I‘%f%ﬁatlglil 88&&%&{})@ further

conprising a device contro e ‘Opera

t ommand to ch at.i ona
%ﬁ%?é? 1l B o ckiR Bt R A GhpFBAMY Of tracking
nd is based on the integrity of the firmware. 15.

m%gffr B &°REFURY BRTAMEET selprépciramy mplugadiny phlepedimgmatimeters, and
conpri ses at |east one of a disable command, an enable
L eAvioh sommand paremsten belgeied fronrmp]nm,ht)o\bfeafomml tdmemand parameters.
di sabl e command nakes the w rel ess devi ce non-operabl e
for non-enmergency comruni cati ons, wherein the enabl e
conmand nmakes the wi rel ess device operational for

ConMmMZg. cat TigNgppasdis ¥MERe 181 BBeERCAL HrAWaEe GQ{ﬁ@ﬂQn module is
e TIrmware

sets at | east one data value relating tot

[ 4
el 80y Al 1remEi S DERR! oF LR Tl spromes and
TR Bl RS TR S s R a el neworkc

an 1ssuer 0o

verification of the control command. 17. A wireless
device, conprising: a means for controlling operations
on the wireless device; and a neans for applying a
verifilcat B Wﬁlﬁ@wfaclamm I8owhheeinmthenanatyaer is further operable to

controlling operations of the wireless device to
geodthiect repofteompiising thathitegaity detegrhindfion, the géﬂlﬁdétl@ﬁ cbf§guration,
nmeans for controlling operations of the wireless

adl@ v di€ional FirmWiraRBSALBS chRctBRRA MWk %nfl%ﬁ’?‘:éﬁé}g ,Iglglfatlon.

firmvare on a wireless device, conprisin

managenent nodul e operable to generate and transmt a
verification configuration to the wreless device,

wher gi,n t verlflcat on. configuration conprises a

veri ?8 cat ﬁg‘ﬁ DRSS ‘i’ ]& Vg“‘i‘%é%ﬂ"ﬁ%é copfigwrgtor module
an rity of theflrm/vare an information

OPER g‘? Wtdbpe?’%ﬂfll@tl?@ sehegsi fyem arpiurslityrad varifjeatmnathemes based
verification test result based on an execution of the

opaf lepstomeiobna typendfithuwatlesnddmice, he identig] e ssneteyikaeiviédstovider
an anal yzer operable to generate an integrity

agbotiatediwidt the witkdse devite, i@ a type of the firmware..

29.  The apparatus of claim 18, wherein the verification scheme comprises
segmenting the firmware, and wherein the integrity determination comprises a

determination of the integrity of each segment of the firmware.

30.  An apparatus for managing firmware integrity on a wireless device,

comprising:



generated verification test result, wherein the

integrity determ nation represents an integrity of the

woiowswas®s 19. The apparatus of claim 18, wher eCI/USk®6/023047

verification configuration further conprises a

predeterm ned verification re3ult selected for the

wirel ess device.20. The apparatus of claim 18, wherein

the a f e r . :

vori { ey glor iHEhpEr COMRI SRR an§|a-'y‘¥%?9ﬁat1°n configuration
erabl e ener at ed rlflcat

Ry LA R T ——

generate the integrity determ nation. 21. The

SOPPRIISRE s VEHHIcatian eheie fQu PPy toBRTHISTase, to, teséanlategrity of the

control nodul e operable to send a control command to

tiawees; an operational characteristic of the wrel ess

devi ce, wherein the control conmand is based on the

i nt eg# istoyindaheangifoatdcoiving?2ahd skbeing pparifitatfonolstCle@ilfbased on an

21, wherein the device control nodule is operable to

¥Richfioh bMBc GeiH;Rlon CORMIBIIE RSP Wifehds HE\'AE& @th he

control command to the W rel ess devi ce.

?rgpﬁr o léﬁall_ll_ggls Ghaln® e PXY?%@E Jﬂ %ﬁflgzﬁlogcﬁstcl%%t angI getneratmg a

rrses corre ailnc

si.ons, and pluralit user
Feaglidipfan 6 Bl Ve e PrCoomisds ebimtesaty determination
conmpri ses_at | east one of a user identification and a
vireres anyearty of theddmwret-ei n the device contro
nodul e conprises perm ssion |ogic that conpares the
user identification and the control activity with the
correlated data to generate a perm ssion decision as
t o what.her Aomdihdd tef &afifying®dUirniviiee CRdgii®y GONBREeless device,
24 The apparatus of claim22, wherein the device
nodul e i s operable to receive the contro

connanégfron1another conmput er device | ocated across a
wirel T [aty of claim
wher egél%ﬁ‘ﬁl@%%fﬁ?% S RRRRR. o i £ iightion scheme to est
conpri.ses | east one.o tracklng par anet er

ngecgf] W%reﬁpﬁli‘eawr? Sso‘ie"fcfeackl ng paraneters, a
reporting paranmeter selected froma plurality of
r epor forvigrdpier thewerfieation sanfigusaiinn tola wisttess g viger anet er
selected froma plurality of control conmmand
par anet@vsg 2@endinedappdicatiors teaf redulti bastd, onmhierapplicdtioa of the
firmvare verification nodule is operable to select the

veifichiieradcheme RNBSTBEhW RN b thé Wirdlekd devide; ¥@l 1 fi cation
schenes and operable to transmt the verification

confi gleatih rhnaﬁl'i ‘aef@,"rl{]ﬁllaﬁ&? b ?eh"‘@x{ fthe égne &fve?%catlon test

apparat us of cl ai wher el n t e anal yzer

BRPLIE RSFRSEE SR TR W 5 2

32.  The method of claim 31, where generating an integrity determination
further comprises comparing the generated verification test result to a predetermined

verification result.



and additional firmmare information collected based on

the verification configuration. 28. The apparatus of
wobheierm33d®s further conprising a configurator npduiUus2006/023047

operable to select the verification schene froma

plurality of verification scBmes based on at | east

one of a type of the wireless device, an identity of a

net serVvice. proyi der .assogci ated wi.th t LT S
dev}Mc)gez}f an eam?t)}}g% O\éffjafrﬂgqf f‘l‘ﬁ&%?%@l?“%% Sefﬁzngapﬁ(gllftgcﬁ §gmmand
of claim 18, wherein the verification schene_conprises .
ttheraviqlerg demicerip GhBsc e an SReEraipRA! eqhﬁram@smqq%&ﬁ”@ cless device,
determination conprises a determ nation of the

Wwindre ¢rei doptrof caszgdndsie fpasadtondhe irtfegrity defgeni@atidn. An

apparatus for managing firmvare integrity on a

W rel ess device, conprising:a generator neans for
generating and transmtting a verification

confi gur at QN nAGRQS f aciwint 3R SAuthet \WBfprisipgaviiyBle R control
devi ce, wherein the verification configur agl on

fo%ﬁ%&ddst?e??é sgﬁcﬁ%é Jchcé%toh?{)‘l &g}ﬁﬁ%ftyﬂhmﬁlaﬁsst @videe

I'Tmivare tTo test-an rntegrity of the firmware; a

storing neans for receiving and storing a verification

test result based on an execution of the verification
configuration by the wirel ess device; and an anal ysis

means3¥ or %Wé‘ioﬁgﬁt%n\/%‘kiWh%ﬁﬁh%wm@époi‘]@@ﬁtcomﬁses a user
generating a report based on the analysis, wherein the
idepifidation apd kswstrahadtivitggand wheret erifyingtheoeoritrodicommang further
an integrity of the firmmvare. 31. A nethod of

dfiprisgs BEmparlipwae &s¢midegifidayiow and thel domtreB sctilétyi wieh a plurality of
conprising: generating a verification configuration

%dfmgll ?éhﬂg;icﬁ‘is\ésﬁélfaieﬁa»@i{}fi‘pl%%ﬁﬁ@f @ IRlifiGRiohOt egrity

mvare on the wirel ess device; forwarding the
verification configuration to a wirel ess device;
receiving a generated verification test result based
on an_applicatign of the verification sche nthe .. .
T e bhE FRetipcr e £8tn i el godhy g, sochge S verification
integrity determ nation based on the generated
sebein ifeomn vyt of - vesifiicationpebiesien based gmatdgast oope of a type of the
determ nation indicates the integrity of the firnmnare.
BeleSshdeviet ho ddaptityc bfib meBiark whieice previdemtssogjatad with the wireless
integrity determ nation further conprises conparing
ddveceg antes Bipe df uRIfirkdvedé.i on test result to a
predetermned verification result.33. The nethod of
claim 31, further conprising sending a control conmand
to the wirel ess device to change an operati onal

char ag.}.er i f}tlé %ne?lfloé %‘% c‘:’i“éime lﬁ:c’%vlgeef‘é/ itﬁee 'verification scheme comprises

segmenting the firmware, and wherein the integrity determination comprises a

determination of the integrity of each segment of the firmware.

38. A method of verifying firmware integrity on a wireless device,
comprising:
receiving a verification scheme for testing an integrity of firmware on the

wireless device;



where the control command is based on the integrity
determ nation. 34. The nethod of claim 33, further
woanridsiong verifying the control conmand bef oPeT/US2006/023047

sendi ng the control command to the w rel ess device.
35. The nethod of claim 34, where the control command
conprises a user identification and a control
actlv

urth g%r}éggﬁfg?a i@?gfcg%c\(rﬁe's{ 1¥:E1ﬂ %Jag gﬁr B?fgfeﬂ% t%? REECH{a igatlon scheme to

t he conhrol activity mnth a plurality of contro

%‘8 Bii8%orrel at ed with a plurality of user
identifications. 36. The nethod of claim 31, further
conpr [ WaklRE thecerifigationtosierestl dor anghysiscioedpiermingibe integrity of
plurality of verification schenes based on at | east
tedirofwage.t ype of the wirel ess device, an identity of a
network service provider associated with the wireless
device, and a type of the firmvare. 37. The net hod of
claim 31, where the verification scheme conprises

segnmesd i NgThOEndthsdWRT GainfiRY, WHRFSH Nhi \%tlggfehtfﬂéatlon scheme
det erm nati on COITprI Ses a def erm nat| On

&&{A}E&rgk ta¥ l(gagl} %?é: %GI%HE{Hang\_é CB égrl % n %rgﬁeterenlngg% value at a
fi h
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deV|ce nerating a verification test result based on

ansht yash &rt%@ed@tﬁﬁmln@bqueh of @pplin gt ppicHeterminpddinstion e at least a
forwarding the verification test result for analysis
patidepétheifreividie i ntegrity of the firmwvare. 39. The

met hod of claim 38, wherein the firmvare verification
schenme conprises at |east one of a redundancy check, a

test for a predeterm ned value at a predeterm ned

l'ocat i@n Wb bt Qe of Lf: £ fuﬂhé‘rhﬁﬂfpr%ﬁné g%;g?@?%hﬁ evgrification

signature | nf OI' nHtI on, an atest for a

f
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claim 38, further conprising applying the verification
schene to at |east one predeterm ned segnent of the
firmvare. 41. The nmethod of claim 38, wherein the

veri f#bat i Ghe sedteadeof sladna| 3t wlapreinotve avepifigatidn sghepfe is selected
verification schenes based on at |east one of a type

rbmt hpluvdlite o sarifilevion echemresi et o wt lehstanpeif \wayle of the wireless
service provider associated wwth the wirel ess devi ce,

device, an identity of a network service provider associated with the wireless device,

and a type of the firmware.

42.  The method of claim 38, further comprising receiving a verification
configuration, wherein the verification configuration comprises at least one of a tracking
parameter selected from a plurality of tracking parameters, a reporting parameter
selected from a plurality of reporting parameters, and a control command parameter

selected from a plurality of control command parameters.



and a type of the firmmvare. 42. The nethod of claim

38, further conprising receiving a verification
woandei1gsaoat i on, wherein the verification confi garasS2mn023047

conprises at | east one of a tracking paraneter

selected froma plurality of 3$acking paraneters, a

reporting paraneter selected froma plurality of

repor 44 ng rs, a - r anet er.
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BRABIRLR G cdionpr! effPisgs o rlars Bevadc dused ons predefined limited

communi cati ons channel across a wirel ess network based

BhYIES HYUHRIFH98d | i mited service configuration. 44. The

met hod of claim 38, further conprising receiving a

control conmand to change an operationa

characteristic of the wirel ess device, where the

cont rét. colhengdethsd bafs ethi@n 38N efumbéd tbeptikial FRsfving a control

result. 45. A machi ne-readabl e medi um conpri sing

doREhAME td @Agngahint Bpefﬁﬁ&{hl S e R th%fgl&g’degﬁlé,s Shere the

the machine to perform operations including:

GRA8I Alrhiih PisREd HFAL VOB CORN EALL 0N copElsing a

verification schene to test an |nfegr|ty of firnmnare

on the wireless device; forwarding the verification

configuration to a wirel ess device; receiving a

generated verifjcation test result based on an

appl iCati oft SRchine-readable; mpdivm eumpiisng rinsthustipngy rmlick, when

by the wirel ess device; and generating an integrity

eFeewedby amiashinbacrase the maebingen pedivredopeeatidnis dadluding:t est

result, wherein the integrity determ nation indicates

t he igehegting v efifichgon ¢onMaBfagion 46mpfikink @2%drifRAGon scheme to test

processor configured to performthe actions of:

ANREALY JTirfhW8E b kAl QBssCRYfckgur at i on conprising a

verification schene to test an integrity of firmware

on t el I.Ge. rding the.verif.ication
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gener at ed verification.gest result based on an o

appl IS8 bEoRgEed Serfiratian tsat Sshi haseth onhan epplipatipe of the

by the wirel ess device; andgenerating an integrity

vaBtigatipnsshean on thecirmyyare i theowiselassal¢vicer andi cat i on t est

result, wherein the integrity determ nation indicates

t he igenerging wn dhtephiy détemminateon Uaked Annthe hieneratedadkati@tion test

medi um conpri sing instructions which, when executed by

resulwherat, the autegith [ABtefmB e indR 2R HiBeABES Ah ARSware.

including: receiving a verification scheme for testing

an integrity of firmvare on the wirel ess device;

46. At least one processor configured to perform the actions of:

generating a verification configuration comprising a verification scheme to test
an integrity of firmware on the wireless device;

forwarding the verification configuration to a wireless device;

receiving a generated verification test result based on an application of the

verification scheme on the firmware by the wireless device; and



generating a verification test result based on

appl ying the verification scheme to the firmnare; and
woaowasshiong the verification test result for ararysSE®6/023047

to determne the integrity of the firmware. 48. At

| east one processor configured®to performthe actions

of : receiving a verification schene for testing an

o8 SOl b RS BB SLEF BB e vesatn
PPty Moo sty Frcimnaion GQaipe ditieBbp o Jungare
to determne the integrity of the firnmnare.

47. A machine-readable medium comprising instructions which, when
executed by a machine, cause the machine to perform operations including:

receiving a verification scheme for testing Qan integrity of firmware on the
wireless device;

generating a verification test result based on applying the verification scheme to
the firmware; and

forwarding the verification test result for analysis to determine the integrity of

the firmware.

48. At least one processor configured to perform the actions of:

receiving a verification scheme for testing an integrity of firmware on the
wireless device;

generating a verification test result based on applying the verification scheme to
the firmware; and

forwarding the verification test result for analysis to determine the integrity of

the firmware.



