crawling the Internet and finding web pages

analyzing the web pages and selecting at least: title,
author account, date and time, publication source,
publication text

A 4

identifying at least the following in the found sources: a
compromising material aggregators, a data leak
aggregators, a social networks, a sign-in platforms

h 4

identifying the groups of related publication sources
among the found publication sources

A 4

identifying at least the following among the found
publication sources: an advertising platforms, an user
feedback aggregators, a sites for hiring remote workers

identifying among the found accounts the accounts
controlled by bots

A

storing the obtained information in a database.
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Selecting among the found publications those made on
social networks

A h 4 h 4

Selecting all publications made by one account

Computing the number M of publications made by this
account at a given interval or faster

164

Does M exceed the set threshold?

A 4
Computing the period of time T, within which the
account made publications with at least the set
frequency F.

Does T exceed a preset threshold?
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Assigning this account to the accounts controlled by )
bots
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obtaining words and combinations of words characterizing
the object of the reputation attack

A

crawling the Internet and finding web pages comprising the
obtained words and phrases

analyzing web pages and selecting at least: title, author
account, date and time, publication source, publication text

y
extracting links (URL) from the found publications

h 4

computing quantitative characteristics of the publications and
dynamics of their change

No o Y
Is the set time interval reached?

computing the parameters characterizing a probability of
reputation attack based on the quantitative characteristics

Does at least one parameter
exceed the set threshold?

Determining, based on the computed parameters, a type of the
attack and a level of the attack, generating and sending a
notification of the reputation attack, and also of the attack type
and level

Fig.2A




6/8

Selecting a criterion (tag) for filtration

‘
Making a query to the database and obtaining a list of publications

A

Computing the length of the
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A

Storing the obtained list and the computed value
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