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PROCEDURES
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400

CUSTOMER CREATES A CRYPTOCURRENCY PURCHASE ORDER ON AN
APPLICATION ON A CUSTOMER DEVICE

402

CUSTOMER DEVICE TRANSMITS THE CRYPTOCURRENCY PURCHASE ORDER
AND CUSTOMER PAYMENT DATA TO THE CURRENCY CONVERSION SYSTEM
404

CURRENCY CONVERSION SYSTEM PROCESSES THE CUSTOMER PAYMENT
DATA IN THE CRYPTOCURRENCY PURCHASE ORDER
406

CURRENCY CONVERSION SYSTEM TRANSMITS A CUSTODIAL ORDER TO AN
ASSET EXCHANGE FOR PURCHASE OF CRYPTOCURRENCY INTO A CUSTODIAL
WALLET
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ASSET EXCHANGE EXECUTES THE CUSTODIAL ORDER AND PLACES THE
CRYPTOCURRENCY IN THE CUSTODIAL WALLET

410
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ABOUT THE CRYPTOCURRENCY PURCHASE ORDER, THE CUSTODIAL ORDER,
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WALLET 414
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CUSTOMER DEVICE IDENTIFIES ONE OR MORE FIRST PRIVATE
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CUSTOMER DEVICE SIGNS THE TRANSACTION REQUEST USING
THE FIRST PRIVATE TRANSACTION KEY STORED AT THE
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CUSTOMER DEVICE SENDS BIOMETRIC DATA AND A REQUEST
FOR THE SECOND PRIVATE KEY COMPONENT TO THE CURRENCY
CONVERSION SYSTEM
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CONFIRMS THAT THE BIOMETRIC DATA MATCHES STORED
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CHANGE AN INTERNAL SETTING THAT INDICATES THAT
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VERIFY THE IDENTITY DATA FOR THE CUSTOMER RECEIVED
FROM THE CUSTOMER DEVICE
904

WHEN THE IDENTITY DATA FOR THE CUSTOMER RECEIVED FROM
THE CUSTOMER DEVICE IS VERIFIED, IDENTIFY ONE OR MORE
POPULATED MULTI-APPROVAL TRANSACTION ADDRESSES IN THE
CUSTOMER WALLET 906

TRANSMIT A REQUEST TO A KEY REPOSITORY FOR THE TRUSTED
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FROM THE CUSTOMER DEVICE
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WHEN THE IDENTITY DATA FOR THE CUSTOMER RECEIVED FROM
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1000A

GENERATE NEW PRIVATE KEY(S) ASSOCIATED WITH A NEW
CUSTOMER WALLET
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GENERATE A NEW TRANSACTION ADDRESS ASSOCIATED WITH
THE NEW CUSTOMER WALLET BASED ON THE NEW PRIVATE
KEY(S)

1003

TRANSFER DIGITAL ASSETS FROM THE OLD CUSTOMER WALLET
TO THE NEW TRANSACTION ADDRESS
1005

COMMUNICATE THE NEW TRANSACTION ADDRESS AND,
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CUSTOMER DEVICE
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|
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| SUCCESSFULLY RECORDED ON A DISTRIBUTED LEDGER |
, 1009 :
| I
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1006
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OLD PRIVATE ACCOUNT KEY AND ONE OR MORE SECOND PRIVATE TRANSACTION KEYS
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APPROVAL TRANSACTION ADDRESS 1008
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|
|
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PRIVATE KEY COMPONENTS FROM THE CURRENCY CONVERSION SYSTEM
1020
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ZERO TRANSACTION ADDRESS 1022

: COMMUNICATE THE INDEX-ZERO TRANSACTION ADDRESS AND ONE OR MORE PRIVATE KEY
I COMPONENTS ASSOCIATED WITH THE INDEX-ZERO PUBLIC TRANSACTION KEY TO THE

: CUSTOMER DEVICE

| 1024

| |
: RECORD THE TRANSFER ON A DISTRIBUTED LEDGER AND NOTIFY THE CUSTOMER DEVICE |
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: 1026 |
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ON AT LEAST M OF THE N PRIVATE KEYS OR KEY COMPONENTS
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TRANSMIT, FROM THE CUSTOMER DEVICE, THE TRANSACTION TO A :
RECEIVING DEVICE |

I

I

I

1608

FIG. 16A4
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16008

I

I
I
| TRANSMIT, TO AN EXTERNAL DEVICE, A REQUEST TO GENERATE A |
: TRANSACTION |
| 1612 :
I
I

RECEIVE, AT THE CUSTOMER DEVICE, THE TRANSACTION FROM THE
EXTERNAL DEVICE
1614

SIGN THE SWEEPING TRANSACTION USING M OF THE N PRIVATE KEYS
OR KEY COMPONENTS
1616

I
TRANSMIT, FROM THE CUSTOMER DEVICE, THE TRANSACTION TO A :
RECEIVING DEVICE |

I

I

I

1618

FIG. 16B
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1600C

|

| DETERMINE, AT THE COMPUTING DEVICE, AT LEAST M OF N PRIVATE |

| KEYS OR KEY COMPONENTS ASSOCIATED WITH THE CUSTOMER |

| WALLET :

: 1622 |
I

GENERATE, AT THE CUSTOMER DEVICE, A SWEEPING TRANSACTION
THAT TRANSFERS ALL FUNDS FROM AT LEAST ONE TRANSACTION

ADDRESS (E.G., AT LEAST ONE UTXO) IN THE CUSTOMER WALLET TO A
NEW TRANSACTION ADDRESS

1624

SIGN, AT THE CUSTOMER DEVICE, THE SWEEPING TRANSACTION
USING THE AT LEAST M OF N PRIVATE KEYS OR KEY COMPONENTS
1626

I
TRANSMIT, FROM THE CUSTOMER DEVICE, THE SWEEPING |
TRANSACTION TO A NODE (IMPLEMENTING A DISTRIBUTED LEDGER) |
FOR RECORDING ON A DISTRIBUTED LEDGER :

I

I

1628

FIG. 16C



PCT/US2019/014063

WO 2019/143849

30/31

Ll "OIA

o7 90/1
(S)H0SS3ID0HEd

(S)1LH0d
NOILYOINNNNOD

cO0Ll
1OdNNODSLNI

PLLL
40IAdA
4OVd0OLS
SSYIN

___________--———-——-——-—-—----—-——______1

\r

0041

OLLL
VIAdWnN

J4OVdOLS
4 19VAONIA




WO 2019/143849 PCT/US2019/014063
31/31

| |

I

MEMORY(S) PROCESSOR(S) l |N¥E;moc%§8) |

1802 1804 | 808 :

: .

] | e N
| DISPLAY o INPUT o POWER |
| DEVICE | DEVICE | SOURCE ,
: 1814 | 1816 | 1818 ,
| N - |

FIG. 18



