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Specification 1. Title of the Invention: A systemfor enbedding :

&ithentication information into an i mage and-an i mage alteration'detecﬂﬂﬂbs
system 2. Detailed Description of the Invention: [0001] [Field of the
“invention] The present invention relates to a systemfor enbeddi ng a di gest
of an image, and particularly to a digital-camera in which the
- authentication informati on of a photographed inage is added to the i mge.
- [0002] [Background art] Recently, tkpedigi¢aticanera has been rapidly
~comng into wde.- use. The digital canmera is used to photograph a scene or
t'the like and store it in a nenory card or the like as digital data. The

- reason for the rapid wide use of the digital canmera naturally -2-
resides in fhe éfﬁﬂgt. gl {ffed@idhunit's price and its excellent
pprtability#'b = oL Inmportant that the taken photograph can be held
as a digital inmage. Digital data can

A system for embedding authenticatipn-information into an
-image and an image alteration detecting system

2 . Detéiled Description of - the Invgntign:

[0001] '. | . | ,

[Field of the invention]'“

The present invention relates to a system for embedding a digest

of an image, and particulérly to a .digital camera in which the
authentication information of a photographed image is added to

I

' the image. : ‘
[0002]
[Bac#g;ound art]
Recently, the &igital camera has been rapidly coming into wide -
use. The digital camera is used to photograph a scene or the

like and store it in a memory card or the like as digital data.
The reason for the fapid wide use of the digital camera naturally



easily be processed by a conputer or the like with respect to its contents,
and can easily be distributed through a network or the like. Accordingly,
. it is expected that the need for the digital camera which can sinply
provi de such digital image will increasingly growin the future. [0003] On
the other hand, since digital data is._s%s_cepti ble to alteration such as
conbi nation without any sign, the reliability of a photographed digital
i mage as exésiedes Any the sreduptdbhemf Stindy padhl emitdy midee shdenits
pr ovi ded I@x%@ﬂ@?pt;s&; 2 1thlaéy nqma.s i h%b%réylﬁsaﬁﬁﬂt USES , trtaJttFa;éerpan
econe sig icant_.in e usi ne 0s or
instance, PHETITARN GARSP $ gﬁ/ﬂg aadl‘Jé'lgllgFEce’rﬂﬁpﬁ |si}§3‘§aﬁ d&’:@vﬁfé‘a
. record of aasnolnstbrajptrpoesaedldpymd:ompquo:br &hphbikegyvegihededpgetatoiitege i s

- sent or ret?@dﬁ’é‘r&@eta‘fﬁeEahhéagmrb@rﬂsttli‘ibﬁﬁ’@&r@}ﬁ:t(ﬂf HBVHHHQoEkQ%VQ@ In
t hese caszf the identity_ of the contents of_ the oto gg{ ?‘%ﬁ; |mage
u i

must be d ’e‘&%edﬂﬁé%fiénf!ﬂx'dwlJc%ue’m?é—‘g:@dcaha%x S neefn
phot ograpmameara dedhdeh Than, shapdyarproeide cawhnddightal diimdgd ocairldr a

whi ch can ggd,. r}qu %td"p i r gL g8, on the identity of the

phot ographed digta ty ge. rlf'o%&%] ggl gure 1 is a block diagramof the inmage
processi ng system of the conventional digital camera. A photographed object
IS convert @003}

On the other hand, since digital data is suscepfible to
alteration such as combination without any sign, the reliability
of a photographed digital image as evidence may raise a problem.
Such problem may not be often provided in the photograph taking
as a hobby by general users, but it can become significant in the
photograph taking for business purpose. For instance, there are
cases in which a digital camera is used to provide a record of
a construction work, and in which a photographed digital image
is sent or received between the owner and the contractor through
a network. In these cases, the identity of the contents of the
photographed digital image must be detected before the digital
image can exhibit the function as photographic evidence. Thus,
there are large demands on a digital camera which can add
authentication information on the identity of the photographed
digital image.

[0004]

Figure 1 is a block diagram of the image processing system of the
conventional digital camera. A photographed object is converted
to an electric analog signal by a CCD 12 through an optical
system 11. This signal is processed by a signal processing unit
13, and outputted as image data D which is a digital signal. The
generated image data D is inputted to a digest calculating unit



to an electric analog signal by a CCD 12 through an optical system 11l. This
Signal i's processed by a signal processing unit 13, and outputted as inage
data D which is a digital signal. The generated inage data Dis inputted to
a digest calculating unit 3 14. The digest calculating unit 14

cal cul ates a hash value H of the data.af _.the whol e i mage. The hash value is
a value (digest) uniquely determ ned by a cal cul ati on based on the i mge
data and shéwi nDhé hibiggmstr amtleniletting ohithkt icedgalathe adwsh yajaeHHagfg

gi ges! fiep%ﬂésdaeatgf éﬁ@%{l@&%%;g-. g«eh@nparsvpbamgeum ta Jvac;}«aﬁcr(ﬁmgaiswe

err] . aREuERgr SRTEHR A W REoREELATLoR SAgaPnER: TS TA9S SASARRIon,

which is ashoehing @heachakactepistiesfobnthceinagege TapahBsh| 0908 Hoas

deter”‘”e-Qhﬁ%ﬁsgﬁ'ﬁégﬁndgabﬁ hgetﬁﬁﬁgéngoﬁ%bﬁéyi O JichdhrvbBRAg dALe, 15N
et her e | mage data has

ot her words, ! een altered, the Tqll ow ng Ki nds
of infornaePEEYREE thguhash valye |Hgiingg £, Seoreh KR i c 2P0 RUFREGPNERI on
(attached eackppteangmsint @adbea wepar altdsf iérjrypted hash value H’ is

authentication information, which is attached as a file separate
from the image data D.

[0005]

To determine whether 1mage.da£a is the same as the original image
data, in other words, whether the image data has been altered,
the following kinds of information are required.

(1) Image data

(2) Authentication information (attached to the image data as a
separaté file) _

(3) Public key PK corresponding to the secret key (separately
acquired from a person in authority)

[0006]

To detect alterations, a hash value H, of the image data to be
subjected to alteration detection is calculated. Then, a hash
value H, is identified from the authentication information in the
attached file. Since the authentication information is obtained
" by encrypting the hash value H of the original image D by the
secret- key SK (hésh value H’), the hash value Hz'cannot be
identified by the authentication information itself. Thus, the
public key PK is acquired from a person in authority who is
keeping the public key PK corresponding to the secret key SK, and
the authentication information is decoded based on this. Then,
the obtained hash value H, is compared with the calculated hash
value H,. If the image as the object to be subjected to the
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(3) Public key PK corresponding to the secret key (separately acquired from
~a person in authority) [0006] To detect alterations, a hash value Herr] of
the image data to be subjected:to alteration detection is cal cul ated. Then,
a hash value H2 is identified fromthe authentication information in the
attached file. Since the authenticatianginf.ormation is obtained by
encrypting the hash value H of the original image D by the secret key SK
(hash val ueleeratioe datactidneisptbansemebas| et ¢figindly imrge D, the

aut hent i cakhefesnber B@&%Oﬁug{;igy tha_hék’ﬁme.t hgm_aqlgl ib@céﬁgePKhéShagﬁwaﬂdef r ?\m
a person in authorit s. keepj.ng. the public ke corr ing.to the
secret key?28@ ‘%‘rﬁ?s{%g‘uég't h@ﬂ?i%éﬁ%‘?rieﬁ‘ﬁ:o}’ A&l &E f\'/}%ed]é%a e%%g%sggl&:so"ﬁ]_:?hi s.
~Then, the dbffenenthaskheaeidingly i sifcdeahedhwalnasharealthel ge@d, hashigal ue
: Hl[te”] - |H§Etaﬁm%6@@e_ﬁ§ﬁ henebj f&ént%:ﬁtlpei_§umtﬁ_@&| edqt;0 %ﬂ@etrr"wiséll' it i?
~alteration ection js same as .the ori al _image D, e val ues of .
both nust ng?ﬁ’@lgﬁ%ih?‘f &eﬁgﬁﬁ%é’%ﬁ%aﬁaghg Iéﬁféoxg's a di gest must have a
. different value if the inage contents are different. Accordingly, if the

-hash val uegoabgjthe sane, it is'determned that the identity is detected,;
otherwise it is

[Problems to be sol%red by the invention]

'~ As described above, in the identification detection in the
background art, authentication information is attached separately
from image data, and the alteration detection is performed on the
assumption that the authentication information is attached when
the verification is carried out. Accordingly, in the absence of
the authentication information, the verification cannot be made
any more. Thus the verifier must pay close attention to the
-storage and managemént of the authentication information.

[0008]

Accordingly, it is an object of the present invention to propose
a novel system in which authentication information can be
supplied integrally with image data.

[0009]
Further, it is another object of the present invention to enable

image data to be verified without requiring the storage of
authentication information by the verifier. '
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determ ned that there has been an alteration. (0007] [Problenms to be sol ved
by the invention] As described above, in the identification detection in

t he background art, authentication information is attached separately from
l-mage data, and the alteration detection is performed on the assunption
that the authentication information is attached when the verification is
carried out. Accordingly, in the absencg of the authentication information,
the verifiE@1®h cannot be nade any nore. Thus the verifier nust pay
close attention to the storage and nmanagenent of the authentication

I nformation. [.,0008] Accpyrdingl | t- 1S, an _object, of resent ..nyvention
to propos eptér%}b?/lé’?(lrs%/’s tfe% T ﬁ?%ﬁeﬁu?ﬁé%ﬁ cééfi %rh_e i%l%%sreepa iJ'on‘r%]'r‘]ecn zfnl nq ts
suppl i ed i ¢relegd @Mutheptilsatiageintermat poodptruat Hayegs vithowhdlemmadigiaect

of the preggatpidmery ifallidyedIblinagengatdata to be verified wthout
requiring the storage of authentication information by the verifier. - 5-

[ 0010]
- [0011)

[Summary of the invention]

To solve the above problems, the first invention provides a
system for embeddiné authentication information into one means
of an image, the system having region dividing means for dividing
the image. into a first image region and a second image region,
authentication information generating means for generating the
authentication information from data in the first image region,
hiding means for embedding the authentication information into
the second image region by operating the data in the second image
region, and region combining means for combining the first. image
region in the image with the second image region in which the
authentication information is embedded.

[0012]

The second invention provides an image alteration detecting
system having région identifying means for identifying a first
image region and a second image region in an image, the second
image region including information embedded by operating data,
authentication information generating means for generating first
authentication information from data in the first image region,
extracting means for extracting second authentication information
from the second image region, and alteration detecting means for
determining, if the first authentication information is the same
as the second authentication information, that there is no



Furthernore, it is another object of the present invention to enbed

‘aut hentication information into an i mage w thout degrading the picture
quality of inage data. [0011] [Summary of the invention] To solve the above
probl ens, the first invention provides a systemfor enbedding
authentication information into one neans_of an inage, the system having
region dividing nmeans for dividing the image into a first inmage regi on and
a second | ﬁ&ﬁéréﬁﬂdﬁﬂninaﬁhaeﬂﬁb@?ﬁi andi afaeféﬂiiiﬁn[g,ge{mrﬂ:]ém?amamstfﬁne
generating _the a ngJ lon Informtio inthe first imge

regi on; hi3ﬁﬂa’n§%%§_%%égeﬁﬁ%dﬁgﬁaagﬁé”bgfhéﬁg}g@% on information into the
second i mage region by operating the data in the second i mage regi on, and
regi on conppoing neans for conmbining the first image region in the inage
wi.th the second i mage region in which the authentication information is
enbedded. [0012] The second invention provides an image alteration
~detecting et ertiiand ng inggnshonderriqwiides nﬁfansmﬁb'PO derft9% yi RYPEAR{Rg¢

O 'malged'r egi aﬁ%tﬁaﬂtﬁgées@ﬂ(idﬁﬁﬁgﬁwl 2Atd PR mbARg DL hheimsgoNdhenmgeho@gi on
Including Lnfornati Qn.ennheqgae eratin :

i o mat L oRPERE SR Reancoiotig i dedd fRdp EEERENAATY LBF10n ana
informati onr Becpndaimags ragienyse fhepeof dpnaratdpgr fbe aytheakicasion
extracti ngingeendtavh heromcaddd inf wh@tfivst image region, a step of

embedding the authentication information into the second image
region by operating data in the second image region, and a step
of combining the first image region in the image with the second

image region in which the authentication information is embedded.
[0014]

The fourth invention provides an alteration detecting method for
the identity of an image, the method having a step ofi identifying
a first image région and a second image region in the image the
second image region including information embedded by operating
data; a step of generating first authentication information from
data in the first image region, a step of extracting second
authentication information from the second image region and a
step of determining, if the first authentication information is
the same as the second authenfication information, that there is

no alteration in the image.

(0015}

[Operation]

In such construction the (second) authentication information is

embedded into the second image region. The (second)
authentication information is information for detecting the



fromthe second image region, and alteration detecting neans for
‘determning, if the first authentication information is the sane as the
second aut hentication information, that there is no -6- alteration in
the image, and determning, if they are not the sane, that there is :
alteration in the image. [0013] The. $hird invention provides a nethod
for enbedding authentication information into one neans of an image, the
met hod havidentity ef dhedimagepgwiiheh iurdgmeilyt deperids sin thageontemnon ahd a

second i MagRe I LHLOD. i g SRePlofENeFRlifkd hg aUtEsatiSAtiONEAS QL pn
fromdata in the first 1mage region, a %te of e eddl%%tthe.a t hentj cation
i nf or mat i 0§ nf&dTBhe 1TEGENFIFRE rEF o lﬁgtoﬁgF R AT | TRt Bhd
i mage regi genexatkd Idepl adn condiallterddelatar'sasi angelveglbfiférenthef rommge

with the sggond Egﬁ&e L29eAR 108t WBhC R nifdematt SeNEheehaed 1Af UHBRti&iodd
enbedded. 0014? The fourth 1nvention provides an alteration_detecting, -
met hod f or B3 | dEROLPY-of anAFRRERINILE neP¥od SEETRAGIRI st &fSof j SecOond
i dentifyi n@u'ehérii;isdaﬁjrmgem_f@gin@timndeapeddemcﬁ.ri thge seegndnimage heedimye t he
second i Mgty M i thrPEn | (O F RO BuERBPERat ibh 2RE62hbEon newly
generatéd'from the first image region, a verification can be made
as to whether or not the image has alteration.

[0016]
[Preferred embodiment]

[Digital.camera]

Figure 2 is a block diagram of the image processing system of the
digital camera in this embodiment. A photographed object is
connected to an electric analog signal by a CCD 22 through an
optical system. This signal is processed by an image processor
27 having a signal processing unit 23, a region dividing unit 24,
a hiding unit 25, and a region combihing unit 26, and it is
outputted as image data D’ which is a digital signal, and stored
in a memory 28 such as a memory card. Since this image data D’
includes a hash value embedded in a predetermined image region
in image data D by the hiding unit 25, it is not completely the
same data as the image data D though the difference cannot be

visually discriminated.
[0017]

The image data D, the output of the signal processing unit 23,
is cut into two regions by the region dividing unit 24. Figure
3 is a conceptual view for explaining the division and
combination of the image regions. An image D as in (a) of the



data, a step of generating first authentication information fromdata in
"the first image region, a step of extracting second authentication
information fromthe second i nage region and a step of determining, if the
first authentication information is the sane as the second authentication
i nformation, that there is no alteratlén in the image. [0015] [Operation]
In such construction the (second) aufhentication information is enbedded
into the saweohigurernbe diejfied. into an irrge (2RHORd P18t iERE| @At LBAUE

i nformatiogaigel ﬁé@rg@ﬁw@tiﬁg Sehg6hi PA1EdE and -afr iyl ireyyioh togelherage

whi ch un el on the, co e.re her e
ol o PBt e R Benera e pRSh T Lie %aeewbeé{d%ﬁ‘ (FRESs (52 (B) oF' chd

aut hent i casame fidwraept | dm gbier enbddbusetl, drhet hmaget ee@dordd?zalhaéoamefél ue
different fogpt Qemegﬂ@l@ume&wecqtdm_ﬂ&ﬂf rra&f&& eg@e@w@dmagé heaggcond

i mage regj second

aut hent i ca{"g%‘ﬁ“erf o‘r’hfd‘{:"foféﬁf'lé?gﬂ) elcfyq P%;(t%;agtﬁgggoemdr dF: and

conparing it with the first authentication information nemAy generated from
the first pggpgyregion, a verification can be nmade

The image region D, divided by the region dividing unit 24 is
inputted to a digest calculating unit 29 as an authentication
information generating unit. The digest calculating unit 29
calculates the hash value H of the data in the whole isolated
image region D,. The hash value is a digest which shows the
characteristics of the image by a calculation based on the image
data. The digest is an abstract showing the characteristics of
the image data, and the hash value H is characterized by
sensitively reacting even to change of one pixel in the image
contents and changing to a completely different value.
Accordingly, it can be considered that it is a numeric value
which has a one-to-one relationship especially with natural image
data.

[0019]

The hash value H is specifically expressed by the following

equation.
[Equation 1]

H=H1 (d[(0}1//d(131//dr231//...//d[1}])



as to whether or not the image has alteration. [0016] [Preferred

‘enbodi nent] [Digital canmera] Figure 2 is a block diagram of the inmage
processi ng systemof the digital camera in this enbodi nment. A

phot ogr aphed object is connected to an electric analog signal by a CCD 22
through an optical system This signal is processed by an i nage processor
27 having a si'gnal processing unit 23, ga_region dividing unit 24, a hiding
unit 25, an@ozonegion conbining unit 26, and it is outputted as inmage data
Derr] which is a digital signal, and stored in a nenory 28 such as a
menory card. Since this inmage data D includes a hash val ue enbedded ,in a
pr edet er mi Aad theagboregeawation ndie e MosBy FRREtIRR ndMuRPETAEOT { /7S not
conpl et el y rica@sS afke dadchrasetiltd | GBgcedlsi aeDenéntigloft he didfsrgmcercagnot

be vi I 1y, di I m d [ :
ol gnal pr ofUCETRG LREE 155001 S0y ol AR, (A1 Lodafud B e plifge

unit 24. Finggden3 Ps a @hecegenarete ewaileplatprni A8y HHS dB¥sikfy abgx
conbi nat i on n@fahbe,i gﬁ@@uéﬁ@éoﬂﬁ-qf\rtHéTQﬁQanéﬁoh@ir(gi)td)fartrhq elements.

However, if exclusive OR is used, the sequence of the message

array values is not reflected upon the calculation result. "For -
instance, by using a method called CRC (Cyclic Redundancy Check),

the sequence relationships can be reflected. This algorithm is

one of the algorithms for calculating a check sum, and generates

an output depending on the contents of data trains and the

sequence of the data trains.

[0021]

This hash function Hl1l is a function for calculating for an input
(array value d[i]) having a byte length of B, bytes, an output
(hash value) having a different byte length K. Since this
function is a uni-directional function, it is effectively
impossible to estimate x from y in H(x)=y. The hash value is
merely used as the initial value for data hiding, and it is only
needed that a different output is effectively ensured for a
different input. Thus, the hash value itself has no special
meaning. The important thing is that a value representing' the
characteristics of an array is outputted by its calculation,
namely, the hash value is uniquely determined based on the
contents of the whole array elements and that value differs
depending on the contents of the whole array.

[0022]

An encrypting unit 30 uses a secret key SK to encrypt the hash
value H, and outputs an encrypted hash value H’. The encrypted



-8- sane figure is divided into an image region Dferr] giving an input
*val ue for generating a hash value, and an inage region D2 into which the
generated hash value His enbedded (refer to (b) of the sane figure). In
this enbodinment, the imge region D2 is forned by 40 x 40 pixels in the

| ower-right corner of the inmage, and jgleally, information of 160 bits can
be enbedded in it. [0018] The inage region Derr] divided by the region

dlrhdl?g Uﬂééhzéa%@é'ﬂfﬂﬂé‘ﬁﬁﬁﬂéﬁﬁﬁ@aﬁ@%h_%ﬁf@iﬂf?ﬂi?} umrhe B?caft?ney SK_t

aut henti cat| i nfarmati on generating _unit. The . di ges 4.ng._uni

29 cal cul a‘tségp“r‘ﬁ% %8§h SPf eSHgb‘Fai hgaﬁgfﬁfi A2¢he Snd ehleggl g’tLiiat%‘ﬁ“rrg{%%e

regi on D] ecatheraThe hash value is a digest which shows the characteristics

of the imge by a cal cul ati on based on the inage data. The digest is an

abstract SE?@%?E the characteristics of the inmage data, and the hash val ue
e

His chara d by sensitively reacting even to change of one pixel in
the image contents and changing to a conpletely different val ue.

Accor di ngl ¥pe iHafloRal@eCANiGHRIEddab ddtientd cAEIBAI Ln it ibh 6B Sawt a

oL oneeh el pRND STReEk Tl a8 lloo B0 e [0823) g hash
25 embeds the hash value H’ into the image region D, by operating
data in the image region D,. The embedding can be performed by
operating data (for instance, pixel values) in the image region.
D, in a real space or a frequency space. There are various
methods for the embedding, and concrete examples of them are
described later. This is also described in detail in Japanese
Patent Application No..8-159330 (our reference No. JA996-044) and
Japanese Patent Application No. 8-272721 (our reference No.
JA996-074). ' '

[00247 - ;

To embed the hash value H’ into the image region D,, data in that
‘region is operated, and thus the picture quality in that portion
is rather different from the original image. However, since it
is almost impossible to visually recognize such difference, there
is no visual deterioration of the picture quality.

[0025]

The region combining unit 26 combines the image regidn D; in the
original image with the image region D, in which the, hash value
H’' is embedded (refer to Figure 3 (c¢)). Then, the combined image
data D’ is stored in the memory 28.



[Equatlon 1] -9- [0020] In the above equation, Hl is a hash function. An
‘operator "//" means the connection of each elenent of a nessage array.
Further, d[i] indicates each pixel value contained in the inmage regi on DI.
The concrete calculation for this may be, for instance, exclusive OR of
the data belonging to array elenents. However, if exclusive ORis used, the
sequence of the message array values igjnot reflected upon the cal culation
result. Forogasst ance, by using a net hod cal l ed CRC (Cyclic Redundancy
Check), the sequence rel ationships can be reflected. This algorithmis one
of the algorithns for calculating a check sum and generates an out put
dependi ng d¥ eppasentefirem dgthelabaverdeserintdonhethe qiaisdonfof Hhejimage

trains. [O0GzYicHiis baﬁbléar@ﬁt% h.laelns;la fmtﬁegﬂofmfoﬁaénm&mﬂn@gwh%han

i nput (arra vaI ue ﬂaadcf’) t}g Ie u&a@‘ioB[ er s ut

(hash val ue%/ G f n r}rgf % nc tﬁl f’ ﬁgt g F‘

" uni -direct iwe f-l-l]lng‘Pl b8, Cdllcllbimd mh@etydlm khe i@a%tﬂam,xaﬂdom y

in H(x)=y. the fé’éiﬂﬁ/aiyeeﬁlﬁedded, then a new digest of the whole image.
after the embedding is not the same as the embedded original
digest. Accordingly by such method, the detection of the
identity of the image cannot be performed. Thus, by omitting the
image region into which the digest is to be embedded from the
digest calculation, the matching between fhe calculated digest
and the embedded digest is ensured. In this viewpoint, the
original image D, in which oniy the image region D, portion is
filled in with a single color such as black or white, may be used
as the image region D;. In this case, a digest of the original
image D part of which is filled in is calculated, and embedded
into the image region D,. - By this, the matching between the

! digests can be ensured even after the embedding.

[0027]

Further, in the digital camera in this embodiment, additional
information such as the ID of the camera used for the photograph
taking, time stamp such as the date of photographing, and
positional information measured by GPS may be embedded into the
image region D,. In this case, it is important that the
additional information is embedded into the image region D,
first, and thereafter the resultant hash value H’ is embedded
into the image region D,. The reason for this is that, if the
hash value H’' of the image before the embedding of the additional
information is embedded into the image region D,, the hash value
will be made different by the subsequent embedding of the
additional information and the identity cannot be detected.



nerely used as the initial value for data hiding, and' it is only needed
that a different output is effectively ensured for a different input.

Thus, the hash value itself has no special neaning. The inportant thing is
that a value representing the characteristics of an array is outputted by
its cal culation, nanely, the hash value is uniquely determ ned based on the
contents of the whole array el enents_aqy _that value differs dependi ng on
the contengsoeBjthe whole array. [0022] An encrypting unit 30 uses a secret
key SK to encrypt the hash value H and outputs an encrypted hash val ue
Hrerr]. The encrypted - 10 - hash value H_is authentication

i nfor mat i oAN FAGLELRR ettheyimageyTrEdrs Ppnegdchotike CANCERTERESIFY PR s

hel d wi t hi goghgoﬁanﬂy ain [ @B&3]atdiee hambBod ahere: H[ Bt | ;_q:nmragypt bd amde to
authentlcatlgg¥ﬁguﬁiﬁﬁh%one*ss ent t thehé; QoHQ t Efiﬂ tggn%pg?ﬁng

processor 37 uni err] rn
i mage regi 8AIORLBHMppRY AR Qiﬁatlai’w rﬁltqw@aﬁfrrhgeu?%% on D2 The enbeddi ng can
be perforned by operating data (for instance, pixel values) in the inage

regi on. [0029]

[Imé.ge alteration detectihg system]

Now, description is made to a system for performing the identity
detection of an image photographed by a 'digital camera,; using
embeddéd authentication information. A person wanting to detect
the identity needs to have the following information. It is
noted that the authentication information is integrally embedded
in the image, and thus need not be saved in the form of a
separate file. -

(1) Image data M’ :

(2) Public key PK corresponding to a secret key SK '(separately
acquired from a person in authority)

[(0030]

Figure 4 is a block diagram of the system for detecting the
identity of an image in this embodiment. A region identifying
unit 41 identifies a image region D, and an image region D, in an
image D’ in which a hash value H’ is embedded. The image region
D, is a region in which data for generating a hash value is
stored; and the image region D, is a region in which the hash
-value H’ as the above described authentication information is
embedded.



D2 in a real space or a frequency space. There are various nethods for

t he enbeddi ng, and concrete exanpl es of themare described later. This is
al so described in detail in Japanese Patent Application No. .8-159330 (our
reference No. JA996-044) and Japanese Patent Application No. 8-272721 (our
reference No. JA996-074). [0024][err] To enbed the hash value Herr] into
the image region D2, data in that regiqg is operated, and thus the picture
quality in{ohatjportion is rather different fromthe original imge.
However, since it is alnost inpossible to visually recognize such

dlfference there is no visual deterioratjon of the_pictur 3lltﬁ' LOOZS]
The regi onAcOHEPHT A2 tiRG gRiitnge ReElY GadSUIaEF rPIﬂaéS'#]C‘la fe hased
ori gi nal i oagdanat int lvhe niagge eggironDD,;i.n WMrtherheahdsgesalaeth@etiﬁgis

nbedded t d
CLEEEe AL 0 i L ifCenss S M0 (0 B i
t he divisi Balue ﬁﬁe whw@e kegempe %eféaﬁﬁl éﬂtb%@t‘t@QMtﬁfffPW%%l ondf or

enbeddi ng vpeebfié nitraitiond hethde disgamdscidbed! aldtar albng @iigast aof

the specific embedding method.

[0032]

A decoding unit 44 decodes the extracted hash value H’ using a
public key PK. The public key PK is an available key which is
uniquely determined correspondingly to a secret key SK, and it
needs to be acquired from a person - in authority who is keeping
it.

{0033]

In a detecting unit 45, the identity is detected by comparing the
hash value based oh data in the image region D;, which has been
newly calculated by the digest calculating unit 42, with the hash
value H’ obtained by a deéoding unit 44. That is it the hash
values match with each other it is determined that there is no
alteration in the image. Further, if the hash value do not match
with each other, it is determined that there is alteration in the
image. A mismatch between the hash values occurs at least in one
of the following two cases.

(1) Case in which there is alteration in the imagé region D,
Since the hash value newly remeasured from the image region D,
changes, there is a mismatch between the hash value H embedded
in the image region D,.

(2) Case in which there is alteration in the image region D,
Since the hash value H embedded in the image region D, changes,



A

whol e image is calculated without “dividing the image region, and the result
s enbedded, then a new digest of the whole inage. after the enbedding is
.not the sane as the enbedded original digest. Accordi ngly by such nethod,
the detection of the identity of the image cannot be performed. Thus, by
omtting the inmage region into which thg digest is to be enbedded fromthe
di gest cal cul ation, the matchi ng between the cal cul ated di gest and the
-enbedded dirgest i 8NadsAdcch! BetResn ViRV vallhe @eimghnakedmigemDthin
whi ch only.the i e reglon D2 portion-is filled in with a single color
such as blégﬁggr mﬁ hay be used as-the inmage region Dlerr]. In this
case, a digest of the orlglnal i mge D part of which is filled inis

cal cul at ed, 0@@@ enbedded into the imge region D2. By this, the matching
bet ween t he dlgests can be ensured elven after the enbeddlng [0027]
Further, in the digital canmera in this enbodi nent, additional information
such as thanl DastotHencenewathsethisr eMEO®MG¥Ugra§hnF§k|ﬁ@thﬁpﬁéc§F&ﬁﬁ

such as th&n%&g.geioﬁh@tsogﬁeeawm y 28 aRfdd i1onah 1RAGETBYI aamgaauaadaby
GPS may be I nto ng region D err In this ¢ it

inportant PASENOhe LREMIGG ¥ or At 89t s PETHEEREY i F% tHe |rrlrla et?légl on
Dlerr] fir amthenttichtienf iaformetienuitoardimagasidakal @s B sepandtdEédlent o

the i mage r%%%%?é i %fﬁﬁ?&ﬂ:ﬂd&f chili Se icarthad .ot etba bﬂaihé/abueftlberr]

of the i ma%%egmnot part:l.cu arfyrﬁoﬂ; thee a% ﬂen&:gcg ion information.

(0035]

Further, since authentication information is encrypted
(scrambled) using a public key encryption system, -the rewriting
of the authentication information by a malicious third party can
effectively be made impossible. Furthermore, a public key PK
corresponds to only one secret key SK. Accordingly by making
secret key SK different for each digital camera, it is also
possible to detect by which digital camera a particular digital
image was photographed.

[0036]

Further, to cope with an illegal access to the information held
in the main unit of a digital camera by opening the camera the
use of a device such as a tamper-resistant module_ used in a
cellular phone or the like is effective. If such illegal access
was made, it would be deemed that the secret key SK was stolen,

. and for the image .data by that secret key SK, it would be
determined that there was alteration even if a match is found in
the digests. This allows the damage by a third party’s illegal
action to be avoided. ' '



information is enbedded into the inmage region D2, the hash value will be
made different by the subsequent enbedding of the additional information
and the identity cannot be detected. - 12 - [0028] In addition, the

i mage region D2 need not be concentrated to one portion as in the above

enbodi nent, but it nmay be nmade to distributively exist using a positional
train generating algorithm or part of {ppw Bit may be used. [0029] [Inage

alteration [dEx3kt i ng system] Now, description is nmade to a systemfor
performng the identity detection of an inmage photographed by a digital
canmera, using enbedded authentication information. A person wanting to
detect the FHAATELMe RLERPUEY cth 9 caPRYE RIRRFIMERSr RE6I HFen dasardbeg:
t hat the auwitdntrespecentontlvs nbigital cameragriéid presbadditvent idre iisTage,
and thus n : ved || r A t
W (2) Pubiicie R SAEEC sk R heEREELL a3ERY O § AhbEral Wyl Sl
from a per &h 4igidadnhyirepy

1 [0038]

In this embodiment, description is made to a method for embedding
data to be hide into some medium data, and conversely to the
pixel Block Coding (hereinafter referred to as PBC), which is an
example of the method for extracting embedded data. If the PBC
is used, the hiding and extraction of data are handled accordiﬁgl
to a certain conversion rule as described below.

[0039]

[Basic algorithm] S i

Generally, the primary characteristics of the pixel values or the
like of the two adjacent pixels have a strong correlation with
each other. Accordingly, even if the pixel wvalues are
substituted for by each other, the image is not degraded to the
extent that it is visually recognized. In view of this property,
this algorithm hides data of one bit by defining a image region
having at least one pixel as a pixel block and intentionally
interchanging the characteristic values of the adjacent pixel
blocks according to a certain conversion rule. That is, data is
expressed by the interchange of the characteristic values of the
adjacent pixel blocks. Further, in the data extraction, data is
extracted according to an extraction rule determi'ned by the

conversion rule.

ed

a
r ed
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gOOSO] Figure 4 is a block diagramof the systemfor detecting the identity
of an image in this enbodinent. A region identifying unit 41 identifies a
image region Dlerr] and an image region D2 in an inmage Derr] in which a
hash value Herr] is enbedded. The inmage region Dierr] is a region in which
data for generating a hash value is stored, and the inmage region D2 is a
region in which the hash value H err]” 48 the above described authentication
i nformati on{ 0&4@&nbedded. - 13 - [0031] A digest calculating unit 42
new y cal cul ates a hash val ue based on data in the inmage region Derr].

Further . a djgest extracting unit 43 tracts fromthe image reqgi on D2 the
encr ypt ed hg‘sﬁ PforRag Lo he’i‘%r"’e%%‘g dd85e fﬁ%ﬁ%g’bﬁo‘gh?ﬁ%}%ﬁ%&f
A speci fic exluest ( for nénkbdnce, désdghbedskaveluas pngfwithe Lwopeard jagent

enbeddi ng npikhof b1NE3R]aLAGEHY RO Rt £441860RCrivas 88 #a1&8J hash
value Herr] using a public key "PK. The public Key PK is an avail abl e key

which is uniquely determ ned correspondingly to a secret key SX, and it
{00411

Bit ON <1>: Case in which the characteristic value of one pixel
block (PB,;) is greater than that of the other one (PB,;). Bit
OFF<(0>: Case in which the characteristic value of one pixel block
(PB,) is smaller than that of the other one (PB,). '

[0042]

Furthermore, bit information is extracted by comparing the
characteristic values (for :.instance, brightness values) of the
two adjacent pixel blocks according to the following extraction
rule. ’ i

[0043]

Case in which the characteristic value of one pixel block (PB,)
is greater than that of the other one (PB;): Bit ON <1> Case in
which the characteristic value of one pixel block (PB;) is
smaller than that of the other one (PB;): Bit OFF <O>.

[0044]

Figure 5 is a figure for explaining the data hiding and
extraction using the PBC. Pixel blocks PB; and PB, may be
defined as a set of plurality of pixels, for instance, 3 x 3, or
one pixel may also be defined as one pixel block. Since the
adjacent pixel blocks has a strong correlation with each other,
the image degradation due to the interchange of them would not
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needs to be acquired froma person in authority who is keeping it. (0033]
In a detecting unit 45, the identity is detected by conparing the hash

val ue based on data in the image region Dierr], which has been newy

cal cul ated by the digest calculating unit 42, with the hash value H

obtai ned by a decoding unit 44. That is 11!( the hash values match-with each
other it is determined that there is no alteration in the imge. Further,

i f the hashpgalkdetdeoneheMkelni thHatash 4 hefsudillyl &eéegﬁiﬂb@edpiﬁﬁ%et§ere
S alteratlgné n the imge. A m smatch between the hash val ues occurs at

| east in on “the following two cases. (1) Case in which there is
alteration in the image region Derr] Since the hash value newy reneasured
fromthe i mpgeasggion Dferr] changes, there is a msmatch between the hash
val ue- H embedded in the inmage region Dferr] (2) Case in which there is
alteration in the imge region D2 Since the hash value H enbedded in the

i mage regi oA B2sehiageensideredin winiek the pirednbileomkbpeabeionshelmddte

val ue reneagpigenhiofmhg§e b¥BIRs 4 b )PISH dhe same figure. First, the
characteristic values of the two pixel blocks are compared, and
it is assumed that, as a result, the characteristic value of PB,
is greater than that of PB,. If data "1" is hidden in the
original, the characteristic values of the pixel blocks are not
interchanged, because the characteristic values of the blocks
satisfy the condition of data "1" in the conversion ruie. Since,
in the data extraction, data "1" is specified according to the
extraction rule if the characteristic value of PB, is greater,
data -"1" is extracted.

[0046]

On the other hand, if data "0" is hidden in the original, the
characteristic values of the pixel blocks are interchanged,
because the relationship between the characteristic values of the
pixel blocks in the original does not satisfy the condition of
data "0" in the conversion rule. However, this interchange
cannot be visually recognized. For extraction, data "O0" is
extracted from the relationship between the characteristic values
of these blocks according to the extraction rule.

[0047]

As described above r in the PBC, a number of ﬁixel blocks enough
to hide information to be hidden are selected from the image.
Then by making a pallor of one selected pixel block and the pixel
block adjacent to it, a train of the pairs is generated. And
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[[0034] In accordance with this enbodi nent, since authentication information
Is integrally enbedded in an inage by using a data hiding technique, It
is not necessary to attach the authentication information to image
data as a separate file. Accordingly, verification can be carried out even
if the verifier does not particularly hold the authentication information.

[ 0035] Further, since authenticati b ~information is encrypt ed
(scranbl ed)bids rip depliildidenk eyeereqypht bal by dtigdent foomewhe thegimiinhef

aut henti catin dgdsqr.ation by a malicious third party can effectively be
made i npossible. Furthernore, a public key PK corresponds to only one
secret key SK. Accordingly by making secret key SK different for each
digital canitC48Jt is also possible to detect by which digital canera a
particular digital inage was photographed. [0036] Further, to cope with an
i1l egal access to the information held in-the main unit of a di%{tal canera

by openi ng THE EHadt, M"ee BesBage 5O4JEQFERSRANGh tes Thet SFpEP - FR AN S Hdlul e
used i n a cegie utiarstphemisodimdrite. | | Rer i snsefdned,i we pilkkelsbdleck| lisgaladzac dsss

age. dat a T3 1 HECree GEAT G SEnaRr P Bheshelfitne bELEY, pftn e ThE
al t er at i on K&t gmbediment i s & RA{F ii$ made by each array element (state
. value §;) of the state sequence sequentially generated in a
hiding work, and the medium array value adjacent to it. Then,
the above process may be applied to this pair. Further, it is
naturally possible to make a determination on the basis of the
sequence of pseudo-random numbers generated from the seed of a

certain random number.
[0049]

In the extraction, the same block train as that in the hiding is
scanned. By collecting whether the individual pairs represent
bit ON or bit OFF on a bit basis according to the extraction
rule, the whole message is extracted. If the characteristic
values of the pixel blocks forming a pair are the same that pair
is skipped as in the hiding. If the block train or the method
for generating the train is made to be secret, the hidden
information can be put out of a person’s sight.

[0050]

In addition, in the PBC, the position for embedding is preferably
determined by considering the picture quality and the extraction
precision. That is, if the difference between the characteristic
values of the pixel blocks forming the pair to be embedded is too
large the picture quality can be -degraded by the interchange
operation. To suppress such picture quality degradation, it is
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. the digests. This allows the damage by a third party's illegal action to be
avoi ded. - 15 - [0037] In addition, although the above enbodi nent has
been described with respect to the digital canmera, the present invention is
not limted to this, but can naturally apply to a digital systemsuch as
di gital video. [0038] In this enbodi nent, description is made to a nethod
for enmbedding data to be hide into sokb rredl um data, and conversely to the
pi xel Bl ockprefiiradplehetbanaf derfixdter ribotesbodd RBQue wiihppers kmiaxpanplse of
the met hod fiof, @idd, aghhnge GHeeadedodahde HelubbE HRCchSruSES: 1 406: Waliag and

extraction of data are han acc 0 a certain conyersjon rule as
descri bed b&l dMTIFOINEY g’ﬂq %FEE%ne?%IkP i, £MRadegd, in that
charact eri gpdios. of the pixel vaI ues or the like of the two adj acent pi xel s
have a strong correlation with each other. Accordingly, even if the
pi xel val u[eos0 a]re substituted for by each other, the inmage is not degraded
to the

Further, if the difference between the characteristic values is
small, the picture quality degradation due to the interchange
operation hardly occurs, but, conversely, the relationship as to
which is greater or smaller is reversed by the effect by noise,
and it is feared that the embedded bit cannot be extracted in the
extraction step. Accordingly, to suppréss the degradation of the
extraction precision, it is preferable that a second threshold.
value (lower limit) is provided, and if the difference between
the characteristic values is smaller than the second threshold
value, no bit is embedded in that pair. '

i [0052] - ;

The pairs corresponding to these cases are skipped without being
subjected to any operation. Then, the bit information to be
hidden is carried over and hidden with respect to the next pair.

[0053]

[Characteristic value of block]

As the characteristic value, the value related to the primary
characteristic and the value related to the secondary
characteristic of a pixel block can be used. The primary
characteristic is a direct parameter of a pixel value such as the
brightness or color degree of the pixel block. Further, the
secondary characteristic is a value showing statistical nature
such as a mean value or dispersion of the parameter which is
obtained by decomposing the primary characteristic. Further, the
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extent that it is visually recognized. In view of this property, this

al gorithm hides data of one bit by defining a image regi on having at | east
- one pixel as a pixel block and intentionally interchanging the
~characteristic values of the adjacent pixel blocks according to a certain
conversion rule. That is, data is expressed by the interchange of the
characteristic values of the adjacent-p#kel blocks. Further, in the data
extraction, c}tkaiaa:ﬁea:mﬁﬂcao&aed;eaomy dbergthe anlaxtatdion aesudlte bgswerm aad by

h
t he conversnlog% ?ﬁa}‘ﬁcter. 1 ﬂ otf ?EJZQI e hﬁdea(&h%?ﬁﬁ:@ﬂﬁ&tn d

I nt er changi | nst ance, 9\:[ ess v r?
of the two %’Eﬂ'aébefﬁils}f)) xePrbI“@d’ksb%céorPGF $CRLRE nBIXR | B 'ﬁg ﬁeé?g
rul e. [004ljeridriiNg<le: fEag@eheywWy d&hretx’rmonharaMegeneratl,vathe oirimaey

pi xel bl OCkCrgaP%c)te rseaters tabagt]t:(?@% 8{>r:§$leatﬂtolﬁelr ng:{gvgl((g%é)acen@ i QE<0>:

Case i n whi aracterlstlcv I Xxe mal | er
than that dtlagks ot REr thaeo iy hand)thg Sﬁa?%w#éram&?r’r%‘? 0 8AVEs
extracted by sty cogrell@tion in two spaced blocks which are not adjacent

to each other. Accordingly, it is noted that pixel blocks
subjected to the PBC are not always limited to adjacent blocks.

[0054]
[Advantages of the invention]

As described above, in accordance with the present invention,
since alternation information is supplied in a form in which it
is integral with image data, or in a form in which it is embedded
in an image, the verifier need not separately store the
authentication informationi. The picture quality of image data
is not degraded by such embedding of the authentication
information. '

3. Brief Description of the Drawings:

Figure 1 is a block diagram of the image processing system of the
conventional digital camera;

Figure 2 is a block diagram of the image processing sYstem of the
digital camera in the embodiment;

Figure 3 is a block diagram of the system for detecting the
identity of an image in the embodiment;



~cHaracteristic values (for instance, brightness values) of the two adjacent
pi xel bl ocks according to the followi ng extraction rule. [0043] Case in

whi ch the characteristic value of one pixel block (PBl) is greater than
that of the other one (PB2): Bit ON <1> Case in which the characteristic
val ue of one pixel block (PBl) is smaller than that of the other one (PB2):
Bit OFF <0>..$0044 Figure 5 is a,frg@#e‘for explainin% t he, dat a _hi di ng and
extraction IAFHE t he1BB@ Plogk AingaaR soPRERPr PYSHE™PBPEr FPEREF1BE 386 ned

as a set ofigeniritly tof @n pimagles inf thei pebadibegnts an®, or one pixel nay al so
be defined as one pixel block. Since the adjacent pixel blocks has a
strong correglation wi th each ,other, the inage degradation due to, the

i nt er changeF % Shem whlll P ndiigure. §9r_ gxplpdping, thy datenchiding i ends
visual |y reextgraceicon Msjuge the( BC.. [ 0045] A case is considered in which

t he pi xel block positions in the original inage are as in (b) of the sanme

figure. First, the
(Description of symbols]

21 ... Optical system

22 ... CCD )

23 ... Signal processing unit
24 ... Region dividing unit -
25 ... Hiding unit

26 ... Region combining unit
27 ... Image processor

28 ... Memory

29 ... Digest calculating unit
30 ... Encfypting unit



_ characteristic values of the two pixel blocks are conpared, and it is
*assuned that, as a result, the characteristic value of PB[err] is greater
than that of PB[err]. |If data "1" is hidden in the original, the
characteristic values of the pixel blocks are not interchanged, because the
characteristic values of the blocks satisfy the condition © in

the conversion rule. Since, in the data-ef2raction, inh wmg ified

according to the extraction rule if the characteri s“m,gmmuﬁaﬂiﬁ r] is

- greater, data "1" is extracted. [0046] On the other hand, 't b o A IS
hidden in the original, the characteristic val ues -of" t he-pi xel bl ocks are

i nterchanged, se the relationship between the characteristic val ues of
t he pi xel bloc ggﬁg'the original does not satisfy the condition of data "0"
in the conversion rule. However, this interchange cannot be visually
recogni zegl) Kosyetemadoo embdding atthetxitacion indormieior! ahionahi p

bet ween the Chfﬁé?%grgﬁgkgségkgﬁ§cQ%@ﬁB%iﬁgplOCkS according to the
4 e i

extraction rul€. escrib above; in the PBC, a nunber of pixe
bl ocks enough to hide information to be hidden are selected fromthe inage.
Then by maki ngaaregibardovigings ente! Edrpdieldibgoekeailaglcintsch Bhigsk

adj acent o ityngelr pbgsgh bR BVekbohnd BRAR Uedlon; AN

an authentication information generating unit for
generating

authentication information from data in said first image
region; '

a hiding unit for embedding said authentication information
into said second image region by operating data in said
second image region; and

a region combining unit for combining said first image
region in said image with said second image region in which
said authentication information is embedded.

(2) A system as set forth in Claim 1 wherein said
authentication information is a digest of data in said
first image region.



-+18 - bits to be hidden are sequentially hidden fromthe beginning of the
train. [0048] This train may be nmade to correspond g ence S
in the first enbodinment. For instance, a pixel bl:OHHI“ ﬂllmnnmﬁﬁmrespond
to an array element Min the mediumarray Min the frrst énbddi fent. A pair

is made by each array elenent (state jsalue S[err]) of the state sequence
sequentiaL%g generated in a hiding work, and the nedlun1aféq¥,value

adj acent t©03) t .2 T¥RSEER 7S a3l £t dds Gy ™od HPRFPER $HHE PLIgat is a
Further, it is masnrallue s siddae ino sadlde f arshet anagenateigdonon t he basis of
t he sequence of pseudo-random nunbers generated fromthe seed of a certain
random nunber. [0049] In the extraction, the sanme block train gs that in

the hiding(4k JtapnelemppscdiateciPreh whbt FéR1RNe EVREREFUA°RELSI % A sent
bit ONor bit QrcSptidgt BastS Feaor demgryprinlge esdtichct aothenticatimn
whol e nessage is gxtracted. Lf.th . ri.sti rt;@qﬁé -
‘bl ocks form ng lanf§°a| raatalrogl't Wgesfgrlfé ?ﬁ%@a}%glﬁbal {slﬂstfeé%?ﬁgalgé %he g ec}%]g.
1f the bl ock tranthentigatinn Hofoamatdeneinte nipithSeGond, imearageIienpe
secret, the hidden

(5) An image_alteratibn detecting system comprising:

a region identifying unit for identifying a first image
region and a second image region in an image, said second
image region including information embedded by operating
data; '

an authentication information generating unit for
generating first authentication information from data in
said first image region; )

an extracting unit for extracting second authentication
information from said second image region; and

an alteration detecting unit for determining, if said first
authentication information is the same as said second
authentication information, that there is no alteration in
said image.

(6) A system as set forth in Claim 5 wherein said alteration
detecting unit determines, if said first authentication
information is not the same as said second authentication
information that there is alteration in said image.

(7) A system as set forth in Claim 5 wherein said first
authentication information is a digest of data in said

first image region.



information can be put out of a person’'s sight. m t he
PBC, the position for enbedding is preferably deter mm‘“ﬂﬂng t he
picture quality and the extraction precision. That M‘I“T“m}l nce
bet ween the characteristic values of the pixel blocks*torntng™t hd pa| r to
be embedded is too large the picture _ggality can be degraded by the

I nt erchange operation. To suppress such picture quali ty de radatlon S
- 19 - prefi8labPesyRiemaasi pst £RrEBhANICAIN S &A1 ﬁﬁﬁ ) F'QeﬁFO\’eréd

and i f the diffragpceabeévweendibe thasaid efiirsti tmugd uesgiond arger than the
threshold value, no bit is enbedded in that pair. [0051] Further, if the
di fference between the characteristic values is snmall, the pi cture quality
degr adat i orf 9duert Fxaten nagr cirthg&osplr A ot aid dPyWG@EGF@ $fd second
conversel y, theatehaht08s8bienasntormbtidn iis gneayptednrlzsfMaanqrs, rever sed
by the effect by noise, and it is feared that the enbedded bit cannot be
extracted in the extraction step. Accordingly, to suppress the dggradatlon

‘of the extracti 6Aifrersteemfurther comprdpany & despding sty foF defsrdng

said second authentication information,

‘wherein said alteration detecting unit determines, if said
decoded authentication information is the same as said
first authentication information, that there is no
alteration in said image.

(10) A method for embedding authentication information into an
image, said method comprising the steps of:

dividing the image into a first image region and a second
image region;

generating authentication information from data in said

first image region;

embedding said authentication information into said second
image region by operating data in said second image
region; and

combining said first image region in said image with said
second image region in which said authentication
information is embedded.

(li) A method for detecting the identity of an image comprising
the steps of:



value (lower linmit) is provided, and if the difference between the
characteristic values is smaller than the second no bit is
enbedded in that pair. [0052] The pairs correspo hi\ﬁﬂg@'ﬂg E es are
ski pped without being subjected to any operation.

information to be hidden is carried_oyer_ and hidden with respect to the

next pair. [0053] [Characteristic value of block] As the characteristic
val ue, the val uédeatifgdngoatficrgr iimaoe chaiertand st secend imegey aiegdon

related to the sacongay mﬁ@ct §5i§t|%eQBné phiﬁ@bem Q@blsan hecus@dng The
primary characteristic. iLs r ect valuetiuch as .t he

bri ght ness or c&PgPragﬁfSB 5?*Fm§ﬁ5 8P8EﬁtlngF§?fﬁeﬁnt?ﬁ3 eEEFaRFY

characteristic imagevakgéoshowi ng statistical nature such as a nean val ue
or dispersion of the paraneter which is obtained by deconposing the primry
characteristic. Furt characteristic, val

may .be the
cal cul ati on resﬁFPeﬁﬁFﬁBgnQéﬁsﬁrPH§hﬁﬁHbc?ﬁ}?ﬂ 3 §FPPy m AR ¥ ues
and a predeternmenéd fiiray imsge,regiomy be a particul ar pixel value
~obt ai ned by
B extracting second authentication information from said
second image region; and

determining, if said first authentication information is
the same as said second authentication information, that
there is no alteration in said image.

(12) A digital camera comprising:

an optical system;

a converter for converting the light inputted through said
optical system to an electric signal so as to output an
analog signal of an image;

a signal processing unit for generating a digital signal
of the image in response to said analog signal;

a region dividing unit for dividing the image into a first
image region and a second image region in response to said

digital signal;

an authentication information generating ‘unit for
generating authentication information -from data in said
first image region;



"~

v

peérform ng a frequency conversion. In general, the primary characteristic
has a strong correlation in two adjacent pixel blocks. On the other hand
t he secondary characteristic can have a strong correlation in tw spaced

bl ocks which are not adjacent to each other. Accel—di_ngl%g;gd
t hat pixel blocks subjected to the PBC are not always limted to acent
bl.ocks. [0054] [Advantages of the inventierdy As d?t ,"ﬂm m ;
accordance with the present invention, since alterh& H "ﬂ”ﬂ"’n is
supplied in a formin which it is integral with iage Hata. * ofs a form

in which it is enbedded in an inmage, -the verifier need not separately store
the authentication information. The picture quality of inage data is not

degraded by such _enbeddi ng of the .autpentication.jnformation., 3., Bri.ef
Description of tfe I§§$\f s élt?r"eeé 1P|°§ aenﬁffgggl o‘? a%ra g—?}, o%)utflh%mflr%%temn
processi ng syst edngprmpgiepiventional digital camera; Figure 2 is a block
diragram of the i nmage processing systemof the digital canera in the

enbodi ment; Figure.3 .i.s a bl ﬁ% di agram of t system for det.ecting the
i dentity of an i ﬁaélé.dilﬁgt ﬁxéu.g: S e!ydlng @ﬁ"e ncryptec{ authentication
information into said second image region by operating

data in said second image region; and

a region combining unit for combining said first image
- region in said image with said second image region in
which said authentication information is embedded.

(13) A digital camera as set forth in Claim 12 wherein said
authentication information is a hash value of data in said
first image region. :



-~2-1 - Figure 4 is a block diagramof the systemfor detecting the identity
of an image in the enbodinent; and Figure 5.is a figure for explaining the
data hiding and extraction using the PBC. (Descrl ption of synbols] 21 ...

Optical system?22 ... CCD 23 ... Signal processing unit 24 ... Region
di vi di ng uni t 25 ... Hding unit 26 ... Region conbining unit 27 ... |nmage
processor ... Menory 29 ... Digest caPRéulating unit 30 ... Encrypting

"t or mat | on 4 systEATE BvE b AR TN INEGKMATION TNT3 AN
IMAGE AND AN IMAGE ALTERATION DETECTING SYSTEM
ABSTRACT _
Provided is a digital camera having a function of embedding authentication
information into a photographed image for detecting the identity of the image.
By cor';verting light inputted through an optical system (21) to an electric signal, a
CCD (22) outputs an analog signal of an image. Signal processing means (23) generates
a digital signal from the analog signal. A digital camera having a region dividing unit
(24) for dividing the image into first and second image regions in response to the digital
signal, authentication information means (29) for generating authentication information
from data in the first image region, encrypting means (30) for encrypting the
authentication information, hiding means (25) for embedding the encrypted
authentication information mto the second image region by o_perating the data in the
second image region, and region combining means (26) for combining the first image
region in the image with the second image region in which the authentication information
is embedded.
Fig. 2



e : .
gkgégion dividing unit for dividing the image into a first inage region and
affsecond i mage region; an authenti:cation * information generating unit
for generating authentication information fromdata in said first.inage
region; a hiding unit for enbedding said authentication information into
sai d second i nmage regi on by operating data in said second i nage regi on; and
a region conbining unit for conbining said first imge region in said imge
with said second i mage region in which 447 d authentication information is
enbedded. (2) A system as set forth in Cam 1 wherein said

aut hent i cat i BachpestdRsh | sPrawWifdgst of data in said first image region.

- 23 - (3) Asystemas set forth in CQaim2 wherein said digest is a hash
value of data.in said first inmage region. (4) A systemas set forth in
Caim1l furthe®%&8ndrising an encrypting unit for encrypting said

aut hentication information, wherein said hiding unit enbeds said encrypted
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authentication information into said second image region. (5) An inage
~afteration detecting systemconprising: a region identifying unit for
identifying & first image region and a second image region in an inmage,
sai d second i mage region including informati on enbedded by operating data,;
an authentication information generating unit for generating first
authentication information fromdata impgaid first i mage region; an
extracting unit for extracting second authentication information from said
second i mageg§ gny and an alteration detecting unit for determining, if
said first authentication information is the sanme as said second
authentication information, that there is no alteration in said i mge. (6)
A systemas set forth in Claim5 wherein said alteration detecting unit
determnes, if said first authentication information is not the sane as
said second aut hefif;cation information that there is alteration in sald
image. (7) A syst as sebégrth in C|a|m5 wher ein sald first

aut henti cation inf (zr‘lI’TB.tl Oﬁzl S o+ ucou of—ttet-er—t1r—sard—frrstii I’m&; .{aegl on.
23 24 26
\ Image / /
data

Signal D
p:g:ess- ———D—J\ Region 1 Reg::n
ing /] dividing] - Pl combin-

unit unit . ing “ni‘:
. '
Dy |P2 Dy
Aﬂidi.ng
_uni.t:
-~
257 |
~{Image
27 processor
. f
29 - Digest
: calculating
unit
H H
y
30 \ Encrypting
unit
Y

- Secret key
SK



-24- (8) A systemas set forth in Caim6 wherein said digest is a hash
‘val ue of data in said first inmage region. (9) A systemas set forth in
Claimb5 wherein said second authentication information is encrypted
information, said systemfurther conprising a decoding unit for decoding
sai d second aut hentication information, wherein said alteration detecting
unit determnes, if said decoded authegpsi cation information is the sanme as
said first authentication information, that there is no alteration in
said imge. (10) A_nethod for enbeddi ng authentication information into an
i mage, sai df#8EREd 3conprising the_steps of: dividing the image into a first
image region and a second inmage region; generating authentication
information fromdata in said first imge region; enbedding said

aut henti cati on i nformaty R $ eeorre—y nage regi on by operating data
1l #id first inmage region in said
sai d aut hentication

D

image with said second | nage

information i s enmbedded P




(11) A nethod for detecting the.identity of an inage conprising the steps
~of: - 25 - identifying a first inmage region and a second inmage region in
the inmage said second image region including information enbedded by
operating data in said second inmage region; generating first authentication

information fromdata in said first .image regi on; extracting second
authentication information from said secgpgl i mage regi on; and det erm ni ng,
if said first authentication information is the sane as said second

aut henti cat ip@@uidef @f mation, that there is no alteration in said inmge. (12)
A digital caméra conprising: an optical system a converter for converting
the light inputted through said optical systemto an electric signal so as
to output an anal og signal of an inmage; a signal processing unit for
generating a digital signal of the inage in response to said anal og signal
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a region dividing unit for dividing the i mge
a second inmage region in response to said digi
authentication information generating unit
aut henti cation information fromdata in said f

encrypting unit for encrypting said authentication information,;

Ani-t~ for enbeddi ng the encrypted aut henbiXatio
“second i magEL1P¥&r by operating data in said

régi on conbining unit for combining said first
with said second image region in which said au
enbedded. (13)

into a first imge region and
tal signal; an
for generating
irst inmage region; 26- an
a hiding

n information into said
second i mage region; and a

i mage region in said inmage
thentication information is

A digital canera as set forth in Caimi2 wher ei n sai d

. . . n . . .
authentication informafTon TF a Ngstnibgd of ‘flata I|n said first inmage
regi on. PBi1 | PB2 = P81 | PB2

Character- Character- Character- Character-
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