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PERMUTATI ON DATA TRANSFORM TO ENHANCE SECURI TY FI ELD
This invention pertains to data security, and nore
wEab0zBBarly to a pernutation data transfor mRpoOI/US2005/028316
enhance security. BACKGROUND For thousands of years,
man has found it necessary to keep secrets. But for
nost of history, the art of keeping secrets devel oped
slowy. The Caesar shift cipher, supposedly used by
Julius Caesar hinself, involved taking a letter and
shi PERMUTATIONBAT A TRANSFORM I ENHANCES BCURITYe
message. Thus, "A" becane "D', "B" becane "E', and so
on. Although generally considered a very weak
encryption, there were few better encryption
al gorithnms devel oped until centuries |ater. Encryption
becane a focus of intense research during the two
Wrld Wars. Much effort was expended, both in
devel opi ng codes that the eneny could not break, and
in learning how to read the eneny's encrypted nail
Mechani cal devices were designed to aid in encryption.
One of the nost fanbus of these machines is the Gernman
Eni gma machi ne, al t hough Eni gma was by no neans the
only mechani cal encryption machi ne of the era. The
advent of the conputer has greatly altered the
| andscape for the use of gmELpption. No |onger
reqU|r|ng conpl ex machi nes or hours of manual |abo
c dpinEpEiopasTtaing i/ fata savtiritie aRd BOriRASHEEY a2 pﬁf@ﬁtatwn data
Uanﬂ%Hﬁ%ge gcggg %{ vial cost. The understanding of the
|cs underlyi ng conputers has al so i ntroduced
new encryption algorithnms. The work of Diffie and
Hel lman led to a way to xchan rivate keys using
exponenti al arlthmstlc'3 gﬁﬂﬁe and relies on
t IfF%r ﬁﬁ)ﬁgarfdg BF y&Rd, Giindas @&nﬁh?ne%@%%ﬁﬂtoh&X gécY&Q Bhﬁfor most of
ublic rnformation 1s conputationally infeasib And
histonyh@e ;aapxﬁ keepiRS#cedtgdavictapad §lomip dTled Cagsar shift n\pélnlt, svpposedly

used l?)é{:l{huls ﬁ?sélfzéa'r ﬁg{ls& Hao}vga é%l%zh@gprsaq ns)ngflg% {G3rwild rthrough the

alphasam%@é ihe Ql?és!;a;gel TheasiablRcde UBT I BYhebithE YT, @dd daba.
he work fie and Hel | man, and the RSA a@ggrlthn1

Althogalm g@rﬁ:éaikyectqn@épneyl apsrYC Y ASKETYDHAT, BEICKIrA Y hetlss encryption

ﬂgx%$%%ﬁ%%£ﬂggﬂggL%nggggpg?on sol vi ng mat henati ca

ave 0 be solved. (As an aside, the
R$Acalpgion bedumerpfocad sOintense mﬁeatd‘lﬁdu‘rlrrgsthe pm)wmdk‘éfyrs Much

cryptosystens, using a dlffere key t .than,
effortyyas qxpendsddbpth in @Y@%ys%g Coghs @a aen?ntly E)?igg eglg and in

learnin¥ Bbivah Yeddi tRE Eﬁéﬁﬁ’} ?et%??ptgcﬂﬁall. Mechanical devices were designed to aid

in encryption. One of the most famous of these machines is the German Enigma machine,
although Enigma was by no means the only mechanical encryption machine of the era.

The advent of the computer has greatly altered the landscape for the use of
encryption. No longer requiring complex machines or hours of rﬁanual labor, computers can
encrypt and decrypt messages at high speed and for trivial cost. The understanding of the
mathematics underlying computers has also introduced new encryption algorithms. The work
of Diffie and Hellman led to a way to exchange private keys using exponential arithmetic
modulo primes, and relies on the fact that calculating the shared key given the public

information is computationally infeasible. And the popular RSA algorithm (named after its
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wi t hout | osing security.) But no encryption algorithm

has an infinite life span. For exanple, DES (the Data
wEewepp3son St andard) was originally rel eased Per/LS2065/028316

The governnment originally estimated its useful life at

. 10 year.s. S has | a | anger t han th Qri.gi ha

inveniagy et L7t A (RGP AN by GG, e0e0en fededt dhaldrejenk e

numbeRRQE hisk %Ump%ﬂﬁly(iﬁf@ﬁdlﬂ@ &@@edrﬁﬁ%n&r%{édldqﬁaahhe Rk B@Diffie and
since been replacéd by AES (the Advanced Encryption

HellnBinaandthihd R Sats algbrithgn var twensticallyshectaaaked thwt cRERngdhese algorithms
spread

V
wou 58 L 3B B PRSTBR a5 hsce. e
RSA E¢eRtaaivhY alsOFS ¥ th fiee pebial-key BeposyEdntke usitlg b s bitkey to

A need remains for a way to enhance the security of
decrypiihen thedkegised, iotaneryphl Haip maden postionRpublicly distribute one key

[ he invention is a nethod and appar at us
thqﬁgggggﬁggﬁﬁ¥;tion data transformation. The data is

diBtit e dntnybﬁort sigorsthantesstan infBiitedife sparh &F ok ier &ahplecDESrithe Data
control the appl.ication of per tq%lon functio

Encrygtion gfandaal) as pHgnaby etepsedbign'e) R EOYGHRIGR GH kP G gotimated
its us%ﬂ?ilfédﬁslo s DEShaS $8MERMu@N6h Oéetﬂ %a%efﬁgyflgﬂalgéﬁgﬂﬁﬁdq{fe span,

e second segnent. |In a secon enbodi nen
but béqauendfiitsirelatively Emnrhw i iapprm@trutlesmarardeek dab® hes since been

a3 AT AT e B8l 8 U ot oy s

remain¥ REWidRBprehd tdke \fdrfoﬁ& 1rﬁ1$_rﬁﬁﬁﬂénts ) IDES’ gkid§ busthbdteihprovements
applied to the result he transfornmed data i ncl udes

camnal I S@étﬁﬁ?fﬁveh rventually ¥R Mk genasalll be eapsidered inscoure
% 1nsq’011 'I' frl to #H@ngrqégg??%erc&hﬂpof &Ys?gg eﬁ& or?algonthms.

appara or key r|v
fron1a naster key. In one enbodi nent, a portlon of t he
master key is hashed. Two nunbers are derived from
another portion of the nAIMMAREY A universal hash

r an uFl oﬁ‘iﬁieﬂ% il ?lv'%ﬁ’fﬁnqy Fiod, and agfzgﬁﬂug @ortacbetn'ﬁﬁtatlon data

rom ich bits sel ect'ed as
transfol@atiler. i T/l&:dlaltaegs dl\hdlecblnfocert segmaited Bite it the dirstrsegroergabontrol the

o R A G R FRE D BRE B b R0t il G
data lﬁbﬁdé‘&tﬁ@ ifpededBsiilahd the ﬁehﬁme@ g@l of the@BRoMaisembitt S

are selected as the derived he foregoi ng and
otIn@rseqicelaltqu@shm@bg té@tryentamuls adn%th@(b@té%amﬁrai%efor an exponential

g R L REE B By AR BE B Sea o e
a powee o€ & Eitetioh ©f tH’é&irmgﬂﬁﬁr&mﬂ medaluayd thesapplied to the result. The
transformed data includes the first segment and the remainder modulo the modulus.

In a third embodiment, the invention is a method and apparatus for performing key
derivation from a master key. In one embodiment, a portion of the master key is hashed.
Two numbers are derived from another portion of the master key. A universal hash function,
using the two numbers, is applied to the result of the hash, from which bits are selected as the
derived key.

In a fourth embodiment, a universal hash function, using an encoded counter, is

applied to portions of the master key, and the results combined. The combined result is then

hashed, from which bits are selected as the derived key.



BRI EF DESCRI PTION OF THE DRAWNGS FIG 1 shows a
general inplenentation of a secure hash algorithmto
w@ewenzd3es deri vati ve keys froma nmaster key. RP@/UR005/028316
shows the typical operation of the secure hash
al_gorithm of FI .. FIG,.3 show the typical .operatio
of' Dy fRrseQiag aad Oﬁﬁgf?aalrﬁo?lwﬁﬂﬁ]anéuaé%a%ﬁsﬁﬁwdqu&%mﬂ'f
n roceeds with
A K e P e e TP
referepec torthe denompanyng dkayisgs. accordi ng to an enbodi nent of
the invention. FIG 5 shows a server and devi ce capabl e
of perform ng data transfornations, key generation,
key w apping, and data encryption, according to an
enbodi nent of the invention. FIG 6 shows a data
security device operable to enhance security by using
a data transformer in conbination with a key w apper,
key deriver, or an encryption function, according to
an enbodi rent of the invention. FIGs. 7A-7B show a
flowhart for using the data security device of FIG
6, according to an enbodi nent of the invention. FIG 8
shows details of the data transfornmer of FIGs. 5 and
6, according to an enbodi nent of the invention. FIG 9
shows details of the data transformer of FIGs. 5 and
6, according to another enbodi ment of the invention.
FI Gs. 10A-10C show a flowchart for using the data
transformer of FIG 8, according to an enbodi nent of
the invention. FIG 11 shows a flowchart for using the
data transformer of FIG 9, according to an enbodi nment
of the invention. FIG 12 shows details of the key
derivation function of FIG. 5 and 6, according to an
enbodi nent of the invention. FIG 13 shows details of
the key derivation function of FIGs. 5 and 6,
according to anot her enbodi nent of the invention. FIG
14 shows a flowchart for using the key derivation
function of FIG 12, according to an enbodi nent of the
i nvention.

BRIEF DESCRIPTION OF THE DRAWINGS
FIG. 1 shows a general implementation of a secure hash algorithm to generate
derivative keys from a master key.
FIG. 2 shows the typical operation of the secure hash algorithm of FIG. 1.
FIG. 3 show the typical operation of a universal hash algorithm.
FIG. 4 shows different ways to combine the secure hash algorithm and the universal
hash algorithm of FIG. 1 to generate more secure derivative keys, according to an

embodiment of the invention.
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FIG 15 shows a flowchart for using the key derivation
function of FIG 13, according to an enbodi nent of the
wo owentizen. FIG 16 shows a flowchart for usi nBCEUR®Y5/028316
derivation function in the data security device of

an enbodi nent. of, t i nvention.

FIG 5, accordin
Dﬁgu é@%@g@ﬁfﬂﬁ%ﬂ%ﬁﬁﬁmavib@ RORETTMyBR E?ta ranstormations, key
generg a1, v | V@}pkrg/] g.fi’(i d&ta SRGYptEon Qeﬂ%rcﬁh@fy rt A BmERIYIRYL Rvention.

froma nmaster key. The general concept
i FIGh@shavesst éata keeyrifyOdevics oparabte to enkanceseculigisby using a data
s B P TSR G R B on,
accorﬁil%gltmdeﬂﬁsadlﬁéﬁt&th&ﬁﬁ/@ﬁt&)mash al gorithm 110 can be
used nultiple tines. endln% on the |nplenentation

ofFIGecir-@Bishet adiayestiatton usi, therdate spcuciy dadee @bl Gy6, according

d.re | nput to secure hash algorithm 110
toanenlﬂmgFgﬁﬁﬁﬁg eﬁﬁﬁ%flcatlon For exanple, if secure

hagt. akigavs dduilsbibhadmestranstdraek of BIG0Atand b, adesrding to an
out put, t hen master key 105 can be used wi t hout
emboﬁmﬁmpéﬁl@."awnpengener ated derived keys 115-2 and

139630 s3I MiRSE tﬁ%@fra&%&? of BRI, ?%n@ @"@cﬂﬁﬂné"!ota{ﬁother

a counter 1n some way to nodify nmaster 10
embodinfidnt of ehetihyentiondi f f erenti ate deri ved keys 115 2 and

1 3 fro ive 51 I f re hash rdthm ..
15903 0 e she Fsr el angiits SRR G T PO 8fBrding
to an @bBdileRPb@nPidvehfiodrast er key 105 can result in
derived keys 115-2 and 115-3 bei ng conpl et el
ur’fﬂ@l at gibws Bewehagidfokegmg ths-data trane”onzersm@ Pheccording to an
b an?é t oper at.i ion of the secure hash algorithmof FIG
embog H&WRVER%Rash al gorit hm maps inputs to hash

VaIGes? showsleBils D thdleyhRrahatival furgionasF1Get Svaelt, Aceutding to an
n for some value of n. The output of a hash al gorithm
embodiperhef thefieyengignt o as baskets; FIG 2 shows baskets

Z%G’ 1%glﬂ)avxéidle'i_’a[ﬂs%@%i&y@\%ﬂbﬁh&%ﬁﬂonmle@ hifees %ccordlng to

gener a gorit can use any desired
anotheR@pbatiment ofepe invpntich. t 0 baskets, a secure hash

aI rithm n ed| tabl e ti.mes s . cal .
e 4 Shivs el ReiRR R HE e AT pa S0 R ELC 412, according
to an@%gal%gn%ftggqlw&ng@es not give any information about
how to find another input that would produce the same

ORI 5 slikovs @ Rewghast forneng ty ket derieationrfpagtionfof F&G. Phgecording
not aid someone in finding any

to angwgafn?ei’?mf&‘\%wﬁ@a?rﬁat woul d al so map to basket 215.

| IF1GaCE shdwed Rowebarb@r Bsin@t Rey dérbatibs firledibn ivhetdata security
basket 215, for sone Eal‘tl cul ar hash al gorithnms. This
deviceof iHatS, sasasding & ai empedimenl fhs INARLON " secur e” :

DETAILED DESCRIPTION
FIG. 1 shows a general implementation of a secure hash algorithm to generate
derivative keys from a master key. The general concept is that master key 105 is input to
secure hash algorithm 110. An example of a secure hash algorithm is SHA-1 (Secure Hash
Algorithm 1). The result is derived key 115-1. Secure hash algorithm 110 can be used
multiple times. Depending on the implementation of secure hash algorithm 110, master key
105 can be used repeatedly as input to secure hash algorithm 110 with or without

modification. For example, if secure hash algorithm 110 uses a clock to control its output,
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that there is no easy way to find another input that
maps to a desired output. The only way to find anot her
WO npen23Bhat maps to a particul ar output is by PCT/US2005/028316
experinenting with different inputs in the hope of
i ndi_ ng anot her val ue that ps to the desjred outp

then mwéervl@aklﬁé%n be u%?dgél&%mﬁag"ﬁa%@gf@rgepﬁmq@eﬁM%é Cqieg 152 and
115-30 aétggrt\xﬁsﬂlg?!@{er Q%LI@ danliR ORBRRA With §€’6{ﬁ1 kdr¥n sdile %236 {ngdlfy

t be only one input IS nma
mastdp&sk €05 &ifficiehtly toldifferenpatt detiveaitkeymp13-8 abad k3 i?d))ﬁ derved key

t d ahqv baskets m ght _h
1151 SR D SERBIAT AOS R Ry ea RSSO Y LG o5 2
smg1é lﬁﬁnﬂh%éﬂ ?tmg Rad ﬁe@aw i@dem%a kb nisssaqo1 {5 9%ﬁg%s&5re@e1y

gori shown in 3, universal
unrelaatb@mddrﬁmik%lhﬁ éo nmaps |nputs to baskets 310 315

ot 18 £y R R picA p b oo RS p B PRIt o s shown

a hash hl%ohthﬂ“inaﬁélﬁf@{lt% t@ﬁﬁsh&&ldeh elrbRIgk ef the h'ﬁktUSalu&a&kﬁbetﬁzk&] 0 and n
is mapped to just as often as basket 315, 320,

for sogrgvabes - ﬁh?é“\ﬂ@ﬁl@ﬁ a&asholgorithi opn bs sgtferad fo a8 ‘Ij‘élfqtia G- 2
show} ﬁasﬁc@t@tZOEt 1'052I9’Bh&géé by t£R¥et!@0f i nd ot her inputs that

e sane 'bas For exanpl e, consider the
u ﬂﬂrﬂﬂ&a&ﬁenmslhashlammmhm nwhiblatamese siny desifedbasipaigsto map inputs to
nunbered 0.t h. seI t|n t he basket that
baske Ao tHE LSRN 5 LR EPE e g aaied o/ onheg)
knowlry tﬁ@teontet? Autb FBd%c b duttﬁﬁpdgéssﬁtft 'gméta?@ ihfoPmPabout how

evenly acrossall baskets. But is al’'so easy to see
to find @wpther ihputdhatrotuhé prodneathe simae owtapts Koo exsraplsdinovbing ket an
|ven For example, 1.,.11,.21 3 etc. all
1nput|9§p t apsto IPS%]P%%%S dcrtﬁdlé)t a ﬁr%og]ﬁ%reﬁ 1&11'181&1%%%/ f il;ﬁr 1{1%ut vafue that
would®Qlsb nfap G&' b&kBESIS. ah gadt] thér@tnAtE nodtH& iBRlts (S Map to basket 215,
al gorithms have advantages and di sadvant ages. The best

for sogus] pariiarthaghvplgpdthesi dihisos whabaksgs sseura hpshalggithe b “secure™

s 9 SRAGI S0P AT DB NANAYER N ROkBa BT Sl v
find dnethet hl@ustﬁatlme;)shaafpaﬂ[qi}w iotutpiart mfbyi%lxﬁmm&ntﬁlgamﬂh titfferent inputs,
unlverﬁ hash_al hm of FIG 3 can be conbined to

in theiopg of findipg rotler: ‘ée armpste (e desed oulRllor ding to an

e iR} IR Mss 9? a5 &ird MR 'Méto?i'ihm isnth§t9cﬁé‘ ﬁﬁh‘f(@ts‘}lqi%ht ﬁ@%ﬁ% mapped
key 105 is first passed to secure hash algorithm11

to equithly. e sthlet wofdsserermaightishordy gm inphithatlie rmas)p@&mwbagk@c?IS but

.as i nput t un'v al ash a hm 305, d.fro he
100 ifgur R ap Pkl 23S IRt iR 20 PF0kest R b no
input$ SEAURBE & them. shows secure hash al gorithm 110 bei ng

used before universal hash ahgorlthn1305 sequence 410

r e‘\/emge@alth@isls algpdithn prgviden the disiebution fRetyreithat 15 sissngyfrom a
secm@f@h@ff rith® : s‘ﬁ ﬁ% Ff@tsi; mﬁ'%grgﬁf ﬁa@?‘ﬁ%%gthn]—g& hiS Hla&as inputs to

universal ori
baskets 310, 315, 320, up to 325 But unlike the secure hash algorithm of FIG. 2, universal
hash algorithm 305 distributes its input evenly across the baskets. Thus, basket 310 is
mapped to just as often as basket 315, 320, 325, and so on.

The weakness of a universal hash algorithm is that it is typically easy to find other
inputs that map to the same basket. For example, consider the universal hash algorithm that
maps to 10 baskets, numbered 0 through 9, by selecting the basket that corresponds to the last
digit of the input. It is easy to see that this hash algorithm distributes its output evenly across
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used as input to secure hash algorithm 110, from which
result derived key 115-1 can be generated. Secure hash

w@bk@en2skm 110 and uni versal hash al gorithm 30BCT/ES2008028316
i mpl emented in any desired form For exanpl e, secure

ash al gorithm 110 an un| sal . hash orithm 305
ol by g iselseEried SPhiohjo V6 PaRCyer R s o N dgmg basket
as a gfRPMput! Bof LA Q, lpr2la§1%&ftaﬂ’%a%t§ﬁ39§1&fj31§‘ a menory,

to provide a few exanpl es where the inplenmentations of

sddws,gt ﬁ@glﬂ lzd apprienhifratiicgh mrmlmslv elzosthrhgparid wiigaosal hhﬁh

o B RS oA AR5 b PR RUSBST8 nsm oview o

securﬂ‘tpbmap@admb SomshdW 6686198 theCaAl amee &RFGbIH séahﬂemagieﬂgMMs and
to m‘gl ement secure hash al gorlthm 110 and uni ver sal

universgbhash latgerithmm Bl 4 sirps howy heaqﬁggq@éyas}ég(lg%qhgl ofFIGs. 1-2 and the
unlveﬁsai %ﬂ;h %Iggg)ht}%ﬁ Uf ?ﬁ% dﬁéa&lg)%fcgrentrbgla S%@ﬁf: ngdrrlé ?%rlnl] %@@W ive keys,

accorfiag$®an skbodif@dni ¢f thé gvasitionm Ihlseqmagmi ma@teh Eéy vm/s first passed
whi ch, secure hash al gor.i t %nd uni ver sal

t0 secHTejph AlBRYS | L GnTBRresHoP LI Aottng: UiEkaneg wed as nput t
umve?s%f l‘{eﬁﬁ i H1R 405 anRaRAP IR rQJuIDQi%hvad H&WQISd?Eﬁl be gené:rated

transtormations, key generation, key ‘w
d &V bereascseqydrico 405 slovorsdcurg hash dgoretmmoldlorb@mg wtd bhfere universal
hown. . Serv

nash {13 o st O b (51 0%y BB OeieDhey HiRiasn o

input 8- Baiv&EM HASIRPIROMGNT 30 I THRNeRRDf vARGrRANRAsYRIdoRhm 305 is then
function 525. Data transformer 510 is responsible for

used gsanp@ripisergrahash algoritin 41 Sriram Méwch ragultgarived keyl bl sapbe
ener%t%l owwth reference to FIGs. 8-9, 10A- 10C, and 11,
& fla transformations, while intrinsically not secure,
| Iee@ahast dlgorithnpl IMnHanferﬁhEaEﬂaﬁgodidhﬁ 30y cachainplemented in

t he data, _t hereby maki ngcr anal ys re difficult.
any dp%wdé‘szrawpl’%r exampﬁe ﬁ?cgfrshaéhﬁﬁe@ X!a wkiversdlhashyalgorithm 305

can b%(ﬁﬁﬁlg&%héh i} fh %eg’j&ﬁg&q Orﬁ#Méﬁ%r t(R@ﬂ/g)lf gf f‘i‘?x‘fiwarg Ardhs

erivation function 515 1is res onsi
SOfthErSIt(\tB(lhgl kmgmofyto poeidera fewaxymples gvhetet the mpllehmu@honi of secure

IS true that any Kk a to encr t data, the
hash gigprath b ek byrhalec Gt 598 i P ed Picapirpurape
procebddrd. TnifferdiEMattR RIS IR IUTeMRMicHed BeGEP F#RRhYBleS a processor

Thus, sone systens rely on a master key to generate

can belepacviendll dysigneghip @npbn@nt seevrelngsltalgerithpck \mandtunevegsal hash
algor@zrﬂgbg.te 5358 g%gnoéﬁ eka f%e {:eﬂﬁalatog gankl)eé/ e%%@e@ % im C})lf(ment either

ta enerypted asl Ky errve

secur®hadh dlitﬁﬂhlﬂflqwo(ﬂ @niversylcagie algﬁnbiheadﬁ ng peBSA a@elsd in the art will
encrypted with the new derjved ke){Q] Exi sti

n
recoggize iother W@s fumkich serarehiash glgorifing 4 1¢,aqd waiyer a%ﬁa%glg%thm 305
can bl HASLeAS ar e descri bed

FIG. 5 shows a server and device capable of performing data transformations, key
generation, key wrapping, and data encryption, according to an embodiment of the invention.
In FIG. 5, server 505 is shown. Server 505 includes data transformer 510, key derivation
function 515, key wrapping function 520, and encryption function 525. Data transformer 510
is responsible for performing a data transformation. As will be discussed below with
reference to FIGs. 8-9, 10A-10C, and 11, data transformations, while intrinsically not secure,

increase the complexity of encoded data by scrambling the data, thereby making
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below with reference to FIGs. 12-13 and 15-16. Key

wr appi ng function 520 is responsible for wapping a
wheyeMHza334 r ansni ssi on. Key wrapping is typi cal Pgr/usS2005/028316

acconpl i shed by encrypting the key for transm ssion.

As an exa can e used t ncry i S .
Cryp RS THHE Ry ItTRE Ry P diE SanT PET I G SiAsh Peerts gt existin
themﬁ@d&fBﬁﬁﬁh&&ﬁﬂbnﬁ%ﬁﬁmﬁVer i nsecure connectlons to

ot her machi nes, whére the key can be unwa

P
( Keyrdgpvatehn fandlqnsfeld 1 msp@nﬂlae &ﬁdpypmgzknwgm UGN eRATYPLing

data. gébmou%la gtﬁ;ﬁﬁ%ﬁﬂgf ay l%elyfﬁ? & §./ISS detx ehyptt %a a V\fu%,\{flg% zgééxy (ahis key is

used, ¢fd M8redikRUbI isahktate k& caﬂﬁb)ém&féhhir@d vﬁﬂmmuaymn Tﬁ\ls some
private key cryptosystemis one where the sane

systems edly o a @pstey bey irgeneists depived keyseppishege then asqsmqnerypt the
das GBSO, R 5L ke SRSl R i oy

derivel eyt og i sﬁe(ﬁrpiovi%ﬂo vsluairplrbhking keysages/picogyat with thafriewederived
ubl.i c, ke ystens.make it possihle to safely

key. Bristpg ke dergal 3@@%}8&% E@emw%ytdﬁayatmef%vné 4y described

belovp@nh%f@feﬁ@@ttoqq@nﬂz usegh Py1& third party to decrypt

private nessages), public key cryptosystens often are
s [Kmyevrapping fplotion (20 aendspoesw;rlet for wrdppmges keyefos trgesmistiem Key

e FV e ML SRR B ERY R ot S Rat A e
RSA ls:n% 1528 kit (HaYisORrdphthedRYi The key, Waincduffidiently @p@ed, can be

key is to be comunicated. But a person skilled in the
transmgitiedy§ven oy erciBsaeIEEConAgRtionsh o amer yiaelings, wherithe key eanrbe

unwre\%?)eéfg&g )&p aﬁﬁ’ Pgéaefoi'(géiﬁl %9% fdiMechpRiofiey to be

or any cryptosystem
Elmgﬁptheaﬁraf)pmﬂtdyoma k@b far sseiwih atpoiveredey pdr syatnaetric,
ypi cal |y, the datals {%/ted usi ng the key that is
cryptwyatﬁﬁwhe%ﬁ IR/ TRRP \N)F‘éﬁﬁlﬂ*igl kmeer BriCaTYRIBEGH & Aprivate

key c@?ﬁ&g&eﬁlﬁb bh&adhtrR thd\@nfd ke‘%é liseli®6 @ﬂé}?ﬁt nbiRREryBNYs Bﬁﬁosed to a

e used to encrypt thé data, tha he data can
publiakey daptasysmm wihichless diffdrenokeye tcemnrymtaedl deerppt. tﬂmpxangle DES

ant A S S B B R A ST BB KR WhR8pubtc e
crypt&sfy@l@ﬁs%dmtli }%%§1blé<t8)éafé’fy3cﬂﬁhﬁﬁ!te added (Sheteis B &Far Bl thithe key can
accord g to an enbodi ment of the invention. spite
12

be lntletcépffeé@tl sealtbycrethird @aB B P desays private mesgreesopehlicdicyi t al
crm R o BEP BRI L5 oh B pRb bl pioc o

crypt&fyst’éﬁbé DRIy & \mgipsﬂtbwdsﬁlg agjubtic ikéila@ptoﬂ?ﬂﬂ&n sfem’er 505 needs
l e, device 530 mg

to kngridhe Rpplis ey of Bissisrice &wfnce thye W’@?EFFg]ﬁ@i lﬁéo b pésamppicpied. Buta
personi %fu‘ﬂg& érg{r?l\\? g%tv\pl'llqgcdgn%tthﬁ %.ggg?cggﬂisd%%ﬁ %?rﬁﬁltﬁﬁmgg %g Iusflﬂ@ wrap the
key, anddhat thiekéycte:beevrgppedtaan pe dsreamty km@oﬁcayptomteant to

Encryption function 525 is used to encrypt data. Typically, the data is encrypted
using the key that is wrapped using key wrapping function 520, although a person skilled in
the at will recognize that any key can be used to encrypt the data, that the data can be any
data that is desired to be encrypted, and that any desired encryption function can be used.

FIG. 5 also shows device 530 capable of performing data transformations, key

wrapping, and data encryption, according to an embodiment of the invention. Despite the

fact that device 530 looks like a personal digital assistant (PDA), a person skilled in the art
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a user, with server 505 providing the content to
device 530. Alternatively, device 530 m ght receive
w0 bweomassent from any |egiti mte source, w th BEU£005/028316
505 specifying the ri ghts granted to device 530 Wi th
respect. tqQ the_conten , device 530 ght
will recoehigg ihat feviegipile AT PS W?Wét SR e .uélag geeurity

| chi
SO TS 42 05mEn el g (055D g U
compﬁ@f) pahtngihg filkes vathsteevar SAH@which nﬁglmbeamosdlhwsys:omputer, and not a

servefiSBEAREH Bfcd B SR AR Rl 58S e BirlBl G coment
auser? &@th sErvRE 5 GPProf i d tﬁ@l chitedth€ davite 980.| ARGEAHNIE RletRa30 might

fhe software can I mpl emrent any desired functi onallt
receivgribie edmdent filpen awf legiimate spurdse wathsear v sgifvpp ﬂtﬁpﬁlghi% granted

to devdce éﬂﬂéﬂ? Pe%ypecg?o e cpgt\%ﬁ% e(gxl g&lcea%@'hlt Bt X?fgilarg ?ngent

some Ealckioflalay dﬂogadtcﬁi sovey raadiimeuseld 8/4th 2 genérappurpost mmhlm s@ch asa
Uni versal Serial Bus ‘((USB keé%() to nane a few of
p

compHigF-elnghisMarationy sdiahmpkes; dsyice 3P pad of e sygemshgwp I%EI% 5 is less
peEl L L U OSSNy R AOBRSR L 00 v
execwem‘:rmtdvmtﬁmg A pmersxm siqnldﬂd}apttlm:iarnwdhwpogmzqotéasthn seficivhreedn

) in the her .vari at for device
implegigyt s iessrd binouer et fhof egp Y Rsb gh e pus gt grgroprite
meduffﬁ%@ﬁ ad HVHHFHsI %}&%né%fe&ﬂ £2¥ise eCb$6r @@ffnmamh& (DVD,
can be any manner o connunlca i ons channel ?
sometineeilsmeallediardagiead yersafile aln;y) @ttmmcdjulm of a Universal Serial Bus
e 530 0
UsBERE ST ik o PRt o BEPu AT PSRRIk S0 pfiEnbe o
celluldf @RPhéYE dndretviepPOHZ Bascardion nﬁh&@the&&llﬁhﬂf&ldﬁhﬁnéi’rﬁi the base
Note that unlike server 505 of FIG 5, deV| ce 530 does
statiop g GOREWHEALINEYN g. ENGAPiEd Manpfie 4 perseuskilledhinghg art will recognize
I e I
ot SE5RE AE ST OSBRI e
whichéervertShé and Bevicel 30 @mmonitate omebalayi rnanmnee eflsorhmunications
mwgneratethe de{lvatlvetg of course i.f there is no
channghe.8 ovigelingy witgless Ahamy eheelornof ganmpgicalien-key but
basdyi dB80GE Sk RN tALEHE 808 bYFEERehaths: ihbIRdSAdma BR1sH e 510,
key, then device 530 can include key derivation

key wirapping ﬁmc@quSQQa landh onagyptichdhneton 528 tiagnlikgserveedlp of FIG.

5, de\ggél ﬁﬂ fc{}g &nglgﬁ kg? ge[}*?vép Ibfl]élﬁﬁ:\%l’hg $ g'gh\é\% s ﬁ%ec%% s€ keg derivation is

generdll {1841 nké@ATNGEARE 505 BWicd tedron awwmoa;ohﬁyuma@mh the other
key deriver, or an encréptl on function, according

devicgrprénprserioemesds torasneratedhe desivativakey- s@ﬁwqeylfdbw eSeno way to

secur%?% &g{hnpc%{cﬁtﬁg tdgt(?%z}tig/a s ﬁui@&%@% égeg%f"? BchlfdQ{El&egreﬁégteQEe same

derivate key, then device 530 can include key derivation function 515 (although then device
530 might not need key wrapping function 520).

FIG. 6 shows a data security device operable to enhance security by using a data
transformer in combination with a key wrapper, key deriver, or an encryption function,

according to an embodiment of the invention. Data security device 605 can be part of either

server 505 or device 530 of FIG. 5, with modification as needed to add or remove

components. In data security device 605, input port 610 is responsible for receiving data.

The data can be a master key from which to generate a derivative key, a key to be wrapped,
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conponents. In data security device 605, input port

610 is responsible for receiving data. The data can be
w@20ve823384 key from which to generate a deri vatPOUBUK®Y5/028316

a key to be wapped, or data to be encrypted, anong

ot her possibilities. Dvider 615 is responsible fo
or datgite beieRaYRIERS 290E oLt BOBIRBENS. Theidgs SIS Seonbla T iviging the

data 1¥11%qu6&§.0 gstd?scFésQ(&j belb @ widh Acedd td F1GS AEld z{H?lSMt D@ sometimes the

unctions apply data transformations to nultiple
functipos appindatatrahsferndeioas tainuitigpdy padtienstafelakdats;nkvidear Gl Supeaks the

L g e
block! THRSHMsmeP3 0 1s&e§p@§ﬂeﬁ%lb;beefd‘rmngqﬁé igth @aﬁﬂbh’ﬁ@tldﬁa%wh is
transformati on, which is discussed further bel ow w th

discussed et belpw witlgefergnceltg FiGsl 124131ad 1dolfhi Gembigen63lsis

respo{lgélﬁgnrsclro%lﬁnfgg rtheb g@é 5 %f? X ttl%1 a?% &grgs?o M) rbatcfg ?#é'e{l%??&

applicifiph 6P theabpropeiatérsedutity fitetib®NVaN@Usl s@blir1t§ émwtllohslthat can be used
functions that can be used incl ude k%gderl vati.on

1n01u¢q}f?d’tqeﬁﬁat53_[5f“n%é§n Woakpi Wepppingdincions260, orgncmEpy Sinchan 525.
Pl bRy G et B R B R e

securBg €unctidry. f uncti on is worth noting that, alt hough

ically divid 15b k the, d bl ocks, t
R P e AP R B kLo 1B
confo?llngQ ke /B ofttﬁ‘é §ata FranbrmiFieH 'af%ﬁthn:”ﬂdﬁ;. is Aot\bglfredd Ihus, divider

ht break the data up into bl ocks that are smal | er
615 nmghtl taeajethe thtanptinie bdogke thad drei smpslier erdaggar Han thigexpsetag input to

e, dat.
data iR forpre el Aiti o4 B4R ERbo e S5 i Hoq e Al fer than
expec dy @by AL rRf@meR 3 1 Dahpastdesh bopasaked heke thamdergeravgdh; if
i vider 615 breaks the data up into blocks lar

divider el besake thecdhtayp inde Blogkslazzenihen .exm?@d Ryflada transformer 510, data
transtto § 054191k fa E/)EI%QI% ﬁ'?x%fyrgfaGGn %&ﬂ n f eag gftggf {H@Mata%s it needs.

as nan ta as
For eﬁatﬂ;b’tBJ i€ dataftradﬁbﬁnérﬁa 03 mﬂpfahelﬂ&d)as daescmhiﬂderm}m @obabment of FIG.
descri bed in the enbog nt cg
10, dytp fraasfermpas S 16 ppergise 8 é)é/‘f‘olﬁp‘étsbﬁ tg ‘ﬁ?ﬂ#‘gmef p1Quzregives more

than § bAES fdgfaq%sé;iQexr SR ?pl@QB %nfyl'BathgS &D{B@ﬁrpufj af l?ese can be any 8

transfor ner can apply'to only '8 bytes of
byteswnf:hllm theThes e. gc,ahe Hiest 8ibyte, thetasis8 bwtt:sh ion ammethdrad@refé cembination.

t he | ast n r
ad Sl SeorthrafinBn any a=p 3 Pe 0T met, B4 AER s
transfdahed EabdEmbstanedyOwRBE thelthatiforinke nidteakéPishe be used to generate
transfornmed can be a master key, where the transforned

derivativstkeys.kOy thedate cayebe s derival vy kdwethat s telbs Mapprd Beloes s |

R

encryptiad algsrithén. b& person ykilled irithe ag vall recoghzeetiteatypes obatathat can
encryption algorithm A person skilled in the art w |
be trangfogged-ze ot her types of data that can

FIGs. 7A-7B show a flowchart for using the data security device of FIG. 6, according
to an embodiment of the invention. In FIG. 7A, at block 705, the data is divided into blocks.
At block 710, each of the blocks can be transformed using a data transformation. Each of
blocks can be independently data transformed or not, as desired; in other words, some blocks
might be transformed, and others not. At block 715, the blocks can be reassembled. As
shown by dashed line 720, blocks 705-715 are optional, and can be skipped if not needed.
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be transfornmed. FIGs. 7A-7B show a flowhart for using

the data security device of FIG 6, according to an
wendend2izent of the invention hi FIG 7A, at blepckugnss5/028316

the data is divided into bl ocks. At block 710, each of
theﬁgql}o cks can be trapsfornmed usi ng a..dat a

t MRS ot aseéaew 1951°88 R Uzednn e Tyritferasisa dblgrk 725,

S LRer, \
e B e R B T e g ohr s algorithm
can bbhppdied 7d e datee Asxndﬁﬂbéood;ambedme snuEptinealgortbmatan e applied to
the dagashed line 720, bl ocks 705-715 are optional, and can
& skipped if not needed.In FIG 7B, the dat a security

dgVGCE sl daild o thd dutdirddserit oFENGs. 5Ahd B) Aekrdikbto aa
key wapping al gorithm can be applied to the data. At

embodtmfmk offthe m\aann@ly bethe ombpdiment gfotata enstamepal Gigwnag FIG. 8,

data tée}nsttg?xﬁ nébéjs H;{)pePr!nB@llf% gl?’?%ouﬁ %hgﬂp%ﬂ‘g@tgﬂ fﬁHCtIOHS Data

transtdﬁhétl 319 1ﬁxfludd§€in1§iﬁbartt805lmfe©éwe datafio bt Gﬁnsf&n&ﬂddﬁ;der 810, padder
according to an enbodi nrent of the |nvent| on. In th

815, Remyter REHtang Putpyt BOTE PAhXBHRH theansEpmga dpt. Eliides10 is
respogé’}ﬁl@ £he @Oﬁlﬁ@ tHEn Xﬁ#@at&’ RS flethit B¥upeiorubiifgndt Sf tﬂE 99191§Jtat10n

I'ng pernutation functions. ta transfornmer
functions:I Indfest, divjler 8 postart8Bpdivalingteidat 1da>tta/otscgrbents The first

tran roed,. divider, 810 dd 38 t
segmegiaPRyies B Bt eaas roBp e ol PanE G PHER Ay arunctions on
the bngx\Hugﬁrwrﬁét{)arb %oﬁﬁﬁn@@ AShPthe sé@hd dégthdhitNth driterhBidlitherdtathe data

the bit groups for application of the pernutation

mcludqs rééthlt@ntbe first segnaent ingiludeg 81bitg1amdghesacendsegmont tichiges d-bit
groupsI §3§1t ¢ ﬁtgr%mi NEER ? 5 Wll-[?eecofgﬁ %ﬁtha?ﬁg%&tcah %%lolfgﬁf Leélgth, and

used to con e application o

the deﬂ@ Eiﬁlﬁéﬂdﬂvﬁlﬁd intogtduppsf oy ddifedichgihsaivps withidifferear goups being
tioned fromthe_ second segnent. In ong{g {}I:DOdI
Eh a

of di th@atd@tgéh i Fapkly dae Gt yrement, pyhichy includessbg f ?Rﬂtt?agge
apphgatltahtof thegﬁgmﬁtgﬁor? gi%gﬁéj c§ng§ﬁ§ttédnﬁltﬁ€jﬁﬁlv§duﬁ ]Cas are always

a per Skilled int art w | ogni ze
permtlthat the data can be of any Iength and the data can

b vid .
DS e S350 Sty 58 GRS e Uead o
assun'ﬁh@ Mok Yhe dabifishlwak of 8 GiBMbize)MHeh @101@&'8110%ght|'}ﬁ3t BE bBle to divide
hat control the application of the pernutation

the dga aupbit geaups peopertyt Pediler 815 canebd yrgi o paskthe griayith addétional bits,

er.mut ed transf r 10 supports
SO thq?& ﬁYE\SS? ﬁé)fﬁg?rgpgtteﬁmlﬁ&e@l tpé%?erlos@g%(?(l nst ead of
ags Uik Babbdiatent, e Hplication oFltheyedmatatian finctdnsiszentrolled by the
t hen divi der 810 ni ght not be able to divide the data

bits off Hhedfirsi seggentupH1LEAPS Pyripetivung Bparticelar pamysdipnignction if a
cone%QdﬁlE%ltqattl?e st &gﬁ%ﬂf &1s@ndor ka{rﬁple, if the corresponding bit has the

value of 1, then the corresponding group is permuted using the appropriate permutation
function; if the corresponding bit has the value 0, then the corresponding group is not
permuted. Alternatively, if the corresponding bit has the value 0, the corresponding bit group
can be viewed as having been permuted using the identity permutation function. The
permutation functions can be indexed as well; if the number of permutation function matches
the number of bit groups in the second segment (and therefore also matches the number of

bits in the first segment), then a single index can identify three corresponding elements: a bit

10
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so that the data is of appropriate length to be
properly divided. In one enbodi nent, the application
w@boobhz33per mut ati on functions is controll ed bypPeheshns/as316
of the first segnent: a bit group is pernuted using a
articular pernutation function if cor [ bi t
in the{ iy @menty 3 pit %ﬁlﬁ’gﬂ {17 SgCaet SeBmGRt ﬁﬁ?@}ru?ftw gctibn to apply to
the bif&o g'spondi ng bit has the value of 1, then the
corresponding group is pernuted using the appropriate
p@ermigtar 820nis responsilln fori dontrplsing the pespotation gf thetbitgroupsaf the

al ue 0, .then the,.correspondi .grQup i s _not. pernuted,

scconf\ SpElR 14 B PP, SOPRS SaRAnRETint PSR Gding o
the fufletidrR@h&®A HETINO UibBRwD hfth@ighWbeedn skigled i MRAragilhavddhize that

been pernuted using the identity pernutation function.
any pgmatgwndfynetions saif bheselons can be i ndexed as well; if

t he nunber of pernutation function matches the nunber

of bit groups in the secohdbkdgnent (and therefore

al so mat ches rthe_nunt i T e Fir st segnent),

then a single ﬂuﬁﬁtéq,? CEE‘?I%%H%?.I .i(‘}fa *:%?é’:e {CQH‘ espogdi ng)

el enents: a hiffin th ; FHtgroup in

the second sedient , aArdféa8<smitation functlion to

apply to the |[Bst grouxgPéermst er 820 is regponsible

for controllijMy the perecmgdtditon of the bit [groups of

the second sggnent. |ind enegddodi nent, perrnuter 820

i npl ements pergputati onsd@&of fl ng to the functions

shown i n Tablig Tbetovwg  aLil@pgh a person gkilled in

the art wll erugnfzc tb t—any pernutatior functions

can be used. Fdble 1 TrHefésre seme Hteresti ng

features of the pernutations shown in Table 1. First,

eaqR Oire bbiRe RRELRUIR e ARreE #Eﬁfe'p@fgguﬂaﬁ%& ég@Wﬁ lin ¥hble 1. First, each

us, =

s,

pernmutation function Pi. P2 = Pi Pl, P3 = P2 0
of theRferutafion uretions iP2)powst ef paBautatior fpgtion B1wbhus Pe edhla 1,

P = b B By o P R @ b PO} o Gha P o

choscth Yepe@eshslidr@okBavs fiPh e Thi¥ph&ime fHad tate trapdfomid 510 only needs to
permut ati on function; the rest of the permutation

knowfthe mplemsntetion eleonsenermeidtion Bimction thpisst ¢fdhsrprratasion functions
funct] r i f -

oo 5L SR OB S A58 ot 10

not irt@dubwoas shaureesiin tlendaty/thbi e simile td those foundh irmencRBion functions

DES, AES, SHA-1., etc. Because pernutation functions
such é“f%sf‘nDESt AES@H{\h]e ®fata transformation that results

f rﬁ)efprlﬁ’s% eﬁh@ﬁti@ﬁ‘ﬁm@ﬁ&@&r@tﬂv@ﬂibﬁéﬂ et daengarRfortalb® thht teBults from
easl |y le. Ta

ever si . ble 2 shows the pernutation
applyingthe pemsutatic funetéons lof Table dris easily frevensblpe A able 2t shows the

permfltlilltqgrtl e 1019sfthz-1rtaatr)6|: ﬁle]iflverses of the permutation functions of Table 1.

Table 2
Function | Permutation (ofabcdefg)
P, bdgecaf
P, defcgba
Py ecagfdb
P, cgbfaed
Ps"’ gfdabce
P6'] faebdgc
P, cgbfaed
Pg’ ecagfdb
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Tabl e 2Thus, to reverse the data transfornmation
applying the pernutation functions of Table 1, all
wa bmb/orB3needed is to apply a second data PCT/US2005/028316
transformati on, using the pernutation functions of
Table 2. To make this reverse transformatjon possihle
Thus, o rgygtse s databansépmstion applying;thepesmuiatigndinciiong @éﬁ%ﬂ? 1, all

that i de86d Is¥o gﬁglgagemnhfaagah&neﬁhgﬁﬁg uﬁh?é}%ﬁéerﬁh&%’bw tiofls of

recelver he transforne a wou ot know ich
Tablet®.. t Taymakipthishaversdeasiperatom pokssibls ontrtuh pott 82 pentputsabé bits of the

functi f. Tabl. , |1 th tati I i
first gl gTECD ELoRegE Bk PEERHEY es BTIRGY BOAASEe A on:
transtbfindddata %858 noPRndw whidhusit gTBg%s]ha_ve Beenlp@nfg®edl, P4 1 =

P51 0 P61 (= P6 o P6 1

_ 6 1 o P6-1 g% etc. FIG 9 shows
detsawitlsthefpermetatdent funetienssif diablsrl, all ofthegpergutahien Binctions in

cordi t 0. anot her, enbadi t.qf. the pnveptiop -hip -1 -1
Table g BN R BRI TR i B0 Dt By o pe o b’
P, =gi,Hid By'l (¢ Pas o By 'dmp@))t étansf orner 510 of FIG 8. But
rat her than pernmuting the data usin ernutation
lﬁ‘tfga%

f dihet 9 eheavs desails of rapsformenoblf1(s; gand) 6 pigsprdingstoppother
b0 A SSRONNE) S B AL A0 ) PGBl it
as in éavh oansfenier SHabAFIG. &n Buwrather thdOpopetiag €& duta gangpermutation

lnput that_is 3_hyt | gng. The first .segnent is. d :
functiog® S Rafoums R IC  ORFFER oY FRpLu fi oyt Bghutation
on thé @it$8His cdRBl1ali6S 1 donk BylchRMalRWES. P dntbdvReh! da trhformer

exanpl e, one enbodi nent conputes the data

510 operates bo dnatatinpui that is3 bytesloag\ The first sagment ds 688 37 Falculate a
where. A js,the first byte . of.the gdata input a Bis
powe. & Wi the o ol bk fian Tk Pl 3f theh RAEh D gt

For efkdhle,l0heRnibdainkke Sop@8slth¥ datNehnkBrBatidi &S | ong. But a

ers?ﬂ+§)ki lled in the art will_recognize that the .
Y= (&n’pm camebo BB 7 1 Fehespd is Bigdirpidytapithe data input and B is the last

two bytes of the data input. The transformed data then includes 4-and ¥, and is 3 bytes long.
But a person skilled in the art will recognize that the input can be of different lengths, and
that different exponential permutation functions can be applied.

The above-shown exponential permutation function has some advantages. First,
abstract algebra shows that where the exponent and the modulus (minus one) are relatively
prime, the function cycles through all possible values between 1 and the modulus, which
means that the exponential permutation function is a permutation. By selecting 65537 as the
prime number, one less than 65537 is 65536, which is a power of 2. Thus, regardless of the
value of 4, (24 + 1) is odd, and is therefore relatively prime to 65536. Second, if 4 is 0, then
the data output is unchanged. Finally, as with the permutation data transformer of FIG. 8, the
structure of data transformer 510 of FIG. 9 uses a structure not existing in cryptographic
algorithms such as RSA, DES, AES, SHA-1, etc.

If data transformer 510 supports receiving data of unpredictable sizes (instead of
assuming that the data is always of a fixed size), then divider 920 might not be able to divide
the data into segments of appropriate size. Padder 925, as with padder 815 in the data
transformer of FIG. 8, can be used to pad the data with additional bits, so that the data is of
appropriate length to be properly divided.
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that different exponential pernutation functions can
be applied. The above-shown exponential pernutation

w0 2006023384 has sonme advant ages. First, abstractP@l/ystons028316
shows that where the exponent and the nodul us (m nus

one) are relativel t he i,on c est r.o .

s il depranyaiondath rpng U R AT gnervﬂ H¥Ho.9is
reverdfSI8NFo bRk il ﬂ’b‘%s@?&ﬁ@ rﬂ@\f&de@he 24h FhFSIntioh U\EHtQPdrt S Oabutputs A

pernmutation. By selecting 65537 as the prine nunbe

unchapged dlesg withah 'BEBSTD reeergohe expaniehted pﬁenlatammlcukawz 915

com e B B8 Sk i s oMb e

then tﬂe tevefle ekfRntidlHepabatiWisRUL +1F mieCoEs3gpdl. Fhoadshi of ass
th the pernutation data transformer of FIG, 8, the

calculgtmru restores the odiginal Rytesrfa f Bhypethesxponsntial pgrmotatigw sambe reversed

oSSR A T SRR A PO U Pt

transfodflersupport s recei vi ng data of unpredictable sizes
(i.nstead of assum ng% g t he dat S aIvva
i

f INesthat g ppparpipes hﬁvg CThRA S dimeén%ods of their
use c%l Bé:' c}gﬁe;gsgb%dd S5 11001 GE RN L FloREhAPRI: @B ?Qﬁ@dzﬁé &&nsformer of

as Wi th padder 815 in the dafa transforner
FIG. &facEdr@ing8¢ ac ambbdimentdf the 1rpf&dt1t1>1h elndidGa 1A 1 3t bdabdti 1006 the data is

recei it s PRSP 0P e RS ko BEY iR RSk tal e

pennﬁtﬁt%}ﬁcf)iq{lﬂﬁbuﬁg arE béatrdlled $tbits i MRFreseBmey.0AOblobk E019) the data

is reversible. To nake it possible to reverse the dat a

transbrraqr@fngcrk/q?ﬂ@ semif thasepend 46z tegoe0t ertbsudivided eveabamgegroups. If
vt A B g Y E P BENER sy

evenlj7 silzeﬁ@ﬁbﬂp@ ChBS&ssmbathat the dﬁﬁS&ﬁsﬂ)}meﬂ ditetriptsstoidivide te data

s called e, then the reverse exponential per ietn
inputjigfo eysply-sizeq growps i5Hstaia tranglormpredqeg 8oi Recgfo diyide the mput data

into eQ/QIlllg lélz@& ' gﬁ.\pg etﬁ&?f)l%ékst 1R 5%hk g DFREar e RitBd. Th us, the

nent i pernutation can be reversed sinply b
apﬁpl bloakol 025 $EK®D ri@B()l,athelsetcr)am sefgmeunﬂtm dvided ndm bt ggalmh eAlthough

ent.of the data t
block;JiB3 ERbES e Pores e A5 g QU4 aElp 5P ety sgees
descrifell ARtz afe gtr&ﬁisrcaﬁ' b€ di?v'q"dbdtlﬁtoUg?ng{jl sf Qﬁgqual:ﬁl% if tHeAkathOC

show a flowchart for using t ta transfornmer of
transfott@er SppartsdibisdiAidleck 1H30cem0l @rcwpns asspcipted withahit inohe first

ol S AL I R 3 e

perm{t3§6ifinbgorishiaé défhrdpe bHW&ﬁtolf e Kaﬁe bd:ﬁm@aftmnmim&roa (Agaln there
controlled by bits in the first segmant) At hl ock

is no regusementdhat dhepermukions hepowsreeka bess RegButRfion fckesaeh of the
pennﬁ@fié% RAONGRaf 30 uRRIALY fod[ﬁgot(ﬁgﬁmnywllu@ﬁ PasdbPURE 1034 and 1040 can

be modified/omitted.) At block 1045, the permutation functions are indexed.
At block 1050 (FIG. 10C), the data transformer checks to see if any bits in the first

segment (which controls the application of the permutation functions to the bit groups in the
second segment) have yet to be examined. If there are unexamined bits, then at block 1055
the data transformer examines the bit to see if it is set. If the bit is set, then at block 1060 the
permutation function indexed by the bit is identified, and at block 1065 the identified
permutation is applied to the associated permutation group. Control then returns to block

1050 to see if there are any further unexamined bits in the first segment. After all bits in the
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not, then at block 1020 the data is padded to support
di viding the second segnent into evenly-sized groups.

w@ Thbm2m3sunes that the data transfornmer attenptBUS™05/028316
di vide the data input into evenly-sized groups; if t he

data transformer does not need to divide the inp
first sggnsntihaveb %‘iﬂeﬁ%ﬁ?‘“ﬁdzé‘@ n gt agks  0%0Hbe dpp FeRsfomuRrs ogigcts the data

transf]a%glogqaf?org ShPist {eBfheht Hd tm; &anujcéhzlﬁt GuGs. 10B), the

second segnment 1s divided to bit groups. Although
bIFIGK 1 1L 6B sckeBaw ¢HaetSot mn§élcdlat¢ temgfvemer ﬁSF IBePagpcording to an

into rou f |, size, as described_ab
emboflgderd Sh s vealoneREPBrd IO ST BT threnea e At
block 1f1 10 e dath drah§BASEAIVIBES theBRANMAS tWBisSamdNts. PAPSI6cK BB, the first
each group is associated with a bit in the first

segmentdfriesed to pensbueickpor(rg that as iglpsivelydrime tatth@wlerqzmbmp@riusi sAt
blockdlelgb ntgxd Is%cg)‘t d Qéﬁﬁ%&és?rége? 9(1 tﬁg rC%Ing{ltgHé gft\tf l%iﬁglg i 102%3 the

remaind &Gk com utéd\gs’tlltdkmgt the Eguit snddald the m(fdﬁl"tﬁnﬁ‘"lrtaﬂllﬂ attbeck 1130, the
per nmut at | ons be powers of a base pernutation function;
data %@fvr@fls ewtrg@tﬁﬁﬁpm the Alrgt §pEey ﬁgd thedemaindgk el ated to

trrg e%l abb{e %}51 ‘ngel% éatoml gsex:l&ﬁ% k@g ‘ae&%’f%ncfaﬁl:tgﬁs exist.

on1tte ock rmut ati on
But tfﬁd,mnﬁtm(gr]&y degvdtiod émﬁnhond\do botqukvid© B z(dﬁhlﬁage]s @Eppthtthe secure

r or mer t.o see if. a bits. t he
hash it Gon &l ATVEuRE RGBT PRI demeioRpERE At b gPGere FIG. 4.
FIG. P2EKBH At AR of R ké}pdb?lvtaﬁoﬁ hﬁchbﬁ thﬁf éﬂiﬁ’&né thelda@aft8ER1¢ a secure
segnent) have yet to be exam ned here are

hash fimesiemambajulyiv¢rsal haﬁefnmgmorbl IadG1 @255{6:15/ Hgny}moa function 515 includes

r .exam n it to i f
imputid S SEowEi T TER 0at Fisf ksl g B8 Frelsshs b g ey
derivatidiCuh&ion dhdanesutpvt deﬁ@e(bkéy, réspeclpBlyl ﬁ(@ﬁﬂerﬁﬁﬁimﬁfunctlon 515
bl ock 1065 the identified pernutation is

also ipplodesHOaPa g SR D O h 025, desTIST | TRl FAIPEEF 4235, and

I 1050 to see if there are any further
bltseie%teogérgngged bits in the first segnent. After all bits
i MDivhief 12K disEgsrthetmadster e oo tvex partsn dchmbihercoatbitus dlokfirst part

1070 the data t f t the d .
of the PAHETGH P HFP G LB oF PSS LM MIPUfefe: e dev g eergbine
the n‘%ht‘ér BOWRS thefcbhter i bé%ﬁ@atéhaﬁhgmér}ﬁ%tt pakQf tHeSin'ﬁ&elt ltlﬁ/ with the

ata transforner of , accor |ngto an enbodi nent
coum@f whheh cambermifiaop sizé(e. gl 6 bikted)1 (Bhis ¢matdaatmntoraarbsfpgrfmemed in

el 557, B SR ke S e RE R o

comblindiidh. TRE ROk of thidisbihichas Sich hashed upidwaias hmttmsnzs which
rel atlvel gﬁ“ me to the sel ected nodulus. At blo

can bg azecure hashdeedion. {ghisrembodimentdagh functipg 1%%&@8@&6 place of
secur?gl\éiﬁ‘{]aég@hhgl 1%%1‘%‘;@% c t;ﬂﬁ e m)dzer i's conputed by

e resu lus. Finally, at

bl Dekmiliag0,230 Ifseuséamdétemnﬁé owomurabere fiehr the sednd parof He master
key. fhll {)r?g ensl’t?(gdrlrr?lgrtlt %gge ttwho(:"nurrr?br(ra'%lsI rclzda?lgl b, are determined as the first and last 32
bytes of the second part of the master key, modulo a prime number p. Selecting a and b in
this manner calls for the master key to be of sufficient length for the second part of the master
key to be 64 bytes long. But a person skilled in the art will recognize that the master key
does not necessarily have to be this long. For example, if computing a and b modulo p
sufficiently alters the bits of @ and b, a and b might be selected in such a way that their

original bits overlap from within the second part of the master key.
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As di scussed above with reference to FIG 5, existing

key derivation functions exist. But the existing key
waletobezasson functions do not provide the advane@mes200$/028316

both the secure hash function and the universal hash

functlon as.descri bed above wth refe @hczﬂto Fl G

Frepartigularchipicedar the PEmsmUuger RPGR VAt | o t dnglitaygh a person
skillel m{he%&ml@@c&%ﬂﬁzeaﬁa%meégﬁﬁleeﬁmab%@é&e% lhﬁé{a fenghhen123s

and a uni versal hash function
can thig inp Ehiconth unoversehhdsh Suriotioh wlles +itrpod ppehdre 12@316 amllt of hash

or t,,121 th
1225 PR 4 Gine bl SR pHRE Sty Satheal e Gop
sequeky405 SSHIEL i) VEhMIY, Kaseetor Y240 lectsufié bitdtomkhe Ads8IR of the
i ncl udes divider 1215, conbiner 1220, hash 1225,

univegget kashifuration Jauthe denived|key owhich 98 thep e pptpus sFasexample, bit
s 90 B 043 AAIRRAI IR o B B M frion o
thedaﬁ&dhkyh a counter, which can be part of the i nput

dat a. bi}t orrbl ne the st er ke

t he )
c U 1 o sipais 48 Srecie U RS fog oL S5 Sdimaccording to
anoth?P&ﬁl%dulﬁ@%t d@"tl‘i n(/«l}]ﬁmﬁolﬁ'i‘t:@ﬂtras%'tﬁ@erﬁ@&lf?ﬁmoéf tﬂ@%v@ﬁt?&l shown

I'S concat enation can per f or med
in F1G. mkmmlnrpﬂaimms | h@tdarwatlm fulnetnort Ieofdingsto spquencof0f bEFIG. 4,

t t he f h
key BRI SHhat FESR: e SethraBebRBnn&RRLHSh alebfim sfer the
securaﬁﬁhedqigdfﬁmﬂg TR, fhe @ﬁﬂ)b&ﬂlellggﬁthe\lﬁ\}eﬁﬁo& SHOWLINFISE EY bfplies a
hash function. (In this enbodi nent, hash function 122

liner mapring tchide r!illml@:@ ®f seweuhashaigorithingor i t hm 110 in

T By Sty Bl s $LESHACTu 2 oo fatioh A 15 of FIG

13 indTB&dshput @¥rt 1805 anEo@pIgGrimE310, whithseccivweahamaber lsey B 1nput and
and b, are deternined as the flrst and | ast 32

yte
outpuptherdeaivedkeyr sespeativelyr Kayedemyation fuva@tgpn %léoqﬁFdGal%)ahswcludes
d1v1d~%}hu1'§tf§réncode$ell3§§téo él‘?eé 2 u,?}aéﬁ“lﬁ@)' A ﬁécg&aﬂ 3|3§.e]c or

master kKeéy to I clent or t
sduiefddr pAISt aotith devidad2es oKELG. 113, theided tﬁwhmerlkwygnto Berd parts.

n skil]Jed in the ar i,Ll. recogni ze that :
Encoffie] HiayHersies & bt frodubedy 190 A5 BF B Joap Y gniep dgered. For
examﬁfér erﬁ%a&pﬂﬁo chil ofFRHRY 'rE}iéaﬁngafHé BuRfeeitdl &xtdhd it to the length of the
ufficiently alters t bits of a and b, a and b

first p@a of dheowesier Key. Sacter axamalg/lex llﬁéhe firblenart ofithgymaster kinis Gg bytes

long zwéls}fl%cg f%r??m%%%,s@t'&tﬁ%%%ﬁg ?g:ly% n%géelrr%gﬁ(% Ea reEQ%ttﬁosg 4 bytes 16
timesPlo%ktend2BOounte? téta 64 bytederdie Ugbmalrﬁﬁ 1 mbaiikhéd (&dnblﬂe the
the art will recognjze that other primes can

encodsgcetnigrith SaliRir Qdhe RSEicreY S9BsalEn HoR éhafPPnlﬁi  caminer 1325
ool S SRS ot B g e ol
embotiakas utdsan N @R diraky fimctier tadontbasdithalpgws of themB6tsr key and the
encoded counter. But a person skilled in the art will recognize that combiner 1325 can use
any bitwise binary function, or indeed any function, to combine the parts of the master key
and the encoded counter. Combiner 1325 can then recombine the two parts of the master key
(after the combination with the encoded counter) back together: for example, the two parts
can be concatenated together (but a person skilled in the art will recognize that combiner
1325 can recombine the two parts of the master key in other ways). Combiner 1325 can also

concatenate the recombined parts of the master key with the encoded counter one more time.
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sequence 405 of FIG 4.) Finally, bit selector 1240
selects the bits fromthe result of the universal hash
wo 26023384 f or t he derived key, which can then BEI/US2005/028316

output For exanple, bit selector 1240 can sel ect the

55 AR B b A L S8

securéjﬁis"ﬁ'f{lﬁct%B tHiEsekRdor q955 \é.@wl@lrbl{ ééﬂa%drqa4@ﬁn FIE382, &andRéh select

, according to another enbodi ment of the invention.
bits fiom them¢sutiof hash 1336 ae theoltrivedkeyof t he i nventi on shown
i Q. Fl 2, which i ts e erivatl unc
it e e P e g 1Gha 20 A7 e by s, R of
their fiséRGh b Andekstodd. Fid5141BoWoL SloWeharB R yink fife kuyi depiva@dn function
hash al gorithmafter the secure hash al gorithm

of FIGnkX, e@a@rdm& & @h@@mm@ﬂm offthe inxentipne it berks®nthe masteckey is
d1V1d dg 1nﬁoo %ﬁtst IﬁA‘t Ibﬁ]c%g( 1%? th grs& 9 %t %srb%ﬂ{b ltle% \Mt]l? ary E\icéﬁgc%

I on unctlon
countEﬂ. Qs de%cnlk@lyab@eé imtatreferentel ﬂj:lFIlG)r125thfs @inbmdBonk3n be the
i ncl udes igpm port 1305 and output port 1310, which
8

concatenatipy af PR dirsreegraentvaih te ensndad caticro dithlieck i St cowhined

first LERRGEL 1 vel y. Key derivation function 515 of FIG
s Sggﬁéa sfo "i&nc ‘udes divider 1315, encoder 1320, conbi ner

138%]odkalsiz 0,113@0nunatveds e tesshised GomBe SeCODd\:segtmnthShscussed

as. Wi th divij of FIG ,12, divides th ster
sbovigyh FE(FsnedS TG 12, Dok (BB E3.5°% e ETRBALLTa e o @ modulus.
At bIERUNDS! 2 ufivEesIafasH BRI GRIR deRBEREsEnd the 2RY dBRANRE numbers and
desired. For exanple, encoder 1320 can operate b

the mpégig];at Anblotk é%%@hﬁr@sult of thx hashds pplied te He unéyegiah ﬁaﬁh function.
t f
At bl? 4f3: ;Iii% %g%eilecq tﬁ@is %Sﬁ t@é ulmsl%lési @JSP ﬁfgjcie%’vaﬁ\ga key.

t |TEIGC OSIBHAYs 4 ﬁoWﬁWﬁSﬁﬁshﬁgjthldeey @eﬂvzbiphéﬁnctﬁﬁm (] N} 133 2€cording
can repeat those 4 bytes 16 tinmes, to extend

to an gpiadigtent of the MGBWI’E Atew@elhlﬂé@%. TpRsfer kg 5 @gweg Y segments.
At bl(‘r}m < el'@e a}cﬁ%f @r{%cs%gﬁlg?tg %Wmé@ W Q@Q&:oﬁ@(ﬁ Emﬁftert b% described

ey separ or exanpl e, conbi ner can
abovewithireferehbetodG 43 crhlstclae bedsteely Wylag dn KQR bn cfmwadn to each of

the sqgriags g SIS H e B HLCLRE pat DLk St ha G pedgeks ae
then é@gmfnlﬁ@? A Qe s &Rt Bbve With ré‘fel@ﬁées@rFI@('lw @ﬁh h180 b&€ombined

recogni ze that conbi ner 1325 can ‘use anK
agalnbvntlwhs@nmdwdrcyurﬁtam A biﬂck b120; thifemadifing niagise keYois, thenchashed, and

w o GRIRES1E RS s SRRY e 80 AL ARG BRERE

P areskedfdetiPionBah&ionk eh/ovérafnt HGst 218 @ﬂétlinmﬁtwwéka\m}ﬂdfs Other key
the encoded counter) back together: for exanp th
derivatign fyaeticsis camalse be aﬁf@atb@ﬁaﬂ@wqtéa adytagenot a %Fcﬁ@rhé’élh algorithm

and sV &P nidh atléb%tﬁrlht Fi6! {6 SRGRIHAFHaRFr F@ TR6tHE key derivation

function in the data security device of FIG. 5, according to an embodiment of the invention.
At block 1605, the master key is divided into segments. At block 1610, the segments are
transformed using data transformation. Because the segments will typically be larger than the
data transformer can use, only a subset of the segments are used: e.g., only the first bytes
needed by the data transformation. At block 1615, the transformed segments are combined,
and combined with encoded counter: e.g., the segments and the encoded counter can be
concatenated together. At block 1620, the result is hashed, and at block 1625, bits are

selected from the result of the hash as the derivative key.
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1325 can reconbine the two parts of the master key in
ot her ways). Conbiner 1325 can al so concatenate the

wo ewoenotizaed parts of the master key with the emcDusm5/028316
counter one nore tine.Hash 1330 takes the output of

cqonpi ner 1325 and it 13 a cure
hé’gng‘lf_f (i appiatuses o PG adr o abfie Moty of e LB el the
By
gener;tftﬂ'ﬂ ullzég«éege%iatltvﬁ Rey g?ﬁl\r/‘aeﬁ%t@lqgeyi\%evss\{vfng?’ H%)ﬁllégethﬁﬁéh%ddlmems
of theappaman (] sasdjl bE laGapted & @nqramemmi dezivatiye lesyen These additional
net hods use can

derivi G REVS S B EE B PUTEITHE G Ry <Pl i enatof FIGs.
1416 huediRtothiters! Gor daoh ARG degivhevelteyalEhiogh, iR douafer tditbe

i nvention. At block 1405, the master key is divided
incremented.s Blpee ot derivathefiistheyl thegouktiecan yss theswalpe hto derive the

c & As descri bed above

seu"@ﬁ%ﬁ’r§?%$%%3@§?8§€%%?E%% %#ﬂgégconblnatlon can be the

C df andtBeratariatio frathérethfin nshg bie getentor M40ITFIE. Ehedsiestlector 1335

counter, At block 1415, the conmbined first segnent is .
of FIiiglshiecselept bils| ik the flapwativeksyfapBeh suiscagdiedcnsied a prmtime to

select:lgﬁrfﬁé‘f ai%%%%ggg&sulﬁ% n@ﬁe a&%iau%@ws Wiy fexﬁlﬁsl%,r £86GHe that u

ers can be determ ned
keys areldasitedeedch kbitsdong, asd fulthebhssuine 12 Bie rasultsiof ¢resapipatatisshs of

ris 13l ASLARSE EPARE S R dThe B R AR fe

key dbﬁvﬁ%lﬂlﬂloh‘?s ﬁﬁiﬁleﬂ M NBES 3b thash f BHCLA ibn the 1 eAGHive keys
5, bits are selected fromthe result of the

can au rbra veleeted atrthe halnfstlmh drogethievat i wsuling bitsy Eor esmpe ke 7 * /
result];L_rlrg%)m% gix%l%lg% : %onﬁ Oh(g %o ggﬁ%ld gﬁ | ﬁ’r%{ f(eg)}n[g%w ﬁlteirll\?)g rs],[@lfected as the

first kcﬁltsb{h@@kscolﬁ%% nilgﬁt veassleeted ke yhei secatidvi sied andngooon until all u keys
segnent s | ock 1510, each of the segnents is
havebmek@@ with an encoded counter. As described above

I¢ Bfal t f

R RSP s Pk Pt Ty, SR Bt o

suitable diachide ai Whichicthait lagpeetscd dlm:llnucmrthefnay bt inidleroéntdds 1Byplcally,
the co ned blocsaret

the H’&F}%‘Eﬁ% C3b 8\’/%6% Pt or%]fné{; ésr‘?é@elfegl g?céssqf%)mereé‘rp{ &Py fpndom
acces® %&Qﬂ? M)a&%m&ny &E‘meﬁR@M? Qe GtHéP Hﬁieeifreseﬁtm?hﬁﬁiﬁm storage

his nodifie master@ﬂgllst en hashed, and
device$, ackdepSamyfabt, and dput/oepeicintsdiace parist Hfélerrezsﬂnrte Bey bth@ontrolled

BT N N AT e

well &4 hiedirdetyesteedivat fref ahothert madisne anelabtscm \bfth dyrthall Imtlty (VR)
conbi ne the advant ages of  a secure hash al gori t hm an

envirgniyeftykipmsiricHgedbagk, g)é other lputsignal AsdigedRerging 1h8m‘r‘rpachme
is 1ntérg%g ¥cl? {)?leg/f/e:f{g&eméfsx &I @\rg'l%@ﬁéh% foyggﬂté}ﬂ of Both %n%%rlrgerl&, coupled

according to an e
machiries oh devicasaiperating together. Exemplary machlnes include computing devices

such as personal computers, workstations, servers, portable computers, handheld devices,
telephones, tablets, etc., as well as transportation devices, such as private or public
transportation, e.g., automobiles, trains, cabs, etc.

The machine may include embedded controllers, such as programmable or non-
programmable logic devices or arrays, Application Specific Integrated Circuits, embedded
computers, smart cards, and the like. The machine may utilize one or more connections to

one or more remote machines, such as through a network interface, modem, or other
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At bl ock 1605, the master key is divided into

segnments. At block 1610, the segnents are transforned
waisiong2at a transfornmati on. Because the segnmenecT/vki005/028316

typically be larger than the data transfornmer can use,

only a subset of the segnents are used: e.g., .onjy t
commqne@fwmwnaeé@éémswaﬁ e pirmomesira oL A andior
loglceﬁlng g&. iﬁ?mh‘él@&%@m%ets EAPAES n@WS GO W86k néBrks,

th encoded counter: e.g., the ségments and

etc. @ﬁfeskelﬂ"ﬁdadelda aowilt eppreaatebthat ietwatierarounit iyt hay utilige various

k 16 h | hashed
wiredcgios SEHESS AT HES Pt Faves Saarts B0 Trilaedladficludig Rugio

frequ@lﬁryl(ms su@nh@xfnm&aaetmua@nﬁmém afd EfebeBnics Bndideers (IEEE)
lowcharts of FIGs. 14-16 show the generation

802. 1éthle@|0ﬂg ppticpdrinfraretlsbleelpsery ¥ a master key, it is
t h_not.in t t v
eaSI I1nvet131 1011 %a%lil’% efégﬁgeng?é}%%n?% to cj?efn g(gh glgzltt \cl)gtr\lmﬁlaa%somated data

inclukify Suncﬂibﬁgs prozediirtd, dﬂtalstrdetnresﬁdpp\heatkmxﬁo grasoec. which when
generated I N numer ous ways. ?r exa

accesHadUCHBRENG SIS oy magiiag perfsEiE ey m@cﬁﬁ ﬁiﬁgv@g apyffact data types

or 10&-%@&19%&%@ extie rﬁlsgﬁélét&? A8 YnadERIstRE irl RS xMPieCthe volatile
can be 1 ncrenented to derive the first key, the

and/o¢ aomyelatileanemeswy, ¢.56 RANMUROM, etw, aten pther sthrmgs deanes Ekldyhelr

o R PR P e S0 e s b e
mem@tﬁ ﬂEmBi'}I stRRS, %(1&'1 vitds ﬁls% b'i:dlggwﬂl?stdrﬁ’ges 8ice Assédihted Hah may be

erlvatlve enoug results can be gﬁnerate at
deliveypéd owrrtemsrolsgen @nwrm@ta‘, instndingthe phisierd @nd/ex logical peswork, in

eriv | ve k For I S

v TR SR S TS Bt
compkdtadd drldcrypsad fofmaf Alsbeiagpédtaiages ueéd inldistribdted 3nvironment,

and/or the flowharts of FIGs. 14-16 produce /bits
and sigasgchloeallyi andias remetelynfor Maching a%&§s- der i vat i on funct i on

[ t

TR IGE R T Bl offh oep LRI Wtebace o
illustlfatdnlmntmﬂlmrﬁs lit witihe ﬂeccrguimtt]sat tlfd)lﬂlusimmd:mbochtmentmrrfaylbe

esulting bits

modififd By aieBRemiind EFi YRIRoUCHRRE g TP PG HrIRaTeS, it Iich the

| foregB g FLAMh KR Yodlsedhbn Pﬁ‘tl&ﬁhﬁ&h@&hﬁtﬁnt& rtﬁh&%ﬁﬂ qujétl&istaﬁe

so on until all u keys have been sel ected. The
contcmpllatcdm Ingadicsdarssien thqugh |enprém1§ sueh ‘G iodie embegiment” or the

like ageeﬁeg?ﬁregrg Ce:?f: Efugon aﬁ%mieﬁ\s} Q88 er:?l#zEl e‘fegé&% | o\ﬁﬂm{h@ BOSSﬂ‘)lllthS

and afy/idtGbhded tb Mignins veatidrnel pdiﬁﬁiﬁllaii eﬁib%ﬂﬁxﬁﬁnb venfigurattting h As used
is attached processors, msm)réé random access

herelngéh@pyerpmy refesense o erexﬁ@v}bodgpergq. that ar§tc3{n@mable into

medi um st or age devi ces, a video interface,
Other%%zj%lﬁ%éu@out put interface ports. The machi ne may be
cafdnsedqueatly, in view of the wide variety of permutations to the embodiments

described herein, this detailed description and accompanying material is intended to be
illustrative only, and should not be taken as limiting the scope of the invention. What is
claimed as the invention, therefore, is all such modifications as may come within the scope

and spirit of the following claims and equivalents thereto.
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at least in part, by input from conventional input
devi ces, such as keyboards, mce, etc., as well as by
wa@l200entizses recei ved from anot her machi ne, i nt BCEU$100$028316
with a virtual reality (VR) environnment, bionetric
feedback, or ot her inputéjﬂgﬂas As used herein, the
term"mchine" is intend roadly enconpass a
siingl e AaghiMssfoRber Scotptsaip: of communi cativel y coupl ed
machi nes or devi ces operating together. Exenplary
naohmnéponmoﬁm@eed@ﬁputlng devi ces such as persona
uters ks r it -
AR o g il e filSa st Ehd B0 st sEOHBH AR Fo aivide
said sa@rmrsagaaerlhatarmasmwrge@@ such as private or publ ic
transportation, aut opobi | es, trains, cabs,

THAPETRENT MEIWHE A BTPIRIETEISB RIS PrBHENON B on G RoFmEte at least
one oP G LAIRANE o BErrBek BoP hATHRRL fo 8 OSEnHRh £ B8 ikaid it

segmattpadded conputers smart cards, and the I|ike. The
machi ne utili e or nore .connections to one or
R @UFRHBES (R (i 1rS| eRmER! b g St ermbfeq Broup as
transfoRh&d fage, nodem or ot hercomuni cative coupling.
Machi nes may be interconnected by way of a physica
and/or Iogical network, such as an intranet, the
tern area net k
ek PR R B i SR R fopercve
divid® @41&\@666n@ Q&g GAG EEUpEEY thdt 4 hmeer\oarsmatgsoups i@ gaid sebond
W rel ess short range or |ong range carriers and
segmpHsaBle R SUMbACOf IS ARy SHAHIS stgefttency (RF), satellite,
m crowave, Institute of Electrical and El ectronics
Engi neers (I EEE) 802.1 1, Bluetooth, optical,
i 18 r ar ed data aahsformasecordimigeo clihe 1| whenetn the diveder lieoperative to
described by reference to or in.copjunctjon with
divids SRQET AP AR ) oH G GrHGraae b S LoD g Bbrecgfifed size.
structures, application programs, etc. which when
accessed by a machine results in the nmachine
pet.f or M dgtattlaskferrmr adeérdmgrtg clabs 85 wherettathe diwgrrgnadedes a padder

evel, har dwa Associ at ed WA
to pad B4 6P, s SR Ep e o A FETRE P S By it
non-vol atile nenory, e.g., RAM ROM etc., or in other
st orage devices and their associated storage nmedi
i ricl ud.Argatnaraasfarmvegcorfimapsoylaanékyher@m theapﬂ@tterrla@l@des

imple éx?egxgsr;on ?tl'iezlggg;?c{ éetrmmfl)furﬁttloﬁé(s digital video

orage, etc. Associated data may be
deIivered over transm ssion enV|ronnents |nclud|ng
t he phyS|caI and/or | ogi.cal in t he of .
pdeket &} da@ trags OH%?ra‘CC‘t{Q%ItP gla “\é\gt yhergingg,auy {’ (! permutation

funct®nd 'i’saécﬁal Bl humiEr ot SRy g}%ﬁ{)yﬁ%ld é%céhd:&gﬁfeﬁﬁ sed or

encrypted format. AssoCi ated data nay used in a
dlstrlbuted enV|ronnent and stored |ocally and/or

' ’ tel X data trans orrlngr AcEot ﬁmgsto claim 6, wherein the permuter is operative to
permute each of said groups using one of said permutation functions according to the

corresponding bit in said first segment.

8. A data transformer according to claim 5, wherein the implementations of said
permutation functions includes:

an implementation of a base permutation function; and

19



10

15

20

25

30

Havi ng described and illustrated the principles of the
invention with reference to illustrated enbodi nents,

WO 2006/023330e recogni zed that the illustrated enbonUsm®Ni/€28316
may be nodified in arrangenent and detail w thout
departing from such | nci pl es. And, _though the
f JPRlgBIeRGHans RO% e&ﬁwgfhh%b?ss PHIRYAN AFYPE | ar
enbodi ments, other configurations are contenplated. In
particul ar, even though expressions such as "in one
efbodi Heddtd seurityhdevidekeomapresingsed herein, these phrases
are ant .to generally reference enbodi nent
pagg{%ﬁnﬁ?@s;l E‘Hﬁ%ﬁ'e not intended to linit the
i nvent iaﬁlihﬁu@p&@'td tegéivadatgnbodi nent configurations. As
used herein, these ternms may reference the sane or
di f f er edividersodividnsaid daiaintep e spasnendisnd aiseeond gegraent and to
emhodi nent s. e WY f | - '
oA TR Sctonf PR RS tolensh e kB Sleact il AR NER pféinea
t Rizs, Pehatid eaniste 8€ piopps Msarlvdc@nicepmenydquglsraivaibeabf bits in
intended to be illustrative only, and should not be
t siddirgsegments i ng t he scope of the invention. Wiat is
cl ai ne i t] £.ar [ : -
odi 1 AT nEFinE R byl b FoRlof e pEmdtiorPition topermute
ofat kehet ohebf suid grpups aitors pemuhitedjgiovp herording bhea etroesEhuddingbit in
1. .Afdata transformer, conprising: an input port to
r SU4FY SHEPEAL PYi vi der to divide said data into a
first agouBRt peth AitFRGeAdiHeesmBht AAAL fe@sthald ftemERH Eroup as
second segmsn{) into at | east one group; a pernuter
i muehsfdimaeyl datasiandl enent ati on of a pernutation function

b IR RHE b 5T FSLcaRE PR f iR P b o AR =

segnment; and an output port to output said first

segnent and at | east said permuted group.as
t Bnsf &y Aatd separity dovicemcaprdmerte slan r WBeTeHt cor ding t o

clg i(cjiql‘at]a’in&gﬁéseirﬂa&aﬁke i ygder is operative to divide
n

sal d seco segnent i nto groups so that a nunber of
s ahalingri@n@sation ofai dosiy alpdrideg inehtdee qu ahplementatitye of okey

. bits. in said first segnent. 3. A data gransfqrner. .
derivaRopapRAting to G54 ORI alato ERRETEF FITEr S Ksmal St paester
key. 1O divide said second segnent into said groups, each

of said groups having a predefined size.

11. A data security device according to claim 9, wherein:
said data includes a key to be wrapped; and

the implementation of said security algorithm includes an implementation of a key

wrapping function to wrap said transformed data.

12. A data security device according to claim 11, wherein the implementation of
said key wrapping function includes an implementation of RSA to wrap said transformed

data.

13. A data security device according to claim 9, wherein the implementation of
said security algorithm includes an implementation of an encryption algorithm to use said

transformed data to encrypt said data.
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4. A data transformer according to claim3, wherein
the divider includes a padder to pad said second
WG ammera33so t hat each of said groups have sai dPCT/US2005/028316

predefined size. 5. A data transfornmer according to

claim1l1l, wherein the pernuter includes inplenentations

of at least two pernutation functions. 6. A data

t nansf qr - ' [ - Wt 1

et 21 TR sRERBL SRS o lorflr el A BB U Efcation of
said sgewitp slgbrithsaindluslec amonegemation of. ARS thatse shidaresisformmed data to

acco(g;li ng to claim®6, wherein the pernuter is
encryph@thfdlye to pernute each of said groups using one of

said pernutation functions according to the

corresponding bit in said first segment. 8. A data

t lAnsf dx dasa secatity dvig aceordingi tacBimBh Birhiencerpprising a second
aividgn B e ign e AAERR SffeRSr AL o sk B eragiye soparately
on eatpietik.on; andi npl enent ati ons of powers of the base

pernmutation function. 9. A data security device,

conprising: a data transforner, including: an input

oqrt . : Ui der ot i . _

[ ﬁt6b a%f ?fﬁgg éc\s(lglt nent eaa%a@g}ﬂ gg&ﬁgﬂéggmt@ ' anlcliI t%?é &combiner to
combitievi i@sulsaf tHe data tradsfemyprenteacinbloclaintd e amiglet tvamsfprmegd data to be

each gr_ouP havi n redefined size, so that a nunber
securgg by s ippe anaéﬁogozé&ﬁ%cu&&gﬁﬁ%t ual s a nunmber of

bits in said first segnment; a pernuter including an

i mpl ementation of a pernmutation function to pernute at

| ddst o datekesiEityldgyicrassornditgdo glayeShwhertinthe pgrmuter includes

. according.tq a correspondi it insadfir . o

mp A0 I de i SRR FTR AP Pheot e Py BeEptppbgpion fnctions i

equalS6 4 HRMbePOkaRt gro8fsih saidi sdcdirsaghest. group as _
transforned data; and an inplenentation of a security

algorithmto secure said transfornmed data. 10. A data
secqurit ice ' | .8 : FBIB peMiter i
d:lt% a iﬁ&éF%g\eéé&gltﬁg%}t%ee?écgg@&gﬁgfﬁltuﬁ]elg/f\r’rvp ementg te I on olfs
operafivé &Cperinuye ikl of kdid groups Lising sneof saidppepmetatiat ifenctiofis cording to

€ .
the correysponding bit in said first segment.

19. A data security device according to claim 17, wherein the implementations of
said permutation functions includes:
an implementation of a base permutation function; and

implementations of powers of the base permutation function.

20. A method for generating a data transform, comprising:

receiving data;

dividing the data into a first segment and a second segment, each of the first segment
and the second segment including at least one bit;

organizing the bits in the second segment into at least one group;

associating each of the groups with a bit in the first segment,

applying a permutation function to at least one of the groups according to the

associated bit in the first segment; and
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derivation function to use said transforned data to
generate a derivative key of said naster key. 11. A
wa@l2d08/08B64ur i ty device according to claim9, WhBCBU2005/028316
said data includes a key to be wapped; and the
i npl enentati on, of said securi al gorjithm includes an
| FBRSrHEH G et arara o O His et T S PS Bied
groupsf ansforned data. 12. A data security device according

to claim1l, wherein the inplenentation of said key
wr appi ng function includes an inplenmentation of RSA to

w,ap said transfornmed data,,13. A data.security.device

2a3br ahGesAaraTiTg fo SRR aprvhsienioRasRuiEh e f B 8ond
segmé&R i1 SRS léfgafni’ziﬁ% @O /bitk iMhe Bedoud 88znaéht intH la @BINeAbT @OuSY, the

an encryption algorithmto use said transfornmed data
numbepofegrevRsRqualdp @ rigbsr afbitsan dhg Brskegment y devi ce

according to claim 13, wherein the inplenentation of

said security algorithmincludes an inplenentation of

AB3. t 0 Agethpdiadcdrdingsd olaime d0 dahacih@rgamiziygthedats dncladea.

15. A data security devige according to clajm?9, .
organfaig W@%l‘émi%‘f%& SEEaE oRa aer@‘ftd‘é(P %f%lpai SegronR hawingta same
numbePdhiat | east two bl ocks, the data transforner

operative separately on each block. 16. A data

security device according to claim 15, further

C ri sj ng.a,cominer to.c ine .a resul.t of ,the data .
CoPLr o Mgt Rlo bR 7 kPGB ok gitiibs Ble B TnediS padding

the df@tAthaPthe GecoRd WE@fler ar B@O%ﬁﬂﬂz@cﬂﬁﬁﬁ frlei g@bupsf eazBiod the groups
security algorithm 17. A data security device

includipg Brechapig nuBber @fi bi{so, wherein the pernuter incl udes
i mpl ementations of at |east two pernutation functions,
a nunber of pernutation functions is equal to a nunber
of24sai A\ glethodsiceordigitel claga andfustiermntprising,. definttatthe permutation
security device according to claim17, wherein the
functigey nut er is operative to pernute each of said groups
usi ng one of said pernutation functions according to
the corresponding bit in said first segnent. 19. A
data secuoethod adenriling taclaon @#nghdreincleéinimg 1i7g pavinaitation function
inclu(ﬁegglﬁhaniglg%r}%}l %}Io gesf'm%{ati%g Ifgnc%grrls, teartnulmabnerfo Bgrtrﬁu?aﬂfc’on functions

equal to a number of the groups.

26. A method according to claim 25, wherein applying a permutation function
includes applying a different permutation function to each of the groups according to the

corresponding bit in the first segment.

27. A method according to claim 26, wherein:

defining a number of permutation functions includes assigning an index to each of the
permutation functions; and

applying a different permutation function includes selecting the permutation function

with the index corresponding to a number for the bit in the first segment associated with the

group.
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an inplenentation of a base permutation function; and
i npl ement ati ons of powers of the base pernutation
wo ewe2BB4 20. A nmethod for generating a data PCT/US2005/028316
transform conprising: receiving data; dividing the
data into a first segnent and a second segnent, each

o8t he 4 method seemiding T rdin e whsrein deBaiggsmumbes p{RgrAYtation

functi@LSin%ﬂlt%%S'one bit; organizing the bits in the second
segnent I'nto at | east one group; associating each of

t ldefigihg upasepdrmutation ttunichionremdf i r st segnment; applying a
per put ati Qn nction to at |east gne of the gr
D Se Biias it of hheemaat Peue B uneior & p PPeeC e

perm@RAGLRRLAMEL I ng the data transformfromthe first
segnent and at |east the pernuted groups. 2 1. A

nmet hod according to claim20, wherein organi zing the
bits in th cond segnment .i ncludes organi zing the
bi“t’s iﬂ*m@@? roeﬁ‘g‘a%cé eﬁ{m{yn(ffl a%’ ﬁcﬂfﬂ%lgsrm%f gr oups,
t hansrorkek thd dgs, aspediggual to a nunber of bits in the
first segnment. 22. A nethod according to claim 20,

wher ei siecsrdagitheidad t he bits incl udes organizing the

bits in:d. C . ' r

oL AR AR ] LSBT st AR e e
agegnelitngd the et@aidsegdentvihednding adleganzbitg t he bits

i ncl udes padding . the data sqQ that the second segnent

can be OB§ARANG B bith It ﬁ%cogaa%g?nt@aeﬁ ngbehel @fganﬁpéhe number

i %‘?gl;bglkggqﬁatp?o ?ﬂﬁ?ﬁb&mﬁg irPthe Birdt Segréént; A et hod

acc ng to clarm 20, further conprising defining the
per nut assooiatihgradhi cfithe @oupswitea bodn decfostiegmenod cl ai m

24, wherejin defini the pernutation f tion includes

det i i raP e s briop AFeEAA et oA BRRL AFOHEES o e
OfasfRIafBdl 5 inQhe ﬁkbﬂ@é(?nwﬂﬁ agqual to a nunber of the

groups. 26. A nethod according to claim25, wherein

app! yi sgngrustingiihealetagransionatirosm therfasisgemeniandyat fegstahe

differ ) ation function to each of the groups
a 88’?%‘?%“’?@51 Eei corresponding bit in the first

S @@pEitig an implementation of a security algorithm to the data transform to secure the

data transform.

30. A method according to claim 29, wherein:

receiving the data includes receiving a master key from which to generate a derivate
key; and

applying an implementation of a security algorithm includes applying an
implementation of a key derivation function to the data transform to generate the derivative

key of the master key.

31. A method according to claim 30, wherein applying an implementation of a key
derivation function includes:

combining the transformed data with an encoded counter to produce a combined
result;

securely hashing the combined result to produce a hash; and

selecting a subset of bits in the hash as the derivative key.
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27. A nethod according to claim26, wherein: defining
a nunber of pernutation functions includes assigning
wW@2nobnzhss4 t 0 each of the pernutation functi onsPCEUSR005/028316
applying a different permutation function includes
selecting the pernutation function with the index
corresponding to a nunber for the bit in the first
sggnent, I 28. A et hod
aggordlngé?gﬁcﬁgﬁﬁ$§%éBbkgsggﬂggg?ln|ng a nunber of
pémansfoming the date furthesinclidbucheshinide thainagjerckdyasith a counter to
pernmut ati opn function; and defining each of the
PfodUF%PP&.%an@“‘ger mut ati on functions as a power of the base
p%ﬁﬂ%}%ta'nQHlpiéﬁ%Hti@ﬁ of 8 Rey BeriBikiBA Fufcdibn GIaREi NY
secur | data, conprising: transform ng the data,
i ncl uduscﬁglrelyél@@mmhgtnah@fomdedataﬁo\nr@ldwg atliseh;datla i nt o
a first ment e C o t he
first seongie aator e BoER -SRI DR ot
Ieast one bit; organizing the blts in the second
ment into a nunber of groups, the nunber of groups
eé al tomsthed sBRardiBe tofleim PP Whesein; r st segnent ;
a%@c%ﬁh?é {h@Qla ‘aQﬁauﬁ’és rte&‘?vﬂ% QU to VY?et Wr pd Is B dhfAadd " St
segment; ap ef mitation function to at |east
onappleingt dma'ng)ﬂ@matmm adequgity elgbhthnamshdensmdyibgtni n

the firs ment constructin he data t sform
implemepatioh & KPR WG %moto e s o wewwattfé%fg

groups; and applying an inplenentation of a security

algorithmto the data transformto secure the data

t Bdnsf & metl®d acgordivgto dlame 3 3rwihereintappkying an ipmlementation of a key

orep e e Rl b5 SR P LB PR RAE W i oty o e
the kPPl yi ng an inplementation of a security algorithm
i'ncl udes applying an

35. A method according to claim 29, wherein applying an implementation of a
security algorithm includes applying an implementation of an encryption algorithm using the

data transform as a key to encrypt the data.

36. A method according to claim 35, wherein applying an implementation of an
encryption algorithm includes applying an implementation of AES using the data transform

as the key to encrypt the data.
37. A method according to claim 29, wherein organizing the bits includes
organizing the bits in the second segment into the number of groups, the number of groups

equal to the number of bits in the first segment, each group having a same number of bits.

38. A method according to claim 29, further comprising defining the permutation

function.
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i mpl ementation of a key derivation function to the

data transformto generate the derivative key of the
wormmber3skey. 31. A nethod according to clai m 380T/US2005/028316

wherei n applying an inplenmentation of a key derivation

function includes: conbining the transforned data with

ad%enc ddmgthed gpeasding do @@még@vlﬁr@a ssfiniag thepgrmutation function

o BESHTY T SRR e O By fvions
equd&&&w&ahﬂmabfyﬁuhey.32. A nmet hod according to claim 30,

wherein: transform ng the data further includes
conmbi ning the naster key with a counter to produce the

dapa; @‘Pgleﬁrgﬁla&d?@in@i‘o tiRh @m&&m‘a@fiﬁifnﬁg fber of permutation

derivation function”includes: securely shing the
functipnamsfudesred data to produce a hash; and selecting a

subset of bits in the hash as the derivative key. 33.
A%ﬁ€WHg3b&?@%?@Wﬂﬁ@Pgh%$QPﬁ1 9, wherein: receiving the
dJeAning Chdherihé AmRliNihP Gemnut@iont fandiRnwaaRBEW RS thEBase
data; and applying an i nplenentation of a security

permyfhigsy fungtian. ncl udes appl yi ng an i npl enentation of a key
wr appi ng function to the data transformto wap the
key. 34. A nethod according to claim 33, wherein
appl yi ngmethod Riptceaiettatiaim 20f fusthdreymptridingt Nng functi on
i ncl.udes applying an inplenentation of R ﬁ@to the data
t [d5Hdng APyt K At lepd tweplocks; trapsfapping ga e?lamaratt@ ; and
Cl 8Bl a Y@gﬁﬁ BF the AR ¢ dngﬂ)nﬁgtidm SRR BIRKIRR Ainde transformed
securltf;a gorithmincludes applying an 1 nplenentation

data tobe aecuesicryytht iapplicatigo of thenmpkimegtatibe ofitheae¢uran sfgorithnas
a key to encrypt the data. 36. A nethod according to
claim 35, wherein applying an inplenmentation of an

enor ypiA @fta ahadsinmidiRonisiisufies appl ying an
i npl enentation of AES using the data transform as the
k ey inmit pord ty peceivh dadangudigg a paratdy edbitsiccor di ng to

cl aj.m,29, wher ei. rgani zi t he . bi inclu L
o g, g e if 085 R0 e L Sl 20l Bt h R
NWHARG1a8r t6 compate ahRepsieAtigsipeahu@ionPtsaid data using said first
segment, said second segment, and a predefined modulus; and
an output port to output said first segment and said exponential permutation as

transformed data.

43. A data transformer according to claim 42, wherein the calculator includes an
implementation of a first formula to compute a power as a function of said first segment, said

power being relatively prime to a function of said predefined modulus.

44. A data transformer according to claim 43, wherein the calculator further
includes an implementation of a second formula to compute a result of raising a function of

said second segment to said power.

45. A data transformer according to claim 44, wherein the calculator further
includes an implementation of a third formula to compute said exponential permutation as

said result modulo said predefined modulus.
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equal to the nunber of bits in the first segnent, each

group having a sane nunber of bits. 38. A nethod
w@ewenzhizey to claim29, further conprising defpPai/nspobiiess3ie

permnutati on function.39. A nmethod according to claim

38, wherein defining the pernutation function includes

defining a nunber of pernutation functions, the nunber

ofssper RIS k@it GhdOBSmAGkIR: to the nunber of

groups. 40. A nethod according to claim39, wherein

defdats tngps formenyiiealudifig:per nut at i on functi ons incl udes:

defining.a bas ernmut ation.function;,.an ef i ni ng

each ofagt"m%’ P8ﬁé‘f’)ﬁe}°ﬁ‘é’e§8ﬁaﬁ%‘?‘é lp%ﬁpﬁﬁ%lgy ioghgs’as a power

of the JkBGdeOIdiRE&tdi@Bath it bifRst-sedmdnt afid ARESHM segment;
according to claim?29, further conprising: dividing an,

i nput  iarralsulgton te sempyigEn SKpRIIEatialipeERaiRBemPhgpiddatp using said first

01,06 o3 CBRY A6 oM, SATRLADEA AERULL iRydife data

otrmati on on~eac nto a single transforned
data to be sadupkthentatiohef afipdtifaatulot @ingutea power as a function

i npl ementati on of the security. al gorithm, 42. dat a .
t ranst Of FEf Are SREAPIY; 124y pwrfbﬁw@trglamlymmeete aityectigiof said

i ncl Udigrl]&ieﬁn% Hoghiuty of bits; a divider to divide
said data into a first segnent and a second segnent; a

cal cul at or tap implementatian o€z penoad foratulptorqomats oresult of raising a
sai d data usi .gaid first nent . sai d, second

segnen ,ncéﬂ‘?&_"i%?é?é’?ﬁﬁ%n?{gg‘gfaﬁ@?b‘g?{da%% out put port

to out put saihnGmbidhfhta8i08FeA thirl@rBalado exmpe Rhiddxponential
permutation as transforned data. 43. A data

t r ansf pemavtaber ey Widigsulometulp seid predghiapd medulys; and
oo SR RAESA0 LA SORINEL B0 ls GpbLATh prpyjaion s

fornmula to sal

segnefotmed adtat gpadwer being relatively prinme to a
function of said predefined nodul us. 4&. A dat a

t rEABPlRBIation Ob R APGYEILY #leethiossourGAuF diapsiopaed data.
cal cul ator further includes an inplenentation of a
second formula to conpute a result of raising a

f ulict i cndath seairidly deconatcedgipentclaim 4aivliergower . 45. A

dat ransfaormer according to claim44, wherein the
céP@d{% 15fl gﬁqﬁl@ger Key; D

the implementation of a security algorithm includes an implementation of a key
derivation function to use said transformed data to generate a derivative key of said master

key.

48. A data security device according to claim 46, wherein:
said data includes a key to be wrapped; and
the implementation of said security algorithm includes an implementation of a key

wrapping function to wrap said transformed data.

49. A data security device according to claim 48, wherein the implementation of
said key wrapping function includes an implementation of RSA to wrap said transformed

data.
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i ncludes an inplenmentation of a third fornmula to

conpute said exponential pernutation as said result
woaalozs3sai d predefined nodul us. 46. A data secPeT/U§2005/028316

devi ce, conprising: a data transfornmer, including: an

i nput port to receive datg.inclpdi a plurality of .

bitDs; o 8 FERFY G Ve AC R ding 6 ol 28, Rhrety e poplementation of
said sEQHTIF AlgoAlfh MchReOMingsamBRthtiorPofal éndhyptiBh alpdritIRIESR said

an exponential pernutation of said data using said
transfpimert dateghekey, tosarapswibadasegment, and a predefi ned

nmodul us, including: an inplenentation of a first

formula to conpute a power as a function of said first

segMentA daaksetupoyddvideaicogrdingltatclanalsy, wherd the iriplementation of

.. function of said predefined nodul us; an inplenmentation .

said sgguriy gleopHun Meiudgs an teplemayaten of ABS (R vsespidkaydp spcrypt said
data. function of said second segnent to said power; and an

i mpl ementation of a third fornmula to conpute said

exponential pernutation as said result nodulo said

predefi ned nodul us; .and an. out put par 0 out put said

FisPst SbatrentcuaRIeviseroRBiedn E{am 40e AR e siag 4 second
dividdr't8as/i AEfhpAahRy at 34t D B18INs MR ﬁh@ttfaﬁﬁfoﬁﬁelao_})%%% Isbparately

algorithmto secure said transfornmed data. 47. A data

on eagleblork.t y devi ce according to claim46, wherein: said
data includes a naster key; and the inplenmentation of
a security algorithmincludes an inplenentation of a

keg. derA dah isevuritydslidedtcordinge chn$2] fidihef eompikitiod eombiner to
to generate a derivative key of said nmaster key. 48. A
combngraresdc el the Jata dansfarmagr cwrearinblogk e aismelegrangfismet data to be

. : _ . d; dth
Secur?‘ﬁ%f @‘%@ﬁ??ﬁ%@#@ﬁ%ég?‘g%%‘m? gﬂ\%@gg?i t h?nni nf:l 3des an

i npl ementati on of a key wapping function to wap said

t r ansf or rreg) ta. 49.. A data security device according
t %l aih® ,Ogaﬂ‘égeé’@eﬁtlflﬁé diaWﬁfaé‘ﬁéﬁ‘Pa‘f ON'GtE sai d key
WiaRRG dAMNGE 1A ihdidiNgg Plralitl BPhRgTENt ati on of RSA to
wrap safd transforned

dividing the data into a first segment and a second segment, each of the first segment
and the second segment including at least one bit;

computing an exponential permutation using the first segment, the second segment,
and a predefined modulus; and

constructing the data transform from the first segment and the exponential

permutation.

55. A method according to claim 54, wherein computing an exponential
permutation includes computing a power as a function of the first segment, the power being

relatively prime to a function of the predefined modulus.
56. A method according to claim 55, wherein computing an exponential

permutation further includes computing a result of raising a function of the second segment to

the power.
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data. 50. A data security device according to claim 46,
wherein the inplenentation of said security algorithm

wo owbzE334 an i npl enent ati on of an encrypti on aP@DUS10h028316
to use said transfornmed data as a key to encrypt said

data. 51. A data security vice .according to cl ai
50/ whéy Bethod ﬁ%cqrilﬁg mﬁ%??e,mea?mgaﬁnau%%m pppnentia

: il b Rl ' i modulo th:

perm B4R bR OGS TANG TR APERAZY i as I el °
predefieed medw@acordi ng to claim46, further conprising a

second divider to divide an input into at |east two

bl ocks, the data transformer operative separately on

eagh blAOgKtho@Jor Ahahdtliny SRaHHy dflafievdbgrisiesor ding to

claim52, further conprising a conbiner to conbine a

r &rgn$fornathg theedatm dncledivgisf or mer on each bl ock into a

iS In‘g Ig le ﬁée:]ctrelgvtri?%@gtﬁge Qa% ﬂlciu%ir%ez% @ﬁgﬁtl%)g ?fl' lﬂ;s the

n df sard secu m 54. A
met hod divading €eadadd infiga Arst dginent amdsd sscond sepmpani, Baclgof the first
recei ving data, the data inc¢luding a pg,ural ity of
bisegmerd 2l Hierpgeandsegraent NGlEgng at e ong Bigent and a
second f fy ELIRR ;
second cé@gﬂn@# 2 Pﬁgfrumg ?nfgﬁég?nldégg ﬁI%ne bi ?t ﬂc{kgprf% ibrellé1 s
ameletcpdy) pritie & a fierchon af & predefSinadgnoddus;i r st segnent ,

th d t d. def i dul,us:
const 1 GERPHEE HEdhe BV SR EREFIoT PEhe Prens el Sy sqever
and t heomyReRes é@onﬁﬁfa\l}\ﬁérﬁiuitéﬁén a8 he sUTBMB@Slo the predefined

according to ¢l aimb4, erei n conputing an
expusiudust aed  per nut ati on i ncl udes conputing a power as

a function o{i%@ef'rst e nt .t 8If%i
rel ati \78?‘3?“[5 i etdg{aéraflaf?gg iq(%;orrlItl g*e f?r tesg'%%te ?r@%compuwd
negpdrientialzermhtaiiei;ed according to clai m55, wherein
comput i ng an exponenti al permutation further includes
c GRPhNER Implesadutationfof p spairity algorithe i thm dep tippEomR fyshgure the
data té@gg&ﬁ; to the power.57. A nethod according to claim
, erein conmputing an exponential pernutation
further includes conputing the exponential pernutation
h I : [ :
aSS9F © 1{ renSéqutd aggoq 1Jn(g3 tct) Ql%me %g,dﬁﬂér&?ﬁg modul us
receiving the data includes receiving a master key from which to generate a derivate
key; and
applying an implementation of a security algorithm includes applying an
implementation of a key derivation function to the data transform to generate the derivative

key of the master key.

60. A method according to claim 59, wherein applying an implementation of a key
derivation function includes:

combining the transformed data with an encoded counter to produce a combined
result;

securely hashing the combined result to produce a hash; and

selecting a subset of bits in the hash as the derivative key.

61. A method according to claim 58, wherein:
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58. A nethod for enhancing security of data,
conprising: transformng the data, including:

WO eweird3py data, the data including a pluralitpcDiis2005/028316
bits; dividing the data into a first segnment and a
second segnent,, ch of the flrst se t he
sé%C@de%@ﬁﬁiéth?ng PSIaTHYna R kpyighe ¥ p?frﬁs t%Egﬁtﬁu?I}qwg a

9 Rk R0 asB&irfty AgbrihROIBRdes 45pRyiRS WET
_ bep@glgépat%ve [y prpneato £l¥u%c?|on of gsp ede i ned
implemedtatios of & kepwrappgafunetsan to woip thei dsiatanafdmnct i on of

the second segnent to the power; conputing an

exponential permutation as the result nodul o the

prsedef 'A"ﬁl@tfﬁ@@b‘édﬁb ]g%‘éllaﬁﬁ’ B whéihRgplyliy Afihiblementation of a key
transformfromthe tirst segnent and the conputed

wrapRg Bmetion micludes apnlang en lmahmeaﬁﬁﬁply phBSArto wrap the data transform.
i npl enentation of a security algorithmto the data
transformto secure the data transform 59. A nethod

a@aor digetiddabedrding8o clafie 58, wheréi@@app inpoar iepletatmation of a
includes receiving a master key fromwhich to (1;enerate
sccuriy akgerithan mekidgs appting B P IRECARLIPHDT BheisTitiopRigprithn using the
| t j es applying an inplenentation
datatgaﬁgg)yl?é% a?@?%%@‘?@#&%ﬁ?l on to the data transformto
generate the derivative key of the nmaster key. 60. A
to cl g wher ei n

t hod [ | yi .
"1 emehstogogre e e glaih Ay b PRNER Y imefhion of an
encry?ﬁ@iphlgbﬁ'ﬁn{ RelEHIRhERe 1rﬁi1§lE1%eﬂYaﬁ$h MR SAGERHBAhE @ath tréfisform

0 produce a conbined fesult; securely hashing the

as theclmylip mectyptatbeidatat o produce a hash; and selecting a
subset of bits in the hash as the derivative key. 6 1.
A met hod according to claimb58, wherein:receiving the

dagsa i nehisdRd acesdingith @ladn keyfutthe@nyridiged as the
data; and applying an inplenentation of a security
a|c@ﬁfl1nqgwmmmg GE: lea.ﬁmw |b}f§k§ﬁransformmg each block separately; and

combining a result of the data transformation on each block into a single transformed

data to be secured by the application of the implementation of the security algorithm.

66.  An apparatus comprising:

an input port to receive a master key;

an implementation of a universal hash algorithm;

an implementation of a hash algorithm;

means for generating a derivative key from said master key using the implementation
of said universal hash algorithm and said hash algorithm; and

an output port to output said derivative key.

67.  An apparatus according to claim 66, wherein the implementation of said
universal hash algorithm includes:

a divider to divide said master key into a first segment and a second segment;

a repeater to repeat said counter to form an encoded counter as a longer bit pattern;,

an implementation of a first bitwise binary function operative on said first segment

and said encoded counter to produce a first result;
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i npl enentation of a key wapping function to wap the
data transform 62. A nethod according to claim®6l,
wobmse23334appl yi ng an i npl ementati on of a key Weepp$1005/028316
function includes applying an inplenentation of RSA to
wrap t data transfor 63...A net had accor.di ng
c |aa.lwpgwen\m@r1@f A seop ﬁ%seélﬁnﬁrﬁrnéﬂﬁwa?rﬁw Gsaifsecond
segm&RGH s4id Bt GRAICHIMR BPraLRRS 2 3k irf@Iiashd NPl enent ati on
an encryption al gorithmusing the data transform as
a aloembmmremccvrybne s#ie figsiresultospid gecord result,and saidiengoded counter
erein applying an inplenentation of an
toP“%W%?V$$F@HhaIgorlthn1|ncludes appl yi ng an
i mpl ementati on of RSA using the data transform as the
key to encrypt the data. 65. A nethod according to
clodi m eﬁglaﬁnarawﬁe%ccerémgrtpﬂaﬁg 66gwhergivag an i nput into

gghéa Sk tﬁs%rtﬁ%r c%%fggsgg aﬁm é@g Qsalg%ds@@tltrgis?eg 'k[e% into a first segment

andatseamﬂfsegrﬂ&tt; on on each bI ock |nto a single transforned
data to be secured by the a jC tion of the

i e ERlenantation offsaiddasly é‘cgeP ngludsti t hm 66. An
appar at USnftiHR % Sdiine 84d R YL Rt twﬁhosafcﬁ&ﬁlini’eﬁ gg%roduce a

mast er K ey; an 1 nplenmentation ©f a universa
alngatifiechfirst sagnmenplasdent ati on of a hash al gorithm

neans for nerating. a.derivatiyv from.sai ter
oo g s BRI bt o ey et Ry B fo IR 586
alngfifiéhMstfgnteat thid@aisnalagrr hidm and an out put port
to output said derivative key 67. An apparatus

aéh@mnlﬁgent@tm efi amdeanvqméh@thalgqiéhmwml htation of
said u I’y aé?eg%%ler Itjoagfaﬁr%ln%) 5 '{H? %1#119 %%%%SSec&lfﬁl}/rhl%? rfrottﬁ)sald

di vi de “sdi
seecid ssggemnt ; a repeater to repeat sald count er to
form an encoded counter .as a |onger bit g&%tern

i mpl emdrfalufaer 1ggluding jap smplsmeniatien gf #uphmgHe fqrpyla to compute
o%%ﬂlt' ﬁ’s‘?n&oﬁlcﬂiﬁsﬂ vfafu% Sstaldsﬁlgmﬁlr&nﬂldsﬁi e@&ﬁpﬂﬁgber and

counter to produce a first resu an | npl enentation of
a seconitselariaeo kelermset afibits ifiom saddreatit aea derisdiive key.
second segnent and sai d encoded counter to produce a
second result; and a conbiner to conbine said first

r&dul t, A& rab@CROskdIRSH claim3BOwhdteth 88 GRABSTE BEikrfting
includes:
means for using the implementation of said universal hash algorithm with said master
key to produce a result; and
means for using the implementation of said hash algorithm with said result and a

counter to produce said derivative key.

70.  An apparatus according to claim 69, wherein the implementation of said
universal hash algorithm includes:

a divider to divide said master key into a first segment and a second segment;

a repeater to repeat said counter to form an encoded counter as a longer bit pattern;

an implementation of a first bitwise binary function operative on said first segment

and said encoded counter to produce a first result;
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to produce said result. 68. An apparatus according to

cl aim 66, wherein: the apparatus further conprises a
wa@leawbazaz34 o divide said nmaster key into a firspCHES0051028316

and a second segnent; the inplenmentation of said hash

al gRid j . i g ol j.d first
o dp b ORGP secn® BEVISE Blnab AT St ARlcy'spldepond
segmeag amchsaid envededemmtdrde prosluera sdeend repilgramdt at i on of

saiad hash {;da%ori.thm.(i/gl Eas sai d nD%i—Ffﬁi d first

s ed YRRPIER O FOmbnE yd Hyst Eesulty Saidrspeond fasuliyand sadl gncoged counter
to produdd sdidiréensal hash al gorithmincludes: a determ ner

to determne a first nunber and a second nunber from

sai d second segnent; a cal culator including an

[ ene ' f Aarl e f.ormul.a to c ute a

| o2liF TR abb e Aok i (R 6E iRt i R IAPeEngr e
inclislas:d second nunber; and a bit selector to select a set

of bits fromgaid result as _a derivative key. 69. An

apPArR s UsiRg Bie dmptymeatation ofsaid hashradgasithmtwigh saidimastekey and a

coun_%?rt‘&f)ﬁhh&ga fe@&l't;%GSZ ~means for using the . .
i mpl enentation of said universal hash algorithmwth

saindanseot esingthy impleprenthtior ofisaié snilversaldrsh alarithnt Gfith said result
to ru(ii ng .tgg N rggl j(rrent ation of said hash algorithmwth
Pradics SpdLeryalys Ke¥ counter to produce said derivative
key. 70. An apparatus according to claim69, wherein

the inplementation of said universal hash algorithm
i N&3-udedn appagatys deoerding ti claide7 s aihdramst er key into a

fi secand .se nt: a.repeater .to

r e ap P E TR B Cou o P8 R AGHE Bt @i BB A 128 afirt segmen
and d ®eogetsegivenppat t ern; an inplementation of a first

bitwi se binary function operative on said first

s gRBIFRNSIRE Usig thedmderaentationaf spidthestpalgenitbm iachuidesst

B T
ermvodifidd Giomnegment;oandr oduce a second result; and
means for using the implementation of said hash algorithm to hash said
modified first segment into a hash value; and
the means for using the implementation of said universal hash algorithm includes:
a determiner to determine a first number and a second number from said
second segment;
a calculator including an implementation of an arithmetic formula to compute

a result using said hash value, said first number, and said second number; and

a bit selector to select a set of bits from said result as a derivative key.

73.  An apparatus comprising:

an input port to receive a master Key;

a first calculator to implement a universal hash algorithm;

a second calculator to implement a hash algorithm;

a key deriver to generate a derivative key from said master key using the first
calculator and the second calculator; and

an output port to output said derivative key.
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a conbiner to conbine said first result, said second
result, and said encoded counter to produce said

WO B®6h233347 1. An apparatus accordi ng to cl ai mBB8E/US2005/028316
wherein the means for generating includes: neans for
using the inplenmentation of said hash algorithmwth
said nmaster key and a counter to produce a result; and

means fof aghatdtgs 4dosrdidErb I3 ivhbreR the REF detiey Biches:
hash al gorithmw th said result to produce said
derdivider toalikidy said mastankeypiptor aafinst segousot andhgsecond begnent;

71, wh in: he. f h . di vid .
{ GBS0 Eepent CRBRIeR s Brradh eaef PR oR Bo gy CFitiem:

seaBid cslegaRito iniflemem ath st itwisshingrytfictionperieine ah 4ia first
of said hash algorithmincludes: a conbiner to conbine

Se@n§ﬁwgdf@ﬂ§ﬂgg@gﬁﬁWﬁﬂWP$ﬁx@§Péﬁ@ﬁ&ﬁﬁ@& to produce a
G AR S T LR W on i
secondadirhemdind issid tens@igdeotintemtd praduca s kesomd wesultamati t he

means for using the inplenentation of said unjvers

hAPMDIRFE 9 € 6 1 0 S R PSRPHOFeSE y AR SR pFRAed counter
to prddutSiaid Hisher and a second nunber from said second

segnent; a cal culator including an inplenentation of

an arithnetic fornula to conpute a result using said

hash val ue, said first nunber,, apnd said second nunber;
e vt e asroi e B 7, 8RR bi To From sai ¢

I eRdlhgpapiusPfustBEd doMipriées K@iyider & diNde3pidahAtdikey into a first segment
conprising: an input port to receive a naster key; a

andaﬁﬂﬁ@@ééﬁM@@%ator to inplenent a universal hash
augg&%ﬁﬂ@ldaﬂéggggﬂmgglculator to inplenment a hash
al'gorithnt "a key derirver to generate a derivative key
from sal @dnibisdres caline Said @irdt Begrheént stithcaldeduatedto praduce a
t he second cal cul ator; and
modified first segment; and
a fifth calculator to implement said hash algorithm to hash said modified first
segment into a hash value; and
the first calculator includes:
a determiner to determine a first number and a second number from said
second segment;
a sixth calculator to implement an arithmetic formula to compute a result using
said hash value, said first number, and said second number; and

a bit selector to select a set of bits from said result as a derivative key.

76.  An apparatus according to claim 73, wherein the key deriver includes:
a third calculator to implement said universal hash algorithm with said master key to

produce a result; and

a fourth calculator to implement said hash algorithm with said result and a counter to

produce said derivative key.

77.  An apparatus according to claim 76, wherein the first calculator includes:

a divider to divide said master key into a first segment and a second segment;

32



10

15

20

25

30

an output port to output said derivative key.74. An

apparatus according to claim 73, wherein the key
waledos®e3334 ncl udes: a divider to divide said neBtEBUS1085028316

into a first segnent and a second segnent; a repeater

to repeat said counter to.form an coded coupter as a
| 8 FEREAD 10 TpERSBIFOURCE 1§ ORI QEPSAGPUET Fi AR Batien;

f iy ith QilduMiSoRinfYent H TeétibRRy QSRR AECHOR opdidvE bh Shid first
segnent and sai d encoded counter  to produce a first

segmane 8nd s3id andagigd counter to preduse atfsstirapilienent a second

bi tw se binary functi ' c . .

segiiRee SHARY it EheRd ARG RibYs BRaR P edsiaRbye on said
second 88gthént afd 6aid efeudtl BeuntetoGRoducea seeird resulgtand esul t,

sai d second result, and said encoded counter to

pEGATbENeS 19 eprlaige paid fpss resuy, sayh sgcand sesultcaidfaiencaded counter

| ai x%P erein: the apparatus further conprises a
to pro }“ggl edr7 %mlgi vide said naster key into a first segnent

and a second segnent; the second cal cul ator i ncl udes:
a_conbiner to conbine said.fiyst. se nt wi.th sa

it erAn PPBRIACE BRI IAE PSP TL B ke Certygt qncludes:

F i ea&a&doﬁwﬁnéﬁanemhﬁrm@ﬁ alzhithr Veh s@ldgRkd K8y aRd a counter
hash said nodified first segnent into a hash val ug;

to produck 4 tesultjiandt cal cul ator includes: a deterniner to

Sk oot e e PP RAR RS el S LR o
produdé kil AefivgiveReyul a to conpute a result using said hash

val ue, said first nunber, and said second nunber; and
a bit selector to select a set of bits fromsaid

regul t [ ' . par at us accordi ng
tgébl ai@n’safg),aga\?\#ea\rég‘?ﬂg}é&éé%aé? ﬁﬁ\@/ré:?ﬁ?i ncludes: a third
c ahecappatanis fuethérmphprized a dvider tndivetesald hasér kelygatoiat finst segment
with said naster key to produce a result; and a fourth
and a §¢goad|se8BENt o0 i npl enent sai d hash algorithmwith said

I 5 ihird 29 uBitdr i RE: t 0 produce said derivative key.

a combiner to combine said first segment with said counter to produce a
modified first segment; and

a third calculator to implement said hash algorithm to hash said modified first
segment into a hash value; and
the fourth calculator includes:

a determiner to determine a first number and a second number from said
second segment;

a fifth calculator including an implementation of an arithmetic formula to
compute a result using said hash value, said first number, and said second number;
and

a bit selector to select a set of bits from said result as a derivative key.
80. An apparatus, comprising:

an input port to receive a master key;

a divider to divide said master key into a first segment and a second segment;
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77. An apparatus according to claim76, wherein the
first calculator includes: a divider to divide said
wormber33sey into a first segnent and a second BERIEIDI/E@R8316
repeater to repeat said counter to forman encoded
counter as | onger bit, pattern; a fifth calculator to
i FOBpARAIQL e ponctieppie giddiny SRERGILAA oBpteboatadics e medified
fthégtgaf'fSt segnent and said encoded counter to produce
rst result; a sixth calculator to i npl enent a
s edmsiekr o hmh$e1dbnmhﬁ9d firshedgnent opea hashvalwn sai d
second segnent and s oded counter to ro uc
S G EL T deredite &REDASPRG: oh 5 Eor st s Hgnt s L petond
&ﬁsult said second result, and sai d encoded counter
to produce said result. 78. An apparatus according t
claagaleultor ingludiag an ihplepeptation pfarn aritheeie fgmula tpmomute a result
al Iat qr o L9 4 ri.t with said
umngﬁﬁg ue nggg%bgﬁ% anﬁggd2%§ gﬁug%Fésﬁﬁl and a

f auit §éld’é€dr edlbAER b sbtoofibige Iﬁebmemd sl asinilaterasiab kbash
algorithmw th said result to produce said derivative
key. 79. An apparatus according to claim 78, wherein:

thg ap ;@[ %ﬁﬂﬁat&s%%mfn gwﬁm%@sf@h@ efdrg;g[mﬁgoar%afgaepm to

sald mas nt o I'rst segment a secon

mumﬁegdﬂamvmnh&eyhlrd cal cul at or |ncludes a conbiner to
conmbi ne said first segment with said counter to
produce a nodified first segnent; and a third

cahcul ad,p5n ot TR SHIRIY to Sirkl SIOa'%hex%lrﬁﬁE chlBiafo? ithgdes:

sai d nodlfled first segnent into a hash value; and the

f Goritplepntation o e firstdinetios to cordpite pprovhict efsaghash valwe and said
first & f.irst nunber and a second nunber from said second

I%@ﬁﬁ@nt a fifth calculator including an

| raligipRM chtdtion oPh seddnamirtdioR td Corhputeuls@mtod sgidppotuet and said
result using said hash value, said first number, and

seconglgiunbss@®Ad nunber; and a bit selector to sel ect a set
Ofanq{n&)isengern?amoﬁ %'fg tﬁl?cisfﬁlnEtiﬁlsto%ogﬁmevs%d M%EutKEVsaid sum modulo a

modulus.

83.  An apparatus according to claim 82, wherein the determiner is operative to

determine said first number and said second number modulo said modulus.

84.  An apparatus according to claim 82, wherein the implementation of said third
function includes an implementation of said third function to compute said result of said sum

modulo a prime modulus.

85.  An apparatus according to claim 80, wherein the bit selector is operative to

select as said derivative key a set of least significant bits from said result.

86. A data security device, comprising:
a key deriver, including:
an input port to receive a master key;

a divider to divide said master key into a first segment and a second segment;
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80. An apparatus, conprising: an input port to receive
a master key; a divider to divide said master key into
w@2d06053336egnent and a second segnent; a concat BCTEUSI00$/a28316
concatenate said first segnment and a counter to
produce a nodified first seg t; a hasher to hash
sai d m3GOPFRENAH9T L FONCAFRURS laﬁ'{}ﬁf SEETRERRNG 3| cquntento produce a
det&h et & gtermne a first nunber and a second
unmber from Sai d second segnent; a cal cul at or
i ncl udiarigstam té hgsheadmedifietficsf segmeat inthabashovalus;, nul a
to conpu a.result using.said hash .val ue, said f.irst.
nurber B defraniter I ST RODRI DG by Gont id
sgg&ﬁhsayﬁghngﬁmhjgﬁmﬁmgglsaid result as a derivative
key. 81. An apparatus according to claim80, further
conpr i gicatgulatoranelpding po irplewentgtionef Yeariheeti¢ {aamulago compute
key. 82 .An ' o, cl aj |
¢ Rl i B S5 AR A T g IR,
functi anit 2lempuisecd a petadbits fioin siad tkshlagha dadwaeivakey; and
said first nunber; an jnplenentatiqon of a second
f GRCRFIIRICE B FWRRL data dsag spidrderdtiyedi®¥duct and sai d
second nunber; and an inplenentation of a third
function to conpute said result of said sum nodulo a
madul usA d83 secAntyagqyareaacosrdmgao chim@or firhen¢am8sing a data
erein the determner is operative to deternm ne said
transipfpely  hupber and sai d second nunber nmodul o said
nodul us. 84. An apparatus according to clai m 82,
wherein the inplenmentation of said third function .
i 88} ude’s data s¢awpitedeyinesaccordingsto skiim &7hwherein the date drapgformer is
ompute said result of [0 sum. I prime
operaf i s R o it e DR RO B RAE e B B,
wherein the bit selector is operative to select as

sai d derivative key a set of least signifjcant bits .
f rB9m s datp sequrity déyace agcerding tg @&gpi&7ng§r\§}rbtg? data transformer is

operaﬁggﬁ)r s Rfm SidEivaEYd V& intol Y ArdeHrR9a derivative key.

90. A data security device according to claim 86, wherein the calculator includes:
an implementation of a first function to compute a product of said hash value and said

first number;

an implementation of a second function to compute a sum of said product and said

second number; and

an implementation of a third function to compute said result from said sum modulo

said modulus.

91. A data security device according to claim 86, wherein the implementation of
said third function includes an implementation of said third function to compute said result

from said sum modulo a prime modulus.

92. A method for performing key derivation, comprising:
hashing a master key to produce a hash value;

determining a first number and a second number from the master key;
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an input port to receive a nmaster key; a divider to
divide said nmaster key into a first segnent and a
WG amenBisegnent ; a concat enat or to concat enat e BEE/US2005/028316
first segnment and a counter to produce a nodified
first segnent,; hasher .to has ai dified first
s EGRBHING VS {ractien Ogﬁa E%Si\rv Wgﬁ‘etf{f“dlé{nébreﬁi aqd the
secondi In[ﬂ?l%e%::%&i RBdesSggPnd nunber from said second
segnent dulo a nodul us; a cal cul ator including an
i splkainz ddrivativoleyanorabits mtbe rgsuftor mul a t o conpute a
result using said hash value, said first nunber, and
sai d second nunber; and a bit selector to select a set
Olg3bi t ﬁl%@ﬁﬁ%@édi‘diﬁl?w&&inaglﬁwméihy ative key; and an
encrypter to encrypt data using said derivative key.
8 The actiad &urthet aethprjsed diMidiag thedvastirkgy o @l fastraeg@ent and a
s furthe&,conprising a data transfornmer. 88. A data
ccond SEETPFNY devi ce according to claim 87, wherein the
dahéhitg ARRERF KBS inthdeekking e first deparaf Lrpfoditedid Igish ahlue;
master key into said naster key. 89. A data security
and devi ce according to claim87, wherein the data
tr : . : : . . .
SERERRIEE flEnORBEAY Rl IR ATSH g te TR i
numbsemidrthé yecdad nambeacian dhicsgcoral segmient. 86, wherei n t he
cal cul ator includes: an inplenentation of a first
function to conmpute a product of said hash val ue and
sajad fiA fetHddHB&Irdin@Ro LR 98BAkGEION of a second
function to conpute a sum of said product and said
s ¢loomethod fighrer comgrises detephisiena equné; afd a t hird

<Pttt SR nO R SRty by MR TR ier

claim 86, wherein the inplenentation of said third
function includes an inplenentation of said third

f Met i dhmedhodgrprrdmedar@im dduvkereinsieiesmimng o frshadmbgr apd 2

smm@?ﬂd%%e %Hh%§' 92. A nethod for perform ng key
erivation, conprising: hashing a master key to

prdediving aahfr@abmbed and;a fourth number from the master key;
computing the first number as the third number modulo a modulus; and

computing the second number as the fourth number modulo the modulus.

96. A method according to claim 92, wherein computing a universal hash function

includes:
computing a product of the first number and the hash value;
computing a sum of the product and the second number; and

computing the result as the sum modulo a modulus.

97. A method according to claim 96, wherein computing the result includes

computing the result as the sum modulo a prime divisor.

98. A method according to claim 96, wherein selecting a derivative key includes

selecting the derivative key from a set of least significant bits in the result.
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determining a first nunber and a second nunber from
the master key;conputing a universal hash function of
wa bwehzesby val ue, the first nunber, and the secrmUS2005/028316
nunber to produce a result; and selecting a derivative
frombits in the result A nmet hod according to

e
i m domethed fg ghcryptiae ﬁ@?‘ﬂ&ﬁ“’ﬁ#ﬁ' HEOMPESHISY i ses
g gléﬁéi‘hE}%&Qﬂex‘%ﬁv%e%ﬁ{clh&lhg a first segment and a

egnent ; hashing a naster key includes hashing
the fi kistxdmggmanaswrdcepnm:ilacfesttshgmhmmd\aaslemd seguajent;

det er first n nd a, s d nunber

i ncl ud §S}H&@1F|ﬁrﬁlsﬁ@n?‘ﬂgom ANy u5!’1d t he second
number gbfeAMinidiea ﬁ@@ﬂmb&%aa@bcon%un&emmﬂe 860048 dbghgent;
to cl ai m 93, erein: the method further conprises

det er nicpinpyting & peduetrof thm@rshauphasgnd e tash yalugegnent
R R

CCOf

det er mcbmpgtisg 4 tesslt antheBan modhlaa aﬁﬁnhﬂ adnber
i ncludes: deriving a third nuynber and aWﬂrt h nunber
from t elepting the driayative S%QP%tstlﬁEhefrF?‘% mber as the

t PH%@ and conputing the
sggéﬁg ﬁgéygggﬂkﬁgﬁygﬁgﬁLynunber nmodul o t he nodul us.
96 A nmet hod according to claim92, wherein conputing
nlversal ash function i utin
18R Bethef 3R(arBReH a%% 08 Gt e Eygp itk a data

transfSHHBH)tn' t0 TheBmadER 1Yy b%hﬁ"e %tﬁ@&’eﬂd&ﬁv@ﬁé}ond nunber ;
and conputing the resul as the sum nodul o0 a nodul us.

97. A nmethod according to claim96, wherein computing

Lﬂg Eﬂr gspgh%m lcqurg nggo QBUt I1 8% \%Ibet?eﬁlri gﬁég ng%i ddatter' E%és%ﬁnatlon

includdsal m 96, wherein sel ectl ng a derivative key | ncI udes
sel ecting the derivative key froma set of

| eas
sidgvifing dhmmagien keyiiptorafhird segmant gurd a fourt Ry ?ach of the third
segm?rﬁ(é‘:ih% B! 1*3 | v%%i eny ?Hcl ﬁr@%;g}feasp&%d sing: generating

erlva I Ng.
organizing the bits in the fourth segment into a number of groups, the number of

groups equal to a number of bits in the third segment; each group having a same number of
bits;

associating each of the groups with a bit in the third segment;

applying a permutation function to at least one of the groups according to the
associated bit in the third segment; and

constructing the transformed master key from the third segment and the permuted

groups.

102. A method according to claim 100, wherein applying a data transformation
includes:
- dividing the master key into a third segment and a fourth segment, each of the third
segment and the fourth segment including at least one bit;
computing a power as a function of the third segment, the power being relatively
prime to a function of a second modulus;

computing a result of raising a function of the fourth segment to the power;

37



10

15

20

25

30

di viding the master key into a first segnent and a

second segnent; hashing the first segnent to produce a
whamh/oyaBue; determining a first nunber and a BEDUSH05/028316

nunber fromthe second segnent; conputing a product of

the first nunber d the hash val ue; c uting a,su
of COPHRAIRE AR SRROSF R atlr the rsuh moshile Leiichond mpdylus; and
I esobtiuching tEtr &g Poried waBted kEPHMUES thateSRkACHINEE ¢dishuted
derivative key frombits in the result; and encrypting
expogkittigl pesmiptione deri vative key. 100. A nethod according
to claim99, further conprising applying a data
transfornmation to the master key before generating the
dera3y at A vigethielyaccdiding to Alaimtoop thrie Ceumiprivgng @)p?'iﬁ'g 8dafo,
erein applying a data transformation includes:
trans F‘H‘?Wﬁ@tgﬁéﬁ ¥eKekey into a third segnent and a
fourth segnent, each of the third segnent and the
fourth segnent including at |east one bit; organizing
t hiddbi tA methddeecérdingtth chagri@nwhenaincappl yingr data efansformation
roups, the nunmber of groups equal to a nunber of bits
% the third segnent; each group having a same nunber
of diBiding; the faset Rdy il LA sefméMandb IRt ¥Mghitnd et ofithe third
the third segnment; applying a pernmutation function to
segmgnt and 4l fogrib segmerti encludingpat least oralbiig t o t he associ at ed

bit in. thjr. ; . construct i t he
¢ ripkitgba s s RS s S P PO R s e of
grouesqnaitte d ngidePst bitk(R the’hiTe sE@aerdCeaoh gdioup Hafingladae Hhber of
. Wherein applying a data transformation I ncl udes:
bits; gj vi ding the master key into a third segment and a
f : A:hi and the
f%%ﬁcﬂat@ggﬁéﬁﬁg@ﬁ%&gﬁ) l‘ltlgetl%étjthgrﬁgg%%?t’ conputing a
papelyiggsa perfruitattondnnadfontidi et ledst boe sEthagriups bb@rdiapes the

i.vel rime.to a function of a second
assocl?‘ag%ﬂl%béletﬁ'ng ttﬂlyde se%m%nt; and _

constructing the transformed master key from the third segment and the permuted

/

groups. J

inclu

105. A method according to claim 103, wherein applying a data transformation
includes:

dividing the master key into a third segment and a fourth segment, each of the third
segment and the fourth segment including at least one bit;

computing a power as a function of the third segment, the power being relatively
prime to a function of a second modulus;

computing a result of raising a function of the fourth segment to the power;

computing an exponential permutation as the result modulo the second modulus; and

constructing the transformed master key from the third segment and the computed

exponential permutation.

106. A method according to claim 99, further comprising encrypting the derivative

key.
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conmputing a result of raising a function of the fourth
segnment to the power;conputing an exponenti al
w@eooitas4 on as the result nodul o the second nedUUs®Ps/028316

and constructing the transfornmed master key fromthe

third segnment and the caonputed exponent.i al .

P67 nutAmesiod acgarding teeal#iByl 6 S5 RYMPHSIER FRRSBEHINS the

r{her.c i sing applying a data transformation to

enmyp&ﬁé&ﬂg??V% ve key. 104. A nmethod according to claim

99, wherein applying a data transformation includes:

dividing the nmaster key . n a third se nt _a a
F100r 1 1A Sesghsh e OB AT, (el coRpFSTE e fing the
u segnent including at |east one bit; organizing
em““#é%ﬁ%?ts in the fourth segnent into a nunber of
groups, the nunber of groups equal to a nunber of bits
in the third, se nt: each,graup .having a sane nunber
of0%j té;m%{g%%é‘fcgﬁﬂ%toe‘g@ﬂl %?3 V‘t'orhege“d'r oups with a bit in
téﬂsrﬁéﬂwddﬁﬁﬁ&r@dﬁpm%pawnmgi@ Peumtdrparidon function to
at | east one of the groups according to the associ ated
biashing théSrst ¢ gnaens compningths ireisegmgntiand the counter.
transfornmed nmaster key fromthe third segnent and the
permuted groups. J 105. A nmethod according to claim
10f). WAGh&hHd agwekdihg e claitad®, whereinfdetemmininga ifingt Inuthber and a
dividing the master key into a third segnent and a
second pumb¢r inddgdesat | each of the third segment and the
fourth ' G nebuhS@StorR AR Rbénd gepfiient;i ng a
p %‘}rm%éag&ﬂ}r%%#o%h&g the l%hi rd segnent, the power
bedriiguting tht ifivet lnymbei asethe third fumiarineaduds a modulusnand

nodul us; conputi.n resul t. of raisi ' of
e S RimBet 55 B A B R
exponential pernutation as the result nodul o the
second nodul us; and constructing the transforne

d :
mast.er Apythbd epsardiag e pleim $8gibereinzlectinga deriysitg ey includes
select&égﬁx{]ﬁ%&&#ﬁ Fe)?] RuLAE 190r 148 Qi OBt PRGinARE REINY O

er conprising encrypting the derivative

112.  An apparatus, comprising:
an input port to receive a master key;

a combiner to combine said master key and a value to produce a modified master key;
a hasher to hash said modified master key into a hash value; and

a bit selector to select a set of bits from said hash value as a derivative key.

113.  An apparatus according to claim 112, wherein:
the apparatus further comprises a repeater to repeat said value to form an encoded

value as a longer bit pattern; and

the combiner is operative to combine said master key and said encoded value to

produce a modified master key;

114. An apparatus according to claim 112, wherein:

the combiner includes a divider to divide said master key into a first segment and a

second segment; and
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key. 107. A nethod according to claim 106, further
conprising transmtting the encrypted derivative key.
wd 0602838t hod according to claim99, further PCT/US2005/028316
conprising transmtting the encrypted data. 109. A
met hod accarding.to clajm 99, whe t he thod
f {he ¢AEmbIBG 1 PP ALVeR CamRINgiSAY X rﬁaB’F saidh frsf segmey and said

0t d InB8iFdd eSiskeP ning the first segnent
Sﬂmnﬁ@%;ﬁﬁﬁ?& ﬁﬁ?gf 118gf%‘ne€hogggccordlng to claim99,

wherein determning a first nunber and a second nunber

[ udes: derivin .third.n er, and fo Lth er .
¢ st i bt Loyttt TR eR 4B ¢ b ER g udes:
t ha 1&1B1efrfénfh‘ﬁﬁﬁ 8fa m@ims@ iRy mhoﬂegerg@mﬂ da0fifshSegment

second nunber as the fourth number nodul o the nodul us.

and said encofedwakyo do produec gt resulgl ai m 99, wherein sel ecti ng

7l pleRlentFpli BY SACLU ARSI BBy IRRbA Sod Bl A L PudtBita

eas 1 can re
segmént 4And Adid aﬂmﬁéatvulae teprispiidesd stgonduresulnpmt port t o
receive a naster a copbi ner, to conbi ne sai
rrﬁscf)@‘fblfl@é)'P gqfabine %\5 fisstresull pad) seid secong desuitdey pFPé%lt:%fald
modifi&¥ma her to hash said nodified master key into a
?‘ l'ué; and a bit selector to select a set of bits
from sal d hash value as a derivative key. 113. An

a ratus according .to cI wherein: the .
20 Br Aot C g Sl TP Bt Boplipiipeludes
concaYéJat&ﬁ td Qoﬂc@feﬁht@@alﬁﬁﬁﬁqgﬁlltvaﬁhlé@ld%%C(ﬁld' efHeH pebduce said modified
pattern; and the conbiner is operative to conbine said

masterigy.er key and sai d encoded val ue to produce a
nodi fied master key; 114. An apparatus according to
claim 112, wherein: the conbiner includes a divider to

dinv7de Axpagbarauss ReodRig tb Rladmd 18] whiéreinaférbinkeladtor i@ operative to
second segnent; andthe caonbiner is operatjve to

selectanyphphleast sl fisanblitsdrara suid hadhnyalus asrseid desiyays kevand

said second segnent to produce said nodified nmaster
key.
118.  An apparatus according to claim 112, wherein the combiner is operative to

said master key and a counter to produce said modified master key.

119. A data security device, comprising:
a key deriver, including;

an input port to receive a master key;

a divider to divide said master key into a first segment and a second segment;

a repeater to repeat a value to form an encoded value as a longer bit pattern;

an implementation of a first bitwise binary function operative on said first
segment and said encoded value to produce a first result;

an implerhentation of a second bitwise binary function operative on said
second segment and said encoded value to produce a second result;

a combiner to combine said first result, said second result, and said encoded
value to produce said modified master key;

a hasher to hash said modified master key into a hash value; and

a bit selector to select a set of bits from said result as a derivative key; and
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115. An apparatus according to claim 114, wherein the
conbi ner further includes: an inplenentation of a
wo 2006023384 Wi se bi nary function operative on sarcr/fi§2081/028316
segnent and sai d encoded val ue to produce a first
result; an inplenmentation of a secqond bitw se binary
f@H@PWUHWBBH¥59W$QMSH“§&§G é@@&ﬁﬁmgﬁﬁnent and sai d
encoded val ue to produce a second result; and a
conbi ner to conbine said first result and said second
rd20l t A datpsadtitedsaichcowdingite dlamadil 8y fuktbsr. contpdisingra data
t]_.amsfaﬁgaratus according to claim 115, wherein the conbiner
f'udes a concatenator to concatenate said first
result and said second result to produce said nodified
master key. 117. An apparatus according to claim 112,
wHakei i dite sesiuritysdavisetaseorimngdp slasmilgl, whergia|the data trggsformer is
east . Si |f val ue as said
Operayy eef% 5atns£/°émke Agir%ghlagn} E%I ra ucgfngsétcor%i ng to claim
112 wherein the conbi ner is operative to said naster

and a counter to produce sajd modifjed st er y
é2 A Ajdata secaEity qiqucecpéwrgglg te 1AM lgpﬂ\@hergmgg?data transformer is

opera % {ovt?z[ngfdrﬁ af&jde?ig' cﬁg‘]ﬂt‘dta PR Forin@d HETRINVE KBy mast er
ey; a FIR%:

Ivider to said master key into a first
segnent and a second segnent; a repeater to repeat a
ncoded val

val.ye to . f . hjt )
odeder s a2 stpre TR oimao shm Adp Werrindle ppsley s

operatly@fbt JePiht ARBLALS t\ﬁ”oﬁ’ﬁ‘ sa@kfcdded $h1u8 89 Erﬁﬁltgelalﬁdpﬁﬁa‘n‘ij
encoded val ue to produce a first result;

i mpl enent ati on of a second b|tMAse b|nary functlon

oper,ati ye secon encoded
ORBha" A Fisfba T SRR RS TR Mor Dot 1 OO

C Quhibiveing @ hfhstet k&t witk & Whlue t6 ploduses modifled sndster keyd

said encoded val ue to produce said nodified master

képshipg HhedmedifiemABiTKayp @TaRver # hath VRN ap key into a
h%%féctr%ygemfﬁﬂg? E%)bfrE)m ‘?ﬁs?xﬁhgrhagfp\&zﬁ% ect a set of bits

froms resul erlvatlve andan encrypter
to encrypt data using said der|vat|ve key. 120. A data

iglcr:}s: : ! H%ek\é)l %ggcgﬁﬁx%rtg Icﬂﬁnt184 Cf]urtilép c%)lln%nsmg repea{mg a bit pattern in

the value to form a longer bit pattern.

126. A method according to claim 124, wherein combining a master key with a

value includes computing a bitwise binary function using the master key and the value.

127. A method according to claim 124, wherein combining a master key with a
value includes:

dividing the master key into a first segment and a second segment;

combining the first segment with the value to produce a first result;

combining the second segment with the value to produce a second result; and

combining the first result and the second result to produce the modified master key.
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transformer. 121. A data security device according to
claim 120, wherein the data transfornmer is operative

WO 2006023334 or m an original master key into sai dPEEBES®N5/028316
key. 122. A data security device according to claim

12Q, wherein the data t IS o eratlv
¢ afis dr medwiacerupingde Flyan ﬁéﬁ "t SomPiet b et Fesult and the
seconqgééuif Bélﬁ%sl%%}icatéi?aang Mhedab@reSACHd thy scleMd F&uRSS Bfo‘Eih&gthe
alm wherel h the repeater Is operative t
modifiemasterskeyount er to form sai d encoded val ue as a
| onger bit pattern. 124. A nethod for perform ng key
derivation, conprising: conmbining a naster key with a

vahye tAQnﬁflﬁ@ LA@@or@m@@ thig d Zﬂﬁaﬂ{e%m ke¥stitas VetV Rey includes
nodi fied nmaster key to Ero uce a hash value; and

selectinegl the detiptiae drey fromt 4 w86 oklegstisicarAiagnt kit from e hash fyalue.
val ue. 125. A nmethod according to claim 124, further
conprising repeating a bit pattern in the value to

f ago a A sregrRd dbtdrdipgttd €laim 11@,6;vhe9elﬁemlnbdmag:@ fiastienkeyt With a
claim 124, wherein conblnngg a nmster y with a val ue

valueitp pradyess2 BHiRdigtes key {ngludes B?mawlgfﬁar%ma%ﬁ Keyi Wit ¢ punter to
1”°¢H?§&85%§§H<ﬂﬂgﬂ&h& val ue. 127. A nethod according to

erein conblnlng a master key with a val ue
i ncl udes: dividing the naster key into a first segnent

a a seco nent ; i.ni.n he first segment with
1415 oA el PO ia AT AR B T rcomB NG o ¢ he

S %eﬁmnﬁgg ARSer Ky With B aN@kdiBrolifcdd AYHERd A0S RBG

result; and conmbining the first result and the second

r deshiing th@ mpedifiemastiekaydaipfaduge rhatheralueey. 128. A

method aceordi.n m 127, ere| onbi ni ng the
e e R R SR Rl
CeAEdbaRNaitAgsihf ehd defivhtived@yl t and the second result
to produce the nodified master key. 129. A nethod

according to claim 124, mhereln sel ecting a derivative

gf%g' ncfsg HAGR S, &ﬁa ng ?Frﬂu\f c\sﬁlgﬁgﬁﬁgl gm%ag@gt%

east "siI gni |can ron1t
transfioerhfttoch taalwmdstﬁg(dyd)eﬁdragmelﬂmg thhéesrewanvebaw ning a
master key with a value to produce a nodified naster
key includes conbining said master key with a counter

t q38r 0GR IRAI bR Msftd RiTAIE BUhdf&H applying a data transformation

includes:

dividing the master key into a third segment and a fourth segment, each of the third
segment and the fourth segment including at least one bit;

organizing the bits in the fourth segment into a number of groups, the number of
groups equal to a number of bits in the third segment; each group having a same number of
bits;

associating each of the groups with a bit in the third segment;

applying a permutation function to at least one of the groups according to the
associated bit in the third segment; and

constructing the transformed master key from the third segment and the permuted

groups.
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131. A nethod for encrypting a derivative key,

conprising: conbining a master key with a value to
w@emweoza3ea nodi fi ed master key; hashi ng the noRlQT/Usm05/028316

master key to produce a hash val ue; selecting a

deri vat, ve k frombits.. he hash wal ue;, and .
Clety el iRt iR b ¢ Rih §d Pt Brnf Sl fgpstormaion

includget hod according to claim 131, further conprising
applying a data transformation to the naster

Y key :
béfidiag desrapsiern key intaa thisd pegaeny ande {ourthzggmant,gdch 9 the third
' ' : ' lying a data
segm ?%ﬁé g%ﬁ%ﬁ%%@ﬁg%géén%?{/aﬁj%ﬁgﬁghe master key into
a coiputing £ poeeatasarfinaiohaifithdthid gegmdnt, thapbwer beitigerelatively

. third segnent apd the fourth segnment including at
primq ta 3fpncsion Oéiatl%fe%%asfﬂwﬁhlgs;t he bits in the fourth

S : : S
o GapUing LIuEATHAIE s RncHoRUPRe fhith SETRRL 1othe RO
g rcomputizy amexpansitiab peronitaional thyi result modwoithe predefordmodulus;
of the groups with a bit in the third segnent;
applying a pernutation function to at | east one of the
9lcBHfucBRE MedtanfotAed Mastasiedfrdih et thirll stdinéi@nd fHe'ddmputed
segnent; and constructing the transforned master key
exporfentiah pehrguielipn.d segnment and the pernuted groups. 134. A
nmet hod according to claim 132, wherein applying a data
transformation includes: dividing the master key into
a 18bi r d\ srRtudnkcatihgao thaim tl Bl ,Fegherbmpeiaing applyitpea data
third segnent. and the fourth segnent including at
transfogpaiondadhaderivaiyiditt i ng a power as a function of the
third segnent, the power being relatively prine to a
function of a predefined nodul us; conmputing a result
ofi3pai A ngtlmdfagemtlingrio ofairh A35 fvohar¢ih applyingra datotranséormation
ower; conputing an exponential pernutation as the
®sult nodul o the predefined nodul us; and constructing
t Rigvibim@ned &3&8&@%&6&&@%@@%@@ fouity @ gmestyeath ek third

the conpute _ . _
segment and the fourth segment including at least one bit,

and

inclu

organizing the bits in the fourth segment into a number of groups, the number of
groups equal to a number of bits in the third segment; each group having a same number of
bits;

associating each of the groups with a bit in the third segment;

applying a permutation function to at least one of the groups according to the
associated bit in the third segment; and

constructing the transformed master key from the third segment and the permuted

groups.

137. A method according to claim 135, wherein applying a data transformation
includes:

dividing the master key into a third segment and a fourth segment, each of the third
segment and the fourth segment including at least one bit;

computing a power as a function of the third segment, the power being relatively

prime to a function of a predefined modulus;
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exponential pernutation. 135. A nethod according to
claim 131, further conprising applying a data
wo ea@n®tpsyati on to the derivative key. 136. A Per/nsmo5/028316

according to claim 135, wherein applying a data

transformati on includes: dividing the master key into

a SOMPRENGRERRA T N2 mo@tbaﬁ%mh segmeR tgithe pRyver;

thy AOdial ifoh s BRABERN mbMAb Wl A¥déined modulus;

Iegﬁgu%ﬁgﬁﬁﬁ?? or?aﬁ?gﬁhgothé bits fﬁ the“%gggthne mocHins
and segnent into a nunber of groups, the nunber of groups

equal to a nunber of bits.inthe.third se nt ; ,each

oo g TERSamae B kel bl SRR phg 13 Efhouced
exporhtidliRnAG@HAs With a bit in the third segnent;

applying a pernutation function to at | east one of the

groups according to the associated bit in the third

R U L e

derivdtielkeg. according to claim 135, wherein applying a data
transformation includes: dividing the nmaster key into
a third segnent and a fourth segnent, each of the

thBod 9eqRidh 30D LAt § 5 SEAAE WbmbAGhE Haning the
| east one bit; conpliting a power as a function of %he

encrypfed ddriesyedey., the power being relatively prinme to a
function of a predefined nodul us; conputing a result of
rai sing a function of the fourth segnent to the power;

CQAPUt i \heBRdRXRRNBB Y Slaind €8 MUtAkdr@BmPsisinD erah&hi#idg the
nmodul o the predefined nodul us; and constructing the

encrypteddgfaor ned nmaster key fromthe third segnent and the
conmput ed exponential permutation. 138. A nethod
according to claim 131, further conprising encrypting
t hgderA yrihod@ckRiing 18 Blaind\ 1 BEWiRieiA c6Mbiinda inastet kéynwith a

138, further conprising transmtting the
value includes: '
dividing the master key into a first segment and a second segment;
combining the first segment with the value to produce a first result;
combining the second segment with the value to produce a second result; and

combining the first result and the second result to produce the modified master key.

142. A method according to claim 141, wherein combining the first result and the
second result includes concatenating the first result and the second result to produce the

modified master key.

143. A method according to claim 131, wherein combining a master key with a
value includes:

dividing the master key into a first segment and a second segment;

combining the first segment with the value to produce a first result; and

combining the first result with the second segment to produce the modified master

key.
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encrypted derivative key. 140. A nethod according to
claim 131, further conprising transmtting the
weamsymsed data. 141. A nmethod according to cleimudfRng028316
wherein conbining a master key with a val ue includes:
di_vi di ng the mast a first s nt and a
sdédnd Awgthedpcer Hﬁut‘h%/lﬁ 1 R Synercin cgt@ﬁ«%graamtﬁr kqygrith a
value Y@ HulPa leoﬁfﬁéﬁ%zﬁtefr kEy fncl’lﬁéwztsmblﬁﬁ&téhf&' Iﬁ%térh&y%ﬁﬁﬁn@bunter to
ment wth the value to produce second result
producoaquuﬁ@imMerﬂqeyst result and the second resul t to
produce the nodified naster key. 142. A nethod
according to claim141, wherein conbining the first
result and the second result includes concatenating
the first result and the second result to produce the
nodi fi ed nmaster key. 143. A nethod according to claim
131, wherein conbining a master key with a val ue
i ncludes: dividing the master key into a first segnent
and a second segnent; conbining the first segnent with
the value to produce a first result; and conbining the
first result with the second segnent to produce the
nodi fi ed master key.144. A nmethod according to claim
131, wherein conbining a master key wth a value to
produce a nodified master key includes conbining said
master key with a counter to produce a nodified naster
key.
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