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a

Receive an API request from a client device ~— 402

A
Determine that user is part of a group that has access tothe | 404
requested API

v

Determine that user has a role permitted to access the
requested API

v

Determine that the user has a role that permits access to the
requested API

v

Provide the user with access to the API ~— 410

~— 406

™ 408

End

FIG. 4
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