COVPUTER- Al DED DI AGNOSTI C SYSTEMS AND METHODS FOR DETERM NI NG SKI N
COVPCOSI TI ONS BASED ON TRADI TI ONAL CHI NESE MEDI CI NAL (TCM PRI NCI PLES
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takes a holistic view of tHeCcREROUNDOFSTARINCENGYON t hat an i nt ernal
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such pabi ermoin héospters, dipptay rehels.pledtyi pads,' aoiy bopness anslebigiongradmyMany of these
devices are built into the gaming machine or components associated with the gaming
machine such as a top box which usually sits on top of the gaming machine.
Typically, utilizing a master gaming controller, the gaming machine controls
various combinations of devices that allow a player to play a game on the gaming
25  machine and also encourage game play on the gaming machine. For example, a game
played on a gaming machine usually requires a player to input money or indicia of
credit into the gaming machine, indicate a wager amount, and initiate a game play.
These steps require the gaming machine to control input devices, including bill
validators and coin acceptors, to accept money into the gaming machine and recognize

30  user inputs from devices, including key pads and button pads, to determine the wager

amount and initiate game play. After game play has been initiated, the gaming machine



change in the patient's bodily odor or tenperature, feeling the patient's
pul se, asking various questions about the history and devel opnent of the
di sease, wodogakbssi ng any other information that may becCTalSatiea3ise4 t he
patient's health condition, before rendering an opinion on the specific
type of inbalance or disease the patient is suffering. Then the TCM
practi ti onélClShmIes Bre@giequifom, Blestils BF %%metq%ogl%t@rtﬂ%ﬂawpea@aarﬂl%?emﬁ

treating vari i i to re-establish the
i nt er nal p%@éﬁ%ﬁ%g?%g$9§gfgﬁgéaggq%ﬁggﬁggﬁgg?bm%%b%?her wor ds, the TCM
practice takes aks itqethologyah ithe gamirgaimiasty ppmraacd), the nsdamdalbmethodooesi ze-
fits-all"” ggproach. The currently avail abl e skin care products containing
natural |y SEHSAHMNAgCOrEM 9ingPisds e At sAVeids Q% s WHHYIGe t (NG PUEIoMSs ois IFEISs and
fail toali i neLvij: | . fore,
AR A i S S R SR S

cont ai ni ng fdCdAsh g raecipest & drbdit ofithdjafia trhethemglinving wddchines fdrragaitivaalt gaagpr oach
of TCMin inproving the appearance _and skin condition of specific users.

However, a My gy &haA tEkgesypism. Pihettonts angrd Hekst yarcheauter be dispansebindent
o Ay ' . ! . ' Peatt f
O 2o MLERhOR P B BT ThAONISLR PR ARRIRS ORE o ARG o1 ©

tri al - and- eqanfifig @sehint had Sanplsfiaf thy @dysr aay owhpebesdr AnSdxiatiplonof amealvhrd

under st ood 2% the Western world to this date. CnI%‘ver%,ex erienced TCM
pract i ilondicketc aystarnds dhe $dc pavahickatt systermd badlds PE Repat Neyadag Award ticket
cost - prohi bi t.i . I L rat i I for

i 2gnosi ng S b8 s S i A PAREH kR T S SR B g AR e
i ndi vi dual Jeabdhesssystdherefore, it is an object of the present invention to
provi de conputer-ai ded di agnostic systens and nethods for rapidly and
accuratel y det erfashicpysysteanss kich asdhpB<inay diskctabstams pewide advartagesde dotdi ng
to TCM pringi pl es and tionally f reco ndi ng,.ski are products

sui tabl e 1 OFTEHORE EGHESPErer drorRamE e Ry B38smigL ol FoNER S Payi ng

to enpligy ao el Phastdrd tiek@rthat a eaeh nudbal bf A HR FamIIMMARNnObpekiibrs
| NVENTI ON The present invention in one aspect relates to a conputer-aided
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A concern in any cashless system is security. Typically, cashless instruments
store a cash value that is ultimately redeemable for cash. Unfortunately, cashless
25  instruments, such as printed tickets or smart cards, can be vulnerable to fraud in some
instances, particularly where such instruments or systems of instruments are used in
relatively simple formats or security architectures. A gaming entity, such as casino, that
issues the cashless instrument can be liable for any cash that is obtained using the
cashless instrument whether the cashless instrument is used in a valid or a fraudulent
30 manner. While existing systems and methods for providing cashless instruments

associated with gaming devices and gaming systems have been adequate in the past,

improvements are usually welcomed and encouraged that reduce the potential and/or



wherein the data processing nodule is configured for applying a statistical
classification process to the clinical data set so as to classify the skin
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attacker, then all Gemplus cards that use that cryptographic key are compromised, since
the cryptosystem is symmetric. As another example, a Gemplus card verifies that a

25 request to update a value is encrypted with the correct key, but not whether the
requester is authorized to make the request. As yet another example, communication
with Gemplus cards is susceptible to interception and alteration (e.g., at the card
read/write interface of the card reader). Due to these and other weaknesses, hackers
have been able to cheat the Gemplus system for profit.

30 In addition, the limited capabilities of the Gemplus system make it unsuitable
for cashless gaming. For example, the Gemplus format provides only three bytes of

memory for storing credit. Thus, a Gemplus card may be used for small purchases or



enotional wellness of the user. Such self-evaluation can be conducted
either renotely by allowing the user to fill out the questionnaire online,
or on sitwoantazsestai |l | ocation. Sonme of the biol ogi cal PamarSer11/030894
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i ndependentcovamuragsitios mtarfacrfgc@ﬁrgatqddg cgmeatnagate with a portable electronic device

having a first processor and a second memory device, the second memory device
capable of storing a second credit balance representing a second amount of credit
25  available on the portable electronic device. A wager-based gaming machine may also
include a secure transaction device comprising a second processor and a third memory
device, the processor operable to transmit to the portable electronic device, via the
communication interface, a first request to update the second credit balance, the first
request including security authorization information; receive from the portable
30  clectronic device, via the communication interface, when it is determined that the
security authorization information complies with one or more security authorization

requirements, an indication that the second amount of credit has been updated in



than a pre-set |evel of significance have been selected; and (g) using the
sel ected i ndependent variables to construct the nmultiple classification
functi onswolzntiiz12ee5e pref erred enbodi nent of the presenPCirruseniiosnsd4 each of
the classification functions is a |inear function having a general formula
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Yin and Yarfisishequed rbgreseniing ai fegdedsd tb hipdatche sbdy @diabplansostorddhen tlane
force is regularly dom nating over the other, the health of the patient can
becone 1@onmosigbksedectioais davigeg thenserpndhergdit hakanes spsesentinphe peepBd @moppiepl

di agnosi ng i o T p. (L] I fi t ).: t he
exact nat or e BF HFbty, S YsPhARblC HERRR: SRHE te ik ! TR SRR o
of acupunctautirizhigshahforanesdh; esceiexgr fose thddipettailedelbdtfonsd Veeice,Onte thidhe
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anot her exanple, the skin conposition of the user may be classified into
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balanced-tobYa . Q%hgn%ed aalanced-to-Yin, and Yi n-dom nant. An
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determ ni ng the exact type of
request (e.g., the first request) may be transmitted responsive to a determination that the
first credit balance has reached a first credit threshold and/or responsive to a request
received from a user of the gaming machine. In some embodiments, the second
25  processor of the secure transaction device may be operable to determine (e.g., using a
predetermined auto-transfer amount and the first credit threshold) the designated credit
amount.
In one or more embodiments, a processor at the secure transaction device (e.g.,
the second processor) may be operable to determine, in response to a request to cash
30  out, whether the communication interface is in communication with the portable

electronic device; transfer, in response to a determination that the communication

interface is not in communication with the portable electronic device, the first credit



Yi n- Yang bal ance or inbal ance that the patient is experiencing. The TCM
practitioner may also listen to the patience' s voices, sensing any change
in the pavoentl/16936di | y odor or tenperature, feeling thecpatsz@nio3espul se,
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ioed to st 4Pt SRRl RrreRBaL Y b Rl IR Bofy e OB TE T hels Fke
practi ti onefis tHeQonmnehiQiidn @htctBR! ’lchfiAdBtdn tiffdlHAtRe S5t With hhd e to
their skin conpositions, based on certain biological and/or psychol ogi cal

i nf or mat i orel¢canivedtvestc; Faetmitigerascashlss gamise gaeat |3y fitsh message ¢ncleding thessi fy

th kin, . i f . b d bi ol i | d/
o b Do B RGPl Pl Ry e RO Rl 580 EE & sepnd

present i NuURELARNINURAM oSEneinldfchti&khalf@adr tRE®S R SoredR EctPorli® BEvise B N
conposition into a particular category according to TCM principles. In

ot her aspediesh atHeaspmegahly blqd@fit odlousetpus tanstsidatan thdtgorthethne dbtha ul i ng
cat egory 1 oEmRCierREE e St REY b Rel T he user”'s skin composifion into a
di fferent BRIEF DESCRIPTION OF THE DRAWINGS
25 The included drawings are for illustrative purposes and serve only to provide
examples of possible structures and process steps for the disclosed inventive systems
and methods for providing game services to remote clients. These drawings in no way
limit any changes in form and detail that may be made to the invention by one skilled in
the art without departing from the spirit and scope of the invention.
30 Figure 1 shows a block diagram 100 illustrating a system for performing smart

card initialization and utilization, constructed in accordance with one embodiment of

the present invention.



category. DEFIN TIONS As used herein, the follow ng terns have the neani ngs
as ascribed to themas follows: The term "classifying" includes "to

predi ct" WO 20t10126®5egori ze" a sanple with a skin conposiPCirars2oiim3sest ai n

i nstances, "classifying" is based on statistical evidence, enpirical

evi dence, or both. In certain e diments,.the systens and nethods of the
present inventi dngys ah%-%glchb lf%ralinni%ﬂlga%mé 4 PHeRNGRY RIRYSH smart

compost 1 0Nar@2oflAARATCHdYiAL: 3R8hE ERBEAMETMANAFLLL ARhigEcOr ding to
TCM principles, and collect certain biological an r psychol ogi cal
i nformati on thatFigmy 3bshouwsedblbyk tifagranCBO(pilAstratingom exgidtered ehagler snmgt card,

t hedi agnoses fromthe training sanple. Once established, the training data
set serves QESHICRIINaccorgicr Withronesmhiodingeni ghths Presgpl IBKCIRB- bi ol ogi cal

i nf or matki on of . rqa WM aﬁq- i o i red, rder
to pred?ct intoqagégﬁ4§%éQ%gP§Bt e1%%%?ﬁgﬁgﬁﬁ%ﬁ%gﬁg%§%¥€€§H?;%ﬂ6§%q??kely
to be cl assiafiled daynitihéeviédVepisaatict! i deiord@ncovithrge embdTivhgar bhthicPpr&snt | n
certain instances, classifying a particular user is akin to determ ne the
skin conmpodPt§i¥Atof the user. In certain other instances, classifying the
user is akin to{jffe | ate sk o £t f not her
type of skin co%ﬁ%@%t%gﬁé&gﬁem%2§%1ﬁgﬂﬁﬁ %@%%%&%gﬂgﬁﬁtggﬂu%%%kﬁgﬁgg%%Tefers

to various eébaget inefcoilaccusieh ok Skbodihased tipredat Mventiang bal ance or
i mbal ance of such user according to TCMprinciples. In the two specific
enbodi Mént s of tHEuEr@sEAYS ianefiddof00 e updatingcomptst eardnprgnetar yalyal at i on

are either classidledobnho LIHEGCALGIRLESS AURLUTE Recang- dom nant.

bal anced, an om na I've categories, I'nc I'ng Yang-dom nant,

bal anced- t o- Yangiigha!7ane®d a nkah@NTEdfok enaXudlly @afeytifg cledit kst frothiawenser , it
is inmportant to note that the actual nunber of categories is not limted to
t he speci f i%@rd fpdennadingceardanse patheregayberimentgbthe @resentinwindigncal

informati on" as used herein refer any set af .phvsi ol oqi or
o oo et das o WRES &' GioRid RHEb8H ko FoofomEiic Al BRI lo O fom a ¢ ¢

of a ugar asaeCdaed,Pdrivinhdll ia apedriiaedvath Silel sboaARESs of iRpredea inexAiA!I €, t he
bi ol ogi cal and/or psychol ogi cal information of a user can include age,
gender, bodily dJaggat? chows gnggthodoP@} fort eashing wir a sotastr carfdi peidermnd, inski n
condition and conpl exi on, sl|leep pattern, djetary habits, energy |evel,
stress | evaodeal Of oReBERe R Wi shbF Ellorness of the uer.

DESCRI PTI ON OF Tl ENMBQRLVENTS:(RbE 1 00(R &R Brotb QRN QN HE Qvéde S csisrha and
met hods for accurately classifying the skin conposition of a user according

to TCM pri rist@idesce Witheonsrangmdimenioé the yescnhipivenrtmt s a st ati sti cal

cl assi f ,cati on pr.ocess to predic i n_conposi ti,ons of new users
Cccor il o Tamgienc il Eihihad ATag oL vRERR SR RE T OREE: The
statisticalpeehbafisd fnl £86ANRWIAESTE @hbddi@eRIoE SR VredAVBRENRM. MY be based on
one or nore w dely used classification techniques, and it uses data

col l ected from dégtrai 12 sbevs ai method rli20fi fog tsampltengiat iotifvetion skganding a
conposi i ons (iye.., .83, di agnosed by, an, experjienced TOMypractictjoner). fo
invention.
25 Figure 13 shows a method 1300 for cashing out a missing smart card, performed
in accordance with one embodiment of the present invention.
Figure 14 shows a perspective view of a gaming machine 2, constructed in
accordance with one embodiment of the present invention.
Figure 15 shows a block diagram illustrating components of a gaming system

30 1500, which may be used for implementing one or more embodiments of the present

invention.



classification functions that best correlate the biological and/or
psychol ogi cal information or data of users in the training sanple with

t hei r skiwocompias3si ons as di agnosed by the TCM practi t iPOmars2015084894
classification functions can then be used to predict t he skin conpositions

of new users based so|lely on the biol ogi cal. and/ or chologlcal
information or dAg4® Jf6e shiets r?eﬁ?r"%rel?aée(? REVRLECRE WG FHY eosed for

practltlon &%égn ﬁﬁ&wBNFQEW@ﬁﬂ gﬁkEggﬁlQN N gbger to statistically
nodel the gnose§E% an experlenceJ gctft?%her t he present
i nvention coI | ects various bi dbE@A&HEDaIDESGRIBﬂONoI ogi cal inf _or mat i on of

the user that nmay be useful. in assjsting the TCM practitijoner
det er ni ni ng t he lEynipdiction 8 S¥vehs (e meHHs excarring, tcsdleeh %?Ssmom cal

and/ or Bsyépf 129h Gl dEerrl%c[rﬁ{ R8s ?5 nﬁ*!ek‘éjgxanmdés Wi 11{%9{ IBIIO(Hd% feﬂft
gender, y sensation, tongue color, tongue fur co ; of or sk
condi ti on aidd @ongsk emd(md islteepnpattheding ofithé @rqseﬂitai@wérmonenargm Hﬁme‘ﬁe,
stress level, physical fitness and enotional wel] ness of the user. At |east
some of t heéPBrsPgions skitlad inthe geithatdho Eiventon maobaiiestinsd ddthoybsases oicdk ed by
asking the r t out a
quest|onnafﬁgﬁ%%E%gmﬂg%ﬁMMgeg??%ﬁ%H?%%%%%dﬂ?ﬁﬁ#ﬁm?éﬁ%gg t|ste§gtgkk%% The

quest i onnaidescrited ihedgamm etdd tbyavbhie usieedshiily olseirigN tisd p@salt iAvdngibal N

| ocation, or it can be conpleted renptely online. In sone enbodi nents, the
quest i dAnai QlcLambERtEEs age possible, sed thatnihe deltosying pamapls showd ngiesstekemas

aski ng the rs regarding certain clinical
synpt ons tf%?ggb%(ﬁ Hkgﬁg& etkmg{congggtggr%§t I"on by a TCM practitioner when
exani ning a patilgnhe fdfRiviexasmil@l ddsbeptinne séftRAses Y nfade @ fHRCicesnpahyafy t ai n
bodi |y sensations experienced by the specific user, such as feellng of heat
at one's pdalragings.ewbishdgrmpfa m“eOf éh@sd@ﬁtlpt(l@l b in Wﬁll@)e?férsélpwﬁr butwayeek ai n
SpeCIfIC|OCﬁt%8%$n %ycpﬁgseh s, Al ?eh) %gﬁ% ' f one t&l %ﬁ thehlrsty
and want tad drink, ’tgﬁdency 1Aty &1 8 R8N eep, en ency f one
to suffiar fonadiméms ﬁk@ldekts%a)tedéﬂ\/gumblemtdaﬁtorm%lfe@ﬁ& gleiua@mhﬁé afthdIphaeSccor

or al ulcersg tendency of one to taste bitter in one's nouth, ener%£ | evel
felt by ondBelifventior lﬁh@ upggstood Heat cthesst ¢>@ﬁ§91¢$a§f66110§ dinbjéngi sushtthet o

The color - orgRungd BN HESRLRFL AR A7 oF b SRBEC it A et o

conpl exi on,an@ReogetsT thd #Qentidae questionnaire may conprise a second section
containing a set of questions asking the specific user to provide answers

wi th nore directAlthsiugh ghe grasentt inecrgionnis shigblcd rmsinzartly ¢o gdrnbsg mhehingseand For
exanpl t he I ons rect to skin dr ess acne
br eakoaPs. SurESel bouor R hE T frbiibel wiEEs aDMs s ASHERT on,
sebum secr gfck9A mlgwb%tagaﬁt@bleffoﬂ UsBes ofaetypEd SkdRfoes S9U6ME 8B SnvithhRnts, as
sensitivity, and the like. The questionnaire may conprise a third section
cont ai ni ng a@pb@tblmfsuqmélmtltbﬂs uas ks ngt tdsmcsqde@iclluscvednsm ghingr owuétdecsageiver s

| at t h sl tt
oy ts 01 ndonleRie SHat el Sadiianghas e iy darer bl eV et Bk Yng
the |1ke). RIbEHEahpdl.085GChAGIHABEIRIGLRE b QAVRREYhERR, i ntensi ty)

25 In the following figures, method and apparatus applicable to various gaming

system configurations and their associated components are described. The gaming
systems may comprise a network infrastructure for enabling one or more hosts to
communicate with gaming machines. The gaming machines may be operable to provide
wagering on a game of chance. A plurality of gaming devices, such as bill/ticket
30  wvalidators, printers, mechanical displays, video displays, coin hoppers, light panels,
input buttons, touch screens, key pads, card readers, audio output devices, etc., may be

coupled to the gaming machine. The gaming devices may be controlled by a master



enotional wellness, and the like. Optionally, one or nore trained holistic
beauty specialists nay assist the user in filling out certain questions of
t he questwonnaine3ssuch as those related to the tongue eclrarsomosagae f ur
color, lip color, skin conplexion, and skin problens of the user. Upon

conpl etion of the qu stionnairetg t he user, the answers to the_questions
can be conVEFREY COHIW ChEFRSPIRG AV %ﬂtﬁé@deB WA PEOY ?agﬁw@e@&rﬁ& ora

Pref erably, t rd t he bi ol ogi cal and/or
psychologié%/ #%?gfﬁgﬁﬁgﬁiﬁégi %?%’E%w?DSSe related to the tongue col or,

t ongue fur col orin ohe pr mekoembakinants ofificgtesent dissidsus iarsnpuirtadaleimsludes drive
user, may be collected fromby a trained holistic beauty specialist, who
exani nes t HE MAEProgHME(Fag- Y aPRIFS). pAiahi ey dltovr beth dlegibolity eRd Faritd VSt i ¢ of
t he user; a redi t r.adi . as i e .
objectiéit&ﬁgn %%%%3%@@90 “?ﬁ%qugﬁﬁgﬁ%%ﬁ?“@ﬁgﬁtﬁéﬁﬁegBﬁﬁﬁi?%?@dggaﬁﬁy
speci al i st @ancrt@hilytechnliquck €.gs ar the \Galmpaiid mode), aheediobalsick és attosedr ey |

| ocation, or renotely through interactive consultation with the specific
user vi at heol the marcarde apd an pyterpa] pygteab sueh #5 Wrddirsadsy defeanines phsthsnto
messagi ng [ Vi - CO Ngx C y as
Chat o Seb 8 plofe SAhITL a1 ', iR SRR 0A SRR T 36

i nfor mat i onjer@miih@h@l d seqbiest e@hlt@ct @orchbalagtny paopelyegictyprdde bakeividoes t hat
takes certain measurenents on the specific user. For exanple, various

i magi ndOdeviot éstesmpncpwhether theoreguestari hagt qufgrizatien s meakgotush s resiesf Bert ai n
parts of t r' : t ] hps, .gngue
fur, and tR%nﬁgﬁﬁyﬁﬁ%%ﬂﬁﬁSﬁﬁé&n%%gﬁgﬁ%%&%g?fgﬁg%éggﬂ%&ﬁﬁég%@%g§§%§%$%b used
to quantit girbpemyrefigmgWneaht berdusert'(s.gpullaes agp@y that alag vehfyonthdqizassiiice,

bl ood gl ucose | evel, body fat percentage, energy field, overall blood

ci rcul at i orPesformdal trappasdignsi ridwsatl @AC cirgorchanbedimentsope cxicany| wstcBf
various el ectroni.c deyic whi gh be .used jn,callecting informtion

ncl ude a catiseols EFY VTR Riakim Dt o] G o1 it iy de it
Seburnetiar ( ri} p&iiBdbio dRAGEIstdIE SelivBulancdagueski n surface; a Cutoneter(r),
measuring skin elasticity; a Skin-pH Meter(r) PH 905, a Mexaneter(r) MX 18,
measuri ng mel anilp eedgromory ymhedrments, Skinngrhevorbivetiay epplicefors0, thegasiur i ng

skin tenper.atyr.e; a T ter(r).ST.500;: a . Colornineter CL 400. measuring
Fednese argoh e eRsgRbATIral s SHRLRRT 15 Y S & weily, S5RTNY
which are awai¢ abDae f fc@nCost age intrdREE akaurkel eigt thanivehehding @@ MbnaiSuch
measurenment results can then be incorporated into the clinical data set of
t he user adeghmigussi(glg..pthedCemplus modely| sy yiengossiide dri physisathognteicept of

t he us?b. ESTABLLS@NENT OF TRAI NI DAEA %5 | n order %o es&ﬁ?'%Shd

st ati sti’cal CHEHEIE PSS PEFIG B RPSP B &aid éetsps%}e@mpﬁm 'OrP8stt BRT A" new
users, a triaéRhiY GRLan&ERepIbS bftbh lotbub &t ARt dirdadad/WhitE hi&@balfMBic card

bi ol ogi cal and/or psychol ogi cal information of nmultiple users froma
trai ni ng sanplee Howevérewbkn embodipesistdisshased hersucdre implemeatedddt @peiahens by a

TCM titi or di t CM pri.ncj pl es. i ni | e i
ypi cal 1y SBapeRed ot Sl BRI R I ohF Rl BRE e e 10

be communications between the application and the data cannot be intercepted, because

25  the application that operates on the data may be embedded within the card itself.
Another reason for the increased security is that in one or more embodiments,
the smart card itself verifies whether a requester has permission to make a request to
perform a transaction, and those transactions may later be verified before allowing
credit stored on the card to be given to a user as cash. This chain of trust provides
30  increased security, as well as allowing expanded capabilities. For example, the ability
to add value to a smart card need not be limited to a few trusted systems, but rather can

extend to various devices in a cashless transaction system that can at least periodically



sel ected, and the skin conpositions of the users in the training sanple,
since they are alreadyclassified by a TCM practitioner according to TCM
princi pl esp 2ari@2693er ef ore deened as "known." Such trai niPog/usat1a/03@sb4
provi des training nodels to which statistical classification processes or

anal yses can be applied in order to fornulate either |inear or nonlinear
ol assi 11 catdoBRm it W&ﬁé PRl CRHCE PY BRFL SYSITTsast FRATRY ABPISnERAHT 8% n

conpositio . r i i i-cal .

syenol ogi oo SR AAEL SANTHET Mk P ke R ARIRR VB Fheeatoy
"statisti calssaxiasknithctht isonartpeadd és 86t kmows tcabihst dedtesc| Sins¢ difGatrtamart

anal ysi s" as used herei.n includes any kngwn classification technique for

pl aci ng sulsREBtEaY hts HHeEgoPIEde basetheghsqernen o dyeyRiesEPhis ey gesastsied
characteri sti j 4 i j e i nherent
charactéri2%#%§n{$n%£§#§§n%?§ﬁ%§ |8QFF§Q§8%§P52%%%t$% ependent vari abl es
and referred to lasdpitied] 61csSmbOPE) emissiiimente of aicegodeyit tidclobure lard e 1&nigdect i s
classified is typically considered a dependent variable and referred to as
the groupi g DNFRARNTAHY SNy cardhiardyas opMestoRy iSees-c dihug) the sP5ts doit $a6R Hrdcess
or anal ysis.,j I.Ch .t Py j - - € sed on a
set of pr ecﬁa%:(f gé%réjhgg% o‘LI(I:lie a't'tQ 211&9 (iml%? hdl%l .ggaﬂ%\% lgurhj%;e;?tg %@é‘ﬁ g%tw?'at%ﬁ}l%g %Set of
previ ousl y @ipupedostidjteatiStechifiqidie Raft@se Bait RuRRheahnotthedipitadliocd i ar e

t he bi ol ogi cal and/or psychol ogical information of a user that can be
obt ai nd@ wityHoRHSG- nvol vemrent of a TCM practitioner, and the grouping
variable is the i %] . Use rm t
practitioner acclgirg ?Hg%g%%ﬁeﬁ%i gkwaglgl.n'éﬁr{éafhgef%%%&/&g@&pgﬁBg%ﬁleegegsoi;grv: ly,
the stati stgnfudd caed R ikdlGRidnRIdrPicRE 65 the@blIAMAL YpLatiOfs: bRest@h @seNtad eent i on
enpl oys one or nore classification techniques selected fromthe group

consi st i ng Bfmeeeramgterantstapdpy i snart eyistn epplisaiiesen st st gerdBages
classifier,;su rt_vector chi nes, dratic,classifier neur al

networ ks, - parenprFstmenchodis it apBieR by L % ARG E e Rl teov

nodel s,15andng@nbeiaké,ans appIReeS maetlfi@ieBRe er flordp&RRGidnk Gngbasgéd, kigat i on
techni que depends greatly on the characteristics of the data to be

cl assi fi ed.apPheationinayoalkd ongl ar regrashirfecs & thowardes phiveumay pRecifyuen keopeist on
all given prfoblneng. var i Ou@c@%ﬂ%” al tr(gsa%i/ h ve breen.a erforned to conpar e
per f or mance& SFOEY AR BOFF &4¢Y LR UL 08 MG PPTaRH B AP R ETPPE cs of
data that aptahmlg@rdnteGRAIHONEBINLS (REMS VARSI thé eatlii® hsbRENRtSIURSEGHOMRV er
determ ning a suitable classification technique for a given problemis
still nore abter aheeking tamanora neeé exobguretiohivelugatand/dr nparpempree Saaitori meent i on,

a discrjym nant . anal.ysi s nd nore precisely a nulti-class |linear
di scri %Onaﬁfcgﬁﬁwglé(ﬁlfm%@%f ound to be particularly effective in

cat egori zi ng t hepSdeNoCRBROSMbOARRNAS b HAUDgaHC Ylicitort Runh(EY &F kctabes.
Specifically, the discrimnant analysis is carried out by obtaining a
trai ni ng datkssety besnibedded Wihinike edrd &bpsrérmi specificwherehiomso fjor ies@sple, an

bi ol ogi cal and/ or psychol ogjcal ,inforpati.on, of. multiple users.i,n a training
sampl e sel dOPBEPPGRR SRR Fridiha i SBreEa gt rLRE LISl & TCw
practiti onggphikh HEEKPEAEN Ol BRIValaBke TalkODRBS 4 IsPASHES SREHIMNE TRcA QY
principles. A group of independent variables or
25  application may include one or more of the following operations: a system may read
one or more parameter(s) stored on a smart card; an application on the smart card (e.g.,
a Patron Management module and/or applet) may call a function on the application to
make a change; the application may validate one or more permissions and/or rules; the
application may make one or more change to the card; a player may specify a credit
30  threshold balance that may trigger an automatic transfer; and/or the appropriate amount

of cash and/or credit may be moved when the card is inserted into an EGM, when the

configuration value is checked, after one or more credit balances on the EGM are below
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predictors (V) is identified, each variable or predictor being
representative of one type of biological and/or psychol ogical information
of the uswO=0iM26936 training sanple. An F ratio is cal ceCatusdofiososeach one
of the group of independent variables, which is indicative of the
capability t he i nde ende able in _discrj nlnatln bet ween dif.ferent
groups of Jg%r@ealﬁe@. vkt rg%aom 6‘%?2‘6%@@%&@ EMHS: OPRi Hed®§ BIEIIHCM
practitiongfiq %ﬁ{ specifically, the Fratio for a particul ar i ndependent
variable is ca ated as the ratio of between-group variance of such

i ndependent var ilalhe ocowerre tibodivien g ainmighing-ogmoarp applidasioceond sswaaivard

i ndependent vari abl e. The independent variable with the |largest F ratio is

initially JdBbeEidd agatst akenpte iy wravthosizpd gndiyiduply de pspere it sesPidibl B The
| ect d

Functi ons, ARER: S of 38 Bpfdtkiohs BE o Bt A0, tfl Rkl BhABEIoRE B WA

di scrim natfbngwmmpabit@ﬁs hetowpe o ealidass mtmgzr@lap&nﬁéctmaes snadleao sied eqtied. F

ratios for the remaining i ndependent vari abl es (the pool excludlng the

al ready selUWépied? | ReERFPepldéntaliatqoats| afemapte if Hem aétam@ I8t edidatgneFcpREy 1s
dependent o
ond+aken SR AREdhbdte USELARITHy ol B Lo fTIY ARG 8 dHARR R CC ©

andsel ect i ahalatthpsasilds rgemt@r@&edl andre Iofahd: ot ﬁﬁe@ﬂngarﬁccasaratta@bas aﬂrtaw ng F
ratios greater than a pre set |level of significance have been sel ected. The

sel ect d8 i rieegss trpesrrd Beplesa bl the nymper ﬁéﬁvq}@e@cw attempiscedede thesyptdedegd on
functions, wh ch, Gan Ibrﬁm%s ggqohﬁn%%, %Mﬁlo"r\f‘&fﬁ%e‘%&%%’d %o&f S?Ilfa{rpcard but
conposi tion a new user b re are as

cl assificatth® aplmcaﬁ@ﬁsom Slohfe dhuﬁ@kee[ny(lﬁfo‘iﬂﬁhfbrﬁ onRasE tsm@ft c@ﬁt Bgeddegst Each
classification function is associated with a specific skin conposition

cat egory ariclessn be used to conpute a classification score for a new user

by entering the biglqaical ANMBreRsuealRal Galid0f RLARL LoD Lol @ uEh new
user. The classitiCatTon score ou pUt 3‘5 each assi PN HUndts on

represdants dupevéd kfﬁbm haartodar$ l;scllibtriﬁwOﬂﬁxﬁrmdmbﬂ Qi @g@mfﬂge[dadmn i.ECvb-
practitioner as having the specific skin composition aSSOCIated with the

respect i ve @rheashitda u@htefchmgu@safnay inglugie reae ommqig of fthsy foblgwingnenralss:; each
classification .function % a. ¢l as |cat2€. SC?% and t he skln
C

conposi ti ol &S50 AT r?a?hh«% SEiing Shgiher Grvafid ofieth S 8 imerSey ne

hi ghest cl apsikfelGat ér0dit SRPOE cash th hﬁ‘e SN 6 AANG ShtaktQArdPfs frb@nt SRmsfelie;
classification functions can be either linear or quadratic. In a preferred

enbodi ment o¢neyHeonp theseaM (eravetata Yat Maplene IndergiceiBrard @MI‘B)D] dta mlnlsi saragt

| I i ><V, WK2 X .V mx Vi
wher o QT <A BoREREE, ST e o m e Sl PR LU o ot 9 1 T o
Vm are the Si@if?ebﬁﬂﬂm LA peM it of riRB! @ﬁdlngw ndtFicWKOA 8F 8 oa@kd cahedifrs t hat
each correspond with one of the sel ected i ndependent variables for each

ski n conpogkedigng an@lldrsmartmarctéﬁtg venof catdebmeglathy\ﬁecaﬁmommsdm) checksw ect ed
variables in sification score

t th t
Dot o at iy ol Jaliofisg, B2 et B ot i oot Rty 1B BT 1 ons
can be di vigagh i PuliiioaRe EANEBXN iR Arvi. and C, and that five

25 Thus, in one or more embodiments, the present disclosure describes techniques
that may offer a more secure and flexible smart card design than currently exists. It
should be noted that although the some techniques may be described in reference to
wager-based gaming in a casino environment, these techniques are not limited to
gaming but may be applicable to any or all applications and/or industries involving

30  smart cards. Even in the gaming context, one or more techniques described herein may
be used to facilitate other cashless transactions in a casino environment, such as

payment for meals, hotel rooms, or other gaming-related expenditures.
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i ndependent variables V 1, V2, V3, V4, and V 5 have been sel ected for
constructing the classification functions, there will be three (3)

cl assi fi caDi2on/fR20936t | ons, each of which is associ at ed wpPCh/Us261p®8i8P4 ¢ skin
conposition category For a specific user with a specific set ofvalues for
i ndependent vari Es V1 thro%%h V5, hre? cl assification sco es Y,

and Yc will be etils gslateg) to JGehniaisy oty sryaaf garl r?@eliaape,%agrt /A e%ﬁ |
three classlhiif@tl 20, Qlierhe e ddisklsst i DR PRRAFNIIEASE031, EhCPay
specific user aSSI I ed as having skin conp05|t|on A
However, i fSnyat Card el Takge§tysta1mﬁhlgy RldhatdhR eec,cfilag ©h INwambon23,cam0e sand
conputed it wll be concluded that the specific user s nost |ikely to be

classified @&s: Rat\?mnw%?%{i c OFRYS'sAoYAt @ecwréc drady TrnsshSysem fgisaming
descri bed o a o] S

stati st ?cap\qé%rr%%t ews ?Al/gr%(t'-: agf giéér&a/tr?g RgﬁgEgaslg%f’n%twsﬁgw{ggdﬁ?h%er?byke
Opti onal | y,intdiporated dgirtfietats fon aflpngidses so constructed are further

validated using a validation data set, which conprises biological and/ or
psychol ogi cal i rﬁI@r%Elbﬁ QFs mitleskoAeeiae ildustrating vashicsa ereinss ariine 188d t he

I COMPOS| 08 Mes Sl B8 o AR S SN G R B P ABHL B A Sharon

accor di ng to rnci I on Ssa e 1S se

sanme popul ajtilenti@s tAlaeortirngl tol igioGaambedintuts, ichsht@pigainive sttt 60 enly gy oup
of users. The prediction nade by using the classification functions and the
act ual 18ki rPreebioieinerform 8¢ geMerappaiasy relaingronveashlges ganingesich ay oRher user s

in the val '198'113: @ﬂ%{eﬁ%ﬁ{?'cﬁ %@%dct?e??ﬁ“ F ré‘f%f'en@e '%epd ur&  Srl3e, M on

calculated 1'h I've ercent age correc ction e gy usi ng

t he cl assi fdngfdiraents wmlmngamlhg spii@mplroedm@ﬂs lb@ é)%ﬁl@l’eetol Serfor@hete (BIh@lﬂl‘ea
pre-set threshold, such as, for exanpl e 70% or 90% the
cl assi fi catdnsretippneelatedh o é@@l’lﬁméﬁh@@ﬁ@|aﬁé/|0éd’eK}ﬁF4t@atI§§C%1HtﬁSs slichads| thoscor

Sl oot ardiinstdnith PatheRod AR NN o R L e R Ba® B Be BRIt ar e

not nqussafefeke,ﬁcgepar ated and fixed. The systentan be interactive, and the
training and validation can be interwoven for fine-tuning the discrim nant
anal ysis in ordfashigsacgtimeve sisenbel0 prdudast igomengy cwpieivs. 1@&]VPUMEIQI€BASED

SYSTEM The c ut er %alged system of the § i nventi on, ma Qi@t ud
conput er, &'th Tg%{n\%r?é’%‘%?f‘?oﬁ ‘gﬂs & pevEBAatc B]c?)r/rpé[ fron ch a
conput er pr&fa@l@@@éaydlﬁg BARH RS AchHRE Aredidus AR, andUpELi ASlF vbﬁ&m@l%cﬂtcpr a
touch-screen, to allow direct entry of users' biological and/or

psychol ogi Jagure nidor Haweuer, btycqrﬂmgagev@loos chpotlinecnitio| diericnt hpauoy gaming

ialjst. The dat t dul e b t t h
B, FrPow PR, Pl SRS ) o SriBetar R BB B StER s odem

or other nekugl /bl% %@ﬁ%&&ﬂ%ﬁaodﬁﬁém& rARSAY hbpaRGud o4 meseintchd bisebdkl ot ed

bi ol ogi cal and/ or psychol ogi cal data, for exanple, via a portable nmedium
such as a cnpag madhigks, @dDpskor casldcnjp teaninak raspetionenealiagkm¢m\VB)mioal, gicard: he
internet. . ... .. . . .
initialization terminal, or one or more other devices.
Gaming apparatus 104 includes a slot machine interface board (SMIB) 108. An
25  example of a SMIB according to one or more embodiments is the Bonus Engine®
available from IGT of Reno, Nevada. However, it should be noted that although
gaming machine 104 includes a SMIB, different implementations may include one or
more different control components configured to perform similar operations as SMIB
108. For example, if gaming apparatus 104 were a kiosk or a patron management
30  system, rather than a gaming machine, a different device may be used in addition to or

instead of a SMIB. In some embodiments, a patron management system or cashier

client may include a device (e.g., an Omnikey 3821 device, available from HID of
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The conputer further contains a data processing nodule, such as a centra
processing unit (CPU), which is in conmunication with the data entry
nodul e. TWe 2datégsocessi ng nodul e is configured for appCyiusgoitiioaoso4
above-descri bed statistical classification process to the user data ent ered

th h th t dul dt th b f Kk t
of the speclVATtS. GEBPHAdEr PR EEoMENF B e Grdecr IS H AT GReaom
modul e TS e $RERl bh AN BRIGAN 10)ie0T B, GATBLRL yrsqa@%!%gfe edi um

cont ai ni ng tirons for applylng suc atlstlca classification
process tozﬁhﬂdﬂsﬁbmdﬂﬂaibﬂhﬂ&ﬁgﬂﬂuhﬁnmﬁUmmhﬁwlundmamnﬁwam out put or

di spl ayi ng modul e in communi cation wth t dat a_processi ng nodul e for

di spl ayl ng the rd¥lB {104 meridss GBY, 140, a@qum@y|lﬂﬁe|§ ¢ SMIR 18 ShdRmpnisH Y t he
user. ch I i et pl ay
or cen for CysCeT bomRnsi iR B B B0, N R P b e
result, or 1ﬁpmedemfekl lepnnéct digplaf dQOouhmﬂetcbrn@otdﬂanb@ﬁmlehtsl fheasmmmgz

| ocat i on. Optionally, the conputer has a nenory nodul e that sto

i nf or mat i orfORBBUCA A MIBUECTCORveEs and/or Q,tbﬁ*vredw@ﬁ mehslustated in |Fr11@€§ tly Bide
products t r f skin
Conpost £ 1 orotsrS i il Mol et Yot AOTRO R bodtiRns BiCol

modul e, i nfdifferehi t@pes&ﬁ%tnrﬁllﬁildfatﬁ)ﬁrlﬁlks aglyrenscdnil e drigas ehiboginisndy tet S
suitable for the skin conposition of such particular user can be retrieved

from t H& nedHs 10 ey commanigation twithogiet M ROIRireIHOCHIS VSRS, uetbiplenst $ysENS

det erm ned i ti t he
present |1 nviant Fia wEAhGuEGRTTIRICR, 1B M0 of o FbiSenter e BB "7,
targeting angy subnpewik aldkomh @fgabfies hclvorl. , Additidiyl dRgisORtlated tnihmingCi ty,
etc.) with a speC|f|c skin conmposition according to the TCM principl es, but
wi t hout emcne@wr g agc Fomspederpeghone theatpeeidichtione taad | partissdaryowth ERSRVFLE 1 A

group of 1 art|C| a0ts bet n.t he ag of 5 1 was
oot i ted ROFIERaTig. oar IEpn o] hEPF shoaf R At S BB Rior T g0 Va5

questi aBnaliihEueOeiPdrherg o‘ﬁgn w@a‘a&ﬂ 1S 2 Gx¥igitd Mgk, avikeLs liagpaet s of the
participant's biological and psychologlcal conditions. For exampl e, the
quest i onnal re mey engger mere I@@bpélrrmqnés, ﬁhmtSl\éI@omayh@ cqgigur@eﬁs dpglglieeieto
(e.g., fear_o eat, sensation heat at one’ s i ng,
Sveat | ng. paetspfons iRl poBpops Bl sadti aor P Rt T TR uc
suffering fth@Oydr MRt fd@vlqc@@% andod th@splhk €20, Bl REARIdAAbE ﬁfe@nat@lyeth@lSMIBabl tS
skin conditions (e.g., skin ‘col or/tone, dryness/0|llness and” t he li ke),

f aci al corrpn@xbfo@peawhie tcbmm(l@lcgte WIFIEthgnor@ainﬁf@nmr@mmn@ms hiethk igke)jng ski n
probl e acne or.es, uneven n er nent ati on,
G k. st s adireR ity PRy TieBRde For REER ht PaLE R R SoR i e
l'ike), energyh loa¥er mdtd @6SpbRi® of RRY Thfilg ANChRBDEIANA! aWBlabteP§hfthe and
the like. An exenplary quesPlonnalre t hat can be used for practicing the

present i nwentrolder, & displagldaded ahrene¢awindpwi stcpAs\andibdr ¢xampl¢, lafSM i tSTov,
pur poses

and/or other component associated with the cashless gaming system may communicate

with one or more different types of devices or interfaces, such as a motherboard, a

25  controller, a network interface, a service window, a kiosk (e.g., a system having a

ticketing interface), a display device (e.g., a vacuum fluorescent display, a NexGen or
sbNexGen available from IGT, etc.), or any other type of device.

Some embodiments of the cashless gaming system may be configured for use in

systems that are not under the control of the casino. One such use may be a point-of-

30  sale interface in which a smart card reader and STM is installed in one or more stores,

restaurants, hotel facilities (e.g., service desks, cafes, gift shops), or other commercial

locations. Such a configuration may allow a player to use the smart card to pay for non-
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only, without intending to limt the scope of the present invention in any
manner . TABLE 1: EXEMPLARY QUESTI ONNAI RESECURE SMART CARD OPERATI ONS

PRI ORI TY wIR0RARKBED APPLI CATI ON DATA Thi s application ecaiusgoipos@spity to
U S. Patent Application No. 12/756,396, filed on April 8, 2010, entitled

" SECURE SMART .CARD OPERATI ONS", whi ch. is

cont i nuat i GRIPE BAPES BF SANECTI & ﬁé‘aﬁr‘? icp 1%¢‘E£°rp‘é9r‘?d’inn~‘§w§r?d SRRy

2007, ent i 1724 NERCARERRBARE TR RS MRyt kB BT ERER Y -

Cunni nghamatiowah .casinbito lprovide niffgentotyipty of @rdditSon Rr awirs icamdalec. Pap@anbling
Application No. 60/904,017, filed on Februar ¥)27 2007, entitled "METHODS
AND ARCHI TECSHRECHbRIIONS oradlatipesr bonaEpeirfsT yaltwoe%rﬁt PhpRe9etvoid copot h

of whichy ar | ety and for all
pur poses f@&gﬁf&ﬁ?@géﬁgngﬁggpr en@ﬁf g/entl {rlllgtroe gdtﬁegﬁ%tgéer ally to gam ng
devices and systan®ate@nereimrie SYIH incluclas hgmiody 544 Uhiohy oeilohoelabddimegtaym ng
devi ces. BACKGROUND OF THE | NVENTI ON There are a wide variety of associated
devi ces t hdPeay Bat dBmnhdpelade tpéoeta@arﬁ%ctmhf%e@%H4%zs sychg %tprﬁﬁfém ne or
vi deo poker;

printers, gﬁ‘%plélgsegra?% U gé@é%ﬁg 88% PIt Fe (ﬁ%irogﬁ%?lﬁgcaghleésg%ﬁjﬁ c0| n
acceptors, cdlrﬁ@’eembpaﬂﬁénss nkeyorpddd ma3Qitdre vap pe hora patatitct @EﬂuBﬁﬂﬁated\/ﬁﬂy of
these devices are built into the gam ng machi ne or conponents associ at ed
with tHé gaﬁ%hte%r@eﬁng}e F%@ﬁalaﬁleanteawrbd%\mmHOtrsqudgﬁ bylangedr trgpsferr t he
gam ng nac [ gam ng
Tachi ne conihges SFE el 108 FiadaRo g SRV BB PO Bt fpn bl

play a gamsyigh sﬁnb@ @ANEI60 1 BBC M Bee dN ehord eﬁrbeaiewntsaeengayramh@momotahe

gam ng nmachi ne. For exanple, a ganme played on qam ng machi ne usually
requires a IP¢TRYI Tth@s,uhpltﬁevw \ OBtCIEhei aacrerht ¥¢lug stprqdrﬁndn@rnewdémm@/

machi ne, d| cat wager n]]d iti ate a ga y. These steps
require the gné%nr?bne a¢ .eﬁléofgsyé h S n%sﬁto %‘(V/icrc%[sﬂg“ﬁcq% ding bill

val i datijgrs and gai %n@&@ﬁrlbb@rh&ntst Ah&CHEH nBNRMCclicH acddigingad Aarramaktidie and
recogni ze user inputs from devices, includi n?egkey pads and button Pads to

det erm ne t%npte@emOémnwhehcactlmty isimet | teya trafsastiogapeorg uaiil tes been

initiated, .the ga Chl ne ter ne out cq resent he .gane
out cone. ¢ o THSSPATER ) T S 88 S P QTR PSRRI AS "on
t he out comeaffhetddmphasE(c.AASby ﬁ&bé}qbslgythb Daftiifly @8fpRged tﬂé?héﬁét{oh rﬂﬁ_\PﬁdSte&ﬁ es,

the traditional method of di spensing coi ns or tokens as awards for w nning

game out correeoriled b)ethng:asltlpqsl ganung evbtyy. tThekBrangicspe fompictodmasial praiyrthusu cket
e R G PR (o O afi B heg B G R AP hSGicdea Bh o T @ 11

card) or duplicated (e.g., transferred to a smart card but not removed from an STM).

A card reader 112 is illustrated in Figure 1. Card reader 112 may be operable to
communicate with slot machine interface board 108.  According to different
embodiments, the card reader 112 may include one or more communication interfaces

25  for communicating with one or more portable electronic devices. For example, the card
reader 112 includes a smart card slot 132 and a SIM card slot 136. However, according
to different embodiments various numbers, types, and/or combinations of
communication interfaces may be used.

In Figure 1, reference numeral 132 denotes a smart card slot. Smart card slot

30 132 may be operable to communicate with a portable electronic device, such as a smart
card. In one or more embodiments, a smart card slot may be a physical slot into which

a smart card may be inserted. Alternately, or additionally, the smart card slot 132 may
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play. An award ticket system which allows award ticket vouchers to be

di spensed and utilized by other gam ng nmachi nes, increases the operational
ef fi ci encyoab1masessai ni ng a gam ng machi ne and si npl i fi @STiUsSR0IPlodnses pay
out process. An exanple of an award ticket systemis the EZ pay ticket
system by | GT of. Reno, Nevada. Award ticket systenms and systens usipg ot her
cashl ess” matfi 4vErClesh CRMAINGREPR TRIGHRCS coffigureds or qumpRioas vk ?ﬂsb’s‘é’ltg)ﬁst ens.

Cashi ess SYHH&(Tra SHOG ARAAG EFc BRIOAIAIAL- YS! EMocpr ovi de advantages to

bot h gane players and casino operat or exanple, many players find it
nore conveni ent lh@near mpracmbodmdnts) thk eardtrbader 412 angeomunnéateokiticoncist  For

gam ng nmachi ne operators cashl ess systens tend tg reduce gam ng nachi ne
oper ati ng dBEPortpble clseHapicalevichronEItaq stortd sredih g PHcastivby &g count

i ndi ci azof I e . i bl t ] i may
oo oo S gl o818 | AR ol A R, SRR
whi ch reduchs 132e gasichgermb@limses opedraicanlgsio$32S mak et paitionediso ddustbe whi ch
is potentially damaging to the conponents of the gam ng nmachi ne ge.g.

el ect roni c %6HpBIeio 3 IS Wrirg ppRavdted0br Far sraniniednmerrrd 8198 182 et or s

are repl acﬁggﬁﬁééa ?P%?caf: ﬁ{‘&f&%.e%ﬁa‘?gﬁrf e%ﬁQﬁee%a{h}iiing g@é}%@?%@iess systemis

security. cashl ess instrunents stor ue that is

ultimately redeaabletcd Mim&alsiBo ddmbes tal81d edny,slctadhbes 6r mdsd erub®&iitnsatssuch
as printed tickets or smart cards, can be vulnerable to fraud in sone

i nst and@s, It eard slohd g mapibe eorfigicd testomimtieade vithgyparahis chictiopstdcyivent s
are used in rel.atiyely 8 ”&’e's%n&? %F%Bﬁ%éﬁeé %ﬁ F{Ed&é{an%é Gt 8&{ Yt ﬁl%reoéf gam ng
entity, such as casino, that 5 ssues cashl'ess instrunent can be |iable

for any casfubkfither Idenfbt MbaadSIN) aigd Fhie RoBh. esswithsid dendardbiet &, tihe
cashless instrunent is used in a valid or a fraudul ent manner. Wile
exi sting sydMergrantptnbithaery bera physirdi pgh castirdss remupieathens inlsEaed at ed

W th ganinqngﬁvicgﬁoand am

ng systens have en _adequate in,. th ast
| pr ovenentON APUCE da MM Ae v Ter Wil g o RE SRS daudblededtple | 4

and/ or 11i5mi tdcdRBPGESy beReu tyiple R chmamicaasdintdriacki ght of the foregoing, it is
thus desirable to devel op nethods and systens for preventing or reducing

fraud and ot her Iponent mere pnbwslimentsabs seidacadgr W2 may semmasicaiensith oneeor s .

Conventional smart .cards used for cashless gamn ften enploy the npl us

AT SRR R R D e s o A

permts a auféidnsPalcANg e S&uehIradsidiiontMedult TEPMYBIatPNFof SxdM@p18 AL @drdon a

Genmplus card. Credit can be deducted froma b‘;I)‘Ius card for use in gamng
ebedi

or for snaltkader 43 avwiconsnusethwab aw TV ased embedied iho SBYlearbformatvietheed
UG T S RN I LR R
comuni cat i fgeWedddyiofee MREYBtiGAT shdlst 4628ty validation operations associated with
communications between a smart card and the gaming apparatus 104. For example, the
STM card may encrypt communications transmitted from the SMIB 108 to a smart
card. As another example, the STM card may decrypt communications transmitted
25  from the smart card to the gaming apparatus 104.
In one or more embodiments, using an STM card for securing communications
between the gaming apparatus 104 and a smart card may have one or more advantages.
For example, it may be easy to add and/or remove the STM card from the gaming
apparatus 104. Thus, the STM card could be easily replaced with a different STM card.
30  As another example, security operations may be performed independent of other
functions of the gaming machine and/or SMIB. As yet another example, the STM card

may be preconfigured to perform one or more operations specific to one or more
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to update and retrieve data fromthe Genplus card. For exanple, the
application may be running on a card reader or a device in comunication
wi th the wardiveesser. Updating val ues stored on a Genpl B€TABR@ 1/08089be
acconpl i shed using symetric key encryption (e.g., 3DES). The Genplus card

updates the credit bal ance stored on the Cenplus card if. the request is
encrypt ed v§ip?‘Hg‘E HEP S BPRINEL WPRTNSED g ragshi aké@taﬂﬁdmém,g ﬁMa?fygs are

applicati 0%5c‘ﬂ§§e8i@ﬁ€l%ﬂo&12t§‘i’\%\%ﬁ?@dd to a bal ance stored on the card, then a

user possessing suc d be able to add value to a card w t hout
payi ng. Thus, i rntdre dsempteusmbyditnents (digf,f@rcent meynorbodimckgyia wiieh warid f or
the debiting and crediting functions. In this Wady naegg( systens have the
abi lity to TF¥EF dhsisererabigiorconpiniesiepithe THYgard viptheeSMgard siatilg () thy add
credit to | L e td Lonal
t echni qtaes %ﬁ?ﬁ%?p@?%?f %%{;g{agphﬁﬁ%m%%c Irslld8 o%cexgrrf%ﬁgr,es E\E@S@?g g%tregsghi C
key for updatSivy cerdeslot 1B&l ainces on nvrESemboding@, dhé sadi fadstet X nlay t&n
attacker, then all Genplus cards that use that cryptographic key are

] /
conpr omi seconEgyed of WesignspnsushyiaatetiM sardysiofet36; s Higdengfiorn epsce dHFipe &he a
Genpl us car rifies. a 0 e i t i th
the corr ectn%ﬁl)égl, &%ﬁ% or%)ﬁ3 &\Iﬁ'}glf ﬁggaﬂﬂﬁg nﬁ%&ﬁ%ﬂ? té"r Pl%g g%{u 8,&%%%8{1%@1&%‘%%&%[ he
request. Asbeyohfigmned bedest@tBpheh thenimvdddreatddor mirioke Genfdl frsn Savidard sot
susceptible to interception and alteration (e.g., at the card read/wite
i nterfdfe B0t Hbe ool 9fe fife Rpminy@nachinehprist RadoRANREr WearRmEBYesXampleker s

Tritea capiayrpfrEhEghs REnERTR i HTIT AR o8Pt bhe of PP APt P

gam ng. Forphgxiailke®s, tlifiRr e npdibie ah@omsilcnphamMhoes only three bytes of nenory
for storing credit. Thus, a Genplus card nay be used for small purchases
orl owcredit gamltfipughuan embadipicnhwé thesafd ireadent [ Prapstiptddorn igwe gy ar ger
amounts of credit. As_another.exanple | imtati on._addi.n redit to
G ue. et RS R s Rt B SR SRR B 6 1o
cash out a @aithwgcamghivid af HRiyeds ORErNLaSESwHh Ofmarl halrd | Sot tiBe, cliffelicht val ue
stored on the gam ng nmachi ne may not be noved to the Genplus card. As yet
anot her examplodimeriemes ppslude differcaisondigerappepricscaryplazagoring foshffaenpl us

cards that | nly . avail able fromlicensed suppliers,,th esulting. in
ncr eased CERIC BTG RHeE rgboty e PR acamEYTerd i g ATV SR By Ty

t echni ques éﬂ%ﬂd[&_ iﬁ%r&%o&%@a@! &dr&lf&&na%@CSIM @ﬁh%ﬂﬁzﬁﬁlﬂrlahy-ot@#%% OF
THE | NVENTI ON Vari ous enbodi nents descri bed or referenced herein are

di rect ed t doungtf &remt pattablec glsctramic hdadsce. syAs exmsthen rmiamplep unepngrosgmarg

pr oduc for facilitati cashl ess di,gi t transactjons. .In sone

Ebod it Sty i SPHGRET ey decnih e Bh  SRRCTL SR PR R L ray
be configurigsl @e AR MBMHNI@AIcs Usieh bRe dr GASHE NRONPOUELO VIBRRE gaming apparatus

without communicating via a removable slot. For example, the STM card may be a

hardware and/or software component coupled with one or more components of the
gaming apparatus and configured via an interface on the gaming apparatus (e.g., over a
25  network, via a user interface, using a remote device, etc.).

In Figure 1, reference numeral 116 denotes a user input device. According to
various embodiments, the user input device 116 may be any input device configured or
designed to receive user input. For example, the user input device 116 may be a touch
pad, a touch screen, a keypad, a keyboard, a button panel, etc.

30 In one or more embodiments, the user input device may receive user input
related to cashless gaming. For example, the user input device may receive a request to

move cash and/or credit between the gaming apparatus and a portable electronic device
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According to various enbodi nents, a wager-based gam ng machi ne may i ncl ude
a master gamng controller configured to control one or nore ganes of
chance; awoagari2sesput devi ce operabl e to recei ve an i ndiPCattiseo 10808a4 wager
to play the one or nore ganes of chance; a val ue output device configured

to output an indication of value inc¢luding an award based on play of. the
one or nor éngjalf?é%}mé‘tatlehém@et\ﬁeé?atq ’Feégernlel@d%g FeYPHE C¥ d%b‘/P%mB)fm‘?PBP v

first credi r o or
wngoring 16 ETay I R Gho.F ARUA@ U Ap! b SRk RLicERED Lo RNl LaRE on
interface axptdﬁuegmleeﬂ ra@re paramunéroales wint hsraarp odrtl ahlcemediaddation ivathdide i carl
having a first processor and a second nenory device, the second nenn

devi ce capdB®T dii2dedr| %ﬁgup&iageédawr dRBY; pr@é%tre&n@egwesf BERTHERNHE @xd
anount  gf qyaﬁgl LutBMA :nLt%Pérﬁo Z portabl e el ectroni c device. A wager-based
gani ng machine’may al so 1'nclude 'a secure transaction device conprising a
second processorRefadnee tuthérdl MMnptadevdiseay.t heccndmgets&faﬁoﬁmﬁﬁatdlmem
transmt to the portable electronic device, via ~comuni cat

i nterface, dffeiersypeseRfubgtansanaipkranseds her e ttsff @dPltaYB&@ amfé?e apﬂé:]?t r st
request incl Ugtﬁgd&&ggrtt asft H&{)Lgays%oeﬂ &gﬂ{eﬂ?tdﬁsﬁﬁpér CeiRy & r&%%&e

portabl e el ec ronic Vi a comruni i on ace, en it

det er m ned dnftatdithéres aeemtﬂpwdatitdtmd Zied display NR2Orm@t boparc offpthd @&ne/\déshcd)ne or
nore security aut hori zati on requi renents, an indication that the second
amount 18f dpedittorliscissedispliat ed i naccordance with the request; and update

the first credi tTtEathQtS? 1%5{[1%2 b :Tga;% | h%?}i@sp%&”ﬁﬁrﬁlgﬁ& %Slateﬁ t%cga%filg?snce

wi th the request |I'éa peratin

wager - basedsagfing. NBo@RIpNE thiaisplag 100 enagtsBbwnghe driingre fphfa&ietdi‘&ﬁﬁfey s@eaa ce on
the gam ng machine, a first credit bal ance representing a fi rst amount of
credit ava|qna%p@t?fbé¢ clggigenie gvltfz)mptoa}mtmeat@ﬁemeh cargreadgaits soeh ehamcer
avail abl e qg. Lhe, SATLNG, MRARL NG, b ANRET LIdDR oM. 3. S Sall €.k RIS AGLON
devi ce on th& d) am ng Chines Vi a Connting cat i one At er f ace. fPse
request|st o aatehts® tBreeh @64, cAdithaliRes; et Nst&odaH Al i @ind W tdinﬁlbec&ﬂiﬂ ng
machi ne, the first request representing a request to update a second credit

bal ance st ovid soarttdaed plof 3Bl dneaingcarrmaiccerecdimentsy the et d2@ mwdi shobal ance
representin second (Z unt % 8cr edit avail abl e on the 1g?c]%rtab el ectronic
u

device, the OhYiPpE F Fegte FigOSe Xl Pt RS PRy ol oh;

recei ving fdoﬁfﬂtﬁrﬁ&tf@ﬁrwlﬂbkrﬁar@|c%t§1&n]3(2 ﬁ%VIaPEst 0\f|p@s§1151@ peTEI a8 8Edge8 a
interface, when it is determined that the security authorization

i nf or mat i orSelﬁQ'ﬂ‘m |0ésapm0tthd cweo-trnshar Gresbeldr valyesaat sedectiatdforpprenedi swerent s,
an indi atlton hat t LSt anount of credit has been updated in
accor daice HP f“ﬂ@“t %’cfuce and/ or updating the first credit bal ance

stored in the fih$gFBMDYeréR¥ingRictd] 124 QAR Wistehhst st §AkERL124IHayone or
nmore enbodi ments, a request (e.g., the first request) may include a
include one or more servers related to cashless gaming. Slot machine interface board
108 and host systems 124 may be configured to communicate via one or more network
links, such as network link 128. In one or more embodiments, network link 128 may be
25  anetwork link in a gaming network at a casino. Further details of a gaming network
will be discussed in relation to Figure 17. However, according to different
embodiments, network link 128 may include one or more communication links in a
public network, such as the internet.
Examples of the types of portable electronic devices that may communicate with
30  one or more components of the gaming apparatus 104 via the smart card reader 132

and/or SIM card slot 136 are smart cards 200, 300, and 400 shown in Figures 2, 3 and
4. Smart cards 200, 300, and 400 are portable clectronic devices that each have
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request to transfer a designated credit anmount fromthe portable electronic
device to the gam ng nmachine and/or a request to transfer a designated
credit amsonvifresst he gami ng machine to the portabl e elPettusenito3@eyi ce. | n
one or nore enbodi ments, a request (e.g., the first request) may be
transmtted responsive to a determ nation that the fir credit ance has
reached a FMFEONAEAE YHPEISHEPEFSH) afldEp R4S Z@&ﬁe@ed ?@Qéﬁ‘ved

froma UserefaQﬁ og&%blg%" O RO Gyt %1&81”&0‘?@9&%} ENES ‘n%i‘%as‘f#eﬁ?[ggming
processor of thé secure transaction device nmay be operable to determmhe
(e.g., usingstampmd@etcesim eedroanicot. t r ansf er anount and the first credit
threshol d) the designated credit amou nore enbodi nents, a

t. | .
processor at theB¥EeHES 89%@9c%1}doﬁlp(hgrﬁﬂé@n§r§£§.Cafl)rﬁ% AeSIEd AU S ) may

be oper abl i ] . / er the
ot oot o AELERT BB1icd Bnl SHBRTSHHLR SUAGHITAL 1R poaRdnflthe | HORRECT
devi ce; tr dielefer, actordmgpo difeerém cmbdaingmitd, RatidBnypdiaif ptdpears@inpUBh@Aapeson
interface is not in conmmunication with the portable electronic device, the
first credibabansd @rdﬁm@%cqmp%@mﬁé%bw@glﬁ% EANHEHECHR Py oty

device; tr } e o ] e 1 | | er t
indicatingq?ﬁgy%%ﬁ%&ggﬁ?ﬁ%nhgbﬁgﬁgﬁgighFggggkgﬁgﬁgﬂ&?%okgéﬂg%ggéﬁﬁggggice
state; and/drdst2000300,t and/dremlesty be cpbdbllied M aarione eages as fuphit fadfpey. aForon. | n
one or nore enbodi ments, a processor at the secure transaction device

(e.g., Ohe aepld aprvEcsshmay bgyrniwdisddn aptM cyddecwditicasd szad yaart erd) i ne

w ndow f or r i eyice, the first offline w ndow
representiﬁ%ggypﬁﬁéggégfﬁﬁ%ﬁ%g§gégﬁﬂ%%%%%brtabIe el ectroni c device may be

used for cashl eSS QIERE sWwNPHinaRWahPDO0 Bat i gonfighifedofedBignt® e RBY ess
gam ng servers; determne a first on-line use of the portable electronic

devi ce, theonfjqrgnogrleycrelnys eastsy pREIPHAWNH AN Lecadanss twitheermembodimenhoiahi ch
t he portab“ﬁ$e%ec%qgniirgegfgf @@iza %hqptica} 9(Mﬂ£§ tq% gne .ar, nor e,
cashl ess ga Rémgérng%? dSCEFHHR ; sﬁﬁg“Fﬁ%S st 6???|Aggmjnd%%ﬂ%%d t he
first affliserused) what Beds hdteidcludst p@fdnal NEentiSiRatich MibMhdliohhe. 4.1 hadne,

of fline window, and/or permt, when the first offline use is within the
first offl ilfentiicadewiuroees, afd/arnengidioddd b @adiceler penii ¢ devi ce wi t hout the
portabl e el ectrqgni ¢ device authenticating wi.th the one qr re cashl ess
o ng server s, IMgiE PP RoBshT hsh etk Bl 0 orsBR s &
transact i oroffvifi&td §itld-one o et € 6MRAJRIQEES 8 PahilBNctREIKIREBARL Flabf hacei ve
fromthe portable el ectronic device, via the communication interface,

i denti fi catsmomt ¢and slotresuickhas dussroaraced st 132t hdopever.ab| dffedcaicembedimentsyi ce;
transm.yt, to a cashless gam ng server, a first ssage .i ncl uding the
receival i dBHES FEnTRrCTABPRE SHE onscer e AL Hechriich e o “ambitg
server, a seafPRchitRRaagR WNSINMAENE @Bt I(BQI CoiNIOfurl habt 1857 hal/oWSRireksd he
portabl e el ectronic device has been at |east partially blocked; and/or

out put a naobonfiwgatdtion. t hat further use of the

Unregistered smart card 200 may include one or more hardware and/or software
modules for performing functions related to cashless gaming. Each module may
25 include data and/or program instructions. In one or more embodiments, one or more
modules may be preloaded on the unregistered smart card 200 when the smart card is
constructed. In addition, or alternately, one or more modules may be configured and/or
loaded on the unregistered smart card 200 via a device in a casino environment such as
a gaming machine. Unregistered smart card 200 includes a card manager 204, a

30  security module 208, and a wallet module 212.
The card manager 204 is a hardware and/or software module that includes data

and/or program instructions for accessing one or more features on the unregistered
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portabl e el ectroni c device has been bl ocked. BRI EF DESCRI PTI ON OF THE
DRAW NGS The included drawings are for illustrative purposes and serve only
to provi dwoexapb®s of possi bl e structures and process PCes2610/03d8he

di scl osed inventive systens and net hods for providing gane services to
renote clients. These drawings in no way limt any changes in form and
detai | thatSTHay B e 1B @He oF FOBR: F ofnedite i S eene Odr FOUFY hout
departi ng iﬂr@d@n}o'lgﬁreﬁ Po nbwaliar? QARR. OiohaGer MY e(pﬁbr%ﬁt cfib@4infents, %g&%rda

bl ock diagram1 iTlustrating a systemfor performng smart car

i nitializatrhamagan204tialyiteaidded,andmnonfigired biyronacarand@ndeioss tilh aotu8hless
enbodi nent of .the present invention.Figure 2 shows a bl ock di agram 200

il lustrati E3TaPE M¥KEYi st ered pl ayer smart card, constructed in accordance

wi th one enbodi t i Eon.cElLgur ﬁﬁé .
diagran?SOO iIIE@?ﬁ%ﬁéﬁ%ﬂggggg?gte?éﬁ&g@%yggngﬁgg#'@%r ,Hg%ﬁgg?ﬁégigpﬁn
accor dance iwdivhiuahenregivecidremirt cfrd 206, quicksieatsmanyend iseial nuhger.eldoshows a
bl ock diagram 400Q illustrating a smart card for use in a cashl ess gam ng

devi ce, cor8PiEsEthedimentsa shcorpheiad Maprees A8+ Btk vHeANCEr Mt Clyplogeiphic

i nvention. FELgur 5 tri evi d

par anet er vag‘:%g,k%gg F ﬁ%@%ﬁfﬁ%@%g?ﬁ%%ﬁ%ﬂ{ﬁ {hﬁ %dﬁgé{%t%ggﬁ‘%gﬁ% érgﬁ{ohels%rr esent
i nvention. dxb@plegcodshmagera0dehdyodcladdsthadard Relatthaigraload@dt én thakthapasaivet er
val ue, perfornmed in accordance with one enbodi nent of the present

i nvent i18n. duriggcenstrusiioivs a met hod 700 for manual ly transferring credit to

or froma smart A oGO IR L0 ACROLAANGE MR IngNS, SIPAFTERk Al he

present invention. Figure 8 shows a ica

transf erri ngapedid hey bE uhil@mbie. SP&T dxagpld it By HO impshsible RALLRF dhanertM t h
one enbodi nent of the present invention. Figure 9 shows a nethod 900 for
cashi ng outcatl sl pumbercind(ss one PHEWTS PIYROEEPBEMSECSHkEYS Witkow rersigring e of

the present_inventi.on. %kgukﬁg%o howsad od 100% far @rqte ting smart

..ret .
card accessMher¥ DINRETN" ac Lol a%he & v %108%1P’étr%8%| et of 't He“pPesent

i nventilgn. bW ehclkalgRONE., ¥ithebpRpridkQecdray viafidadah). ng of fl1ine use of a
smart card, perfornmed in accordance with one enbodi nent of the present

i nvention. Fi guriccopding dosvagions chdbedmnpats, fesrd tanager 204 mepyaperstit faildiagi on
regardi ng a_bl oc

L ﬂwnkggﬁiqa%%ﬁparg H%rfonp?d i@ accor angg W@tqzonekgngp i ment
of the pres&NEVIIRVENTT P Bl 8E5 THONE 4 r‘rl_?eei RO8™ 1360 foF CaSRIng“But a
M ssiNg SNMBhinagar 204 RENT RiMRGddm 2 ¢&abAARC/H M CbnPiBErifETRQGLRE Hodfe 20%
present | nventi on.
and/or wallet module 212.
20 The security module 208 is a hardware and/or software module that includes
data and/or program instructions for performing one or more functions related to access
control and/or security verification. For example, the unregistered smart card 200 may
receive one or more requests to read and/or update one or more values stored in the
memory of the unregistered smart card 200. In one or more embodiments, some or all
25  requests to access and/or update values must be validated by the security module 208
before being performed by one or more modules on the smart card.

Thus, in one or more embodiments, the security module 208 may include one or
more pieces of information related to authenticating request to access the unregistered
smart card 200. For example, the security module 208 may include a Personal

30  Identification Number (PIN) and/or one more cryptographic keys for enabling secure

communication. In addition, the security module 208 may store information relating to

one or more previous transactions, previous authorizations of the smart card,
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Figure 14 shows a perspective view of a gam ng nmachine 2, constructed in
accordance with one enbodi nent of the present invention. Figure 15 shows a
bl ock di ayoami12b2sstrati ng conponents of a gam ng syst emCTABGR1UMBISEH may be
used for inplenenting one or nore enbodi nents of the present

i nvention. Figure 16 shows a seryer-based gam ng network, whi.ch may be used
for inpl emeFPHYOBHOUBES: Nt WMDSH afeaqt 8 L@thtehseeﬂaf@g@ £ pSORER IR BETAT L ED
DESCRI PTI ONLEx€ ry. a i Catd ac i . t he
present i S\)gent [ ggr%hgr%c'dgggrd?@%%&?ﬁah?{?i galgaegﬁrtgggﬁl% eés%@ggg'r’rgllqglgéjgér&gn ei ng
provi ded sahedue)t magddtetomtlexic and-cntigimblicheonfigledtdt anditheg cadind, he@ potesent
invention. It wil] thus be apparent. to one skilled in the art that the

i nvention rfRYfiBEablede i agardetiplgimbsgldn gpmg embarlingnds yalypreqniigaragla by | s,
In other i e I ro V, i in

det ai | |5n E)hrs %%?ﬁt%a%ygil%d%%&hggsaaﬁfﬁ;sg cgcg:)%rd rﬁéﬁt%@%p&r%?e%h?ﬁ ?t?\lglse\g?quoa!n.

G her appl icasihb o sk opOSSH phemesdtchaluchad bé berddadn gndrngareéx apgal thesmexd d not
be taken as definitive or limting either in scope or setting. In the

foll owm ng d¥failed description, references are nade to the acconpanying
draw ngs, which Iﬁ%ﬁhi%n%rcgne% € %%%8{&&&4; ‘aﬁ]?e@{?ﬁﬂg’}nx@lg Eosah}%. $ham by
way of illustration, specitic enbodi nments o € present 1nven ?on.

Al t hough t hesgramnipaelionend foranthefBSting bad ot moseifdqueitentt acddedsahd utiegsradd e one
skilled in the art to practice the invention, it is understood that these
exanpl 8 ars@agbcard g0 ngor saxempichathe ofasutitye mndllcmBA® smanyinplade uegand
changes may. e o\ .departin . Lrit. a C e

i nvention. %ﬁﬁﬁg%g% f&hé&géﬁénsug%?) %Ie n(%/ren Olié(’)(r%lrﬁllctstl%ﬁ? ?gg{egdtop%%ﬁ%r ?ﬁ[g@t"%ga%%m ng
nmachi nes andny@ti€M®ns.i t ThSadudiéd) 0Rt k@irithahosQee20¥ hiie iagpesd girugem
systens and net hods di scl osed herein m gfht be adaptable for use in other
types of ddistessonsipsivertying thahiicr sademis regueshpprecesbPre orsers Yaheas Qhhei r
use s ot ESHLLRIEd SXE] U8 Y8h Kol e SRM AL MRENIAF 3. AN iGRT EX SO

ot her adapta rons nay Petone’ rea |§y aB%aPenfa uponyPew W of Jthe TVENt i ve
appar atjgsesaidsaesésgns and nethods illustrated and di scussed herein. In the
follow ng figures, nethod and apparatus applicable to various gam ng system
configurations ar wakt masdyleolliZas edathyipe Aetossadvare swdplicibat. indthdesglata ng
systens may nprise a network . infrastructure for enablin Qr _nore
hosts to commThEaRamAnt el £ hrelRlBsor ek PR tinr R Ryl

oper abl e t QnBfoP\tiaASfeWaReEdsh hin@/or &r&NMPal@és fdraasifessAuadphibg al Aok Yex@pRamag
devi ces, such as bill/ticket validators, printers, nechanical di spf ays,

vi deo di splvaallst modike mmplpeanfighiedtie stormeniesr nierpytedibrtaness; A ongdt beleneens,
key pa%), Cn%ydbg %%da?nrlgdnt % ci:rgdi%) %}18/& cgs Via\(;a?l%bleefto% Use rlrr?'ygarl%l%ling in a casino
environment. The wallet module 212 may also include program instructions for one or
more programs related to adding and/or removing credit from the wallet module 212.
In one or more embodiments, the wallet module 212 may be configured or
designed to store one or more parameter values related to adding and/or removing
25  credits stored on the wallet module. For example, the wallet module may store one or
more auto-transfer threshold values. An auto-transfer threshold value may be used to
determine when to automatically transfer additional credit from the smart card (e.g.,
credit stored in the wallet module 212) to a gaming machine. When the unregistered
smart card 200 is in communication with the gaming machine, a determination may be
30  made as to whether one or more credit balances on the gaming machine (e.g., for

playing a game of chance) has dropped below the auto-transfer threshold value stored

on the wallet module. If the credit balance on the gaming machine is less than the auto-
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coupled to the gam ng nmachi ne. The gam ng devices may be controlled by a
mast ergam ng controll er executing authenticated software to provide a

gam ng i nwerbacesd3sr a gane play experience on the gam RgTMse#1080894 n one
or nore enbodi nents of the present disclosure, a smart card incl udes one or
nore prograns appl.ets whi ch ow bot h fl exi bi and
cont rol éra%f?éthr%hefqa e Bt thﬁw@”@am@da@ g tﬂonéL AR i RaYSIgroe s od

t her eon. 118 89%1 4 techni ques (e.g., in the Genplus nodel),
a credit baﬁ%%tgdea&?s? a tolr gg‘}'vcgp%e on the smart card, and an external
system such as As eadtikrrezadele, tlﬂbe\t/ﬂitaﬂmmhﬂef\bﬁl hmry beaoafig@rd tdetosd orceok

bal ance values to conplete a transacti on. us card % det er m ne
whet her a rBgfgeso- Er%n%ffrtaé‘ﬂ‘méltsstthéH Cbeﬂltaﬁéétqnéatlﬁﬁ%gﬁﬂl%feréﬁ% oBttBe Walgk it
does not def & %2"‘%etahg£mﬁ1ﬁen{aaﬂﬂgs{h r allﬂéénta&i Q&{%ﬁtz &aly OB td%aﬁﬁﬁ%hﬁdsfh‘?h a
request. In contrast more enbodi ments o sent di sclosure

i ncl ude a swesrdamar dvith t thea qui@gamferr ebicghclg enluthe cA&bdrdlﬁgs ebf differgnt, a

Java applet) that may verify authorization to Tgerfor mt he transactions.
Thus, in orf®badimgie diesa iquesfQr dgeEpinEe 9@?@#11% elyeredit eayrke eaid
itself to f t dis
e e BEFLRUERR HETRRGNL OF B QRSB S8 ALRTAP S, LY

enbodi ment snadhitizningg ba déeimiredabi Broapigk nlc@balmemh thb%aﬁﬂlligjmdblslﬁb fto st ead
of a different device elimnates the weak Iink in the security, described

above. 1@ne sBa®brihe cruta-Hansferc fuaselfl yalgr nd, thes aptedranyfes rthipshelg amount.
convent | onaly SRA0T BUSolfe O cpdiDuRRIRURRACkdar Lig B BE-ROSIANR ! 0

physically ‘in EOMTUNT cat 1 ons passi n ween e ca system

oper ating afayded substadti gL teﬂalttbthlzﬁﬁéitraﬂ'ifbrsthtdgh(ﬂﬂ@ﬁi@hhﬁn often occurs at the
card read/wite interface of the card reader. However, when enbodi nents

di scl osed herei nA@péimgrm éﬁﬁﬁ@%@mb@qh@e@ﬁewat19%§cb¢1qa% @ﬁblhecla%@ﬁotﬁ #dsadi ng
and/ or Updat I P mQdif S(;[n%r egnoqrg‘t ara?rfe%er a asn (())t bs%l‘revege’r darnartc rd 20
comuni cat i oﬁs be(% ween thé apBﬁl Catd of an feﬁ a?g CERNOY. be |n?fg gpt ed,
because st hanapplor &rt embbiiaicnBPehdbes o pdrit@cdal AudteriaPbe es@sided avd/6hi n
the card itself. Another reason for the increased security is that in one

or nmore entséupdremt the smart seaed tupeariditializasion Bl icerd (st BBrenainftidaetianer has
perm ssi on eare uest tongfsra%orm trans ction, and

transacti ottgr%%%ggl RN O RE L Sl af Aot 1??8 %?%a&e?le%% pePBi:i“‘%matta‘he

card to be Qhﬁ@%‘lﬂa@hlﬁe USET iBdncCatShore BRIbDdRR@ItY) pefmikiivs to EHaa¥E B8S of Merfeased
security, as as all owi ng expanded capabilities. For exanple, the

ability to vabgswioresdeon thesmeytegard may de rhl@@ttdrt@tonber mom spsdificdyeesfofwamingst ed
syste but rat her Ean extend to.various device 3,c88 shl ess transaction
I

syst emPhat PEEANRES | ESs FXPUPolicaUre %%’rﬁ*?ﬂﬁ?%é‘f%ew]f’ﬂ 2 CREN REPIEY Ver or

host systemiderA® @aakh e exaIRhSer HBYIHORS vARY HABIURIERERIM dnhowmt SRéL card
using public key encryption, so the private key associated with the smart

card i s notsckmgwhescovaudretoodewi wes .in Spm@emetameerceme sresdivec arcdg tramyfchrave

different priYale KOYS alts SLSSOYSI Ol BuSiVRl A0LANILS Y, £530513L, 70

provide a range of preapproved values and/or permit card users to change one or more
25  values without supervision (e.g., at a gaming machine, kiosk, etc.).

In one or more embodiments, a casino may restrict the values that may be used
as the auto-transfer threshold value and/or auto-transfer amount so as to reduce
excessive wear at the smart card and/or to impose operational limits on credit transfers.
For example, a casino may impose a maximum auto-transfer amount of $10,000 in a

30 High Limit gaming room and a maximum auto-transfer amount of $100 on the main
floor. Such game-specific or area-specific restrictions may prevent a player from

transferring an excessive amount of credit to a low-denomination gaming machine (e.g.,
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with one smart card will not conprom se use of other smart cards. In
addition, one or nore enbodi nents of the present disclosure are not |limted
to propriwoany/gemst card hardware or menory sizes. Thu®CTiuse01a03a834 f or
each smart card according to the t echni ques disclosed herein may be

significantly reduc S itional tec ues, Further, smart
ca?ds heed HeA00, A qﬁeﬁe tS é@a%wg pliUse eVeth hAe Clafer Frofugo-transfer
enmbodi nent s, chaNANG ﬁobaih%%c& 1 ﬁ?{ﬂg {rHFaEdda8 t@@%&%g%{ac%e%n%ﬁ@%snfoar d

may include one or nore of OW ng operati system may read one
or nore padhnmhanﬂ&bedhmkﬂdodﬁOﬁ1anhmumaamd; anthapphy.ctht icasinorai belasear t
card (e.g., .a Patron Nhn%genent nmodul e and/ or appl.et) nai call a function
on the appm IR9F PESECTERFCHARIE ORCRHARY COneiRs SPRS sstiiyfinddipkyaRgt@tone or

more perm ssi On%PasBH{eoémﬁdaHrﬁémstlﬂﬁltéBR'ahﬁﬁ&érﬁ?k :%ﬁlan'i@&@ r%}ﬁbé)fnéﬁg%ﬁ Ghanges
to the card a player may specify an anopunt ney to ve t or from
the card, aﬁdhamatgﬁnapﬁbpgﬁmpief@pmcg fiorypdreficromed dacdsa@.grl foetindinidaalGam ng

Machi ne (EGN@ when the card is inserted into the EGV and after checklng one
or nore corﬁlits@m)afqrcﬂﬁm\lp&l ferlayaie/Tor dErensraaring REARSTENS. Ry el wistmprey the

val | dat i onsy o8t Gr O MR8 LS RORBC RGN Y, haNng sakiageldcat an

runni ng on e car ‘car O pertorm

specific ogﬁéc&tihtgq&ragh?@h) q;eamta@e-bafedaﬁahbﬁatsl (@Jg.,lm)au’fdelfﬂa@fertvhﬁledﬁﬁi%dt hat
automatical |y trlggers a_transaction whi ch seeks to replenish funds when a
gi ven BAI arfee/ S alof shgyeredily balagsele iof jogher ttypces sHdimitatiums h 1arsorispembedimentsmay

ol ude OnGu G IR &1l OF 4 Bl U ARGLALLINS By St om ey read one or

nore paranete ed on"a smart" c ion on the smart card

(e.g., a Patron mlanarm@hovnpdtm@ckaad%@m @@(D'llﬂls)ram?g’a%élhtefédfplﬁlﬁérlsﬂfhﬂon t he
application to make change; the application may validate one or nore

per ni ssi onsath@ppytructsdds acedgangg ptittcend @anéalylelmm@h@ RECSt IRYTANEORh et t o

t he card; eci f r shal d c hat trigger
e oot (caRd s Ao SRR Ity oRECL S Mot BNt G Rt 2377
may be 180V e d @thek ifo@ditidni(8.gl, ASME] i@6hti MaBoRAurkbdd cioh)@Bsothagedooi bgdieat i on
value is checked, after one or nore credit bal ances on the EGM are bel ow he

speci fied ba@aﬁpgﬂﬁhuﬁﬁﬁold and/or after perform ng one or nore security

validations. |In.,one or nore i n ations
et car o e 3 4 SuBPRealy Mo SteB! Dt RRa Pho R e b S lo. °F
access an agahiticatERithOre R Idre 81h8r AvidRIif a%@ﬁhﬂgiﬁétbv@fksbﬂﬁblﬁ plaBdd inGar d
may perforn1one or nore of the follow ng operations: atte o validate

security i fsmaricommelot.i wahias thrasieart gardméotcldd; Hoypelar, emadlff@r@otr embddimantal i d
compar &0t hahF BBy R0 A bE Tl P TRAA oo BRESORRTHEM i ¢
for example communication via a SIM card slot (e.g., SIM card slot 136) and/or
wireless communication.
The registered smart card 300 may include one or more hardware and/or
software modules for performing functions related to cashless gaming. Each module
25  may include data and/or program instructions. In one or more embodiments, one or
more modules may be preloaded on the registered smart card 300 when the smart card
is constructed. In addition, or alternately, one or more modules may be configured
and/or loaded on the registered smart card 300 via a device in a casino environment
such as a gaming machine.
30 In many respects, the registered smart card 300 may be substantially similar to

the unregistered smart card 200 shown in Figure 2. For example, the registered smart
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make the cashl ess gam ng system aware of one or nore illegal access
attenpts; and/or render the card useless if the nunber of invalid access

at t enpt s wRecende43ie pre-defined limt. In one or nore ecihas2omo3E94
information can be retrieved froma smart card but the applications can no
| onger change .ipformation once the smart card is rendered useless. In
one or ror SYBhBRLNFRAES? Ci‘rgé?ﬁﬁa%?fe@“d?§%qu8§’e’6l‘°ﬁ‘élFéP§’ Ww@f%mode&f%g out
even when gpg Al RQmi1} 5 AT %%J bdlled0aM: QoS Re (1. e.
nocard cashout .J%i%%g?é%hﬁﬁéﬂes ﬁay |ng gﬁgﬂﬁb%gaﬁbgg 0 Phegygplomjng
operations: recdnwong anbeeliueds, tho wadishmodtile et mayrbaicogfigvred hestose aral i d
smart card is inserted; transferring credit and/or cash to the card if a
val i d smar t2ees dyldplg patsener credibhalpages i Ryrthasmeye. theoratione ciedibplenges mayp a
Sl ot Maghi . . d A f al i d ent;
hol di ng%t hg%cgﬁ'tﬁﬁgﬁ%g%‘?g?%ldf@% %%1%1#-8’v%(?3¥i P{eqﬂz %%5 ‘%‘gg'g.l?ﬁfe% & B) :
putting theakmbboilibt oy Bestuicd®n thesidarn gard niwytinéludh bubdare abt mited waok eash
out; receiving a valid smart card (e.g., a new card brou?ht by a casino

at t endant ) ;eKeelk thegfadloping:t 3 eandlise Raanceaat in9g-gamdliggebalancg, aromaiipnaly cash
and/ or credj (o} r I : i the EGM back into

servi ce. Tﬁﬁ@?&;%&ﬁﬁgogﬁfkﬁﬁgyEﬁ%%%?%@%ﬁ&?gﬁﬁébgg%gght di scl osure descri bes

t echni ques that Ineypnef é@bodmdBse asRedl te difdert] Ritsda| rRays Barlitmiear t desifgn t han
currently exists. It should be noted that although the sone techniques may

be desdfi betl Y 9refEMsniwerarbcultigBivch Q5 drpchh nglliah i QA CAGAIB YA M Avasht |
; o eo ; o
St odSe o o080, KRl o010 DU, oD PRULARR! Sl o

al | applications an ries rnvotvin a

gam ng cont@xiblingRelal fRéce meE boilinies tesahingedadieis] badhtty tBenitsliedett 0
facilitate other cashless transactions in a casino environnment, such as
paynent forA¢ess & Pruneionab@rises srayobhdmideshii gatren gpaggement terminals or

expendi tures Specific details.related . tq techniques for smart card .
operati ons Sharse rekenEEad of Tufefy BehER b ERh il S b fRdfniy 1 o

U. S. Patsentto Ngint-6f-882 ifdédaces g PayshShPdrirestaur@ntahd bastket Stedpmbm " by
Ri chard Rowe, filed on Novenber 22, 2000, and U S. Patent 5,902, 983,

"Preset Amount HindercingrihescRrypeisof Preass Pemrtrady srag pravade @amion gvitkibhiahidisy to by
Crevelt et al.., . .fkled on ril 29,.,.1996.. both of which are here

neor por at dacls BpEPamBurRrd uf v uly oumaR Brde® el IR Rsragr am
i1 Tustrati ng @ackheSit@RMdilentyiss. e AR, cviBicEl) idpalatee Sf SuiRlk emCaRRPRENt S
associated with smart card initialization and/or utilization. According to

vari ous ensodirmenthgt cozbodiregds garthagashies egantio® syetymbeoroplereith ecgwatper f or m
A N T R SN o
enbodi nents, caghlsgme A¥REenty tQRY I RNt PErs@PRRRBE SohtfbIRELyQfiffe@RE Of
e PINs. For example, access to one or more gambling-related purses may require a first

PIN, while access to one or more non-gambling purses may require a second PIN.

Separate access controls may allow, for instance, a player to lend a smart card to a

25  different person (e.g., a minor) for limited uses (e.g., non-gambling uses, restaurant

purchases, shop purchases, hotel purchases, redemption of awards, etc.).

In addition to the components included in the unregistered smart card 200,
registered smart card 300 includes a patron management module 316. The patron
management module 316 is a hardware and/or software module that includes data

30  and/or program instructions for performing one or more user-specific operations. For

example, the patron management module 316 may store information related to one or

more names, ranks, player identification numbers, PINs , preferred languages, and/or
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operations related to security validation and/or verification procedures,
such as those discussed in U S. Patent Application No. 11/967,916, which
has been wocorpsstsed by reference. Cashl ess gam ng sysPemuBo@ Lioawsbudes
gam ng apparatus 104. In the enbodi nent of Figure 1, gam ng apparatus 104
is a gam ng machi.ne. Additignal details regardin am ng machines are

di scussed HERE; RiorgRgor ﬁ@%ql?l? dary % mery é'gfaé-ctAg &%ﬁh@h Example, (saadin
accordi Ng  t0, %3k oM, } §RIAY Sncl B i bss9RiTlAdyiAP ses may
i ncl ude one %}géngg c%%%ggents§r%1§%&%% 0 cgéﬁﬁgggggg%?hgagEOrnggﬁgle, in
di fferent anbddidertityandanpadorappaost arsndi@playaytracksigeaetrdimna bank of gam ng
machi nes, a kiosk, a cashier's termnal, a patron managenent termnal, a
card initializatiSrPaepmanaeemett neplomaygs bstused tygiccd/or @diishgne or

appar at ys ]I%rgub%'-déﬁ?%lgesﬂe‘?&tec{rﬁﬂbiygﬁy LALAGT %ﬁor% 0atsdokritM ﬁ%l%lﬁsgsg-etﬁnln

exanmpl e of a according to one”or” nore enbodi nents I's t nus

Engi ne(r) avaicl abberlithemn if @lplofer Reoeditdewatlan frelowrwesrs, fred gaho plays,bboseot ed

t hat al t hough gam ng nachi ne 104 includes a SMB, different inplenentations
may i ncl ude’aBise Ry Beottarcdionstle smert<ars b ihesien memescBIn mesitedTha. Jisr f or m

simlar op I ! ] t were a
i osk or o Dhacs 35 8RcHl e O o Blard TR Enyihd (RARIECAIRENT Mbidthe
di fferent dawé.ce may be used in addition to or instead of a SMB. In sone
enbodi nents, a patron managenent system or cashier client may include a
devi ce I0e. g., am\@eiliR@yo 38pouy epbedimeaisaivrEO e toChwftey mapfhgansedfto @k nany)
for readin . car.d | i C systens
w th an STRFRSS RityEle Sy b fuRlitlel yHBECL0 0 B AR or e St -l

avai | abl e fagnererbhble émbodi@agtsNthese SothhiGuesaidy ibd GmBhiMe tiode HBCMsEAGHD -
SM B 108 i ncludes CPU 140 and nenory 144. The SMB is in comunication with

ot her conpdR¥sess tq pntagesieyadrisaytappdr #0us Hoveves uiahorgs o metedepleedd@ents1 2, a

user input device 116, an di spl 120.. 10 0 or_nore enbodi nen t he
S By cOuRT Ranatr R 0R a1 PR TG 70 2o

i1 1 ustrat edidrexhinglef @ chsin indayoi® rOquiflPii@h&Richiddn Stbpkia. ortlov@Veang@calgedi ng
to different enbodinents, one or nore different types of communication
| i nks may béorad ed.th nnrggisternd e cardi?Oismsattee upiggisSrdzmgBcardy200 is not

conmmuni cation W th one or re renot.e devices, such ost. systens..124,
via s commintade BrOTF AR 28 OrkRl e RESRERL st ol Rt RS
link 128 i 558, A&JaWA6 kndyl REuird it BRMSBE pRFIIOHEtfREEb] iTB@hatai@l], anrel at ed
to gam ng networks are di scussed throughout the specification, and

parti cul ar loprdaibi¢metes péantificaion iglorewtion, dadandor perfameonsy ommwers dediodiorent s,

th icati link 128 incl ud f | nt t |ink,
satel | e |HENTIERGR QB ony itherdeg e madiSoons o Mg e luRuutraiit B e sm s

nmay be confdagr Rfagith@esh@pRIa Lifer associated with registered smart card 300 who wishes
to change one or more values stored on a registered card may need to provide
identification information to casino personnel (e.g., at a kiosk, patron management
terminal, etc.).

25 FIGURE 4 shows a block diagram 400 illustrating a smart card for use in a
cashless gaming device, constructed in accordance with one embodiment of the present
invention. The smart card shown in Figure 4 is configured or designed for use as a
Secure Transaction Module (STM) card. The STM card 400 may be configured and/or
designed for use in performing and/or facilitating one or more security validation and/or

30 communication operations associated with secure transactions at a gaming apparatus.

In one or more embodiments, the STM card 400 may be operable to

communicate with one or more other devices in a gaming network by being placed in a
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control one or nore conmponents in the gam ng apparatus, such as the card
reader 112, the user input device 116, and/or the display 120. In addition,
or altermabeby/12693¢ SM B nay be operabl e to comuni cat e P@rtus2@nm3ap4 nor e
di fferent conponents at the gam ng apparatus not illustrat ed in Figure 1.

For exanpl e he S B 108 wth one qr_nore onent s of
the gani ng MEFAE! ts%leh andiesINE g e%iﬁgné{we%t fereny th ¢ W%&tﬁ ce,
service W ngaw c.&f o OI0 3 %B fcal ﬁﬁmé 8ne & ABdireiM tRRMLRL, Br&hmple
conponent assocl ate Y cas es$s gam ng system nay 8onnun|catg

one or nor eodiniircatioh \tlypesnm caelvsioeét.@r thentreart @erisslos WD) asl/@ wircless

not her board, a controller, a network interface, a service w ndow, a kiosk
(e.g., a sYSMEMHEAI®Rg a ticketing interface), a di spl ay device (e.g., a
vacuum fz| uor esc etc ),
or any 8t her tygf:eH o@%@&%@o%%%q{él eﬁg@% ta]ﬁfgel %@ﬁ%ﬁ%@%g‘?ad&]ﬁ%e system
may be conffogpedeinfing fuseonnrdytsd esrpashhat gamengnoEadhnahetult heaycotudeldaef t he
casi no. One such use nmay be a point-ofsale interface in which a snmart card
reader and 28Hor |P§08rt‘f§tlﬁ$tﬂ’é801i1§1 @r@l@cﬁr THeficemoginaants, aps 105 g p odules gy

facilities t%ﬁjc 0ad Vth%%ﬂﬁscﬁrsd 4(5‘()3\‘1/&%1 %18'sﬁl'artSJAPcPFs)conQJruc?édheth a‘&8%§r81' al

| ocati ons. a contiguration ma smar card to

pay for nongm@imatgy, gﬁedﬁr mm%ma&ule&mwAeSdmﬁ‘gurearadd/@@mctadgdl foAckthé @ TMIS@rd N
such a system may include npre than one purse (i.e. credit balance). The
use of 1for étopwaahaéﬁ‘écepmras@swaynalmw%swsqsmanunsmvhlae di fferent types of

credit on a smnh GALA (Sefe: IS N:LOBHT b8, (SaslRRORPLLONA! SIgld ars.

bonus points, |oya orn

non- gam ng dnuiptlSerce s@ast cﬁﬁl@ﬂ()%@bvﬁtlﬂﬂgu@@]l@hdl &i&%@lsteﬁﬁi seiagd @Gd BI(QII ﬁioﬁlwn t he
SM B includes nenory 144. In one or nore enbodi nents, nenory 144 may

i ncl ude progriagienst tigetaxamples dhe SHY rag 44 dneludes py wdammagst ﬂ%tain@ras
relating tq gteﬁf%‘r’ﬁﬁo 94@0‘?11@8&2%/ hasu s‘t? %‘Eahg%lsmﬁaorr gotﬁgryolergss o qulé‘s one

or nore errb8 ore one or ues

rel at edst o inaghkess Biaited P arkPB. epk&ﬂ@ee, mﬂi&n@hé)STM‘EafEByO@ﬁs)ﬁ& @suéaadlat
bal ance for transfer between gam ng apparatus 108 and a smart card, such as

a smart cartdayen ttomﬁta m%altéiedntw\ﬁmhldsmf@lt examples Bowal@2mofivle ognsl/asr paitme
enbodi nent s 2 TBR %t |s non-vol atile nmenory. Thus, in the event of a
system resé{1 U0 AT al ue stored on nmenory 144 may be maintained in

event of a systemdtRdrl différend Osctw&in ROWIM cAAH0O anl EkCImart Bar8OPBY and 300
enbodi ments, the SM B may function according to a Transaction Conpl ete

nmodel in Wrﬁhewneiatlfigtntey 2 gnchotis rthatothel 6 M ocagd ﬂﬂ&ﬁs@u@dsoan Seagoridansaetian t he

transa |s co ed r ard, .T , trans t|o i S
ooy eante LS TR TRRs S is v BB SR R a1y
conpl eted trﬁ@dlﬁ@%dtQﬁclﬁ&é’s agh Re/ot 9resd_dinsitudtidas 088 PLEsEiHA e DrSHdtem
The Transaction Conpl ete nodel may thus prevent cash frombeing |lost (e.qg.,

t r ansf er r ecdbperadionamel TN thuecuroty fagdivatdedcashless gamimg transactions (e.g., with a

smart card). In one or more embodiments, the STM module 412 may be operable to
communicate with a smart card (e.g., via the card reader 112). Additionally, or

25  alternately, the STM module 412 may be operable to communicate with one or more
servers in a cashless gaming system (e.g., the host systems 124).

In one or more embodiments, the STM module 412 includes one or more
cryptographic keys for communication using a secured cryptosystem (e.g., a public key
cryptosystem). In this way, communication between the STM module 412 and a smart

30 card (e.g., a smart card in communication with smart card slot 132) may be encrypted.
In addition, or alternately, communication between the STM module 412 and one or

more system components (e.g., SMIB 104) and/or remote servers (e.g., host systems

25



card) or duplicated (e.g., transferred to a smart card but not renoved from
an STM. A card reader 112 is illustrated in Figure 1. Card reader 112 nmay

be operabWe 2bu/resruni cate with sl ot machine interface Poafu$201083089¢cor di ng
to different enbodi nents, the card reader 112 may include one or nore

conmuni cat i interfaces for_communicating with one or nor ortabl e
el ectronic @Qbﬁ@@sbe fsEyREsdanf e ‘Prh’éloﬁea?ng? mauts: e ST 5%&%9@ card

slot 132 aqg%igtegdl\d/i%%o&lrﬂére}éﬁotemﬁer’ according to different

enbodi nent s vari ous nunbers, types, and/or conbi nati ons of comunication
interfaces may Bachsegstrdtionfhgutake place efoecemaaeneachnmbe 4 2mdgnabdsnaos mar t
card slot. Smart card slot 132 nmay be operable to communicate with a

port abl e el@dtprgamigpinamal supayvaed up.s pdietnagdy@r adpitiopally pegiyrasion may

card my be R APRE pE o Rt & QS Te Gl B EMEI AT o

maybe a W rtgh@s snteonioigmiyg adte.pn In noatcl anBodimahisg tircetbgistratiompustcsabay be
wirelessly with a spart card and/or. a different type of portable electronic
devi ce. | n iB§&raRd wish ©ne b daerRanessduten doic gtterimgming machipes onshas &t e

w th one or I i j I tore a credit

bal ance forA&(;g%éﬁ‘Igggg hg%%ﬁﬁeg]!} g@%é@isﬁ#%%?s@%ﬁse&%grﬁ@@ rﬁg)élﬁjg?f'llz may

conmmuni cat e W t PAacG R inseaceh, \ts@ of mgrharc aird &l DEarhihg. appbrasisChag iib@tvarent s,
smart card slot 132 may be positioned so as to be accessible to a user of
gani ng ppauticnycating. thesmagearpite a wmmate seed syFlbes pagashigys BaBINgoerer.

physi cal Slg{fch%ﬂfﬁeﬁg%ﬁéh%%gnvgwg ﬁﬂ(feexg pgbgflq%{‘“ n@leaa%&%glﬁ&gﬁ of- %Osgllarl}te nts,

Ref er ence nurmera eno car one or nore e

SIMcard slatd 138, mlaﬁlgb@lecﬁmfﬂogélrc%tdg@?jﬂMYd),Ca&m?fyilﬂgt End op@idralPrévious
el ectronic device, such as a smart card designed or configured in

accor dance tingastigpeassecipigd avidithe paasgise yerHpmg tieidentity offweimarisarg usear d
formfactore. As with the smart card slot 132, the SIMcard slot 136 may be
a physi cal sTot, a wireless comunication interface confi gured to

comuniigat e W r ghemslor Mblehendbodidvb@ar £h Qith&itieefiond tdndi iBayebe etddeniugingdeVvi ce,
or any other type of communication interface. In one or nore enbodi nents,

the card rédwdue, ambornafier caehoashieas eaminghscorien end/appticpusa abthe serasceardni ¢
devi ces operable to facilitate co ni.cati ops/ secur i functions uch as a
Secure Tr el wBadt berdaipt AP By oR2Bres Ph W0RP oor et 2 may
communi cat eeWollidaldy, SH¥h ¢asgbr&ibRdi ed in a SIMcard format via the SIMcard
slot 136. I'n one or nore enbodi nents, the STM card nay perform one or nore

encryption, decrlypréven, inapeinorngases.i sugh vatlicdticition wperbst ingprssidles sied/ait ed
LIRS R R e R N N N S
108 to a smehmboeflyandAs REBHERENY RepeRbR, AdhotMesahflc MY dREKY Bparatus
conmuni cations transmtted
at which the card is being used may not enjoy continuous communication with a
cashless gaming server.
Thus, in one or more embodiments, the STM module 412 may include one or
25 more parameter values associated with one or more offline windows. An offline
window value may represent, for example, a length of time between the last
authenticated use of a specific smart card and the time in which it must be authenticated
again before it can be used further. In one or more embodiments, the offline window is
24 hours, which means that if a given smart card has been authenticated with a remote
30  cashless gaming server at a particular time (e.g., during use for a cashless gaming

session), that smart card may be used for 24 hours without requiring that the smart card

be authenticated again with a remote cashless gaming server. According to various
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fromthe smart card to the gam ng apparatus 104. In one or nore

enbodi nents, using an STM card for securing conmuni cati ons between the

gam ng apmperatueBdd4 and a smart card nay have one or nmpCca/Usdvansmsges. For
exanple, it nmay be easy to add and/or renove the STM card fromthe gam ng
apparatus 104. Thus, the STM card could be easily replaced with. a different
STM car d. /Sé‘ﬁ&‘iH{lﬂE% ths QffiEncevinday R4t §F Bpyeradtc; RhEC Rl nqyes %ea«srﬁjﬂwgdwe 1s

i ndependent . i f the gam ng machi ne and/or SMB. As yet
anot her exanr(r)g %@@ﬁ@%#%%%%ﬁ%y be preconfigured to performone or nore
oper at i ons speciThucust @f anefftine widespmay hilow tpEsyafto gentha gmap pardatvas éfs .

Addi tional details regarding STM cards are discussed in .relation to Figure
4. In one JFMREr @t@%ﬁi%w? e cardyis nog perfermedy r owrtsdif e it detsmingsi QA car d
reader %12 4s %Qﬁufué%ﬁeﬁt?ca?e%’{%y Rk BRUGAM Ll Pa1rs HYSRRY o i &ﬁﬁ@ug@'%&&&d sl ot
136), the gampng apparatus 104 may include one or nore security features
for pr ot ecttheigtieRcgasiag tappshivk Gadydredhisot to 143d. anklfor abearsfer np¢dEt &otothic nenits, t he
card reader 112 may be configured or_designed such that SIMcard slot 136

i s hidden f58m Burthise detgils phiicruse ohofthas viaveeredisspusedin wition tg Ziguies

machi ne 104, ;kor iexanple, card reader 112 may be configured or designed
such that i otrder to add or renmove a card from SIMcard slot 136, the door
of the gam ng ndalnoer Misé chBodipRABHondAS ADRL fredmexavgdls, starod uh oy $7ed
access to the SIMcard slot 136 nmay require one or nore digital and/or

physi cdl kesprd 494 mygere Séweéwpbli@itialr&@ﬁign of jithe AT Maradm Fastexampley HisughMan
St ; poars : S
conmmuni oat i<a5! 4 Sl B ST arh€ phialrdRicd RSy i ol Linonlss oRBRELRRE 0P,

a player’s \gpBrchrdcailét Nias forainteetsdérdd Shatt cdrds, cteli $toangBhe MO fiedh&cimay

i nclude different configurations. For exanple, according to different

enbodi ment svalugs tqiileﬁheo?rﬂ%dtaﬁd ey gloay dre easypaior cxoigise semiral oSty eashldssnay be
embodi ed 1 1, oS O dIR Fof TROLnGRRE L (ONMBES o ShMLERT AT FERLSapi0T, B, L her
type of forfyat ¢ or A ’pgf AbPEVET Bt ORi ¢ eV’ Ce . Bas another e&%’rrpfe, I n one
or nor gs5enng dpibScaliF Sl McGandmuBy clogit BAatCabl dag B RIoEH ¥ tilregis@adt NG
apparatus such that the card communi cates with one or nore conponents of

t he gam ng sappaeaadusiivhe pasuto lemnvathpictheicrrge waay layversousatsl enrggigieredsprart

exanple, the STM card nay, be a hardware d/ or .sof twar.e.c opent caupl ed
T ome oroHBr LcamBTenes St e dEits ghe aR AL ERE HERAR BT S G o
interface agorbdendmdgigeradRRAEAICHRs (I8 oddor t&Y&Tucd riRR{B! Kn thél et BSEEtem
interface, using a renote device, etc.). In Figure 1, reference nuneral 116

denot es a u8déwre).nput device. According to various enbodi nents, the user
Ut Gt o116, ThY 05 S OB 100 57 SO U eS ofLSSRLRRK A9 Pl v
have been stored on the card. For example, the STM card 400 may include non-volatile
memory so as to thwart attempts to tamper with the STM card 400. However, in
different embodiments, it may be possible to modify one or more parameter values
stored on the STM card 400 and/or add new parameter values. For example, a casino
25  employee may be able to update one or more parameter values stored on the STM card
400 by accessing the STM card 400 via a gaming apparatus (e.g., by providing
appropriate credentials, cryptographic keys, security verification information, etc.).
FIGURES 5-13 show methods related to cashless gaming transactions that may
be performed in conjunction with a smart card. According to various embodiments,
30  one or more of the methods may be performed via one or more gaming apparatuses in
communication with a smart card and/or STM. For example, one or more methods may

be performed via gaming apparatus 104 in communication with a smart card via smart
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pad, a touch screen, a keypad, a keyboard, a button panel, etc. In one or
nore enbodi nents, the user input device may receive user input related to
cashl ess wanhng26B6r exanpl e, the user input devi ce nayPCEas2va/03089£quest
to nove cash and/or credit between the gam ng apparatus and a portable

el ectroni c deyi connunl i he ¢ 112 (e.g., a smart
card in corﬁar{fimS a()\ﬁitaﬁl i&#tcaﬁdal"’&? §:[ C‘ir 280 gnoﬁﬁé‘?rdg%aﬁbl"éno‘%%e
user input e%%dﬁﬁelﬁ%é&%%&@ of tfcHAURSds ey BPPARSRAG: b RSghaRber
val ues on a smart card in conmmunicatlon e card reader

updat ed pl axempheaas qprredrerspechtioan gssgafcdawith-the anshials may bshelfdrval ate,

auto-transfer anount, etc.). Reference nuneral 120 denotes a displ ay

Accor di ng t@SRigh Friaale ﬁtb%mt%ﬁ{l@agap?rfté?r@ﬁ@alt 3340kt Al ARG @%ﬁlye tféc used.
For exagpl €, thq dbl‘?eo ?yrn dlﬁl%n@n }'lg[%)r Aord-BP tﬂb Srﬂh@}ﬂ%s %l&k@%ﬁaln

di splay, a seven- segnent ay, etc. I'n one or nore e ments, user

i nput devi dBGURESa5dl W ingg! ny pleddednyybencpar tmaaé aﬁ;ﬁ&nﬁ@d’fﬁnd@pﬁr&t&)n(se Bor, a
touch screen display). The display 120 nay. be operable to display
i nf or mat i orfXPEPKE e@NG Prc HUNE eSAMRRARN g 259061t A & SaRENg; @Qﬁaywmmyﬁay

show one or, offfihfiiBi 20 eﬁhVZAdﬂﬁzéatrﬁ?rﬁﬁdBP §r191°réa?&" eés&%hﬁl?”é%e%‘ﬁ?’e‘ ce in

communi cat i on r 6ad as on aranet er

(e.g., playemmaiesionpsakonr dd dnaraguxages:mbadﬁmnw alﬂﬁirﬁatrt arduwAt STM card
auto-transfer thresholds, credit balances, etc.) stored on a smart card in
communil®at it NrchAgenRidYicdeyeusadon ammliciksy sHetowster eddsaahanEassssiathe

di spl ay 12Q omy show options for nodifying one or nore values on a portable
el ectronic 5&€|ce in conmunication with smart card slot 132 (e.g., a list

of possi bl e prefgliicgh! BROVpGEGensa iB@h@ed an KMGURES oscesl adt Qhistransf &

t hreshol d val ues, a selection of approved autotransfer amounts, etc.). In
Figure 1, rosFeTiaad® amarsuiar o1ded, i cmetos snaie Sm 991§teérﬁsonem§mor§mt@é§ mP4 may
i ncl ude one gr,Nmore servers relat onma% cashkp meg@nuﬁg %Iot éﬂn ne .
interface boaP%afﬁﬁ and’ h §f ZHlna |gure% %o coﬁﬁhnlcate
Vi a ongsor ifpldndh@itieas Kndyl 1|ﬂl§1$1de au@ﬂﬁoaa djﬁféﬁ@hk nbt ﬂklsﬂcé’th ih FIGORESr 5-718f €
enbodi nents, network link 128 may be a network link in a gam ng network at

a casino. Fg{dispmeeperrtiensonaybaRmitieg. network will be di scussed in relation

i d f nmbo k | k
ey | nol ude. one ATE S SEMhTELER S0l P h v Bl Sal R com as

the i nternelrd, HeAORhES iPhcddid@anty REt Bhe BRLbAR At BF @kd pRR:® iHEMeRS Tt may
comunicate with one or nore components of the ganing apparatus 104 via the

smart car d Retaeisr Smaz (“amdi/P@ranSltM ‘éalr.ld Pspasdure3@ Oamay @ﬁamt:d tardgezoge @00
and 40% shown in F| ? X %g mar.t cargs 20 and 400t
por t abl8 elrﬁ%rterpé‘Fﬁnb ?Ie‘(? Yes Stopgeiapn %é%‘ﬁ (SRR S’/S%Eﬁ C‘??Bl?llémca ton

processor s.ywiki a adehitds PAmisd B paras. dso2Ompif0 s cél(aous%f,ecasmo personnel,
and/or a program running on a gaming apparatus may make a request to update a
parameter value stored on the smart card.

The Retrieve Smart Card Parameter Value Procedure 500 may be performed at
25  wvarious instances and/or upon various triggering events. For example, a smart card
user, casino personnel, and/or a program running on a gaming apparatus may make a
request to retrieve a parameter value stored on the smart card. As another example, one
or more operations illustrated in Figure 5 may be performed upon card initialization,

upon inserting a smart card into a gaming apparatus, etc.
30 At 504, instructions are transmitted from the cashless gaming apparatus to the
smart card to call a function on the smart card to retrieve one or more parameter values.

The requested parameter values may include, for example, one or more credit balances,
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each operable to communicate with one or nore other devices in a cashless
gam ng system and/ or casino environnent. Smart cards 200, 300, and 400 are
Java smarwocarideesési gned to execute one or nore prograrsT/Uspeliosesvs ons,
and/ or applets witten in the Java programm ng | anguage. However, accordi ng
to different enbodi nents,  various types of progranm ng | apguages y be
used for vaﬁuf%ugnsg%gﬁﬁﬁ@@ galugy, fig- RS aweURfsRlagT §§1§%ﬁray AR BT e,
C#, . Net, gpp hﬁg@&a‘i’&fsé ’ reneg 4o AOHSmBAPAHbSERESts ORE rQfucdr € of
smart cards 200, 300, aﬁgﬁéwﬁﬁ%%’nay’6%'e%€%é?edmin va#?gus Shapé§h§r f orm
factors. Fahayebaoppegraphsaly tigaal oy the\SThe cenibedire beinp tanShiMed as the smattr edi t
card sized snmart card, or any other type of portable electronic device.

FI GURE 2 sHdis a smart card 200 that is configured or designed for use by
one or more playersod N AeGAihARneRVhs F ohbfle2ARCALGRRE R Wikl O

enbodi rreglr)lt of the gggéseﬁet &?fﬁve%btnl {cg)n. rr%ﬁb ?:va%ﬁerg%% iegl?égn?ou#r eég\fes{ﬁger%rd
smart car d riéreparandetérdayuds setisfemint o€ aidly petdtsicisemdrdtrulenc ude: pemsanal

identificatign infornation (e.g.,. nane, identjfication nunber, and/or is
not tied tcmPodiRenty hefetguainationis shadeqtt apgpalication o nefivare moduleRrBFISt er ed

t d 20 I ' ht - | [
2 G ng. netuar Ry B e o A G T e B Ep P I RAED

card sl ot 18Rt itlpueyedscd iupofliviceice nlic esiuedituemncen sigiad and/ar dscrigtyd by a
communi cat e using/one or nore different techniques, for exangle
conmmunil®at iv@Hdwpgonamraraday tMsprt The dptermgiatiop apay isyQve 4 bandshpdnandipr el ess
conmuni cat i,90. i ed r 0 i d rdwar e
and/ or sofgﬁgf%H%%%gpgg%%brF%er¥%¥%$ﬁgﬁsﬁﬁ% |o%gﬂlé%%§g§8§%?%%§%%§g§%

gam ng. EagBcoroadilie: cmy ahdeh tHdeSTaL aftassyl&g sha@F&Matois tthaiCtht edtfiestlntayone or
nore enbodi nents, one or nore nodul es may be prel oaded on the unregistered
smart card RoongiAeRd viéed.snart card is constructed. In addition, or

al ternately, -ong, of, oI & ADAUbES Y. Bf SAR" Sonr edaandior,loaded.on fhe
unregi stered smart Caf'd 200 VP8 & devi‘ce’q ca5|ﬁo enviTonRERt >SSl as a

gani ng 13achtfrye by egus FRhed smiaRrdard: aHdw2RR, inndiffeelas cabsdrlniBpaaadsict04, a
security nodule 208, and a wall et nodul e 212. The card manager 204 is a

har dwar e arfgl/refricsoonouer enorp digluss thrvm aj wedruderd raeit be dmdfedrtopergimaypes of

i nstructions f.or accessing one @; q@re f eat ures Oﬁrth& ;ggﬁ%ister smar t
card 200. I5"Bhe GPUIBPE SIBRAPGeNIE, PRITERIY SeRHRYS CBifRs  THUS,
preconf i gurdydrHion DY SERMHvERE dstertidRY &hethbn tidl STRT e @ROAEMMBALS thd he
card nmanager 204 may be added and/or configured by one or nore devices in a

cashl ess gariusgt $ysetenaye Phe asandrenparagetcr 20Mcaehps insghissieni taetetridvic cthpscon

I nfor rr%()I Onvaﬁpegc- ]:)1|r gxatn?plé,ha% STM card associated with a patron management terminal may
not have permission to access values stored in the wallet module, such as an auto-
transfer amount. However, an STM card associated with a cashier’s terminal may have
permission to access one or more values stored in the wallet module, such as a credit
balance.

25 At 512, when it is determined that the request to retrieve one or more parameter
values satisfies the permissions and/or rules, the one or more parameter values are
transmitted from the smart card to the gaming machine. In one or more embodiments,
the parameter values are transmitted as part of a secure communications session
between the smart card and an STM card. Thus, the STM card may decrypt the

30  communication from the smart card that includes the parameter values before

transmitting the communication and/or the parameter values to a different device in the
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i ndi vi dual unregistered smart card 200, such as a smart card serial nunber.
In one or nore enbodi nents, the smart card manager 204 may i ncl ude one or
nore crypwvognapiswssaccess keys and/ or cryptograns for a®Ceaseeng/osGse4

unregi stered smart card 200. For exanple, card manager 204 may i ncl ude

standard keys .that are | oaded on th rt card during.construction. In one
or nore entBHIREAPRAAHS. Jugh g tRS SR PR BTt e o e ecl Woffanager

204 may be derahl A Brin bl uHBYrREed fR@sSsi bl e to alter the
smart cardlggﬁ+a§rnu§§é$ggﬁé or oﬁ%l%r HbrenﬁizptogTaphic access keys
wi t hout renderi rngshduéd berasted daut th omomenatel @nbodlihettnatehip, reqresaddirdtrional |y,

it may be possible to alter one or nore of the values (e.g., wth

appr opri at €@§&E e Pargaeter valdes BAY notasgwirgihsgse of %?mt@aéog mbSEEFEMIS 2 car d
manager SZOASnmycaE§hm:¥tfre%gﬂfrﬂ%mi{ @Maﬂgn @ﬂ%%ra QST AHC 3/ gﬁlﬁ&“ﬁﬁ@m}ﬂ es on
the smart card. For exanple, card nanager may permt aé)lng, renovi ng,
and/ or confrugiber.ngnsdiffureht ymivoditlcats? G8wanet! @ichnvedquedt toodtHeee 2b2. orThere
security nmodule 208 is a hardware and/or software nodul e that includes data
and/ or pr odrEMStHsaluse fushBe YAidafsdrby eyt 648 or nore functions related to
access control FHYORESECHINL ¥ &hdd 6BE UL NdaRRE LXRMR!Grd %&Qm&%{ 39@%} er ed
smart card 200 nay recelve onhe oOf hore requ%é%s to>read and! or updat € one
or nore valpeeRrnaédiesccordahbewitnne entodirhént Witk pebart edvehiont Tharthdd0. I n
one or nore enbodi nments, sone or all requests to access and/or update

val ues 1RustSmat fard Paradctery Viehs Beeedure yo0Romay ec2ogdbier spdatd @hagPrp@efcor ned
by one or r dul e he.s t [ i e or r nhodj, ment s,
t he securiﬁ%w%%%§T§m5%§&%%£0§%ggﬁgém%ﬁgﬂg}E%%%gmﬁ%gg%§n§ “%ﬁFﬁﬁﬁgﬁﬁgﬁ

rel ated to tRetcheidéss CRiiAG abpauRS! F& 80eRis 4 Rakneediuséeicadns FRfsbniar d
200. For exanple, the security nodule 208 may include a Persona

| dent i fi catdng®r Nufingrant PRN)InG 98/ deaBiHe Apasatey yryogelsp ki leqkest $0 fupdaterfabl i ng
secure conngqigg%j%.egg}%dgigénh &Q security nmodul e 208 may store

i nf or mat i o VAL HYIGEOSH AN i e evi ous transactions, previ ous

aut horijzati ons okt $0% iSsiREGoMalE tahGHBRE o tfOLRAIRss S@Rindlapparalcts e g.
a unique serial nunber associated with the smart card), etc. The different
val ues st orsethriotard Fecalhamfuncien dn (he. gnart ¢and thepdaecond erymetsdatasctergyalues.

al ternat el y,be user-confi gurabl onfi.qurabl e by the casino I not

cont 1 gur ab B gRee HhodeRREin R BUR e Bk o aneafle B es
conf i gur abliBolRY crddit asil dh@cdTBat L BakkTsta iR hoRe RaR s adiflotaneiC @ﬁl%aﬁts,ablag& ST™M
device. In this way, a casino may push out new paraneter values to be

stored on gwmres, Payed sankpariaych 8P is, sneget card ecridl numdidist PIoYs, ctcn one or nore
enmbodi nents, the, sequri nmodul e.208 ,may i nclude programinstructions for
Ut hentPoat ] ng NECE dsteamiilns & magd an Hues trul o ity B sfyart cafd'Ss

to whether the request to update one or more parameter values satisfies one or more

permissions and/or rules. In one or more embodiments, the determination is made by a

security module on the smart card (e.g., the security module 208). The determination

may be made, at least in part, based upon whether the request has been signed and/or
25  encrypted by a valid and/or approved STM card.

According to various embodiments, permission to perform one or more
operations on a smart card, such as updating a parameter value, may be limited to
certain types of gaming apparatuses and/or certain STM cards. Thus, operation 608
may involve determining whether the STM card that transmitted the request to update

30  one or more parameter values has permission to update those values.
For example, an STM card associated with a patron management terminal may

not have permission to update one or more parameter values stored in the wallet
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smart card 200. For exanple, the security nodule 208 may include program
instructions for perform ng one or nore functions related to secure

crypt ogr apbi2e1iciasesani cations. In addition, the securityPoodish@128@394ay

i nclude programinstructions for verifying that the sender of a request to
access one or re values on the unregistered smarf_ card 200 has, th

appr opri at éfl%%g%r%ufky e eI BROWe: THPHRYRG %$%%%§§S.OCW Vil et
modul e 212 dyshig DREANAL fraf M OporSRLS NI RAUR d: idre HBERRASS L Goplel/ or
programinstructions for performng one or nore operations related to
storing andholic walsnsicgluid. ng cash and/ or credit values for cashl ess gam ng.

For exanple, the wallet nodule may be configured to store one or nore
credit bal ances.ANARYR| qxa@aieaﬁeeg\ Mfa%a%ﬁma%dﬁfh BB MRCHARG MY Reash

avai | ablse faf, {8 t.g%pggt%.%Qﬂ.rﬁ&e%aﬁf@?ia&%c%{%\di&ﬂp%n&falle-[%odﬁ@é {;e. _ dpgdul e

212 may al so i nclude programinstructions for one or nore prog rel ated
to addi ng aruhbfer af@imy bndorc b@dittankfcomhredt@ldvahiued) sfoduliercgib®red smamearr nore
enmbodi nents, the wall et nodule 2 be configured or desjigned . to store

12
one or nor d¢BarsiEt @Fd ¢80 sdce él}ea‘ﬂ@gg%ltéreécﬁmaﬁtgcaé%ﬁllﬁt tk@érfe\;hqggieewcﬂftas
t d t.he. . t t !
or Ciror e autBor T ueFe RS Ko Gy S TRy ot e iR o TR PG D0°

may be usednéde vdRicebssotiatcdharh the valitomeadile af b yedistans baart aadi, sinenatasttoedi t

fromthe smart card (.ed.f@gé credit stored in the wallet nodule 212) to a
gani ng 1@acHnaewishye Halgdes the idegtist efrgtlaxeritt pereairkeforg@llpymesugl mbiigeat i on
with the gam ng chi £ m i e . e or
nore credit bal a(g%egéagﬁn tf%eg%gﬁcll%gﬁ%c ine 2%&9@?@&) %r &g}lﬁi@i \rll\lg&;gg%nﬁ@g’of

chance) haseahizpipado hehdyy fuhés fnparjokansfshihfoeshahatt valurysioliatedn t he
wal l et nmodule. If the credit balance on the gam ng machine is |less than the
aut ot r ansf eecyrpdesipes thatvaag wedes ther geatrakefi casingrpeiispencladdi ti onal credit may be
moved from the sgpni cardod opthe gamng, oRChiNg s AROL Her eXampl &, f he
wal | et nodul e 2 may be gon I gur 012 “8TOrBTORS0F oY e auto T anhst er
anmount 95 Wigippes@iitd phameitt GaRkck @ad hyt §tbRaSbant emaftr @ra.t ar Wwrhhple, a0 e
212 to a gam ng nmachine, the amount of credit nay be determ ned in

accor dance discupsctl rathatpspect faRgtiey 8,taneas iadrd derlcefein the canhdiish gammediybtear ent

enbodi nment s i fferent techni s for determning t anpunt of credit may
e used.  FaPuEBiErepisE aanw s ar i B Fr I Pab T oy Rere SR care
to the gamdeliimBslhde oty ghfindehefHihd@ebpsCbdsw 1M hdtbIRnifee tRaRNE §alp. t he

gam ng nmachine to the sumof the auto-transfer threshold value and the

aut o- t r ansflRewever.eHbe dlifieronget betpicere tiapetoytransfee thugshald vefuccensldihe auto-
Ml BRI N AR ORI, R U S T

enbodi Ment syay 8& iteY Fref RGN NcSHESe MRYxREsiUS @at 8n AR smart card and/or excessive

authorization attempts with one or more remote servers. Thus, limiting permission to

update values such as the auto-transfer threshold value and/or auto-transfer threshold

amount to certain STMs (e.g., STMs installed at gaming apparatuses operated by casino

25  personnel) may ensure that only appropriate parameter values are stored to the smart

card. Additionally, or alternately, one or more gaming apparatuses may be configured

or designed to automatically enforce restrictions on parameter values.

At 612, when it is determined that the request to update one or more parameter

values satisfies the permissions and/or rules, the one or more parameter values are

30  updated on the smart card. In one or more embodiments, the smart card may transmit

an indication and/or confirmation that the one or more parameter values were

successfully updated. In one or more embodiments, the parameter values are
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and/ or nodify one or nore paraneter values stored on the unregistered smart
card 200. In one or nore enbodi nents, one or nore paraneter values nay be

det er m nesOand/1a6938t ored on the smart card upon initi al iPzatises10808vhe card
(e.g., at an initialization termnal), at a cashier's terninal at a kiosk,

at a patron managenent termnal, at a . gamn c. In one or nore
enbodi ment stranﬁl@ﬁgﬁdsaémﬁ Uz %?ﬁ‘éli’?gcé’n%‘ém 10/ %@S\% é"éeegtt F ear Gagdhandsang ¢

card rmay besiMfEaRFdTﬁQs AES P FRE EnSPREHE el dRBRuRERA O tﬁ@%?ﬁtcgﬁles
For exanpl e, casino ray require supervision by casino personnel in order
to change ttha 1ac1t1d1estthan§<ﬂeee cdntﬁrﬁslhoh Befoad trensanidingrthavdromunwaséreandiomoamt

since setting these values too &%BI n sSonme I Nnstances cause excessive

credit trar8figpiondhps the V@lgﬁ%wslreasmﬁs Y updatedtg 4 diffgeent dayige tnethe gélﬁm%ghe
card. Alst e:ﬁ&?&&hﬁé s&h%@%@%w@/ 164 OW dfrefert %H%%d%en?sf ‘%ﬁ"eo 2y e qvahy'q

and/ or per card users to ange one or nore val ues wt out supe VISIOﬂ
(e.g., at argamitngnmaclidatien kndsk,coafiemitionl pfone sacedsirle updhedi Mentsch a
casi no may restrict the val ues that g%Ig'be used as the auto-transfer

t hreshol d \&AIPSIEEY. othe RetieTs Swrte CathBarmmats Yalue PPrrefliee S8Q cdewinvi wear
t th / 3]

For ' exanpt 2585 RRE L uicf (TRABERER ARG of Paoed, BtaHEEE ikt 08000

in a Hgh km&kﬁﬁgaﬁhﬂ@naponland a maxi num aut o-transfer anount of $100 on

the main floor. Such ganme-specific or area-specific restrictions na

preventlOa pl ayerlt ﬁl?%‘ﬂﬁ? be apiefl dhatiimgne ar é}@é@@@gwn@ﬁﬁuﬁﬁﬂa@f regpesds fo ynrslate

| ow denom Nkl eh Ba kARSI L nge S ORR KL BASIELIAGORC By Bifusiet ||

machi ne) . eve ayer aut rans nDun I's" se

actual val Ugnat edﬂﬁfrﬂa’yﬁ%’ilmﬁtoa um GaMHongnHB gy, raﬁd/@flpfdgearﬁa@mﬁ@g t ogamwaul d be
limted to $100 in this exanple In this way, the casino can bal ance pl ayer
pr ef er encegPRrTERS ofve PBL4ID aV-seeHEE r néormgtnn a(§ gsee urpleyrednangyag) wathayement .
In some embqdi.nments, limts on.autq- t&%nsfertgah net ers Fa be i nposed for

requirng one or more authentication an reques 10N Operalio
i ndi vi dual % S8 OF%Y g?ou S o% garmes, 1 peci TS ards (e.g., for

i ndi vi dgal pl ayqu@UREor stgfv@uanﬁleq{odm(mwa snanfu@my duhdratiaptcr&RSiond® from a
properties, etc. Furthernore, the types of limts inposed nmay include
t hr eshol d \ﬁalamfegar(iequormaé injaseardansd Wwith he eprbediseting @f rﬂ@ﬁr a@smﬁ Hjpyention.

ercent age-hased r c aut o-t sfe ted to 75%
o the. coedit %&?%?%&C{b Fih B o8 P 1R be R BBt tent o
nore than qignlal Fﬁar&imm a GAfafl A8d 8FBbLAT a mert Rerd W%ﬁﬁnﬁ' (olrEeus3. shous
a bl ock diagram 0 IlTustrating a registered player smarf card

const r uct edror gxapler damerd cakd hawnk trepherdiraesdurconay he ugndes areshientermineh.

Smar t rd .300 I ered smart c r t hat incl ydes rsonal

“dent | Pcath odrnieh LS i SPbienel " The oSt MGt (GRgR VRGRE, Transter

i dentifi CatPr@&dﬂW ma§talso) bARKACA At @a@hl‘é’r tnAne 1 rcoﬁ%'%ﬁcr%&@%iofré(?oﬁ'ﬂ?er s. In
one or nore enbodi ments; the registered smart card 300 may be operable to

smart card to cash for providing to a player associated with the smart card. As another

example, the Smart Card Credit Manual Transfer Procedure 700 may be used at a
gaming machine in order to transfer credit from the gaming machine to the smart card
25  or from the smart card to the gaming machine.

At 704, a request is received to transfer credit between the smart card and a
gaming system. According to various embodiments, the request may be received at one
or more apparatuses in a cashless gaming system (e.g., a cashier terminal, a gaming
machine, etc.).

30 In some instances, the request to transfer credit may represent a request to
transfer credit stored on the smart card to a gaming apparatus. Such a transfer may be

requested, for example, to facilitate cashless gaming on a gaming machine or to award
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conmuni cate with one or nore other devices in a gam ng network by being

pl aced in a smart card slot, such as the smart card slot 132. However, in
di f f er entwoerzhudizassnt s, the regi stered smart card 300 nmapCtarspuniossP€ usi ng
one or nore different techniques, for exanple comrunication via a SIMcard

slot (e.g., SIMcard slot 136) and/or wreless co jcation. The
r egi St or o4 Al aeL@_e/ar e Hﬁ;}%? et dlorehen B %%?mf@%m/ WYt var e
modul es forcaﬁg{ o 8%51}319 ifSHeEd QRS Lalat %dtrﬁﬁ)sf&af«‘eh@%ﬁaﬂ?é&é&gnt Eﬁg@&ﬁ@;@u' €

may i ncl ude a and/or programinstructions. In one or nore e nts,
one or nor aramsfdubedit saycden (e ghmadedpparatishie thicegnat erédSsehad tras&ran 308 when
the smart card is constructed. In addition, or alternately, one or nore

modul es may CHEESEEnior ghRRICaldgradddignelfuats tone pegitsart ey armathe ekl 1300
via a dgvi Sﬁlgs%as?@r%gsiggwnghé%gﬁg as a gam ng nmachi ne. I n many

respects, the re smart~ car may be substantially simlar to the
unr egi st er ed sndntone ar thoZOEmBdtimmenis NsolmegidfdesB. to Fansfexanpit maytbb@erfegst er ed
smartcard 300 includes a card nmanager 304, a security nodul e 308, and a

wal | et noddyecasino pepapnsha)d/ise mey pequaistsupTvVipias iy gaginotnsrsonacc dior 853BMEi ng

modul es i | lp%%{sgi ﬁ?o irés‘l{u%-ktgturt&gg‘fer lcf%dﬁ% ?{%?agf GEGLS » cﬁgh?er\;%iﬁalb%? il e 312

my be confi gure (0] ore and access purses or cC ances.

Furt her nor euurpdse of aaslinis oar & didartbakrd AeESbahiyiitbd t¢l dadghatat edidoneripldicescasi no
credits, points, or any other units. Different credit bal ances that may be
stor ed 18n tsHeh gheashicsar B aAstiann e alganatplyt ong @ mere addifiqnabiopesations énayrbenpr e
of the foll Qw.ng: g i C a F]saﬂ- I , i onal
dol | ars, borg é}&%o\?]n nﬁ%@%%ﬂ% €§%§ﬂncgrsd,' 1;:) ayé%%%%ﬁ%ﬁg%%ﬁﬁé%%@ n sone

enbodi ment ssardg6 dfssudsed i fefdiopnd Fipurs®sanday. be limted to specific STMs, or
STMs in particular types of machines. That is, only certain STMs may
possess t he secupiong opeoss ewbeisichscwsreenalt squesteiodrapsics ersdit mary reqEipl e,

access to ganmbling-rel ated. purses be.lim.ted.to gam machi ne
o oror ! Do MRl b ok e GRS el Bt v B ik S R o g RN ALY

pat r on 13BN gL RRAplces Plahed BaPbe XSl WHEIIE aPIRIMESIHIRYréuct @HEBREH orACCEeSS
to non-ganbli ng cash may be Iimted to point-of-sale interfaces (e.g., in
¢

shops or rasedde aike) foamg aislenteficagion einfirmation. Efs cnethgy cxiaple, tay pastnoof
access contrals rrar%{%gr ovi de ctatsitné)s Wi %giittah%/ abai liit%{ to facil ikt.ﬁalt e élani bl e
smart card TSRO TEPEE r R GOHE DI TSVt A% ¥ HPS PR St s by
different s¥ygieMmapperRirkd iogﬁoviﬁbl L PR and RRHOEE| i i8R déinifiorf funds may
assist in ensuring that enbodi nents of the cashl ess gam ng system conpl y

Wi th regul at ory Ated@f.riesieurtions @reatreasmigicd dpanatid dyncoipn ei sigarhgerd to
non SR Pl SR RSB T 0 FRESRBuA bl S ALY e
ganbl i ng- r e EHE, SBS iMRNCHERUArE Qradsthitfedt from a component associated with the
gaming apparatus, such as the SMIB 104, via an STM card associated with the gaming
apparatus (e.g., an STM card in communication with SIM card slot 136).
At 712, a determination is made at an application running on the smart card as
25  to whether the request to transfer credit satisfies one or more permissions and/or rules.
In one or more embodiments, the determination is made by a security module on the
smart card (e.g., the security module 208). The determination may be made, at least in
part, based upon whether the request has been signed and/or encrypted by a valid and/or
approved STM card.
30 According to various embodiments, permission to transfer credit to or from the
smart card, may be limited to certain types of gaming apparatuses and/or certain STM

cards. Thus, operation 712 may involve determining whether the STM that transmitted
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PIN, while access to one or nore non-ganbling purses may require a second
PIN. Separate access controls may allow, for instance, a player to lend a
smart carwoto11a26436f erent person (e.g., a mnor) for |i rCras2usesshe. g. ,

non- ganbl i ng uses, restaurant purchases, shop purchases, hotel purchases,

redenption f awards . In addition to the conponents included in the
unr egi st er €8¢ $FRICH ‘E’a‘t‘Rffa’?Oéne Pediet é’ﬁ@&leé%‘faﬁueéahaa 1S§W€Itﬂd§’§m§ g% on

nanagenent VIRAY! G 316 or TS, BALLAMAIRN n (PSSR 3181id © & R IWATS:

and/ or software no inc ata and/ or programinstructions for
per form ng cank nay bmﬂimiwslem s paiifig enashakeatand nashibios texdangd$.e, Howevepainr on
managenent pnodul e store information related to one or nore nanes,
ranks, pl aﬁéﬁferea@mnlw%%tmﬁ H{fRisar sscumty sTmisyprs @i duics Agy Rg aged-

and/ or osher i nf ofxatd Qi %ﬁ'n@dffé o 8§é}l i ?%Z%%fb%’%%@.at éﬁst%ﬂ?hﬂ%ﬁse%xcﬁl”p' €,

the patron management rm program i nstructi ons
associ at ed witdtler\tle irdduiestocomplieewith beteot hioye amtléaicatien Haramergs sfeeifs tomor e
operations. The patron managenent nodul e may al so be used

| t r acki

f oagte :)r er thﬁ}lgﬁ%ﬂ&ﬁ sgit.o Heows O BPls GHRRAEREINS, \i@ma%grm@eqra@léhetwvéen & paming
d tr

awards, ~ex ng%\% u@%'nh%l{l%%gllttr A Iﬁg&'fbﬁgﬁe ]gl’?att ?he &ger %Qﬁy@g‘efgﬁdgg%%spm thatt

pl ayer is c ree se val ues nmay be

stored on tduged warthe cmad dayd.t ve thiaicasen arFiNa@@y’ﬂbltcoHBdbld éroml tiRNusct be thd ayer
may redeemthe credit or award by presenting the smart card at the
appr oprlfat éam% appReatey dichigansenitied along veibe reauastdo tipasfeneredit ek ﬁl?ﬁf%ftfé‘s nay

be used t 02 9/ U @%&e&%(ve%r\gltﬁ) Ehe%négeesp glrngg)gtcﬁgcl}eala'égﬁst 2 p{l\g 2 4o he

reglstered SHB car ne or I men ese nlques my

be simlar thesiheserddbehUsERINGbitdrig SResdcutiy Mod8g268 antastan Figas d. 200.
However, in one or nore enbodi nents, registered smart card 300 may be

treated diflf @reéﬂNlSﬂoﬂlﬁhmai@hﬂégif%luéfrté@t@ﬁﬁ@t“@fh’?@@b@ elF@ﬂf exarrpl e, a casino

nay not YGQUIYG ntIC th st e rder t stored on
o oo et or R IE Dint i SRR 1B fihcdt o FaRE iRl HERERLSESS Do

not tieaad tangreSiemiskiots Uaor rhlbs, BB tEast valeé Rioed 60ithd emed @RI usditdd 300
is tied to a specific user, a casino may require that the user provide

i denti fi catdceardingf tr e reneived. Tgansfeanreqméar r praspide.r ifcthedeaeived aedqueshn
i nformati on et CH) and/ or ransgr m o nor eargl e(é ﬁ]eel c_aut henti catdlleon
u

oper at i ons "TH P& 8 b e 4 bR FBHE ALY ("Car d.

As anot her @xAMRI& stdrcd DRMhASHAE bzﬁrﬂ@ﬂhyvldetdécfeﬁgzld35y&h@ﬁlm§ﬁﬁrdf cfRitdnd§avho
w shes to change one or nore values stored on a registered card nmay need to

provi de i dentthé remiestonAs phethamesaomle.of dlas m‘mwp@urgmsteﬂep(eeerged agtqueskicosk,
Tl ot AT R eE R gy BeresPiti et DasrRel GameRs R It Y Bt e
in accordangfi Wdyhb©nRcreb® dicB®aingOlo tHevRlLESAALded with the received transfer
request.
At 720, the credit value at the gaming apparatus is updated according to the
received request. For example, if the request represented a request to transfer credit
25  from the smart card to the gaming apparatus, the credit value stored on the gaming
apparatus may be increased according to the value included in the received request. As
a different example, if the request represented a request to moved credit from the
gaming apparatus to the smart card the credit value stored on the gaming apparatus may
be decreased according to the amount included in the received request.
30 In one or more embodiments, the credit balance on the gaming apparatus may be
stored and updated in non-volatile memory associated with making secure transactions

with smart cards. For example, the credit balance may be stored in memory 144
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invention. The smart card shown in Figure 4 is configured or designed for
use as a Secure Transaction Mdule (STM card. The STM card 400 nay be

conf i gur edoand/1as93desi gned for use in perform ng and/ or PCaaiskemiasiseg one or
nore security validation and/or comunicati on operations associated with

secure transactiops.at a gl aratus. | n one or nore_enhodi nents, the
STM card 4@@59?&3}6({;@1@5@ sHite 108 S@@V?fwhﬁgafeel witt HisoHeY &rcr%tr@aﬁ%ﬁ%éreaymi ces
i i : i i I I g M d
In-a gam “%gfé‘i‘} WRfHfaiRYd d?ﬁr%?ae %{cﬁgeﬁg%ﬂégctﬁﬁ W arsthagt Tc%lfrd, e%g{? Z&b%% &%5‘% ot M car

sl ot 136. wever, 1n Iments, the STM car

comuni cat esystsinrfgilaner powomsuweagdi f f erent t echni ques, for exanple

communi cation via a smart card sl ot 6e.g., the smart card sl ot 132% and/ or
wirel ess comunild&tVRE 8 sheasamrethad 80060 awigmatiselly anséiieng fregite ohEPBwar e
andf or - sof tagh fie FRAULER G RSELRRMC Yl LRRRiERAGle pRAGASIN GRon

gam ng. Each nodul e’ hay 1 nclude data and/ or programinstructions. In one or
mor e enbodilARint Sr nddie eatbodiiéntd) @A lo@ Sndraypbatipieiadedd avith the Sadvt Cardd 400
when the smart card is constructed. In addition, or alternately, one or
nor e nmodul dsrefiyhube Temster Frecsdurs f90 anay brpraéprangd tpiv e STRIOE Aric 4o0Css 18 &
device in i Vi ! all ects,
the STM card o0 Seafilu RAEC Pl SHES Ml RT AR O Ao Jihf ot BRRT,
card 200 sisponniay bt gpurfordc@ngt bhgarmgi slachiad @AY lgaddiod apPitatmbhovemt)i
Figure 3. For exanple, the STM card 400 includes a card manager 404 and a
securi tf no@mmeumggiophgth nuyarbeard (he+ sietsimart Gardssled 1329- to t he correspondi ng

dul il [ ' d-3. » Sl 400 i
ot i ssued 1o o phyer ~P hESamAR, 1ty SRNELE RNEENS SRk o °

nmodul e and/spo pRY renussaANRgd en®iati EDHULrEasfANeehie I fréth f £ @fn@ﬂc@r@ﬁbwﬁgﬁmﬁﬂge ST™
card 400 and the smart cards 200 and 300 shown in Figures 2 and i s that

the STM cardedo®. i her geaspls, wbeuthe credinedeceon avearaigermyeBmy) drapdbglews1 2.

h dul 2 | d f . i ncl d
andr or pr odramet g Rl S SBF Rofin SINRE: ARE 1S T R R oo

t o secusel Ymiypspdritt & LNGMERGINY @SS fBPEFei@ frofoths Smbit @RSl to eheg%amiw'g fofhcRing mar t
card). In one or nore enbodi nents, the STM nodul e 412 may be operable to

communi cat dnwhis ay, Siewser darghniieg gachipg maysentdrucdo péaycegaming ymachine with

Addi tional ly,.or alternatel he STM nogdul e 412 y be operable to

communt cat i RRO ST it ral oS oPetel BOnaLi SuiRy s g CYtt AVVE. B, the
host syst enpedifidally Fquahfr fuiB Bc AIRORHER M thd8mekMar@duheiddikdnl Agd udes
one or nore cryptographic keYS for conmmuni cation using a secured

crypt osyst eiaycenegd nad tipadfti @l wlethe erofptseggd o e, smant ¢and & thagamegrmadiinsat i on
et e T AR he, 12 BRY  aby 3 B8 Bhr T oS5 i
appropriate to the player’s wishes.
At 804, a credit balance and one or more auto-transfer parameter values are
retrieved from the smart card. In one or more embodiments, one or more of these
values may be stored in a module on the smart card, such as wallet module 212. A
25  procedure for retrieving one or more such values is described, for example, in relation
to the Retrieve Smart Card Parameter Value Procedure 500 illustrated in Figure 5.
In one or more embodiments, the credit balance retrieved may be measured in
U.S. currency. However, in some implementations, the credit balance retrieved may be
measured in a different unit, such as casino credits or game credits. For example, the
30  smart card may be designed or configured to store game-specific credits limited to use

with one or more specific games.
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In addition, or alternately, comrunication between the STM nodul e 412 and
one or nore system conponents (e.g., SM B 104) and/or renote servers (e.g.
host systwordD4P6Isey be encrypted. In one or nore enbodiPEEMIS2)1110BESIETM
nodul e 412 nmay be registered with one or nore renbpte servers. Such

regi stration may_take place, for exanple, each tine a m machi ne or
cashl ess gani ng Theraers mpis YRR r?%rarwt?rew%tsew insRIdg g £F GRBIE gne
registrati Yk gam.ng,. ' m ng
Form nal  (org o Rl R L PR Dot R 256
enbodi ment gardrheer edust reddtiéd o pn aoessarmyky. bEhd adtegraatied tnedholdnaluormayor e

procedures for registering gam ng pachines, such as the Advantage Bonus
Syst em and/TBPTeEERgOPSYAaRIE: & HICHOL Yalpg ritFigesringn go-Hapyer of fuRdy HAres,
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smart card to a renote se as cashl ess gam ng serve

aut hent i catanaimoumy of credit wetrafséor te ¥anmhdng wachihy whgn b eutautdnefet bEerkyfit of t he
smart card (e.g., using one or nore cryptographic keys), verifying one or
mor e previdﬂgg@?%nsactions associated with the smart card, verifying the
identity of the - Cypol e [

authent?cation éﬁgg%%¥ﬁ%%§mﬂ§§%%8§£’JF#%6@ﬂ§8f%$gg&5%%¥§$%ggﬁg%ggg@%m

cashl ess gafiaynpe segsdoafig@ableorinahReway seusef niadjecoafipiire £angkt cAldt @ratabgl y, an
aut henti cation attenpt may be nmade only upon occasion (e.g., periodically,

. .\ €
when t ri0ggeraagfer @t gertpin prsdid\asmount o dgrgamigt wackae. Jushadisingst thebsidn may
be i npossib . i act i c For . . r .
el enent s aﬁ%f§§ﬁ§%§£é¢§8%h§m/é§$é§%%¥§4#ﬁ?ﬂgﬁ%ﬁ%ngﬁ%fgaggdf°§8§%§%§?%b|e.
As anot her mgxaplgsrs hdgegmdiya appafiat UgkAt ambingthoft &iedic af dadhstobgigagings ed
may not enjoy continuous comuni cation with a cashl ess gam ng server. Thus,
in one or rotdineAselifiment s, the STM nodul e 412 may include one or nore

paramet er val ues, 33396} At ed i difl ONE Q0,0 € 1Ll e MRIQUE, AL O L ne
wi ndow val ue may repPeseﬁi, ?or gxgﬁ%ﬁe, a ané%h of "i°ne PRETWEEh Y EHE | ast

aut hentjisc atifgl b sin-corfR@edbid. CFSRafpleatidfeadtd STIVG hbyBnpdic WG Entilimigist be
authenticated again before it can be used further. In one or nore

enmbodi ment 0 ¢rRéit dianfene Awionddsrominatipnheagrsg mgshilk, fasdnsfandgamay flimit gioven
smart card h?sit ge n aut hcgnti ca}%ed Wi th a, r.enot.e, gaihl(ess t%anfi n r(x(ﬁ)r at a
parti cul ar PTREIPLFMOGES RPHER PP YR HFUE I R S%Frorﬁ‘)g, that
smart card tgaypchey 4sedadteic)24 hours without requiring that the smart card
be authenticated again with a renote cashl ess ganing server. According to
var i ousenbodi memis§0&, kedapdriinatonvp maksly avey vethonihe altedd 1pet waethe @among s

CEREIN L STNTE b IR R S
embodiments, the determination may be made at different locations and/or by different
software programs. In one or more embodiments, the determination may be made by a
program running on the CPU 140 of the SMIB 108 illustrated in Figure 1. In a different
embodiment, the determination may be made at a different component of the gaming

25  apparatus (e.g., the master gaming controller). In another embodiment, the
determination may be made at the smart card.

At 812, instructions are transmitted to call a function on the smart card to
transfer credit between the smart card and the gaming apparatus. In one or more
embodiments, the instructions are transmitted to the smart card from a component

30  associated with the gaming apparatus, such as the SMIB 104, via an STM card
associated with the gaming apparatus (e.g., an STM card in communication with SIM

card slot 136).
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renote authentication of the card is not perforned. However, if it is
determ ned that the previous authenticated use of the smart card falls
out si de ovotbe/a6935i ne use wi ndow, then the gam ng appaPaeTus20map308ef use to
add and/or retransfer credit fromthe smart card. Further details of the

use of offline w ndows are di.scussed in relatjon to Figures 9, 11, and 13.
In one or nore %@ﬁﬁgﬁpsya%% sm%ﬂ%%en&arw&rte@amﬂ&é 28y By wRdt e STM

card 400 tdpfirRE QSRR IRl R fegaRlst 3t Rinskre RIMGALE:, FOLNBHADE €

the STM cg‘rf% éﬁ%‘b&my% st%bge%or?ggdort%rrgra‘géspa&arrel%seér}s 1r%e:\éat e&)@et’o % ?]I%lﬁne
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cards, etc. Storing one or nore paraneter values on the STM card nmay all ow
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provi di rg I man i F i ically

alter tﬁe lrer?atl)e(llil %&%ﬁ%@llﬂ% ﬁ(?leer%ﬁg?reﬁ%bﬁgﬁ%%?g%%ggaﬁnﬁéﬁggé smart

cards. |f tibetroasirmeaykivossidifiatio blirg eheatuerenorydipbayiee sivaitabigoruthe ggmsiger ed

smart cards, for instance, the casino maﬁ/ reduce the maxj num credit bal ance
g

that may benaghgraw torhasine gf deapiytramisr threshodd andauie-apsferpmemmtc b somgk
(e.g., int of. .S i e). i ch
bar amet er s Mo e BT el e RO TS BT FuFoh? SRR, (50" o,
exanpl e, t habsdiatigreguid@Rntyty theratosdensi®amonhat i | e menory so as to thwart
attenpts to tanper with the STM card 400. However, in different

enbodi fént's, it Ip@pe pemessenbedimentspheampupiel eeditisaecsidrfantansionpagyitos
stored on the, ST r / Qr. o) ml e, a
casi no enpllgﬁlé%% %@%bcge(ggﬁ%l%% r%%lgg?(g f@ﬁl\é%hgfskﬁ%&ea%parg%m %}plgathej?él%s red
on the STMappadtAQhabiotaeqess tigatshia oY Gaditlth@Qs virdladlcOGiTtHRGsn@Rpedrat us
(e.g., by providing appropriate credentials, cryptographic keys, security
verifi cati ohltgragtelynthe grmingtappyratus|noyrEstesd 1¢ly shiothenitdib ey d e | teenslgr thy

cashl ess gam.ng transact.i ons a y. be performed in. conjunctinon with a
armrt car o DR ABOR' QLB oI b BE AR b LER A B O e

may be 1ger fhraldmes stoted @NBe Sha@id. gam ng apparatuses in conmunication with a
smart card and/or STM For exanple, one or nore nethods may be perforned
vi a gam ng apparéit 8, 20ktaminabaminhinede riosn splisationswanngear e vimartaed ascar d

slot 132 and an.STM card via, SI Mcargd. sl.ot 136. According .to variou

embodi ment 40 GREb e S el iRy B8 pabeS b AR g

| ocati ons. [hagncexanke cmBB&intntTARE defREhkHi G $n RIS SACY 1Bt ﬁidyVMet ﬁb%ﬁﬁtizfﬁ?} hods
may be perforned at cashier terminal, at a patron managenent termnal, at a

ki osk, at simdaitaghadai¢rmeatioatneadelaoperetiarr 7 otlesteatgsbidigured; one or nore of
(ne, reuods | TUgtER! SR LTSRS (bR B PSSRl RAEL oS,
W th a gammgcaRPRisions af®%r rules, the credit value stored on the smart card is updated
according to the received transfer request. In one or more embodiments, updating the
credit value at the smart card as performed at operation 820 may be substantially similar
to operation 716 illustrated in Figure 7.
25 At 824, the credit value at the gaming apparatus is updated according to the
received request. In one or more embodiments, updating the credit value at the gaming
apparatus as performed at operation 824 may be substantially similar to operation 720
illustrated in Figure 7.
Figure 9 shows a method 900 for cashing out a smart card, performed in
30  accordance with one embodiment of the present invention. The Smart Card Cash Out
Procedure 900 may be used to move credit stored on a gaming apparatus (e.g., a gaming

machine) to a smart card.
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comruni cate with the snart card and/or STMcard to establish a secure
conmuni cati ons session. In one or nore enbodi ments, the smart card and STM
card nmay wRcehange3publ i ¢ keys used in a public key crypProsyst@mioansdd or
exchange session keys. Although the operations illustrated in Fl GURES 5-13

are illustrated as occyrring in a particular order,. in one or nore
enbodi nents one ﬁdlﬁﬁwﬁfynétg%@ag%% ReTRRY A edparatsbies iwayeshie ek Pertved i n

a different,.or: ) Lt s OF i ettt . i itional
oper ati ons prgg\flgﬁlglcﬁgl??g?gg& élt(r?ﬂﬁf%{é%sblgp é11r3, an@%%%gggg&ggg%g? ?%r]laggéjrr{é)y be
omtted. FlthtpRybr sitbowg sapomidtodrbM0casmb peetonhevinay lead parcanetrey regaddirgz f r om

a smart card, perfarned in accordance wi th one enbodi nent of the present
i nventi on. STHETIRAN8\Eaudiignt tieRsagtiony amest discupacdi Beiopy JuavifwLetoditdy e

used 1057 elfilRY 610Nk RIEL PRATERRL: VALHE S LAL SnBR nﬁqgrtsanga%ﬁgnsmhen
ar ap

the smart is 1n comunication wth a cashl ess gamn aratus. For
exanpl e, a sedvicvealrahdluserrificdhbefor the pagonglprovaddf with @aaghr dgradtionnsingg on a
gam ng apparatus may nake a request tQ update a paraneter val ue stored on
the snart @aﬁlﬁ?ﬂ'ﬂ%&/ feit ¢3sBing e 2EHYRE PHCRRELBRY YHONE? PR RIBIETY may

be performad, at VaF Pﬁ)}%%cai A54ARCES @ A Qe WRARONAR RIS tcﬁéi%gég.”%aﬁl\{&%t S
For exanple, a smart ‘card user, casl no personnel, and! 6r& pr gram runni ng
on a gam ngemppasat Bigaligyusigkesndart equest cdsbing @ut the@ntng afashiat efay\vdlove
stored on the smart card. As another exanple, one or nore operations

i |1 ust 18t edayingmE Raye vwtheny apeussedfbypisel Gaplon Fenpxmme.twhan thaplaypr taligfon

i nserting rd. i ] ; . 5 i nstructions
are. tranam P 80 P Aet e E T O RRERL BT el et 1 d o

call a function lgvéRe BNBrdnticipaddt Bat’ €drhé HBeBNMaQlinitRiE pRYr AnBlgamingl ues.
The requested paraneter values may include, for exanple, one or nore credit
bal ances, aubeshineawidhay heving ot aad-ubsordgifoarmniyeleplag dulstretaingn gy

nanes, player_ranks | ayer. I.D. shart card rial..numhers, .PINs,.etc. In
one of mor & BB AT & ot e iy Bl e SRS PR by < e

STM card bat@inguesurdickédiedmbt faefitdtholdashisgiBita @afiflg nch@O®y using a smart
determnation is made as to whether the request to retrieve one or nore
par anet er \ardiescnswhes theegarome machiy & paripitely dpsoaveynatation|vesh a|smashe or
nor e enbodi ms(pts, the determnation is nade at an application or software
nodul e runnclalﬁg on the smart card (e.g., the security nodule 208). The

determ nation eyt Y@, nBGuestlis kRaiISbd td cRAr but thasamiiPAacMhet RRcoldngy fequest
has been signed and/or encrypted by a valid and/or approved STM card. The

det er mi nat ivenonnygmbadioionts, dhd savisHtain heaneived kem e aaangenashive asst, aFor
exanpl S0 2 ciélsel oséirll%?(%elej,r(% sgﬁ%apeean%iyo?rh%%jdv!za?e tashs%cita e rwiﬁ{:ﬁlie%gming machine. In
some instances, the request to cash out received at 904 may represent a request to
remove all the cash stored on the smart card. However, in other instances, the request
received to cash out at 904 may represent a request to transfer only some of the cash
stored on the smart card.
25 In one or more embodiments, the request to cash out the smart card may be
received via user input device 116 illustrated in Figure 1. For example, the amount of
credit stored on the smart card may be displayed via display 120 illustrated in Figure 1.
Then, a user may use the device 116 to request that some or all of the credit stored on
the smart card be transferred to the gaming apparatus for purposes of cashing out the
30  smart card.
At 908, a determination is made as to whether the gaming apparatus is in

communication with the smart card. For example, one or more components associated
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record on the card and on the STM If these key signatures match, then the
request may be considered valid. In one or nore enbodinents, all valid STM
cards maywbave/|pessni ssion to retrieve any val ue from a eoamS2@anssdsHowever,
in different enbodi nents, permission to retrieve one or nore values froma

smart card may be limted.to certaln types of gam appar at uses equi pped
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exanpl e, an STMA@YR, agdmadt & édermihdd thapédter gamingnapeamnts tnecommanicabon not
have perm ssjon to access values stored in the wallet nodule, such as an
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t he requestgaihing efachi@vendresmdrt obide Paraaripdy, cvaliueay dattiadbicasd thiven the
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par amet er I 1 : @@ﬁg' ations session
bet ween théggﬁgﬁ%é%g§§&§ﬂgﬁg%hg$wﬁggﬁgé&¥ﬁ6§&mﬁﬁ§%%%ﬁﬁ§ar %Zy decrypt the
comuni cati on frandid)ersti|ist tradfdretd fadmithe lgitlass achipatamingdry \aadddRscdoef or e

transmtting the conmunicatjon and/or the paraneter values to a different
devi ce 10n tWidhyamuh gardppmseations. Eoaceraayle racdivingy boarangpired famethy gaging
addi tional | e r r V, r. 1t . n
anencr ypt ed st EEE0 Yhe PR HHETB Sl SR ARSI B 1o

certain reqhesi $ndre cidblines, eitememoRDdsCoddkat @ieth 8 mavtadat® Gaaytiong tmdyestui r e
the use of operation 508. For exanple, a smart card may freely transmt
i nf or mat i ornogyelatilgsmamaeese thahahtheapracestiurg den¢ashing auit dhe suymiygr maghne is

di fferent enhodi ts, ;howeyer ach reqguest to.retri.eve_ane..or.nDr
ORI 111 S 1 S PR e S T et
met hod 1600 [har updating a smart card parameter value, perfornmed in
accordance with one enbodi nent of the present invention. The Update Smart
Card Paraneter Vil 9, phoeapingengdmnongyremeves &dm: srvipdaRemonmgdhe gameng
paraneter val ues stored.on a sna%%hfard agprt.card

. . Ic e, fro TVIC Vv inyo Of €X qun 1t hleg amin f.éi?lei'nn
communi cat i'0n W t N The Cashiels hG 4R Sr REUEE Mo M ERARRF RN 8 RS card
user, casing vaRfERARIher RBHRIG o gRME PIA T AHPOESHEIUERd AnGRthE BEMARAALIMS MRY
make a request to update a paraneter value stored on the smart card. At
604, i nstrustrétomsddpscvicensn enedr moshremhediowstsl egtrigdmatignalppassocisted o t he
snart rd t. | | a.functLon on the snmart ca{d t up%ate ane or  oore
par anetdr V\gﬂ%ﬁi@@ gaming machine may remain 1 operation when' the gaming machine is
removed from service. For example, the gaming machine may permit continued
operation of features related to ordering food and beverages, changing game options,
and/or other features that do not directly involve further game play.
At 924, a notification of a no-card cash out is sent to the gaming system. In one
25  or more embodiments, the notification of a no-card cash out may be sent over the
gaming network (e.g., via communication link 124 illustrated in Figure 1). In addition,
or alternately, the notification of a no-card cash out may be provided at the gaming
machine. For example, one or more audible and/or visible alarms may be activated
(e.g., a gaming machine candle may be lit). In some implementations, the notification
30 of a no-card cash out may be used to attract the attention of casino personnel. For

example, casino personnel may see that a player without a smart card would like to cash

out a gaming machine and respond by bringing a new smart card to the player.
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The paraneter values included in the update request may include, for
exanpl e, one or nore credit bal ances, auto-transfer threshold val ues,

aut o-tr ansbentiznresnt s, pl ayer nanes, player ranks, playecTius2e.1/0308a4t card
serial nunbers, PINs, etc. At 608, a determnation is nade at an

application runnjng on the smart card as to whether the request to update
one or nore par A@éwmﬁe@gmcglfvr:g%t REMBY CRdreadse: B BB
rules. In r i t Ayl i i d rit
nodul e on ?d%gd g{%r%? rg%e??a( e.ng{Eﬂ %ﬁ%gésagecﬂﬁztelym&g%% gpglggse@TﬁeQ%ee?reéﬁn&gati gn

may be mademidiheastthe snpatr tard hase de dpouphntbst Heasihdempbgueesd thagatasn
signed and/or encrypted by a valid and/or approved STM card. According to
vari ous entB¥fitHsnt & sques pinbedigientse theet Rt UG HB2YL P pBpRicd rufapaticaly & 4

smart card, : ' - : | b tain
types o gadr??#g Qg%%g@ﬁ%&%ﬁ%ad%ﬁ%s%@?@?ﬁ@g% Fggr% %%Qﬁ%hﬂgggaﬁgl rtg%cﬁlgé\e 608
may i nvol vamgiebetsipiddgitiaaichze cohfgsddMe supplyt hatwtshransord teed plaher if @guest
to update one or nore ﬁar aneter val ues has_pern ssjon to update those

val ues. ForPlaseaapesenot aHycatmmassssy ag8wsiciard-eHithgrtthe alager ordhe rsmpyenplayee
t er m nal %}ﬂ% rpﬁzé«%mgﬁrcg}@iﬁimo ets&aHQQPdtr%acféPe or nore paraneter val ues
Wal I et o

stored in t ul'e, such as an auto-transfer anpunt. However, an
STM card associ dheashcWrto® @alsdients, thersianatardayayhey en paroFisssedor t‘dayupdat e
one or nore paraneter values stored in the wallet nodul e, As_anot her

exanmpl 0 artsSTineA carddsLodiaresigterdd fmart ard AP Hashintad inEigupe2peldaivetesd t o

d . - - ‘,
2t ot r ans df “gouRoORHFE: BREREITHEE ) 6 FoIRuE b bha TN foglveered

unr egi st er eShatraaid 3Ariduéteatd in FEME ) CAbHexA&Ple, aSIakias chiptoydd Qi Fbalad
smart card is not tied to the identity of a specific user. However, the
same STM cardnarhgard & theapleycparaniuse p oartelde hperbickl davecede remster thgismey card
associ at ed f\(/)vll;tthet aeelyval etn&ﬁdr%)(ea of1 a r({aegi St rﬁ%d spart cal gﬂe gi nER &
casino may W slﬁ P6Val i‘dat e the |crinepn?’i%y iCd p Sy%r 'R person before

al  owi Ng sygbvidingange smsMeardad siude® agfi R i RiPalsit O pPIEsHINS bANST B be
security. For exanple, perm ssion to transfer funds for purposes of cashing

out a snar tsmgal garduypgiseatiamppaatians Cecuwithdapeyesion hata egseroupmployehey
control of casii no per;songe%. Anot heIrlfre son fgra enl}c glrtcirg tSLjCh per m ssi ons
may be to dRUSEEHIETFOAKST BRI Srd OLPARE WD gaf GES PSS RSy stored to the
smart card. For oxeamls8eurty ié Shébksd Ung ekl Wb JafP ReGdlidaRdF BUSR & menre or
nore devices in the cashless gam ng system may be configured or designed to

aut omat i caldnybadimaends,éhe eparaiiensinesiormacds frarchedangi seguaty andeyaddptingtheanwet on a
BT R SRR T N
ggtm ptn 5 ag 1; ﬁsﬁqagﬂ@‘r'&'ﬁs inSertc@Qn®RE kmaft RErdt ledts €68 cfdnile IR ct Mt opdfatlons0 t he
may be performed that are related to establishing a secure communication session,
authenticating the smart card with one or more remote servers, determining whether to
permit offline use of the smart card, etc.
25 At 936, credit is transferred from the memory associated with smart card
transactions to the smart card. For example, the credit may be transferred from memory
144 to a smart card in communication with smart card slot 132. In one or more
embodiments, one or more operations performed in conjunction with transferring credit
to the smart card may be substantially similar to operations discussed in relation to
30 Smart Card Credit Manual Transfer Procedure 700 illustrated in Figure 7.

At 940, the gaming machine is returned to service. In one or more

embodiments, the gaming machine may be returned to service automatically once one
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may be too frequent, resulting in excessive wear on the smart card and/or
excessive authorization attenpts with one or nore renote servers. Thus,
limting wornmisrsss to update val ues such as the auto-t PamafSesiioboseshol d
val ue and/ or auto-transfer threshold amount to certain STMs (e.g., STMs

install ed at gam ng appar at uses, operated by casi no. persgonnel) nmay ensure
that only éﬁp"g%r ?@E@P%a@éﬁﬁsta&d Vi shige e f gming R Rl CQBpIared

Addi 1 0N |fow Qe 3h (68 D8 B mANE 10 1R EnBITH 0 GhuIPRREAHE6F T B o

configured or design to automatic orce restrictions on paraneter
val ues. At dadido ewipdoyet (c.£.5 alemployedretio tohatidddhe segueatd) tpeovugedahgutao éhcor
nore paraneter, values satisfies the perm ssions and/or rules, the one or
mor e par aneREHNS AagaEcar EO SYHTRIG: HiF £ FHPIOYERIRY FYPPOne Bigitalpprgd/or

enbodi mgnt hygigﬁr%?g(; fetﬁﬁrtﬁe %%Xi\l}%?}%@ﬁi%tto ?é?viicé‘.di cation and/or confirmation

that the one-or par anet ues were successfully updated. In one or
nor e enbodi ment dn ohber pRrasmbetimeals et @mdre afisitd dicedioas ilpatritedin Bighgcur e
comruni cati ons session between the smart card and an _STM card. Thus, the
STM card netdy "Hechsy omittee domraAMele i6sdit Psmn bhacypérdireethy dranh dbe igamimgdes

oh dat . . ‘ o ‘ . .
i oaton TR b SR LSRR B8y RO ERIEHSALLOR BOARRILET.
in the gamagop@hnathUsnarSoat) tadsdctiensSVAB ahOther bxunihléf @paate ejdaidingeot S,

the smart card may not transmit an indication and/or confirmation of a
successful dipelans Scquiitys giech validsbag Minsmart cpd Rey e apecoshant ifthe acwinmiet er

Val ue Proce i i .5 may be used to determ ne whether one
cq}‘j({ lt% é)?&gdeiscﬂ%éme Qmﬁl %50%1%

or nore paraneter va S sirccesstully updated. It should be noted that

in one or nore grkadorBidiSemb&iitndhtd, siR(Hesds opSratipdlallestRn@l ia/FiFRe © may
paranmeter values may not require the use of operation 608. For exanple, a
smart card beaperiemeilt inga yHerent gxdeh gngap| pewrebyd/ dpr pragpkemthagammg at a
gam ng apparatus to date | securi.ty.information (e.q.,.a preferred
anguage) arend Pedt: Ay Sniir bt obrnanfreciedhdrh HEaThlE

val i datjison gt ioomsmofy &ddbEatéd SHeWSmart "eatd 8ansaBEbrsOr Agranethdd dkample, a
transferring credit to or froma smart card, perfornmed in accordance with

one enbodi metificgfon pb apreewatcaphwahmaynbe TaasSigd timpagdiptcly edtion WAkingla
Transfer Prpcedure 70 used to transfer, credit from a .gagin
T et (RS fof AP o el By Biind e BRL Rl FcSeduulifanloh JuBE e hart o,

exanple, a gpart card nmanual transfer procedure may be used at a cashier

termnal in order to add credit to a smart card. The Smart Card Credit
Manual Transfer FHgeeetlustowasgomatpd 4080 fdyeprotseithgasmart eard licesss.tpsrivimed int o

convert,.credit stored on th mar t d to cash for ovidi t | ayer
associ aled WFTHIHET SRt Bhedimeal ol b el e + HF st Ced A e
Manual Tr ansbettidl PRREUE 1600 n¥BYbeiRridsRed 8t vig oaa b RtbréBENtaeini NecRRES tO
transfer credit fromthe gam ng nmachine to the smart card
gaming system in communication with a smart card. For example, the Smart Card
Access Protection Procedure 1000 may be performed at gaming apparatus 104 in
communication with a smart card via smart card slot 132.
25 The Smart Card Access Protection procedure 1000 may be used to render the
smart card at least partially inoperable in response to repeated failed access attempts.
For example, if retrieving and/or updating one or more values stored on the smart card
requires that the user supply the correct PIN, and the user repeatedly supplies incorrect
PINs, then the smart card may be rendered at least partially inoperable. As another
30 example, if one or more values stored on the smart card may only be retrieved and/or

updated from one or more specific types of gaming apparatuses, and repeated access

attempts are made from one or more gaming apparatuses that do not have permission to
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or fromthe smart card to the gam ng machine. At 704, a request is received
to transfer credit between the smart card and a gam ng system According to
vari ous ewbadives3s, the request may be received at onePCI/UsRo18/03(3par at uses
in a cashless gam ng system (e.g., a cashier termnal, a gam ng nachi ne,
etc.). In sone instances, the request to transfer credit may represent a
request to FIENS AR JoF et Tl mete vhReS ?ﬁme%rcardtlaasabga%xdﬁﬁﬁéﬁ fat us.
Such a transfefivTRY,hf & equested, for exanple, to facilitate cashless

gam ng on 3§ganvhglﬁacﬁéne or to awardcash to a player based on the credit
stored on the sy rendaring (lic emart cashatolehst fantallynmoperalsledin attackot newy be

i nstances, the request to transfer credit may represent a r%%;est to
transfer crideyonies: BeaplisHNg w8 PANNHG ResYBsEE Vidussoon His YRE caidlaingordeton a

transferp mac)éng) orhfs8 lﬂ?é%]e%gritarf S tP%HHR'cﬁfd.t fh A0 dh Ligaat n{a't\,‘zrt%sprwenttélie
smart card and/or at the end of a cashless gam ng session at a gam ng

machi ne. | Mfranecingnds effbdtheyrnitcardsone requests to transfer credit may
be perforned by casino personnel and/or nay require supervision by casino

personnel . For  dR&MPIOE MR PRPIUMSAISE NG FUESIPA BNYIPraYdFs SLEPLER thersms a
smart card ctaf’d ﬁlagaoghﬂe&{, ¢mat 0 aé&PraftEP%e%ﬂ‘ﬁoéﬁd% r&l%%%'dﬂﬁoﬁéﬂ&q;'é SR
Irmrte to esl gnat e oyees, sucC as a

card may be éasi no enp shiers. In

addi tion, ahaydltey datelty takeniee gnartodre t@a thriniih ahd/opeishibol oy Yobirthequi r ed
when cashing out a smart card. Further details related to cashing out a
smart d&r d aavistagkcs c 95 eEMpICr BIcatsehmMayoPPyViglaridentificatien imformefiointd esingpr e
enbodi nent s |1 t . [ I{e er to
rovi do 1 adisrRATE aiish b calFE BBt bR SE I er TROA B e HAST * 0

PIN. For exasrdorgottel teeRINNG Yot se@eity irefdrhaidar ored ©n ahdéhbrd yarde rrhepy oduce
an ID card or provide other fornms of identification information. As anot her
exanpl e, a agsirfBoergblopelepieatduirs may bgwedormasl. t Alerapisty. of additiorgity die

assisting a _user jn.making such, a _request . be required t.o provide a PIN
and or o naroey bl SRR PG Bl SR TR B R S ar e r s ¢t ed

to calljsa functisnoa, BeuGRAE rC@iminti®ed framshetashlegs bimhgtappennishe tsar t
card and the gam ng apparatus. In one or nore enbodi nents, the instructions

are transmismasidcdrd dencall edupdimanen teswedraead toireticyhandjeminigtcapira®iamgs, such

as the SMB 104, viag an rd sociated. with th n,.n par at u
Co.gr: an Srvredrs NS omtul (Bae: BToRRRRE i bk o fTRYE] ARRELEY R,
det er m nat igfck aﬂ@lgﬁuﬁdateaﬂnea&%bfé%drﬁﬁetéﬁ?mh@%aﬁmetsQﬁie Irhdre %@ﬁﬁ_ss’i@nst 0
whet her the request to transfer credit satisfies one or nore perm ssions

and/ or rul esd/orpulgheAol0lFpmdice ntbisdictremined thitehel sqquestitaaetirigne b/ omdulalsy a
securib nodul e on the snmart .ca

s e n ar lusrdgégkgt, themsecurk% n?dule 2Q§1: EQF
et er nmiat 1B FePOl5 PR YqlUGSeRLptigsythl pepmisgons, an %ro]f]r1 PhEHE® PhEO e quest
has been sigaggbtancdieds SCGTMRMBEIPKoR HMalshRlrtaHld @6 the gaming machine and/or
updated on the smart card. In one or more embodiments, operations 1004, 1008, and/or
1012 may be substantially similar to operations 504, 508, and/or 512 illustrated in
Figure 5 and/or operations 604, 608, and/or 612 illustrated in Figure 6.

25 At 1020, when it is determined that the request to retrieve and/or update one or
more parameter values does not satisfy the permissions and/or rules, the number of
failed access attempts is updated. In one or more embodiments, the number of failed
access attempts may be stored on the smart card. For example, the number of failed
access attempts may be a parameter value stored in the security module 208 illustrated

30  in Figure 2 on the smart card.

Additionally, or alternately, the number of failed access attempts may be stored

at one or more remote servers, such as host systems 124 illustrated in Figure 1. For
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approved STM card. According to various enbodi nents, perm ssion to transfer
credit to or fromthe smart card, nmay be limted to certain types of gam ng
appar at uswe 2andi2e3scertain STM cards. Thus, operation 7PRTABY0I103@OYe
determ ni ng whether the STMthat transmttedthe request to update one or
nore paraneter val ues has perm ssion to update those. val ues. .I.n one or nore
erbod ment XAl ] BRATE Gatt A HANRANIOTIB aﬁmﬁteﬁ ¥l iy 8oy be

pimted to AcHRil fhofRGHERET A0l ARNRH Sird BNALARLSs WIRWEY Rt siflntll T T €7 et
i mpl ementations, different security perm ssions and/or rules may be used.
The det er m nat i ckddiacienllas oopedteatatady, Tht2numperbef faittel atcchkeagtmpts mpaytbdased
on whether the request conplies with one or nore authentication parangters
speci fic t drapaHisddion dbe apagicerd tofhe gamine pprdtuisnblgansiiting, the naRSeeeh i ng

credit Ret ] t . ujr t he
user ve?if?ﬁﬁﬂ% <%%g%ﬂ%ﬂﬁgﬂgﬁﬁ2%@5?@%@%?§%§gﬁ&{ﬁgﬁ%ﬂgggx%%@»thﬁﬂ?ﬁﬁ%fcase,
a PIN may Hhefoeobd efthedisk tigamntichsnatserd o/l bdendadet igpparp . athismandllow the

transmtted along with the request. to transfer credit at operation 708.
Then, the PISR POSEGISEISIHIANES A GEHAPSIORRE) (B> dhdBKEN BaesREniemiNakt or ed

th . S Q. i i .
11 st at ed "R ERT A GefihR i A HCRIGE: RhER R HihY TEBLAGHRe e o,
credit may daertderd. eBor AbmpGa uvdrenayi Rave Sordett@r thit P stodad orf the chricimdIhayt 0

transfer credit satisfies one or nore perm ssions and/or rules, the credit
val ue d0or &¥ adempHBE &ngitess bigPdNivalugpdat ed according to the received
transfer request r e \: e RV .enr t

request o tr andhertcreBP pibodingh BS BT ARG hERHRSE SRR ST MR, (e

credit val ugasinergd uﬁdatﬁllgenﬁ)maﬁorpwséd oRY tibe steodeasiad Jmp heoaney Riithof
credit included in the request. As another exanple, if the received request
repr esent edravipeyfraled acsessr atestdy. drasdixamiplo ach daifedhiergsappemat meytks t he

smart card,_the.c eqht val&e at .the smart ca&ﬁgg%%GQEnincre sed. acc ﬁping
STEr ' Te

to the val (&G RETLEEE 2HTH TR MLl R %N BSOS R E

credit 18al uRe pist (e, HBFY then APPars Ak niay bepelabed. according to the received
request. For exanple, if the request represented a request to transfer

credit fromthe lsmaetorcapr ewbedimenanthegsragipgpgt gymote erverse @hd/oy ghmengst or ed
on the ganupgla arat us. may Qp incregs%g a&;ogpigg Lo d e.éﬁtue i c}u ed in
the recei védl ?é‘%é%%y. DA Aty @P%HP_ EAMSTL VAU FRECIPEq et "t SpFeseRt ed a
request tO1HMM&Qc&ﬁQﬂbﬁ?&fQH%EQQmQQWMEQmﬁﬂﬁﬁ&ahH&rh b RsSdBEd wedrfilddhe
credit value stored on the gam ng apparatus may be decreased according to

t he anmount dceess aterpisrio thigh sesumiyiedfurcsginebtas r¢movung fonds fisme thendsendt pasdt s,
the credit akgnc on the ganing apparatus y.ﬁg st qred ang u &ft din
non- vort | 1B oGy ebis e BUUareh e “CRate 4 Freset | BRETR Pho¥mar
cards. For @xaip! €atdrbe Gh@dids RahANse Hatﬁi_reti’&re“dt bRehab® NMETREY in some
l44associated with the SM B 108 shown in Figure 1. Tnthis way, a credit
bal ance mayimpéementations it may be possible to track failed access attempts without
unnecessarily rendering the smart card inoperable.
At 1024, a determination is made as to whether the number of failed access
25  attempts exceeds a threshold value. In one or more embodiments, the determination is
made on the smart card. For example, the security module 108 illustrated in Figure 1
may make the determination.
The threshold value may represent a maximum number of failed access attempts
before the smart card is rendered inoperable. In one or more embodiments, the

30  threshold value may be stored on the smart card, for example in the security module

108. Alternately, or additionally, a threshold value may be stored on the STM.

43



safely maintained during a secure transaction with a smart card, even in
the event of a systemfailure or power outage. FIGURE 8 shows a nethod 800
for aut ormsiDi2edll/12¢y935r ansferring credit to or from a snar®PCctarsd11parsbormed i n
accordance with one enbodi nent of the present invention. In one or nore
enbodi nents, one, or re operati assocl th he Smart Card Credit
Auto Transfer Prowelipgts n%@a mﬂé éuﬂaéa@FsﬁBV@edﬁgicE% in a
cashi ess_galng s EBodfhin ﬂ@alr@show@almrﬁ YRy GEad hudtho sifbangs er
Procedure 8 may be perfornmed at a gam ng mac hi ne % . 9., ng appar at us
104) in cormmmneaentosncvassﬂul esnsammmrdcased (Hovgevier, v1nadsffmertt erab@thmlemtts 182). In
one or nore enbadi nents, rt Card Credit Auto Transfer Procedure 800
may be usedhﬁ%m§@F6WﬁPFW§FWQYWP§ﬁ@@@ﬁeﬁﬁé&ﬂﬂogron1a smart card to a ganlng

nmachi nes For equQ%g %mﬁﬁ’va ﬂngQEgmgavgﬂw ﬁ%%#&%@g

bel ow a predeternlne mar t ansfer

Procedur e &3Qonay mmerdamest m thu tcashbdsk (gaﬂnmg tﬁarwﬁmplec ﬂedhteslfmsld matuhenegxmr t
card to the gaming machine. In this user machi ne may

continue t PepIngytcs upshi W&leﬁﬁ‘é%ioﬁé)fvﬁl? ﬁmalacwfq YYHBIhOétr Seyatetmt #Zéri&lﬂefqt@dmas
ded f 1
needed Tr Ofﬁlgﬁ}g elf p@%& Tn?gf ol 1 had {bat‘éhg&h% gggfﬁdgg@e ; &Sﬁﬂﬁﬁtca}&?&

funds be tra he snar car pl'ayer need not

transfer althe gfectfivencededl the shsdiceshdist fabcusairakdrs oagGbupOofl &sersgefmr Bgariipichi ne
at a glven time, but rather can nmaintain a credit bal ance on the gam ng
machi nd Oappr st eare thay holds agrlagnesly il cspdisbalamee gy, begpsgigaer & rakadivahclewand

one Or  Tor &y bt Qe LRGN RALATE\Bluc AHES, A0 LS LSy Rl LOmAhe SR

card. I n one or one or be "st or ed

in a nodul erefit bhigncs syt b& adstbned u&blaaselmhglefaﬂe@dwees &ant%@smedume for
retrieving one or nore such values is described, for exanple, in relation
to the Ret rASe@@te?rawnw o PRET AR®t EAUT| a2 ie ok dePle t50BIIRg [agessy attermpt n
Fi gure 5. ﬂ o%ﬁd [, qore enbodi ments, the credit balance retrieved may be
measur ed |n16 P?ency However, in some inplenentations, the credit

bal ancgsretrievad (B@YOlb@ldi?EMoﬁﬁnéﬂﬂs ath@li dhf-ef entl ey tstors Ukfcrast G&hbRl
credits or ganme credits. For exanple, the smart card nay be designed or

confi gur ed vabestier élf@meime@f fiyited caceedis tagtemptsi tFEQII cxamplee the soparbpard grayor e

For exampl ouoig 5, A ol Bl pANENE o el Sl Y iecdivt, Wil vl
aut o- tranSE@%ﬂ@ﬁﬁ%WbleﬁﬁdeGﬂMHQEBﬁfﬂﬁahﬁﬁﬁ&ﬁdz%@h#ﬁ%oﬁ@hﬁk@%c&%s@ﬂmnpt
aut o-transfer e auto-transfer threshold val ue may represent, for

exanpl e, a thissddoblyevel low scourity rcepge pitemgptarsuahyppatianapis faehasge & prederddr om
the smart gard to the gam ng machi ne. The auto-transfer anmount val ue may
repres A&EfBUnt of credit to transfer to the gami ng machi ne when an

auto-tr ansf er ofjn&hedl hmokSembodiments, one or more failed access attempt threshold values
may include information related to a time period or timeout. For example, a smart card
may be rendered inoperable only when the number of failed access attempts exceeds a
certain threshold value (e.g., three attempts) in a certain period of time (e.g., 2 hours).
25  Inthis way, a smart card will not be rendered inoperable based on failed access attempts
spaced far apart in time.

At 1028, when it is determined that the number of failed access attempts
exceeds a threshold value, the smart card is rendered at least partially inoperable. In
one or more embodiments, rendering the smart card inoperable may include performing

30  at least one operation to physically prevent further updating of all or some parameter

values stored on the card. For example, one or more circuits and/or communication
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triggered. In one or nore enbodi ments, one or nore of the auto-transfer
paraneters val ues may be user-configurable. In this way, a user nay
confi gur evaemens3sard to al ways transfer a certai n cre@Cr/isawnos0800 t he
gam ng machine. It is anticipated that such confi gurati on options may be

beneficial .in encoura smart. ¢ doption, si n pl ayer refer to
add a specilffe a"qsu@w%eaﬁﬁ%torot?mg d% BROtRST s Fr Ay &ﬁ%/% ng@@ach
time. Ino R, B0 ¢ Gemith SrihbRRFHE
par amet or & Ko sas e, SRR bR S “FH@S@%?&%XSWF léfe?%’e?em STV
may i npose diffdnent drlrmnrt: $mbndmml¢h trertdeangﬂersma%t bardﬂntmemhlmaiay@mblgtem ng
machi ne, for |nstance, pmt the auto-transfer ampunt to avoid an

unr easonablRSTioFaEEat lqawépfttvére@peraﬁlpa&P@Wl}tﬁaﬂlﬁ ueé@l%)féhep%ﬂmjcagfiot
machi ne

t he gambng'%tr?é%ggmgl%f gﬁ‘%g gﬂvf/)? ? eo(agheltsg)rt gﬁ?@? h res‘f‘;1 ﬁﬁg csté%ljr ng to
di fferent enhedinn®bingry thae ittktagssniha@ihd @iﬁrthmylpbetm@diepmmdtef fvaluenimdydsat i ons
and/or by different software progranms. In one or nore enbodi nents, the

det erm natiR?ﬁfOFFﬁ‘f/d be nade by a programrunning on the CPU 140 of the SMB
108 illustrated { i gif term ion
may be made at aI gb f(gk%ﬁ ¢ emﬂ)&iél%gn {n?&?%rtloﬁ @aﬂbggaﬂea\?% ggl?le&la mﬁ]e
mast er gamicagl bpoadind blﬁpl)oyedsrbrausrabﬂne ronesntmchnmn&ard tmﬁzndeﬂ'e& opeadblonFomy be
made at the smart card. At 812, instructions are transmtted to call a
functi df orexemeles ther plaxiray be ablarefiere the st wed iencvie depaprd pervideand

t he gam ng S e t t
transm ttecf%gﬁ%%eo%s%% nag'rdqrfhregarﬁcgt %gir%%géneng 15?11% (?t(%l arﬁl%fe ud?]h cf%gpagam' ng

appar at us, apuiakt aseriftd cRMithaldde stotadl iahehMneaysle@ssoci ated with the gam ng
apparatus (e.g., an STMcard in conmunication with SIMcard sl ot

136) . Accor di ng t6 thﬁatwowéueé el fehpleyervary beperiaderhiogiasls onatiic halapeeer t o

determ ne the of credit to st \for transfer For xanp t he
amount of GREART TrepateaRY arv PlE R ras Rl R el B ERV B o

mor e of15t heyagimlpQt feagéget%s JEYUON andaihtéactihf &vitidamb reﬂfp‘icﬁ}%és bhgyeeARl driss) ue,
and the current credit balance on the gam ng machine. In one or nore

enmbodi ment sf a phecriepentedlp fequiresid new é@@@w@d ayter gy fiegur gesis ped/eidopicci ent
to bring tt}?ﬁgurrent credi.t bal ance ava am ng._rmachi.n up to

t he
the sum of d8iop PE e Sitp Oé’g%go‘frdsy%fﬁl&lsauttglst‘?f%?’ngg oo o v

enbodi ment reddde aBBMPRL toOfanfpee Hith beghiashmdttodized hadss e sﬁﬁiﬁ &@d@qwt%al ent
(or substantially equivalent) to the auto-transfer amount. In one or nore

enmbodi ment sashlps campagtysisf.credit requested for transfer may be

20 If instead the credit value stored on the smart card does not match the value
stored in the casino systems, then the casino may investigate the cause of the
discrepancy (e.g., systems failures, unauthorized smart card access, etc.). The casino
can then make an operational decision about whether to allow the player to cash out the
smart card and what the value of the cash out should be. In this way, the casino may be

25  able to access at least some credit balance information even in the event of total system
failure.

FIGURE 11 shows a method 1100 for facilitating offline use of a smart card,
performed in accordance with one embodiment of the present invention.
It is anticipated that in some instances, a player may attempt to use a smart card

30  at a gaming apparatus (c.g., a gaming machine) that is not in communication with a
cashless gaming server. For example, communications between the gaming machine

and one or more cashless gaming servers may be temporarily disrupted. In some
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limted by the credit balance retrieved fromthe smart card. For exanple,
the gam ng apparatus may not request to transfer nore credit than is

avai | abl ewonotihiesssart card. Alternately, the gam ng apparatsesi1mssod nst ead
rely on the smart card to transfer the appropriate amount of credit if the

anount of credit requested exceeds the cred t bal ance stored on the smart
card. At 8IBSHANECHePRUPMUAKRIGH Meynbiudeaporan yaf}mpé%ff i8R FOURFHO éﬂl?ltfﬁe

smart card Qg5 cWH%é/sHSﬁ rBF@ner AR dO et %ﬁn%%?%&ﬂnxéﬁleﬁ%faﬁfbk Qesifife OF
nore pernissions an I'n one or nore enbodi nent’s, the
det er m nat itorpermail@sabf BibGnmat cdrve veithoat amuiralgl gonehmitaiontetvéua tetgemmenat i on
made at operation 712 |IIustrated in Figure 7. At 820, when it is

det er ni ned M#AHNFHE O QLW ¢35 lceﬁ%l%?él?lég Serveidi fn SorR¢ WiptapeesopRIMBiingyseof

per m ssisonsy angfa0r ol \E$hout 16 1ﬁf1 AT éﬁ?ioﬁt\%‘l?%ngrq it 26reS BRblesE %ﬁﬁiuﬂgs

updat ed accorgl ng to the recel trans request n one or

enbodi ment serwepdaty hdp h{md@lee@hrk curgdesttorg tedubeusigaof sarasrdetiresrdtar med at
operation 820 nay be substantially sim]ar to operation 716 illustrated in
Figure 7. At 824D @feot meys empgriieenst QfHEICoRIthFarhpes SaYsbg @%ﬁa@

according trﬁalh{m}:ﬁéﬁ%c"o‘?&'o?%‘éﬁ% A0 Sy QM adRihe 1{73910 . ¢ Thens theg gﬁ"lﬁgsggbghe

credit value a apparatus as perforne

subst ant i aldayhisg @yskeami chDeiyaey thii @@mZﬁQath ﬂhusharsatoeded:mre&rglyr guthlentiCatgdiise 9
shows a nethod 900 for cashing out a smart card, performed in accordance

with o ery8untieaied be Of%@fﬁ}eééléﬁtOf thy emertorird Thecmwged. g thesersidgss
Procedur e 9%911{?%%5?%1 %?a?dqe%%n%?ﬁﬁle%{sg%!f@eé@%?gar8%ﬁ ege%% ARPAL. nﬁljéé%tl e

(e.g., a smart car I ona m ng

may have respbid@deisd odcdskadbs huthentiasdd With oay op mivte cwﬂges@agahu@g sévérscket
directly to a player. However, providing an itemof value to the player
wi t hout su a1 ard Ofliea dise o/ abidpsemRecedury 11k dlustrated i Biguse t béaPfi ng

security and/ or rﬁudulfﬁnt Jrapsact i ons &J herei n, providing

f
credit to & Sling%/eeor Vi a Smart ¢ rsalaﬁcard?lo}fgeef(agﬂns)[?tg ensure that one or

nore gasi ng trans@acti4Qhise affEnd QNhdRWE Eorasmshirotard aist fid aetchrined.e Aheisqlsayer 1s
provided w th cash. I'n addition, usi ng a smart card for cashing out the

gani ng nacHichanthy 0&11n®w1@omma§n@pte@emn for examypele; %lgn%th@étlme h@twﬁsqndhfr lagtash to

certain secy a aS|no er's

a1y, ot MR ot otb s Bad R Rane P GEAhG i e RRI 49 ow
payi ng a playmroebrt ioidh bRAYeHARHOS. ]I%hi{éld%%{orééﬁlbodlﬁ&htsemf&ﬂﬁe VMH&RV e
player takes the smart card to a cashier, the player coul d be given a check

i nst ead of Zdakyhurs, Mduglvecans thaf i aan‘tancﬁnpﬁaft edd hmbeonomtheptiegied witheyreineidt i at e
Such o8y WANTER, GREr R b Ab Sorer oy B ep < tullobieatl i Flrst P
smart card st@forfagbi HarPetrd 2na9H¥ 36d BRI HMfrs without requiring that the smart card
be authenticated again with a remote cashless gaming server. In this way, a player may
continue to use a smart card even if remote authentication of the card is not performed.
Configuring the offline window may provide a casino with additional control
25  over security in the cashless gaming system. Thus, according to various embodiments,
the offline window may be determined in various ways. In one or more embodiments,
the offline window may be a value stored on an STM card in communication with the
gaming apparatus. For example, the offline window may be stored on an STM card in
communication with SIM card slot 136 illustrated in Figure 1. In some embodiments,
30  the offline window may be a value stored on the smart card. For example, the offline
window may be stored in wallet module 312 illustrated in Figure 3. In some

embodiments, the offline window may be determined dynamically, and/or various
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techni ques are described for facilitating cashing out a gam ng nmachi ne by
using a smart card even when the gam ng nmachine is not initially in
comuni cawpanmMiztdssa smart card. At 904, a request is re@cCeivsed1soseash out
t he gam ng machi ne. According to various enbodi nents, the request may be

received froma gani ng machi ne user, a casipo enpl oyee, or software and/or

har dwar e as%fﬁ]l?iea‘_f”é‘g]owg R Heutpdm ) SETIH e ERMCBasiies BHEdsad ¢ refloquest
to cash outpipceiedl 8h ét?@ﬂfrn%%a{aea{cﬁﬁt%'& de®a SRSHGSA offink SMRYG 3 o tchfy cash

stored on the smart card. ig—iowever, I'n other instances, the request received
t o cash outcaayin@@4chmycly dpghdséamice éhan doesdrd storing andbvelphivy crsdinrbaleficet he

cash stored on the smart card. In one or nore. enbodi pents, the request to
cash out the snett [EX: dherdimeef g 8105k decsnta opldns: usenpl thegemppt ard may be
il lustrated;. [ guh I . i t he
smart cgr dddr%y ﬂeegdihg;S)%gilgﬁggﬁgﬁgﬁéﬁe%&Eﬁ%g@%ﬁ&lslgpgée H|é %\m%ﬁ g%l‘ragn%%e‘rhen,
a user may thsedshecaeavimeinldbichah¢ egue shrdt hatbesoaithadticated vath dheorcmerd t

stored on the smart card be transferred to the gam ng apparatus for

pur poses offCBRhFSIYCTS (#ssackEeds Mt the geahlesst sapige systgly &8 Aatt BateMs dde as
to whet her ihﬁﬁrage%%rtéin%&%@.r A MentiBatidh &C{H@H@'aﬁ%{cﬁ&}'t tﬁé‘oﬁ{ﬁ SRR kb d-
For exanpl e, one or re conponents assSocl at edw the cashless gam ng
system 100 sehletss triagtiadolve, for dxample, roeynroh@di €atish ngstwdiet ter sthire cg@imhmy the
apparatus 104 is in communication with a smart card via smart card s| ot
132. Atl091 xemgieessricts tosverft bahihgsmarticard is itagiand has agfbaemtagypered with. In
communi cat i gn. w.t h t t. . C i b n [

gam ng nac hal(aﬁlet%bla{ ﬁ@&gﬁ%ﬁ{, n&ar@@.gﬁ%s Eeﬁl 5{1: &é@"’éﬁ %e@é&n&f@% ?%&Isesggléll&?rﬂ?gques
nmay be usedrdn@actions pbEsmeddediinS tiketmaerad gagivrordBeiidietand ehessmmbrecar d.
For exanple, credit may be transferred fromthe gam ng machine to the smart
card usi ng remetcoseryesp donopertizaations ks sxpmple inforrRatians pletad e tignepert cardd
Credit '\/B‘nl‘{rafate-l(irtancsaflgé F‘.urra%(s:e LS rn7a,00t)ei ‘[lralanStitrfé%{[ %)dthi r(])nFiog W Ste ZfémA\{e sgllv%
credit is transferred Promine gamyng MEchl ne to e ry associ ed Wt h
smart qard dnt dospetddonish triacttndifiidrthatioh esbictvelmonbBthef ansésrin ek aspigtd he
gam ng nachine to the nmenory 144 associated with the SMB 108 illustrated
in Figure Igaming gyscror(cigpr @icefh SWIrrEAmNs aprarsrases rapsepsaiot ivdthethewgashlessrar t
card transah(r:ti ons Y b@nogvolaa@i I errrermtr% Ye) fthatd idfmtl he HrloceduE for
cashi ng out P REUGEH nd TRCH e PR P EPRUEINS POFI8EeY UBYS OHBRe 5B g&e or
gam ng machinier da@$ By be bhRagt peMbdicaMy! Jerified. be | ost. At 920, the gam ng
machine is renoved from service. Renoving the ganm ng machi ne from service
may invol ve, forlnesteng sorglcabpdignankse dgtemnmgtiometi the tinne af shamwsi neoghli ch no

Further,pwaget 08 L0r A IBaR LAY MBYindRas PAIHESET o Il vAIS A8 B9 uTBGRNe

card. For example, when a smart card is authenticated with one or more remote servers,

the one or more remote servers may provide an encrypted token to the smart card (e.g.,
encrypted with a private key) verifying that the smart card has been authenticated.
Then, the smart card may provide this token to the gaming apparatus, which can verify

25  that the token was provided by the one or more remote servers (e.g., by decrypting with
the corresponding public key).

At 1112, a determination is made as to whether the most recent online use of the
smart card is outside the offline window. The determination may be made by
comparing the offline window identified in operation 1104 to the most recent online use

30  of the smart card identified in operation 1108.
At 1116, when it is determined that the last online use of the smart card is

outside the offline window, one or more operations related to offline use of the smart
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is returned to service. In one or nore enbodi nents, certain functionality
associated with the gam ng nmachine may remain in operation when the gam ng
machi ne iworenoesssfrom servi ce. For exanpl e, the gam ngCrashon®3say permt
continued operation of features related to ordering food and bever ages,

changi ng gane, options,. and/ or other features that do not directly. involve
further garfd' ISPt PAFMgSY, Fer ﬁé‘l‘@?lﬁc%fttﬁi)ﬁméﬁt cArdscgt doehythdtd Vih St to
the gam ng rﬁ%ﬁ%{eeé%}ve!r fP(g O IR Gy MR MBS w fBPSfFEfPé bidel i€ 3k 18 Odfrifne
no-card cash out may be sent over "the gamng network (e.g., via

comuni cat iwa of ithksm&4 cardd| syt nett edpdrmitkadg uiheont)or rhore agithiodiroets,ato further

alternately, the notification of a no-card cash out. nay be provided at the
gam ng macHshef thegmasteard mdll bg psmaiticqyntl g dmsrtecaghiy/agthepticted Hayvayshs may
be acti vat , : ] chi d el %9][’@?

i npl erre\rglt afl ?c?%g{eget%%&ﬁrg%’?%gtgﬁl ofr?lﬁlg[ d ggé%oéf?gggﬁggs%ak%ﬁayn%egp e 1ue'sdédF(t)ro
attract thexaipnldwsecafitcasranpsiconndhngii@thegytafdpte langagicntorpe bs tinel

may see that a player without a spart card would |like to cash out a %am' ng
machi ne andMess HEAINHY bePEHBItEY 2 Ahavptisrasemds: dhe ¢lavpe ey Brepermitiasb® o
smart card 4 e . r g . lLe, 1art
card mmy bl TALEPELNASeBhpld GRoRAGEN FRing (80 TR Rl | |
one or noreaoanhndicaehts, the smart card nmay be brought by a casino enpl oyee
to the %am' ng machine. In some enbodi nents, the smart card nay be supplied
aut omatllcal | 'y bylf thedeaping appasyes Bt is goRimui¢aHen fa8HMe<y RIRiCATLS LABHIE  For
exanple, t 1 i e | fi dto
suppy & neu Sha o RRCABRLRY oiS SRUREESHEDLE RMFRSEON MALAE AL o

a smart cargt. mbiet fi8hlek GarIngyRiveds féheutb@sicBOnLiR Syee Ry iAlReddely,heér smart
card into the smart card reader. In one or nore enbodi nents, the smart card

may be an wdddignaibethe) semingappaigis mayrinferng gredplpxer ghat thy pagit sk mystdear t

Card 200 il uystrated i Ei re 2). Howeve in SO empodj.nments the snart
card oy RS BT R tsfhoa b RHNET | (R ET-RRALIROLS LS00

illustrnated in FAQUINO, When ft9¢ d@¥@iTRtEthafithe @8dsh EcceRiindlyie @s\bBOthp savitdesl a
smart card to the player may use a portable handhel d device to register the

smart card i grsiderée pffape wingwgy, ame o arore vagrpliens rglagashiocdtlie useef Garrnrigt
machi ne capabl e of providing a new smart card to the. r m so_be
Capabl e of BRI Fa BN o FofsPEMuRaRihe ST Mkl AT B R ORE e g
Wi th super \dafd @R Yt satiAGEAQ] SABLIOYES oftiic REOYT Ml BRlaR cBRAURSZELOpermitted.
identification information such as a credit card, etc.). At 932, security

i s checked and tlhesomwwaimpleaedatiansy ahie dheesmart gagghs wed norae Sfisdéasklass, t he

ti f d f. Ki . |t d | i dat i t he. t d
iy bo SUnalies BTy eLP: AT OB, E RGN I e L g Gerbar iy hi &

whenever a ¥ bo®ddifltheSsnRE &drll @dd ioRttRe LRRinBphrab Al [r R0 ifich®n @%m)l e,
one or nore operations nmay be perforned that are related to establishing a

secur e conrhefire ghshorg swghe emart card). In this way, a casino may permit offline use of the

smart card while ensuring that the offline transactions are legitimate before providing
actual money based on the offline transactions.

25 FIGURE 12 shows a method 1200 for transmitting a notification regarding a
blocked smart card, performed in accordance with one embodiment of the present
invention.

In one or more embodiments, the Blocked Smart Card Notification Procedure
1200 may be performed at various devices (e.g., gaming apparatus 104 illustrated in

30  Figure 1) in communication with a smart card in a cashless gaming system. For

example, the Blocked Smart Card Notification Procedure 1200 may be performed at a

gaming machine.
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aut henticating the smart card with one or nore renote servers, determ ning
whet her to permt offline use of the smart card, etc. At 936, credit is

transf er rwo 20rioiv438e nenory associated with smart card PCansaeniossssto the
smart card. For exanple, the credit may be transferred fromnenory 144 to a

cmbodi nents. Corugu%g%ag ot o SOl e BT e AP e B, Paffped:in
transferri ﬁﬁl@f%&gx rsrﬁ&fe a(fél?ﬁc%nat @g&&g&@%hg)&wu?g q}rih@r

operations discussed In re atiron to nua ans
Procedure %afd.i |[Houstxampd the Eﬁ)cgcledeSrﬁart Atar&@ﬂbhﬁda&orga’tm)cmgummﬂmmaysbe
returned to service. In one npre enbodi gam ng nmachi ne may be
returned t PERFUFEREaIFHRO FIE)é‘F Pf/thsm@e%%wl%%téd ab%ga&eﬁ érg.'sl adddci at ed

W th caghing outy(fe QQMQQRBE?&B%H@ S Blo%l%éﬁ)érﬁér?gard HOMEYRion r?'r&ﬁeﬁl%‘?n

enbodi nents, the gam ng nmachine may renmain out Of service unt a casino
enpl oyee (ebeglsed acnpmmlt ayspstwhauthoxsdded dof hesnsamacdrd ¢ag dh splagvdadethat hput to
t he gam ng machi ne. For npl e, the casino enployee nay supply a digital
and/ or physheelallOSk@ysttﬂ@n} e@ﬁawtb%éxaﬁmen@ewggmﬁ% cy@dmptifigatignprgfduy  nor e

enbodi ment Sp208 M q:{ 1&9& fo e@% etcpf aﬂﬁ?&%ﬂs I{Iﬁlg cla rﬁ@#ﬁ%hé{'gﬁé@ Hérﬂs gncﬂgry be

omtted. For exa ved machi n

to the snarttaneafdrrwst hout separately transferrl ng credit to rrermry
specifically associated with smart card transactions. As anot her exanpl e,
separ atl® oper at i®hs!206r iderdticatign s@&ﬁﬂafls?naﬁﬂoﬂ?/l%eﬁdéﬁlihng}h@ hemataeard c & d may

be unnecesspy 'ngc:d hﬁ{;é‘o?&{ng%%rﬁﬁg %n{b%di%{ Q¥ ke (?e%n{“ aﬁlo%a@‘f&%aﬁﬁgur@reg Ry

one or nore e reoera|0ns | rate

be perfor mefdclude an@idfbenfivh @hdeny aiaous@d 16 QAT et $nifart k@fd @¥dAdrothe uséhe
gam ng machi ne rr@a% be renmoved from service before transferring credit from

t he gani ng %ﬁﬁl?llﬁt wilh e byt esdodicutesdamale: hes gntifieation mia i YISO As
out nm

anot her exarn SErlaﬁ 3 Iell;sl ﬁ@i Elx‘ler 1g%1}t1r}%alc (t)n ]élgggfir% tryp[t%%ra p Ee atnsm tted

i mredi atel y JB on a nﬁchlne is

not in jgonmuni cahiods oerﬁd’ﬂe ERBoGiRRts, ql@rldentﬁlcgu@euﬁ&nmﬂ&s@cmh@dh 100 for
protecting smart card access, perforrred i n accordance with one enbodi nent

of the preserrt ¢3¢ epay bﬁndemmsﬂrﬂ?mremmgme@rsmpmovémﬂ goreprascidd et 000

T e Do IR, B0 ey S B Hoitely B SR R T MR 1

Protection P%'fﬁﬁ&gﬂlvglué@%eﬂﬁﬂé 0 1H@§tﬁa€€dﬁﬁ¢1@re Gam N diRRME ak 18 0éhowh
communi cation with a smart card via smart card slot 132. The Smart Card

Access Pr otieforeiorpregeating érc1900t ward, Bechusethet smark gakdr serinbnembert nearkd at
| east Sl t Itl%lnls%itj[eﬁ(%g hé 81! r%o{renrerrn%%p RIVers eog "HoRE saytst%glsflaiél 'ﬂ‘ﬁ%tr%%ﬁ?ﬁ I%lg%g’et ia)rrpt S
to retrieve additional identification information.
At 1208, a determination is made as to whether the smart card has been blocked.
In one or more embodiments, the determination as to whether the smart card has been
blocked may be made at the gaming apparatus (e.g., at SMIB 108 illustrated in Figure
25 1). In some instances, a gaming apparatus may store information used to identify
blocked smart cards. For example, a gaming apparatus may periodically receive a list
of blocked smart cards from one or more remote servers. In this way, it may be
possible to prevent even certain offline uses of blocked smart cards. Additionally,
and/or alternately, a gaming apparatus may directly query one or more remote servers to
30  determine whether a particular smart card has been blocked. In this case, the
determination made at 1208 may be made at cither the server or at the gaming

apparatus.
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For exanple, if retrieving and/ or updating one or nore values stored on the
smart card requires that the user supply the correct PIN, and the user
repeat edlwyo=oppi268s i ncorrect PINs, then the smart car dpeayush@1oaesder ed at
| east partially inoperable. As another exanple, if one or nore val ues
stored on the snart_card may on%% be retrieved and/ or updated fr? e or

more specific types2bh ‘ﬁ]%ﬁ?i HgiSafiserrupgrs dhat Bﬁén}aétp%aé@éﬁlsél%é%e@d’( ts are
made from %ﬁgﬁ&ednﬁ{e e, Q201 g SRRAT ALYSES cﬁﬂi?éae%%rﬂ@ﬁée Ve Rkl 8' OP%r

toretrieve an update the one or nore va rt car

rendered atexhmabi fyaistrhal by tramapaedbéteceByher mmdecardgmd hiee garaing apgmdtua,t

| east partially inoperable, an attacker may be prevented from al ter| ng one
or more par%ﬁ@r 10T BHARStes Malppesianzd on t’&%mal? FRIE RfTDo BB P dptd,
securit addi, , evented from
novi ng %uno%l ?Pﬁg?%eﬁe srreailrSAtora}:aard ﬁl}ﬁﬁgﬁgﬁo@“ﬁ%&gﬁ%n%r%@ﬁ%, one or nore
paramet er val uesAist2i6eit indeddhie issdeadrinioalr tatniy ofehe @@t cdvd hanibéenupoekicad,

after the smart card is rendered inoperable. This may allow a user to t ake
the smart &t totransferad; fiam félﬁogamm%ailﬁp%tuéﬁﬁ|tb9é@afto<iar¢ urlf 18 YsPLY ance.
For exarrple r I on t

per sonnel an oraﬁn%ﬁgacg%ﬁs@ gzi[@gfgehg%%I%ttggtg%%ﬂl\ge%p%%go Ehseegn&?%gent ity
i f the userushas fdrastmple, ba¢ gotrlodnopdistidnk Ns@iciatddweith Satur Cind Grodio Melkion
stored on the smart card. Then, one or nore cash out procedures may be

per f or téd. W@ﬁerr%m@qdyre §0 Bstrated Helrigyre % Ha adEerephymbedimssiuene ar MEW smar t
card to rep I r i.ons are
transm ttedJ ﬁgglrlr%tttg p E‘fg%e%ém ttragﬁg%lr §§ﬁn(ﬂs‘%8% bllléclﬂg(ri 5&{?& C%rd to call a
function on the gmEny, @ﬁ@t@ﬁdaaoﬁ(ﬁtcﬁ¢aemgtmd»{wmaﬂpa@d Baiften Glocked & quesaNet er
values. At 1008, a determination is nade as to whether the request to
retrieve antycording daariemsecrabodipentspHicarritisation msysbos autpel Viesonsne Berdror e

Fgr ?]etsf: gcz 1%2&} and/(gru\! sel le 1n&1 a:,ltglss%,’t thvgln'%?nnllt nplé)tara(Eus omega?rgl L h%t ut er}ef\xtleiygb%ues'[

C
e on e Wal VEsHER

per mi 551'50n5pr@déﬁ‘(e@rwftﬂ|@%es@d'g@ e @fsplﬁ?r(% ghadigprey elQOVﬂluB@&e@-rlﬁ‘ EigaRsm t t ed
fromthe smart card to the gam ng nmachi ne and/ or updated on the smart card.

In one or nﬁdléatmgbth@t thensrgart opigr basi baey bloded. 1698notherdtxampie 12 flasly light
substanti aII PEin k ar,to ope agclton d504 508, and/or 512 illustrated in
Flgure5an |r n% Igln%l%% 868" and/or 612 illustrated in Figure 6. At

1020, when it lqnd@ﬂeerom ek Teﬂl%dlh{wtsr el afdtiflc@idretidye WRLARAORS diPsigie one
or nore paraneter val ues does not sat i sfy the perm ssions and/or rules, the

nunber of fiastiustionse c%ys%xanmlﬂrﬁteantlsﬁcaman@m instmciothe ue¢r tmsatl@ theriymaitparst s,
t he nunher of C{]ﬂlﬁfged access atte be st ed on

exarpl €0t iRt Pk Fdfe BRI T B T
stored i n thg), BRCShH YN TRALLE 2Q80ithd BISEKAL Sﬁlth'e Rnfatt@dfEmdy BOrdsB e MBIt
card. example, a casino employee may examine one or more transaction records to reconcile
or correct a credit transfer error.
In one or more embodiments, notification may be transmitted to one or more
25  casino systems and/or casino employees. For example, notification may be transmitted
by an audible and/or visible alarm at the gaming machine. In this way, casino personnel
may be notified of a blocked smart card and come to the assistance of the player. As
another example, notification may be transmitted over a network. If the smart card was
blocked because it reported was lost or stolen, one or more casino employees and/or

30  systems may be notified so that the actual status of the smart card maybe verified. In

such instances, a notification indicating that the smart card has been blocked may not be
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Additionally, or alternately, the nunber of failed access attenpts nay be
stored at one or nore renote servers, such as host systens 124 illustrated
i n Fi gur ew@.20Hoesanpl e, the smart card nay transmt i nfPomskélon3@ssoci at ed
with failed access attenpts to host systenms 124 when the smart card

aut henticates with the host systens. Additionally, or alternpately, the
nunmber of fORINEEISE &thatttseﬁmf@smﬂ W FaHhachEty tPrTS?ﬁlY%g‘e ICaOy | t o

the gari ng ARRAGALUSerDhATRGIA:hGRAE DS BY IR%ioMEd (ih gfhqaccess attemts to

t he gam ng apparatus nmay allow, for exanp a user to be informed of the
ri sk that the srEIGUREr B whows hemeendei ¥ forogshmll eut dmhissingymaktl cawdf he
user to request assistance from casino personnel (e.g., at a patron
managenent REEPHNehIN aspfdance sghors enabadipeitipd the prassneEyCHon: 4R OAgOF MPther
action that, nRy;ri I nyal,i i t . r I may
have fo:Sgotet en %Tﬁéelﬁéél rklg\él?l grsg%tdoﬁ&fi h%aégpgﬁg)ﬁgﬂﬁgyngg %ﬁ(gg&s ?dné&{%ﬁg\fjeess
the PI N valgiged bh aogigarocardahst igndwditoent & othpehdid missinge Futrdaampl{ afded ed
access attenpts nmay incl ude urgdati‘ng‘i nformati on based on a tine period or

tinme stanp SRR it MRAThSPIE G318 (s DTN LHaR EQOEstha 1958 Ap OBS OFBYOTRRASHN e,
h fail i at i ' oo
each 120 e SREE UL TR 02 PRSRRLRL AP B BHATR o hugge

than 2 hourkheagk MigEilig Seharte@my €hsh Ot BRcire MO0 @ nRybbirend snsutctBatsamar t

card, renote servers, and/or_ gam ng apparatus nmay maintain nore than one
par anetlér \EAnsecsions eeplated asipgtthe missing prseh casd havgi lcer regerded end/or serpiied  For

exanpl e, O%%f&?&}%{i%éﬁfn \égédﬁgsaﬁé/ogﬁle%%?a?tcéa%.ed with failed access attenpts

to high securi UFEsS, as renoving funds fromthe smart card,

whi | e anot her pax@rBues ragakdies rRYivoe (ks ahadihtthe si@dnagcass Bét enpt s
to low security features, such as changing a preferred | anguage. Thus, in

sone i npl erfgamats Hrestergeshany be rersosi blyeone or mraie RE fthe peog the eeshecraandérpt s

wi t hout unnecergglae{i lcfiatr‘gndt riaqg t he shar card ir}operbagll e. At 1r1024, a

det er mi nat iR TE WS ZE M FHETHS e Huley "3 FIPPEET AL 8L ¥t s
exceedgsa tihegsdialtd cHalidts tehhing@ine or nore enbodi nents, the determnation is
made on the smart card. For exanple, the security nodule 108 illustrated in

Figure 1 may nakét 1308, detctarminggion on matthas tihvéstst thevateud thaymedpaebbat a

maxi mum nunber .of failed access attenpts before the smart, card.,sS rendered
Moper abl oo sk M EpESE R R b RIERon Bt &P vt sef ok B Sor e
on the smargbgadtfhilyfsahil @XM Spdrtidnd YcS@bed ith B & rbR8encAnufibeal Bigy, or
addi ti onal | a threshold val ue may be stored on the STM According to

various errtiﬁﬁﬁtrmdtigfigﬁré filerent threshol d val ues may be used. In one or nore

most relent  sucabserar e et HERaY 67 R 1 4B bibo At BBt o

the threshahghrvaldgayay N6’y Mehe oPsloveanbddifRets 180 use of the smart card is
blocked by transmitting instructions to one or more remote servers associated with
cashless gaming. In this way, further use of the smart card for cashless gaming may be
prevented until the status of the smart card may be determined.

25 In one or more embodiments, the instructions transmitted to the one or more
remote servers may include identification information associated with the player
making the request to remove cash from the missing smart card. The information may
include personal identification information, such as name, date of birth, address, or any
other type of information. Collecting and transmitting such information may assist in

30  preventing players from making fraudulent requests to remove cash from smart cards

(e.g., smart cards that are not their own).
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In one or nore enbodi ments, the threshold val ue may be updated upon request
by one or nore devices in the cashl ess gam ng. For exanple, the threshold
val ue maywbeoupded’sd upon aut hentication of the smart caca/useeih/obusgt
systens 124 illustrated in Figure 1. This may allow a casino to tailor the
security provided the smart, card to the specific needs  of e casi no
and/ or particul %ér whep gy 6@?5%1118?5 theb pss OBy SERY Fprdghas be ke t hat
hol ds a1 el @hirkelKall &bt (i RAAGHifinIBYn P I A9 N Fibofirh A bihhir OW
fail ed access nat tlerrpt t hr eagﬂoﬁtrd val ue, 6\rﬁi Pe a sm;lrt cgr élqeﬁhét thgi%%gg

rel ativel y thowffinedirtdobafoasmert oyl e aadRisgaed agl Y16l miy beedupstantidilyf siniled
access attenpt threshold val ue. As another exanple, a user may request to

raise or Idﬁ@PﬂPH@liﬁybgﬁyﬁﬁ%é@éﬁ@PFéﬁp; threshol d value. In one or nore
embodi mants, t NeasfBL, §aLehiTRIE e dL 1 $héthe LALRRRAI FhUALUES. iPone
different types of failed access attenpts. For exanple, the smart card may
store a fi r@tmdraichdddacmes sheaddiemiatiohrae shehethvathe embarcatl Wis 1seckediniay
access attenpts, such as attenpts to renove credits fromthe smart card,
and a secorR¥ Malq RdirasEuEias Fre@Rst o eas M IYAPIE SYTYRS. ISBeh 2kt pYSiEccess
attenpts, t t,0 e . re
embod mont & ohafid Sk 1P SRENGRIR. BEhL A SR B g DodB BT B
i nf or mat i omdigtadd £Usttad bbodkbdrempe chrdd trafisrhitte® eriodiCadly feopaopd 6r maresbte car d
may be rendered inoperable only when the nunber of failed access attenpts
exceeddla cericE: Alopg mediHBNQIStyApy mdicating whem pach card waphlegkadn a certain
period of time ( . ]n i t..car i

render ed inoperé%igxﬁééé%&%%§ g9+é%h§g§§§§¥§P§@%p §‘£§§8§5%?gésgﬁgfgﬁ n
time. At 1028, bloblesd falllsicutdled ecnofest hhddovi Assodlarddewithfth dhlagdcaae.C EBiEe
attenpts exceeds a threshold value, the smart card is rendered at |east
partial |y ide&paingbioe maynborudebymerpaend sl adhns windomdidentiged Heorwgffan car d
i noper abl e i ncl.ude perform ng.at | east, one qperat.i t o physicall
prevent furtngi® LT HGTRFT T SRhe spul S RRchBR<yd delbnathl iohson
card. Har epgagpl e, one or nore circuits and/or conmmuni cationinterfaces may
be fused or broken. As another exanple, a card may be broken, punched,

bent, nelted, orAtodh: whea dafedpsamoredddst theydmet i whishethe ismarheddredd e. | n

one or nore,e ients enderin he.snmart card inaoperable i ncl ude
por for m ng AePR U BhSacF BAEPS Mhla el SRl s TR0 B R e Sr TRlRh G o
the smart qRrgbrfolEd @raaRlify o dahvATRIa8n SO KENREt Odrd 2PBE 8tamplsnak ?Eﬁy@fﬂ t he
smart card may store a value in nenory that indicates that no further

updati ng ofmpabameeveded witheastushyashecqreaspardingito hrvevified belaper stordhoitheent s,
i nfor ion may be retrievable fromthe smart. card. casi no enpl gyees or
byt enePoncBRE e G e Emplsn s B Db PR BT iR P AR W fon TRAXES

storing a credit balance. In addition, or alternately, further use of the blocked smart

card may be permanently prevented.
In some instances, a smart card may become blocked by the cashless gaming
system due to a mismatch between one or more balances or transaction records stored
25  on the smart card and one or more balances or transactions records stored at a cashless
gaming server. Such a mismatch may occur, for instance, if gaming machine
electronics became permanently disabled before a transaction could be transmitted to
the server. Accordingly, a cashless gaming system may enforce security policies to
handle mismatches.
30 For example, one security policy may be that a user (e.g., a casino employee)
cannot permanently clear a system block (e.g., due to a mismatch in the transaction

records). Thus, a casino employee with appropriate security clearances may be able to
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exanple, the player may be able to take the smart card to a service desk
and provide confirmation of identity. The credit bal ance then may be
retrieveawandiicagsar ed agai nst a verified credit bal ancecstuse@d/ois94 he
casino systens. If the two values match, the player may be permtted to

cash out the bal a}nce or transfer the bal an 0 a new smart gard. Acgui ring
a new smar taCEEP A IREYABGIPFES Op A ALH %{n%éar@ wevgs Uy SRarpgard meaY lib@iact i ng

Wi th casing, %ﬂ@h%ﬁ‘?% Oyt R0 is'OlSred D tﬁeﬁ,]/aﬁi‘l&rs %@Bﬁgt ﬁkﬁﬁ higfuisses a

new smart car ayer may "ncur - cost or co e attention of
casi no errple&ymp&hyrremﬂmgﬁhehmmehcl&dmylsaouamrmsdsrray noni tor and prevent
attenpts to tanper with or gain unauthorized access to smart cards in the
cashl ess gani ng AYEO8T CKaMplgsensacyiy PoHemey Paitha vaitigeda 2acard lwanedisy ¢

card does n casi no
oy 1 vest | b p TRpEibr Eot S WHTHRIEE st BREb Sy U oY 1 B
unaut hor i zdg asrmsdctioateboadzdds she @dtgbaye blthet ©asi smmc@aﬂd tbemstmake tleon 1t is

oper ati onal _deci sion about whether to allow the player to cash out the
smart card IHsl habihe tSWéft\Pa’de@thST istra fungdpnigg or @fl*ﬁoltﬂea tagaperehwithi dn Gwel 2 t he

casi no may | o t r even
T the evortofty EekfudRRESRoait 1 A% ARPREL G o BRLALES IR,
facilitatingoskt |ahdtlenal&eed)1i1 oﬁideirm@fdtalﬁardlhar peofdosfid tiafsaateny dediitonallyh one
enbodi nent of the present invention. It is anticipated that in sone

i nst and@s, o BPPEYISHY. ApSiae caRsYCe - sk cahichanty war dhedestdngamibangp famat us
(e.g., a gap 'agrﬁ{;&%han'a% strﬁ‘a?{ cdrd anﬁtrn%}]Pe &P %gH?h&&ﬁ' ﬁﬁlcwaﬁ o %& %f%% §OSt

ganlng server e, comruni catl ons I'ne and

one or nor %ﬁmblpwsa@@mpweﬁﬁgdh&rashamy be tenporarily d| Sr upt ed I n
sonei nst ances, comruni cations may be tenporarily disrupted due to network
failure, networkAge wﬁg@@@he@ rexamplet ione SaeHriy erkiee e1ayetecthapenkimesriaay casianpl e,

| ey be JERRRN! Gl ORI LR s SRR ek HulBon fRGEL

connunlcatl na o nDre casnl ess gam ng

servergs | rasie® geﬂﬁﬁlg%ﬁ&r ptfhénchglh@mags@n@sﬁz e ifSHmed, thaf d petifieuslot
requiring authentication with one or nore cashl ess g@ servers may help
ueas

avoi d net vxunfli@hwngéﬁgtqa@w anfédv@@%)énwa@@rabie s dihgeforee @9 m@l/cchom ne or
nor e enbodi,ne

nt smart. ca se may b C|I|tat a| ni ng
T oo o MRAL RensBlians TSR ek S IS RY R ohf B fobdtbiRtof Yo R 0%
gam ng systRmis@ReOBs UMdid ARy R &¥BMmbligRHd: Hﬁhuahgzsma@ifylhgeﬁe @G &ITbiYs
authenticated is authenticated before further use of the smart card is

permtt ed drtabgse ohgheeashless gamgmgi seryes Yo eatehnthe fesadtionoeedrid e ihsenuit t he
smart | e ensuring that the smart card is at |east occasionally
aut hen |cat élEdvmth one or nore cashless gam ng servers. The Smart Card
O fline Use Val idghifpviaepmedure 1100 illustrated in Figure 11 is one

Figure 14 shows a perspective view of a gaming machine 2, constructed in
accordance with one embodiment of the present invention. The gaming devices and
gaming functions described with respect to at least Figure 14 may be incorporated as

25  components of the ECI’s described above with respect to at least Figs. 1 thru 5B and
9A-9D. Further, the gaming devices may be operated in accordance with instructions
received from a remote host in communication with the gaming machine. In some
instance, a host-controlled process executed on the gaming machine may share a
gaming device with a process controlled by the master gaming controller 46 on the

30  gaming machine.

As illustrated in the example of Figure 14, machine 2 includes a main cabinet 4,

which generally surrounds the machine interior and is viewable by users. The main
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exanpl e of how offline use of the smart card may be facilitated. At 1104,
the offline window for smart card use is determ ned. As discussed herein,
the of f1iwe 2ividessmay represent, for exanple, a |engthPofi/useom/obesvneen t he
| ast authenticated use of a specific smart card and the tinme in which it
must be authenticated agai.n pefore it can be used further. In one or nore
enbodi ment sqaglﬁlﬁfemﬁiurdré% ﬁénwrfng o e Wigird thimachinge MR opsE 19 PEPVifiS en
smart cardEgggsgyﬁﬁiﬁgﬁ%@gﬁhgﬁ&ggn¥jth a renote cashl ess gam ng server at a
particular time (e.g., during use for a cashless gam ng session), that
smart card nmay He onsethbodimad, dnauticsl toi théenain desyus ki legsttdnatpaphentsavaegtocar d
be authenticated again with a renote cashl ess gamng server. In this way, a

pl ayer may Soidiahil velddaieed s 2uda epindiay o Se o ANG $MPRHBERL AGIMESHENRLETN of
the card i f.0 . i i e..af:f L i i a
casi no \(/§v| tﬁn%ﬁﬁcﬁﬁgﬁa{dﬂgglﬁ% %@B&%&?%@%gh@l ?@J lfl r?b%é&nég]gﬁﬁgetg§¥éa§%ﬁoﬁsggsyst em
Thus, accormdomyg, tanyar toktiss. ENfixoglhye ks pldcheomb fih thvecom sidowr paper boney, a
determ ned in various ways. In one or nore enbodi nents, the offline w ndow
may be a vdicket @tvoueler &0 she reymcEhnate 9 bilbasrapior al Shersmbedimenty dayisep

appar at us. e £1 1l ! r.ed..on: T din
conmmuni cat isglgﬁ &??%{H%{'S rcg{lgia%r%)# Ml]%gwit P?@gt ?%%{tedag fi%%gicge&}teﬁ]fg%ﬁ' 2400%{
enbodi ment sayinest. ofd bhdrembbdieent, Bylabe Bay dlsoe adt idesélication kerdsimey & carl d.
For exanple, the offline wi ndow may be stored in wallet nodule 312

i |1 ust rlft edeadsr pf i gaming mackrwe largnsdimiadimgent; e idemtificadomesrd divariiarbe

xampl e, tHEGINEE dtrofifinfl WRAAE 2 b Rl SRAT R 380k HaeS

card and prigatitdRagors edditcoeds ?frfrélhﬂ&@ data) AadVofRF rélev@@t thfG@idtivhNdn @nother
relatively high balance than for a card storing a relatively |low credit

bal ance. Atcmbpdgnentha playss mey cAGY rfodertzhie dlsvicenbycheat g ecedf Phae, gnigdio car d
my be det gt ned il ik Qi AIRALIBIMCS vildhe TRksd GSEAL WA Be S8 0L he
smart card nay - be £ SP" FECBATY Whi Ch th e
aut hentjisc ateglaydrtsnd@niicafionRE&lit O @r S@L¢E UstaRpeEPsthat RVt iRfdretisamhl ess
gam ng system (e.g., host systens 124 illustrated in Figure 1). '

Aut hent i catthogaming mackiner t Incerad cmpodimiche rapreyomayrdeetrgnsfasicd ©es gemegnay

i nvol ve, for_ exanple, . c ni cat i on bet the, smart card and the, renote
servers. to ARy traigh Sbodiedibde fynted Whet dPadRaihat Heortlbe Ml REer oo
with. I'n adgé ha9Rr g@hinglcbRir e ebYor ah&her 18R de0ick @b@iieditd e @AMirR m AR

of fline cashless gam ng transactions perforned using the smart card may be
transmitt edletsmines tmemountradfendseanpared ged displays e oparesrondigiaomunion the

exanpl informtion stgred. on the smart .card rel ated to cashl ess
transa(e)?pi or%e({]rg??oﬁ erts}”é%’é .IPP]@Ha? gésfﬁe(%‘fjf’é)f’%r nore renote servers and
conpared W th t ransRCcdrhlimbAOsIRAIPD IHRCAhMEL T RENa0510 it 8Y bi§sr-inPut he
cashl ess gam ng system (e.g., one or nore gam ng apparatuses asSoci at ed

with the cashichssot bathaacil. odby .input swhickeswaan inchell ey ssuitalan skeiceomdiich

performed delrjlle’lllz)lgg th%fpflallylep % Igjr%guc%fantiggut signal which is received by the processor. In one

|
€' o cent” rive >t LGP R AR e n

embodiment, after appropriate funding of the gaming machine, the input switch is a
25  game activation device, such as a pull arm or a play button which is used by the player
to start any primary game or sequence of events in the gaming machine. The play
button can be any suitable play activator such as a bet one button, a max bet button or a
repeat the bet button. In one embodiment, upon appropriate funding, the gaming
machine may begin the game play automatically. In another embodiment, upon the
30 player engaging one of the play buttons, the gaming machine may automatically

activate game play.
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smart card may be at |east periodically verified. In one or nore

enbodi nents, determ nation of the tinme of the nost recent online use of the
smart carwormay/i2essude readi ng one or nore val ues st or e@CoSkéia/030884t card.
For exanple, when a smart card is authenticated with one or nore renote
servers, the one_or nore renote servers. may provide an epncrypted token to
the smart card (H Q€ CBIRGIPERI AGIPHL %51& (yﬁaﬁléetps)élﬁ?)u%?-i fT§? ﬁgaY%%}ﬁCqswe
smart card ha HNRROhE Bh&Sh. ThEBlaybN@nSHBE R jfeadihi S
token to thﬂéé ggaﬁﬁgngpﬁa;h&gﬁug;%{lmﬁ}'cﬁ %gr?y\g/e%nf g@{easaet %ﬁg{%ﬁ%&\%gls%%ér ovi ded
by the one tone therpayee pothes ster bt foac patton., Whendike pipdri pughaest thé bt thane button,
correspondi hg public ke%és. At 1112, a determnation i s made as to whet her
the nost rdBeRtmBel ofacdibeshorniiRdhsararit dispay nrsterbls ferecapereboPns: i#Re e ndow.
The determ i . i I 1 i pfied in
oper ati on THOF o HRii3SlRldn e SECRRRADDIRELR, [rckfeatty R gAML o

i n oper at i ambbidBentAbnd 1dgat swhteh is ta bs et dundm ¢abttshatvny, hehichshalind ithve use
of the smart card is outside the offline w ndow, one or nore operations

rel ated to RS ket theemprimupewagsseeaigd far agsmenfihs gaaige nEghingxanpl e, i f
the smart card I i t r S riod
of 3 days, and p ﬁzm\?mg%rl]lggg\} (I)l}/’%(ll)lf% ?r?pfu (r?lgwﬁl&sﬁeﬁias %oﬁgﬁb@n grfh gl%lﬁaﬁ;gol{i}g p@%the

smart card thawyashodut battpe nad ichedout! to rofE@vOL cagh fayeiddOdt et Suitdble fotd ber use
of the smart card will be permtted until the smart card is authentijcated.
Howeverl0 i rPagegpt eytssRdite: t9, the spmberof] empming ¢redits. dp Rembedimenéavieinay be

bretorrod 1ERBUERAR S ub Wr DR by PR B8 BLRRA T B RA My o,

exanpl e, the dkayeodmayntbah@eid flhre dashekiont, She plagar iadlrédeiveosthéepHeut
transaction, such as novi ryglfcre it froma gam ng machine to a smart card.
| f the ganimerhapipas stelsas ko enermdihiskpg redpeatle by hecaghichpe othgs pyitable
gam ng servers, .the m\n ar at automati.cal ly initiate.. .
cormuni cat N R PhERED SIB T op e M B8 SR v g fighification

aut hentjiscatdan bégils BRtick&afgdor Abt@cPayabm, thet maddidt LeRak! with tthe r@aehng
apparatus may informthe player that the smart card nmust be aut henti cated

bef ore f ur tinentigs eiradaycoibed ey gependingtU.BhBatealr Applecation Mémt i0¢H6eH 1, Aded1120,

when it is determped.that the nost recent .online use of. t smart card is
el de. the SRSt Rbdf b B Hhe-B0ERL HUS TERRUah BT Lse o
the smart Gaigh EMcdRBorRRUMetdieBy rdf@en@wabdmbeall pirpbdes. of f1ine w ndow is 24
hours, but the smart card was |last authenticated 5 hours ago, offline use

of the smart carld amgyentfwdpeenti enetpul pwikdnts 4 tpickneremcoemed wWithentauhle- smart
SENEVESEE M T HEE N Sl R S S NGRS
on the gamiR@rRABANAIHshe Rhade@ oAl th¥ &fid 1A atih@ Nok@-Ereen and the touch-screen
controller may be connected to a video controller. A player may make decisions and
input signals into the gaming machine by touching the touch-screen at the appropriate
places. One such input switch is a touch-screen button panel.
25 In one embodiment, the gaming machine may further include a plurality of
communication ports for enabling communication of the gaming machine processor
with external peripherals, such as external video sources, expansion buses, game or
other displays, an SCSI port or a key pad.
As seen in Figure 14, viewable through the main door is a video display monitor
30 34 and an information panel 36. The display monitor 34 will typically be a cathode ray
tube, high resolution flat-panel LCD, SED based-display, plasma display, a television
display, a display based on light emitting diodes (LED), a display based on a plurality
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before cashing out the smart card). In this way, a casino may permt
offline use of the smart card while ensuring that the offline transactions
are | egi twoeba/taed36r e provi di ng actual noney based on treTafSR1I1/080894
transactions. FIGURE 12 shows a net hod 1200 for transnitting a notification

regardi ng a bl ocke mart card, d ance Wi th_one enbodlnent
of gt he p?eéérﬂrg?%gﬁﬁﬁ -RJRitting, d@ﬁ@ép g‘ﬁﬁ@'ﬁi Mew On pel¥mey Jehlaamiding

Card Notifi e.g.,
gar g apper A HERRR ifled FuATRY aDfroREIYOIRS Bllocl bk o%e%iﬁﬁfﬁ;‘smt

card in a caghbleskcgemt dgvisy st ﬁsplafdi‘heenﬁmrphtmn panel B octhedly-dbasa 0 niigrist
Notification Procedure 1200 may be perfornmed at a gam ng. nachi ne. The

Bl ocked Sngr ﬁta@ﬁrmclm&h fillc aergisdpelavse atnic i detipape e Beicrisr aegral game
conj unctki o re addi n (0] d e of
thejgnagl ga r?%ggﬁp eﬁ)lr ﬁmu[l@ %éﬁﬂ%ngggMédﬁé%Ngggf?2gt?%ﬁ:Epgghdure

1200 may baiypennfwdlqﬂdy kedhoaseandn@D oan ODEP @fE- IN‘[e dpqpm;zeclm adghdér dntskdiragred i n
Figures 5-1 1 and 13. In_one or nore enbaodi nents, the bl ocked smart card

notificati ct eﬁﬁb@@&dﬂ%@l}f@l%ﬂ%‘é@da mebpe gisalay déijlé?’rﬁélﬁh ahabPro 2klgt Rse of a
h h
smart card (g&. able 8?&15}86 attcl@E[sg tp%?tﬁo (?;15:%1% gﬁnalrg oL ggdl; naﬁrgz%g)e atAéS%) negher

exanpl e, the bloc card e used to

prot ect agatmetc fdrhAisSgdming Meachige Thk dﬁ@piliet}ﬁie@'h%d ngietof @Ay dﬁta@l&ljl@er and
transfer errors. At 1204, identification infornmati on associated with the

smart dAr d Gosfigeebemisneles anasaicdr Fgtanglocien slpngeted sustanglt s, t he

| denti fi cati on IR Q1 RYe RAChHAS, A AITLERELAM LNALIIRY 108 yred Lo

identify the smar a580ciat card. For

exanpl e, thadi bfyl attia0y @wgamerkﬁl dﬂﬁi@ sQIEb1O ImARE %yﬁﬁ)blsaindﬁhkﬁbﬁrsﬁch & Ns,
pl ayer identification nunbers, cryptographic keys, etc. In one or nore
enbodi nent nytviieal weresertptéan q>rcﬁxhﬂ>rw@r ﬂ%“thi? PVEBSBCoTabiertsiuch as mecherieal. car d
may be deter ed by retrievin ne val ues stored.on th

T o % ear Sl ol R’ G RAes SuBimEC g Vifee SuREE it of rRERE oy
Smart Gard dﬂ@fa@fé’ﬁi 1ad&] ueinkY amadices wocardid ugddr akediken Fh 9otee aherndisved
di fferent exanple, nown i nformati on regardlng the smart card, such as the

smart card esehadinenivthpsymbelayimges angrindicierdisplaysd oner of thehislavedevics rewr ver S

(e.g., host systepms .1 trat retrieve additi ona
dent] 11 cadteat e AP TR 38 ARG At idoF ahl SEErGECh AL her
the smart cRkite hﬁffah RedRe bl k& thechdhi AN BbRELs'RICE a8 6RO S MR Sotathtle wheels,
determination as to whether the smart card has been bl ocked may be nmade at

the gami ng ragpar dicascqndigyred tatdipiayBit 108t phd osa phrality of giing o ethpy suitahles one
I nst anggs: 1rnages syrgb(ﬁg BRI tlclile'lS ﬂlaa}/noﬁle? Iér?lbt)gllcng)errltanle 8lspla§ %gwtceo rnay 1nc u(Iey an

electromechanical device adjacent to a video display, such as a video display positioned
in front of a mechanical reel. In another embodiment, the display device may include

dual layered video displays which co-act to generate one or more images.
The bill validator 30, player-input switches 32, video display monitor 34, and
25 information panel are gaming devices that may be used to play a game on the game
machine 2. According to a specific embodiment, the devices may be controlled by code
executed by a master gaming controller 46 housed inside the main cabinet 4 of the
machine 2. The master gaming controller may include one or more processors
including general purpose and specialized processors, such as graphics cards, and one
30 or more memory devices including volatile and non-volatile memory. The master
gaming controller 46 may periodically configure and/or authenticate the code executed

on the gaming machine.
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bl ocked smart cards. For exanple, a gam ng apparatus nmay periodically
receive a list of blocked snmart cards fromone or nore renote servers. In
t hi s way,wotonmned3é possi ble to prevent even certain of PCIrnsS2u3030804

bl ocked smart cards. Additionally, and/or alternately, a gam ng apparatus

may directly query one or. nore renote servers to determ ne whether a
parti cul ar smar tME8F §RdinFaL AhgepiRE gac Wetmﬁysmelag%e 8%13 gga¢Tating detson

made at 1208, gRy t@Sné"@rd&o?e&otﬁh&?&E%é "G cR€ %M%Bd@i%ﬁtthé Ekﬁm%?éh&%ﬁ%%ﬁ%@é us. At

1212, when it 1s determ ne at the smart car as not

conti nued tihdudiseatdtast lbac andptefeably 4 phurdag blf epskganrnghsrespubeé gpearanitg ed.
For exanple, funds may be transmtted between the snart card and the gam ng
appar at us, BHEVEF 2RYPESYHrURETeReNGR NG sOuds, Wgh 6 P eI HEYE T dRGPHEN Dbe

retrieved r e r rat | oAl i smart
card usg rraaa@%)g SB@%’%&%&? ea%?foi 2 fgetr '}ﬁdelg B\)gttgéaga??lgﬁ? g%%ﬁsﬁn&ln%gd&? ﬁ%{agtuse of
the smart aasdt. Hasnbembodinrok el gatiagintachie praddselynadicfsoondstdoapiganvithg

apparatus to the smart card. In_one or nore enbodi nments, credits nmay

t r ansf er r et 3Hive DHEUHaHHR HY22es Fasrkad or en¢ pemererfithe dispiay deges 1 grovideanyl e,
one or nore_0 i I s i SIRL r Lt fer
Procedure 80&?Fﬁ15€$3?@§§%%%@|}13%rteémo}}ﬁ ' gESBIB?f{gIrI%(?QJg%%%P@hts&@% or
more di f f ersgpdct hegbRi tguks gamingbaacksmd Doring idHoptesds 0@ dauidg miaeh@chhgcked
smart card. At 1220, a notification indicating that the smart card has been
bl ocked0i s Bl scqperssradiangiotandivnisltisaehon MASHZSS torHiadh peteptidl lavsEs may
be out put vj udg. bl d i s ble indi a s 1 ng
appar at us. pap® Bafls FRURE 1R RaRRY Ko Bb RS H R ik G SR

di spl ay (e.;%propﬁh&ghﬁ)ymm&l,i | lustrated in Figure 1) indicating that the
smart card has been bl ocked. As another exanple, a flash |light and/or

audi bl e al ar m nd§ ope caepdimeng dhe gamipaaashingwray iBeHIdRId pRERETs Suchtys a camera

not i ficati qp, MRYLORIHAS ARG B0 TON G ASHLUC LT Q0P oF Ol X AR S LRSI
notification rr%y PRSTPUET HNES (B EFIY'S 'akésy Re® St *Card 0 & aisf ' el%ent
l'ocati a5 i NnidhéncOarldigheBré M rea SHGR @ik GRASKLEr 1S oh€émbédnent, thd hi s
way, the condition that gave rise to the blocking of the smart card nmay be

resol ved. FRemeexaapbecomigyrasl tascleetpichyacguiraytilegamoriagéne. sideabinmges and

transacti on reﬁgrdsfto({:teconc I

. d f
or et oot e Rod e YRRl I ImfRh ot Elnd ol Fhlde. HRRR e Breh iRkl e o °

asi no

systens an%ﬁﬁatpaﬂien&l_slgﬁ?ki@%@é%smai?% CBXAEREE to BRplal tEAIhAR IBMir&Pby the
transmtted by an audible and/or visible alarma he gam ng machine. In

this way, cagicroapevadlomndisplesythbevisiblei mpaifiesttion of] e kasthes rasplitcsoretnagd cone
to the assistance of t | ayer. As anqgt her exanple, .noti.fication be
L ansm0t od G ra RO ForsiaTeRanl Gaih VAL Gl FERBAmEE oL R [Y
reported WamdlRsbrdREssdt Ra§ MncoditfatethdfOhRgs b MR STRhQYA-Rr 8BEHAkry game
as a game image, symbol or indicia.
Games Played
Many different types of games, including mechanical slot games, video slot
25  games, video poker, video black jack, video pachinko and lottery, may be provided with
gaming machines of this present invention. In particular, the gaming machine 2 may be
operable to provide a play of many different games of chance. The games may be
differentiated according to themes, sounds, graphics, type of game (e.g., slot game vs.
card game), denomination, number of paylines, maximum jackpot, progressive or non-
30  progressive, bonus games, etc.
In one embodiment, the gaming machine 2 may be operable to enable a player to

select a game of chance to play from a plurality of different games available on the
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systens may be notified so that the actual status of the smart card maybe
verified. In such instances, a notification indicating that the smart card
has been wbDaeokied69s8y not beoutput directly to the user. PThiUS20map3@Pd ow
casino security to receive the notification and/or direct personnel to
identify the yser of th bl ocked smart. card.. FI GURE 13 shows a_nehpod 1300
for cashi ng?eBURE Mapyigs; liny cxpaple. tharegmipe Prehing ey Pratesp daueV il £ s

enbodi nment r ng
erart card adfEReEnEthl RERME KRN GG Rt AT IRR Sy Fehd)
smart car d lchible foscloosfromsholigry, ﬁl@f gmehef shianec mlasmey\ gvishRorplax dmphe such user
who notices that their smart card_ i s m ssing ort the I oss to one or
more casi nSTENGIBYEed MMy Ao pE S eRof hosatstoaesgfh PISAt sPRpERETRS #Kd/ or
cashi er'ss : 1300
oy Do decd B exckifle b\ FadhiE rin R et o FARM AL wiRE Sk el
smart card HDmelexbeeble gmm piegdraantbpegscive aldﬁﬂf@dnttgafmrc& tiroratfagicr wh@hcngm t
stored on the snart card. At 1304, a request is received to renoye cash
from the mibtsdil#ngdomeane of maue ofibe samingines 14%@?@&3@&]@% mitienbh eSycdhifeiant by

one or ”Dr e aRIes tn!?eﬁr Hﬁﬁfde tfl@‘:s‘arﬁé‘%plnﬁlg%atﬁﬂﬂgr Qe &arfl 8L &/ﬂﬁ'(ﬂﬁgrgn%éh
cashless nor e enbodi ments, are uest s recelved
cashier's ttewles nIa|d1ffA’énﬂs3lﬁlﬁ)dirﬁetd§ttE&’ SHcoatablerzaing piddemas fdra parneiriigimé,he use
of the smart card has been bl ocked. In one or nore enbodi nents, the

det er nilfat issePnvaecastc Irdogh. niyangics apbedimentlthgLamapmogian Bay he ew&aatq ons

descri bed o, nef
At 1312, i :‘%S at’beé&% %arnrl nel tr(l)eb P{qiji?%p %ﬁﬂ&vars{%glﬁst&%gr é%éggﬁ%ﬁg%gg% o) . use
of the Srfarrha}clﬁ?d &bvvfﬁyad@a tdbofikarbn the comMeeahadidicd oetieedtment s, the use of

the smart card is blocked by transmtting instructions to one or nore
renote servers égsmélsaﬁlé@n\hpﬂlme@asq&phﬁmmlﬁghln¢m yeles apdgpst @Ilﬁr@lh@ﬁ)f%se of

the smart c cash anln ed untl th f the
et Moy o e RS BPSR S HThO iR SRR UL R odRitn § REveth A MRall one

t ransmjtt eq)rb@bssd’ﬂes&ﬁEaSQhe ABVR-dc8Eilicd BEHiNE hichRY prétehdd @r ladeBidsidrastta on
information associated with the player nakln? the request to renobve cash

from the milseil nerveimay epaele w1thHée |drsptﬁyrfhtv169€$ ﬁa@/ox* ﬂl@llmdé spietelehaf one or
identification IFH [ mat i.on Eate ddress ANy

other type 'Bf"i Rf JPret18he w7 1%%3“ ng " Ry ?%n%hr% tr?m%tﬁ %?P i BPSPNE 1%n may

assi st in poaaitiéddd oRé dY dcte fof @B %{%dn?lﬂid prédtin@Nlo Atelge TS 16Q1 ke cash
fromsmart cards (e.g., smart cards that are not their own).At 1316, when

it is determichen tphecesisse dh dHErentmembedimgntiaghbesored Q@R@dproglﬁélsofafd i ne
det er 2 ngormEniFRd oraRi FaBhP FBPCasaf e ecqrin e aE ey ERE U dvicta1s
nmaybe subst@nd b@hponcht (@.5.2h hRrQRES & bOMnskkOd ih lal sbphinatRebhine), FvEHAE tHel -
game program on a disc or other media, downloading or streaming the game program
over a dedicated data network, internet or a telephone line. In different embodiments,
the stored game programs are downloaded in response to a player inserting a player
25  tracking card, a player selecting a specific game program, a player inserting a
designated wager amount, the remote host communicating data to the gaming device
regarding an upcoming tournament or promotion or any other suitable trigger. After the
stored game programs are communicated from the remote host, the local gaming
machine processor executes the communicated program to facilitate play of the
30  communicated program by a player through the display device(s) and/or input switch(s)

of the gaming machine. That is, when a game program is communicated to a local
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At 1320, a determination is nmade as to when the snart card was bl ocked. In
one or nore enbodi nents, the determ nation as to whether the smart card was
bl ocked maQ 2be/126938 by transmitting a request to one or PODIUS2018/081504
systens, such as host systens 124 illustrated in Figure 1. Additionally,

and/or alternately, the gam ng apparatus may maintain a |ist of bl ocked
smar t cardsgafm%érf%ﬁb%dprw@ﬁ%ﬁheﬁg%} ZPIYIE BAENBT PIASPISOF Ehasiees 8r8A8IsOT al ong

with tinme Stg]ﬁémsg | ilpg1 L ERAGhE rd was bl ocked. At 1324, a
det er m nat i |sama e%gegatoe:%%etl r ?Heéti nme when the snmart card was
bl ocked falls ouhsomte cinbediaicht,i the wiridevwassoevalabd fart play hen shaphmasy d.

The determ nation_may be made by conparing the offline wndow identified in
oper ati on 1832 Y S ARTSS: ASBATRG SRFEHATE fONy } Sa8rgiofgs Y168 tBE SEREE as

det er m nred erqat i ] ﬂ/ggﬁp;li | er.m: time
i n whi cﬁ thlgécshﬂrr{a%r'tﬁc(%l%g’ u\%géglgf)@gk%g%ﬁ% S O td éYlgéogﬁ% %ﬁlﬁg %leatcg\nﬁ%%d\?v&f or
smart card pisg@amonededr ami istropesnd] icRasitabiy bipethpegdnoingedadhiic pasbisog wut and

invalidating the smart card., For exanple, the player nay be provided with
act ual casifortiPkhe gamas Avpikblesoy alay ndhe pamigcBading: ebhdoRemay dgvisetalsoar d.

Storing a i pige b Rudl & Bl & R Bk DByCRE fo Rl b 8l |

bl ocked snmahitddamdnmbey gheraerspaetibley dsab v dnfoefatidm asd Bpplicablcag@@Srulés smar t
card may becone bl ocked by the cashl ess gam ngcsystem due to a m smatch
B r

bet weerVondh#rreite & Bl alredl Be gaming aeachi BhRerserahasiment. the gamey t
o or VG MR A e HAGRAS! BUSLSERL 074D Rda B aal oo

gam ng server. chi ne

el ect roni chubeamespeedan & daynifly sabhiaed before a transaction coul d be

transmtted to the server. Accordingly, a cashless gam ng system nmay

enf or ce securi t YnE8FcEIbedimant. s gABIngi BIphtneHeBlay FoCUEXEHS WItWeie ssdtdy i ty
user,

Clear o oy RERITbR EaThed ool W CRaf TRORY TR AN AP ORERRMS) o)

Thus, ascasdaffin€hRtPYEe Whdnha 2RiRE ePEtbRHNSEHE tgahﬁnég ehear@DCcR Ve Pedabl e
t oaccess information stored on a block smart card. However, the smart card
may renai n e dheamassmtarhga dryicsyisioenk BVbEKk ckecutipednesamipascheaftes g ipleettongani ng

systemitself, for exanmple reconciljng the m snmatched transactio
Fecords. - A dhit e Bms e aREnTlob o yro e BT RS BEy BB MRS o o
card to nodidwhiddasd FoaNSReIdtOParhiRg Aedict, Sublk &idicedamihgthghsest em and/ or
physically inpossible. If there is a transaction recorded in the database

but not on a smektillpatraed frotheienamplaeé Figunehd.ithe gamingkedpinehainctudes & kar t
SIRIEE AN TR R N R T R TN S
may remal N devices, which may be used to add features to a game being played on the gaming
machine 2, including speakers 10, 12, 14, a ticket printer 18 which prints bar-coded
tickets 20, a key pad 22 for entering player tracking information, a display 16 (e.g., a
video LCD display) for displaying player tracking information, a card reader 24 for
25  entering a magnetic striped card containing player tracking information, and a video
display screen 45. The ticket printer 18 may be used to print tickets for a cashless
ticketing system. Further, the top box 6 may house different or additional devices not
illustrated in Figure 14. For example, the top box may include a bonus wheel or a back-
lit silk screened panel which may be used to add bonus features to the game being
30 played on the gaming machine. As another example, the top box may include a display

for a progressive jackpot offered on the gaming machine. During a game, these devices
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bl ocked and unaltered in order to retain a clear record of any
transactions. Additionally, or alternately, a casino enployee (e.g., a
cashi er) wayporegadsshe | ast known bal ance from t he dat abase/ispal/1os0834ar t
card and make an operational choice as to the anount of funds to provide

t he player upon c -oyt. As yet anoj her exanple, one securit i may
be that onl% G%W‘QFGH aé‘gsﬁoﬁ%?r?%rl% é’ﬁﬁe{)y cecytry (§-§p%rf%5%rg§5n“}€a?fé‘t%§ﬁniési on
to nodify %ohﬁ&l%ﬁﬁhitﬁé‘mgﬁtd%ﬂéﬁ 8t 1@ neRRML©Ss ganm ng server. The casino

may know, for 1nstance, at a specitic slot nmachine overl oaded and becane
i noper abl e. Therlefadl &¢ dpheectasl thet gaying mabmet D ishbutainet axampicfromns wideat
were stored on the smart card hut not recorded on the cashless gam n
server. ThiT8ngfeRf S8REBBAHNE SABRNSRP YRiSH AN RECHAHITVGNIRY MR be F&R@%‘@fl‘iegns

dat abase o I ] r -mat t sact on
the st dard ERRT B WERALAR BROKE phE BRS B, LRSI R SRAMS
gam ng machkeaerc?, Foamst sontd @thihg nackiacdiave@niy 4 finglo gamoidogiayeniecifanichie
present invention. The gam ng devices and gam ng functions described with
respect toOétque@a‘é’flﬂ‘FP@G?SénaH}’gh%YﬁW%%PlPI%ScBFaﬁér ated as conponents of the
ECl's descri bed 1@‘t’)[gv\()@kg/vith respect to at least Figs. 1 thru 5B and 9A-9D.
Further, the gam ng devices may be operated in accordance with instructions

recei ved from a Iner®ibas bodbdinten e finta@t igaming tévitdhtagabd agnsaeditmene | n
sonme instance, a host-controlled process executed on the gam ng nmachi ne may
shar e d0gariosgceiBRiteleVigia Retyopy ot se bmstsueh ked lpgaltare pEYOK: aguig rgea
controller 1 | pe. I i . I

Fgure 14, sl SutAR A SREAZ I O iy ARty Lo bAT SRRl o

the machi nemadhifs indy @ehphble \of ol @nhdctdisLpstherTihtoughinadhaidlorkt. N tikes a
mai n door 8 on the front of the machine, which opens to provide access to

t he interi cimbedimend, Wackiametwork ip adoehigsginesyark (E{‘\Mclﬁeﬁhl% onpier werhofdoor
is at |eas tthé) MRy (H;[ineascaﬁ’g %t ‘t?sﬁtan%éllandox?‘mgéel | e\é@1|1 io aé}(e)url %0’on?‘sr1] S r%rn%? in
tray 38. In onRe Errbodr ment Y £he payn%ﬁ? acceﬁ?or may 1 nc daea oISt ot
and a [A3y Mkt asiaf for @kaple] a AGRRPLOEbliMRNLOL NBoBbAVER ghMFRY dsEbMBHIRt. COI NS
or tokens. The player can place coins in the coin slot or paper noney, a
ticket or JVauopder ¢mberdimget, Hwydasnnctwett & owidsidrea aetwepk OF AN)nn athaely one
enbodimsnts(j d§yi S %HCQ as Qead§r§ Qr xglig@tor% fg%m%redi% ¢ nggf debi t
cards or cridie o Mresie JRchiBes HayhErrMUP A dm VRS RRE O B TS0y
insert an ieNt ith iRt éMPodimbat, th Qhaale@r & LARAE medhitRemapHeNGcatBghhne. I n
one enbodinent, the identification card is a smart card having a progranmed
m crochi p chifereniapgpreef thesganipg estdbleshmicnhonwithay e diféerérdeganiing esiablshment edi t

totals for f&l Akt da! ANt 1Rhs, 8! QYRR mdy b LIRS O sit TeABRUE and
an off-site gaming machine located within gaming establishments in the same
geographic area, such as a city or state. The WAN gaming system may be substantially
identical to the LAN gaming system described above, although the number of gaming
machines in each system may vary relative to each other.

25 In another embodiment, the data network is an internet or intranct. In this
embodiment, the operation of the gaming machine can be viewed at the gaming
machine with at least one internet browser. In this embodiment, operation of the
gaming machine and accumulation of credits may be accomplished with only a
connection to the central server or controller (the internet/intranet server) through a

30  conventional phone or other data transmission line, digital subscriber line (DSL), T-1
line, coaxial cable, fiber optic cable, or other suitable connection. In this embodiment,

players may access an internet game page from any location where an internet
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enbodi nent, a player may carry a portable device, such as a cell phone, a
radi o frequency identification tag or any other suitable wreless device,
whi ch comnwonooaessa player's identification, credit totrarastan/ossbat ed
data) and other relevant information to the gam ng machine. In one

enbodi nent, noney na be transferred to a .gamn chi ne_through el ectronic
funds tr ansOPEPeCtWéH SOTHPYe O Pgﬁaglt?fﬂ%t fg%lﬁ{a%ﬂj %ﬁ‘gﬁflﬁ‘@ hpEx ’coé‘rm&%n ng
controller ARG

det erm nes ﬁﬁg%ggggﬁﬁBgen%%%hgwg§§;§§h%§%§<§q, 5%2%? eﬁggg%espg%gﬁmm

anount on UhﬁemmedppmﬂnnmsMérpﬁueﬁabuﬂmdﬁspﬂayeasadeemmubmdﬂabaﬁeembm one
enbodi nent attached to the main door are a plurality. of player-input

swi t ches oﬁ“ﬁ%ttéﬁ§592w'fﬁeaPMEﬂﬁwgwﬂ¥%h@§wE%W'ﬁﬁ%@ﬁ@gldﬁyd§ﬂW4dBF@GEEV|ces
whi ch enrabl e, ca?loﬁé’ d%? ogucg Iﬁf&ldg&%‘dﬁtaﬁb 9530 dATI éo?n%ﬁ&ﬁéﬁ’o%g by

t he processor. [n one en nent Fier ppropriate ng o e gam ng
machi ne, t herticupaily Swutic hommmlcgamss aet dnéaytptaaln H%Hecelatasmmianmloa fpatds arm
or a play button which is used by the player to start any prlnary ganme or
sequence of M@y bRt wefl forecnhansing %cﬁﬁpmétlcavﬁ@ Wdaiesporse off Een disalayngnd

sui tabl e pl. as a bet one button, a nax bet button or a
repeat the ﬁ%y%gbétonQEﬁﬁﬂﬁﬁe enbodi nent, upon appropriate funding, the

ganm ng nachi ne maynbegt meb@mgiit’[ﬁh@lrﬁnotalgaﬁﬁﬁg dedtd ynaylbe @poitditds gaming
enbodi nent, upon the player engagin ne of the play buttons, the gam ng
machi ne Omaydeaise shett asdart npt limited itaec Nyl deRerionalofiaita speerresnd 2 WH@le$Sr1put

swi tch 'S Prr%t I;/l%fé% Ptﬂlléegnrendetf'gd Eﬁgﬁf oD %%13&?361?&71% hlgéfseagi'%ﬁ l{l%db { one

but t on. can 1T ncrease e cre pl ayer

pushes t he ﬂmrabl@n@nhug tdeticesNiRn atdesadl @Ysihy RUSARSO BRinbet FarBeballghMing t he
nunber of credits shown in the credit display preferably decreases by one,
and t he nurfbeghinsforeesr ysnelude gﬁnmaéogiétfordwmnmdum éfr@natslgﬁmlmg:d@af‘sees by

one. | n anather, enbodi nept. one |n ut swit is a nmax
Chown) - whi BRCIEAT A0 Bom SRS M S R i Rpe B BB, &

gane of]st haegotd SigniABGRYRRE andl No ANPINAE GeiRAdd, meg@ dnnpUispBviibEdied &n ehe
cash-out button. The player may push the cash-out button and cash out to

receive a da@htepggmmt d@‘rw@thle@d@upﬁ,aﬁa@otﬁoﬁcvﬁlbmamneﬁtga@m é@'pl@@ﬁdlafﬁg to

t he nunber of @F qi credi tgl Eone. e odi en h gyer qgshes
out, the pIPYEPCrlY "1%eBdVE PAT i L TP ekéﬂ?eugr%‘“%n%énar? 161§§/6)u f¥&0 1n
one enbodi reLH, caMﬂ‘é%@ vbtiéheR (ﬁf)é%cttﬁﬁi%hﬁﬁd fhtsfert BRd 8 AMENLCITBY cdif Gy robner
payout nechanlsns such as tickets or credit slips redeenable by a cashier

(or other swin hénpers éfdiemhm@rofwsl,k wnthe ort Wlllln‘mdqgitftnd thatethp peppent igvention,

el ectraqni cal | rdabl e | i fic tlon card. Details,of ticket.j or
i s S S el Uy R DR R A by SR R
described ifRr&@cP@RidpedU. S. Patent Application No. 10/406,91 1, filed

April 2, 2003, by Rowe, et al, and entitled, "Cashless Transaction
Cl eari nghouse, " In another embodiment, the gaming machine disclosed herein is operable over a

wireless network, such as part of a wireless gaming system. In this embodiment, the
gaming machine may be a hand held device, a mobile device or any other suitable
25  wireless device that enables a player to play any suitable game at a variety of different
locations. It should be appreciated that a gaming machine as disclosed herein may be a
device that has obtained approval from a regulatory gaming commission or a device
that has not obtained approval from a regulatory gaming commission.
Gaming Machine vs. General-Purpose Computer
30 Some preferred gaming machines of the present assignee are implemented with
special features and/or additional circuitry that differentiates them from general-purpose

computers (e.g., desktop PC’s and laptops). Gaming machines are highly regulated to

61



which is incorporated herein by reference and for all purposes. In one
enbodi nent, one input switch is a touch-screen coupled with a touchscreen
control | ewp20r1/693%8 ot her touch-sensitive display overl a¢Tius2@nabises f or

pl ayer interaction with the inages on the display. The touch-screen and the
touch-screen controller my be connected tq.a video caontroller. A player
may make deeéﬁ‘éngﬁgleé%ﬁlq’ Hb RIS PRI HAE NS FAn PRI %glﬁléenﬁ?nlo%téﬁi ng
the touch- sreRNoRtmifjfe HRIMAR! dBISIRL BARR oo SHERY Bty Sk bERuSHA

t ouch-screen button panel. In one enbodi nent, thé gam ng chi ne” may
further inabtqdensgenp itr algatyng tnvdamment, dardveare padtseftivare emchidddturgs may be
communi cati.on of the gam. ng machi ne processor wi.th external perjpherals,
such as extiBPharenigdda gawig machingshat dafitevignildeatly fiompthgpe Qfiasasraipeppsys, an

SCSI  porgt a . Se [ Fi i i i N
door issa 3? 8‘3¥s%15?0ﬁ@%?%§¢gﬁﬁmgn &%ﬁW%ﬁﬁgﬁﬁiﬁf%%ﬁggﬂgﬁ“gﬁF5§¢$§@¥ spl ay
moni t or 34 madhiinek ypd Gaink yexb@p ks odthoaRlitianal (ardiffedehg rompentnsd wah fdataés panel

LCD, SED based-di spl.ay, pl.asma displ a(}/, a television display, a display
based on | ifgwid @gapingmaghinerede desepped belewvspl ay based on a pluralityof

oA ¢ LI e LG Bbeds HERERR (il B AR RO e e
reflected iinhgeyarouwdde akingile ropbsitibe bedaasd bahiPCsdeay igaingmsaihiiks @yhplokhe

i nformation panel 36 or belly-glass 40 may be a static back-lit, silk
screendd glmasEDsRGsIorthahcondiol 8 piargtytad denigps Alosvayehn beedusqahuich Agaspads on

i ncl uding, f | i ' . , '
i spl ay, " sudnns AR ARSI RRAL G o Gy il 2 Qe TR ©
at | east on@vibstyin GeMEIC gartityg B&chtndWpklate, G Sdualyy eRMire@ents Ued 4aFade PDA

or tablet PC, that enables play of at |east a portion of the primary or
secondary deleeange requisegnisoadapiinstRC techpelpgies ¢t sinipadrichiie CPROUNEH ay
devi ces may,. f any suitabl e size and configuratio Suc a are, a
oot angl o SRR, She? detrREs Rbd S ST WP L pBBsa M e TS

machi ngsar euelpnfk | @wce onatbBRy aid donh&@asity AiReandight abebaldyquatdlidikml ity
of gane or other suitable imges, synbols and indicia such as any vi sual

r epr esent atgagnng eneroninbing.j Bor ostandve anfoulb st wetkngpy tdersteduatp BS, meabhami cal ,

virtual or video reels and wheel dynam ¢ lighting, vijdeg |nages, I nmages
o poopl o, ShurSdiERs ™ SRS, raltP ARl oPPos BER G R BemiE T
one al t er nahichéhcebdeagkcnind %arhi_ﬂg BYINRR! fhesd MRGESad A tBA Girctt dbss RIfaYRE on or
of the display device may be in nechanical form That is, the display

devi ce may fromithelgamimg whelonecwel rariden cadvorckss oficevease oenghe gameng

nechani.gal obé'hect.s suchtas one or nore rotatable wheels, reels or dice,
conf i giPed PEREHPGPSFANERIGENe or a plurality of game or other suitable

i mges, synbol s @) th8@Gugles bh iRRAaNSK, £TROdifT8Rhees! hi@wstinS PUay el &R may
i nclude an el ectromechani cal device adjacent to a video display, such as a
vi deo di spl@apnippsydténanedll be described. A first difference between gaming machines and
common PC based computers systems is that gaming machines are designed to be state-
based systems. In a state-based system, the system stores and maintains its current state
25  in a non-volatile memory, such that, in the event of a power failure or other malfunction
the gaming machine will return to its current state when the power is restored. For
instance, if a player was shown an award for a game of chance and, before the award
could be provided to the player the power failed, the gaming machine, upon the
restoration of power, would return to the state where the award is indicated. As anyone
30  who has used a PC, knows, PCs are not state machines and a majority of data is usually

lost when a malfunction occurs. This requirement affects the software and hardware

design on a gaming machine.
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in front of a nechanical reel. In another enbodi ment, the display device
may i nclude dual |ayered video displays which co-act to generate one or
nor e i magwe.20flieedss| | val i dator 30, player-input sw tche@sTaR20miosmse4 di spl ay
nonitor 34, and information panel are gam ng devices that may be used to
play a gane on the ggne.nachine, . According to.a ;gﬁcjfic nbodi nent, the
devi ces maybe coht¥EMdeiMPRrtaah deiterRRcy Pey ey Samings hlaa%ﬁaﬂg ©CBRRMbFCer 46

housed i nsie. { E'&nﬁ‘%%fek}%%ﬂw Rlindh R aﬁ‘@}??@é@&e@- thghﬁ)ﬂ%% o tﬁé%@%&e and

controller may Inc one or nore processo i'ncl udi ng gener a

speci al i zednghoeassdisgenstththagagieaithase @ad dperagtble gaeingrmavhine hae bemmy
devi ces including volatile and non-vol atile nenory.. The nmaster gam ng
control | er d¢8i2Re) &R iSGHiccHd| JROBYIHICH9r RICHsIY/BrFathig b His epfreor RE LemiiE

execut eq 0%5&33169%8} aBe Y @"sofu'i‘io{?rﬂﬁatl 4 d%tgéc)xﬁgrﬁélogé f G2 PaRh %El&tﬂﬁto”ay

i ncl ude "a sound generating device coup r nore sounds cards. In
one enbodi meatent thatisg und sgBhiercatlangy ceuvirc@centsbhiibles tamdnafsturo dgadnd:
preferably a plurality of speakers or other sound generating hardware
and/ or sof tTARNENSH Rt GGBAISE ANTARYISUY MERCCS O EFNIARE SHYSHINGS HuEFIETate ther grane

_ t 199 S ge
Cuch ot an RSy R FRRDON of McPrishh S NS Bl i g AE,

dynani c soungficeonpbe dhsMBEPR OGNt draGtativ @ nohichingesble) ainhgrst té apprayed born one
or nore of the display devices to provide an audi o-visual representation or
t o ot hdfwi SRS preaatgry in 2 metticyknr vindsictipntamd dpvirlipdt i the proserceifayRIson o t he

daquonce o “Batirons Arebo (AR, AhYRART ROLIRRIY BPUFRbLRRARERNE

pl ayers to tbhengawithggire bf feincd Racy hdedbng@yiewldsicbaricesisedrby et fagteror to
provi de any appropriate information, In one enbodi nent, the gam ng nachi ne
may i ncl udesegniBe qeFolles e ippaente a cdewice alurigt sangratien of tthy @pmie pdsihenpegnen t o

acqui re an |.nge, o, 3RIGWSL LASLEYCl % (RkAY 05, AL ABENT NG il the

surroundi ng area o e gani ng nmachi one-e camera may

be confiisgurgdiht GaseheLalathigd Yn BROptes@cs bF blgaBiingrsungor( Refardlcyd 88@hethdBgES
and nmay be conf%gfred to acquire the inmages in either an anal og, digital or

ot her sui t bt EPR6MMwmplutiphés dioglpiagain epprosal inayosh @amansf jugisdiedonsoa gpaypigay t he
i mge acquire%fgy tq%icanqr% a%?mell gs di Qh%y t he visibIF nanffest tion
of the game iN EplT SEIEER"BPY P UM% ?%“ﬁ‘?(%i YUV PLEK PRACESE PRY rr%?ae, t he
camera nmay @efkd haciiie FEBORadbulahfy RhrdWare MAdoftiardih QGRSERS thaBYiveNthempor at e
that inmage 1nto the primary and/ or secondary game as a gane i nage, synbo

or indici a.anGarfels dRdaspett fsey adiill¢gat edvantagse d hofeagame machine |shaildghave a
rechant gl kg RO £ SR o S ReRE T e, RPGHIAS
gaming machine must have a means to prevent the code from being executed. The code
validation requirements in the gaming industry affect both hardware and software
designs on gaming machines.
A third important difference between gaming machines and common PC based
25  computer systems is the number and kinds of peripheral devices used on a gaming
machine are not as great as on PC based computer systems. Traditionally, in the gaming
industry, gaming machines have been relatively simple in the sense that the number of
peripheral devices and the number of functions the gaming machine has been limited.
Further, in operation, the functionality of gaming machines were relatively constant
30  once the gaming machine was deployed, i.c., new peripherals devices and new gaming
software were infrequently added to the gaming machine. This differs from a PC where

users will go out and buy different combinations of devices and software from different
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gam ng machines of this present invention. In particular, the gam ng
machine 2 may be operable to provide a play of many different ganes of
chance. TWo 2garmes93fay be differentiated accordi ng to thecealS261008Eks4
graphics, type of game (e.g., slot game vs. card gane), denonination,
nunber of paylines, maxi num , progressive or n gr essi ve, bonus
ganes, etc.m wf%ﬁt.lge@n%d?%ﬁ%t tﬁ?fﬁemgaaﬁp %&:WPHéleﬁdfna?A%Bgmg#@r apsicaingdy
enabl e a playetaif fre,3h f ComhetBl B a 'PCOM bithiy ¥roft
di fferent é%%e%lgwé?ﬁggﬁgaongt eggnpﬁgg% n%%égi%%r (gaﬁgle, ’%e<%éﬁ$hg
machi ne mayuspr ouisdedeending imitelr iadividsil @huirdrecrds dddementagaigsfitdndly oaee
avai |l abl e for pl ay on the gam ng nachine and a player nay be able to sel ect
fromthe |i88%a first game of chance that they wish to play. In one such
O Nt i ORI HE 80l dr[BURLR1RSFor Sf PEERAIbLLRLEN AR o
prograns and i nstructl ons cut ab e by a gam ng nachi ne processor, to
control theuagdig ngchimeh gnmlgliascthlmsemmlt Edﬁeang@lmdm@gfealmrelﬁmteslmitdaffar
di fferent %?ne or type of game, whic pl ayed on aon nore of the
I

nay
gani ng macHiees Pl bHd Yaf§Vies %*“3?§1E1’é’rﬁe<1';§l£‘|%fﬁef&$ mp’erlw& ygaéiﬁ%ésqqialgly Phel bidfe t he
same or su aj & f

o erent SRR Bt AT AR PN AP LOR Byl
secondary gadeomputiog bevitds tﬁm&t&ﬁgedeﬂgoabrﬂﬁm inplith@d @arpit pf gh acns Famikpe
execut abl e as a secondary gane to be played sinultaneous with the pI ay of a
pri mar Y Ogarfeaghisi keaye rﬁ*ﬁ%ﬂl’lﬁ)ér%mmé&'féé@tta@ et typigaly whdreshed gaRfnd hewéeirne) or
Vi ce versa. e t east
one.or - mor antBay s CHRAE AR ac B8R AR TR R dE b AR iy Bide
interacti omomptahblmpdi@mraddr%sd DeanphiNS s on @U@xﬁtyaﬁ tHchenahoudusigscri bed
gam ng machi ne processor or a processor of a |local server, is operable with
t he di spl ay dewh@@esaﬁam@roftthﬁelssm@@schhp@@h@\@ a gumbseobharfypis/seftwaree

gam ng nB‘ChI ne% I‘lltgl ao arc tltlegtn estarllrg tl?lze(f en hé)sit Ir%a 1nesat% tea}eono(fq 1 Jﬁl cate
one or mor € OP°IHE a%e roélramsf S BR8Y One T olal ﬂ?ﬁ

machi ng spr aeess af eﬂei’alqju (S%EQB aiihodewiedy, Sucht &sepegomesegmw@ﬂeﬂsg&m are
communi cated or dellvere ngeddln t he communi cated ganme programin a

devi ce or epoamopp@ﬁ%ﬁtld (a@hgectu@smstQsethqu badowan imeye rdetad, itreledeglautiang not

nmachi ne), t he ram n_ a disc.or ot oad ng or
Stream ng theighie’ MR, BSR 2TBReCaituhOadt - ShEfhor R b

t el ephone ldréiftectufe Ghd %@ﬁ@?ﬁnﬁeﬁm%fée Rp&eialiBe cﬁﬁfﬂhﬁl‘ijcaﬁ@ﬂﬁnﬂéff@&rsaﬁ@uﬁfye
downl oaded in response to a player inserting a player tracking card,

pl ayer sel em@mmylng agpéobted cogmme program a pl ayer inserting a desi gnat ed
wager 3 unt, renote host ¢

regar difig an up %?fbanfpﬁﬁr ﬁa%tﬁﬁd%gr %ﬁ%tlnbgtn dat ?fit h]gfer%aggpd]b

trigger. AfT&hnélbgy A5 86 HRRadNiRY i@ PFovaict Wfa@l@%@&téeﬁ@ﬁ‘rﬁé&ﬁaﬂlﬁﬁm e
host, the | ocal gam ng rmachine processor executes the comruni cated program
to facilitdne pbaallyfortchating system, the operating software periodically accesses control

registers in the watchdog timer subsystem to “re-trigger” the watchdog. Should the
operating software fail to access the control registers within a preset timeframe, the
25  watchdog timer will timeout and generate a system reset. Typical watchdog timer
circuits include a loadable timeout counter register to enable the operating software to
set the timeout interval within a certain range of time. A differentiating feature of the
some preferred circuits is that the operating software cannot completely disable the
function of the watchdog timer. In other words, the watchdog timer always functions

30  from the time power is applied to the board.
IGT gaming computer platforms preferably use several power supply voltages to

operate portions of the computer circuitry. These can be generated in a central power
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communi cat ed program by a player through the display device(s) and/or input
swtch(s) of the gam ng nmachine. That is, when a gane programis

comuni cavedotisizevssocal gan ng machi ne processor, the | oealr/ugacilogossachi ne
processor changes the garre or type of gane played at the gam ng nmachine. In

one enbodi nent, the various ganes ail ab f or a t he. gam ng.machi ne
2 may be stPRIY %{slog%! ong? WaPEUSH %a %%P%E@ %éff?ﬂ fﬁH% Rut §5meng

machi ne. | NoRNfeSYRSCHAL R DRy H0P gmpraﬁgﬂag (18 Sberhlin GG BRA ne

stores program co and i nstructi exec t he gam ng
processor, rhay cenilt.olThbhgh gaoes naxdeid apdneral-purpobaycamnputére griideg vokiedd ne.
The nmenory device also. stores other data such as image data, event dat a,

pl ayer i npuROHEYRE GRS pPst Qo Crattailn tﬁ?ﬁ@ﬂ%@&% stafusrie thpaperating e
data or si nfQRIBE] Qfit 8@%1&9%%%}%% gﬁ”cf&use%ﬁ a}e*}ﬁélﬁfn%h@ﬁ% ‘ﬁ g*ag‘po&'na | of
the gami ng machine.  I'n another e I ment e ganes avai | apl play on
t he gam ng umecitrolkdn@yndi@ngin efecag@tin@Ncotnpu@drDt Eagig ﬁngacdel\zs @ theitprésasn

di spl ayed on the gam ng machi ne. I n_one enbodi nent, gam ntg machj ne 2
may execut éSyERRS tyBIcEliahave Rays suBplisstwitbtiehteiyelige tr%aremaél@ﬁns Mg ARy

sof tware t thg n@%@%&%ﬂ% Jd(altﬁl%hg{eé}z) tg%’ e&oﬁﬂ%ﬁr& g%ﬂgﬁlﬁ% When

agarre|ssore enass

storage deviGdegaming conkpdrl aypieatBChsi Vo tHrthSIlilﬁﬁ)ch&ﬁl&ﬁl afhkefirsatisedhet i on
of a garre t he gane software that enables the sel ected game to be generated
may be dowrcaaigies afsodiiare pvabthet g%b%éeta@w b thosordiating wfidtare pndyath ey

machi ne. t e 2
i ncl udes a Ctoghlt]gﬁ @érgt(\%ﬂ 'PIHE ts?fi} t %ﬁgdr:%t OSQ&P El‘y\%%%a&ﬁ”eé agﬁplg%mﬁ&lﬁﬁgp {61'2 box
6 houses a diuhré)eﬂeraicedavgeca&he E@wafsugpby bet ivseld witirnghd dpetiHg esgk @f ghegame
being played on the gamni ng ne i ncl udi ng speakers 10, 12, 14, a

ticket pri rfilspityg T\hmseﬁprpir thﬁ@sbobials € AdENtd pREESSIDLY Holkaey fpaﬁ oppof e

entering pI er. tr Ckl n formattl o] a dlgptlhay 16

Gispl ayy TopearabiaFhETsl BSRRRER ol MRk e bl ¢ o

entering a dpeaiiohbettrtdohpactrcard cont ai ni ng player tracking information,
and a video display screen 45. The ticket printer 18 may be used to print
tickets for a calbwl sé@lsiatd wRiépd @@osgrgttl@rforliﬁiftgaenng mehltlegarbeﬁofswmys Wouse
different ar ad i.tion

d |
The tonbodssdr sk PhBincS BlfERn Wiharlons STARE LR [Pt LpRY EadiConciflS (S IE™ ©

whi ch may hgaprsed p%@eﬁ@ﬁﬂotb(éwlﬁm ?% \Weffed 95 4 BRI IEnbL biHe PlA%E dofNoddne
gam ng machi ne. As anot her exa he top box may include a display for a

progr essi vetjtadtk paethet tetied d@ﬁl lteeerdgmmhn @amcs}fnftrw@re Bustpied in agawvdm nhese

gar ng “Honc U Meeyy Rgnu g St fmieabs Bves rbdind Bl ae. 1
will be apgrechriieshd RaigititdgoldBEdll diSpided i R cRAE oMl fBndtioRndd thd de
range of gami ng nachine designs on which the present invention may be

i npl enment edgaming machine.

In general, the gaming machine does not advance from a first state to a second

state until critical information that enables the first state to be reconstructed is stored.

25  This feature enables the game to recover operation to the current state of play in the
event of a malfunction, loss of power, etc that occurred just prior to the malfunction.

After the state of the gaming machine is restored during the play of a game of chance,

game play may resume and the game may be completed in a manner that is no different

than if the malfunction had not occurred. Typically, battery backed RAM devices are

30 used to preserve this critical data although other types of non-volatile memory devices
may be employed. These memory devices are not used in typical general-purpose

computers.
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For exanple, not all suitable gam ng nmachi nes have top boxes or player
tracking features. Further, sonme gam ng machi nes have only a single gane
di spl ay -woeoehansosal or video, while others may have nulPCirpiseoidiossbays.
Net wor ks I n various enbodi nents, the renpote gam ng device nmay be connected
to the host conputer vja a network of some type such as a |ocal area
networ k, a wi de bt 855oHBegY e p&?ﬁ@hmgr%%&ramw 8 3 FRERRon qoRuIS fRIrgg ¢h
enbodi ment ;5 Mh%'tyhg%rﬁ-ﬁ RO A8 R B RRc GRRRN A Olr SHGhal
connect ed tgggee%er t£1f1er’0ue A %ata network. Tn one e Sgl?ms%a, et(%e gata
net wor k i s jastlppmalto aviea the mabiukct{dnAddcurred T ehtocmlestate mayr mchifle tnieteriy@m ng
machi nes are substantjally proximate to each other and an on-site renote
host as i n,nfosmaaRsl Fapics) Apforyatos: G WatHeHtyedondhy grmingmashing ig e ng

establ i %hﬁ%te ipll;]igr o) ehﬁlﬁlfﬁmgg.i ﬁ@tn&%anﬁlﬂg \gfi’élathg% n%ti!n? o@cd% glﬁriﬁ‘é f

net wor k ~( whi ch one or nore o gam ng nmachines are in

conmuni cat ipday ol tahcaatl dagrsift@nte afafdsshdve Beenodealthdst garhingthachisrhngi ent ,
the plurality of gam ng machines may be located in a different part of the
gani ng est dBHPSHBith ther canfs Mah wergipFeaousht digalay sy e i thh et 2aardy he

an of i -5i 1 cugier RERRoley MW e AN B RE e e BdnP bl MR el o

geogr aphi ¢ i@ a paeh iafqaired toymake straiheher O gclVWANNG @i NYidsy dlisphayr@ycche
substantially identical to the LAN gam né system descri bed above, although
t

t he nurifer Whenyamakiyneiieraseoscimge the plaedhhaninade pye pemarq sptectionse dih

ther. | . 1 [ t t i [ i t.
P this omadinemeERRRaas eubde S Aot Be PohM AR lon P20
t he gam ng joaghioR& th kulRhcli@ARtIuAMG anfh@EEaRIN ds6MBEdns tha hald Srdpeginent ,

operation of the gam ng machi ne and accumul ation of credits may be
acconpl i shetedsi hthemlaycn dbamseali ba cemingh@aghing ma bsepyiercd 6p gy peicon|der

(the interngt/j.ntr t rver). through conventional .phopne or of her data
transm sei d e i B0t luua S o R EEER o238 it e fhe f dfibestinl o

fiber aptidsprbé®er OrstaddshBet cstirthRbl &naBOPRG bF @Bamé Bf Ehlinse.enbodi nent ,
pl ayers nmay access an internet ganme page fromany |ocation where an

i nt er net connect i @mea higtasy mpfarreationgiegad mErpreviees gamesf peyddi sugh @ ap gmount

avai |l abl e. Tape X aengito(gl in :%hee nunbgﬁﬁ of ‘i@ auta ros antd rH.Jlrrbaer and aglpeed of
internet cohtiettt ohs®t'h IP%&Q he”gammy and 5@ fa ngﬁoP? GRS BT PV VBl e s to
play f rom aheR¥GT ddvite! EAY iﬁ@orﬁiéﬁbﬁ‘rstd?éd e idnStdiffe rﬂetmo?ii%dydb@@etailed
appreci ated that enhanced bandwi dth of digital wrel ess conmini cati ons nmay

render suclenpeghriolreeppsuitt apogtidnopf shergraphical Ipresontation dlati was previously
conmuni cat i ons ted.. H ta tr n ssi on

Cpeeds My He=sTrD i S ERaRer Rgmeras s Rt Edning aitin s BenaredlTR e
di splay andpé AhRIAE kRO oMbRdhct Was Plad¥®IThe game history information may be utilized
in the event of a dispute. For example, a player may decide that in a previous game of
chance that they did not receive credit for an award that they believed they won. The
game history information may be used to reconstruct the state of the gaming machine
25  prior, during and/or after the disputed game to demonstrate whether the player was
correct or not in their assertion. Further details of a state based gaming system,
recovery from malfunctions and game history are described in U.S. patent no.
6,804,763, titled “High Performance Battery Backed RAM Interface”, U.S. patent no.
6,863, 608, titled “Frame Capture of Actual Game Play,” U.S. application no.
30  10/243,104, titled, “Dynamic NV-RAM,” and U.S. application no. 10/758,828, titled,
“Frame Capture of Actual Game Play,” each of which is incorporated by reference and

for all purposes.
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I n anot her enbodi nent, the renote gam ng device may be a portable gam ng
devi ce such as but not limted to a cell phone, a personal digital

assi st antwoand/26%6r el ess ganme pl ayer. | nages rendered PComs301Dogmsnd ng

envi ronments may be di spl ayed on portable gam ng devices that are used to
play a gane of chance. Further a gamn chi ne or, server y include

gam ng I ogic for SR %b@m t%sg%rpnﬁa %P@%}P%éieYlﬁerr%deﬁ?r%ﬁﬁ’n?tﬁﬁé@from
a virtual Cf%}ﬁggarﬁ hitoty OnfHaAgh gﬁ%b& %%ﬂf@léﬁ&c&ﬁ%g‘?@&rhﬁs{ ROPLG M Nng
device and to spl ay the rengere I mage on di spl ay Iocateé on the renote
gam ng deviaehodimeraddi giming datideouperaeldabtionptovaiesafE(amdg gawe desriacee
possi bl e on the gam ng machi ne. For exanple, sonme gam ng machi nes only
accept casPimpliaRpedy Ty, Befeptercoptats WETPBHPR LR %ﬁé@? Ny feidthe czamst

i ncl ude aco'iﬂteﬁg%‘%ﬁ&% Pleofi@hidt RRBEL Sf cal{IHE de&i@&ﬁl‘élu‘a[)nggh%bbl ik Hi@ﬁut rt
will understand that 't he present inventton, as descri el ow, canh be

depl oyed onfe®atmafincgairbnaftermc power-fadweayahé bty difohrateafl ey haevel ped.

I n anot her enbodi nent, the gam ng machi ne di scl osed _herein is operable over
a wirel ess TREtYRf Krons gdpcad SNEPEY WIIes O th 8¥BIngadRvifg st dpnotenmempey

enbodi nent, 1 i ne . i I Vi ce
or any othéphgﬁﬂggﬁ%ggaﬁﬁg é@%hﬁgﬁ?ﬁgﬂgﬂggpgﬁgﬁ#g£%§%%5§9%$ﬂ$§%%P§yQ§hy

sui t abl e gapming ndachiki gy stdre dickfctitiontinfematiognsuchl4s ghing thfbenajpr eci at ed
that a Bam' n%Frrachi ne as di scl osed herein may be a device that has obtai ned
approvdl f referentinbgipraasioy. GahniiQycevamssen 8¢ gyming deashle toHg: corglaterhto

obt ai ned apREQY AL AR (hEAUAL ApY. FRTCOTIGRITTZShARon SRILSS: ABS0IAS, vS-
Gener al - Purpose &onpu er Sone prePerred gam ng nmachines o e prese

assi gnee arm@adhifie! ipditethotd iddt SR Uealsell @@k cBonadtdthe frecddStinidtioN A aCanli try
that differentiates them from general - purpose conputers (e.g., desktop PC s
and | apt ops¥ate carhgemiaernardincaiiea gisulpr cedermasg a samiu hestfthgtrmiesdesand,

in mny cases, HATLNg MRCHL 0GR AL 6 ORELARL & R dhARTRRE FRRCH ThnfYRrds of
mul tiple mTT1ions of dof 1 ars “OrrereY dr &t 6" sa |s?y SQERUYS y an regﬁll atory

requi r gBentgedriing FIASHRGlageVo £ pirBik deliat evey udnddsof tware architectures
may be inplenented in gam ng nmachines that differ significantly fromthose

of gener al - pur paseothanigeuer of ganmasmachyrdsopuchf asghnt sampmecpomRYCseisathitve t o

gener al - pur,pose. conputi ng. machj nes and, sone ex | es_of the additional (or
i trerent) BonpamemRL s R apTEE BEhERTE SRy Hhatip raindr & WSl boc
bel ow. At fiub§stctlsanetnal AR cRical td thieandifaaditladt T séfal lieFibaOmAgheR t O
the gam ng industry would be a sinple proposition because both PCs and

gam ng mac Hlessscak npiesipcer requppmaes slnt sdiffeat freontheof standaed’t il 832 devikkces.

Ho b f s 1) th | at i t t
bl aced Mpor GHARSIGRULR REe gy e RO AR RS B RRC e R *
nmachi nes opmsakes 432, BB&GUOPEY SERAVUSFRABN tSuReHshl frddtdces, current loop style

serial interfaces, etc. In addition, to conserve serial interfaces internally in the gaming

machine, serial devices may be connected in a shared, daisy-chain fashion where
multiple peripheral devices are connected to a single serial channel.

25 The serial interfaces may be used to transmit information using communication
protocols that are unique to the gaming industry. For example, IGT’s Netplex is a
proprietary communication protocol used for serial communication between gaming
devices. As another example, SAS is a communication protocol used to transmit
information, such as metering information, from a gaming machine to a remote device.

30  Often SAS is used in conjunction with a player tracking system.

IGT gaming machines may alternatively be treated as peripheral devices to a

casino communication controller and connected in a shared daisy chain fashion to a
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tol erance requirenents, adapting PC technol ogies to a gam ng nachi ne can be
quite difficult. Further, techniques and nethods for solving a problemin

t he PC i miogbriyi2ésach as device conpatibility and conneeCiraiskgi1iosesaes,

m ght not be adequate in the gam ng environnment. For instance, a fault or a
weakness tolerated i.n PC, _such as security hales.in software or freguent
crashes, neghoserid i ‘sTlafcar 4 Op SASgh %@e%mﬁrf@mé&&ﬁs@re%%a@ygéﬁ%

machi ne t neggidk At Gan §athd Gorfht LoheSiler! ERTIGT mllndiRn EHOM § BRERMAY
machi ne, such as Stoleh cash or 10ss of revenue when tHe gam ng machine is
not oper at igegenateopeatckact ukigue tbecpaddrases GEndrhlluspaosatcoomputed séréak pdith iy ences
bet ween PC systens and gami ng systens will be described. A first difference
bet ween garA%hgblgéRA? HES and conmon PC based conputers systems is that

gam ng gachi nes @ GieabgRfhe! ks HALLRRASANSHR STToT! Dnfind LAkARARET
system "the system stores and maintains its current stat® in“a non-valatile
menory, suahoditving seturitheweteidit atathal fpowesss fddblsuihethe gaminpemadtahd vatddéton t he
gam ng machine will return to its current state when the power is restored.
For i nst andacferaplyy #icaspe viakfions HiswHt 4R Bwasiao et Lagiemblayf avdh 38 etrigger,

before the a%ﬁﬁfoq%%%glllr?tﬁ%ﬁeﬁﬁgﬂg %%qestepvettﬁg C \Atléé:’t%%é%éu {)]fﬁga?rge}['\@%%f ?hésg%ircﬁilfke

gam ng machine, e‘restoration of po 0 the state

wher e the ai flintisor nibE pbaer iSAST dpysaef wittbasbickepl an BOwvekofiVdperaflos, ar e
not state machines and a majority of data is usually |ost when a

nal f undfi orthefecifedits comtigue wyupriktrhe acgesselops afiiee gningarashingWMhar aowete
desi gn on 1 i.ne. I i > 1Ng
mchi nes. and SuiS PR E RS SF o ORAN Skl L LENTS AR

pur poses, thiglspdvares off, £.0e Vo MgardBehidagingSedud Regheiter ahe tdhetriggore of
chance and operate the gam ng machi ne has been designed to be static and
nonol i t hi ¢ aventplogveniticse prehfyrfygr isptar Hehensisptiano ppartiRanth hentgdhiing enaghgie

i nstance, on “%&Jution t hat has been enployed in the gam ng industry to

pr event chel g and satisfy regulatory requirenments has been to

manuf agtsure a garmuufted ir{ Beib@tand AN tiSRd andidP sb@edy it PETEEBISAhclngeani ng
instructions to generate the gane of chance froman EP or other form of

non- vol at i |ia apd@drepminhmaglyae pempyict togasire tize ahantieitFPROVsaftwarstthatingay

- ch bl t b d i lators. i
bt 1 cur e kel S ABPAP Y B AT kS B heBigh L rustea
represent i Necrht§ deVbAd ahllr bsifiofideORircAiy sRARGRSINO daiyndAakd Wt &d®le

software required to generate t he gane of chance, Such as adding a new
devi ce dri veedifisswnbyl theecadgsandr dajasiared cothe olchery tdgvieperkitceths mempre

duri ng ~gene ation.g% t he gane of chance n require eM/EPﬁgwlto.be
pur nt - Hpprbyis iy et GanG O RN o st raf ePelT e TATh & Yam ng
nmachi ne i n hieinpras atkentRfatisn GR0TNENY, SMdbAt RimbJReSRAbAS SutRéntithedhRsyst he
EPROM sol ution is used, to gain approval in nbost gamng jurisdictions, a

gam ng operating system kernels, etc. The purpose of these trusted memory devices is to

provide gaming regulatory authorities a root trusted authority within the computing

environment of the gaming machine that can be tracked and verified as original. This

25 may be accomplished via removal of the trusted memory device from the gaming

machine computer and verification of the secure memory device contents is a separate

third party verification device. Once the trusted memory device is verified as authentic,

and based on the approval of the verification algorithms included in the trusted device,

the gaming machine is enabled to verify the authenticity of additional code and data that

30  may be located in the gaming computer assembly, such as code and data stored on hard

disk drives. A few details related to trusted memory devices that may be used in the

present invention are described in U.S. patent no. 6,685,567 from U.S. patent
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machi ne nmust denonstrate sufficient safeguards that prevent an operator or
pl ayer of a gam ng nmachine from mani pul ati ng hardware and software in a
manner t WO 2gitvies93shem an unfair and sone cases an il | egalr/isdviansesge. The
gam ng machi ne should have a nmeans to determne if the code it will execute

is valid. If the code s not valid, the gamng nachi ne _nust have a. ngans to
prevent ¢ hebpbigioh @Z??r?gﬂ%x?&ff D CSeavhiHade PaF e G FERR & 1 n

t he gam ng JRdusth rgg&fa th har e § desi gns on gam ng
machi nes. Abtﬁllyfsd ?/0 Orf‘e%lﬂg&%}ﬁ%&fégﬂ%%{z %@%gngﬁl m%nsg machi nes and common
PC based conput dn enstoenmoics chribvedimunixeratatedstk b npletiof ferlicphastall wemboges
used on a gam ng nmachine are not as great as, on PC based conputer systens.

Tr adi t i onaldSyIcey/sPureRs Bai RGP RRAds 1 Vet Wi Chacinple 2%y RS Beeidr Gitat i vel y
sinple izn t Nt r ekl I i a er of
functi orsls tﬂgalgeggrﬁﬁg{ “mac i)Egc}Eéaggﬁgreeén fémﬁf ggﬁ\ﬁ %uPrt ers,?%?ons’ gg@?gﬁ Igllrel)l,g’bt he
funct i onal idnd/00f otjarminignarpciuiunes whick el able vel e camsipart, ardficd, hendjadm ng
machi ne was depl.oyed, i.e., new peripherals devices and new gam ng software
were i nfrequéisnfigatediGen fopaythentisin g weawhiepé contiallsd mannei s from a PC wher e
users wll go ou | ffer. jnat i 1 . f. re
fromdifferent na}ﬁ(ﬂc? g(g {r{%ar gjegfn 1@@?16%%[%{0%&9%?%%éﬁéteg?%ﬂogﬁﬁﬁﬁlggﬁg lé}gﬁds

dependi ng apnn@gsitioadviipplreraatei derice e elcorak, theacihypredvid ey e@phy a
connected to a PC may vary greatly fromuser to user depending in their

i ndi vi dal vesggatiansehcsca il eEdy \ﬁéfr ydagitigniofj hantrpsjedyeformatign saureqolighh t he
vari ety of i.ces avaj l.ecfor..a P y e t o] 1

machi ne, gae(r;}(l‘?ﬂ?r{fgFel’nat(}:l %i ﬁggst&gtllgﬁr%ﬁ%@he Sgrlllf%u%&get\% c%h{r%éeq u@?{é&ﬁemag ?’ﬁdgta R% ffer
froma PC isfeehaten devd peblRemdpriitclcatiyblieimesyk so naifykatpbthyr alidhesserh by
PCs. For instance, nonetary devices, such as coin dispensers, bill

val i dat or s aaathet jeredipent nelethe arpdentoiyentiong thevrwets devee 4ped ths dgustest

govern the .ipput..and out put of cash to.a gam ng,machine have secur.it
A Piaagh

requi r ement'S TRAFOLIATRITY THREal Y Rad WET K pEsIsTe WA PC

t echni qges qoondthosipcsipveldapigids.t o facilitate device connectivity and
device conpatibility do not address the enphasis placed on security in the

gani ng i ndust ry. Graingidhvesss swone tiosted rformaiigagnaledize bpphratvs vemetiodsitber of
har dwar e/ so re.conponents and architectures are utilized in mn

machi nes. ¢ MBS RPgd BTy edir T ARham R, EhERa T Buttiah SBhth TR ces,
such as PCsnerlb§sRvitanthyedcensfptidad @r&enienantse. ansdansh theehsd®hems
described below in nore detail, include but are not limted to watchdog

timers, voldesge manbe oeduted dykinerpslockedatecrh&yehicrs ohe wameorarsehioreotayr and
SO LA AR B RS SO A S RS i 1
used in I ntghaatdeoiaabs BRMimpering. In yet another example, the memory device storing
trusted information might be designed to detect tampering attempts and clear or erase
itself when an attempt at tampering has been detected.
Additional details relating to trusted memory devices/sources are described in
25  US Patent Application Serial No. 11/078,966, entitled “Secured Virtual Network in a
Gaming Environment”, naming Nguyen et al. as inventors, filed on March 10, 2005,
herein incorporated in its entirety and for all purposes.
Mass storage devices used in a general purpose computer typically enable code
and data to be read from and written to the mass storage device. In a gaming machine
30  environment, modification of the gaming code stored on a mass storage device is
strictly controlled and would only be enabled under specific maintenance type events

with electronic and physical enablers required. Though this level of security could be
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Technol ogy (1 GI) gam ng machines to provide a software failure detection
mechanism In a normally operating system the operating software

peri odi caWbyorcresses control registers in the wat chdogPCirseoi3obmsyst em t o
"re-trigger"” the watchdog. Should the operating software fail to access the

control registers within a set tinmefranme, the. watchdog timer wll

ti meout and’r@\é‘ﬁ%‘f é’[yes%ft‘%%ﬂti r YRS S]FPPHE Rtkéft é‘m‘&% P9 SIQURET GPYISCS
i nclude a | AR r i r ] i

Sof tvar et 0 oSO A L S P ook P BRI O Bpordls oty
di f f er ent i ah¢ ngcdielatelrte nafnitohataopte tpmetidy ded onithe miaksstoragd Haticd drel will

operating software cannot conpletely disable the function of the watchdog
timer. In GCRERCWBPYsSOES iR dRIOWAE SHEY Biegery sshruic fi G nqdohsating &S ne
power 13 a%‘?ﬂeﬁ?%dt ith SR ti?é)gkgyer Ll gRe.08 %pﬁpéite%ﬁblgisa%efi@%gﬁes&{t.efﬁétéi@ y use
several "power supply voltages to operate portions of the nput er
circuitry. ubhgsemasistbaggandcathatiman ba usehivithlthgomasins ipehyornirel des@alteyt, on
the conputer board. |If any of these vaoltages falls out of the tolerance
limts of tRECRMRIE PrYy.-St éé‘&?%@\)\é?’?z%ﬂﬁf%@lil%‘ioéﬂﬂr@e%@@rrafeff‘élﬁe &t 1ts KBUEBhput er
may result.fo;l'glpﬁ%o st nodern general - purpose conputers include voltage
nmonitoring circurtry, these types of circuits only report voltage status to
the operating saGamaPgay Qut of tolerance voltages can cause software

mal function, creating a potential uncontrolled condition in the gam ng
conput df. Gani nRetwEHIgneshe pxample of Fiare 1dsyheheasarypskasltp playathe Spoiker
supplies w L1 ghter I t r Lre i ng
circuitry. +%h§iﬂ |’th|%(§) rr]‘éf?% ﬁg%soﬁé%ggﬁ%aﬁﬁﬁ% P ?%‘g{hg ipgg'ﬁlélt{trog C?ﬁlp%cgﬁ%tﬁ%&f n | Gr
gam ng conill eaEdityPBC.aAlditib@slyl e billresidetot sn8f acegita plinted iekdtiviosther,
threshol d generates a software event that can be detected by the operating
sof t war e anthigh mayrbsraceemier] by 8¢ kjB rialidateid30 Fhpw indhgie oheteditivehonrs ¢pgeleesd when
a power su .vol tage. falls t of the tol erance range of the power
Supply, butttiitnbRAGs i %l ol e BnE BORG AR Rl ol nd Pl
second 1tshr esfu@ingtids usSiaf tibeirdarcR@WeT4, SHPREYpaM0 T, a@e thalflosesostit difplahes.

operating tolerance of the circuitry. In this case, the circuitry generates
a reset, hdiurihay odse gamp orefgenech of hermiusce playngdhs gamel map baeeaddtoma card
operation f.or Iﬁ:‘rtg%gi na? machi ne .ganﬁs sof t ri iS to use a gtate machi ne.
Different fOECT SHE U5te %eaé%{ UPBRt"C Sy NCREET VIV SPRE MR G phi cal
present ati aRe vele6-dispiBY3PeOMel baee ars pAzS trFb@natidhahayRalda B8 dipY8ed fifi e one
state to another, critical data regq?rdi ng the gane software is stored in a

cust om nonwodesnt dipaymwenennytSdaestgdinghe topiios. i s critical to ensure the

I ' d. dit dt 1 ni.m tenti di t
'Y he Bvent of THE PAEHT P herie A g HhRR e o gBia AU ePREGhm mg

nmachi ne doegcRRJnsAdYieRaedttRMb@cdhé F th3tedhR. & XafPROBPlSLAMBy YiMyiHis or
critical information that enables the first state to be reconstriucted is
st or ed. her wager on a particular game, select a prize for a particular game selected from a prize
server, or make game decisions which affect the outcome of a particular game. The
player may make these choices using the player-input switches 32, the video display
25  screen 34 or using some other device which enables a player to input information into
the gaming machine. In some embodiments, the player may be able to access various
game services such as concierge services and entertainment content services using the
video display screen 34 and one more input devices.
During certain game events, the gaming machine 2 may display visual and
30 auditory effects that can be perceived by the player. These effects add to the excitement

of a game, which makes a player more likely to continue playing. Auditory effects

include various sounds that are projected by the speakers 10, 12, 14. Visual effects
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This feature enables the ganme to recover operation to the current state of
play in the event of a malfunction, |oss of power, etc that occurred just
prior to wbeonml2besacti on. After the state of the gam ngPoaais2ene/086894 est or ed
during the play of a gane of chance, game play may resune and the gane may

be conpleted in r that o different than.if the malfunctign had
not occurr éaclu%aagg ;ghtﬁaﬁtf‘%’ﬂ%g ik R RO L rped fean It Pl ve
this criti ggaa!ml tfachld tehQUcQQf %htg YRBSdOhe yvghgt hh.ea meypﬁﬁe/ fgs may
be enpl oye se nenory devicesS are not use typi cal general - purpose
conput er s. Asngpbsed a@fhel, thet pleyqrreaye eicoiye pamegokats, frovhehe aoimetrdyudk i dre

occurs durln% anme of chance, .the gam ng nmachine may be restored to a
state in t HEkglAfbiron t%%%@ér}%*fhlﬁmeyb% BeAHen Wiher sAMs s ¢ rgRcBAdIRFed.

The restor %@E@Hﬁe &%{é&‘&gldgﬁé ’E? P90 B ?6dﬁaHL9&1aﬁ&&ge ?L?%H{eg 3om the

i nformation t e gam ng machine in state prior to
t he mal f unqirin®sr.18For exanple when the mal function occurs during the play
of a card gane after the cards have been dealt, the gam ng machi ne may be

restored with tH8 Q§regbadiaentwat dessribed abayey thei gamllagé@aca@epwtmeqrp@% card
game. As afbglgh&'it e%néaprﬂﬁéws or IR Lﬁﬁrﬂg db‘?‘o %ﬂr%ﬁgrﬁgc %Eg pf‘gi grﬂ%ﬁy of

a gane of chance l‘ayer-is req a nu él'ections

on a vi deo ig¢lagd @()fné @f ekkf tWheatudesnal d‘dnnexttio@ul fasing eedchin@d oatitwcest MEhep! ayer
has nmade one or nore selections, the g 63 machi ne may be restored to a
state tlRat PSheRE %h@%ﬂﬁﬁrﬂ%wr@m@maﬁmt ¢ gaelfiipe gapst cqid igamet Gs¢ading

mal functio di n % S t een
made byt nQ"pl Sy SHROE shBE FRbAT BincPG SRl 1B BB BPACK, Boany

state in a rppidseakdtion 1ﬁfanSélaétﬁﬁnd bﬁble@@@rﬁéchlaﬂlcﬁlhﬁmgamlcmf 1nCdSl&ﬂ@rﬁb('§diﬁ1tentOCCUF S
while the game of chance is played or to states that occur between the play
of a game dFodisshesandggneutppme bwdpnfm@mlitmaﬁa@g&rednrng op pledfites pacgails

pl ayed such as _an a punt. t he Qut coe of the L9ane and 0 forth may
bl so be st oTet iR ABR-vor Freng“mrr{a‘/r Ao, ASohfonget PORT S Bl¥d i

t he nonsvolagdd Blasgaerr anfY video qt@ﬁcaldl@ad) ﬁﬁgwghaﬁwomelcmbrewm@ywbhseon of
t he graphical presentation that was previously presented on the gam ng

machi ne and@ﬂh@ﬂ@xbﬂ@mﬁﬁn@ﬁgiganlng machine (e.g., credits) at the time the

gane of chance ane hIStO i nformat i t|||zed in
e event ot s QR dTs 380 ittty el BLU! S Dol Bt Syt A GEC, L0
game of chafem® palBhest NENE Sytin&Okay &6 %ﬁ%orﬁﬁle%ﬂtlcﬁlo elranara WedgEndl hé‘ﬁglé(h@b’

bel i eved they won. The gane history i nformati on may be useg to reconstruct

the state @mymh@bg@ﬁpmélen@cf him@nmmbndlmdm thn@am‘tnﬂ maclamet @pluﬂbﬁeatdwbmeed
Jasert 2on. RORHERELE ST e R T R B S TRRRY & el PbBeby it om
e 1) SRS S0 s i £
thereof. In one embodiment, an electromechanical slot machine 'includes a plurality of
adjacent, rotatable reels, which may be combined and operably coupled with an
electronic display of any suitable type. In another embodiment, if the reels are in video
25  form, one or more of the display devices, as described above, display the plurality of
simulated video reels. Each reel displays a plurality of indicia or symbols, such as
bells, hearts, fruits, numbers, letters, bars or other images, which preferably correspond
to a theme associated with the gaming machine. In another embodiment, one or more
of the reels are independent reels or unisymbol reels. In this embodiment, each
30  independent or unisymbol reel generates and displays one symbol to the player. In one

embodiment, the gaming machine awards prizes after the reels of the primary game stop

spinning if specified types and/or configurations of indicia or symbols occur on an
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6,863, 608, titled "Frane Capture of Actual Gane Play," U S. application
no. 10/ 243,104, titled, "Dynamc NV-RAM" and U. S. application no.

10/ 758, 8280 2itvi2exss "Frane Capture of Actual Gane Pl ay, PCeashoiafo3oshi ch i s
incorporated by reference and for all purposes.In particular enbodi ments, a
state of a gam ng device may be reconstructed from ga hi story |nfor tion
stored in rAYIYS P émr:(%aﬁﬁeswge OFYE 1 ﬁ%‘&ﬁ’&%mq%n GHeYr BFGARAYLe nymb fga
devi ce operg| anttrg lpgwa)p&c =0 @é}%&? g {erface si rmul taneousl y may
not store st teln OI‘IT&'[IOI’I or ﬁ ut o yfor the gane interface.
Thus, to reconstinuataltchetist ahﬁodarfrnega,rmmgr thav | deeeriniihg) diynguttbrae BE€Chravidea
dlspute after a malfunctjon or after a power-failure, garre hi story

i nf or mat i orforfA§ PHYGE by Gnpyzingtthe é&@éolﬁr%ﬂ&?@tqdo%ﬁnwﬁﬁw s%’@Pdé‘YBPFSt e

CE oy Sesy R RY shgl € TRL BT RRULER 0090 L BIRAE A08L pLle!
correl ati orbakaf onnat imimbes WE saridtedrispgboln fvoliioa tairo rgemafrateeflﬁraenw: aiymbol

information, that allows events on the gam ng nmachine tg be caorrelated to
events occmsﬁtwes o thersayigitporumbis of admf‘élt Est (G P abPlo paxtiBeshessiBg thipeghed at
t he gam ng nghr

Fecongt r uorT o ef Wthe W SoBRbuGY, REMERbA S A ARG ol
enbodi ment ,combieiioh &s hesératcdadn feorctdetheELImiagmvichas provalegalid pRyclesice my
provide an ECI that allows archival informtion regarding ECl s displ ayed on
a gam i dewaefarghgeoceurqnce péihe gepeatedrvinpiag syabelf coghinatipnndion icxesplesuch
as | GT gam; e[ f .

i ncl udi ng sgrglllgwlﬂﬁ% atéoelif()%]t% agﬁﬁ%)e/ egl {ag&is&gglle# ?egs ;{E%g%{%%‘%hﬁﬁe‘gﬁlm and
external tqréVige @asthglg avReditd1¢he paGersRLithdt \dmmnge ¥ cbﬁl\bﬁlaabﬁqt ¢.| aal
interface reqwrerrents t hat dlffer fromthe "standard" ElA 232 serial

i nt er f aces Yeseshomipaylings Juharoald pameprseedctbraygh dha. wmh@gesymﬂfrpbeqra@e@nqmy

i ncl ude El |A 422, Fib tIC Serlal couleds rial

i er f aces SRS S5l yRE beais f eilislpu B MEf rabr B S
conservg sejrbdted tt 9rafyamﬁe A @ fcﬂ@l sh 1@ acduh@n@%ﬁ mln'ﬁ’ﬁfgmyﬂfbol aﬁﬁblabncﬂlevi ces
may be connected in a shared, daisy-chain fashion where nultiple peripheral
devi ces ar emndongrseingdnaching \@uﬂngmémgémaalpr@‘ﬁéﬁﬁ@l playr eneye thaal ofjergveard detes may
be used to hransmt I,? ar m%f.l ng. ¢ nllcat |b(i)n]§ Qcol s tlhlra%t re

uni que to t %S%Ig%or?&u 6Hl(ﬁusqtrys Sngxé{lr%pf%n 9 SPOTE BI % i's aplbla B’r?et ary
comuni cat i R0k Pas &ﬁ@hg‘h%e Ssfdeak in® HEH M BoR oMb ilEbME 8NisORsEkIBe: to

devi ces. As another exanple, SAS is a conmuni cation prot ocol used to
transmt i rfrovidagipbayer smwamton@maamgg matbinemadromays towirafoganicag valashi ne

t o t d t th | t Ki
Systome0] PGt g ALY AT E BB Y B B e as pert pheral

devices to a caghnenc QMPRined:] it ¢Qat hohbel RNFaonneshetd dbeAnBbRNgd
dai sy chain fashion to asingle serial interface. 1n both cases, the

peri pher al mieVibyarg the aupbef ef spphbolngeictptetiin active symbol positions on a first reel

by the number of symbols generated in active symbol positions on a second reel by the

number of symbols generated in active symbol positions on a third reel and so on for
25  cach reel of the gaming machine with at least one symbol generated in an active symbol
position. For example, a three reel gaming machine with three symbols generated in
active symbol positions on each reel includes 27 ways to win (i.c., 3 symbols on the
first reel x 3 symbols on the second reel x 3 symbols on the third reel). A four reel
gaming machine with three symbols generated in active symbol positions on each reel
30 includes 81 ways to win (i.e., 3 symbols on the first reel x 3 symbols on the second reel
x 3 symbols on the third reel x 3 symbols on the fourth reel). A five reel gaming

machine with three symbols generated in active symbol positions on each reel includes
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devi ce addresses. If so, the serial controller circuitry nust inplenent a
nmet hod to generate or detect unique device addresses. General - purpose
conput er wWonbHal12pB5t s are not able to do this. SecurityPooniSt@niodagI€i rcuits
detect intrusion into an | GI gam ng machi ne by nonitoring security swtches

attached to access doors in th chi e cabi_n Prefe ccess
vi ol ati ons ZdsHRy ¢ PﬁN@J@ﬁeﬁsﬁmﬁ M é&oﬁygm?sm we%ecawﬁieﬂé al

o reu 14 orghplitnb Mib RRPK YA %ISC%*H‘%“%%Z&% [ &l RE e

power - of f dpehaild de, aﬁpk@ﬁa&ecbthaﬁmdcﬁfymgwthenmﬁn‘tm afogeint@atedt thaﬁsbg&uﬁaors of

the gam ng machine. Wen is restored, the gam n% machi ne can .
det er ni ne ViARYRdRE %hﬁglug@@npf WIS\ﬂrém%ﬁlfymsth%e@PFfe%f WATPRES gﬁ@@@%edwaé%\fer

€.g., Visa %%%ﬁufogls bg%ﬁgbﬁﬂl&é(?t{tﬂérereﬁghﬁtdﬁfé thelr n%oe?% ét%%h event |og
entries an urther dat'a authentication operations m ng machi ne
sof tware. Trustdd ametier ymiedinees tendimingtmatdhiredmase B”ﬂe[‘tﬂe S(pllﬂfy@ﬁ&) akager on

preferably |ncI uded in an_ I GT g machi ne computer to ensure. the
aut hent i ci tapddhug %V%fsfsmaplepqsmnsﬁg%O%S@Pcﬁ@wdaﬁente@@ SERE R ROSHIORD AP

bsyst d
Cont 1ol g e d6fE TR ShOCAR Y AR o [ AT, ERUL B TR n of

t he code anteraich stthe e@mbasl Iid’seloﬁemsﬁlthat @I@e\hwaﬂ bMucheatbdnendremhrof tlevitie i s
installed in the gam ng machi ne. The code and data stored in these devices
nay | ndpudesyaxbphmwti@éwﬂrbeaﬂag&f OnR A MOFRQftBPrvidinioew ing dn opa eypadiment, if

aut hent i caty,ol; KEys. éﬂ@}%%@Jag&ga?‘é/e?(ﬁjseﬁﬂt‘é‘éﬁv%‘?éds the%t ¢ esfg%l%e&%ﬁ&%% fOJef o

trusted nmenory devi I €S a

trusted aUts'S}ﬂibe os¥idnBj such Iaga@ﬁagnwtyhml pcb”svmdmrfﬁ@hllmle tdve oftBIreg, mmv ne
that can be tracked and verified as origin This may be accorrpl i shed vi a
renoval of acHeated grd t:b@ deavdir symbel p@Sétlm(@g))mvleée @%thﬁgn@(ﬁclﬁplf?é) dbw@vsem and
verification, of e el SullPHRLN SEYIGE CHNTENLS, S & SELAALGr LA S PartY
verification devi ceyp Gncgemtl%e FUst &§onenoy y&ew ¢&-1 & Verited &

aut hentjisc, tﬁ@ﬁbetﬁﬁﬁdh@ﬁrdc@ﬁ%oﬁ@ﬂlh@‘g&hmgfmﬁd]ﬁldlﬁés tHeaRin R oplvagsTEd bmeels
included in the trusted device, the gam ng machine is enabled to verify the

aut henti ci tt9 d@ferlam thi @ﬁta\re wothel aasitices and: thamumbgr bépq)&s&)éft gdys  whe Bami ng
conputer ass ¥ sych. as co and ta §tﬁr eg N har grd{ ak dr i ves A few
details rel tterenc? %efl}'l?{ $re r“f? %Vem 28"t AP Pf%@ BEOLEEYi H $He® p lésent

i nvention gngtideS§mudedhdsitiods Sor B2} @AY FIehbol §8RrMbd dtr &P Whastive symbol

pat ent appl i cati on no. 09/925 ‘098, filed August 8, 2001 and titl ed ) Process

Verificati cmsttlomhn@ﬁ beslispteyed mtmtré@ivehbweiuntablm shadsdemtothrestvipe dasighiased a |
pur posezﬁ gne or nore enbodi nents, at |least a portion of the trusted
nenory evﬂBaéc W&our ces may correspond to nemory which cannot easily be

altered (e.g., "HH@ERRIBABIRLYIN)a fGH Raerd 8f oBX M RhGe rEHR@VBayEROVE
Bi os, Ext ended Bi 0s,
wager of one credit may activate each of the three symbol positions on a first reel,
wherein one default symbol position is activated on each of the remaining four reels. In
this example, as described above, the gaming machine provides the player three ways to
25  win (i.e., 3 symbols on the first reel x 1 symbol on the second reel x 1 symbol on the
third reel x 1 symbol on the fourth reel x 1 symbol on the fifth reel). In another
example, a player’s wager of nine credits may activate each of the three symbol
positions on a first reel, each of the three symbol positions on a second reel and each of
the three symbol positions on a third reel wherein one default symbol position is

30 activated on each of the remaining two reels. In this example, as described above, the

gaming machine provides the player twenty-seven ways to win (i.e., 3 symbols on the
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and/ or other nenory sources which are able to be configured, verified,

and/ or authenticated (e.g., for authenticity) in a secure and controlled
manner. Asoandimes3to a specific inplenentation, when a PcudiSed 1i0sdsos mat i on
source is in communication with a renpte device via a network, the renote

devi ce may |l oy a verification schene to verify the identity of the
trusted inffﬁgtﬁr_ﬁ?%ﬁsga lé@n?hfo%%e@aﬁ?ﬁ%? SYRBols PR dhed A ﬁnlaﬁml%g\}ece and
t he re”Dte1§§Hﬁﬁ%lQﬁ%yﬁ%Bﬂﬁﬂ%@ﬂﬂN&%l.t'on using public and private

encryption keys to veritfy each other”s identities. In another enbodi nent of
t he present i nvdntonermbbhienchenotietctdeme asy anard{deo pravsicad thaplayardiascronsour ce
may engage | n nmethods using zero know edge proofs to authenticate each of

their respebtisracipifdntynialy. theagimige dwosiies 1BEBIdually (elssnbys i hibswaPPon may

utilize sap;ggh%féa ifYanR1i0Q E’fmixﬁ &%ﬁf%ﬁtod%‘ e E@‘bﬂ.% gaPFP 6 & Qﬁnniﬁg ;sy:gﬂélt ance,

trusted information stored 1n a trusted nenory may be en ted to
prevent it sombsnisien with agldd bihoryisé beitdbtyusdlieed e aoymnbdeyteeattdyn be aseaur ed
behind a | ocked door. Further, one or nore sensors nay be coupled tg the

menory devis¥BbPbPRRALEN ¢ SR¢d; iegl- vintthistambodEmetythgeaming Byaehipe slaptilicssome

d of t [ el - I - [ Foldl
record of L8, RAPRELAGL i FrAIREIRT EHARLSnpb SRR, (EVER e s
clear or erdfseldtdds syriboMdeds antaid efpdlatall syabpBr | Rgr basnfleelt datvesyabol

Additional details relatigg to trusted nenory devi ces/sources are descri bed
in US P&t erositigps incatdeon fisd angiry msmbali gk, theriep rew i astestred aplra ual

on Var on 10 °FR0BRIRCREN RS AR ated, IF TR BRGHIS, BF Shorol fe TR Bping 119

pur poses. Magshikt QaRERsARY 06 Thetgedyrbola aganerial oPrdlfes SyabsIp beetusé Yy cal |y
enabl e code and data to be read fromand witten to the nass storage
devi ce. | n twoghsirngymednfaie ek afagrinaing symbel ¢anetipdtion. of t he gami ng code

stored on a mmss, stoO e .devige is.strictly . contrpolled and l.d onl be
onabl od_under - oA SRAGRREE Snl Sty 6 1ot 6@ UahBits Sffc FomatBerii el e 25

enabl ers r aeguibbRden TROHEN rbdli shdl B &ynBHISEE Wid bdcos@ULEl, BRPEAYIngadadhyne
software, | GI gam ng conputers that include mass storage devices preferably
i ncl ude hard$igamencs élyerly ofetbe synbelafenddr ackt stizesni wal dionkuba gdded kaanopler at es

he circuit | . i . i f h .
Gevi oo ana 1 forni alrins? STES A5 PhETh Ind Bmpiniehe 13} 7 oP it SRSt ol 2%
dat a modi f i g@tdsosr Reatad tsgﬂtﬁbl@dtw bhaie HAeniRE ARREMBLSGE i &f ABCkyRINS cal

enabl ers being present. ails using a mass storage device that may be
used with tdeecigieddwnthe inavteathdcent melefodmspart dfed winnong syvalradlcembination Sr arRat ent

Sh}gg’sgéz’ é’g ! e%ﬁ% a{%ﬁ%e%r R%h& tssr%bglg of %flee Fifl % rinignofi }efate%nggnlib% J {fotile ?glarlning
machine determines that a symbol generated on the next adjacent reel is related to the
symbols of the first string of related symbols, that symbol is subsequently added to the
first string of related symbols. For example, if the first string of related symbols is the
string of related cherry symbols and a related cherry symbol is generated in the middle

25  row of the third reel, the gaming machine adds the related cherry symbol generated on
the third reel to the previously classified string of cherry symbols.

On the other hand, if the gaming machine determines that no symbols generated

on the next adjacent reel are related to the symbols of the first string of related symbols,

the gaming machine marks or flags such string of related symbols as complete. For

30  example, if the first string of related symbols is the string of related cherry symbols and
none of the symbols of the third reel are related to the cherry symbols of the previously
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Returning to the exanple of Figure 14, when a user wi shes to play the

gam ng nmachine 2, he or she inserts a ticket or cash through the paynent or
coin accepoan1i2@6ws bill validator 30. Additionally, thechiuskonabisdator may
accept a printed ticket voucher, which may be accepted by the bil

validator 30 as. an indicia of credit when a cashless ticketing systemis
Used. AL t HASSHIS (e 9ﬁ%he@azn%y,m thy gyamenmgching grarls %{yﬁ?ﬁj Féﬁmgngt]

i nformationusi theas kgader 24, the keypad 22, and the florescent

di spl ay 16. Eﬁ#?ﬂ%r, 3tﬂ%€pgahe preferences of the player playing the gane
may be read fromfacrcathdr iaddiagtaectlited eymba toathd firstadang obuelated dyhdbobyaoe, t he
pl ayer views gane informatiqn using the videqg display. 34. O her gane and
prize i nf orREKINgiheHYs alrigg obeelafrd piralrliyas Gprametesing gy eI prcincIuPEshs a5

| ocatedzin . :
oqui red 1 engitARB0s for HE B i enflh €4 Xine ARNE: of BBy SimbRY ol
gane. For exaopteiowlyplayiicdsayoriad Yrom &laed Hetibolgethe diistanpasdonduéady. gane,
select a prize for a particular gane selected froma prize server, or make

gane deci si ons whilerEnghEEe: cacheoldhe conene dringsr of wliteh syymbals. tagapimg er
may rmake these; 28%t%ﬁﬁin9§ RY L0 h@?ﬁq@%#@hﬁ&c%&%ﬁi’ﬁ%“ﬁ of! r%ﬁ?%do

i
di splay screen r usiig Sonme o es a player
i nput i nf orsgaibbBNifl dily D ftthe s @ato1H Gombthbinget adjiccapre], éfrbodishanld $¢ adbed Rl ayer
may be able to access various game services such as conci erge services and

ent er t d0nmexty of HheteAviowddy glaseBcdrings efielaladawmbalss pitayrioeess éanizmeanatione
o oy o < SRR 00 B SR TR RS e O TP R PG o

di spl ay vi sua y can ercerve

These ef f ealymbatidiot natye. axahised@ivdiféntawiafethetthire honakrsadaghayRls 6Dr e
likely to continue playing. Auditory effects include various sounds that
are proj ectssabplp tp r@@als'p@atg@ gaming, machine] warkyjogen pf Hiefremeiine padens $tEBEH ng
lights, sthQ&Q dl%@?&ﬁaprmgth%r patterns displayed fromlights on the

gam ng nmachi ne 8 r8n§F|g%¥s'behind the belly glass 40. After the player

has conpl et ed a Was® cadhhef mb@ﬁgsmefa@édeéyﬁﬁ)(ﬂ@fﬁ&nhﬁ%@%n%[&éﬂth@%aﬁaﬁigﬂ tray
38 or the ticket 20 fromthe printer 18, which may be used for further

ganes or tdngchigectpmpapmsicaeh ofthestimgs of hedatpd symbolsripyar anpeonratapayiabikend20 f or
food, nerchandi;se, 0 anes fromthe pri.nter. 18. In o nbodi nent, as
deschi bed_ ARBVHS s laydr gk menaiel s hedh phmscBm RS PGTEM T i ng
prinmary or 1pa&RI@BOEpprddifedaitk M pTRRRINS0VIdcl @YU ERaMBI anfClob dhsimy o al |
of the features of conventional gam ng machi nes or devices. The primary or

base game ralptedormbblecasytedun petbicsymbel pasytsms fetmess apapstddabeingdasasaati ng or
Fapr eaal AtTooh T iy i u T Pous SR OB RERiceSt oF ahms i alf oK e
enbodi ment PHBAUGR Sctvd FRBBMPRMIdRTE based on probability data at the tine
of or after placenent
In one embodiment, a base or primary game may be a poker game wherein the
gaming machine enables the player to play a conventional game of video draw poker
and initially deals five cards all face up from a virtual deck of fifty-two card deck.

25  Cards may be dealt as in a traditional game of cards or in the case of the gaming
machine, may also include that the cards are randomly selected from a predetermined
number of cards. If the player wishes to draw, the player selects the cards to hold via
one or more input device, such as pressing related hold buttons or via the touch screen.

The player then presses the deal button and the unwanted or discarded cards are

30  removed from the display and the gaming machine deals the replacement cards from the

remaining cards in the deck. This results in a final five-card hand. The gaming

machine compares the final five-card hand to a payout table which utilizes conventional
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of a wager. That is, different primary wagering ganes, such as video poker
ganes, video bl ackjack ganes, video keno, video bingo or any other suitable
primary owobkaseél2gese nmay be inplemented. I n one enbodi meoT/US201A3@0Or
primary game may be a slot gane with one or nore paylines. The paylines may
be horizontal, vertic circul ar, d|a onal , angled or .any conbi nat.ion

ther eof . | POKR Bandn, H%Fﬂ detpigeing £hs 31 hivia- it G5 1o hBSFOURE and

pref er abl y. @ Bt ALl dn Al SElSonbe ﬁalﬂﬁ%ﬁd b A thEFhSer whlbcRlt her

el ect romechan orn1mnt nechanlc otating reels or orm wi t h
si mul at ed r eel s landothor embodimehte tledbase bn pomaryegdnadmag bt a ramlti-hand version
el ectronmechani.cal slot_ machine jncludes a plurality of adjacent, rotatable

reel's, whi cH 8P BRECE o Hbihieembaimee fhspgaming gickige Weelp ﬂ%?nplé}’f‘éc?it Japi fvo

di Ia of |l e efho , S
v:zgo ¥8rn#%gﬁz%gk:ﬁgreh{%Hgﬁgagﬁgmghﬂﬁgev?%egﬁ&igﬁﬁg%c$&%é8&9§03e &ﬁisplay

t he pl ural idybodimaitredtlahad of cteds rs%kc&lat&awhthnesed)wﬂlds@d afysards. pTTh¢ playéry of

indicia or synbols, such as bhells, hearts, fruits, nunbers, letters, bars
or other irfligess thhrans i Beldram gflrea?/rl@géorﬁletlﬁldacatr%weth&ﬁaewthéa #% h t he

gam ng rmcrulgz)ehe]léiﬂl%g%ttﬁ]e?rh nﬁ&? -Call ”the%@ﬁﬂl ngd her Iaé?ﬁ chiE af S8ERVAS Bom

i ndependent reels or unis nment, each I hdependent

or uni synbdlacti aeld gisplayat erl Rndadi bpldayplacdieers watdelard fantidiﬁl}pdl@ytahto ﬁhat one
enbodi nent, the gam ng nachine awards prizes after the reels of the primary

gane stlfp sh@inﬁnﬁﬁge |t1116 @B@éﬁ?fﬂﬂé&a{dﬁG&raaﬁﬂpb’rdeélﬁﬁﬂldegﬁm@ﬂbﬁéf eeh hanl éhoa or
symbol s ocgy eﬁla@éﬁe%@%%hk Y6t r%é‘ﬁ’ Mn?iewgf usQh B re%cg“y ?le‘? h%&‘?dnﬂ%g?%%ter n,
e nu er o (6]

occur on the requisi ace occur catter

pay arr ang&H&ﬂ@eterhﬁn@i’lhaﬁth@mlaﬁ& hﬂ@aﬁmpdﬂerﬁmldedt@tthl@plapéian det ermni ng any
outcone to provide to the player by analyzing the synbols generated on any
wager ed upon paﬂﬂﬂﬁé§nﬁ§)H@@é{@b@ﬁ(§HGV%MYﬁﬁ€wg&%ihya raed gpac gdicedindtlifes any

outcone to provide t.o the Ia bas unber of .assS0g |at ol s
whi ch are d%%%? 8mnedm8 ?v %%H%€8| 3 bc ln]' LR %856P§?€%mnu %€bof

adj acents r apé Slsf)layeles/lcéBDtInQHlsQﬂ}Uotiﬁﬁeﬁlt ptﬁ@ @1 ?& §ech€SUeQ mea@ﬂunmrsdalblam@b ¥f nni ng
symbol conbinations). In this enbodi ment, a W nni ng synbol conbination

i s gener at ébe e¢leatpe rn@tbcl@ ortm@mlﬁgmrmpw dﬁélq@rsolvh @ésthte Heugh @y@n ol awar d

for that occurrence ner ated w nblnatlon

exarpl o, 1 RS WERRRR IS ARER B ionat B YR o GRBHRS R Spsliflor | ne
gam ng nmachhsneney kit ay, Odéltxﬂ@enatlﬁl ﬁl@&&’saM@édéed ﬁuﬁfﬁ@fs RInAY@E éa‘ﬁ{mg hﬁéchﬂolel’ml ng
synbol conbi nati on (i.e., not based on paylines that would have passed

t hr ough t hatrawm mnmhgrssy%mlam nhpreaitded rin. award dpsed|a the agpuneel mesles, hat
because ,a gam Pﬁne W ways to win provides the player
one awgpd f8V]§g§?%b agg%ﬂf?%%%%ng?ggnﬁ?Wﬁlng symbol conbi nation and a
gam ng machi ne Whtdac Rewotigsht, TR YadRIt Ot SvihMifg RERS lor GRHE atvhRAR iPBDagey d f or
the same occurrence of a single w nning synmbol conbination (i.e., if a
plurality gfrimary game, as described above, the gaming machine may also give players the

opportunity to win credits in a bonus or secondary game or bonus or secondary round.

The bonus or secondary game enables the player to obtain a prize or payout in addition

25  to the prize or payout, if any, obtained from the base or primary game. In general, a

bonus or secondary game produces a significantly higher level of player excitement

than the base or primary game because it provides a greater expectation of winning than

the base or primary game and is accompanied with more attractive or unusual features

than the base or primary game. In one embodiment, the bonus or secondary game may

30  Dbe any type of suitable game, either similar to or completely different from the base or

primary game.
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payl i nes each pass through the sanme w nning synbol conbination), it is
possible to provide a player at a ways to win gam ng machi ne nore ways to
wi n for awmoegquined’ent bet or wager on a traditional sl oPCgamseeg/oamehi ne
with paylines. In one enbodinent, the total nunber of ways to win is

determ ned by nul tiplyi the number of synbols geperated |.n active synbol
positions on a fIPr‘é‘{)e ?’@Bgdlﬁk?n‘i’ I‘Fge r‘f{}ﬁ%eé’}ngo?wélyr%dlué‘ﬂgé%tc%(&%ﬂoﬁ ﬁn?’é’cg?\ﬁe
synbol posit. . f érgapén r.at i n
active synb%kg%gs(?ita?cg?é%g%{%p{lﬁl%yd@r{%&epﬁa@ng%gﬁlgﬁa o%{ eacﬁ O?ee% %f&tg ﬁée
gam ng machndieiavant hdigplay dadte mrthe pyimbol gager) eucht 8dhd mumaberactdnvappsaringain

position. For exanple, a three reel gam ng nachine wth three synbols
gener at ed itAres@fiagent SehaPnH s BMxlING AR thePrisaasy slobsame. nby i snbpdigagres. the wi n
(i.e., S ry |4 lgg)gl - -

synbol s%o n%‘tqg%é]‘tﬁﬁi%&gﬁtpgeﬁaﬁ@k% goglrd ltfrsélg?%éam ngxcg}g(}:lh? ﬁecgl\?\n&? %ﬂltoﬁllﬁgéf % ;I/I%bol S
gener at ed iplaya¢duiclv s syumibel gf ggihick omembdt efaabdite @imdunt bil digs:)Sorl ravalyiagtad W n
(i.e., 3 synbals on the first reel x 3 synbols on the second reel x 3
symbol s on SPaafighnymgdberadpoiptaeasiadyBiIriae gAMEMEYt ourth reel ). A five reel

gam ng machi ne wj I y j | ey on
each reel incl u‘(’}’géa@%%@f\/\%@%&%@?% ﬁle?%%zﬁ?‘%ggg{ﬁ%%ﬁégséﬁoﬁﬁ@% I}OEF&IF%%@ X 3
synbol s on grbadactendaycedhe r @y phek of oAc bhéndrblisédndaelgames. 3y shokschon t he
fourth reel x 3 synbols on the fifth reel). It should be appreciated that
nodi f yilfg tebodimer thefeagantepachine 9ottt Prexide pishenDapasd rgagpiigiotthe PlyPber of
reels or Lyl e d. i Y )

posi t1 ons. 5" Gk B8 Y TRCte R RS AP LR B Gyt e 1
I'n anot her o girie M nottthgz@abyien srahiimer bRyd spaficllg ol sy thopwagef on
and thus activate synbol positions. In one such enbodi nent, the synbol

posi tions &g pimarn&amee(ldat ipnthe gagingaeline ey sineplpaseldfysnpleyrs pbkayer ' s

wager, a reel is activattﬁd t hen ﬁach of tpee a%)égrlbovld_t ositli On}ﬁ thaf reel

of.
will be act VAR Y BLORUGHY (HRBATGN & Loy Ut PEiple Gk ?naftbl8nspar“t of

one or 130r enethet Rebaasent, Othd dhmih® nRRBiRNIde demBRL host) qlraFRE a0playdiefoplaayer’ s
wager, a reel is not activated, then a designated nunber of default synbol
posi tions, ssemdarsgansitlgist payially bagsd$intd gamofrigepesd ir gpmbolr bigeeed ehenty eel |

will be actjvated,and t efaul t .s ol.position(s) will be part of one or
more of the'{his? tl%asaﬁ)a .lgl%age %Eh%)fq%g%fnqp I?{bm?‘gcgﬁllglﬁe enabl es a player to
wager on one, NMheoRS cABGHinRhtt iR LRBINg AREhihHENPILASESS Ploghim tWEcHaRIINg

machi ne uses the nunber of wagered on reels to determ ne the active synbol
posi ti ons awthbmdtisakybbein aoponuegeinsl aftandhe ptayemhas. achieved adriggaringecvent or

nbodi ment : nbol. di spl ayed ted at . an t
Phacti B syhebBinh SoRIEE S R Buy SRSy araT gdR efaen St S AT e
synmbol posigiiRRShaf@Malteddic: Rl BotRA %aﬁlet, g pﬂggaéexhapuabs%@ﬁénapldmmqg@h&r

ot herwi se designated as inactive. 1n one e di ment wherein a player wagers
on one or rones gaet partizipstiay ghroegh continued play on the base or primary game. Thus,

for each bonus qualifying event, such as a bonus symbol, that the player obtains, a
given number of bonus game wagering points or credits may be accumulated in a
25  "bonus meter" programmed to accrue the bonus wagering credits or entries toward
eventual participation in a bonus game. The occurrence of multiple such bonus
qualifying events in the primary game may result in an arithmetic or exponential
increase in the number of bonus wagering credits awarded. In one embodiment, the
player may redeem extra bonus wagering credits during the bonus game to extend play

30  of the bonus game.
In one embodiment, no separate entry fee or buy in for a bonus game need be

employed. That is, a player may not purchase an entry into a bonus game, rather they
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wager of one credit may activate each of the three synbol positions on a
first reel, wherein one default synbol position is activated on each of the
remai ni ngwbaory/resss. In this exanple, as described aboeeT/ushe19ansvng

machi ne provides the player three ways to win (i.e., 3 synbols on the first
reel x 1 synbol .on the second ree{a X 1l?synbol on tpe third reel x synbol
on the four®¥stMeROr garf cinyipough Play Of fhe PEmpryegame this, SReRURFNSRGHAL &IC 5

pl ayer's LN i t] .
positions g(n aar?i%fa‘ugtE ' %ﬁ@éggﬁ%ﬁ’e@%ﬁfg%ﬁg&%o b(%onggio% %ﬁgd%%g%ﬁélescond
reel and eacboroplishhé tiirongle a synpiol"bppsi't bytie @aya, fonickampleelif thh@tscnhane
default synbol position is actjvated on each of the remaining two reels. In
this exanplien aunsyessetihed apdEng t REougRnHYT nshifisd pitbitictes hanpiheyer

twenty- gsev i i , } i l.s on
t he secgnd%ﬁgﬁﬁﬁeﬁﬂg%g&mgﬁ The t%P?ngt%rSg({eél \KV% 0%3%%&%%@%8%@%%% reel
X 1 synbol desighdted fanfouhit ireetle) pritaryogiene aqdaliferfor theosadohdirngameani shwar d( s)

to provide to the player based on the generated synbols, the gam ng nmachine
i ndi vi dual YRS RESCrandarsgamo IriggsHBe svel myst sccandyviBe $idepbtechéi ti on

ot hor i so SSEARPS EPAPC bty Sodth WA EHIRS nfOTRGATHAER ' ol e

posi tion oncéomglagonghd. eel . In this enbodi nent, the gam ng machine
classifies each pair of synbols, which formpart of a w nning synbol
cormbi ndli on (i . damingcSyspam Cogrpongntst ed synbols) as a string of related

symbol s. For ex gfi:erﬁl[(]ﬁ“l 1f5 5%8&15 X%lo%% rggé)glrarg ?lflllsrtrlagﬁgs %lgn h oln%gt% o"fla]:%ia@%{é s&gt%ﬁlr y

synbol generate e'top row o I'rst ree a secon synbol

gener at ed i1500RehibIPii9Md QWdabr anplemeiting &4 or hitec gaBbAichoRRCHY the petsessi fies
the two cherry synbols as a string of related synbols because the two
cherry synbay&tipar di Fegure 6F. the ¢pmpenrgtssyinbeimias niiteratlis8n forafroeidingegagiani ni ng

if any strings of.related synmbols are. far bet ween e s 0 an _t he
firetreel SATeRhSyRang TR ConirPRCRREIHERG. HS g SRR fullof:

det er miges thiy BOhsintiklde i iatRlase, fiir@Matd en X dofddirae@NExdcafd shhoulithbe
added to any of the forned strings of related synbols. In this enbodi nent,

for a firstdegfeet nethe susen 5@ thereinmpysbeomaneingtaaersyf vosame funetigmnitgigas

hi det i if , of . th | .ated by th t. adij t
o e o DBy Bt p R R el R RO P I s RS SRSy ¢
the symbol seaef fARichi fsSShosial I8 RlnchisabE S KRk Rntd fab N BaTbMAGI RGN ne

determ nes that a synbol generated on the next adjacent reel is related to
t he synbol sxefpiche singlst devigei mgy lompeisattbe geyebplhy intetate $yhibend iisclude

subsequent | eﬂdedto he first stri f related synbols. For. exanple, if
Che 110t SUFRRGTGRODEXEauOLPHSD 4508 1SS Per gogPonar iR BHEY oy ol s
and a rel atggl, GhaIcHHoPHEP R vdrdugd eRBHARALY 8t thd 8adhl 6l bSmVyonishgeviddisr d
reel, the garing machine adds the related cherry synbol dgenerated on the
third reel andttdheiqueedésoubddherdinssi fi ed string of cherry synbols.
The gaming system 1500 may receive inputs from different groups/entities and
output various services and/or information to these groups/entities. For example, game
25  players 1525 primarily input cash or indicia of credit into the system, make game
selections that trigger software downloads, and receive entertainment in exchange for
their inputs. Game software content providers provide game software for the system
and may receive compensation for the content they provide based on licensing
agreements with the gaming machine operators. Gaming machine operators select game
30  software for distribution, distribute the game software on the gaming devices in the

system 1500, receive revenue for the use of their software and compensate the gaming

machine operators. The gaming regulators 1530 may provide rules and regulations that
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On the other hand, if the gam ng machi ne determ nes that no synbols
generated on the next adjacent reel are related to the synbols of the first
string ofwopebatedssynbol s, the gam ng nachi ne marks or PCags2600B0884ri ng of
rel ated synbols as conplete. For exanple, if the first string of rel ated
synbols is the stri of related cherry synbols and none of the synbols of
Che third el baasphel i by waiiine e Rp§ aynseTIEe Bporthgnd other mforthation

previouslyq%ﬁﬁﬁh&%qgn§&ggggbgf qﬁg&&y synbol s, the gam ng machi ne marks or
flags the string of cherry syrlrli%ols as conplete. After either adding a

rel ated synbol tla thhefdiliomsig phragraphaf detellsatof deasly doadponent amd lkomg dfehd i r st
string of related synbols_as conplete, the gam ng machi ne proceeds as
descri bed dBE{AStPRY DEwRI the componediedth dpts PG ¥enrwactde Mgy Lof Keteticed

nbol s swhi j j | f
The Tirar R A KRS OSh APTE: R LR Ep e 8L Bl JUERR 1"

of rel at ed dyitbotimt pidvedegdictmgndBeViceretodrd esnmote @smigodeveae.Fdr eRBinplienh

pendi ng or inconplete string of related synbols, if any of the synbols from
the next adjtigéntbodiaints.ithe ligepse kashlPY may Aligedl Ve Bkanycayests ¥ ipheayeds| y
classifi .ed t8t 'tiozch s%hafa% ?T)%e%ﬂteayw alesre mé %algﬁ %ﬁ&é&ﬁce‘éoﬂﬁ 's%?okléﬂst b i t her
each string of related synbols is corrplmete or thefe aré fo nore a ] acent

reel s of syoboles gimmingnddwas, 3) nrackitekenmoQkic Nt 4) \wheit enntileren@v &ofterafr e
adj acent reels of synbols to anal yze, the gam ng nmachi ne marks each of the
renai nilflg pJesaics doisiafivyge cxscuted| ot thel reyofs grRingsdevisep! Bretokgmusnge aedy sf t he
strings of t ed. s te th ] machi ne conpares
each of thed’sgtﬁrﬂlllﬁglst§§%gr8éﬁ%§52%n%§éﬁg’gg{ﬁgdsg‘rp%gﬁgpg%erqsﬁa 1Jgg'payt abl e and

provi des the pl apeinotivy cawaidih@s SOt ashositidok@atosof51tshaag ol ekadagd ri ngs
of synbols. It should be appreciated that the player is provided one award,
i f any, forofeasr softrargonp pwpliyed dsyiebbinscajamnbrisatean Vith s hape Higngsone

Posi 1 ons UspftndinORRETES by B SR RE AL, BRK, OB el flnyout

have passecﬁl1 foug rmgs of rela n 1've “symnbol

posi ti ans) .ankaMive; SEEOEESTERIM the RaREISF hddtd ARInGaBatfiesDtheapRkBiggane
wherein the gam ng nmachi ne enabl es the player to play a conventional ganme
of video drigaskinglest Bd may teiceive ypdpdes &f ahj apeoush thas cash| gafgeyailghlé fasmlay

virtual deck of fiftyrt card deck. Cards be.dealt as,in a traditional
gare of cartistgetisey il Reb et R gl MRS oS e R b Bt 3B ha
the cards ahRrmansiorlay seberddest 4 HabacPiRidedar ol BaHnDWeRREiInQftoGAEHSds | f
the player wishes to draw, the player selects the cards to hold via one or

nmor e i nput dgesribed in g ybhtydmsest leeoobing agiebmertd hol d buttons or via the touch
AT ST N LTS G T T G A
the repl acefRMloRidof$arhé QHRWAG o QAR HrASy 818 FatiSust R iFHE K the T JygSm ts in
a final five-card hand. The gam ng

1500. For example, when the software to generate the game is not available on the

game play interface 1511, the game software host 1502 may download software to

generate a selected game of chance played on the game play interface. Further, the game

25  software host 1502 may download new game content to a plurality of gaming machines

via a request from a gaming machine operator.

In one embodiment, the game software host 1502 may also be a game software
configuration-tracking host 1513. The function of the game software configuration-
tracking host is to keep records of software configurations and/or hardware

30  configurations for a plurality of devices in communication with the host (e.g.,

denominations, number of paylines, paytables, max/min bets). Details of a game

software host and a game software configuration host that may be used with the present
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machi ne conpares the final five-card hand to a payout table which utilizes
conventi onal poker hand rankings to determ ne the w nning hands. The gam ng
machi ne pwowhderee3tie pl ayer with an award based on a w moirfus2éiansosand t he

credits the player wagered. |In another enbodi nent, the base or primary gane

may be a multi-hand versjon of video er. In this enpbodi nent, the gam ng
machi ne dedP¥HiRR 35¢ dgribsd in @awngl%splﬁgnagt%tf n%ﬁ%‘é?ﬁ%% Owhcpptitied,
enbodi nent ,« : g S i of
ongs 15 oo Sofing AR Dl RGBT AOm iy HERAL THOH 1PRERLBRRN,
cards to hdo0g0j whigh pino@pyrabedricdreid heithaltdetg and oriafl pulmgosps.i mary hand are

al so held in the other hands of cards. The renaining non-held cards are
renoved from each SARAPI kst dsder &P aY beadioshishier caprestssnerit Plumiigsotar e

random y d i i NC r.enl r fi -

dealt i %de%@ﬁl gnﬁggtsg@%gg%ﬁgﬁg%% ?ﬁ%@?cggﬁggg&n@%%e& sad@gfah a%ﬁ%ﬁg{r?dywi |1

usual 'y be dgnfcf glagndterfddee 130k eFohatgnplankt ngmeapley hbenddaicer J03nady bard by

hand and awards are provided to the player. In one enbodi nent, a base_ or

primary garfeehihaproyidespentph ﬁ@em@a@m%f R&INPQEAY MacMAYRe o spuEalisy ef
lurality o i.ndi cd r. I I.spl a

v ces. 1 AopRELACHRR Plab Titcfpdbs oy [URP ShGN AT B €30 o8RE pBY ANEaiGlL Y

of the sel eisDabhsy igathratt aaates vMBdanS:, Wueh ap sldaiptiimedenti Cides wall gandédhdoit ouch
screen. The gam ng machi ne then displays a series of drawn nunbers to

det er mlfe ahsPAsipeine rapotpstieted, gante Risxer upag Wseismoteclising ey bs abla teselset

T cnd S, TR VBRI Sy O TR

det erm ned dgiﬂie%@ﬁhodt Rlcvide 180D atdly Fedtive damaddividr©mahgzeMonnbdigiced, 8GdH & Or
other awards in a base or primary gane, as descri bed above, the gam ng

machi ne maycelisag gpyalopd gaiee wppene. dram thetgsmgiseftepedioss 1307 adpesius or

secondary gare or bon% or .secondary roun 'IEee t%o us or. secondary game

enabl es t ha Pl Ay & DBt Al N R 1 racBt “ Ry Bt PRIAHP BRY YR8 B Ze or

payout 15 f laRises ditsditRaet dxcoired be theakeicer 5P3, ok YheGaRR: lideiscd/iRer 1. a bonus
or secondary gane produces a significantly higher |evel of player

exci tement t han Inhpertisatee covbogimangy, jhogeganic plex afeidades opphgl garsing dgvisas by

expectation, of wi.nni ng than.the hase or . prinmar amre and i s.acgonpanied

wi th mor e apt el V8 oy PR R RSY e st apic N G, 1 n

one enbodi Pdhes, ket RAAVSaBIEt BEGRAAPIYA GaTR: FoHabREI RS hiég%uﬂiorﬁwirél_@@ e

gane, either simlar to or conpl etelfy different fromthe base or primry
Ag

game. | n onecogmbod¢ations and Hest mayhe réfpgedioesst wiselespunobiteydavices o Heti ndtwarkmay be
o 5oL eOhe O, Ly P T GRS 4% 5! A ALGBIRSITERY o, one
seven appeayirdlssOdbilt e8evaghisaghit oth&€ lofmAl ONBvReP M| EiBinkN s§si@n PITh NSy sl ot
gane. In other enbodinents, the triggering event or qualifying condition
may be by exdwddnery, the wercicas mohrte denicesfmaalreeused to play games of chance.
The gaming system 1500 may use a number of trusted information sources.
Trusted information sources 1504 may be devices, such as servers, that provide
25  information used to authenticate/activate other pieces of information. CRC values used
to authenticate software, license tokens used to enable the use of software or product
activation codes used to activate to software are examples of trusted information that
might be provided from a trusted information source 1504. Trusted information sources
may be a memory device, such as an EPROM, that includes trusted information used to
30  authenticate other information. For example, a game play interface 1511 may store a

private encryption key in a trusted memory device that is used in a private key-public

key encryption scheme to authenticate information from another gaming device.
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play (such as nunber of games, nunber of credits, anount of tine), or

reachi ng a specified nunber of points earned during gane play. In another
enbodi merwg 20hie12¢s81 Nng nachi ne processor or renote host Pcanseotp3spovi des
t he player one or nore plays of one or nore secondary ganes. In one such

enbodi nment , the m ng machi does not provide any apparent reasons to the
pl ayer for quali 3%& st 3{}10131?%1%&98@%5 i IpdRSe catipp Wif & remote

embodi ment, Qfé@'v'[laf ¥ h&%ob'th g &@e”@ﬂ% émﬁl% at\.fehﬁgeﬁfo%ckcﬁé/mgﬁafé{—ﬁgfthé n or

based speC| ically on any of the ays 0 y o primry gane. t he
gam ng nachdﬁﬂnﬂayﬂEnmmhquﬁﬁhMﬁynampbayﬁnekmnpkamﬁansendnﬁmmyﬁ@amnnmnthout
any explanation or alternatively with sinple explanations. .In another
enbodi ment ,2MHBE gARPAGICTRe mw&xeaangeém@aﬁ% tl;ln%] faPliG pREPEVASE SYEYPHDBY a

secondaky g&gyup&zggﬁﬁ b dtialdeyicbased on a ganme triggered or synbo
trlggered event as at least partially based on the play of a prinmary

gane. In one ent@aimmrg Nieylcéthﬁogﬁ@tﬂﬂgedmlﬁbmﬂﬁldnﬂﬁiglhd&811& ppagidnorwhetabdsm | |
automatical ly in a bonus round after the p has achi eved a

triggering @V’@Fﬁc‘g and grexent Sﬁﬁ‘rﬁ’sﬁ%rﬁﬂrtmﬁﬁﬂqent@ﬁég Qe onpyioned iy agiawsed | n

anot her e
pl ayer may SQt&&Q%Zﬁ?E&Sﬁﬁ%%ﬁé@%ﬁ. Eﬁgf %%éghﬁg%%g&%r1?2@%§}§%ﬁﬁgﬁrgﬁgh
cont i nued p'ieay:e(lﬁafi be sb@ﬁr&i oehipd ianRcked do@. Flifihs, ohoflor @aeh seasvus ntjyadd fyi ng

event, such as a bonus synbol, that the player obtains, a given nunber of
bonus dAne cREpled itnEicgarmeRy dsivice tedptee trmpersie wisk thaumemery dexics ang gryadaret er

programmed {0, AGEEHCof ﬁl% Qﬂﬁéﬁng’}’ﬁ ét”%o?ﬂe?déxra%P% tﬁe?&ﬂ n?osrg N il

partl Ci patl on in a bonu ccurrence O uch bonus

qual i fying tﬁiéwdtlﬁfdrﬁatldienﬁghtf&r Jesipase tdfdyteétetsmbénﬁght@d’ﬂn}ﬁﬁ hAd BREH 6r &hise
exponential increase in the nunber of bonus wagering credits awarded. In
one enbodlﬁ@ﬁﬁ“m@hén@ﬁ@y@?mﬁﬁypﬁﬁﬂé@ﬁbéﬂt¢%@%%%us wagering credits during

t he bonus gane Lﬁlextendyp gihngoﬁ%gglg%gnﬁ HQB%%‘%%WBQE%g?ﬁi n?

separate entry fes S b

pl ayer 13my p’l‘@&ld@uﬁtﬁbﬂ%oarto Qlﬂbvhlbatir@bﬂwarebmu% @3MBeviécatohsccbN® Y eSS ankl n or
earn entry throug glay of the primary game thus, encouraging play of the
primary garfsyviceh léﬂ tthatr prewisle daatisaiion qodasi @1 tdermstionf thathenabém dewaloaded

oxanpl o, i Pofa R AT o B AR BT RYT. mie frors behrB i Riher

speci fied agdd v Eﬂuﬁ%d ihforBRnh &5 ur@IPOde MR AMplct dea PAAYRT of TPilvidiBK Braiuct
separate side-wager on the bonusggane or wager a designated anount in the

primary garﬁ@tlwqumdﬁs that may bhesgewdhdbe pregentenvenrion ki desemtissdil pegviqustyhe
ot gnabed rrmr gEh el R BaBRE) st have been pi aced to Lrigger the
secondar y ganme. A device 1506 that monitors a plurality of gaming devices to determine
adherence of the devices to gaming jurisdictional rules 1508 may be included in the
system 1500. In one embodiment, a gaming jurisdictional rule server may scan software
and the configurations of the software on a number of gaming devices in
25  communication with the gaming rule server to determine whether the software on the
gaming devices is valid for use in the gaming jurisdiction where the gaming device is
located. For example, the gaming rule server may request a digital signature, such as
CRC’s, of particular software components and compare them with an approved digital
signature value stored on the gaming jurisdictional rule server.
30 Further, the gaming jurisdictional rule server may scan the remote gaming
device to determine whether the software is configured in a manner that is acceptable to

the gaming jurisdiction where the gaming device is located. For example, a maximum
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Gam ng System Conponents FI GURE 15 shows a bl ock diagramillustrating
conponents of a gam ng system 1500 which may be used for inplenenting one
or nore ewbadivenids of the present invention. |n FigurePCHUSké1g/08@ponent s
of a gam ng system 1500 for providing ganme software |icensing and downl oads

are descrihed functionally.. The described functjons may_ be instantiated in
har dwar e, fac HiB B HY RO BT HISPE sk eian e ‘B TeC SHOFGRIcE! vt eBay | n

the systemdls0Q ’gaﬁh‘ﬁ% ﬁee tP ﬁet%?){ei LS AREED FQfard G&l@%ﬁ]ﬁioﬁl%@ tORcatiCh as

mul ti pl e gane plray inhterfaces Neverthel ess, 1m Figure 15 only one

i nst ance ofandaldn donmeid e cosfiglrawen onlthe ghunigg device voith apyeovalpapoamesits formy be
conbi ned. For exanple, a single device may conprise the gane play interface
151 1 and iiHdPeAdi®Nt r ust ed menory devices or sources 1509. The descri bed

conponents and their.: 1 b0F . i o i %g%g nts
of the ?ashl ess &ggénﬁl}g&%{g%dthgp@ Fﬁgg&]?cg%dse%géﬁgﬂ{@% %llﬂc?tr}leo\s(@gée@%?? e gfég’gi n.
The gam ng ry&iwaiivaiodAndriyerised efheezantipg fisistlicaondirfile seent mgy ecynsd@nilodd es
and out put various services and/or information to these groups/entities.

For exanpl érangaien spogydy andilirpssipe repRrds| G ¢ ApBNSdssiee & drikemior avhethes thedi ¢
o L e SYRh RO QATR, S SBHANA N3 ph il 09 i RLAgRRE Aol aade, and
provi ders guesdictdngianehisbtiovgareing @evichés fycatee mMnagshermythe gamk Verigiddoanisat i on
machi ndOopaHE BT MEpAGIHaLhIhESTSEY ERBr Smse e Sby GRENS SIEMaResd b o |-
machi neVop .

di stribution,...di -] byt ?lﬂ,m? r n,t eggﬁ'- Vi .10 the
system 150(?%“?@%2‘?1{1/‘4&?#@\%&\%5% or I%fﬁfe%ﬁ%}}gg %fe(a? etprdso 11\57\%{@96168 ?:lglrlr%eﬁlsgate

the gam ng remettlyaceneaionhs servfle gami ng regul ators 1530 may provide rules
and regul ations thatnmust be applied to the gam ng system and may receive
reports and ot hdpamepefiwaiei Bimwanor haidwgre ratdingd partispler paning dshisgeary | n

the 1ol ! ow g, BRLAGT APBck St ARy Sles B GQTRANEN 1 FAFIBGTR ey Hone

. . cS.
I nteracti ons e components descri espec %O rgure

15. Thegsgamentsoaihal ®hbi 68Asendasticd BOhstaRyYd BEa paBRUME lgafMHPREKEGiSN 2
nunber of renbte gam ng devices that provides licensing services to the

renot e ganisefwaesy praggam Aoeluging nipriediction onlhdnfosmbiel meayt 8¢ domaldadedrige host
1501 may 1) receive tike requests for %okeni}beused Lo actli vat e ﬁ@ftware

executed on & FEHBY dOGHR SY e e &nachye O M ipRdsdon Sl HOTOr " Hani ng
devi ces, 3)betdonaHoddel 8 dats a8€ uBRELIDy JpRBFandBAHRI gahRREWMaShE ViBIcRoftivarRNS eS
for software executed on the renote gam ng devices. e token usage nay be

used in utifrpggmbaker jurisdiniemguls chénrmgtions medy essdatopehgclpdhe gemingchenee. | n
L A R TR N T
gane rules. In another embodiment, the software program for ensuring compliance and
jurisdictional information may be installed in the gaming machine prior to its shipping,
such as at the factory where the gaming machine is manufactured.
The gaming devices in game system 1500 may utilize trusted software and/or
25  trusted firmware. Trusted firmware/software is trusted in the sense that is used with the
assumption that it has not been tampered with. For instance, trusted software/firmware
may be used to authenticate other game software or processes executing on a gaming
device. As an example, trusted encryption programs and authentication programs may
be stored on an EPROM on the gaming machine or encoded into a specialized
30 encryption chip. As another example, trusted game software, i.c., game software
approved for use on gaming devices by a local gaming jurisdiction may be required on

gaming devices on the gaming machine.
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usage-tracking host 1515 may be in communication with a plurality of gane
pl ay hosts and gam ng nmachines. Fromthe gane play hosts and gam ng

machi nes,woheligamssusage tracki ng host 1515 nay recei vePOpdsk@d/0ai89an
anount that each gane available for play on the devices has been played and
on anount that has been wagered per .ganme. This inforpmation ma st.gred in
a dat abase and U8&kF P@F%ﬂ%@flﬁ@méﬁ%6?\6?%@1% e S R R 1%36 Airity
based |icengf &Pﬁﬁ ar S ht na! Osthi I Q¥idA6 nme

sof twar e dgﬁwn oggg/,bgsguc %VSY gl\ﬁng%g%d%%o$ ggﬁl%&so%tlﬁgcg%esg?%{a%n%%rem%\'%r e, to
vari ous dewicomste argchandyfrogueay doenoid&O0an place exagmfieant Woalentdrea ofvionky e t o
generate the gane is not available on the gane play interface 151 1, the
game sof t watdChdaty slgpy2iniiynageiniradals: $esediate theonfuREs i SemsadsdeBendyane

of Change %leRX%g Wt‘i\’l?tog ﬁirgmgﬁta){oxivﬂlto%sf g egarn%usro ¢ it Qlen&%ﬁ( Séﬁ'l&i €

host 1502 may ne me content to~a plurality of gam g nachi nes
via a requektvniidading igasdcagalmb@hihee sapre atooremdin viaklceMhagli irenke présenygane
sof tware host 1502 may al sg_be a ganme software confjguratiaon-tracki ng host
1513. The fIOYRYIPBh B WeHe chfiment séiicrar & 10oRRY gif élﬁ‘?do%ﬁ rEEKIn g ¢ ¢ o
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a plurality o evices in co nrcation w nom nat i ons,

nunber of payibynesati@aysfagires soffaxfecnionr fet-sg-peddeiaistess of Q@angasoftvené.t ar e
host and a gane software configuration host that may be used with the
pr esentlOnv empihen cugraplge seMiode#affie way penapmtpred and dapalpadnmayebwagivelyz, by

Rowe, entiHJ&ﬂK:%g%%%ﬁgnxﬁkg%ﬁ%hgggﬁg Repository and Information System"”

filed Decenber 21, orporated herein in its entirety and

for all purposeOndogmar: #vadesifshe PRYEM Gnvdnlidn iRy fevide Radile sHEHMRY and
connected to a plurality of renote clients that generates ganmes of chance

that are digplcaljesnsipg relatsd puditingy bidling anebrasopeahaiaqn igpoithicesedeld 125 or1 . For

exanpl e, the_ga pl host devi.ce. 1503 may be a server £ hat provides
central detSFPRatT SR PO TermBIhgd A 5t Ay prayEl ot Th i GreaPil g

connectigd gpREte RAYed Wil d @aes ofl ndk. ovAs a ARRI feibd X anPLaminkieviganswdday
host device 1503 may generate ganes of chance, such as slot ganmes or video
card ganes,byftbe opergisralp anather exavenle acsdafeyare ayditagrecrptrayey prgsidegendits aenot e

client may be abl.e to selec roma nunber of. ga t hat are proyided on
Che ol i ent 4 S eo Gufids L B HERGEAR e 20 o st Pined Sishh S il

recei ve gargr@ef doNBberalTBRASRNE PimS &I £€8n t1RYE BarAglde¢REy i Ng downl oads of
new ganme software, fromthe gane software host 1502 and may receive gane

sof twar e | i censiigragiéeulardisnss idervhls atbie spéweicamditing server éhBninay absp re@fesinar e
| i censes for softmqﬁe execut.ed on the dﬁviceﬁéFOB, fr n1the@gan§ li.cense
host 1801, PHVBET EEEHEVOBRBE hEHELS PhépRaaesichy 1 P iRe Y™ of Her
gam ng devigRgr inthyt then Geudhbite S)SIoRINatO OO ATRYatRA RPELRDEMiAE \HeCRE., InStih as
el ectronic tokens, cel
embodiment, the software auditing server 1512 may store a record of software
configurations on each gaming device at particular times and a record of software
download transactions that have occurred on the device. By applying ecach of the
25  recorded game software download transactions since a selected time to the software
configuration recorded at the selected time, a software configuration is obtained. The
software auditing server may compare the software configuration derived from applying
these transactions on a gaming device with a current software configuration obtained
from the gaming device. After the comparison, the software-auditing server may
30  generate a reconciliation report that confirms that the download transaction records are

consistent with the current software configuration on the device. The report may also

identify any inconsistencies. In another embodiment, both the gaming device and the
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phones, smart cards, tablet PC s and PDA' s. The portabl e devices may
support wireless communi cations and thus, may be referred to as wrel ess
nobi | e dewOces/126938 net wor k hardware architecture 1516 may/useoigfaisbed to
support comuni cati ons between w rel ess nobil e devices and ot her ganing
devices in m ng system In one enbodinent, th e| ess nobi | Vi ces
may be usedolt Ryag a‘iﬁl RS VE TR ARTE 2 ﬁ%@rGGamth%WP trf%@etl%w&agg

number  Of \dcierlon MOLIRM M RAUIRERe JANSHEA A OLIRA! Al SOBRARSILRO By
be devices, such as se ver at provide |nfornat on used to

aut hent i catreé¢aadds.i vat e other pleces of information. CRC val ues used to

aut henticate software, |icense_tokens used to enable the use of software or

product acti vati gl étte@atbs BEPSHRAC AperaglAns 6V e heos PaPeN e datepibes Vo
trusted :58];{ foqﬂ Mag?tof BR RPydfdade c%[ﬂ;l@dtlfdfse&g ”B%EHB%E &

sour ce ust ed orna ion sources nay be a nenory eV|ce such as an
EPROM t hatfot gﬁhu ﬁealstnrguﬁztﬁaffecn rethoelk uedl o8 game doazutda&lmglaﬁatva:eoteMr For
information, For exanple, a me play interface 151 1 nay. store a prlvate
encrypti on tReyPUpesss tqfu§¥18ﬂlag’€ﬁmd9tadé\ﬁfcé feWatpoﬁ%blﬁslé‘éFri‘%m&S pretweane the

key-public ke GORE }SPEHe @F%@hﬁ'@ &ﬁt@?&é‘%ﬁ&&é‘%%@?{d@dﬂ%& AOMHBARL her

gam ng devi Ce. en a nrormatron source S I n comruni catl on

W th a rentaec deati dsciibodl. Thar@ésoeiphonstdre s¢lent®d © itlastratepmtibilaciirayiods in
verificatlon schenme to verify the identity of the trusted information
sour ce.l0Forthe gemppestert Aa0Q. (dissedeseiplimyvues piovilsd fercthanumons ofexplagativi ce

Ty, exchangs | DLOLIRL! Alns] ARl SoAnd BE pUALE JBAGLAR L on keys o verify

each ot her' |es evic st or i nformati on m ght

utilize appar at L@alﬂingr&,tst@fﬂ@ohﬁ deitomt and prevent tanpering. For instance,
trusted information stored in a trusted nmenory device may be encrypted to

prevent its ntsd@eonqnﬂdﬂﬂmﬁﬁﬁnfmtH@wﬂbﬁkﬁ@@Vﬁeﬁﬁr@“ﬁévl@@@ﬁﬁvlbéwgé%Ured

behi nd a Iock?d 5%%% Furt her ore .senso o t he

S M u
romors Gevi b RmGR! in (L EEn ARTiR (LT RE AROLRel el RRng BHPAG Jirhed 0

record 1sf tige (1 prpeeditgted I%mﬁﬁg ﬁ@&ﬁﬁtﬁrwﬁé&@ﬂi})k& cbﬂ@uwﬁa&t Mnﬂﬁi}éh@l&s géi0r i ng
trusted information m ght be designed to detect tanpering attenpts and

cl ear or er@swollingany gmlém (\almclatateeprpmdad by dhp errning mashinsg ere previled edth The

gam ng syst, m 1500 of .t he se |nvent|on e d 150 that
provi de aut ﬁ%ﬁfﬂ% i S Bl it G Reee B Bt R EE BV A PBRB con
devi ce and hERBCHIRE Aviich@the RbAYURE z&F nk it @dtiod s QB0 IAhg kY SRR (wikcht hat
enabl e domm aded software to be activated. The devices, 1506 and 1507, may

be renot e Fe¢ pmvyieér’od theigaraing andsbine) arst doavnlopdeblave thergasuing @@Shlnﬂﬁfo@barrpl e
or eaentli nveft g R el PReRE astbUSTy S HEappara Be, Tharelt No.
ge fgfm5g é enfdbodMéfe He06:dnijlterRd tiRitdicBomd Ufod! ichitr@finganhPg odeMt cagk t o
communicated from the remote host, the central server or central controller to a gaming
machine local processor and memory devices. In such a “thick client” embodiment, the
gaming machine local processor executes the communicated computerized instructions
25  to control any games (or other suitable interfaces) provided to a player.
In one alternative embodiment, the computerized instructions for controlling
any games are executed by a remote host, a central server or central controller. In such
a “thin client” embodiment, the remote host remotely controls any games (or other
suitable interfaces) and the gaming machine is utilized to display such games (or
30  suitable interfaces) and receive one or more inputs or commands from a player. In one

embodiment, one or more gaming machines in a gaming system may be thin client

gaming machines and one or more gaming machines in the gaming system may be thick
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adherence of the devices to gam ng jurisdictional rules 1508 may be
included in the system 1500. In one enbodi nent, a gam ng jurisdictional
rul e ser w0 20aly126938n sof t ware and the configurati ons of PChaSs@fiiswspe on a
nunber of gami ng devices in conmmunication with the gamng rule server to
det erm ne whet her the software on the m ng devices s vali or use in
the gami ng GGG S BACKiRRSY o Tt o me%@O@é@ﬁn&ecqr@m benstiges ofd:dgle SRAH e,
the gam ng rﬁwp‘ﬁlesa%i&ﬁ IRl RN Bih cRol Bt éﬁgﬁ@gﬁ{a‘ﬁl ofECHn&So Qg)?ﬂ% of
particul ar software conponents and conpare themw th an approved1 igital

si gnat ur e vahieg shachédt are tilglegaintadg iy wr itldk cdliconahvirodreerg er \eroncFwudhher ,
the gamng jurisdictional rule server nay scan the renpbte gam ng device to
det er ni ne WHRROGHPCHLN LORYNESTERS  INStreciions géFeHOIPtFP”én%mar’Pﬁe&mfIWéX gadncsc @Bpt abl e

to the gamc%ﬁ}rjuﬂ{iéa%g HdrR MW REG %59381 i3 ggﬁﬂn%.en{aﬁhibgcﬂf %dthi.ﬁé“clﬁfﬁaﬁp' e,
a maxi munbet imt may vary fromjurisdiction to-jurisdiction and the rule
enf or cenmentcoafipmationmayd sompuirigedrinygucionscier tcontiiaties rinp SetdntlaBugdndst or

software caonfiguration and its |ocation_and then conpare the configuration

hen c¢
on the ganiieguiBycEens#Te KX egiRdduet'Reiametidr ¢ theyclinscondieation. liwshguld ng
juri sdi cti o YA RG] HAPof bl fsic LDRAIESRE IS AV OAEA0LL HAY & TRYRE
downl oaded an I censed. e gam ng jurisdictiona rufe server nay scan
downl oad t rizAgachdyobe petonctd @Nond be avst REmiCoLdEn®Pracgarn N sdevidce: t o
determ ne whet her the downl oad and licensing was carried out in a nmanner
that i d0acdephemtnrprecitehéhagamenmoruet sahcef 816 funrcupiiscol efeOyMArTnGAMEE ce i s
ocated. AR, Bbocsldle AR oA FLLR0BL ML S SRR R JIBKGRE uEi 11 zed Lo
confirm conpliance t0 ahy gani ng FUl es passe y a’gamng jurisdiction when
the information [neggesnbiiciehierthd Reminy MaclHiiP Iridioedy | SnéraPtAlydAseEssi bl e
to the server. Gane software, firmvare or hardware residing a particul ar
ganmi ng deviakergameguiconiss bysesdon propafabity dasr oms|stelhembodifent, duarangam ng
jurisdictiopal rules.. |n one enbodi nent.. when a gam ng.device IS i al |l ed
n aparti orar R iy e RS Mgl 37, iR PEEF beGuoR I
jurisdilsti anck ab e thuef r@hdtrh n@mbeBYerReatslo WsOadedn e ausdet eniREDbYothecat i on
on a gam ng nmachine or the jurisdiction rule informati on may be downl oaded

as data andutighlpjraadpmigationppeepessm on ok cgdeilimpntaedshnawartther ogfor veame

program and/or jurisdictipn.rule jnf.ormtion my used.to check the gam ng
Gevice sof theE i ifeERih dofpb Pl PandC elfhed i e by Gudft

gam ng j urigdbhbt QAde OWcBme td RNBENRIcICTPARL Rifer BRE] SAf tNBTEsdRIa@Qr am
for ensuring conpliance and jurisdictional information nmay be installed in

t he gani ng melahilieespr frorthis cenioslingenitp pinagy, the wemings neachinh egdngetasr qutodrasse t he
FRUCE e RN I R N NN R
is trusted thoghhiRgSRRtct it evies ptéSRIE tWé bRyEMRith any specific award or other game
outcome.
In an alternative embodiment, the remote host maintains one or more
predetermined pools or sets of predetermined game outcomes. In this embodiment, the
25 remote host receives the game outcome request and independently selects a
predetermined game outcome from a set or pool of game outcomes. The remote host
flags or marks the selected game outcome as used. Once a game outcome is flagged as
used, it is prevented from further selection from the set or pool and cannot be selected
by the remote host upon another wager. The provided game outcome can include a
30 primary game outcome, a secondary game outcome, primary and secondary game

outcomes, or a series of game outcomes such as free games.
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assunption that it has not been tanpered with. For instance, trusted
software/firmvare may be used to authenticate other ganme software or

pr ocesseswoxetwsysd on a gam ng device. As an exanpl e, PCEASed 108G3pypti on
prograns and aut hentication prograns may be stored on an EPROM on the

gam ng machine g, encoded into a specialized epcryption chip. As another
exanpl e, trust edaiBOLoReshaPRmynIcates the gencazis %gﬁ‘@e%ﬂg%autﬁ%m%%éh%n
gam ng devi; Yo i m JoUurd: sdi Cct i 1ing
dovi cos.on HFaELEfbRRRIGERT THe | EhBERELRAR, TR ARLE BHEARE S AREY e
connect ed lpane oetcwme kantS pfovwdek hthdi gaher entcoty ptes thef phgerdwdn eanualtargative
different hardware architectures. Gane software can be quite | arge and

frequent doRIOYERSLc RWpihscEensraledy AT Fetoaleel ARG OHICERCalSnkY RO rAESSCRISAcH may
sl ow i nisor IRt 8R4 4L 3RS 1@§er§&%ﬁ%§ a90elty bBF%Mihaﬁ(ﬁo(?f LaTEMAH TR Han
services that require frequent SRl 0ads o gane software I1n a network,
efficient adwatdadalogh & sardsgenrt isallsof deteridigedsigr the eemdte hostmald towinalli@tedThus,
in the present inventions, network efficient devices 1510 may be used to

activel y ndfitheinibpigd gammsmachias vpbr resepiededicdisplpgd tonide phaer. Lonilar e

| ocators . acate..ne . I: f t. ;

peer - - pedtoR RS cbroi GRS ASPLML WLl G Py 83RF B MM FodHine
traffic mayapbsphiai ieeores cantoltioymhaags rodayinp@nagtdveating ¢heammyg edelé@roiid Nt ai n
network efficiency. One or nore devices in the present invention may

pr ovi ddOgarfs othsr elxamsercdneing anelimingdng wiyloseyelaelityandihsldg. billing and

reconcl |12t ] on ERALhS: LB SRR o IR bl AT ond AL HRLRARIERTSI O

billing server may gener Vi Ce operator base

a usage of @alires apenlig ¢f ke inebvdRed Rani@amhadinde bagRisorowradsig dfhe
operator. In another exanple, a software auditing server may provide
reports on tegre ksbe toRdpécty axificoals this cpkpdisipat.graeh dedidisuple gaming michingani ng

systen11500tﬁnd current onfi%uratﬁgﬂs of th%%ggne-so]}marﬁnon.t am ng
0

Se
devi ces. A" partfeular timeEy ntervals, e s e auti T nger%né?eve%anl‘%lz

may al 96 r efu@sic $4h¢ Pegved<elonf the Wwidit @stht igidtaativil %mﬁé pRiye@anting gd@wigces in
t he gam ng system The server may then reconcile the software configuration
on each garmfdingeyv it enc |ombedenanihdei biaga,, kanheorsiotteagamaisd disphged & Wer 1512

may store a, record of, software caonfigurations  on each gam_n evi.ce .at
parti cul ar WBFES Eni T Rl s bRk P Bl s RS G R ave
occurred ompliiee HeYhERsuldYoB by ddd k&S Br RitefyNBiniCEAEHAR SRR &IEriREdEe
downl oad transactions since a selected tine to the software configuration

recor ded atganiveousesinecyader for the, pranap bt seepedaspadmgur ati on i s obt ai ned. The

sof t war, auditi&g erver qgg co qﬁe the sof%ware confk urati03>ﬁerived
from aphl ying t HASES FPIHSATLEG AEOBHMEGaRy Rt oRTEE ek ReAS cflehe 6t ¢ ar e
confi gur at iigRePBhAENQENT £00pd @n SRt Miatte WaE& orbA Izt 8n GRFIRAIdVR@N thd he
sof tware-auditing server nmay
enrolled gaming machine is provided or associated with a different bingo card. Each
bingo card consists of a matrix or array of elements, wherein each element is designated
with a separate indicia, such as a number. It should be appreciated that each different
25  bingo card includes a different combination of elements. For example, if four bingo
cards are provided to four enrolled gaming machines, the same element may be present
on all four of the bingo cards while another element may solely be present on one of the
bingo cards.
In operation of these embodiments, upon providing or associating a different
30 bingo card to each of a plurality of enrolled gaming machines, the remote host

randomly selects or draws, one at a time, a plurality of the elements. As each element is

selected, a determination is made for each gaming machine as to whether the selected
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generate a reconciliation report that confirnms that the downl oad
transaction records are consistent with the current software configuration
on t he dewpcell/iEbsssreport may al so identify any inconsi $CEMS2@3/034894 anot her
enbodi ment, both the gam ng device and thesoftware auditing server nmay
store a record of the downl oad transactions that have occurred on the

gani ng deviCENGERdS PRSI OFY e DRy pw@@ﬁeé atrffélﬁlﬁéc%ﬂﬁem gachiBge et or ds.
There are RRSSh RLE bk BRI AS! hO RsnhiE hWEE the! Hignif O FRGARDL S cglfsiakideds Wi th
respect toqgﬁﬁﬂre ?5. Many o qﬁ%e ?%?eractfoﬁgghfegcougﬁeﬁ.C or exanpl e,
met hods usebke fvos, og anrenyt othanssitalg c meyned. f1€ die sekttedadtenumeds progenganmthe bingo

downl oadi ng and vice versa. For the purposes of explanation, details of a
few possi bl@'q proytdsetp St cperlird erynipk MREhBSNBAL sslasted: dlemeyf anelp pe@yaded

relating taq,; I i i d f | bed.
The desgrig?@%%%ﬁgﬁin%ggggﬁéggﬁgﬂiFﬁﬁg%ég%ioggﬁg#@'%%?ﬂ%%f%?gﬁgﬁo &ﬁk t he
gane syst emnclkbfRQ. clEhesas daschd pirovidsd abiegpr evddadnfiouest hetipwneo®e Smofe
explanation only and are not intended to limt the scope of .the present

i nvent i on. REFRGHISspatietotei Buked o8renenotomere b8 prertded dingpeciids. pdld

For - gam ng TauRthespREER Bt ke AR AR Sopkit HH R Sa P bl a 7T

machi ne, whereiiicd helaglpmpitbe (hateshowvns tté Ugitinnhe fppdcesO BT KRl Lirmigg anychframes
(which are provided by the gam ng machine) are provided with the gam ng
nachi néoprif@fl‘fkt%Qﬂ@aggl@gﬁnYﬁﬁl%t@g?‘?fﬁ@téstabI i shment; and (2) a changeabl e
gam ng machi ne, re the rized,i i 0 | 1 ny
Ganes” (uni on ar ¢ B oiecdamE PRUSHIARRL vELR o AlRchgh, SROM Risre B4R

gam ng machireedéd bggtaalsdatgameeluanle WhkterihhRdFantag sfatdichellcs gamird
gam ng establishnment. I n another enbodinent, the conputerized instructions
for cont r olMidhEneabysedapelsasiie pedneriticostcsgd fotamsnthen therewdedBingo ccpls.

central seryer, or.central ,controller to.a gam chine | ocal processor
and menory 05 EHRcd thovE, g B quicame feEicd K8 iy datine fachind wtefiel N o

| ocal prOCHEIRE bBXE QPdhRSs iz &DByTUAL ¢ahbg MO &Y ddA&ehihd el p6ddt@REnddO
control any games (or other suitable interfaces) provided to a player. In
one al t er natameeowedyad pravided toHbe playput Bt exadnilest FEt hmirg Meehigo e havd i ng

an ames ar ecuted by.,a,renot ost, ,a cent.ral I, or .central

ot o or Yool S oo b P Bl PRt i Proa Rl S ira Sl &fine)
control s ary 09GBS wilPbe Eid%‘ded&bliatfﬁr@ﬂ Rayod t &afAE8DF haRdht Atst paiFbinglaypiahi ne 1s
utilized to display such ganes (or suitable interfaces) and receive one or

mor e i nput dfirsr govemradds steanth garpingyeaching torave mblsdicdediemesnenakedron e
EABCR NN Ll AR LR N ST
nmachi nes. IgoAned Red sQORO PlaiBNfegai®ist 8F Aol URE kdBRS pRiyet M8y URABIBEd FRGRI Ne
are inplemented in a thin client environnment and cerfain other functions of
t he It should be appreciated that as the process of marking selected elements continues until
one or more predetermined patterns are marked, this embodiment insures that at least
one bingo card will win the bingo game and thus at least one enrolled gaming machine
25  will provide a predetermined winning game outcome to a player. It should be
appreciated that other suitable methods for selecting or determining one or more
predetermined game outcomes may be employed.
In one example of the above-described embodiment, the predetermined game
outcome may be based on a supplemental award in addition to any award provided for
30  winning the bingo game as described above. In this embodiment, if one or more

clements are marked in supplemental patterns within a designated number of drawn

clements, a supplemental or intermittent award or value associated with the marked
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gam ng nmachine are inplenented in a thick client environnment. In one such
enbodi nent, conputerized instructions for controlling any prinmary ganes are
conmuni caweaofriam3she renote host to the gam ng nmachi nePCm/ts2a1hiosdsd€! i ent
configuration and conmputerized instructions for controlling any secondary

ganmes or bonus functions are executed by a renmote hQst in a thin client
confi gur at ORPlemEnGh Safam b RIBPFEC it iBe Havat agnrt Rbitke grodeissRIGH game

functions qfyddie. rESILSENASte 8% hoGhRSedr RY RN IR YR RE LA thebisONe o

nore gam ng nmachi ne processors. r appreciated that one,
nore or eadhveoty stlretctl whtidnana sofplanentalr awand ef §Hirisngovidehionthe piaycesseirts as
di scl osed herei n nay begﬁgrforned by the renote host, |In one enbodi nent,

the gami ng HrBhPIECFERENEYGSHEPREed! RREIAIS FREEICOIREN R ol dites
based on prpb B?g&l 3 ?agltéigg tn#&hﬂl@qn%{‘iﬁ%?r%mg'a Pf)lem%ﬂfa? of Bt Hent award

determ nation prov rough zation of a random nunber gener ator
(R G, suchegsdiasd 6flug thapaohtdgabare gectandt providedosSiaps oardanihe ror rised ast
generator or, ot her suitable random zation process. In one enbodi nent, each
award or ot'igrthghingo sumne andesrabedsabors-at ed with a probability and the ganing

machi ne gener at .or _of:he [ he

pl ayer based onq?ﬁégggg%@?g¥gﬁmbpgﬁg%?ﬁ| ?é%%ﬁ@ﬁﬁ¥ﬁ$%H%ﬁﬁ%§¥%£%$?£§?%%e t he
gam ng maclhiyne gees doss aadt pronisd randenblyer abaske Gatphn mdathinel  Mar éis
probability cal culations, there is no certainty that the gam ng nachi ne
will evér pmdhndiaentheach|odyieluglithohsirhsaung machingay redn compumi@sag vt cone.
In an alter i odj t S t Q i.nt ai.ns -

or edet o m b <gisar 8087 U i D itk a0 PlaclRES he

embodi ment ,initiAgdr@amiemhdihe t@tRUNRStet h@afiabBtcotht ¢efR st 6 dteinoddbst. In
i ndependently selects a predeterm ned gane outcone froma set or pool of
game out corfis. cmpslimentpthe fete hpggscayesniie@meheuteene cepigsigénderasdeabie as

used. Once a ga out co i S fl ed as used, i is. nr nt,ed fromfurther
ceroct i on aRRER s OMRodsds for RO BN T oaski ohbedFBRTHES, IR IMbHIL

upon angat hesmbiagént, theercPoRY héke FartiRiy Quh GO aClitnd HEboiEe fér Pki Bddagane
outcone, a secondary gane outcone, primary and secondary gane outcones, or
a series ofgageneasediooorrekabilifyidats fr erothemembahmente it ecrpeis thogiorprdennbyat es

t he generat%plg& SGQEEQFQ a gq%ggne{tg tQF ini%’at%% gani%&enac i ne. The
gam ng mac i Re 1R EGVELER g@ﬁ Pt %delg@gg%igﬁ»égﬁ% 8 tes gﬁﬁzﬁvaides
the gane oyireeumRitl Aafahn Blid¥@bodihRne fheAleh@fd st MR afINOE W8ty attioWilizie;
generated or selected gane outcone is to be presented or displayed to the

pl ayer, sudhogismgcadedr othenidela st tagh¢ orecefsonaryd miemenc dé¢vies of the chame of
cards % alt in.a card gane, is also determ ned by the renote host and
comuni‘Cat €248t he initiated gani ng nachine to be presented or displayed

to the player. Ggnhfigher embodiment, one or more of the gaming machines are in

communication with a remote host for monitoring purposes. In one embodiment, the

gaming network includes a real-time or on-line accounting and gaming information

system operably coupled to the remote host. The accounting and gaming information

25  system of this embodiment includes a player database for storing player profiles, a

player tracking module for tracking players and a credit system for providing automated
casino transactions.

In another embodiment, a plurality of gaming machines at one or more gaming

sites may be networked to the remote host in a progressive configuration, as known in

30  the art, wherein a portion of each wager to initiate a base or primary game may be

allocated to one or more progressive awards. In one embodiment, a progressive gaming

system host site computer is coupled to a plurality of the remote hosts at a variety of
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production or control can assist a gam ng establishnent or other entity in
mai nt ai ni ng appropriate records, controlling gam ng, reducing and

prevent i Myochua2e93g or el ectronic or other errors, redu®CmgsSeri1®Bissd nati ng
wi n-loss volatility and the like. In another enbodi nent, a predeterm ned

gane outcorrev ue is determ.ned for each of a pl ity of linked or
net wor ked %&’ FrERQiF gaQingadicy TohProRKlinge gryld-sge T@Eﬁi Hé’&f“?(l@ﬁ&u@malt% tery

gane. Int i i or
Tore bi ngo@ AT RO on ol BN DR Y G Il e AN

out cone valmigy grey gdﬁﬂgtrmadhhﬁs ol steytarted throﬁgheuu enhennhen ofyeogaties gl dffedn@at

that gam ng machjn I n.one, epbodi nent, the bingo, keno or |ottery gane is
di spl ayed t&?ogrﬁ@hlﬁiﬂag%ﬁmmnlnaw&% ok S #APIe ﬁifferﬁfﬁeloﬁi‘tﬁﬁlé WERBRO2 St B t ery
gane i s snoty;fh Rﬂ&bf@sdwf‘tlﬂ thepl ayer, but the results of the bingo, keno or
Iottery gane determ ne the predet erm ned gane outcone value for the primary
or secondary gang.odan emibedm&iht oths @oggz@memg@dnﬂi@rspﬁemaﬁowamﬂa gﬁﬂpmq iechi ne

is enrolled in the bingo such as upon an appropriate wager
engagi ng aﬁnitlﬁ‘iﬁﬁ’cedcf@’(ﬂh@é)VeiaHe‘)I@Fﬁ“@PIa@é cga'mlr@f theEMSHEsE SBMaRg %Yé’&nbr In
associ at ed t e i ngo I

matri x or a}rﬁrsa%ﬂo %Jt 5%@ sgré?gvxﬁlg ?&%{ﬂg%e CO%ﬂ)r gesr |0Q7%§Ste % ﬁle%ﬁ]ﬁﬁe

separate i qﬂbgr'emvesgmimgsyaeﬂnwmeﬂs thé tmastwlfbrdcdiﬁpmm@raelcpmg&dswmackpa@h
different bingo card includes a different conbination of elenments. For
exanpl d0 i fAH paRICHI2HES SRS GO diedi Tacelve dRforarie Trem. Bariragesishi nes,
t he sane eI pr-es f

anot her el e%’re }t?é n&wm %S Sfehs %%ﬁrug%eaédcgﬁgfé teolfl)?srt tQ ﬁ%lB{%‘{eﬁgsol%%g%%’wF‘;ﬁ all

operation afatd laerslﬁmﬁmaﬁ@lm rrﬁfwéen MBO%hnﬁthVth&hhﬁl& Birdaasoehd@isbiwar Sid figy ent
bingo card to each of a plurality of enrolled gam ng nachi nes, the renote
host randorrggrseiveceamive BEns hogndicagorapyierae In &np|apbgdimentopn tipdividuahent s

As cach el eppl, ii5, 6l6Gl %, fy APLELALORL Q0L SRR, hR0nSAERLSRMLNG o
machi ne as 0 Whether the sebectedel®enent 1's presen P% Bi ngo card

provi deg tcreﬁlb&thcgﬂ(&lth@grc@mlmg cmety figtemlhdst sfle e ?me@tdewﬂmm@ winmade by
the renote host, the gam ng machine, a conbination of the two in any

ot her sui t atpgrespienaward] win Fretriageeset ehl éﬂl@h@fn@mb@illpiﬁ@ts @ntindiyidusk gblinmgo card
provi ded tao_that enrol %OEE (Igp t hat q]é)ttedte ement onk

provi ded bi PGS ¢ RS B (@ TPE%&%‘é%gaf%‘ﬁlﬁssy%?% ST ColMULE) g 0

el enents art@nﬁﬁ&ﬂﬁbxﬂ gwﬁhn&acﬁed)tﬁ@ﬁ efl delefAMBWh@Na th8e e daf iDimMgRrEarrss
continues until one or nore predeternmined patterns are marked on one or

more of t heexpmclﬁi heahghi angodivatudb gamingghahling bectingps prsideteringd aequimmenie

enbodl machi e requires the player to engage a daub button
(not s es{ Eﬁf}%ﬁ pfﬁﬁ% GP}?éeﬁ Scess of the ganing machine marking or

flaggi ng any sellﬁ%@@nﬁb@m& 5& M@k@ﬁ@@&ﬂ@@g &ideRABBENDHBRL BatkbRY NS
are marked on one or nore of
game play events, such as a symbol-driven trigger. In other embodiments, the
progressive award triggering event or qualifying condition may be by exceeding a
certain amount of game play (such as number of games, number of credits, or amount
25  of time), or reaching a specified number of points earned during game play. In another
embodiment, a gaming machine is randomly or apparently randomly selected to provide
a player of that gaming machine one or more progressive awards. In one such
embodiment, the gaming machine does not provide any apparent reasons to the player
for winning a progressive award, wherein winning the progressive award is not
30  triggered by an event in or based specifically on any of the plays of any primary game.

That is, a player is provided a progressive award without any explanation or

alternatively with simple explanations. In another embodiment, a player is provided a
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provi ded bingo cards, a ganme outcone is determ ned for each of the enrolled
gam ng nmachi nes based, at least in part, on the selected el enents on the
provi ded wongo/rerds. As descri bed above, the gane out cecE/usetiensisped f or
each gam ng nmachine enrolled in the bingo game is utilized by that gam ng
machine to determ ne the predetern ned gane outcone provided. to the player.
For exanpl é),m%rew‘fesewggn%w@amﬁﬁl% Bisodifes S TRatTEs dhenpboldisEdd n
predet er m NedyPGIHEL At IcSstPLAMIIBGsed dhnl thShla9 Wk & W) $10 which will be
provided to a f?%ét pfgfzg r%ggrgiess o?ﬁﬁgM/tﬁgﬁ¥fi%ﬁ pl ayer plays in a
first gane and dnsacentodamminognrasmare of thehaugressventads elcaaenfimdodivieed i n
a different predetermned pattern is provided a second outcone of win $2

whi ch wi |1 BddpPRer e Yagora ladkis sanbpriaat. aRlgur arusselags ohwtedr Relddebing
player gl aygs @h%ﬁfeo&?’ VAR e Hog?éga% da\x%?ﬁi appseatALGth thatiRspihe |rgress of

mar ki ng sel ected el enents co nues until one or nore predeterm ned
patterns arenbudirkad, tht hilsce muedplaganthe insimes bdrahd dic didabét toe dhigivgotocar d
will win the bingo game and thus at |east one enrplled‘qaning machi ne wil |
provi de a priéddaicepinfhseriogicsivhgvedme 18unetive cibodingingyirthe playshBlares oe

S

nore predete n-one exanp

above- descryrhedy eatedi.oetie, plhyte nped det Hacd the dngamemobdt aadehdTeide bet fodsed on
a supplenental award in addition to any award provided for w nning the

bi ngo d&me igitietacyinyay Ails/Rrogicasiy hawardip daiope pch qibogiacniy thagreates thoment s
are marked }J 3 t.al;. pat it hi dgsi e .

ol eront s, - 15 SRBIERRE AR bIhPlabd HHl LBuo S AR Sl MEDS! aBballRY 1 e

mar kedsuppltgaeng play@atillanin dng op fRVir6@dssiv dwiedp! layeiul@be fpiéciatd thacone
predet er mi ned gane outcone. For exanple, if the four corners of a bingo
card are meErKeereviftthe ragiessive rasardsyany yadiebebnded. it deashinsparh basgshoe fint al

avard of $10, s, Brovidled. Lo, Lhe. Bl aXen, 25, RAL Ingf b RLedersrmined gane
i ) P

out come. |t" &0 e appreci hat s € I'me ayer of a

gam ng 13achi genif@y¥stistishieni et anysiuppblenmhad. or internittent award
regardless of if the enrolled gam ng machine's provided bingo card wi ns or

does not w n t hdnbingtsr gapedurcndeery PhEWralpdVle PIagresnie Hevar dravesity, the

ganme outco rovi ded .t o the .nlayer is. er m ned by r te .host and

o ovi ded coupRa B e Set Bt ol BhETMistihR T A ek uBil SR AT B of &
plurality afacketfRiadamidet et esSnad® EMbEMRBRtiondtdr Ao dhthk NRogemEe
host. Upon a player initiating gane play at one of the gan ng machi nes, the
initiated gavrdrgaradetdcdevidoamtymidsahatsonsigameganiptond Feguathar andbadimeentenot e

host. I.n one enmbodi nent, the renote host receives tre ane out cone .r equest
and. 1 ardont 37 GRRBTAP e Ros S AT CBIr BPOC B50 DLy coanaeBh eed et
probabi | it ipdad & wéina Pt NRLLRIBOHHdIRAErs bRGed emdt e host random y gener ates
a ganme outcone for the secondary
In one alternative embodiment, a minimum wager level is required for a gaming
machine to qualify to be selected to obtain one of the progressive awards. In one
embodiment, this minimum wager level is the maximum wager level for the primary
25 game in the gaming machine. In another embodiment, no minimum wager level is
required for a gaming machine to qualify to be selected to obtain one of the progressive
awards.
In another embodiment, the gaming system maintains at least one progressive
award by allocating a percentage of a player’s wager into the player’s own progressive
30 award or pool (i.e., a personal progressive award). In this embodiment, upon the

occurrence of an event (either associated with game play or independent of game play),

the gaming system provides the player their personal progressive award.
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gane based on probability data. In another enbodi nent, the renote host
randomly generates a gane outcone for both the primary gane and the
secondar yw@ana/taeséd on probability data. In this enbodiPEEniS201/0808p£ 0t €
host is capable of storing and utilizing programcode or other data simlar
to the processor. and nenory device t he gam ng mac e. |.n. anot her

enbodi ment, one BranRcE eslﬂw@lﬁrée aﬁrpﬁ!@alﬁwﬁ. GEN pﬂl A inEsd €871 th a
renote host mi nif QL 1 SSci one , M ng wor k
includes are &Fne?ﬁrre %r Q%F%&? ccbctﬁnat@el ng a@%?m@ﬁ in %ﬁlrrng% ‘on s(;;}get em
oper abl y camflodintm, & pduralétyoifeplinasd at d pauralite adriinkngd gamhggam:hiigesi wbdk imat i on
system of this enbodi pent includes a E}a yer database for storing player
profiles, £OBIUAGEON With ORT ARPIATTHCA 2 BrRYINEeEGRRG 2p R 4578+ QT HAWD.40 #RENS Oy st em

for proyidi &eaa%a?&ﬁat ﬁd%l%asﬁbﬁ"ém‘b()&’l%%ta&&g Mvard Gzoﬁ%‘}ttﬁé‘ gg??% AT eith&

pluralify o gam ng machines at one or gam ng Slt e rnetwor ked
to the renudgealhost based an pipgriabki arier) raﬁioggmalhe dififercas plﬁlya\m)f the grbep.alt |
wherein a portion of each wager to initiate a base aor_ prinmary gane may be
al | ocat ed taothse cebodipicat. 7 iy of &layrey Hs2 Pluralnof dikedigaaime mgchines

progressi ve ﬁ@gle”g%a?ﬁ’s% R A ?65? ?F%@ FaylafdsC OHP LM s&?negm&&ihl%h{ ty of

the renote a variety enpbte gam ng or providing

a multi-si tlﬂuﬂahtyk@ﬁjplﬁfl@g raeasplmeh@u@ﬂ)ﬁﬂteadgagaﬁg mehchingt @aimcipat@mea eabhadg rrent
a progressive gani ng system host SI te conmputer may serve gam ng nmachi nes

di stri Bt edowa@e LONQONERESeFWasS. phiopether embadinnt, faghlwigfityeioaephitcal
| ocat i ons | JaHgﬂ &q%rﬁclf 8'ca Y\fga”ﬁ'a&l?&' Jik rf%o%%le é)?%%r% %Ov%hd’é‘&ﬁ‘e'r&n%n dubbny

di fferent n“a rogressive gam ng

syst em hostgefiétaRdCHMBYHE Qamise MRichindi dfRdtsf HE ddﬁ@)nmseg@lefatapey ajnke Qo RBLE
control of the progressive ganmng system In this enbodiment, a progressive
gam ng systéﬂ?ﬁ%@%ml%lm@hé@ﬁrputer oversees the entire progressive gam ng

system and 15 e Rt AL RTPHEEAG ALk BLOREIRh HEALAGIPA Suusfl b

parti ci patl ng g ng S ecerv tron

progr essi Veyrgadre m@tv&yﬁécﬁg’aﬂmg testabm@nce«afgp WiRh neﬁ%fﬁs rRIBbMciAss be Rdder | s
responsi ble for all data conmuni cati on between the gam ng machi ne har dware

and sof t warte hgredn taheselgyrebémdgmn@amvmk%wa“émemks girtthe dikapusame smqh one

enbodi nent, _an in a y tr rogres sive

e 1 anceRlet BB ERe T REEREOK I6: PEeh B nedBERE & BabeeE Vot em
host site cRmkd alabhided @f{dmﬂh@ﬁdwﬁ&@ 18leP4rR b @asihy Bp@uasH. Vdidné $heklds GRBY ed

I n anot her errbodl ment, an individual gam ng nmachi he and a renote host

progr essi véoeg%@mlmgnéygm@mdnﬂstadéerd or clomped. af Ylesmsdk Ralatednpltwerei melugingh each
an | a0 GusE B RO Amleh e e BRRY 2P aise i Riah PRYARY efent ey b o1

downloaded to networked gaming machlnes, mobile gaming devices, thin clients and/or

other devices, such as kiosks, networked gaming tables, player stations, etc.

In some implementations, servers or other devices of a central system will

determine game outcomes and/or provide other wager gaming functionality. In some

25  such implementations, wagering games may be executed primarily on one or more

devices of a central system, such as a server, a host computer, etc. For example, wager

gaming determinations (such as interim and final game outcomes, bonuses, etc.) may be

made by one or more servers or other networked devices. Player tracking functions,

accounting functions and even some display-related functions associated with wagering

30 games may be performed, at least in part, by one or more devices of casino network

and/or of a central system.
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est abli shed by the renpote host. In one enbodinent, a progressive award w n
is triggered based on one or nore gane play events, such as a synbol -driven
trigger. wo2otthies93enbodi ments, the progressive award triPgHarszeig/ogosent or
qgqual i fying condition may be by exceeding a certain anmount of ganme play

(such as nunmber of ganes, nunber of credits, or anount of tine), or

reachi ng a speciﬁlg@% Hushoars ao%er\ﬁ%w%ﬁ%eé (&) @MY\ YO a YR 183y ‘gq wed f93t her
embodi ment ,; 1&%}?&@ oﬁ@%Ph{&‘?e érﬁb&?rﬁ'n%ﬂmo\fﬂ% epx%&%{rfv@ﬁﬂiéh. rﬂ%Q!&*kaiﬁ%%ﬁ:t ed to
provi de a player of “that gam ng nachine one or nore progressive awards. In
one such erdbodilimentize thHae tigantchgedtme hind ehel edstcd diincpomalitg arcamyrelyp praangits
reasons to the player for wnning a progressive award, wherein wnning the
progr essi venduir t%% BiBtent APGEEPR deNsPMRASSEY dRtny Rthst 1958 eembgsbmentscaid’y on
any of the plays of any primary gane. That is, a player is provided a
progressive award wi thout any explanation or alternatively with sinple

expl anations. | rHasotchgno esopgaitére rdom alq0ayed ncsworkodi detceapodar @ssinge
award at | east partially based on a gane triggered or synbol triggered
event, suctestblishmang k005 paet illgptrajed o saemisng @Sﬁ%hﬁh@ynto% BY cofigrefhd®t | n
one enbodi [ . Or_or rogr I S f. via a
oi de bet _oroauTEEisRw Rl SIERlRTAF YR sPAIS0° PlfinFRALAGE O %,
si de bet t 0698 agdl ilg9Pare also cohfigirbefiRIcoghamsdaion andrdnasiseatatiediwi th t he
side bet. In one enbodi nent, the player nust place the maxi num bet and the
side bd0 to be dni b empbergviatiome, @pminge optablyharcsits, enaynde dsonfigyreshdemer
enbodi ment ’co'rﬂrmﬁtggatti%{la\};ﬁﬂ ogé %ﬁgtﬁerc.)r I V\ﬁ‘gfr@%a g{h?, a%%{? regtcéitbﬂhgr?enpse%%t Ql%t

pl ayer may Wager at any credit anroun urtn he prrmary gane (1.¢€., the

pl ayer need @9otarplcasfigirbé fom¥diibiihRetioraRatht fBindl eenfgér fRnPecRd.i Fubhe to
wi n one of the progressive awards). In one such enbodi nent, the greater the
pl ayer' s wergafiggrtomauy alew degicehangpuenadatgisda casng 16Qhto epnampricate yathodds

or probabiu%ty thaﬁ fge. I% emfglg.vwn]pne of tgq?% ?&%§§§5ve awand%flt
shoul d be apSfEéPB d“that 'Bnd"or “Hore onPﬁgng g 3 éM%r%éaﬁﬁy each
be fundgd, @npuRsborhNeRBMmiay QAGBHISACIsIE MABEN B0 PhRE BEVIQR ih P ghifRigy
ganes of the %aning machines in the gam ng system via a gamng

est abl i shnmestabbshnydngs. agnwisctyaldlewicerngndérr. operatern o heotherrgsodigresieblisbmentor

nore of the progressive awar are rtially f.un via a side-bet or

o do-vager W ShERgedt PRy Sl B WhEHOIED bet racked via o

si de-bet met er) .ForRx@1Fl1cNRIE T RASIn® 160%r BB s9StethN@6PHAGRPEOMomMRT dS
are funded with only side-bets or side-wagers placed. |In another

embodi ment ,wigheclativalp reorsf adviaecadr safivesss i (0.g. awd deriadr iscdgniftied sofhsad) dor

pl ayer'.s wagers .as scrihed above as well|l as, anpy sj.de-bets or side-wagers
D) aea 20 nIBRES AEu AR, B0 SO T Eh O AT KamORGER | SUSl S STbat od
for a gam ngodme Rhitsh IR nAHBdtIhYreh®skerrsfl &ARE ih @agRs a5 A9&vaf ad Pfron
progressive awards. In one

identification requests from devices in gaming establishments 1693 and 1695.

Here, gaming establishment 1697 is configured for communication with central

system 1663, but is not configured for communication with other gaming

25  establishments. Some gaming establishments (not shown) may not be in
communication with other gaming establishments or with a central system. Gaming
establishment 1605 includes multiple gaming machines 1621, each of which is part of a

bank 1610 of gaming machines 1621. In this example, gaming establishment 1605 also
includes a bank of networked gaming tables 1653. However, the present invention may

30  be implemented in gaming establishments having any number of gaming machines,
gaming tables, etc. It will be appreciated that many gaming establishments include

hundreds or even thousands of gaming machines 1621 and/or gaming tables 1653, not
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enbodi nent, this m ni mum wager |evel is the maxi num wager |evel for the
primary gane in the gam ng machi ne. I n another enbodi nent, no m ni mum wager
| evel is wequiwveeds3sor a gam ng nmachine to qualify to bePse&lusSeta®d3aso4 obt ai n
one of the progressive awards. I n another enbodi nent, the gam ng system

mai ntai ns at | east. one progressi.ve rd b | | ocati ng ercentage of a
player’s mé,‘epf HEE e B gnﬁgﬁe\ﬁﬁﬁrb@p@@q s 39BIF Pl hsBOMAY 15, 6¢
personal ~progpess 4 RAREE) 'mtll&ls{ £Bn§ef @{gé%‘lhgﬁi&%hin&’s"?&l%@/o??xfd%ﬁlé% gLl an
event (either associated wth gane play or Tndependent of game play), the
gam ng systle&T0 pmey ibdeSthinheligitdly that tabeiconfpgrsbmalpefonyreissi-side anahatlsl &
anot her enbodinent, a plurality of players at a plurality of |inked gam ng
machi nes | rﬁeécrﬁ’&%ekﬁv"é‘?@phé’fﬁnbarti cipate in a group gam ng environnment. In
one enbadi ment, gl Féxﬁfn'gj[ﬁ/etxgg)rkg lﬁ)%\ﬁ&é f@tyr %r%a%ihé Yatils {hbNKRdi9aM E}g
machi nes work in confunction wi th one another, Such”as playing together as
a team or ghes¢pprot/eiMfor gaming machiecaviadldding Ibut eioe lisnick @nbadisimgnplayany
award won by the group is shared, either equally or based on any sujtable
criteria, dRHiystlayendrakingetishthe sy of Caghlcshinsgpoays. | Relgneth@pterial is
embodi ment BT &l ik ObyBhAVEicRloR ROUTAILY @5 | LRked dems hi nes
conpete ageﬁ nst one anof her Tor ‘one or nore awards. 1 n one such enbodi nent,
a pluralityINSTRUMESITS BASEDP! TASELEB y GAME nkrdMIEMONA badYSEEMpasNDci pat e
in a ganm ng tournanent for one or nore awards. In another enbodinent, a

pl ural iy SYESHQIAEOGY "aand filed] ony Junst 13,i 3008 o atiemen Gopkst Hion S THPRS X30r  one

The out comd odnarared Bl KGR BRL e B RYIE0R, ST ae BTt L e

descri bed HarAYPRMAYAGBONEEQTUSN I WK TEMI (s TABLEGRAIE N VIRONMBNTS
net wor ked gami ng establishnments. Such networks mayI sonetines be referred to
r

herein as @dvidied s gvepabirnt). rei0foteremes ockest i riks 1PEP 1L XD, IU-Re Patspime
such gam ngAdI?pefltc\é\%nkilod%ﬁrzb%ghgﬁrtﬁq&r‘\% WA RRR %@%&ﬁ?}ﬂ?\gﬁﬁg/l%\ﬁfbﬁ' oning

of networ ked*gam ng machines 0 evices' re

oper at i18ns. AKBBMEGNERBS. SHWTIER/Ieasidl YilAndn CRRYENs enbdy @de@dy adockbranged, i f
desired. Related software, including but not limted to player tracking
sof tware, gérlilBhtdalUsSof Raiente Apelieationndp. blel /4wl 16adeitlado Réﬂﬁﬁlﬁ%ﬂ\@am ng

ech s, TRABLE SAEORLSSE: KRR UibANGDs” IR Jfy SEor0neh =

i npl enent at(h@RiBey G6IKERS. IGITIPLRRY/PAGYOLCAR OfS. RakBNAPAlicasish NYNIWMDE 299,
determ ne gane outcones and/or provi de other wager gamng functionality. In

sone such ianpHedEHNAYEBRAL GaBRYD BONAMNG iy TS xeda MIATHODYE RN filash one
o LSO O SN L S SR R A ST RS SR
game out CONR$ein BYNUELSce St cchrdi®iy, P ftware related to such features may be provided
and/or controlled, and related data may be obtained and/or provided, according to the
present invention.
Some configurations can provide automated, multi-player roulette, blackjack,
25  baccarat, and other table games. The table games may be conducted by a dealer and/or
by using some form of automation, which may include an automated roulette wheel, an
electronic representation of a dealer, etc. In some such implementations, devices such
as cameras, radio frequency identification devices, etc., may be used to identify and/or
track playing cards, chips, etc. Some of gaming tables 1653 may be configured for
30  communication with individual player terminals (not shown), which may be configured
to accept bets, present an electronic representation of a dealer, indicate game outcomes,

etc.
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made by one or nore servers or other networked devices. Player tracking
functions, accounting functions and even sone display-related functions
associ at edowntinzemgeri ng ganes may be perfornmed, at | ea®CTius2@anss9by one
or nore devices of casino network and/or of a central systeanigure 16

shows a server sed (sh" m. n etmo k, which f or )
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i npl enent atthglasyillgamungmetsdaiipl dosfigmnd svithayednestitein agerne detQkted oniitiniagat i on
with one another. In this exanple, ganlng establi shnments 1693 and 1695 are

conf i gur ed ABFoPEBiefanihelerian twblereamasiThs dedinsiives of @bin epaEonayshselgeted
configurati % '8;1% At o?’agéo?&lngi?@h%pﬁ&%ons '}eé‘e Wne n}‘%og sgewer

conmmuni cat e V\A cont I’O devices~in o 1 NOS.

|nplenentakn@nﬁmnanﬁ@agQWuimnﬁwﬁﬂum&iﬁb@on11620 may contr ol deV|ces |n
casino 1605 and devices in other g?nlng establ i shment s. Cbnversely, devi ces

and/ or 18per at or GamingpstahByhneailf élsi@amlu@%ri@hworﬂiﬁ@/ kaskanlifl T aPep&ading
and/ or contJo Shteqﬁl;élgrg%ta{t{&ncﬁ% 193016*76;0%% é)%rus%fl% a%{ ug g?ufpo\égsr 1r90f1 ‘oﬂtg 1605

or central sy be provision nor e a

sof tware ( éof.limi&dDof @@mag Jue CaRI el @ptsa, trmelemng‘ poinBafréran pldgaat lofalgat i on
than servers of other networked |ocations. Such a server may process patron
i dentifi camr@ﬁame@ﬂsié@mgf cathlesevindisda pushag diopes EEs. amarspids.adc. phit osie

|dent|f|cat|o est Q VicC am, ng .est i shnent s, 1693 and
1665, er o B SERS HipISea R S B A ATy B B R R i ¢
centr allssyﬁs@mlﬁﬁl@&t @gt regardiaf seRdtul GuERdtsk Quclt agmaurh&adte rbn\fériaﬁhrﬁétﬂer
gam ng est abl i shnent's.  Sone gam ng establishments (not shomn) may not be in

conmmuni cat iah), vﬁegerrdmgh@rpatyamﬁ rigcasionapici sﬁﬂﬁwm@ sated th sachcéa@tuf@ﬁ maysheem

G t abl t,, 1605 l, ud |t hi h of
Shend oo olENk PCohulplSl 452 S R HBT' B ER SRob 2o BRE" ©
gani ng est alpkéramzemnt (hk6MBscak SAvdnfigh UdRS: &Rk ﬁf somed mp%ﬁi@nﬁa&snef fabl es

1653. However, the present invention nay be |nplenented i n gam ng
establis hnenv@tlha,vklﬂ@<8d|697 maythsrconfiggadinigcerse hifpeeatiogdrammg prabl. e, tst . |t

wil | appreci at ed that. man m ng establishnments include hundreds or
even tﬁ@uséﬁﬁ? @?g%%R@ﬁaiﬁg?ﬁ‘%§g31621 and/ or gaming tabl es 1653, notall of

whi ch are necessgrthiexhMglcudRsh banka 628MHss anBrieGHRIREL MHcEN 6TBYwhRh B
be a conventional bank switch in some implementations. Each switch 1615 is
configured for communication with one or more devices in computer room 1620 via
main network device 1625, which combines switching and routing functionality in this

25  example. Although various communication protocols may be used, some preferred
implementations use the Gaming Standards Association’s G2S Message Protocol.
Other implementations may use IGT’s open, Ethernet-based SuperSAS® protocol,
which IGT makes available for downloading without charge. Still other protocols,
including but not limited to Best of Breed (“BOB”), may be used to implement various

30  embodiments of the invention. IGT has also developed a gaming-industry-specific
transport layer called CASH that rides on top of TCP/IP and offers additional

functionality and security.
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connected to a network. At |east some of gam ng machi nes 1621 and/or nobile
devices 1670 may be "thin clients"” that are configured to perform
client-siwo neaiineds as descri bed el sewhere herein. SonePganispgl1/08issor ks
provi de features for gam ng tables that are simlar to those provided for

gam ng machi nes,__including but not |jmted to bonusing, player
oyal ty/ pl ayer tlﬂ%{e,ks%n%\%ﬁa@wénﬁ%{%ﬁ spspcludes %@ﬂlg ﬁﬁmaﬁ 1Rl eaxeuted

material is i i ! '’ i H15 . it ed
" CasHLESS TR %Rﬂky@%ﬁl%ﬁgﬁg AE@EQ@N@Q %@é@%ﬂ%@%ﬁgﬁfw Em %II{I%@%N%T%E%Y"
and fil ed anaybmesedSfor 20400p1¢abttarkeyjeccde ¢dueh anmobllGEARGRENES)ces U6, which

Provi si onal, Patent_ Application No. 60/16516,046, entitl| ed. "AUTOVATED PLAYER
DATA COLLECHTlefle SFEPENEEDR T ABLIBISCGRMEERANV DRERIVENTS! i ike Vigily 8h eReignber

12) 120, 02, S e 7 e e R RBE B N R R Al BB Bl
and filed aqanlifycsdtiblisRROM (rasétdonieyn Jaitkestans Patdal Appliddiion Nd. 3.1/0B814061

Application Na. ]‘.‘1/ 425,9916 entitl ed "PROGRESSI VE TABLE GAVE BONUSI NG
SYSTEMS ANSTWETHOBNAMICSHARNG SBACKIN ANDoPRIPMEGAKIN hgnd filed on

" O vERsaL RO BoRYS ReoRr R RS NETIBIRINFE AR O B BT 1,
2005 (at t oringieddSiakeParat ApElTdR4No. 1al3990H4 IwbhtixhedarBO WIIoD ADNSGEIPOBY ei n

by reference. Accordin kﬁ% software related to such features may be
provi ded aﬁHﬁ%rO%HRRE& OFPREPETERMINIDR &V T heansblilst wadNewsarhst 13,

provi ded, rdi i i nf tians

bt ovi do. aut SRl Bhel BbRE B T89TE IR IER0S PRIEC TR UL SR B AR .,

t abl e gamesincotpératcaldlyecfammes nmay be conducted by a deal er and/or by using
sone form of automation, which may include an automated roul ette wheel, an
el ectroni c repr esented Plopwldre heigaaseme implemeptatiganel the dventien ey mv@iyons,

devi ces such_as.caneras, radi.o frequency identification, deyi.ges, ;etc., may
be. used to RN TR chagrby DRt RATR b B bRk ARy AR B gt oy

tabl es 1$653Rmmytage KRBFdigy, el fieYati6® BHThCRE ID2Bn aM ddNp byl il o alky ath stRIn@shey
termnals (not shown), which nay be configured to accept bets, present an

el ect r oni ¢ mapbekekedviaghe BFIA ngeerler In thirdixaaiée, ghlvestoame eapbiledevisene

i incl i.cally. i bl b]. for. playi
ol o gamea /b el RERD B S Kk P PR R B yioBan PeRY R
DI SPLAY NETHORS ANV GER 7021k chidisily e RRAHGIET sulh 12006 ricbilb GEARY

docket no. |GTI | P106X2), describes sone such tables and 1's hereby
i ncor por at eld7Bympeberteasksed vanthepRFER oectwrily 18 edasung astdelsshmedt dad®e, Qbeh as a

poker 95me lgcrat%npcfe‘?e%hj)r? ﬁgvi & s%][gmts,hs%ch as the global positioning system (“GPS”),
may be used to monitor the location of people and/or devices in the vicinity of gaming
establishment 1605 or elsewhere.
Various alternative network topologies can be used to implement different
embodiments of the invention and/or to accommodate varying numbers of networked
25  devices. For example, gaming establishments with large numbers of gaming machines
1621 may require multiple instances of some network devices (e.g., of main network
device 1625, which combines switching and routing functionality in this example)
and/or the inclusion of other network devices not shown in Figure 16. Some
implementations of the invention may include one or more middleware servers
30  disposed between kiosks 1677, RFID switches 1619 and/or bank switches 1615 and one
or more devices in computer room 1620 (e.g., a corresponding server). Such

middleware servers can provide various useful functions, including but not limited to
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table will be automatically configured with geonetrical patterns, text,
etc., which are appropriate for the desired table gane. The desired type of
t abl e garworray/haew3sel ected by a control on the tabl e it ®elrfuser11aswses ding to
instructions received from e.g., a server or a casino nanager via a

network interface. Gayng establishnment 16 al sag i ncludes networked ki osks
1677. Depe_ﬁﬁ? ﬁﬁer&hg% O HABTEARM off 41%%{60%%@ ggmlwffhﬁ%ﬁ%%‘é@w SPA i ous
pur poses. 1R A B Sialr dftkt e IﬁQit%]?éﬁbﬁ'tgti&ﬁtoéﬂ% in%EntfdRARIRAS Rfa-
redeemi ng points froma player loyalty ogram redeem ng "cashl ess

i ndi ci a sudhlasingemitbsodsiank et sicessivantanggnglsctwetlictrafifin. some i npl enent ati ons,
ki osks 1677 may be used for_ obtaining information _about the %Emin%
BifRE 033,

establ i shment,  exgrage deyassdlHy- §CRewtiEd 6eberense Mitiees! 4 du
ent er t aisNmedf...£§£30) 11688976 %gid%?l el &ev‘ié%gﬁﬁ}ltfggti’an‘at ain I UA Govi&l at ed

to such features may be ’provi and/ or contr and rel ated data may be
obt ai ned ani@26rarprdispiodal withdc ooEpmgr treorh hig2pr &S gdrhing ndseblistonent A®05 exanpl e,
in sone inplenmentations of the invention, kiosks 1677 may be configured to
recei ve i nflsacHse: BATrardRver deatces maydegised.plepsdingn thg igpleptentasion sosie

! f | . ‘ ‘ ‘ o o
I nterraces su!:l?géxme% rﬁﬁé@%éﬁﬁ %analpg gg%@%&%ﬁ% L’b‘i‘)l% F RQLAGEPONCI NG SWi t ¢

1615, which nmay be a n sone | nplenentations. Each
switch 1615 is aomf érguoedichzes mosemtal gafehro668i thily SIse€be torfipuecdde\ieeform) n
conput er room 1620 via nmain network device 1625, which conbi nes sw tching
and rod0i nqtleastfn pael fasks specifi o Sieapspant ipyanHenghFar a35aBUe, CHRTRINMEE i on

prot ocol s e . r .| tatl t 1
St andar ds ACSsey LotRE A RRTE fu S gk AR IEL PE R ARG MRy use
| GI' s open,sykitihensed hased SHTRuRAS(d Jimplaidde ahe fohitdhs | &hciBddesn aleadil abl e

for downl oadi ng without charge. Still other protocols, including but not
limted to dbestherst hgewed TheRORmrtionginayeinglydel bW drap1as nisptted, 49.j prggiding
enbodi ment s. of.. t he invent.ion. ] GI has al so devel o . .

gan ng- 1 nadepir e By B Ronch & o RS B RN Frmebis dedessd T8y o
TCP/ 1 P1and @f.fers additional functionality and security.Here, gam ng
establ i shment 1605 al so includes an RFID network, inplenmented in part by
RFI D switches 162% ahshongilof iths ecrris Of reompetes rgm7l62ﬂmwb®cn@ﬁm¢d€mﬁy be
used, for exg&ple to tr.ack opkects ésuch.as o iue anin% degﬁges.1670,
whi ch i ncl CAEVRET TSGRV IS 7P KT Ve R BN Ot PRt SRR ragete™s, driTpDe
vicinity ofwigai Res@micaldhdsioARBireshBRSs with MR @ BnOhotiRMtieN piRBteRet wor k
may be used in a gam ng establishnent are set forth in United States Patent

Appl i cat i ora@@.r PIaviéiBg a4@gificetinn tol bd PHOYNAREICICASIFNONT RAGKNGCAREponds

| Gr1po Z02cT) B MAEBm B TR e YRS e pRleAt TREpP! BB N,

11/ 599, 241,m@3n1§é édrﬁ%u?e@%&e%@! NocddE@h/or provide image data from cameras 1609, to
provide navigation data to patrons (e.g., to indicate the location of and/or directions to a
gaming table, a wager gaming machine, etc., associated with a wager gaming
notification), etc.

25 For example, navigation data (which may include map data, casino layout data,
camera image data, etc.) may be provided by one or more of the servers of computer
room 1620 to mobile devices 1670. Some implementations of the present invention
include a plurality of networked cameras 1609, which may be video cameras, smart
cameras, digital still cameras, etc. In some such implementations, such cameras may

30  provide, at least in part, real-time navigation features such as those described in U.S.

Patent Application No. 12/106,771 (attorney docket no. IGT1P410/P-1222), entitled

96



THE OCCURRENCE OF PREDETERM NED EVENTS' and filed on Novenber 13, 2006
(Attorney Docket No. IGTIPI 116C1X1/P-303 CON CIP), all of which are hereby
i ncor por aweadoti26®fer ence. As noted el sewhere herein, secE/USapliesmsat ati ons
of the invention may involve "smart"” player loyalty instrunents, such as

pl ayer tracki ng cards,. which inclyde an REID tag. Accordingly, t | ocation
of such RFI Jé&egﬁgm%glabqgg%} Deygey gyStFlﬁé #pe %ﬁ%‘é‘%ﬁs&’ﬁ’&g 1§ &%g%éaat# Eerﬂ’i’e RFI D
net wor k. Irwbytrg'fe%en%éanpl e, at |least sone of nobile devices 1670 may i ncl ude
an RFID tag“1627, which includes encoded identification information for the
nobi | e devi ce 167ther dsoies dianglay betdeplolyatmtricomsrkaf6c0s domot aggedinfigurt é6.

devi ces 1670 nmay be tracked via the RFID network in gam ng establishnment
1605. O herFar gXamplin SARE 218y ngeNArke 13y gclide memmenlysyaitpus Ja¢inereglugpen

posi tiorin B ' | ' opl e
and/ or gev?gé}s{ﬁ?cﬁﬁ%rﬁ% Vi ci)'nrie?(ge){% @lggrﬁn&ﬁaégd;%t a %‘%@%hﬁé’ﬁﬁldfgeg\%%%?\é%s’eﬁ’er e.
Vari ous al tsermgadfi whicheiravaiok depipridoigi Bigueans. b&hese teatuves maky girevitle dafibey ent
enbodi ments_of . the invention and/or to accommpdate varyi ng nunbers of

net wor ked dB0§tEOBS. Focxamplep ReSCr¥sa AP anker adsviceh st dCtUMine P APGEOR WHSer s of
gam ng machj I il pl e | %@ﬁuﬁ evi ces
(e.g., of qn%?(ﬁﬁen%e? \E\%H@g&&/‘%@%ﬁhé&ﬁ l%llgﬁ olégﬁ I negéasa‘v%\% %@ﬁfgﬁgpg%?%ﬁ% ng
functionalitteg7in this exanple) and/or the inclusion of other network

devi ces not shown in Figure 16. Sone inplenmentations of the invention may

i ncl uddOone or ridKescry A RBGIICT dovigey dndicadesh b Higyer WeeRak Po $RBflawyd forRF| D

sw tches 1618, ALRion RaRKoRY d&e%"c% i tﬁﬂgo?gaﬁnﬁr ggﬁﬁﬁsh%?e\ﬁlt G635, O TPut er

room 1620 (‘e.g., a correspondi ng serverlj. QcR M GdT éVAr e servers can

provi de variosugewssf 1060f kivgkd 06TE], andied thdbidg dbuitesn0d70), ifeh ingferheithg Jonldt eri ng

and/ or aggregation of data received fromsw tches, fromindividual gam ng

machi nes arfacthedsm dserdredd edlsepdiste depmeini nplServstit doF oty diked haaynagitifagn

| ncl ude | Oac((j)Pnar‘Ilu?‘ nel s %th,hs%g d%‘\rflld edeVi ?V%Sanfdosrtornap%rﬁlil ’&Qta“et Shr eka ! e frlfa. <

St or age devices nﬂﬁ , sb"ser ver Slé%ct?, Li"Cende ager”’ Ifboﬁ, RPEI&r 1633,

ser ver §51632spoh&R4ctc.] 838 sanibb d1BFhberdRsdindevi ce(s) 1660 and mai n networ k

devi ce 1625 are disposed within conputer room 1620 of gam’é{;g est abl i shnent
b

1605. I n practi c@emamiethgpe fsewers deyi desconfigummsl e epbrfobap niglagingt tee

i npl ement at i on, .song_such devices . resi.de in gani ng establishnment 1605
or el sewhereogoRaf BBy PEETMRIRRSHES ShutEl S by e
configured &©@ OR¢ bOMmbic skh U8ASds rhay Radded té ASKEmEMacdabing rﬁaﬁﬁa%élﬁ‘erﬂ Kesant

i nvention. For exanple, one or nore servers 1662, arbiter 1633, storage

devi ces 166%chnd/the 1GdsAdumidges Cosm0 bstare puitelof spplieatnons 68highproades
cont 900 Sy MTRLSTR ! JREhAP5% 51 ReSih, g1l o sevhstgubere
A Radius server and/or a DHCP server may also be configured for communication with
the gaming network. Some implementations of the invention provide one or more of
these servers in the form of blade servers.
Some preferred embodiments of sb™ server 1630 and the other servers shown
25  in Figure 16 include (or are at least in communication with) clustered CPUs, redundant
storage devices, including backup storage devices, switches, etc. Such storage devices
may include a “RAID” (originally redundant array of inexpensive disks, now also
known as redundant array of independent disks) array, back-up hard drives and/or tape
drives, etc.
30 In some implementations of the invention, many of these devices (including but
not limited to License Manager 1631, servers 1632, 1634, 1636 and 16316, and main

network device 1625) are mounted in a single rack with sb™ server 1630.
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functionality for devices such as wager gam ng machi nes 1621, nobile

devi ces 1670, etc. One or nore of the servers of conputer room 1620 may be
confi gur esownti2esst ware for receiving a player's wager Pganisp@i /08894 i cati on
paranmeters, determ ning when a wagering condition corresponds wth the
wager gam ng not.ification rapet ers and/ or proyi di a notjfication to the
pl ayer wherf*¥R lvﬁéjéP?Wgorégﬁ%icg%%C%‘?’ lezoam&ges&ﬁr#@fgq%e%db? AGRR PGS
notificatiof ARRANRLRES. HRIKRY S oIRRRRE MiEmaddie, SRL Y RorTBY MEse
configured to receive, process and?or provi de 1 nage data from caneras 1609,
to provi de deaicegatin@omdainécation pathrshid s¢recigl 630tandiondiheatevitdsefltiocadtwork of
and/or directions to a_gam ng table, a wager gam ng machine, etc.,

associ at ed QM {9¢2ted\GaGRhCIga FOR §X3#BRIF f oK ?%H? deges, Coplsh begaped In $eR%kat i on
data (Wai ofka Ryt i RRoHR! 20 GR%bARd AV IB] e FARBHA UIBRES O 2.
etc.) may be provide y one or nore of the servers of conputer room 1620
to nobil e dexileeaddbidgcoBone sionpllapgeniohichanst dhtat ecviices ek ai stypt i aden
include a plurality of networked caneras 1609, which may be vi deo caneras,
smart camerEVordi(ghAN)-still cameras, etc. In sone such inplenentations,

such cameras may, I at e : - -t gat i res

such as those de%%%éﬂgpﬁl {?ig Iﬂ%g%dg mdgﬁl)lplolI (I:Igc?lL gh&@.r %%ér%&%%?or ney
docket no. deGatEPhbO4sR-cbRARIred Eitdobineehifagiah wiihnsth&Nadsvipat ivhinDewd aigside &y st ens
and Met hods," which is incorporated herein by reference. O her devices that

may be 1§eplopwatar fopmt {0k Sedshers devicenppaaic piovidegurigh seftwimsr hadwiais e,

dent P11 carngnr (TR e et Bl RAR, P LRI e,
servers, etsach he@revioés W abt B¢ Behell vt edreputbirobingle2e. Mired hes defieat ur es

may provide various functions. For exanple, a server (or another device)
may det er nmi 960 dwhishaare slgsléep andriptoreceiarytes indlrg caemplediang wiwlashdeyigesat i on
of an RFID reader,.t.hat r s an,RFID tan.1627., The servers, and. ot her

Gevi ces 1 nd20s Surither o34S " ol QahBibAT P bl Wes L ERREnRE Y &g

ot her davi cgablishn®dnt 0805H08 a@EmeRMb&OGIogSt abl i shnment 1605, such as host
devi ces 1660, kiosks 1677 and/ or nobile devices 1670, for inplenenting sone

met hods descri betlthaugh whrstoscdeneairasenSavorttan as beerndesciikes) inrgipilfacway ofat e

conmuni cat i.gn ith such dewvices, receive and store patr.on.data r.ovi de
appropr | at dpaelBhdad Hele o T st ERT Ut AP s B P R oo i e
servers mathhehé Wrviedes@bell praaeitlinvdmtibAsleS Te@n@ddid ih QumefRld BicRSpeciiay er
| oyal ty, bonusing/progressives, configurafion of gam ng machi nes, etc. One

or nore suchridesiscesndmeyntipdingdsl wathpwip| deperinga feasi the nurageorervsseniish em
20  characteristics of the present invention. Certain changes and modifications may be
practiced, and it is understood that the present invention is not to be limited by the

foregoing details, but rather is to be defined by the scope of the appended claims.
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such as the | GT Advant age" Casino System suite of applications, which
provi des instantaneous information that nay be used for decision-making by
casi no neweagerisi269’sRadi us server and/or a DHCP server nRETAIS3@ 11080894
configured for comrunication with the gam ng network. Sone inplenentations
of the invention provide one or nore of these servers in the formof blade
servers. Sone preferred enbodi nents dfLA4MSser ver 1630 and the ot her
servers shown i“Nﬁ&QH%ﬁhﬁ&iﬁnC|Ude (or are at least in comunication wth)
clustered CPUs, redundant storage devices, including backup storage
devices, switches, etc. Such storage devices may include a "RAI D'
(originally redundant array of inexpensive disks, now al so known as
redundant array lof i rfd8ferdeited gRiRgMachigPOMPEEIREZUD hard drives and/ or

tape drisves, et Camh%exsg%ﬁﬁné W&&ﬁ@ﬁéﬁﬁgﬁféﬁ 9ot oggéf&%%e%&még%?Xhﬁcel hese

devi ces (i ncl udi ng but” not ted to~Li cense n servers 1632,
1634, 1636 and lb63dder irgpuddemtdopeedbl®tdkreckdvé aeinliGcdbyn af £wapsind ethyithe énesi ngl e
rack with sb" server 1630. Accordingly, many or all such devices wll

someti mes B MYEE gPBRLRFIRRCSG he aggregate as an "sb" server." However, in
alternative inple ' Yoy I r devi c IS, i -

communi cati on mf%ﬂﬁgis&?gﬁég?%i 1gg%§ﬁ§fﬁ%{&§§% %€$§%§§§?ﬂ%%%ﬂ%gyl Tk but

| ocat ed el sewlebssed bapleXAEniy ene @ond@e ghmedef dawéges coul d be nounted in
separate racks within conmputer room 1620 or | ocated el sewhere on the

net wor KO Mor eover first mepgry drvigdrnhlagbuorng oiist sicditbalagee sporosersggsriitgat a

el sewhere vj r rk (" ). r . may

i ncl ude oném%¥%ﬁ§€§%%ggyha§§f@%%%%?égg%?é%%(E¥1ﬁ%@#ﬁggy%%gghégée’are
configured for corssuim@dtdten MWitflacet kenfigeyd C@®S comilinivagndvigt §1 sietadic
conput er room 1620. Such host devices nmay be provided with software,

har dwar e arfligegiontci daviger baviieg aj figst erasptsphgnd dr jceord arppdy Werice. B sepend
nvent i on. Houeveryisughfost deulcesonead,neliBe L acal e, wiihin .amput er
room 1620. "WT&d XSF vices %gﬁﬁl%ﬁ%lc% ar ﬁ%skg%p anagﬁgﬁiop conputers
in thigsexamelt Aadabd betiRSPridbMickrEodie devicwhingh are PDAs in this exanple)
may be | ocated el sewhere in gam ng establishnment 1605 or at a renote

| ocati on. Al t hougsectigerfnsrasignideyicp resensing visaendopronessohansing teslcmpmer i n
detai|l by k%f EI%%§&Jagk9q)a(g exanpl e for purposes of clarity and
under st andi ng, ﬂ? WFS8e Pé%éanrzed that the above descri bed present

invention may be enmbaghingfitl b NHEEBIRUBIOLRBoSPEEdVideSC WAl that t®uRidstion

enbodi ments wi thout departing fromthe spirit or essential characteristics

of the present iinigghed, enfirsCeequastriociiaiatyetic saepnsoeredii bakanem sheréiyst request
invention is not to be

practi %d, and Ltli. underzioqﬁ thﬁt Hﬂe?ﬁresent
linited by the P8?3§8gﬁ8m@ Ythizaghp PEalion; o + o be defined by the scope
of the appended cl ai BedAlfMA the portable electronic device, via the communication
interface, when it is determined that the security authorization information
complies with one or more security authorization requirements, an indication
that the second amount of credit has been updated in accordance with the
25 request; and

update the first credit balance stored in the first memory device in

accordance with the request.
2. The gaming machine of claim 1, wherein the first request includes a

30 request to transfer a designated credit amount from the portable electronic device to the

gaming machine.
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What is clainmed is: 1. A wager-based gam ng nmachi ne conprising: a naster
gam ng controller configured to control one or nore ganmes of chance; a
wager i npwo 2davi2eBsoperabl e to receive an indication of PaTwsgen/ 08a9pl ay t he
one or nore ganes of chance; a val ue output device configured to output an
i ndi cation of value includi.ng an award based on play.of the one or .nore
games of chance:> a f iﬂéetgaﬂ?ﬁ%%ada‘%ioéélabr&&a&h@r%‘? thet P Tegueyt £5 Fasmiiedi ¢

bal ance repeanting aadétbﬁrﬁh?t?d%ﬁ{fﬁ{ R fifh @l dit ﬁé’léﬁéeai?is_ereﬁé?{egvﬁaﬁ%'c?%iﬁ 0

pl ay the one or nore games of chance; a communication interface configured

t o communi ahtesholdt h a portabl e el ectronic device having a first processor

and a second nenory device, the second nenory device capable of storing a

second credit bal ance representing a second anount of credit avail able on

the portable el eptronjg deyih6Snadilifl & SEAHAC WHEANPAR LB B ESOF QMR ST NG

a seconé processor and a t]?ggn%ennry ﬂegycé, Fﬁ% proé%sso? gpePagpg{to:

transmt taetlre tposdcabh dedte 6t fuethércopdeable®, detéraiiid) @smgrmprodeaiiiog auto-

interface, a first request to update the second credit bal ance, the first
request i ndranaichgmewtgnd the fist ¢redif thaesheld. therdspignatedarediteddigle from t he
portabl e el ectronic device, via the comunication interface, when it is
determ ned that the security authorization information conplies with one or
nmore security aut horimetgadiing egighineEoasm 22Whiereth drtfironretjhiat id fieshieand
anount of credit has been updated in accordance with the request; and

updat e 10he re$nogsive fediTequesh recaved &iost eusar af thegamingmaghinbry device in

accordance with the request. 2. The gam ng nachine of claim1, wherein the

first request includes a request to transfer a designated credit anount
fromthe portablée el emfer gamhiggdenydhe® bOclalie 1gatiidign AE Hirstereguest il @RRIaNG
machi ne of claim2, wherein the first request is transmtted responsive to

a det er mi ndequst thdrnsfie the dstigrateddictediatraoed fiery the agameing andghingt tac thedi t

t hreshol d. %ﬂl@ﬁe %ngg ngﬁhine of claim3, wherein the second processor of

the secure R¥ARSACt TSN d@vi%e is further operable to determ ne, using a

pr edet gsm ned autotransfer anmount and the first credit threshold, the

designated credit amount. 5. The gam ng nmachine of claim2, wherein the

first request ig/-tranBwigumieg mespbneideint 6 a request received froma user

of the gam ng rmvgl?elrer}%'the master gaming controller is operable to place the gaming machine
in an out-of-service state in response to a request received from the secure transaction
device; and

20 wherein the second processor of the secure transaction device is further operable

to:
determine, in response to a request to cash out, whether the
communication interface is in communication with the portable electronic
device;

25 transfer, in response to a determination that the communication interface
is not in communication with the portable electronic device, the first credit
balance from the first memory device to the third memory device;

transmit a request to the master gaming controller, the request indicating
that the gaming machine should be placed in the out-of—service state; and

30 transmit a request to perform a no-card-cash-out operation.
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6. The gam ng machine of claim1, wherein the first request includes a
request to transfer the designated credit amount fromthe gam ng nmachi ne to
t he port awDeodleet3soni ¢ devi ce. 7. The gam ng machi ne ofPCElusRomB30sMher ei n
the master gami ng controller is operable to pI ace the gam ng nmachine in an

out-of -service state jin response to re received fromthe segure
transaction devitte; aMtf safRingimadh B Tp pWé‘@@é‘ég}e SeoRdhatasgsgr g

transaction.gdg Itlgﬁ k8o H&EOSEK ﬁﬂ{]{%g Lehik@s: deternmine, in response to a
request to gas Sa V\T/Let her t cgﬁrfunl cation interface is in
communi cation w t h th&tqmnrteazbtfmtejfﬂmbrvmnd@w(fen/ﬂmqgortabanaémoma devies gonse to

a determ nation that the communication interface is not in communication

with the portablfgseofie windewdericsating gdime paiodcingyhich ghg pastabler ¢legionte
first nory dey, t I S the
mster gam g cast el Tar verhet 1o FRIRAY kR R R A AR e

shoul d be pl acednom chiitesoghmafesepreyd; ce state; and transmt a request to

perform a no-card-cash-out operation.8. The gam 1% ine of claiml,
wherein the second prdsteamins:a dstionglingesere! the pRgal ?lelﬁ‘itrﬁ@\?|4?§1°?sthﬁﬁr§%er
operabl e to: detger| f oni c
device, the fi rsQ?1 W}e?l?sleac()%gp%hd@v% rtééhglg%sﬁ]e{alglﬁwnﬁg \m%h Qf?ﬁréﬁglb% %&%ﬁ{t he
portabl e el ect rQT&:MB:ed‘&WanheﬂWc}étd@lemﬂiS&ﬂ oh@lor ﬁ@wmm&ssg@mmﬁg sotvéBout
aut henticating with one or nore cashl ess gam ng server deternmine a first
on-1indluse of the poletamine aisegt thenfisst qaflinee windesv fand stbe offrst joffbing suse,
correspondi ng t t el ectroni c device
was aut henti cat §Vdﬁie Vtmﬁ%?ﬁﬁe[ tllgggﬁh%neod}sg% bvﬂh%h%ﬁrstt gﬁhﬁ%&h@s@rvers det er m ne,
using the first of fligeemiti wHewharfkst Grelidd disstis afifhid e fitseoffimhelaowl s first
offline use is within the first offline window, permt, when the first
offline use is Wit Hicn PpFablei elsetrasiq | davicowmidow, the epasblchelcgeniabfievice
el ectroni c devi Cetﬁ’é‘nﬁca ut &lﬁlethgortarbﬁl(e) eclaelgltesrsonlmc1 dsee\{,‘l]ec%se aut henti cati ng
with the one or re casnﬁl ess ﬂ T FRPSSS MR gam ng machi ne of
claim@s wherein the second pr ocessor of the secure transaction device is
further operable to: receive fromthe portable el ectronic device, via the
conmuni cat i on i riter f adw, gandeatrnddhiet oforlainh o miardit theasesord atasassar of theche
portable elsgg&rg 1rtalrllscac'g| 1§ 4&Fee is further operable to:
receive from the portable electronic device, via the communication interface,
identification information associated with the portable electronic device;
20 transmit, to a cashless gaming server, a first message including the received
identification information;
receive, from the cashless gaming server, a second message including an
indication that further use of the portable electronic device has been at least partially

blocked; and

25 output a notification that further use of the portable electronic device has been
blocked.
10. A method of operating a wager-based gaming machine, the method
comprising:
30 storing, in a first memory device on the gaming machine, a first credit balance

representing a first amount of credit available for wagering to play the one or more

games of chance available on the gaming machine;

101



transmt, to a cashless gam ng server, a first nessage including the
received identification information; receive, fromthe cashl ess gam ng
server, aweeoundeysssage i ncluding an indication that fecrhseonsssed the
portabl e el ectronic device has been at |east partially blocked; and output
a notification that further use of the portabl e el ectronic device has been
bl ocked. 10. A fEONGYUBS FalSCHy BetRagin Badedoy 4hs Semmec FRFRHNct HR dvet hod
conpri si ng: - NG irs viice .0 gam . i-ne, . a
first cr ediCtOﬁba ﬂéé;lbglgnr g?otr@refédeeht%ngi?%n??qrug?[ a{'gmf}n O(})t?@grg%{t}&g\ggﬁpggfemf or
wageri ng t coplnmynitdtienoneh oic pammggandsngfthe fiastaequsardpadsertiigna trbquegata Ng
machi ne;transmtting froma secure transaction_devjce qn the gam ng

machi ne, viWdatechasAMRf CAgdibRalppcestpisdeon o poriabls glgalearic Wsvigepbietssppnd

el ectronic i ' agg}é t iyt ' hine t '

request Iar epcggds{{e%tg}ahgeg rqugg? a{tggctj)p a?gggﬁsgﬁl% gtc?g%%)ﬁbgpaﬂggeﬁdsﬂtg%%ed on
t he port abletectloaictdeoitk cthe @vdt equetttieclsdiagsetueityeditiorbatiam tdormepiogsent i ng a
second anount of credit available on the portable el ectronic device, the
first request i rdesaidnadroseigrnaripble glemdionicadgvins. Vidrthe RRMMAICAHQIE BIGFAE f r om
t he port abl | .ec 1 G I LA Bani; I on j en it is
det er m ned \?ﬁegtl?ﬁ(ie%sﬂenglﬁér%f%%%ﬁtsﬁ%%tg gﬁhgﬁ I nP 5?%3%?%%11 g%ﬁ%k?g@t% &one or
nmor e secur irhyreaatlity iaathotidticheyiiranand, sin iadicatish that thenfirshahotimeffdrédst
anount of credit has been updated in accordance with the request; and
updat i 1§ t Has bpensypdateddn ecqendanse withitls ©wguesh aHe first nenory device in
accordance with I e . I el first
request i ncl udes&pggtrnf{s%%ggﬁgtt%&ﬁ%%%ﬁg rg%%&g%stﬁég rf;lggtt %kc? rf%:ogrgg ¥ gﬁlo%cﬁ?}dpﬁ%em t he
portabl e elwigt thenréquestevi ce to the gami ng machine. 12. The nethod of claim
11, wherein the first request is transmtted responsive to a determ nation
that the first credit balance has reached a first credit threshold. 13 The
e o Lt el oo ol O gREF R RSP R  Clal P LFRRS aeaetfon
aut o-t rlag Z ftﬂ%_lﬁﬁﬁ@%ﬁiggﬂg? Hiﬁitf dnﬁ%n @r\fﬁd tte ﬂd?faﬁ&h?bdronl&@evd@sﬂogtﬁétgﬁﬁhrfgr edi t
anmount . : e nmethod of claim12, erein the first request is

transmitt edngqhincesponse to a request received froma user of the ganing
machi ne. 15. The method of claim 11, wherein the first request includes a
request to

12.  The method of claim 11, wherein the first request is transmitted
responsive to a determination that the first credit balance has reached a first credit

20  threshold.

13 The method of claim 12, wherein the second processor of the secure
transaction device is further operable to determine, using a predetermined auto-transfer
amount and the first credit threshold, the designated credit amount.

25
14.  The method of claim 12, wherein the first request is transmitted in

response to a request received from a user of the gaming machine.
15.  The method of claim 11, wherein the first request includes a request to

30  transfer a designated credit amount from the gaming machine to the portable electronic

device.
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transfer a designated credit anount fromthe gam ng nmachine to the portable
el ectroni c device.16. The nethod of claim 15, the nmethod further

conpri si YO 20817126935 Ni Ng, i n response to a request to ca®dTasL)1vMB@sPher the
conmuni cation i nterface isin com‘runi cation with the portable electronic

devi ce; transferr' inr 0 a det on that the communi cati on
interface i s notl ﬁ‘é‘gf’{] ﬁhqlﬁ‘é&‘ﬁg}f‘t‘%ﬁré‘)’@l”éﬁ?gonl c devi ce t he
first credit bal&%&lﬁlﬁg%trQ%OBkJ & %gtyto%yﬁ 66, WhelRe tﬁe|h Jrﬁlmﬁfﬁ
device; transmtting a reque to t ster gam ng contr I'n catl ng

that the gamerfgcermaﬂncasrﬁnmhmalﬂlcdl Wweh tlempoenblici digctpheaedicen an out of - service
state; and transmtfing a request to B:erforma no- car d- cash-out operati on.

17. The met hod dfangicHing, 1 respppse R arls Wlﬁ%ﬁhaéébﬁp?qr%mﬁgwam BIHRE By a
first offlipe H‘%&H&Wn{c%o& REnRRE g@r@elb?e e ﬁ&ﬁﬁ Bl Ge ég;%l\;{l%ﬁf‘st c{e'aﬁ PaldnSd frgfnf l'ine

wi ndow repr esenting perio ectronic device
may be usedhé ﬁr’stﬁﬁ:‘ﬁiﬁrﬁ&@vlgﬁmtﬂ@tlﬂwdtrhﬁmbry&hﬁhentI cating with one or nore
cashl ess gam ng servers; determning a first on-line use of the portable
el ectronic devi CEANSTENE p Fequeyio fheBasiarezaping eyvolar ngicednathabde crmingnt

time in whi %Lhﬁ&eshB&dtb%%ﬁP&Jaﬁ@tﬂlg&?% eyl o WA AWLREN cated with the one

or nore cashl ess gam n mning, using the first offline

wi ndow and the fttarnsﬂutﬁﬁghlrmeuseper\mm hes- c‘aﬂdecafslmslt opdritidnne use is within
the first offline window, permtting, when the first offline use is within
the firldt offline window, use of the portable electronic device without the

portabl e el ect rolnil C %V'Iﬁ&{lﬁd"éf'cqgﬁﬂ Ffi%@%fwobk?ue&ﬂ? ﬁlﬁﬁﬂ? gm)re cashl ess

gam ng servers. aim ther conpri sing:

receiving from tdwermmlﬁgalal fersebfhitd AMidowd @3t the pottitie tehetroMiaTaenice Athic iy st
interface, identification information associated with the portabl e
el ect roni ¢ afBifeceindew apypiontingg limeopaiodas e thgaertabl e§é¢c$r@rnc dgvice ragy

nmessage in udl t he,.received i.den tion Por mat.i on: ¢eivin from
he: casnl oot e SupEpnt 52 Bt Wb GRERAN WhaRTRY il chifEk Kbt oy
t he porlsabls@n@tsectrom ¢ device has been bl ocked andout putting a

notification that further use of the portabl e eI ectroni c device has been at

| east partial |y dsteseikung a fost oa-linesiseof therpastale fé%rogemdewgce thhé“lrstmletm
conpri si ng: anes

chance, the Saaﬁﬁﬁsd)oﬁgglgl rﬁ:an{e%g}gnf at gggé& \gl\vlg jer %grrﬂ)tﬁﬂoﬁe ?ngmtgp% 861 ‘gaﬁ o]
receive an dufihfiédtéPRitRkhcPondas eort @aslhle@y gaming Servers;
determining, using the first offline window and the first offline use, whether the
20  first offline use is within the first offline window;
permitting, when the first offline use is within the first offline window, use of

the portable electronic device without the portable electronic device authenticating with

the one or more cashless gaming servers.

25 18. The method of claim 11, the method further comprising;:
receiving from the portable electronic device, via the communication interface,
identification information associated with the portable electronic device;
transmitting, to a cashless gaming server, a first message including the received
identification information;
30 receiving, from the cashless gaming server, a second message including an

indication that the portable electronic device has been blocked; and
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the one or nore ganes of chance; a val ue out put device configured to output
an indication of value including an award based on play of the one or nore
ganes of wbanoer2eéssfirst nenory devi ce capabl e of stori RgTAISRIINBBOSESs edi t
bal ance representing a first anmount of credit available for wagering to

play the one or nore. ganes af chance_controll by t ster gamn
control ler; and GHIEHE Adio 1&%%%%3{@8&uﬁ%?ﬁﬂ%ﬁ%ﬁ@ﬁ%ﬁﬂ%%@@ Best r oni o
device in %mﬂ%%%h@ﬁll%fo@k&he gam ng nmachi ne via the one or nore

conmmruni cation 1 nterfaces,; the portable electronic device conprising: a
first processor; a second nenory device capable of storing a second credit
bal ance representing a second anpunt of credit available on the portable
el ectronic devi cé: a e fPrcary e i2rBined Eif B FORYHNG cation with the

gam ng chine vj g, 1t he 0 IGat Lanst el f rthg,se e
transac??on devi cgaco @lgg}lnégcgms%é%ﬁ ?gg%sgl%roané)%gtgﬁ??g r?ermcr%y%vi ce,
t he processamic@nhilgns esmprising:r ansmit to the portable el ectronic device,

via the one or nore comrunication interfaces, a first request to update the

second credit bal ancet Wigs ifnuf devipeeRfsahlc fniereids Al inicatipn 0§ 2 33eedeirkat i on
i nformation; re_ctﬁég& Jﬁ@eﬁﬁepﬁéﬂ%ﬁ el ectronic device, via the one or
aces, en e

nore comruni cation 1 nter security authorization information
conplies with one or awtkeseapit yviesitcbafigurad itonoutpaiubi eidichiion dff value

i ndi cation that the second anount of credit has been updated in accordance
with tH8 requestinclygigg apdueed dased en play of theging op gloamermestdicb#nach t he fir st

menory device in accqsdance Wil Ei%\ﬁcé eﬁq@%bgg.gp.su;[.ﬂl gaqqrggc;gaﬁhibglgg&f

claim19, wherein the first request Inc S a request to transfer

desi gnat ed credirtprageting of fi®Mhmbentnsr drédit evatlablet foPMiageritaVioClay thd b @an ng
machine. 2 1. The gam ng nmachi ne of claim 20, wherein the first request is
transmtted respgbersigemes of chages eqniiodad by thetmgsterpming ¢ogfrodereand bal ance has

reached a first credi(;tneto?%leo%eholnq. %l%ati&hﬁtegﬁn&ng machi ne of claim 21,
wherein the second processor of e SeUre fansact i on device is further

operablig to det erparti®le d1&dtidlicAdPiRAR tcbmmmesitian Wathr tae sh@ingaiBihiie VR ¢hd he
first credit threshold, the designated credit anmount. 23. The gam ng

machi ne of acar mpocommanishion interfacess therpegfigblsteldcionic daving cempriviegponsi ve to
a request received fraoftﬁr'sﬁpr%%eesrsor?f t he gam ng machi ne.
a second memory device capable of storing a second credit balance
representing a second amount of credit available on the portable eclectronic
20 device;
a secure transaction device in communication with the gaming machine via the
one or more communication interfaces, the secure transaction device comprising a
second processor and a third memory device, the processor configured to:
transmit to the portable clectronic device, via the one or more
25 communication interfaces, a first request to update the second credit balance,
the first request including security authorization information;
receive from the portable electronic device, via the one or more
communication interfaces, when the security authorization information complies
with one or more security authorization requirements, an indication that the
30 second amount of credit has been updated in accordance with the request; and

update the first credit balance stored in the first memory device in

accordance with the request.
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24. The gam ng machi ne of claim 19, wherein the first request includes a
request to transfer a first credit anobunt fromthe gam ng machine to the
port abl e wbeotwiasd3s devi ce. 25. The gam ng machi ne of clpairms2@,1/09dse4 ei n t he
gam ng machine in configured to place itself in an out-of-service state in
response to a request received fromthe secure transaction device; and
wherein the second processor of the secure transaction device is further
operabl e to: detgy m N LyhESRRARE SCifinf SIUERLehOIERY: Riboy MLEIAIST the
one or nore comunication inferfaces are In comunication wth the portable
el ectroni ¢ rdquiscie; transfensidesigndted credip amsentt foora titbepatablondtdt@nid degicettbhehoone or
nore comruni cation interfaces are not in comrunication with the portable

el ectroni c WBVREBACRiA® first credit balance fromthe first menory device to
the thigd nenory device;transmt a request to the naster gam ng controller,
the request indicating that the gam ng nachi ne should be tenporarily placed
in the out-of-se&xlvi ceTiRt@andng andhihe anslaint 26, wiageiashe fist pguéviyransmitted

no- card- cash-out, operation. 26. The gam ng nmachine of claim 19, wherein the
second pr od8¥9BIVefto ehdeterapngtion: thah S firsé eragel Prlangeshasyieadhed a5kt iistited t o
determ ne g, figs§ offline wi ndow for the portable electronic device, the
first offline wndow representing a tine period in which the portable

el ectroni c device may be used for cashless gam ng w thout authenticating

wi th one or nore cashl ess gam ng servers; determne a first on-line use of
t he porlfabl e el &t r onthe ghaung enaching afjclajm Hh-whasein fhe second peeserrar v theo a
oSt 1 Eeenteliaah. il 6Rib0R RARLABLALS! BeAd AR IHLAE AR AHLECat o
with the one or nore cashl ess gam ng servers; detérm fAe,” Usi hg e first

of fI'i ne w nelgwfeamgiothent ifisfirsodrtdit tecdhoR], thotRbiarated BRdftamdtntdf f | i ne use is
within the first offline wndow, permt, when the first offline use is
within the first offline window, use of the portable el ectronic device

wi t hout the portable . glectronic devi authenticatin i.th the one.or. nore
Cashi ess gam ng Ser ver's Sl eHEYLF G Mt ERh O todeh NP ne
second 1gr oGespasivoto 4 hQuer esteR ol MdRbaGid 0N thdeMG® macHitk.t her configured to:
receive fromthe portable electronic device, via the one or nore

conmuni cati on

24.  The gaming machine of claim 19, wherein the first request includes a
request to transfer a first credit amount from the gaming machine to the portable
electronic device.

20

25.  The gaming machine of claim 23,

wherein the gaming machine in configured to place itself in an out-of-service
state in response to a request received from the secure transaction device; and

wherein the second processor of the secure transaction device is further operable

25 to:
determine, in response to a request to cash out, whether the one or more
communication interfaces are in communication with the portable electronic
device;
transfer, in response to a determination that the one or more
30 communication interfaces are not in communication with the portable electronic
device, the first credit balance from the first memory device to the third memory

device;
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Interfaces, identification information associated with the portable

el ectronic device; transmt, to a cashless gam ng server, a first nessage
i ncl udi ngwohelveessved i dentification information; receiPceuskelomsishe
cashl ess gam ng server, a second nessage including an indication that the

portabl e el ectronic device has been bl ocked; and output a notification that
further use of the pdfANERIte SISt foohE Enagisy erBINgLON BRI, e TIPS Indisptin) | y

bl ocked. that the gaming machine should be temporarily placed in the out-of-service

state; and

transmit a request to perform a no-card-cash—out operation.

26.  The gaming machine of claim 19, wherein the second processor of the
secure transaction device is further configured to:
determine a first offline window for the portable electronic device, the
first offline window representing a time period in which the portable electronic
10 device may be used for cashless gaming without authenticating with one or
more cashless gaming servers;
determine a first on-line use of the portable electronic device, the first
on-line use corresponding to a most recent time in which the portable electronic
device was authenticated with the one or more cashless gaming servers;
15 determine, using the first offline window and the first offline use,
whether the first offline use is within the first offline window;
permit, when the first offline use is within the first offline window, use
of the portable eclectronic device without the portable electronic device
authenticating with the one or more cashless gaming servers.
20
27.  The gaming machine of claim 23, wherein the second processor of the
secure transaction device is further configured to:
receive from the portable electronic device, via the one or more communication
interfaces, identification information associated with the portable electronic device;
25 transmit, to a cashless gaming server, a first message including the received
identification information;
receive, from the cashless gaming server, a second message including an
indication that the portable electronic device has been blocked; and
output a notification that further use of the portable electronic device has been at

30 least partially blocked.
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