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(57) Abstract

A lossless steganographic encoding method for secure transmission or
storage of multimedia data. Primary data, such as text, image, video, audio or
other digital data, is utilised in a steganographic process to encode secondary data,
such as text, image, video, audio or other digital data. The primary data includes a
plurality of first data elements and the secondary data includes a plurality of second
data elements. For each second data element an operation is performed with a first
. | data element so as to generate a key element as a result of the operation. The key
elements may then be securely transmitted and/or stored. In preferred embodiments
of the method, the primary data may be rearranged according to a predefined or
random manner, or it may be resized so as to match the size of the secondary
data. A complementary decoding method is disclosed, and a method of generating
a pseudo—random number sequence, which may be used in the steganographic and ——
decoding methods, is also disclosed. Intomat Flies

18]

7

Confidentisl
File

Data File

Mukimedia

Data 14

Key File

S

*162162*

T

*G00002*




28 APR 2003

Codes used to identify States party to the PCT on the front pages of pamphlets publishing international applications under the PC”

Albania
Armenia
Austria
Australia
Azerbaijan
Bosnia and Herzegovina
Barbados
Belgium
Burkina Faso
Bulgaria

Benm

Brazil

Belarus

Canada

Central African Republic
Congo
Switzerland
Cbte d’Ivoire
Cameroon
China

Cuba

Czech Republic
Germany
Denmark
Estonia

ES
FI
FR

FOR THE PURPOSES OF INFORMATION ONLY

Spain

Finland

France

Gabon

United Kingdom
Georgia

Ghana

Guinea

Greece

Hungary

Ireland

Israel

Iceland

Ttaly

Japan

Kenya
Kyrgyzstan
Democratic People’s
Republic of Korea
Republic of Korea
Kazakstan

Saint Lucia
Ltechtenstein

Sri Lanka

Libera

Lesotho

Lithuama
Luxembourg

Latvia

Monaco

Republic of Moldova
Madagascar

The former Yugoslav
Republic of Macedonia
Mali

Mongolia

Mauritania

Malaw)

Mexico

Niger

Netherlands

Norway

New Zealand

Potand

Portugal

Romansa

Russian Federation
Sudan

Sweden

Singapore

St
SK
SN
§SZ
TD
TG
TJ
™
TR
TT
UA
UG
us
vz
VN
YU
w

Slovenia

Slovakia

Senegal

Swaziland

Chad

Togo

Tajikistan
Turkmenistan
Turkey

Trinidad and Tobago
Ukraine

Uganda

United States of America
Uzbekistan

Viet Nam
Yugoslavia
Zimbabwe




