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FLOW CONTROL | N AN ETHERNET ARCHI TECTURE 10 TECHNI CAL FI ELD [0001] The
present iwoaBlsssoe generally relates to the field of data metmvusoksisand, nore
particularly, to a nethod and apparatus for priority based flow control
within an Ethernet network architecture. 15 BACKGROUND [0002] As conputer
t echnol ogy has evol ved, so too has the use of networks to comunicatively
coupl e comput er systens together enabling the exchange infornmation. One
exanpl e of just such a network topology is the Carrier Sense Miltiple
Accesss Wi t A MIETEODANS| ARPA RS TURAROPRIORBVB ASED HAOye€ONROL BUAN KTHRRYET cal
Layer Specification, nore comonlARGHIDRETUERE t he Et hernet standard

t opol ogy, devel oped and pronoted under the auspices of the Institute of

El ectrical and El ectronic Engineers as standard 802.3 (2000). One of the
provi sions of the Ethernet standard (802.3x) facilitates point-to-point
flow ,gontrol between two network devices. 25 [0003] Sinplistically, flow
control ifpSmitespanpm i npl enented within a nmedia access controller (MAQ)
of an Ethernet network interface of a networked device to nanage the flow
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BACKGROUND
[0002]) As computer technology has evolved, so too has the use of networks to
communicatively couple computer systems together enabling the exchange information.
One example of just such a network topology is the Carrier Sense Multiple Access with
20  Collision Detection (CSMA/CD) Access Method and Physical Layer Specification, more
commonly known as the Ethernet standard topology, developed and promoted under the
auspices of the Institute of Electrical and Electronic Engineers as standard 802.3 (2000).
One of the provisions of the Ethernet standard (802.3x) facilitates point-to-point flow
control between two network devices.
25 [0003] Simplistically, flow control is a mechanism implemented within a media access
- controller (MAC) of an Ethernet network interface of a networked device to manage the
flow of data between two full-duplex Ethernet devices (i.e., workstation, hub, switch, router,

etc.). In accordance with the Ethernet flow control mechanism of 802.3x, a device (or port)

that has reached a receive buffer threshold, a condition colloquially referred to as



2 oversubscribed, sends a control nessage instructing the transmtting
device to pause transm ssion of Ethernet traffic until further notice (or
for a setwpasisssiof tine). Once the receive buffer of thecpreser/osssy

over subscri bed device is able to accept additional content, another
control nessage may be sent to resune transm ssion of the Ethernet traffic.
In 5 alternate inplenentations, a tiner is used wherein if a receiving
device needs to continue an "off' state, another control nessage nust be
issued to maintain this state once the ti.nmer, has In this regard,
the Et her REEsysgibedoisniv? CW@\‘/%?SS%‘“S&F%’“E%medﬁ’ﬂ?ra’lnl“% ‘ieé(fcér‘? B¥S¢o as an
XON XOFF (transmt on/transmt off) schema, wherein the entire Ethernet
communi catiaesmipsiarko ftféh%@ﬁfaf%um%%}ek@ﬁlcé &%ri fera sqt gerigd ¢fdrmeyn QBFetde or

di sabl ed. 10 [00041 One of the limtations often associated with the
convent i omekeivEbhEemadithd prowostnpyassubseribet deniemis able8@ 2¢cBRt ddditionaliconthet,

mechani sm does not discrimnate between type(s) of traffic, or priorities
of traffi anotiérabnirsl, mdskegeandysbersontap oasinme uansmiiSsHﬂmoﬁtheEﬁmdictrmfﬁarm XON/ XOFF
Et hernet network interface to distinguish between different priority |levels
of Et her nafterhstafithplementatiéhs, a fimechy used whereip ifl d reediviag deviesmbets g offiifueanent
class of service, quality of service, etc.. As !s aresult, there is no

provi si on «4@ phdeOfrotHeZ SortioTRIeSRPS inuit\bR 4368 QI ha @I (BB btalore theiher haedi @
content) over non-tine sensitivé content (e.g., email content). WO

03/ 058896 b @fédU%Qa{léégggEﬁgé ggg&%& ﬂsﬁfcsmch roViddEnsGROVAY ghﬁn?}efﬂéa% get flow

control provisions of X were quateto suppor he traffic of
a typical ha i Ml popul arity of
applicati %g@\é@ﬁ&o@ﬁ% rr*"lrrmup ! cYﬁF?eodwg’%mtcegln i e{%}%m net wor k
resources, the |ack of r| ority-based f|ow cont he..Et her net
ar chi t ect FPEMUSICRHCIHRKRF Mﬁﬁ%@?l&%‘j@ Vie Fsrﬁsfﬁg‘qrﬁﬂabq%{:%rodr‘ﬁl%ﬁg a new
fl ow control nmechani sm unencunbered by t

/0 [0004] One of the limitations often associated w1th the conventional Ethernet flow control

mechanism of 802.3x is that the mechanism does not discriminate between type(s) of traffic,

or priorities of traffic. That is, there is no provision within the rudimentary XON/XOFF

Ethernet network interface to distinguish between different priority levels of Ethernet traffic,

e.g., produced by applications requiring different class of service, quality of service, etc.. As
s aresult, there is no provision to prioritize time-sensitive network content (e.g., multimedia

content) over non-time sensitive content (e.g., email content).



inherent |imtations conmonly associated with conventional Ethernet flow
control is wurgently required. Just such a solution is provided in the

di scussi owotos/ofgsbé ow. BRI EF DESCRI PTI ON OF THE DRAW NGS [ @o0AkoThsepr esent
invention is illustrated by way of exanple, and not byway of limtation,

10 in the figures of the acconpanying draw ngs in which |ike reference
nunerals refer to simlar elenents and in which: Fig. 1 is a block diagram
of an exanpl e data network incorporating an innovative flow control

mechani sm i n._accordance wt.h e teachings qf the pr inyention; Fig. 2
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i nnovative flow control agent, in accordance w th one exanple

i npl enent dewatede sunpert the Eafin el 2 APl dashnetprk. Todpy hgweyeipit de
illustration of an exanple receive buffer(s) suitable for use in

accor danc éneggasingapulpiity of epplichtensdequing waniementedrdenm ah Fenignd frommetyperks ent

invention; Fig. 4 is a graphical illustration of an exanple transmt buffer
sui t abl e fresourrss therlack2gf procity-bisad owicoftral frethp Eitlwridt yrchaswarefid wsommgtanol
mechani sm of the present invention; Fig. 5 is a graphical illustration of a

f1 ow cont n@bearzbial@ga®ivn. dadcardiigly atnewedlowsemirol hesharixahehcurnbered Syshech t o
manage certain aspects of the point-to-point comunication |ink WD

03/ 058896 iffefdnt/BRAAKRRE mntbnty dsBo@ii&] Rith b&fventEARNEIRES L ok bontePispl ed
network el ements, in accordance with one aspect of the present invention;

Fig. 615 A@pebicel ju 43h 52018 BordeiRIRIRcRLRAI A IgPNt rol message

i ncluding a control priority fti , I n accordance wth one aspect of

t he preserﬁR&EﬁE&;ﬂlﬁ bN%]FEIiH%;P]ZA\{’E‘IGg flow chart of an exanple met hod of

i npl ement iTTg tTOW COMLTOT,

[0005] The present invention is illustrated by way of example, and not by way of limitation,
/0 in the figures of the accompanying drawings in which like reference numerals refer to
similar elements and in which:
Fig. 1 is a block diagram of an example data network incorporating an imnovative
flow control mechanism in accordance with the teachings of the present invention;
Fig. 2 is a block diagram of an example network interface enhanced with an
;s innovative flow control agent, in accordance with one example implementation of the
present invention;
Fig. 3 is a graphical illustration of an example receive buffer(s) suitable for use in
accordance with the priority based flow control mechanism of the present invention;
Fig. 4 is a graphical illustration of an example transmit buffer suitable for use in
20  accordance with the priority based flow control mechanism of the present invention,
Fig. 5 is a graphical illustration of a flow control management data structure used,

for example, in a switch to manage certain aspects of the point-to-point communication link



accordance wth one aspect of the present invention; Fig. 8 is a flow chart
of an exanple nethod of throttling a subset of Ethernet traffic, in

accor dancwowistobssade aspect of the present invention; and PCg/Us92isea bl ock
di agram of an exanpl e storage nedi um eonprising a plurality of to
execut abl e i nstructions which, when executed, cause an accessing nachine to
i npl ement one or nore aspects of the enhanced network interface, in
accordance with an alternate enbodi nent of the present invention. DETAI LED

DESCRI PTI ON 15 [ 00061 The pr esent venti o ener aII directed to a
Tothod and5paPRREE BT Sy SOURSC TR Sleelif Fcoe ek WEAHE ne:
architecture. In this regard, an enhanced network interface (ENT) is
|ntroduceﬁsneﬁdtfﬂmfa‘iepww%ﬂt!opow control agent. According to one exanple

i npl enentation, the flow control agent is integrated within a nedia access
control | er (MAB. 6aa giaphigaViiiustratiast dfian gxample Edierney coniepb messagaingsding 8l . 20

[ 0007 In accordance wth one aspect of the present invention, the flow
control adewtcontranirioaitysfi¢lthan nemedance wapals dspeoy oﬁfhetplr@eﬁl‘ill\{enaom sel ectively
generates a control message denoting a priority |evel above or bel ow which
the EMsi s abl eFigd7iesfowehdrt bamesampleatdthal of implemeotiig fdw tessdde i s sent to
comuni catively coupl ed device(s) to effectively throttle WO 03/058896

PCT/ US02/ 4d&36@incOwlth BRSK8p8& 00 theQPresehit thR@AGbn,a subset of Ethernet traffic
intended for the ENI fromdevices receiving the control nessage. In this

regard, the fl Eyﬁnﬁq’{'é AQY ¢ g?f&f aneécxfaﬁﬁfe'n‘{e%éﬁ ofthrdfihg™ E\fgs&%f EeleWReRafTic,

priorities of ernet tr and sel ectlvelythrott es a nmere subset of
such traffic necessar ot he identified receive
capabi | i t)}n?)dfcoadﬁléce W’ﬁb%rfe %p%c(lgf f%?%%rs Iélt\(lzge Fn& , ENI).
Fig. 9 is a block diagram of an example storage medium comprising a plurality of
/0 executable instructions which, when executed, cause an accessing machine to implement

one or more aspects of the enhanced network interface, in accordance with an alternate

embodiment of the present invention.

DETAILED DESCRIPTION

/s [0006] The present invention is generally directed to a method and apparatus for priority
based flow control in an Ethernet architecture. In this regard, an enhanced network interface
(ENT) is introduced incorporating a flow control agent. According to one example
implementation, the flow control agent is integrated within a media access controller (MAC)
of the ENI to facilitate priority-based flow control.

20 [0007] In accordance with one aspect of the present invention, the flow control agent
monitors the receive capability of the ENI, and selectively generates a control message
denoting a priority level above or below which the ENI is able to receive Ethernet traffic.

The control message is sent to communicatively coupled device(s) to effectively throttle



[ 0008] In accordance with another aspect of the present invention, the
enhanced network interface receives content having different priority

| evel s i rvo oa/os88aismit buffer. The nedia access control | ecT(U31566 t he
ENl identifies the destination of recé& ved content, an associated flow
control priority, if any, associated with the identified destination and 10
selectively forwards only a perm ssible subset of the content destined for
a given network device based, at least in part, on the associated flow
control priority level. In this regard, the enhanced network interface
facilitat d@nsmpsionpelat lnestoysubses of Brhermgt alfioinignded fn they NS frem deyiess,

dynam cal ly invoking flow control on only a subset of such priorities.
Those ski Ir¢cgtvingihe bentrohmessagé. | Indhip regeidaths flomatontraldaeyt ¢ffestieddy | ity to i nvoke
flow control on a subset of the Ethernet is traffic (e.g., only | ower
priority tdisafilnima)es®tfrneet priatityes ofl Bdroaestrifiie, qndselectivety thettlesramadre eutsét oft he

Et hernet network by only allowing high priority data to traverse the |ink
duri ng peri@asaffiQfas e0RERASHE, irditcofdaéedilitiRAE adeatifial rebdindgipabitityt dTitige a host
specification to "one enbodi nent” or "an enbodi nent” neans that a

parti cyl amefyRik WidfacSldgICENNE or characteristic described in connection
with the 20 enbodinment 1s included in at | east one enbodi nent of the
present i ti o] gent” or
R an erpi o b wAERRRIRATES dt i e ipn, O R TRAEED ¢ Pt
necessari . |l referrin 1 he. 2 I.men 9 .

por Usoz) edise 8t bl biahe fi IR piog A TR Mo o (oot B o e,
characteristics may be ¢ jned in ar suj tabl.e nner jn one or nore
crboat mentecsEsemale B ehoehs By Reties s R Rn R RS e brihe®s [00%0)
Those skilled in the art wil] appreciate that caommunication within an

Et her net  aFociRisdillopoaitelEriary, gegoded Wik theadentifind detinglipnandy pasi s.

Thus, when di scussing o . .
10 selectively forwards only a permissible subset of the content destined for a given network

device based, at least in part, on the associated flow control priority level. In this regard, the
enhanced network interface facilitates multiple priorities of data to span an Ethernet link,
dynamically invoking flow control on only a subset of such prioritiés. Those skilled in the
art will appreciate that having the ability to invoke flow control on a subset of the Ethernet
15 traffic (e.g., only lower priority traffic) effectively enhances the perceived performance of
the Ethernet network by only allowing high priority data to traverse the link during periods
of congestion.
[0009] Reference throughout this specification to “one embodiment” or “an embodiment”
means that a particular feature, structure or characteristic described in connection with the
20  embodiment is included in at least one embodiment of the present invention. Thus,
appearances of the phrases “in one embodiment” or “in an embodiment” in various places

throughout this specification are not necessarily all referring to the same embodiment.



flow control within an Ethernet network topology, it is typically
understood as flow control between two Ethernet enabl ed network devi ces,
i.e., worwetasssegs), hub(s), switch(es), router(s), andrchado2/ksce An
exanpl e of just such a network topology is illustrated with ro reference to
Fig. 1. [ooll[ Fig. 1 illustrates a bl ock diagram of an exanpl e Ethernet
comuni cation link coupling two network devices, in accordance with the
teachi ngs of the present invention. Mre particularly, in accordance with
a first enbodi nent 100, a conputing device/network elenent 102 is coupled
to anot heFugksipore g paiigiler feARr SO RICAIres P8 Aaradteristipy weiyhe Erhignsdein ahs

comuni cation link 106. In accordance with exanple inplenentation of the
present Buitabletmanngr ipaod onmotetembodimpants ng devi ce/ net work el enents 102 and
104 are depicted conprising an enhanced network interface 120, introduced
above. In accordance with the teachings of the present invention, to be
devel oped nore fully bel ow, enhanced network interface (ENI) 120

i nt egr at e@ximbRi Pvivte Pt EMRrme Chaidiusiemicadliink 102, 104 effectively 20
establishes a point-to-polnt Ethernet conmmunication |ink between the two

devi ces Wbl arndiesighial ﬁrtﬁemwaﬂp%ﬁe thraeéofmrﬁmﬁédwaﬁ With%Add @tﬂe&g g., based

on class of service, type of SeI’VI ce, ua It of service, etc
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conputi ng eV| are In o T epresent arl ety
of Etherngt net rt su or ex

Geskt op capuEHHE i %"ft%emat Vs etk vy st o8 R e &
device (e sonal ital j st ant) a m)bl | e conmuni_cati ons '
Govi ce, - obikyr o B irga e e o erics: h&n‘é(@%‘ﬁ‘éﬁ?n@egiﬂl(é)s SYRIE swi £ ch,
router, etc.) with Ethernet networking resources. But for the integration

of the enFREEY anthadik Anczamaleof phuch 2 octaoseiopploay igHestratadiwithhel ow,

10 reference to Fig. 1.
[0o11] Fig. 1 illustrates a block diagram of an example Ethernet communication link
coupling two network devices, in accordance with the teachings of the present invention.
More particularly, in accordance with a first embodiment 100, a computing device/network
element 102 is coupled to another computing device/network element 104 through Ethernet

/s communication link 106. In accordance with example implementation of the present
invention, each of the computing device/network elements 102 and 104 are depicted
comprising an enhanced network interface 120, introduced above. In accordance with the
teachings of the present invention, to be developed more fully below, enhanced network
interface (ENI) 120 integrated within each of the network device(s) 102, 104 effectively

20  establishes a point-to-point Ethernet communication link between the two devices with a
heretofore unavailable traffic prioritization (e.g., based on class of service, type of service,

quality of service, etc.) capabilities.



each of the conputing/network elenents are intended to represent such
conventional devices as they are currently known in the art - no speci al
capabi | i twoasiodssoérom the EM 120 is required to practi ce pdraearsié ngs of
the present invention. Accordingly, the architectural io details of the
host device(s) 102, 104 need not be described further. [00131 As introduced
above, and devel oped nore fully below, EM 120 is endowed wth advanced
flow control capability to effectively establish and i ndependently nanage
different priorities of Ethernet traffic within an Ethernet comunication
link 106. ONEt ofelissdihgreing eahedl compiing dsyice/Retwiork lpmpm are mgndedyoAemiEseBl s t he
recei ve capability of each of up to a plurality rs of buffers associated
Wi t h di ffemedetvagielytod ftheprat oetivork ¢lementsknogmdn geerpst suck 8s, dorcaxamplsl 2 nessage
denoting a priority |evel above or bel ow which the EM has capacity to
recei ve cdeskieptcompwiangoplatfory, & ootebeki aepipatiesplatforon o hadthelsrdevice (g2} evel
denotes a | evel above which the receive buffers of EM 120 can receive
content. persaatdigal asdiquire)yamiobile commonieat@ns deviees, bt fidyerfa mmbeasitheororkel ow
that associated with the designated priority |evel have reached a capacity

20 t hr esh@hshgeheftIdtkick(hab GwidANG tretetd) vaflOEemhetafepesikin@fredolifed. "B@ITHE on, EM
120 is responsive to receipt of control nessages denoting a flow control

priority {eVberatidh dfthSedtaBRE GetwoM He@ 0P ENGNS0 d&RAb&IThorleTully belAs N ssi on
buffer and forwards select content fromthe transm ssion buffer to WO

03/ 058896 o RET WAB A1 Fok dGIRCard FRAREK 0B el BRALEy ioraPAices

I
part, on contr es received from e network el enent. [00151
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10 details of the host device(s) 102, 104 need not be described further.
[0013] As introduced above, and developed more fully below, ENI 120 is endowed with
advanced flow control capability to effectively establish and independently manage different
priorities of Ethernet traffic within an Ethernet communication link 106. Accordingly to one
aspect of the invention, ENI 120 monitors the receive capability of each of up to a plurality
15 of buffers associated with different content priority levels, and generates a control message
denoting a priority level above or below which the ENI has capacity to receive content.
According to one implementation, the priority level denotes a level above which the receive
buffers of ENI 120 can receive content. In such an implementation, one or more buffers at
and/or below that associated with the designated priority level have reached a capacity
20  threshold.
[0014] In accordance with another aspect of the invention, ENT 120 is responsive to receipt
of control messages denoting a flow control priority level. In this regard, ENI 120 monitors

content in a transmission buffer and forwards select content from the transmission buffer to



802. 3x, the disclosure of which is incorporated herein by reference for all
purposes. That is, if both network el enents of the point-to-point Ethernet
conmruni cawioa/okgsak are endowed w th the innovative EM 12@cTaSopnisey based
flow control may well be established 8ver the comunication |ink 106.
Alternatively, if one of the network elenments is endowed with 10 EM 120,
whil e the other elenment of the point-to-point Ethernet conmunication |ink
is populated with a conventional network interface, ENl 120 wi ||

participate in the nventi ona ow control mechanis e

! e NESRIR "PEET FREEORFL AL BT df P SBGEBEP PFSHRCOREE O He5% SR8 e . 2
illustrates a bl ock diagramof an exanple enhanced network interface (EM

i ncor por afftHg™ HEMEMachi ngs of the present invention. In accordance with
the illustrated exanple enbodinent of Fig. 2, EM 120 is depicted

conpri si niPorsl hddhoughgrobpartigilardeneted rokig. 1 d)triétod?e appresiatsdibateahansed  buf f er (s)
204, a nedia access controller 206, an encoder/decoder block 208, an

at t achmennetwiork injenface (282 1202y el be sempatibirowish IsBgcyi Btherneteinieefagef) & f ac e(s)
20 212, each coupl ed as depicted. In accordance with the teachings of the
present i maplamewrthe cdavertDali fovdepitot povsomp eiwnagedm the afovemdntiendd [GWE
control agent 214 to facilitate priority based flow control with renote
net wor kK i BOR B akedisdlossitedfl vetrithyis emdepuestedvhdréin iy irefeichye foa sl durpbseswTband, r ol
features. In the illustrated exanple inplenentation of Fig. 2, flow control

WO 03/ 058§ tPhel v bIROZ kSt thdpAteidtpodit £ttienet m:ﬁﬁnﬁmcbnmtﬂcm@erﬁeaed or nore)
nmedi a access controller(s) 206. In accordance wth such an inplenentation,

flow cont raly tﬁ&glﬁ%va%&éEmm%bn{gﬂoﬁm @&t}omnﬁwewaae%s@shshéd swee

content execute npl errent the priority-based flow control

features tcgrg,@%ﬁcs’&& B B anbARRGIP AT bAE ¢ th@n&p@kaaiémem; ik eRBRFAGHA €

however, Ow control "agen be practiced as an
! ndepe/%de%qlzg,n\%fe tge otilgreelennei\én oF hxelpg}n rJ S‘&Et @tﬁémet communication link is

populated with a conventional network interface, ENI 120 will participate in the

conventional flow control mechanism defined in 802.3x.

Example Network Interface with Priority Based Flow Control

;s [0016] Fig. 2 illustrates a block diagram of an example enhanced network interface (ENI)
incorporating the teachings of the present invention. In accordance with the illustrated
example embodiment of Fig. 2, ENI 120 is depicted comprising a host system interface 202,
one or more input/output buffer(s) 204, a media access controller 206, an encoder/decoder
block 208, an attachment unit interface 210, and one or more physical media interface(s)

20 212, each coupled as depicted. In accordance with the teachings of the present invention,
ENI 120 is depicted comprising an innovative flow control agent 214 to facilitate priority
based flow control with remote network interface(s) similarly endowed with priority-based

flow control features. In the illustrated example implementation of Fig. 2, flow control



exanpl e, an application specific integrated circuit (ASIC), a dedicated
mcro controller, and the like. In this regard, alternate inplenentations
of the flweowostsvel agent 214 are anticipated wthin thepspiusor/4msne scope
of the clainmed invention. [00171 As u9ed herein, host systeminterface 202
provides a comunication link with a host to processing system In certain
i npl enmentati ons, host systeminterface 202 provides a comunication
interface with, for exanple, applications executing on a host conputing
systemthat beneficially utilize the network conmunicat] resources of ENI
150, Ao viem 2 as icszaied wlinE GrTTD) BEOis e oA LT Ab At RACTTEAIch an
exanple inplenentation (e.g., . as a network interface card (NNC) of a
conput i ngwely sl implsmentation, dlpvsieatotrgsat 2 pnaycrgll brembodieddn seftiarg agy

t hrough host systeminterface 202 and buffered in one or nore transmt

buf f er ( s) firmyfarg cantpnifekequieshbyAC tp Gopigmenmighe piderithdpdrilowigaptralLieptares s) 204
are intended to represent any of a wide variety of nenory systens known in
the art. descdbedihetpin. oTlmse skilipd mrvbmarawilbapprdcla, hateear(that flpgvcontnatiggsie
transmt data structure(s), or queues, and receive data structure(s).

Accor di ng2 tomaywel? Be prarigpdas anpildepedemteienrent af thendieorkohterfeceisy®rqueues are
mai nt ai ned and nanaged by the MAC 206, wherein each queue is associ ated

Wi th a pagtanfpie, ah apslithedt spReifiofirtégrate€ vigduit (NSUGS), a dadicated midpecodirsltansmed nor e
fully below, flow control agent 214 of MAC 206 nonitors the receive

capaci ty g iRUCh thRGEsafE aﬁe&u@sﬁgﬁnﬁmm dItheMdw Yorlts @knf b owvereont r ol
deci sions. It WO 03/ 058896 PCIT/US02/41566 10 will be appreciated by those

ski 1 ed | e al YA B (804 S92 nfBinyekbnbe comprised of any of ‘a

nunber of A erent types of physical nenory/storage devices. [00191
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for t h/S'\I ' prro%lesesqnlg%g/]sstg]rln.p In certain implementations, host system interface 202 provides a

communication interface with, for example, applications executing on a host computing
system that beneficially utilize the network communication resources of ENT 120. As will
be discussed more fully below, in accordance with such an example implementation (€.g., as
a network interface card (NIC) of a computing system) content from such host applications
;s is received through host system interface 202 and buffered in one or more transrﬁit buffer(s)
of I/0 buffer(s) 204.
(0018] As used herein, /O buffer(s) 204 are intended to represent any of a wide variety of
memory systems known in the art. AEcording to one implementation, I/O buffer(s) 204
include transmit data structure(s), or queues, and receive data structure(s). According to one
20 example implementation, a number of receive queues are maintained and managed by the
MAC 206, wherein each queue is associated with a particular content priority level. Thus,
as will be discussed more fully below, flow control agent 214 of MAC 206 monitors the

receive capacity of such receive queues in making priority based flow control decisions. It



s wth MAC 206 in general, and flow control agent 214 in particular, such
el ements 208-212 are intended to represent any of a wide variety of such
devi ce(s)wrowsssver t he art and, as such, need not be fur tlearusdeseé bed
herein. [00201 As introduced above, n®di a access controller (MAC) 206
controls the flow of information within the network interface. In
accordance with the illustrated exanple 10 inplenentation of Fig. 2, MAC
206 is depicted conprising an innovative flow control agent 214. As will

be di scussed nore ful el ow, fl.ow contr n 4 sel ectively.

i npl enent & ‘1?13? ?Q?F?Cf%}gJo%)é‘gasefs\t‘gﬂkﬁdd‘b%ra&Itﬁ%ﬂﬁgﬂg&éb{%&“ﬂ?‘@)ﬁ 89&5? Fﬂméfsﬁ@r net
comuni cation |ink between two network devices. In this regard, flow
control agbwyy Feaugberekmany ditferanttyres of playsicahwemervitaassdaviFesont ent, and
selectively forwards only a subset of content to a coupled 15 device in
accor danc @0 t s asqgrhiernin, epcqder/éecofiered®Bi AVEA!Q sndPMbh2rase carhdnierfiediecei ved
fromthe coupled device. As used herein, the priority level can be

di ct at ed bgprexenizp@i ¢lementoof a ypicelnetworly inthtaceo Thets, baefog thein relatigrsbipved from
a host application), or enbedded within an adm nistrative section
(headen/ f eathevIAC6tithgeremhtaad tlowAmono digags 216 iopaticuipl sxhriaatensrR08-210ow
control agent 214 checks adm nistrative information of content received,

e. g., froaredftefidednb eshréreditnay bt &hideentiefy®T sashaleice@Pkmdval inahcirbgst, of - servi ce
(CoS), type-of-service (ToS), and/or a quality-of-service (QS) indication

denoting gudi h&@tinbYbed ¥BEr deddtbedh@eS such received content in a buffer
comensurate with its identified priority level. WO 03/058896

y / P : h
PCT/ US02 go}ﬁﬁGAs Hrcldg&%]a%ox'/é? gféﬁﬂ' et B corftllo(ﬂgf @gfgg gdgcc%%efs éﬁé@xﬂ@f‘: E/glr ; the

capacity receive burfers the networ e, an

dontent 1o BRNARGRRRORon RRAANE Rl uhOL Rik b bl BRRRAR0RT, O,

content froma cou ( ) . el ow, flow
control, agent 24 IoniorS |18 b S ey el b eliin® I kh QL TS Sob ol 5t 1Y
214. As will be discussed more fully below, flow control agent 214 selectively implements
priority-based flow control within a point-to-point Ethernet communication link between
two network devices. In this regard, flow control agent 214 detects a priority level
associated with content, and selectively forwards only a subset of content to a coupled
15 de\?ice in accordance with a priority level identified in a control message received from the
coupled device. As used herein, the priority level can be dictated by an application
generating the content (e.g., if received from a host application), or embedded within an
administrative section (header/footer) of the content. According to one implementation,
flow control agent 214 checks administrative information of content received, e.g., from
20 coupled network element for one or more of a class-of-service (CoS), type-of-service (ToS),

and/or a quality-of-service (QoS) indication denoting a priority level, and stores such

received content in a buffer commensurate with its identified priority level.



5 capability of each of the buffers associated with one or nore content
priority levels. Once a buffer has reached a particular threshold, flow
control awen/2dd6 generates a control nmessage denoting treTmwSopnisey | evel
above which content can still be receitved. |ssuance of the control nessage
with the priority level information causes an appropriately endowed
receiving network interface to throttle traffic having a priority |evel

bel ow t hat which has been to denoted in the control nessage. According to
one inplenmentation, the network device receiving the control nessage
pauses tr P Bidditiops o genirol agest ¢ Ifgmenifars e caRpCite oecqies biffers ofdhe V\:hl chis
denoted in the control nessage until a subsequent control nessage is

recei ved neryarkigicrasee pidnalstively senreatesoind issues qoRsolgnessige(s) & thitilori ty | evel .
As indicated above, in alternate inplenentations, a tinmer may well be used
wherei n comsmissoatafepntansoun acewplabievicehAa wilbbh devslaped swsptutigbdlops flowi t y

| evel may resune after a particular period of tine (either pre-determ ned,
or denot edoniot #gent 2 Hemomwes the deceortbniférs tEEOdmékrs tb mdenhifyshe egaivel, 1 ow
control agent 214 effectively inplenents a priority-based flow contro
mechani s meapabilipr af\dactgofithe bpkisrs edsvdsled ahohé yr mod coarabpriorty leadls.t Ofceld her net
network. 20 Exanple Data Structure(s) [00221 Turning to Fig. 3 a graphical

repr esent giffe@Madicacted h§aticufr HEHEH, Qdw adhtY agaat 214 ?amrtéé ARk Qa3 S
presented. In accordance with the iilustrated exanple of Fig. 3, nenory

syst em 30Qe, ﬁn%ﬁx@ éﬁbﬁg, IEATRbSI M cRcoRt et &l kit tRfredeReR] YudMe b Bhe BIRMES 302,
304 and WO 03/058 CT/ USO02/ 41566 12 306.. According to one exanple

| npl ement Fffe&sQ Sln Eﬂ%ﬁ:rfa?l?fﬁ%l it ﬂfohg%&seg %rg Jpﬁ%élrg{ey erRBG/RH recéibi

effective es eac ers S recelve bu fers to

K d h th
L achi ngs TBroTu TR ﬁﬁ@ﬁ?ﬁ”ﬁ%ﬂﬁr%ﬁ eplFEHERNES b area wi i

content of a |s arate priority level, e. iorjity | evel
/0 denote e controlpmessage >1{\ccord1ng to on€ 1mp1£mentat10nythe network device

receiving the control message pauses transmission of traffic having a priority level below
that which is denoted in the control message until a subsequent control message is received
modifying/eliminating the hold for the particular priority level. As indicated above, in
alternate implementations, a timer may well be used wherein communication associated

/s withan otherv;ise suspended priority level may resume after a particular period of time
(either pre-determined, or denoted within the received control message). In this regard, flow
control agent 214 effectively implements a priority-based flow control mechanism,

improving the perceived capacity and capability of the Ethernet network.

20  Example Data Structure(s)

[0022] Turning to Fig. 3 a graphical representation of at least a subset of an example
memory system 300 is presented. In accordance with the illustrated example of Fig. 3,

memory system 300 is depicted comprising a plurality of receive buffer queues 302, 304 and



5 1 content, priority level 2 content, through priority |level N content
(where N denotes the nunber of priority |levels supported by the interface
or the cowouwaiosssbé on protocol). As introduced above, eaclrcafusotreisbaf fer
gueues 302, 304 and 306 may well be ciBnprised of a nunber of nmenory
devices. Alternatively, each of the different buffers may nerely occupy

di sparate space of a single nenory device. Moreover, although illustrated
as roughly the 10 sanme size, those skilled in the art will appreciate that
in certain inplementations it may be advantageous to prioritize one |evel
of traffi d06vArcoagiog keene @h@pkﬁ/agmpieﬁlemtlerhofitm Brep@y nyantiqnyJpw serf@dge t o
provide the higher priority level with nore nenory and a higher threshold,
whi | e | owei4 pffeativelyyseseaneh of the buffdrs deaBed 306 9s raveive byffern tly tseeive ¢ovigat buf f er
threshold. is [00231 As will be devel oped nore fully bel ow, each of the

buf f er qudwesa BOdte BO¥orknttv3e6In @mrerdameketh the teactangshnf deipobsdnt inventi808. As
used herein, flow control agent 214 nonitors the content (e.g., 310, 312,
etc.) W trach efabdibuffers Basdoufafed mathIDAtenBilh dispafate privdityieeel, 896 Pricritptiemst ‘
reaches and/ or exceeds the threshold 308, flow control agent 214 generates
a control | FREsEAGRCEIENSI NdoftérR, BFduh biidrity evel Nashiest @hee Nitdoidshige buf f er
whi ch has reached the 20 threshold 308. A receiving network device

i mpl ement inngpLh ptrr%ﬁmboasss@ﬁo&apoynh@ﬁ@éﬁace blnme e&mfmnmtkdn prB@po1p Ugpend

transm ssion of contént having a priority level at or belowthe opriority

| evel de”?@fdgiuk@ 436e ¢ g&%t‘{ﬁcdb\g%ﬁhﬁ es 352 308 nd Y A VaPBOGrlrled/sP2/ 41566

13 [ 0024] provides a gr ustration of a transm ssion queue
ooy on 20 GAIET L A0B PR RO el el O
Fo 4. gRa slon i 400 L Gep chod comL sl b B BB 0T
of Confoentsame size, those skilled in the art will appreciate that i in certain implementations it may be
advantageous to prioritize one level of traffic over another. One way in which this may be
implemented is to provide the higher priority level with more memory and a higher
threshold, while lower priority levels are allocated less memory and/or a lower buffer
threshold.
;s [0023] As will be developed more fully below, each of the buffer queues 302, 304 and 306
are marked with a threshold line 308. As used herein, flow control agent 214 monitors the
content (e.g., 310, 312, etc.) within each of the buffers 302, 304, 306, and when such content
reaches and/or exceeds the threshold 308, flow control agent 214 generates a control
message denoting the priority level associated with the buffer which has reached the
20  threshold 308. A receiving network device implementing the teachings of the present

invention will then suspend transmission of content having a priority level at or below the

priority level denoted in the received control message.



s According to one exanple inplenentation, each of the entries 402
represents a plurality of content having a simlar priority level. It is
to be appweaisasssdst hat the nunber of transmt and recei vecqueoesisaeed not
be the sane. In one exanple inplenmentstion, flow control agent 214 may
wel | inplement a nunber of transmt queues to facilitate precise flow
control as enabled by a receiving network elenent, while inplenenting two
receive buffers, one for to high and another for low priority traffic. That
is, the nunber_ of transmt %Eeueﬁ and recei ve .queues a ian Fndent of
one anot h&p24] [ Bgotproxidesa praphicald EYsLiaByES A HHAREMISHON UeHs 10, suit ‘gof wolk
control agent 214 receives a control pnessage denoting a priority |evel of
four (4), acprdandsivwith b teschinsneldhe presenb Ry sntod. xaserdanesdv tihe plustrited or ity

| evel at or below priority level four (4) 404 will be suspended, while 15
t ransni ssexampdd impdevnentationrof Efg A EansmE6ion 4Ei 48P ésodapicted qommaising ¢ Plusyldy s
above four (4), i.e., priority level five (5 and above, can continue.

[ 0026] Fi gf erfirids %02, wheaaghicac enttylisissso@ttedwitiof datagrerdoph etrgaam afeontsnt. dat a
structure 500, suitable for use in accordance wth the teachings of the
present i p¢esttingko oduxempkrimpteeatakiyn, eadhi af th&ergnespli2gepresenislalphstlitaoé€s an
exanpl e managenent data structure 500 used by a network 20 interface

i mpl enent ate® hinang 4 YinbRs gdorfith Gvel anisto be wpprériared thapthe nalebéregsransmie. , over
multiple point-to-point Ethernet communication |inks. As shown, the

exanpl e g?ﬁt?filg?gé" ueflad Reed Sibt BECthe! End AR ohd&taHpeSindlerh@RdtionafI 6@ Sdritfodt | on

identifi 502, a flow control priority field 504 and a nunber of
O s e IR b Pt BnRb PRt gl o Mt
I R e o R e
agent 120 14 hlsglfll%g grgostherll%cl);[ lio&)ll pei\"io(l;i(t)y tra 12:.C ;it (l)sr,] th%%ru'%n%el( (i)f tg'\a'ném}/t\/iquguelsJ gn& f2célve
queues are independent of one another.
(0025] As will be developed more fully below, if a flow control agent 214 receives a control
message denoting a priority level of four (4), transmission of content in entries associated
with a priority level at or below priority level four (4) 404 will be suspended, while
;s transmission of content in entries 406 associated with priority levels above four (4), i€,
priority level five (5) and above, can continue.
[0026) Fig. 5 is a graphical illustration of an example management data structure 500,
suitable for use in accordance with the teachings of the present invention. More particularly,
Fig. 5 graphically illustrates an example management data structure 500 used by a network
20 interface implementing priority-based flow control with multiple devices, i.e., over multiple
point-to-point Ethernet communication links. As shown, the example management data
structure 500 includes at least a destination identifier field 502, a flow control priority field

504 and a number of entries 506 associated with the number of active point-to-point



commensur ate nunber of active point-to-point conmunication links). It wll
be appreciated 5 that in the case where each port of such a network device
has a dedwoaBmdssbé ow control agent 214, e.g., within a dediTomieds\C 206,
such a data structure may not be requi4«ed. [00271 As used herein, the
destination identifier field is used to uniquely identify the

comuni cation link and/or the renote network el enment coupl ed through the
comunication link. In this regard it may be a hard-coded port val ue,

d |1 d d |
{1 ow cont OB | TR S8R € S FTRR b B P L TNl B0 Tt

priority |l evel associated V\Athth nmuni catj o As shown,
e Lai n’ oMY Hell R EPPlEgBs Mabmtoy I GhLE G BHIeh et PIgie
accordance with one exanple |rrpl errent ation of the present invention, flow
cont r ol aa@wcomodag@lt@éﬁﬁmppm BullpleFoNIRIRaLoN BT R » PR dPARe that rely on
t he conventional Xon/ Xoff flow control schene, as 15 depicted. [00281 Wth
r ef er encecammesyratenuraher ek 2ative eoiBbIRt R Cﬁ@@ﬁ@g@“@&kﬂé{(s%t uel be epnreciated
graphically illustrated. In accordance with the illustrated exanple of
Fig. 6; ctmtinohe creswhgre edelt pogt efisuctcOaetiverkdispice hasla desiiqatdddlongcamtrol agent

adm ni strative section 602 including at | east a subset of datagram source
i nf or mat i o, kigelvdthO4 dediesdd MAD 206, such adatmtsiroctufei redychad 06 reqair¢d/ pe/ | engt h
field 20 608 and a flow control priority level field 610. As used herein,

t he admi njosi7f ahk uedingfein, GRZdestimayioneichtifie firidio dbeidtouRiqaelh édeaefy tha f ooter, or
sone ot her subset of the datagram [00291 The source information field 604

denotes t b&nﬁgﬁfzﬁﬁ)nq{nktah@ogﬁk@&lﬁ&ghc%kﬂ 8ethbiR co&d 4 h ek doRfneurgl@tfieh es t he
ultimate destination of the datagram The type/length field 608 WO

03/ 058896 ;(CT, gﬁg%épgr P Amaylte a‘j&P@E&Edthﬁtvaﬁlgedﬁ%ﬁﬂfl@ﬁbda@edqfntﬂ Do r ol

nmessage type, I ndi cation as size of the datagram

I'n accordapce whlh.the § 83GRL"IRe Alw LBG wsmtﬁewsf@m LR to L36e PEIRRKE LY

flow control priority level associated with the particular communication link. As shown,
certain of the entries 506 denote a flow-control priority level. In accordance with one
example implementation of the present invention, flow control agent 214 is compatible with
legacy network interface that rely on the conventional Xon/Xoff flow control scheme, as
;s depicted.
[0028] With reference to Fig. 6, an example control message data structure is graphically
illustrated. In accordance with the illustrated example of Fig. 6, control message datagram
600 is depicted comprising an administrative section 602 including at least a subset of
datagram source information field 604, destination information field 606, a type/length field
20 608 and a flow control priority level field 610. As used herein, the administrative info 602
may well be embodied in a header, a footer, or some other subset of the datagram.
(0029] The source information field 604 denotes the source of the datagram, while the

destination info denotes the ultimate destination of the datagram. The type/length field 608



| evel field 610 denotes the flow control priority provisions inplenented on
a per-link basis. According to certain inplenentations, control nessages
600 are eWwbDacissses on a per-link basis 5 and, in this regaca/usobreisté ow
control priority level 610 nerely dentstes the flow control provisions of
the link. Alternate inplenmentations are envisioned wherein the priority

|l evel information is used across nultiple point-to-point |inks

comuni catively coupling a content source 102 with a content destination

104. Those skil|l inthe art. wll p reci ate accordance with one
or ore.; ABPLHUHE DT S oh s Sagsi@a’ i Hipvdsnefordttonrs a e
present |r1ve?]f[]f1 control nessage. 6 A be used to enable .
conmuni catFoM %gat%grargl %?FCB’H*‘BW Yigh EWW‘%%S Of(ﬂ}i‘es%{ﬁsieé‘t EsERHoN REPTHYf or a
given priority level (s), and/or refresh a disable of communication for a
gi ven pri EreltfiFld @@é16(1%tfs the flow coppielpriprity pravisieat Hamieraentedona aer-linkasis.
automatically enable a previously disabled priority level). is Exanple
Qper at i onAgiRIdingrst eerteintinpleateniaioBn Forne rrwgsagqstﬁo@@tﬁ:@f&ctlmompeﬂdvﬁr\a@sxs

envi ronment and architectural elenents of the present invention, above,

at t ent 5 onands imtbwregard ¢heeflbw corfiod priority davel @10 mtrelyeienotamthex‘kawpdoatrol

i npl ementation of the priority-based flow control nmechanismis presented in
gr eat er dpifoaislons ofthe lislasalerhatelimpleineathiians aredittisivaied ihgicithe @riorityheelret hods
of Figs. 7 and 8 will be devel oped 20 with continued references to Figs.

1-6, as apmpraafibris fsedNRARE RRIGHES poiht tol oidt AnREcoMRRIMEARER colipidle of ddgtent
teachings of Figs. 7 and 8 may well be inplenented in alternate network

ar chi t ect g8/ 1@9%&&%@1&@9&%}4&%@ @lﬁaée@m@@mfthemtRma?@e&ét& u@pg scope of
the present invention. W 03/058896 PCT/US02/41566 16 [00311 Fig. 7 is a

f1 ow char L gfsan AR & oL HAeAEn LR BFRRLHG .0 RPEEAl of e

accor dance V\At one aspect present ventl on. accordance with the

il USt b at Sr%sent invention, control message 600 may well be used to enable communication for a

given priority level(s), disable communication for a given priority level(s), and/or refresh a
disable of communication for a given priority level(s) (i.e., when a timer mechanism is used

to automatically enable a previously disabled priority level).

15 Example Operation and Implementation

[0030] Having introduced the operating environment and architectural elements of the
present invention, above, attention is now directed to Figs. 7 and 8, wherein an example
implementation of the priority-based flow control mechanism is presented in greater detail.
For ease of illustration, and not limitation, the methods of Figs. 7 and 8 will be developed
20 with continued references to Figs. 1-6, as appropriate. Nonetheless, it is to be apéreciate
that the teachings of Figs. 7 and 8 may well be implemented in alternate network
architectures/configurations without deviating from the spirit and scope of the present

invention.



exanpl e inplenentation of Fig. 7, the nethod 700 begins with block 702 by
identifying a receive capacity/capability of a network interface. In

accor dancwovastosssvhie t eachi ngs of the 5 present invention, pdrasozersss ol

agent 214 scans each of a plurality ofé receive buffers 302, 304, 306 to
determ ne whether the content in the buffer(s) has reached/ exceeded a
threshold 308, block 704. As introduced above, each of the buffers 302,
304, 306 is associated with a disparate content priority level. [00321 If,
in block 704, that t he buffer | oad has not exceeded a threshold 308,

networ k 1003hikigshis@ flow gt of 3R examiple EISWPQHF ingRierpenting dom oAtk Bin t he renot e
network device, as flow control agent 214 continues to nonitor the receive
capaci ty ¥§¥dancsrath aerrpeshetihepresaienvention: il geooedaaceswitthielillustratgdeshol d i n
one of the buffers is reached. [0033] If the threshold of a buffer is
reached ttremplegmplsentition afiBig. W thimethod RO g instveitteblnck T02ebyfilowifigiogtr ol

agent 214 identifies the priority level that is oversubscribed. In this
regard, iesecivd epagoriapdiiliygdane@bk intkefate. f inescatiarch woth thdieachirgsiol ene
buffer(s) 302, 304, 306 has reached the threshold 308, and generates a
contro} nessagevéafidndiovotomml hdwt Prd wans each eleplutality elresstve WffeReloow whi ch

i s oversubscribed, block 710. In accordance with one inplenentation, the

priority icaysde td@@%ﬁﬁetvﬂﬁtﬂeﬁﬁﬁ|coﬁ%ntalﬁld16ttﬁff@1\6/s)VH3k gdachdagextécavd smaéslh@lh agent
214 is suspending transmssion. In alternate inplenentations, the flow

control p3dsoplotly 7042VA] indedele8 dbd R, dakRbrthe BufidiQ 303, @4 Uit %so&ﬁéé@qﬁaﬁoo my

wel | denote a content priority | evel above which is oversubscribed,
control nagebACeRatb B Gl Ees00 pcr 32,82}"‘3%25 e evel denoted n the
oot kBT 0 4T 0O R S e L
gener % edmt%(r) e eﬁiows continue content to be received from the remote network device, as flow
control agent 214 continues to monitor the receive capacity associated with each of the
priority levels until a threshold in one of the buffers is reached.
[0033] Ifthe threshold of a buffer is reached the process continues with block 708 wherein
the flow control agent 214 identifies the priority level that is oversubscribed. In this regard,
15 flow control agent 214 identifies which of the receive buffer(s) 302, 304, 306 has reached
the threshold 308, and generates a control message 600 denoting the priority level 610 above
or below which is oversubscribed, block 710. In accordance with one implementation, the
priority level denotes the level at and below which the flow control agent 214 is suspending
transmission. In alternate implementations, the flow control priority level denoted in field
20 610 of a control message 600 may well denote a content priority level above which is

oversubscribed, suspending transmission of content at and above the level denoted in the

control message 600.



message 600 denoting a flow control priority level 610 to a network el enent
coupled through the point-to-point Ethernet conmunication |ink. According
to one exwopBes®msé npl enent ati on, once the control nessage PeOUSoasISbeen

i ssued, flow control agent 214 nonitors the capacity of buffer(s)
associated wwth a priority level denoted in the generated control nessage
600 and issues a revised control conmand Wnen the buffer associated with
the priority |level becones available (i.e., falls below the threshold 308),
bl ock 714. The process then continues vvlth bl ock 706. io [0035] Turning to
Fig. 8, alopispwindtienkt?13fllogrcoakrahgsient Hdtissues the cartiobmessaggyoQ) ointhsenetwprk
Ethernet traffic is presented, in accordance with one aspect of the present
i nvent i ondedice(s)adbre panodany, tﬂhwtdwtrbll dgastt21 4 trosnessdhp eneratgd emernt at i on of
Fig. 8, the process begins with block 802 wherein the network interface
recei ves messapd 600l demetiradg o0 QOntfal prvaEtyrliersbs 8 toratenwosrk eleieneadupizdupl ed

t hrough a point-to-point Ethernet comrunication link (e.g., 106). is In
accor danc gwryvghRh@ptantes Pk Ethicfidk esmmuaicin linkh&cdadihg @ ofRsgagR 600 is
routed to a nedia access controller 206 of the receiving network

interf @Celmﬂlﬁn&ﬁﬁﬂfnd@t{&@hé"éc;nﬂof Ressad EAPHaH I&n M subd) F1oR @96BE agevAR i ON, a
fl ow control agent 214 inplemented Within the network interface determ nes

whet her the ¢ @Fftﬂe%ggoeg%gg@f[f%gg ﬁs@&%ﬁé?%hﬂ @wm'en&ea 8 thi Yenerated

i nformation, ock | ow ont agent 214 does not

| dentify @orRIroll B{eksta Jid%)v d gs ﬁ@ég%&%ergoﬁ%ﬁl' Vylﬁgx thé Qlﬁtf ogﬁﬁ:ﬁ%& 600,

t he process con 28 Wi el n oW con agent 214

the.poi nt HeERER0EY %%@%%s %'&%* R f?r%'gf 2138 Helry. in
accor dancer W t rtlh tnhC%m(I:r?ré;/%rllt Ib?ocﬂ'?OEt hernet flow control nechani sm of
802 3x.  brocess the u
10 [0035] Turning to Fig. 8, a flow chart of an example method of throttling a subset of
Ethernet traffic is presented, in accordance with one aspect of the present invention. In
accordance with the illustrated example implementation of Fig. 8, the process begins with
block 802 wherein the network interface receives a control message 600 from a remote
network element coupled through a point-to-point Ethernet communication link (e.g., 106).
;5 In accordance with one example implementation, the control message 600 is routed to a
media access controller 206 of the receiving network interface. In accordance with the
teachings of the present invention, a flow control agent 214 implemented within the network
interface determines whether the control message 600 includes flow control priority
information, block 804.
20 [0036] If flow control agent 214 does not identify a priority level field 610 in the received

control message 600, the process continues with block 806 wherein the flow control agent

214 throttles transmission of all content within the transmission buffer 400 on the point-to-



[0037] If, however, flow control agent 214 identifies a priority |evel
field 610 in the received control nessage 600, flow control agent 214

t hrot t | eswormsmnsssvesi on of an s appropriate subset of the trotralSozerseent
within the transm ssion buffer 400, bisock 808, in accordance with the
priority-based flow control features of the present invention. As

descri bed above, if flow control agent 214 receives a control nessage 600
including a priority level field 610 populated with an indication that
priority level(s) four (4) and bel ow are oversu i bed, flow control agent
214 mer el ol ﬁrfégsswe?n@amfﬁﬁﬁs& 1?3%%%”%’&1°8%‘ﬁ§“‘?‘3’%‘&9“§8@ of content
406 of the transm ssion buffer 400, representing that content having a
priority mechapispf\#9283Kat which is oversubscribed. Alternate Embodi ment(s)
15 [0038] Fig. 9 is a block diagram of an_exanpl e storage nedi um conpri sing
a pl ural i t09370f If, keweeren, pweontiekagent 2l bilgntificsapriagielevebdstdt Kin theause an
accessing nmachine to inplenment one or nore aspects of the innovative
priority- asieed ¢dntwl messagofOO0rBewanntsrhagént 2hé thyetdesimnsmissipaf Bdn. I n this
regard, storage nedium 900 includes content for inplenenting an enhanced
net wor k i appesfratesub@d ofittehotal dontent withia skectrdnks mwsioo bu ffed 400eblock 38, iscal abl e
network 20 interface 200 of the present invention, in accordance with an

al t er nat e ;@aRRdi®IR tRefpriockiey-bREd fentontrol éntiresof thOf3Snt invedtioa. dascri ption
above, for the purposes of explanation, nunmerous specific details are set

forth in qedRbed @F%,wﬁ&l@c@mﬁdmg@ugm 1406l0¢s5t RREbNGestigeld00 IR

invention. It w be WD 03/ 058896 PCT/ US02/41566 19 apparent, however, to

one skill ﬁﬂmjit@ lé\QFﬁ?i:ﬁtg 1 g E?glfl%tg@wiﬁﬁ &R RldicatiBy 8RE ity B elfS fﬁ\frw An@@elown t hout

sone of these”speci n ot her instances, well-known structures

and devi CqR ov‘?elrrsgbssc’rr}ﬁ)é’éfl ﬂioQ/ C%H?glkaggﬁtaz% %&JIQ b¥%horizes the continued transmission by

10 MAC 206 of content 406 of the transmission buffer 400, representing that content having a

priority level above that which is oversubscribed.

Alternate Embodiment(s)

/s [0038] Fig. 9 is a block diagram of an example storage medium comprising a plurality of
executable instructions which, when executed, cause an accessing machine to implement
one or more aspects of the innovative priority-based flow control mechanism of the present
invention. In this regard, storage medium 900 includes content for implementing an
enhanced network interface 120 with priority based flow control features. scalable network

20 interface 200 of the present invention, in accordance with an alternate embodiment of the
present invention.

[0039] In the description above, for the purposes .of explanation, numerous specific details

are set forth in order to provide a thorough understanding of the present invention. It will be



[ 0040] The present invention includes various steps. The steps of the
present invention may 5 be perforned by hardware conponents, such as those
shown i n Wiogs/ssssd, or may be enbodi ed i n machi ne- execut @clrassomstseact i ons,
whi ch may be used to cause a general -19pur pose or speci al - pur pose processor
or logic circuits programmed with the instructions to performthe steps.
Alternatively, the steps may be perforned by a conbination of hardware and
sof tware. Moreover, although the invention has been described in the

context of a eo.network internface device, those.skilled in the.art wll
appr eci at %ppfafﬁ’g hQYEWT {3 LS F%ﬁ\%‘ﬁnﬁ}}e %rrg@%t e Pﬁes%lg R ETRTRY ?enp ARy e%f number
of alternatg enbodi ﬂ%nts such as, {or exan%ll e, ilgée%rat ed vm'thcf'(P a
conput i ng VBt same ghiesespeeitigydetinls, inother dngianets, welldaWRSiucas and devices

i npl ementations as wel] as the wired environnent described herein. [0041]
The pr esedt showithlesk dikgiye ffbyi ded as a conputer program product which
may 15 include a nachi ne-readabl e nmedi um havi ng stored thereon

i nstruct i B9 whireceseal/InkRNtiQE diFludes vaiaug SRS aTl@égﬁ@epéshe(pmse@tlweeﬂtl@} ®2Y roni c
devices) to performa process according to the present invention. The
machi ne- r bapafirmedrbyihardwangycompenante sudhas those shown|in figse b5t o, m$y kgppy :
di skettes, optical disks, CD-ROMs, and magneto-optical disks, ROV, RAMs,
EPROVE, EnBitddbin mmbinetexequtabhd instalctions; dbichimaydle usedrioroppseor geneabr t ype of
medi a / machine 20 readabl e nedium suitable for storing electronic

i nstructi pipose\spiaburpobeprdtasair logidwirnits progrmyne with the idaweionaded as a
conput er program product, wherein the program nmay be transferred froma

rendt e CORRYaItht Qteps. ARGHBETdIY InENER AL belpkrvmyedty LRindoigdtdn 3F Bari¥re
03/ 058896 PCT/ USOZ/elZS1566 20 %n‘oodfﬁe&d a?ln tf?érbarri ery wave or ot her

propagat Qg&: %a&@“ MbRofer CAMBHEN R brdvaRidn HY bé&r dbseritiRd ifTdRBAek: JTgt wor K
connection). ny of the nmethods are described in their nost basic form but
steps gan na%o?}gg%gfaseode%ce, those skilled in the art will appreciate that such functionality may
well be embodied in any of number of alternate embodiments such as, for example,
integrated within a computing device, and is readily adapted to wireless Ethernet
implementations as well as the wired environment described herein.
[0041] The present invention may be provided as a computer program product which may
;s include a machine-readable medium having stored thereon instructions which may be used
to program a computer (or other electronic devices) to perform a process according to the
present invention. The machine-readable medium may include, but is not limited to, floppy
diskettes, optical disks, CD-ROMs, and magneto-optical disks, ROMs, RAMs, EPROMs,
EEPROM s, magnet or optical cards, flash memory, or other type of media / machine-
20 readable medium suitable for storing electronic instructions. Moreover, the present

invention may also be downloaded as a computer program product, wherein the program

may be transferred from a remote computer to a requesting computer by way of data signals



del eted fromany of the nmethods and informati on can be added or subtracted
fromany of the 5 described nessages w thout departing fromthe basic
scope of wbaesjpssssent invention. For exanple, in one enbodiPeEniSoz4ssangl e
receive buffer is enployed utilizing Wi fferent threshold set points, which
woul d effectively distinguish the different levels of priority flow
control. As an exanple, if 50% of the single que is full, send a flow
control nessage with value 4 (half way point, i.e. high and low traffic),
at 75% ful | end a nessage mﬁh% value. 2, etc. It ro will be arent to
those. ski PRRIGdnararTies bvayoi Ot el Ao ReERIORARCCIH: e o tint it (ER | ons
can be made. The particul ar, enbodi nents are not provided to limt the

i nvent i onMBgem pHnCtYPIk eonpgatienk t . The scope of the present invention is not
to be determ ned by the specific exanples provided above but only by the
cl ai ms beMawy ofAbe 0Bt ives gwsicrrribed)guhein mpetehasip fornThydsigss cayhgtadiled ©loai ned i s:
1. A nmethod conprising: 5 identifying a receive capability associated with
one or nodeetpd fromiany of theaheghasks anEinfimation tandfefadded arsubtrantedforri anjeofitbe; and
generating a control nessage including a flow control priority |level, the
f | ow cent dgkribgdrmessigey withvel depatiog fromg theleasicdeoyie dfitieoprpsenomivényione¥ed above
or bel ow which the network device hasthe ability to receive Ethernet
traffic. &Qmple, M oitdnitbdane®nding receivl baiffer it endplyyed afilifiogiffefenn@ireshold
transmtting the generated control nmessage to a commrunicatively coupl ed

network  eeybing, wihBRMRDETaEAY BititfuishiBe dieRheledls 60RIITRY oM Tomas t he
comuni catively coupled network device acts in accordance with the

recei ved gooh ERImJTBIFRIE of heSHBRANE iPrAURACE B control message with value 4

(half way point, i.e. high and low traffic), ét 75% full, send a message with value 2, etc. It
10 will be apparent to those skilled in the art that many further modifications and adaptations

can be made. The particular embodiments are not provided to limit the invention but to

illustrate it. The scope of the present invention is not to be determined by the specific

examples provided above but only by the claims below.



Et hernet traffic. is 3. A nethod according to claim 1, wherein identifying
conprises: determ ning avail able buffer capacity for each of a plurality of
buffers aweasioatsed with a commensurate plurality of Ethemraarusoe/imoéty

| evels. 4. A nethod according to claith 3, wherein the avail able buffer
capacity associated wth a particular Ethernet priority |level denotes the
ability of the buffer to receive 20 additional Ethernet traffic of that
priority level. 5. A nmethod according to claim3, wherein the buffer for
each priority |level is conprised of one or nore nenory device(s). WO

03/ 058896 S02/ 41566 22 6. A method according to claim3, wherein the
buffers associated with each of the priority levels are virtual buffers

i mpl enented wi thin._a,co n physical buffer. 7. A nethod according to
claim 3, mherepﬁwpﬁéhﬁgﬁggated control nmessage 5 includes an indication of
the priority | evel above which a receive buffer has avail able capacity to
recei ve Ethern tmétﬁgcf(ffd;mrgfngan associ ated priority level. 8. A method
according to claim?7, erei'n a receiving network device initiates a pause
in transmssio f [ i . (o] : I | ow t hat

i ndi cat'ed in thwggt#fggég\%g%?%eo%% %{leyﬁaéggégcg%l%&%.&% 0&% lh%ﬁ%%‘}ggro ing to
claim1l, erein generating,a, contrql nessage conprises: generating an

Et her net ebfra%ﬁrc} ea[nthqu&ﬂ/ﬁ& aétlgpri ority field, the priority field

denoting the flow control priority |evel. .
g generating a contrﬁ message)llnclud\llng a flow control priority level, the flow control

priority level denoting the identified priority level above or below which the network device
has the ability to receive Ethernet traffic.
0 2. A method according to claim 1, further comprising:
transmitting the generated control message to a communicati-vely coupled network
device, whereupon receipt of the generated control message the communicatively coupled
network device acts in accordance with the received control message to suspend a subset of
Ethernet traffic.
15 3. A method according to claim 1, wherein identifying comprises:
determining available buffer capacity for each of a plurality of buffers associated
with a commensurate plurality of Ethernet priority levels.
4, A method according to claim 3, wherein the available buffer capacity associated
with a panicular. Ethernet priority level denotes the ability of the buffer to receive
20 additional Ethernet traffic of that priority level.
5. A method according to claim 3, wherein the buffer for each priority level is

comprised of one or more memory device(s).



10. A method according to claim9, wherein the priority field is included
in a header 15 portion of the Ethernet control packet. 11. A nethod
accor di ngwoo3obssoen 1, further conprising: receiving Ethemroatushe/afsceé c;
identifying a priority |level associatz2d with each packet of received

Et hernet traffic; and 20 forwardi ng each received packet to a receive
buffer based, at least in part, on the identified priority |evel
associated with the Ethernet packet. 12. A nethod according to claim 11,
further conprising

. VO 03/,058(?96 PCT/ US02/ 41566 3 nmonitoring t hé ecei ve
capability 8f buff er DEHOS3E5oL ‘B%It%%ﬁ‘ b YOGt ﬁlé‘?f‘ffﬁ EEsepipted g ko b
Et hernet traffic; and .issuing cont [)ol nessages, as. necessary, to throttle
transmission of 4 Prig5bt levels s yituabbuffers implsmranted within @ commea phydeshce wi t h
the identified receive capability associated with the one s or nore
priority |evels.baffer A nethod according to claim 12, wherein throttling
transm ssion of a subset of Ethernet traffic conprises tenporarily
suspendi ng r ansni $simgthodfacednéing tsheiam Hiwherithibe generatedifdntrol fnegsage set peri od
of time and/or until another control nessage is received denoting that
transni ssi on of inkkidsudseticationkifhier pretrity leaélfaboverslyich e seoewe buffér thd. A net hod
conprising: receiving a control nessage denoting a flow control priority
| evel from a net uwilkble dapactigto @txivd Fvheimtd tiaffic bf @NSsHcisedogridrivy lehel. net wor k
device of a subset of Ethernet traffic having a
8. A method according to claim 7, wherein a receiving network device initiates
a pause in transmission of Ethernet traffic having a priority level below that
indicated in the received control message.
10 9. A method according to claim 1, wherein generating a control message
comprises:
generating an Ethernet control packet including a priority field, the priority field
denoting the flow control priority level
10. A method according to claim 9, wherein the priority field is included in a header
I portion of the Ethernet control packet.
11 A method according to claim 1, further comprising:
receiving Ethernet traffic;
identifying a priority level associated with each packet of received Ethernet traffic;,
and
20 forwarding each received packet to a receive buffer based, at least in part, on the

identified priority level associated with the Ethernet packet.

12. A method according to claim 11, further comprising:



priority |evel above or below that denoted in the received control nessage.
I's 15. A nethod according to claim 14, wherein the flow control priority

| evel dermwDas/osssopriority |evel associated with a subset eCTAiSZH#1764
traffic above which the issuing netwsrk device has a receive capability.
16. A nethod according to claim14, wherein the control nessage is an

Et hernet control nessage. 20 17. A nethod according to claim 16, further
conprising: analyzing a header of the received Ethernet control nessage to
identify a flow cantrol priority.leyel. . 18. A 1d. ac ding.to claim
14, wherein tH?Qj’tltPr‘%ﬁletf?‘%hV§rﬁaB%‘¥‘8H Ogﬁ‘h%ﬁf? %58%913‘5%%”33136‘3’8@8%6 @%%‘ S02/ 41566
24 suspendi ng transm ssion of a subset of Ethernet traffic having a
priority lpesler! Bhiradhtraffit ard ow control priority | evel denoted in the

recei ved control message until a subsequent control nessage is recejved
denoting an ab$suingEoBitolResFagss:i 4 GCIsetaib FKERNG E@SWS%%%&%H@“"% set of
Et hernet traffic. 5 19. A nethod according to claim 14, further conprising:
r ecei vi ngEthemtteraffid mowrerdimss twithehouslentifipd v peesvercgpabiility assor gtgdorith the apfot her
network device comrunicatively coupled through an Et hernet network; and
assi gni ngoran@e ipaoritevetsvel to the received content based, at l|east in part,
on a source of such content. 10 20. A nethod according to claim 14,
further comsiginegiodraeesiivi i@ clanl B hefaimtiraiag oransmissos ofe gdsappl i cat i ons
executing on a host network device, the content tagged with a priority

| evel associ atgferpbiihfiid Sorgtites Rnppirlcabpeddingarmsmission of the subset of
Ethernet traffic for a set period of time and/or until another control message is
received denoting that transmission of the subset of Ethernet traffic may resume.

10 14. A method comprising:
receiving a control message denoting a flow control priority level from a network

device, and
throttling transmission to the network device of a subset of Ethernet traffic having a
priority level above or below that denoted in the recetved control message.

15 15. A method according to claim 14, wherein the flow control priority level denotes a
priority level associated with a subset of Ethernet traffic above which the issuing
network device has a recéive capability.

16. A method according to claim 14, wherein the control message is an Ethernet
control message.

20 17. A method according to claim 16, further comprising:
analyzing a header of the received Ethernet control message to identify a flow

control priority level |

18. A method according to claim 14, wherein throttling transmission comprises:



selectively transmtting received content to another network device
communi catively coupl ed through an Ethernet network based, at |east in
part, on wbe3jpsisesity | evel of the 15 content and recei veaCrarsnz/ols566
message(s) throttling transm ssion of24a subset of such Ethernet traffic.
21. A network interface conprising: a plurality of receive buffers, each
associated with a particular priority level of Ethernet traffic; and 20
control logic, coupled to the receive buffers, to identify a receive

el s] hofiafin rabdied G 4Bl b @hemBNChACh R ¥ gk SRREN RS, Ont 7O

nmessage(s) in w contro priori eve tin identified
priority he el above or. hel whi ch .t he netvvor{jginterfa has the ability
Po rece, i€ Bon PR praprrrs i b Bt iR s B aB P Sl 100 Lor b
interface according .to clajm?2l, further .conprising: ,a transmt. byffer,
r esponsi V@MDY MESHESLS Wé?‘\XEA flengiig aneabiliy of AR ISTHRg P%g’ofl%(bei"l?? Rl ve
content fromone or nore application(s) executing on the host network
devi ce f gmbset pERGAINSSYHHCt 0 ot her network device(s) through an Ethernet
network, the received content 5 including an indication of priority |evel.
23. A netMor k 4 methotlaeeording &1 daipygl4, SurtensemErBingyher ei n t he i ndi cation of
priority level in the received content is determ ned by its source
appl i cation. 2dceivingcong¢nvbiokn 4 isendtaork deviso fafitragsmissien to anot@r neterkei n t he
control logic receives control nessage(s) fromother network interface(s),
wher ei n adevice @sinmuniuatiedy caipledithrotigtearcBthemel nereskages i ncl ude a fl ow
control priority level denoting an inability to receive Ethernet traffic
havi ng a pri ords§iynih@¥ gltioR§ 16w that reebiveédeontiaib bised, 4t leaw in part, on a source of
such content.
/0 20. A method according to claim 14, further comprising:
receiving content from one or more source applications executing on a host network
device, the content tagged with a priority level associated with its source application; and
selectively transmitting received content to another network device communicatively
coupled through an Ethernet network based, at least in part, on the priority level of the
;s content and received control message(s) throttling transmission of a subset of such Ethernet
traffic.
21. A network interface comprising:
a plurality of receive buffers, each associated with a particular priority level of
Ethernet traffic; and
20 control logic, coupled to the receive buffers, to identify a receive capability of each
of the receive buffers and selectively generate control message(s) including a flow control

priority level denoting the identified priority level above or below which the network

interface has the ability to receive Ethernet traffic.



control priority level. 25. A network interface according to claim 24,
wherein the control logic suspends transm ssion of Ethernet traffic having
a prioritwolewsissbel ow t hat of the is denoted flow contr ecrarsopuisty | evel
fromthe transmt buffer to the netw®sk device having issued the control
message. 26. A network interface according to claim 21, wherein the control
logic is a nedia access controller (MAC). 27. A network interface
according to claim 26, the MAC including enhanced 20 flow control

capability to inplenment flow coptrol on _a pere subset of Ethernet traffic.
28. A mac%?'ne A QElEOEk B’It@f%a?%#%‘r?ﬁﬁlql@izﬁgf“EtBﬁtCQﬁtp”\mgbh, when executed by
an accessi ng nachi ne, causes the machine to inplenent a network interface
with WO 03/ 058898 smEhulisn 2¢spesee toadogiririk dertdrndribe cantighlogisntor of
capability to selectively throttle a nere subset of FEthernet traffic. 29.
A machi neregeiEeeiast &omeqticpmmece anpdicatpnisp exdcaiing orothe hassmeiwork Hevigedomor k
interface identifies a receive capability associated with one or nore
priority BGaisevssios tobthet hetwnekt devicafsf theougban Etheatehoetivode vheaeseiawddostehtect | vel y
generates a control nessage including a flow control priority |evel, the
fl ow cent moludipgiaaindisativevépriordtgmsyel. ng the identified priority | evel above
or bel ow which the network device has the ability to receive Ethernet
traffic 30. 24 maghich@orkGaeHBdceortRg dIEhiacTn ihertin the itdidtioh BprioMipr ei n the
network interface Jo receives content froma host network device, the

recei ved cont ent |fenathd@céved doftent ¥ determined by its source application.

24. . A network interface according to claim 22, wherein the control logic receives
control message(s) from other network interface(s), wherein at least a subset of
10 the control messages include a flow control priority level denoting an inability to
receive Ethernet traffic having a priority level below that of the denoted flow
control priority level.
25. A network interface according to claim 24, wherein the control logic
suspends transmission of Ethernet traffic having a priority level below that of the
s denoted flow control priority level from the transmit buffer to the network device
having issued the control message.
26. A network interface according to claim 21, wherein the control logic is a

media access controller (MAC).

27. A network interface according to claim 26, the MAC including enhanced
20 flow control capability to implement flow control on a mere subset of Ethernet
traffic.
28. A machine accessible medium comprising content which, when executed by

an accessing machine, causes the machine to implement a network interface with



| evel associated with its source application, and wherein the network
interface throttles transm ssion of the received content to another

net wor k deoi i3@sgseemTuni catively coupl ed t hrough an Et her necTneshmarses based,
at least in part, on control nessages26 recei ved fromthe anot her network
device denoting flow control priority information. 15

enhanced Ethemet flow control capability to selectively throttle a mere subset of
Ethernet traffic.
29, A machine accessible medium according to claim 29, wherein the network
interface identifies a receive capability associated with one or more priority
5 levels of Ethernet traffic for a network device, and selectively generates a control
message including a flow control priority level, the flow control priority level
denoting the identified priority level above or below which the network device
has the ability to receive Ethemnet traffic
30. A machine accessible medium according to claim 28, wherein the network interface
10 receives content from a host network device, the received content denoting a priority
level associéted with its source application, and wherein the network interface throttles
transmission of the received content to another network device communicatively
coupled through an Ethernet network based, at least in part, on control messages
receiyed from the another network device denoting flow control priority information.

15



