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Generating 1st public-
private key pair including 
1st public key accessible 
by message exchange 
center and 1st private key 
exclusively stored in 
hardware security module 
of 1st user device

Registering or verifying 
identity of 1st user device 
by transmitting 1st public 
key to identity register 
center of message 
exchange center

Step 21a

Step 22a

Deriving shared key for encryption based on 1st public 
key obtained from message exchange center and 2nd 
private key stored in 2nd user device, and encrypting 
message to be transmitted with shared key

Transmitting encrypted message from 2nd user device to 
1st user device via message exchange center

Yes

No

Step 23

Step 24

Step 25

Deriving shared key for decryption based on 2nd public 
key obtained from message exchange center and 1st 
private key stored in hardware security module of 1st 
user device, and decrypting received message with 
shared key

Step 26

FIG. 2

Generating 2nd public-
private key pair including 
2nd public key accessible 
by message exchange 
center and 2nd private key 
exclusively stored in 2nd 
user device

Step 21b

Registering or verifying 
identity of 2nd user device 
by transmitting 2nd public 
key to identity register 
center of message 
exchange center

Step 22b

Is message
transmission from 2nd user device to 1st user 

device initiated?
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Generating 1st public-
private key pair including 
1st public key and 1st 
private key, wherein 1st 
private key is exclusively 
stored in hardware security 
module of 1st user device

Generating 2nd public-
private key pair including 
2nd public key and 2nd 
private key, wherein 2nd 
private key is exclusively 
stored in 2nd user device

Step 31 Step 32

Providing, by 2nd user device, IP address for 1st user 
device via Internet to conduct end-to-end connection 
between 1st user device and 2nd user device

Deriving shared key for encryption based on 1st public key 
obtained from 1st user device and 2nd private key stored in 
2nd user device, and encrypting message to be transmitted 
with shared key

Yes

No

Step 33

Step 34

Step 35

Transmitting encrypted message through end-to-end 
connection between 2nd user device and 1st user device Step 36

Is message
transmission from 2nd user device to 1st user 

device initiated?

FIG. 3B

Deriving shared key for decryption based on 2nd public key 
obtained from 2nd user device and 1st private key stored in 
hardware security module of 1st user device, and 
decrypting received message with shared key

Step 37
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Generating 1st public-private key pair including 1st 
public key accessible by message exchange center and 
1st private key exclusively stored in hardware security 
module of 1st user device

Registering or verifying identity of 1st user device by 
transmitting 1st public key to identity register center of 
message exchange center

Step 61a

Step 62a

2nd user device generating shared key randomly or 
with prestored constant, or deriving shared key from 
key derivation function with inputted character string

2nd user device using shared key to encrypt message

Yes

No

Step 63

Step 64

Step 65

2nd user device encrypting shared key with first 
public key obtained from message exchange center Step 66

FIG. 6A

Is message
transmission from 2nd user device to 1st 

user device initiated?

Transmitting encrypted message and encrypted 
shared key from 2nd user device to 1st user device 
via message exchange center

Step 67

Deriving shared key with first private key stored in 
hardware security module Step 68

Using shared key to decrypt and recover message Step 68
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Generating 1st public-private key pair including 1st 
public key and 1st private key, wherein 1st private key 
is exclusively stored in hardware security module of 1st 
user device

Step 71

2nd user device generating shared key randomly or with 
prestored constant, or deriving shared key from key 
derivation function with inputted character string

2nd user device using shared key to encrypt message

Yes

No

Step 73

Step 74

Step 75

2nd user device encrypting shared key with first public 
key obtained by way of end-to-end connection

Step 76

Is message
transmission from 2nd user device to 1st 

user device initiated?

FIG. 6B

Transmitting encrypted message and encrypted shared 
key from 2nd user device to 1st user device via end-to-
end connection

Step 77

Deriving shared key with first private key stored in 
hardware security module

Step 78

Using shared key to decrypt and recover message Step 79
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