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b Fi eI d of the Inventidn The present invention relates generally to a
dynam c naski ng and nodi‘fying of nultinmedia content based o t ent
speci fication. Background As the World Wde Wb (WWN becone

i ncreasingly popular, there is a general concern about the content of Wb

sites. ldeally, users should have contgol over the content which enters

t heior hones. A recently established st'andard all ows a content

specification as neta data in an object header using existing Wb protocols
. such as the hypertext transfer protocol ("HTTP"). The Platformfor Internet

Cont'ent Selection ("PICS") protocol specifies one nethod of sending

et a- i nf or mat i on copietanig: MBHHIRAtoAF Mittimedia Sontéalt Consor ti um

Field of the Invention

The present invention relates generally to a dynamic masking and modifying of
multimedia content based on a content specification.

Background

As the World Wide Web (WWW) becomes increasingly popular, there is a general
concern about the content of Web sites. Ideally, users should have control over the
content which enters their homes.

A recently established standard allows a content specification as meta data in an object
header usihg existing Web protocols such as the hypertext transfer protocol (*HTTP").
The Platform for internet Content Selection (“PICS”) protocol specifies one method of
sending meta-information concerning electronic content. PICS is a Web Consortium
Protocol Recommendation (see http:/fwww.w3.org/PICS). PICS was first used for



. Protocol Recommendation (see http://ww. w3.0rg/PICS). PICS was first used
for 2 sendi ng

. val ues-based rating | abels, such as "How nmuch nudity is associated with
this content,” but the format and neaning of the neta-information is fully
general. In PICS, neta-information about electronic content is grouped
according to a "rating service" or producer-and-intended-usage of the

i nformati on, and within one such group, any nunber of categories or

di rensions of information may be transmtted. Each category has a range of
permtted values, and for a specific piece of content, a particular
category may have a single value or nultiple values. In addition, the

nmet a-i nformati on group (known as a "PICS |abel™) may contain expiration
information. There are also facilities for permtting a PICS |abel to apply
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and O (for ggmovaalfsons tHelobptedt iMdesehdeat@gni zes the ID
“http://the.rating.service" would know how to interpret these categori es
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“rating service" field indicates it contams values-based rating labels according to the
“SafeSurf” rating system. The HTTP protocol has been augmented with request
headers and response headers that support PICS. The technical bodies which define
other common application protocols, such as NNTP, are now also considering adding
PICS support. As part of these protocols, a list of the types of PICS labels desired may
be included with a request. PICS also specifies a query format for receiving PICS
information from a central label bureau server. A sample PICS label is: (P{CS-1.1
“hitp:/the.rating.service"” label for “http:/fthe.content" exp “1997.07.017T08:15-0500" r
(n 4 s 3 v 210)) where the 'n" 's' 'v' 'I' are transmit names for various meta-information
types, and the applicable values for this content are 4 (for n}, 3 (for s), 2 (for v) and 0
{for 1). Only software which recognizes the ID "http://the.rating.service" would know
How to interpret these caitegories and values.

The prior art includes various systems directed towards storing user preferences to
select correspondingly encoded videos, andfor video streams. For multimedia streams,
such as video and audio, rating an entire multimedia presentation using a single rating



- select correspondi ngly encoded vi deos, and/or video streans. For nultinedia
streans, such as video and audio, rating an entire nultinedia presentation
using a single rating | acks flexibility. For exanple, one
scene containing violence or sexually explicit content in a 2-hour video
can result in the video receivng a high violence or high sexual content
rating, thus blocking it from being viewed based on nost user
specifications. For exanple, U S Pata No. 4,930,160, entitled "Automatic
Censorship of Video Programs,” issued May 29, 1990 to Vogel, is directed to
using classification codes to swwtch from-a first video streamto an
alternative video stream previously selected by the viewer. In addition to
the aforementioned |lack of flexibility, the censorship sé%Pdargs utilized

under this [fokpBRdityo fiPEexamRle PNesTRNe FARAIBING WRIEPST S RUBINRPEhut hori ty.
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1996 t o Wesspedifications. pr ovi des both tinme and content controls for nultiple
and vari abl e nunbers of viewers. The controls however, are at the

granul arity LI ViyHE b lehntitfdC ; et ent No.
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Segnents, " Reagrams.liisgued May 28, 1999dg Voge), isisirested fausingdassification eodgst@cted to
the sel ecti y@itdrPirdih 'Rt vitled sHRaM 18R aiteRBEHD viddoQreain préViousRasERstedby ¥

stored videg segnents of a variable content vigdeo program responsive to a
vi ever' s pr theadewsr ia gddition tadhe é‘fﬁ‘i‘?’@?ﬂt“’ﬂ%{aéif Bﬁ@é@ﬁ‘tﬂﬁg}e&ewgﬁé segnment s
froma Zi ngbﬁn&@t@é@ﬁli&ﬂﬁxrﬁ@rﬁﬁd ;ﬁﬁb&éﬁlbﬁtlxl&m@élm ﬁd:rdeﬁcenwtcensorpmipf er en(r:]es
to a video segnent . Thi roac so..r.equir t n | t he
vari abl e coﬁl‘tg‘ﬂf Yy %Wéﬁ%’ﬁ&“ﬁfé%&??‘?@%ﬁ&ﬁ}? %&%gﬁtﬁg?c@s %r, if
it is to beeffédtivet i ve. Thus, the need renmains for a system and mnet hod for
rating and flexibly nodifying nultinmedia content so that specific objects,

For exanpl € x3iaf biMihiSu.8. Bhf3A Ro ¥586%75, entitied “Viewer Discretion Television
Program Control System," issued August 27, 1996 to West et al., provides both time
and content controls for multiple and variable numbers of viewers. The controls
however, are at the granularity of the entire video.

Still another example, U.S. Patent No. 5,434,678, entitled “Seamless Transmission of
Non-Sequential Video Segments,” was issued July 18, 1995, to Abecassis. Abecassis
is directed to the selective retrieval and seamless transmission of non-sequentially
stored video segments of a variable content video program, responsive to a viewer's
pre established video content preferences. Here, video segments from a single source
can be selected by applying video content preferences to a video segment map. This
approach also requires the generation of the variable content video program and the
participation of the broadcaster, if if is to be effective.

Thus, the need remains for a system and method for rating and flexibly modifying
multimedia content so that specific objects, for example a portion of a single video
frame or sample of audio, can be dynamically masked, filtered, or modified according to



.frame or sanple of audio, can be dynam cally masked, filtered, or nodified
*‘according to 4 the
users content specification. The need also remains for a system which does
not require the generation of custom zed or variable content, or the
participation of the broadcaster to be effective. Mor eover, the need
remains for such a video delivery systemand nethod within an Internet and
Wrld Wde Wb conpatible transm ssiog system such as HITP. Furthernore,
there is a need for a systemwhich can be flexibly applied in the presence
of a hierarchy of nodes. -It is an object of the present invention to
overcone, or at |east substantially aneliorate, one or nore di sadvant ages
of the prior art.

the user's content speciﬁcatiqﬁ. The need also remains for a system which does not

require the generation of customized or variable content, or the participation of the
broadcaster to be effective. The present invention addresses such a need.

Moreover, the need remains for such a video delivery system and method within an
Internet and World Wide Web compatible transmission system such as HTTP.
Furthermore, there is a need for a system which can be flexibly applied in the
presence of a hierarchy of nodes. The present invention addresses such a need.
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SUMMARY | n accordance with the aforenenti oned needs, the present invention
Is directed to an inproved nethod and apparatus for dynam cally nodifying
mul ti media content at an object-level, based on a viewer content
specification. Exanples of objects include any identifiable objects in a
mul timedia stream including but not limted to a portion of a video franme
or a sanple of audio. Exanples of such nultinedia streans include an audio
stream a video streamor a conbinati o one or nore of these streans.

Vari ous enbodi nents describe a control specification which can be part of
the nultinedia streamor provided as a separate stream which can be
provided by third parties. For exanple, in an Internet environnment, a

Pl CS- based control specification is detailed. The PICS control

speci ficati og;mARg part of the_multinmedia streamitself, or separately
devel oped an ransmtted for dynam c nodification of the content. A

Pl CS- based content specification is also provided wherein viewers can

speci fy mul t ilniaerondansa atithdomaforamentionad naededhe present invention is dinecierd foan has
features whig ' | i ik hoddi A a
proxy hierar grﬂpr%gﬁh éwhé;ﬁtlsanfrgdr é\aeﬁaglqéo{oyg@aéﬁgﬁ?b&?%@t g@ﬁﬁ@gﬁ%ﬁ@ﬁ%&aﬂ a
stream can b@bép*e‘?}'?il Dasednrg Wewericogtept sregification: Fxamring pf obiects inguds &y box
or co {rpuz er; iduntifidblé bﬁﬁ&'hiﬁlﬁ 8 gﬁﬂmﬂtwae&rdaﬁg _thcmtu_n—:ab babnat liMEteid &Mﬂoﬁf dat evay;
a content server. or a co orative_conmhi ngti gn of. one or nore, these
odee. < The HIHBE BRMa & ARTIR 240 o EXaSAIER O Ul TSR sERa? Iayie 31

or gani zat i onaudio strpamy| & yideo istraars or, aicombipationcneor moes ofdhesestreamby enabl i ng
an internediate node to add or nerge content specifications for outgoing

requests. Th Loventi on. has ' | yi ng

mul tiple mas E’g R{"?%%‘B@%‘?'P'S@géeg "ll;hcb Iétaal %ﬁrﬁ"l Jg\?‘gﬁ&ﬁ n gﬁ%& :élérgge E%E aﬁgger ent

sources.  Anmuttingsiasiodan onprokided haiaisaparatestrearsswhith caneberpreddert byi thirdnt i on

for modi fYi NGaRRheRbSeRHL iR thidfnblbrvRHdH, HHICS-tBebd b3 Sedinartis

i ncludes the steps of: receiving a . .

6a - detailed. The PICS control specification can be part of the multimedia stream itself, or
separately developed and transmitted for dynamic modification of the content. A
PICS-based content specification is also provided wherein viewers can specify

multidimensional content preferences.

The present invention has features which can dynamically modify and mask multimedia
streams in a proxy hierarchy on the Internet. For example, objects in a multimedia
stream can be flexibly modified at a client station such as a set-top box or computer; an
intermediate computer node such as a proxy node or gateway; a content server; or a
collaborative combination of one or more these nodes.

The present invention has yet other features which allow organizations to specify
intranet-wide policies, for example, by enabling an intermediate node to add or merge

.- content specifications for outgoing requests. The present invention has still other
features for applying multiple masks (control specifications) even if supplied by
different sources.

An example of a method having features of the present invention for modifying objects
associated with content of a multimedia stream, includes the steps of: receiving a



~According to one aspect of the present invention there is provided in a
*mul tinedia network including a nultinedia stream a nmethod of nodifying
obj ects associated wi'th content of a nmultinmedia stream conprising the

st eps of receiving a content request including a content

speci fication; dynam cal ly nodi fying one or nore objects on one
or nore di nensions of the mul ti medi g stream based on the content

specification and a control specification; and transmtting the
nodi fied nultimedia stream Accordi ng to anot her aspect of the
present invention there is provided a conputer program product -
conpri si ng: a conput er useabl e nedi um havi ng conputer readable

program code ns enbodj ed therein for nodifyjng objects associated with
content of ‘éo'ﬂ%sﬂ%f?%f chug@g ¥ er?ﬁ%ﬁ%'pmm apd A’ﬁ%ﬁ'ﬁ?‘iy 'B?%@F‘Qrﬂr@o‘?fe neans
in sai d compuiessbjgutoan ane pr motecdimensiongsfitise mgitimedia stream basedoptiiecr readabl e
pr ogram cod O i er to effect, receiving a content
request inc%urg?ﬁgagé'@%ﬁ@g%ﬁag%@%ﬁ&isﬁggﬁ%ﬁh conput er readabl e

program code neans for causing the conputer to effect, dynamcally

modi f yi ng oflee embrdimenbef toe peesent ivention hasfeatutesfondynamically modidyingral t i nedi a
stream baseghfdh bfeviges e a%@ﬁ‘ﬁinb't&Qt“fu%‘béiﬁ%ﬁtr&glél@d‘lf%tiéi?eﬁ{ef He‘s‘éﬂihé’”? and
conput er readabl e program code neans for causing the conputer to effect,
transni tti ny2% bl FRsumPHidmaTk enerREdnae speciiiad objects, such as a portion of a video

frame or sample of audio, according to user specifications.

The present invention has still other features for notifying the user, prior to
transmission, of the percentage of the video that will be blocked according to the
specification.

The present invention has yet other features for overlapping several fuzz ball
specifications in respc:nse to content specifications covering multiple dimensions or
rating systems. Furthermore, the present invention has still other features for
multicasting a single multimedia stream to multiple viewers, with each client (209)
rendering or masking the video using a customized specification.
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7 BRI EF DESCRI PTI ON OF THE DRAW NGS These, and further, objects,
advant ages, and features of the invention will be nore apparent fromthe
foll owi ng detai'l ed description of a preferred enbodi nent and the appended
drawi ngs wherein: Figure 1 is a diagramof an Internet environment having
features of the present invention; Figure 2 is a nore detailed exanple of
a network environment having features of the present invention; Figure 3a
depicts exanples of the "fuzz-ball" of1Figure 2 and a "fuzz-ball" control
specification; Figure 3b depicts an exanple of a user interface for
storing a content specification in accordance with the present invention;
Figure 4 is an exanple of the content server logic of Figure 2; Figure 5
is an ‘exanpl e of the video checking handl er of the server; Figure 6 is.an
exanpl e of the video show a?gler of Figure 5; Figure 7 is an exanple
of the frane ﬁ\%‘?ﬁﬂ@ﬁ%ﬁ!ﬁﬂ?ﬁ BORAWINGS gure 6; Figure 8 is an exanple

of the fuzz-ball routine of Figure 7; Figure 9 is an exanple of-the client

| ogic of Fi gul‘ﬂésa ; andfUAHES oBjBcts; %dir@n@?@é*ﬂh@fé&iuréi‘& tihd h@éﬁtloﬁ Wahtaskre

operation: an ure 11°is mas [ OVj | ogi.c of
Flpgur e 2. apparen?from the follow%g detall description of apre érrgd emboée ment and the

appended drawings wherein:

Figure 1 is a diagram of an Internet environment having features of the present
invention;

L)

Figure 2 is a more detailed example of a network environment having features of the
present invention;

Figure 3a depicts examples of the “fuzz-ball” of Figure 2 and a “fuzz-ball” control
specification;

Figure 3b depicts an example of a user interface for storing a content specification in
accordance with the present invention;

Figure 4 is an example of the content server logic of Figure 2;

Figure & is an example of the video checking handler of the server;

Figure 6 is.an example of the video showing handler of Figure 5;

Figure 7 is an example of the frame masking/modifying routine of Figure 6;
Figure 8 is an example of the fuzz-ball routine of Figure 7;

Figure 9 is an example of the client logic of Figure 2;

Figure 10 is an example of the client playback operation; and

Figure 11 is an example of the mask provider logic of Figure 2.



_Detailed Descirption Figure 1 depicts an exanple of an Internet
*environnent having features of the present invention. As depicted, one or
nore content servers (135) are connected to a network (165) whereas client
stations (125), such as a set top box or a client (125) in accordance with
t he present invention, may be connected directly or through a proxy
hierarchy (110-1 1 5) to the network (165). A content server node (135) can
be any conputing node that can serve ti medi a requests through the
network. Third party mask providers (155) can provide pre-constructed
frame-level masks (as will be discussed in nore detail with reference to
Figure 3a) which can be used in accordance with the present invention to
dynami cally nodify the content at a fine granularity, e.g., frane-level, to
filter out undesired information. gdisgiéd bgg},tnp@,ggS) communi cates a

mul ti medi a content request incl udi ng a nmul tidi mensi onal content
specificatio 248), (as wll be discussed in nore detail with reference to
Figure 9) sudhdue 1a(ie|ﬁ’\‘£%ﬁ FHexATRIR AR Interrst eayiwnmsR mﬂptf?t‘l‘r%@fm?@r%seé‘érver
_(1?5) vi a themrmgmrﬁ _Gé;ﬁ&)ad onfdCdt Gricie Bentér ;big@rslqns@@?é corihisctal goig g)etwork

i nformation ef ficlent nlc te tween a server
(135) and/or?ﬂﬁ@ﬁﬁfﬁﬁ‘g‘ ts(tité’@)s? @Fﬁﬁfﬁ@ﬁ’éﬁﬂx?ﬁﬁ leag(ﬂg& M a HTTP

I mpl ement at i aecordarcd witrothmesent ﬂxexh@ngaascmcdmectad Hinsbig oathrougha mlaxya i n an

obj ect header, t et
Cont ent Sel ec '#%}r?ﬂ (ﬁﬁc‘g‘f d) I{'(gth\éﬁ?'{%oco? ‘%%g olngsﬁ?%grlr’r%t ém§5 ?éae'{n@é %E}p
met a- i nf or m@mUWOMa@@IWMtlme@Qm@ﬂsts tro@h the netwolkh Thirdeartyi um

Pr ot 0col, T eC AR ({637 Bal bl riuRE B HERE et RS Gt St used

for sending val ues ting labels, suc How much nU|ty|s
associ at ed widigpupsadsingnie datail W"B Gieferange fodrighre 3ahwhiRean bryused in agcordance

net a- i nf or matwigrthé prdseht :Mvéiﬁaﬁ lcii&iynal'ﬁ’baﬁir fRadify b BontBAtat AWhé BranalkAY! e.g.,
el ectronic c nt ent

CCo to the "rating servicée" or
producer - and-'§ W%‘ﬁ&%‘dt"&ﬁ Eut(w%@ﬁ@d I?ﬁg&?%{‘l on, and within one such group,
any nunber of categories or dinensions of i nformati on may be transm tted.
Each cat egor yTrhe client (125) communicates a multimedia content request including a

i
multidimensional content specification (248), (as will be discussed in more detail with
reference to Figure 9) such as a medium violence level and low nudity level to a server
(135) via the network (165).

According to the present invention information can be efficiently communicated |
between a client (125), server (135) and/or mask provider (155) using piggybacked
meta data. Ina HTTP implementation, the information exchange can be included as
meta data in an object header using existing web protocols. The Platform for Internet
Content Selection (“*PICS *) protocol specifies a method of sending meta-information
concerning electronic content. PICS is a Web Consortium Protocol recommendation
(see http:/iwww.w3.0org/PICS). PICS was first used for sending values-based rating

.- labels, such as "How much nudity is associated with this content,” but the format and
meaning of the meta-information is fully general. In PICS, meta-information about
electronic content is grouped according to the “rating service" or
producer-and-intended-usage of the information, and withir: cne such group, any
number of categories or dimensions of information may be transmitted. Each category
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has a range of permtted values, and for a specific piece of content, a
Sparticular category may have a single value or nultiple values. In
addition, the neta-information group (known as a "PICS |abel") may contain
expiration-information. There are also facilities for permtting a PICS

| abel to applly to nore than one piece of electronic content. Each PICS

| abel for a specific piece of electrofc content may be added or renoved
fromthe content independently. For exanple, an inmage file may be sent
froma server with a PICS | abel whose "rating service" field indicates it
cont ai ns val ues-based rating | abels acecording to the "SafeSurf" rating
system According to the present invention, as the inage file passes

t hrough an enterprise proxy, the file may be processed or updated with a

new cat egor Vaéng? fgf?%a\qggﬂaﬁgsl Q’Qﬁ%r 4 Qpercﬁ pg{og of B6ntét! & FQ&IG&%QI“'[ ent

according t rvi ce ent conputer wll only see
t he updat ed:atmoagmayhm aieingle valve apruttiplensiyes. MquWtf}ﬁ"B?tﬁd?fP%?%een

gggm ”f‘gt gf' C"sﬂr% Mf%ﬁ%& wraslﬁﬁtymammadw@mam TReeReE blsdl CS. A

//the %%% serwgcfe | abel for
"http: //théa%r@@émpermg'qé‘tﬁs @Pe'cmee'sfi%me ngpjece Feleqiionicy y) where
the 'n"s' 'cdntent ' Ea%h e:ut:s mm& alspssific piece ofaldotrosic Mtentlmdyinmaddeumrt ypes,
and the apphcabJ | ues f hIS Cﬂntent are 4 (for n), 3 (for.s), 2 (for
v) and 0 (fBpoysa WI)F%\‘? recogni zes the ID

"http://the.rating.service" woul d know how to interpret these categories
and val ues.Fdflegarmpiehan inedgetfibeiinag baisenttiroted serverovithea PIESHaRR! Wiiese I"@lbd on

protocol s, aiilkedad NTEaoRlboBitsakfits S50 ity ABCIBdEiRIFI oS uDpOr L A

part of thes bel's desired may be
i ncl uded w“safe@urfécﬁmestsystarmsc@r@@g %@%Pﬁsé@ "ét"eﬁﬁ%’"r ?sﬂlﬁ'ﬁ’é‘ﬂef I P4S8ERi vi ng

PI'CS infor Ber BbsSEd ¥l aled vathid Réwebategory
enbodi nment Wﬁﬁiugggfgse F-Ila%e orf/?v he con%deg}thsp%ﬁl fi caI |§Qn (248)

can al so be‘/ai‘{ﬂfﬁmhed%i@ts,dah% tm@ﬂactmwriﬁnbm%‘ PSTREHIRg 8BS rul e
1.0. Retu rmdégthfe%llghtgiéhﬁuﬂer WS Séeﬂme Tuﬁdétb@ c4tegorg walué oiist PIOS label.

abi 11ty to W] TP Blioee s Bl piaaePrriost oot el Reasen: C1°)
di fferent specduppeaPiICSSA shaple PICSJabe isa(RICBet.1 “http:/fthe.rating.service" label

for “http:f/the.content” exp "1997.07.01T08:15-0500"r (n4 s 3 v 210)) where the'n''s’'

"' 'I are transmit names for various meta-information types, and the applicable values

for this content are 4 (for n), 3 (for s), 2 (for v} and O (forI). Only software which

recognizes the {D "http:/the.rating.service" would know how to interpret these

categories and values. The technical bodies which define other common application

protocols, such as NNTP, are now also considering adding PICS support. As part of

these protocols, a list of the types of PICS labels desired may be included with a

request. PICS also specifies a query format for receiving PICS information from a

central label bureau server. In a preferred embodiment, discussed in more detait
below, the content specification (248) can also be communicated using a PICS profile
language, such as PICS rule 1.0.

Returning to Figure 1, according to the present invention, organizations may specify
intranet-wide policies via the proxies (110, 115) ability to add to content specifications

for outgoing requests, or merge different specifications. According to another



10" enbodi ment of the present invention, the server (135) is adapted to

s determine if the specification can be net (as wll be discussed in nore

detail with reference to Figure 5), and if so, communicate a mask request
(as will be discussed in nore detail with reference to Figure 10) to the
mask provider (155). The mask provider selects a control specification
(237) (also called a mask), that can be used to nodify the content to
satisfy the viewer's specification, and sends it to the server (135) (as
wi Il be discussed in more detail with r&erence to Figure 11). Those
skilled in the art will .appreciate that the control specification could

al so be stored at the content server (203). In various enbodi nents, the
control specification (237) can be applied by the server (135), and/ or the

proxies (110) emRadiment ¢fdhe pregent "("9289" t‘?ﬂﬁﬁ'?%K@%!ﬁﬁ@B‘“é‘b@@PW'@%ifl% (237)
s, suppl It ed fémnmﬁ%@mf e MeUESs bmyc@bwmb@oraﬂadan @fih B&h@n@loﬂqgﬁrle such
as a portion a .\l deo rane .or cahn e Yy
et Pod hocoblalg e CamalFad b afhsk 3ot GE vBH Prouifl R ot B8 GRp Y

bei ng di spl ayeaferatice tocFiglreetll) t¢ 2@INaskasovider (155 themasisprdvider selects alet ai |

with referencg by E &Iﬁﬂcgﬁ?r?@%?) @[},@ I__%Qé n-Eé Le&nYe e& #d lﬁg&fsf(iﬂlganttent

i ncl ude, but are no I on an
the PC, or wotoksatisfyitosviewers m@nat;ort ard sgnds nttto thefsever 639) @semlam y

i ncl ude but e sold
by 1 B wnder . §ausbal ir i it i etcifiibalo PURAC K11° ThoslPlidied e B9 1 o

Net wor ks undefPRrAgiaterthatdhe eantraapecificafion caujdiatse bestared| %@%‘Fmﬁ?ﬂé spRehor k
(165) i ncl ude(20Byt InvaRio@bmbodinb@E, the ooﬁtl%sdaév‘:ﬂeém(zsr)h@nwyéﬁn&id theeb, an

I ntranet and | ocal ea networks |.e ac n ent . server (135
for video cans?'ﬁer(ﬁg - apgferine p egl 1'?\1&3@8,5(%‘%'8@6%@ oy 'Heaf? Pk sol d( :
| BM under thespécﬂﬁtaﬁm (23Y) §)stpsiedfdnRiifienadt suurdesanayesliso beambfbdmrhe under
Sotd byt B GSIECS SR AR PR e tiarield ahietile A BB o by | "
content serv emogiifles reeardipg dxiheseleeted cofittd-spadificatiom(280n hefora hging drqplayed g

Bt under 1 heot St GSu vl MR BRIER APre 28 © Y

and 10).

Examples of a client (125) include, but are not limited to a PC, workstation and set top
box, etc. In the PC, or workstation environment, the client software preferably includes,
but is not limited to, video playback software such as are sold by IBM under the
trademarks VIDEQO CHARGER PLAYER, or by Progressive Networks under the
trademark REAL VIDEO PLAYER. Examples of the network (165} inciude, but are not
limited to, the internet, the World Wide Web, an Intranet and local area networks
(LANs). Examples of a content server (135) for video can include, but is not limited to
products such as are sold by IBM under the trademark VIDEQO CHARGER, and by
Progressive Networks under the trademark REAL VIDEQ. An example of the proxy

.- server {110-115) is that sold by IBM under the trademark Internet Connection Server
{(IC8). The content server (135) or proxy server (110-115) can run on any computing
node, which includes, but is not limited to, products such as are sold by IBM under the
trademarks S/390 SYSPLEX, SP2, or RS6000 workstations.



Figure 2 depicts a nore detail ed exanple of a network (201) and system
havi ng features of the present invention. As depicted, the systemi ncl udes
a client (209) such as a conventional workstation, PC or a set-top box The
client (209) can issue requests via the network (201) for nultinedia
content including a content specification (248) on one or nore di nensions
of the content. The client (209) preferably includes a CPU (240), nenory
(245) such as RAM and storage devices (242) such as DASD. The nenory (245)
stores the client logic (249) (as will be discussed in nore detail with
reference to Figure 9) according to the present invention, preferably
enbodi ed as conputer executable code which is | oaded fromrenote (over the

t wor k h
hetiy %Lé*oé‘?% z%ﬁd?%%nﬁ%*%@{“@%ﬁ‘%%ﬁ%ﬂ?ﬁ“ %!p*‘é"?é%%ﬁgs#ﬁe >
client | ogi deqtbiesof thesrasrnt "VPGEQB‘ F‘dﬂc’?%&ﬂ °‘PBb(|2 O) stehy | |
?gog l) scus fs e(hslbdbdméﬁndilﬁt whrkstatior) Pf(ﬁf?rﬁh" ﬁdx ﬁ;%greﬁt (209) canAssm&&qwsasu der

rerera S
(205) 2" oL RS ik Ui o bl eneeh e ey ort el

provi der | ogine of &idg difreinsions stithe icontent: € rﬂd:mtl(zmmkefembleﬂrmmsiaccmugur e 11)

f bl dj DASD
(230) it 1D enodipaRich s KA Sttt MiBst kauch Se AR Trielc) “has
vari ous contmeshory j245) stares the ndieIagiy (249) (ashwil be discussad in mawel detaibwikis (337)

(as wll be Qﬂeze?ﬁ?&ﬁ gk %g&%oﬂﬁﬁ%{o' th&’gfe'geﬁt%\%hﬁ ‘Eréfé}aﬁx% i%h dsO'

dynam cal |y no I ng-or rtrons o e or rarres of a

vi deo accor ¢oRpuUted exwtm@mwwb@|l¢ad@atfrpwe(n2tﬁdpver T'P%“EFWEQQ grlpeal r ack
ZI)OGC' ficati Qarhasentop llicabfc t %ghand%@gég&@iésm BrDRé@r(t@fﬂ)]?ntlbo fFI gure
may conprise a, separate str ra ile from
The'v! doo. SRR (800 Frecion By O 2aDh: eceniog By peRR e er °( 209)
client (209)playbatinoperttesn@dr Abgic (axdeill deeiiscasset empreatefailvafieferendadi fy or

mask objects..in tﬂﬁ vi deo stream (390) (an exanple of the mask provider
logic is depi®¥8dPn Figure 11). In any event, a fuzz ball (397) can be

created based on the control specification to nodify the content before it
i s di spl ayed mask previder €06) preferalinincludes a CPU (227), memory (235) such as RAM,

and storage devices (230) such as DASD. The memory (235) stores the mask provider

logic (239) (discussed in more detail with reference to Figure 11) preferably embodied
as computer executable code which is loadéd from DASD (230} into memory (235) for
execution by CPU (227). The mask provider has various control specifications (237),
in this case fuzz ball tracks {337) (as will be discussed in more detail with reference to
Figure 3) for dynamically modifying or masking out portions of one or more frames of a
video according to the content specification (248). The fuzz-ball track specification (as
will be discussed in more detail with reference to Figure 3) may comprise a separate
stream or be contained in a separate file from the video stream (390) and can be
interpreted at the content server (203), client (209) or an intermediate node such as the
proxy (280) to modify or mask objects in the video stream (380) (an example of the
mask provider logic is depicted in Figure 11). In any event, a fuzz ball (397) can be
created based on the control specification to modify the content before it is displayed at
the client station.



12 A content server node (203) can be any conventional conputing node
that can serve requests through the network (201). The content server (203)
preferably includes a CPU (260), nenory (263) such as RAM and storage

devi ces (265) such as a disk or DASD (265). According to the present

I nvention, the server logic (268) (as will be discussed in nore detail with
reference to Figure 4) preferably enbodi,ed as conputer executable code, is
| oaded fromrenote (over the network) or |ocal permanent optical (CD ROV
or magnetic storage such as disk, or DASD (265) into nmenory (263) for
execution by CPU (260). The server logic (268) preferably includes a video
checki ng handl er (267) (discussed in nore detail with reference to Figure
5) and a video showi ng handl er (269) (discussed in nore detail with
reference tAchitgntrsen@r nodé203) derobe aoddnuentionaicomputinginadeithal can sevlere i s a

version of r%q | caﬁ&'ﬁﬂ' x?(é q@ﬁloh{]%hgaﬂ\e%nﬁﬂfjéén'/&?zd%ﬁ pf@?é’gﬁ? tﬁcﬁm%@fa' sfy the

cont ent speC| ers|on Cl oses cont ent

speci fi cat | ©RU (260)) memorydPE)such as RAM ﬁﬂ@ét°§§96ﬂeW§e§1@ ich @s alisk | i ver s

the video S@Aﬁ@@é@}sﬁ%&am hé tHeQhb sk msaﬁﬁahfﬂuéaéﬂvemogﬁmsa)l(demuw eamis

preferably sent 'separate fromthe control atlon 37) for
rendering d@iWﬂ@ﬁ?‘élﬁ‘rﬂ‘OrBéieé*‘éV'ﬂ‘t'efeﬁeQﬂeé?)f: yc?mtécﬁ’f %sa%ﬁ"zﬂﬁ‘fef By way

of over Vi evwexedutablettdide id flldel irof refote (direraiad nawarkmﬂbanpemaammwcl udi ng

2 R30I aooabe S5g y7he 9k o7 pibn 66k g efel el of e

checki ng r eepeeation RSCRUI(260)e THe ssemes dupic (ﬂeaxprefetﬁtyanc_ﬂudastamdsﬁmeehoe to

oure 5) TR GO GRRE bbb R sEly B st BGRB8 O,

preferred estimudigiaridler(260){discussed wp@ngetada\ﬁthwe@n@m@rﬁsmecﬁh J’@éal such as
‘yes,” (suc@uign gmﬁétcﬁinggb%ﬁglie iﬂargmﬂés iﬁl:!‘fé# d i& a8 rsich & a requedRIdidd thattahe

del i vered, the viewer/client (209) finds the

response ackeprdiiied or magkesls ssienineronteq ificglionc if <2 18 Ver§ion EORKE R | with
reference t t?le%oawn?s@cnﬂcan Vs Galebd! ‘Phé hﬂe&&f&vﬁf@ha‘hﬁfe\/ 369§ d8Rprd 0

request deljver he nodified video. .the c eci fication (248)
can be sati ¥® é‘%gm 5&’ sgﬁewﬂ?ﬁgcqr@%még%m ﬁ"ﬁb&ge y;]e%ﬁﬁeag‘gtsgéﬁ? ag t he mask
provider ( 29&)( skpar@ftly fréif tHROEnEBspRaificglion ¢2a7) 6r rempiednd dowristream, before it

" is displayed at the client station.

By way of overview, a client (209) first communicates a content request including a
multidimensional content specification (248), such as a medium violence level and low
nudity level, via the client (209). As a result, a video checking request (as will be
discussed in more detail with reference to Figure 5) may be communicated to the
content server if a threshold determination is to be made whether the specification can
be met. In a preferred embodiment, the server response can be either unequivocal
such as “yes," (such a version exists), or qualified, e.g., a version can be delivered, but
with 20% blocked out. If the viewer/client (209) finds the response acceptable, a video
showing request (discussed in more detail with reference to Figure 6} is communicated
to the content server (203) to request delivery of the modified video.

if the content specification (248) can be satisfied, a mask showing request (Figure 9)
can be sent to the mask provider {205} to get the corresponding control specification



(237) or fuzz-ball track (Figure 3). Those skilled in the art wll

appreci ate that the mask provider |ogic (239) and control specifications
(237) can also reside at the content server (203) or sone internediate

" node. 'The mask provider (205) selects one or nore control specifications
(237) that can satisfy the viewer's nultidinmensional specification, based
on their labels (as will be discussed in nore detail with reference to
Figure 8). If the control specification (4237) is to be applied by the
server (203), the content is nodified according to the control
specification (237) before it is transmtted to the client (209).
Preferably, the control specification (237) is transmtted along wth the
original video streamas an additional track (or strean) (as will be

di scussed i P3PS uBas t}ac)eﬂ(hauﬁéeji)g"rﬁ%esﬁl@d H GEER a&l?%pprgé?étewm fask O @

mul ticast video, different viewe have many ferent specifications.

It is thus RfBY‘@eré?Q'F 3% and S?"tf‘-’t‘nép‘??éﬂ?ﬁﬁ?ﬂs @%@\F@‘F also fejde 4 the.eanient t he
vari ous CoOrdeidr (20336 orfRdintéthed2te/ hoddl nmemkﬁwvtdeﬁgm) §dlé’dﬂ§6ﬂ\€56ﬂ Mbreand | et

h client 9 t
cont ol spcerTPeRePateDs 3 I cadlsh BE HrPee MuRRBelin sPrHBeCh s o
school o[ dmspd patheim)abels (amdnll\bednusdus?emnsnm detaibgnlmcqﬁeremaﬂnlﬁlgwaee) Al
organi zat i ain,
1O ror o R EA EBedARoR (i) 1R bl e S0 0B e RnR(R) T
speci f i cat ireeriffeaFceomiing totthe canteah spacificatiam (2370) befre # tactransmittedrte theeslien{ pr oxy)
server and ng)ent station apply the appropriate control specification (237)

to nodify the ‘content as the VI deo passes through. Figure 3a depicts an
exanpl e of a video stream (Fra ame n+4) nodified with a set of

fuzz-bal | s Rretemb bé’?ﬁe‘?"é\*@b%ﬁ?&f@?féﬁﬂ{&:ﬂ)ds ﬁar&mmlowm the eHEINBYYide7) . | n
: his ke?g g};l)s@reaﬁam% aﬁmudrtrbha&mw&i szﬁe%r@ (as(wilBe dis&us@e@ ﬁﬁﬁér@'fd%t ufmzzt bal I'" |
rac erein can re as a rectangul ar

regi on whi d'ﬁ Seeliee ﬁ%ﬁlgf‘ffa éﬁ) o'g? é"‘d‘%mgﬁcﬁ‘?" 3@”3 8r"?‘{ ?regt 5W5W¥gor a
sanpl e of aunshyddifferbst spetificdtions, itlhethae nbﬁeﬁfﬁcﬁatt fordghe dmiten!\/sédverb(eoapﬂol eved by
appl yi ng t [ c 396)
dolny the readhe By Gt sobblaleh lap i M Bufichel, b SaR AR 61 e
gener at ed ieach clienti(209) ﬂexnbw@ammnmam&sapma apgropjateraentpll at i ng or
overl-ayi ng doffication (237). In another example, an organization (such as a school or

corporation) or individual users or subgroups within the organization may each have a

different content specification (248). Again, it is more efficient for the content server

{203) to provide the control specification (237) with the transmission and let each

intermediate (proxy) server and client station apply the appropriate control specification

(237) to modify the content as the video passes through.

Figure 3a depicts an example of a video stream (Frame 5 ... Frame n+4) modified with
a set of fuzz-balls {(397) generated according to a control specification (237). In this
example, the control specification (237) is a separate “fuzz ball” track (337) wherein a
fuzz-ball (397) can be represented as a rectangular region which can modify an object
such as a portion of a video frame or a sample of audio. The effect on the content
rating that will be achieved by applying the fuzz-ball track (337) can be indicated in an
O-label (396) using the PICS protocol in the header of the track. A fuzz-ball can be
generated in a variety of conventional ways, such as by manipulating or overlaying the
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14 audi o or video data. The fuzz ball track (337) can specify a sequence
“of fuzz-balls (397) having a fuzz-ball size (382) and |l ocation (384) and a
tenporal relationship (386) to the video stream (390). For exanple, the

vi deo stream (390) includes five consecutive franes (Frane n ... Franme n
+4) having a known di nension (15,30). The placenent of a fuzz ball (397) in
the video stream can be represented in the fuzz-ball track (337) as a file.
The tenporal relationship of the fuzz bakl (397) to the stream can be
specified by a frame nunber (386) or other neans such as a tinme-stanp or .
any neans to identify a particular object to be nodified; a size (382)

(hei ght and wi dth di nensions); and a |ocation (384) (x and y coordi nates)

within the video frane. In this ex the fuzz-ball tra i@
specifies WQWW"’@@%lH@efé!zéb?‘h‘iég?‘dsﬂ)"e%%?m F*?F'i%‘m?f ﬁ# 8 ocation
(_6|, I20%3. :jn (Esagﬁvmg%l m&ebélpﬁ?é (a:uz) ?rﬂcﬂloéétloamsbtalane a(témpgrakrelationshi(@86) Ast 4
Wi e descl,i e fuzz e associ ate
with the sz?rihes eegaﬁ\' @@Lfﬁ@éﬂ%‘é Hgleﬁ%ﬁg%ﬁ&doﬁl eveggﬁ%égnpr ehensi ve
but fi ne- greahsepdtivefiamhes ¢Hrame nof. Folmeso t4) fiavingresknpwdstimensiand(itp,3R). dbeas wi | |
be di scuss %eﬂp&ea {(’19% ﬁ%ﬁ E%Z Athe 51930 SeUnfEdn Efefsbﬁt@& irf’lﬂe@ & Dal

communi cat rom a can advant ageous cover [ e di mensi ons
such as vi dtask{387) s effigni The @mommlatgonplanef%\e fwﬁa&@?ﬂ tq e streamican (397)

can accord'm 5 jeﬁ wagfednmer oﬂbtﬂ&ﬂﬁéé?i&sﬁ&hﬁ@ﬁhm’ef&@hporiig contr ol

speC|f|cat|on stored 1IN rate file fro eo stream
for exanpl é“‘tﬂﬂstt%l t'@ﬁﬁ%‘%l@bﬁ"b\?lw@é) pB FizP 7352 (%&FQ&W Nto the

colnlt elr;t 3 erd{@é%sﬁ%@)q[dﬁmacét%qsﬁ) (x éAd pwmﬁﬁtee)xnsﬁtﬁ‘teml I offfamei. thethisl 0gi ¢
Gt b | vt ERPE: Ee I bRl a LT sPefint e e Raytibieq R PERGRERS, [0 ™'
preferably swmwyacwcmbrwsm)t ineFramie ne 8 thef Iocatiot (D, 4)candesize (4/8) arer (203) and
d [ t t t
(50 to metePosd A H e et G mu PR - BALIIRA B bl b2 BRGRIR, O0
di spl ay) athtmbe samelstreamassajrand cBy besgmbinedipachiess.a comnehaasive bt exanpl e
that a cligy %g.& % tfidn cffdb%cﬁs ik e\{?lderoes‘?r%ﬁt ARSOAWi BS dRBeGEbE Tt i on
ence |

(248) havi ng eve ue no gher than 3 and a nudity | evel

val ue no hiraeredetaiiielow, theepntent speciiralion (248) %@n%%af%ﬁ RW'BFQH%"MO Fap

advantageously cover multiple dimensions such as violence, profanity and nudity
levels. Different fuzz-balls (397) can accordingly be provided for each dimension at
each level. The control specification (237) may be stored in a separate file from the
video stream, for exampie by third party mask providers (205} for transmission to the
content server (203) upon request. An example of the mask provider logic will be
described with reference to Figure 11. As will be described in more detail with
reference to Figure 10, the control specification (237} is preferably communicated with
the content from the content server (203) and dynamically interpreted at the client,
based on the control specification (237) to modify the corresponding objects in the
video stream (380) (before display) at the client station.

By way of overview, consider for example that a client {208) specifies in a video
request a content specification (248) having a violence level value no higher than 3
and a nudity level value no higher than 2, and the requested video has a violence level
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rating value of 5 and a nudity level rating value of 4. Assune that the

hi gher the rating, the nore violence and nudity the video contains.
Preferably, when multiple control specifications (237) are conbi ned, the

m ni mum category val ue at each di nensi on anong the fuzz-ball tracks is the
resulting category value of that dinension. Thus, the mask provider can
produce fewer control specifications (237) to support nore conbi nations of
content specifications (248) across nuli%ple di mrensions. In this exanple,
to satisfy the content specification (248), control specification (237) is
needed that has either an O-label (396) Wth a resulting violence |evel

val ue of 3 and another with an O-label (396) with a resulting nudity |evel
value of 2, or a single fuzz-ball track that can deliver both. For exanple,

consider that. there | s one cantyol, specificatj 23 avi, Vi ol ence

| evel val uerahgg gglaﬁ&* %aﬂgaﬂ"?‘w @gﬁll ra@?ﬂ Y?éueoafdllo'l{&ﬁ@“%ﬁ%f ﬂg}ngﬁ%{/ﬁﬁdagng,

vi ol ence | etheimoreiokenot and aadityethe witieb\cohtains! Preferably odhed mliiplecaitray t o t he
resent iny, ' I.ning. I Sl cat : in the

oo a vi HElEnd) RI HeloRyidd" B8 iRt vy 8 pBlSiniengon, | ! |0

achi eved. Syeend thedfiazbalktrasksisitherreauliingicatpgeryweluewhthabdimansioe Hisy theexanpl e

is 2 and thRadd polidE? ddriprBdiscd tbw¥econtdl dpRckibatiohe (R7PISuBIAHRbR 1S 3. This

feature of conbining control specifications (237) adyanta eousMSam nimzes

the nunber @MRIRAtonsPf exntentspeciticaings (2% pooRgMuligledimenssis ai ned.
Ret ur ni ng agi@inipld, %o FAtEA fieTonieht SPHcRicARInARYS), Sontraldpesifiedtion 2a7e ishddaed ent
ki nds of PI | abels in a]cgorggé}ce Wi th hhe . 'reselnt [ nlven éond a’hg depi ct ed.
A vi deo | aBpt hasether ap Oslapg)| (PR with-& resyl @"'Eﬁnieaﬁwdé(aﬂsa B9 BrEPRIont ent
server nodewittoan Qeiabelf($96) withd eslitinghudity [évat valbeold) of e singlddazz-balitraskl | be
di scussed i at er detai el.ow, . . called a
"F-1abel ") ,tﬂca:gé?%b%e 'ﬁ%‘gﬁm@‘y*:?'ﬁeé(a%g ?ﬁ gﬁ%g‘ géei ?ivléé?%t?%‘si ggﬁ?#@ gggcéf%%{'%nnt rating
and/ or odi (237 phéving 8 vioferch ievel vaiue €t auda (88 Jevelnalue ofidand anptiied frane is
masked, - or R 4 Gblenkh foVPIAROLHS 4R & fudly 1bBPvdad S actaRiNy o HRAat ed to
reflect the current content rati nt% of the frane.

present invention, by combining these control specifications (237) in the video, a

violence level value of 3 and a nudity level value of 2 will be achieved. Specifically,

the minimum nudity level value in the above example is 2 and the minimum violence

level value in the above example is 3. This feature of combining control specifications

(237) advantageously minimizes the number of control specifications (237) that need

to be maintained.

Returning again to Figure 3a in more detail, examples of three different kinds of PICS

labels in accordance with the present invention are depicted. A video Iabel (392) (also
called a "V-label"), can be used by the content server node to identify a content rating
for the whole video.

A_.s will be discussed in greater detail below, a frame label (384} {also called a
“F-label"), can be used by the content server to identify a content rating and/or modify
objects in the video stream {390). As a given video frame is masked, or modified, the

category value of the F-label can be updated to refiect the current content rating of the
frame.
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16 I n one enbodi nent, the control specification (237) is transmtted as
a separate stream (or file), which in this enbodinment will be called a
"fuzz--ball :track™ (337). Preferably, each "fuzz-ball track"” (337) contains
an overlay |label (396) (also called an "Olabel™) in its header. The

O | abel (396) can be used to specify the resultant content rating after the
fuzz ball (397) is applied to an object in the stream (390). Based on the
content .specification (248), appropriat® fuzz-ball tracks (337) are
selected as to nodify the content. 1In a preferred enbodi nent, the PICS
Profil e | anguage, known as-PICS Rule-1.0, is used to nake a content request
with a content specification (248). PICSis a Wrld Wde Wb Consortium

"WBC') draft rec ndat on. .See, for nguage
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(248) can bﬁt&ﬁm@?ﬂég\ h it yﬁ@?@%ﬁc&@&ﬁmﬁa@sheﬁbﬁﬁ&rﬁé@@w Figure 3b,

a host/nmedi a'type ecified to indicate the types of

hosts and niefgrangedn ltwen&wtstoﬁmmsk'i%w&% gt wiAnpeeciste REtBRYAINYA by t he
content  spegdrivbRiinaPReb B} stoifg taha SorfimantBating addohtehtspeciiiedtiont(24B eangenedi a

(audi o and V|de02 IS specified.
used within the spirit and scope of the present invention.

Figure 3b and Figure 3c depict an example of a user interface for storing a content
specification (248) in accordance with the present invention. In an Internet
environment, the Content Advisor (310) user interface can be incorporate, by means
well known to those skilled in the art, as part of a browser executing on the client (208).
Alternately, or additionally, a proxy administrator at the proxy {280} can specify the
content specification (248) in a convenient way. As depicted in Figure 3a, one or more
dimensions (312) of the content can be selected for modification via the Category (314)
listing. Optionally, a Rating (316) control can be provided to specify the maximum
percentage of content that may be modified. As will be discussed below, the content
specification (248) can be stored in the PicsRule-1.0 language. As depicted in Figure
3b, a host/media type (318} can also be specified to indicate the types of hosts and
media for which content requests should be accompanied by the content specification
(248). In this example, all host for streaming media (audio and video) is specified. The
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17 content specification (248) can be stored in permanent storage such
“as DASD (242). As will be discussed in nore detail below, fromthen on,
requests to a content server (203) will include the HTTP request header:
PicsRule: (the rule). See for exanple, the browser sold by Mcrosoft under
the trademark | NTERNET EXPLORER 3.0, which provides a dialog box called
Content Advisor/Ratings in the Options/Security section and which allows a
user to enter and store a high |l evel content specification. Future versions
of the | NTERNET EXPLORER wi || have the#7ability to send the content
specification (248) to a content server as part of HITP requests. Those
skilled in the art will appreciate that there are many different other ways
of creating a content specification (248) within the spirit and scope of

t he pres emntem\spednf«:anon (248) threbé elorenliin pgrmanenigivrege BchRESQAIN @42).0 f or mat

cont ent SRS% &.Ugﬁa%gé? I?%or(é%gﬁrﬂew 'frBHn théh ) FediRatk &1h caftEM@EnEeR03) are

descri bed €S | anguag ext ensi on su portin server

conte nt 23} W&lattttlmlﬁ the Hig@oletiuest hparlqr h B icRilex (tae) §4’%lﬂ ? fre

“http remmﬁepmehﬁaabmarkawemer ERELORERIBED, wdmg servi ce

s " http /Iabe ureau cool ness. or /rat s/ V1 h Vi n an,abbrevi at ed
or shor t nBfAvideggsiialeg bexealied Gopant 'hagﬁﬁ i e Q??t ﬁ{gﬁfé"ﬂ' iR

Zej ﬁct UEI 8R& whidhiafews & usérdo Aare Rhd fsto@ auigasﬁvercmtmt Specificationt ﬁummg_nt ST
t hough man se wo di nensi ona
content s iﬂ%@?‘/’f’f Bé&%ﬁgﬁ‘%gﬁgi %‘i&)&{% H@?‘é‘&e g aﬁ@ t?%%ﬁdotﬁg Bg@gﬁt '
appropr i aspsification s tocatintent server as mmmmqueswmp@@skﬂéﬁdenm and
(ii) a conten ecifli t ﬁ&g Nudi ty.
The Al ter d[L 3993 tﬁg“ Fe ﬁgelzrg%)‘%ﬁﬁ%%gt (l%e %Ee’g&aﬂhﬁ h%teoronieﬁg cont ent
server shenédﬁaﬂo:g&%mmtbtumerﬁnlﬂ@p@@pw%@‘tthweﬁgéWEWWh the video frane
(Merged "true") or allow the nerge to be perfornmed at the client or sone

i nt er medi 4“%&% bebissRlie-1 0 ¥8roat carmtBitSpediicationss for
alterati oﬁ’er cegﬁﬂ( ?lfﬁe l| ndi cat es t hat th?bﬁeruchint of video altered

is to be p@mmup@atl%@tne@opmt gqryq;’r{g()?()msiescnbed of the rules
tanguage extension supporting server content modification is specified in the

reqExtension statement “http:Ifwww.w3.org'lCustomization.html," and the URL of the
rating service is “http:/flabelbureau.coolness.orglratings/V1.html” (having an
abbreviated or shortname “Cool”). The content specifications are given in the
RejectUnless, Rejectif and Acceptif clauses in the Policy statement. Although many
more are possible, for ease of explanation, a two dimensional content specification
(248) is considered: (i) a region-based appropriateness specification, i.e.,
CentralAmericaAppropriateness; and (i) a content specification (248) based on adult
content, i.e., Nudity. The AfferationTransmif extension clause indicates whether the
content server should merge the control specification (237} with the video frame
(Merged “true”} or allow the merge to be performed at the client or some intermediate
node (Merged “false”). The parameter clause, afferationPercenfReturn true, indicates
that the percent of video altered is to be reported back to the client (209) .

——— -



Case A - request a video (videod4l) nmeeting a content specification: GET
*videod4l HTTP/ 1.1 Protocol -Request: {PICS-1.1 {parans full

{alterationPercentReturn true}}} PicsRule: (PicsRule-1 .0 r eqExt ensi on
("http://ww. w3. org/ Custom zation. htm ") Servicelnfo ( name
"http://ww. cool ness.org/ratings/V1.l. htm " short name " Cool "

bureauURL "http://abel bureau. cool ness. org/ Rati ngs") Policy (RejectUnless

"(Cool . Central Areri caAppropri at eness) "98 Pol i cy

(Accept!| f"(((Cool . Central Amreri caAppropriateness > 0) and (Cool.Nudity < 3))
and (PICS. Al terationPercent Max < 20))") Policy (Rejectlf "otherw se")
AlterationTransmt (Merged "true") Here, by way of exanple onty, that
the server (230) receiving the above content request and content

speci fi cat i GaseAcgpanest & video {videed1d meeting 3iconter SPEFIAEAAN: (as | ndi cated by
the tabl e below): video4l-0-0; videodl-1-4; videodl-1-1; and videodl -1-2;

al so that tleTaideey et g91.pe a separate entry identifying a fuzz-ball track,

Vi dsod1- 1. 4 PRMGFREFREPICHLL Bripttl Bl dBRP et R RAIR) o ot 11 e

a given ver $iRUEf t he vi deo; the type colum indicates the type of the
file where B(pegru@seots an alternative video copy and Mrepresents a fuzz
ball track (337); exanples of values for the Central Anmerican

. ( . e .
Appropri ateness, and Nudity content sgegl fications, and a percentage of
content alter éﬁqlaﬁemglﬁ'bm%/m-&ﬁéfﬁ/% Eatiosd¥™are provided in the in the
3rd, 4th, and Sdnficeff®byms, respectively. To illustrate how a V-|abel (392)

igd 0- 1 abel (39§1zmg %Qtp:t?l%ww.cooiness.orglratingsN1.html“

shortname "Cool"
bureauURL "http:/labelbureau.coolness.org/Ratings" )
Policy (RejectUnless "(Cool.CentralAmericaAppropriateness)”)
Policy (Acceptif "({{Cool.CentralAmericaAppropriateness > 0) and (Cool.Nudity < 3))
and (PICS AlterationPercentMax < 20))")
Policy (Rejectif "otherwise")
AlterationTransmit (Merged “true"}

»

Here, by way of example only, that the server (230} receiving the above content
request and content specification (248) has four different versions of video41 (as
indicated by the table below): video41-0-0; video41-1-4; video41-1-1; and video41-1-2;
also that there may also be a separate entry identifying a fuzz-ball track, mask-41-1-4-3
(representing the control specification 380) based on video41-1-4. In the table below,
the server content file column identifies a given version of the video; the fype column
indicates the type of the file where B rebresents an alternative video copy and M
represents a fuzz ball track (337); examples of values for the Central American
Appropriateness, and Nudity content specifications, and a percentage of content
altered or masked (Altered Percentage) are provided in the in the 3rd, 4th, and 5th
columns, respectively. To illustrate how a V-label {392) and O-label (396) can be
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specified under PICS, the corresponding | abels for the cases of

vi deo41-0-0, and nask-41-1-4-3, where "I r" represents a |abel rating are:
(videodl -0-0) V-label: | r(Central Aneri caAppropriateness 0 Nudity O Pot
30); and (mask-41-1-4-3) 0O-Label: I r(Central Ameri caAppropri ateness 1
Nudity O Pot 5) server content type Centr al Nudi ty
Altered file Anerica '
Per cent age 19 Appr opri at enes

s video4l-0-0 B 0 0 30

vi deo4l- 1-4 B 1 4 0

vi deo41l-1-1 B 1 1 22 video4dl-1-2
B 1 2 9 mask41-1-4-3 M

1 specified@nder PICS, the correspdnding labdisifot thexasesdf, vidéet1e®iamt server

(203) det e&%@gﬁ-wﬂétw&eﬁ% sgr‘%: o&bg{reﬁ?rgequested novi e

(vi deo4l - I Sf content specification (248)
((Cool . Central Amreri caAppropri ateness > 0) and (Cool .Nudity < 3) and

(PI CS. Al t etviflepdhiOel)c¥riahial rCeptiplmerinaApprepriganass QNEd‘%BP@%@@ent to the
client (2 RS cal Snes58& Nudity O Pct 5

Pl CS- Al tergﬁsgﬁiggﬁgggié%?/g%&me foll oammhgq%xarrp | e |sy5| m | )ar to Case A
except that a check request (Figure 4, step 410), represented by the CGET
check&ur| =vi deo4l HTTP/ 1.1 stetenent, is first sent fromthe client (209)

to the vi deeragicsftent d type1d out Wheehesl the caudipt speci hlterdd on 48)
can be netlfi@gai n, thg PICS Profil ameficguage,] known as Pl €grdentagel. O is
pr ef er abl y{ used. Appropriatenes
S

video41-0-0 B 0 0 30

videod1-1-4 B 1 4 0

video41-1-1 B 1 1 22

video41-1-2 B 1 2 2]

mask41-1-4-3 M 1 0 5

in this case, the content server (203) determines that it has a version of the requested
movie (video41-1-2) which satisfies the client (209} content specification (248)
({(Cool.CentralAmericaAppropriateness > 0) and (Cool.Nudity < 3) and
(PICS.AlterationPercentMax < 20)). Thus, video41-1-2 should be sent to the client
{209) . The HTTP response header includes the PICS-Alteration-Percent (9%).

The following exampile is similar to Case A except that a check request (Figure 4, step
410), represented by the GET check&url=video41 HTTP/1.1 stetement, is first sent
from the client (209) to the video server to find out whether the content specification
(248) can be met. Again, the PICS Profile language, known as PICS Rule-1.0, is
preferably used.



20 Case Al - check if a video is available neeting a content
specification: GET check&url =videod4l HITP/ 1.1 Protocol -Request: {PICS-1.1
{paranms full {alterationPercentReturn true}}} PicsRule: (PicsRule-1 .0

( regExtension ("http://ww.w3. org/ Custoni zati-on. htn ") Servi ceinfo (
name "http://ww. cool ness.org/ratings/V1l. htm" short name " Cool "
bureauURL "http://I| abel bureau. cool ness. org/ Rati ngs") Pol i cy

(Rej ect Unl ess "(Cbol.CEntraIAnericaAppra%riateness)") Policy (Acceptif
"(((Cool. Central Areri caAppropriateness > 0) and (Cool. Nudity < 3))

and (PICS. Al terationPercent Max < 20))") Policy (Rejectif "otherw se")
AlterationTransmt (Merged "true") HTTP response codes: 200 - video is

The cont ont Casa At iaeR e {150} Pesimptn mBotrhla ERRSnpinebi R0 D0 21000

is returned to the client. The HITP response header also includes the
Pl CS- Al t er alGEInctRek&wrivvideo41 HTTP/1.1

Protocol-Request: {PICS-1.1 {params full {alterationPercentReturn true} }}
PicsRule:
(PicsRule-1.0
(
regExtension (“http:/fwww.w3.org/Customization.html")
Servicelnfo ( ’
name “http:/iwww.coolness. orglratings/V1.htm!"
shortname “Cool"
bureauURL "http:/flabelbureau.cooiness.org/Ratings"” )
Policy (RejectUnless "(Cool.CentralAmericaAppropriateness)™) :
Policy {Acceptlf "({{Cool.CentralAmericaAppropriateness > 0) and (Cool. Nudity <
3)) '
and (PICS.AlterationPercentMax < 20)}")
Policy (RejectIf “otherwise")
AlterationTransmit (Merged “true")
))
HTTP respb‘nse codes:
200 - video is available
404 - video not available

As for Case A, a version satisfying the content specification (248) is found, and the
HTTP "200" response code is returned to the client. The HTTP response header also
includes the PICS-Alteration-Percent.



21 In the next exanple, a mask request (Figure 9, step 935) is sent to a
"mask provider (205) with a content specification (248) for a control
specification (237) which can be used to nodify the content to neet the
content specification (248). Again, the PICS Profil e | anguage, known as
PICS Rule-1.0, is used. An exanple of a URL of a video is

"http://video. owner. conifvideos/videod4l. " This is encoded as

"htt p¥8AYR2F% 2Fvi deo. owner. con?@2Fvi deos%2Fvi deo4l " in the exanpl e bel ow for
the value of the URL parameter in the G&!' nmask request. A mask checking
request to determne if the content specification (248) can be provided by
the mask provider (205) is simlarly conposed wwth the "Get mask" repl aced

by "Get chiadhe nextOG&ngplAZa mask fetRebt (FRiures, fﬁ’?@é 5) /Bt BRSKadk w:a'&r GeT
T = R RO B S5 e BB R T2 s B )

Pi csRul e: u\isaddg Rlﬂdéy the. @ntent fo meetrtlm&rﬁaﬂspemr cation (248). Again, the PICS

("http:// Ser vi .hane

Sttt i el LIRS BICE RyE Lo fused SR SO RO dURL of 8 TR

bur eauURL ‘hip¥/gideo. aweermnwde@wumS Jhig/irendodgd 43 Pol i cy (Rej ect Unl ess

" (Cool . Centhitpd.AATH2FI2ARREE Bvhat éaeos%zF%é&% irf¥hE %% dle bblol8P! -
Centr al Amakp aﬁgproprl at eness >
and (PI CS. BPvamMgef Bﬁliéﬁlce?r@m@rm )Ge)t maskmﬂqeﬁfy A(rReﬁl@é@p ing tpaHesttp se” )

élzt er at i ondeternsme i thd/esraenst spbeifieatibn (248) can be provided by the mask provider
(205) is similarly composed with the “Get mask” replaced by “Get check.”

- Case A2 - request for a mask from a mask provider:

GET mask&url="http%3A%2F %2Fvideo.owner.com%2Fvideos%2Fvideod1" HTTP/1.1
Protocol-Request: {PICS-1.1 {params full {alterationPercentReturn true} }}
PicsRule:
(PicsRule-1.0
(
regExtension (“http:/Aww.w3.org/Customization.html®)
Servicelnfo (
name “http://www.coolness.org/ratings/\V1.htm!"
shortname “Cool" _
bureauURL *http:/labelbureau.coolness.org/Ratings" )
Policy (RejectUnless “(Cool.CentralAmericaAppropriateness)")
Policy (Acceptif "(((Cool.CentralAmericaAppropriateness > 0) and (Cool.Nudity <
3))
and (PICS.AlterationPercentMax < 8))")
'Policy (Rejectif “otherwise")
AlterationTransmit (Merged "true™)

))



HTTP response codes: 200 - mask returned 404 - mask not avail able Her e,
"there is a control specification (237) mask4l-14-3, which can nodify the
content to nmeet the content specification

"((Cool . Central Aneri caAppropriateness > 0) and (Cool.Nudity < 3)) and
(PICS. Alterati onPercentMax < 8))) and the control specification (237) can
be sent to the content server (203). The HTTP response header includes the
PI CS- Al teration-Percent. Case B I na2gase B, a client 209 communi cates a
vi deo request the content server (203) with a content specification (given
bel ow), wherein a video stream (390) and a fuzz-ball track (337) are
returned to the client 209 by indicating in the AlterationTransmt cl ause
that the fuzz-ball should not be applied at the server end, i.e. it isto
be done at the client node. GEJ video42 HITP/ 1.1 Protocol - Request:
{PICS-1.1 (panﬂmm&eéwnke taddser at i onPercent Return true}} PicsRul e:
(PlcsRuIe 1. erV|g§|nfo name

"http://ww. coo REEE: r“ﬁf‘? tings/V1l. htm™ short nanme " Cool "
404 - mask not available

Here, there is a control specification (237) ‘mask41-1-4-3, which can modify the
content to meet the content specification ({Cool.CentralAmericaAppropriateness > 0}
and (Cool.Nudity < 3)) and (PICS.AlterationPercentMax < 8))) and the control
specification (237) can be sent to the content server (203). The HTTP response
header includes the PICS-Alteration-Percent.

Case B

In Case B, a client 209 communicates a video request the content server (203) with 2
content specification (given below), wherein a video stream (390) and a fuzz-ball track
(337) are returned to the client 209 by indicating in the Alferafion Transmit clause that
the fuzz-ball should not be applied at the server end, i.e. it is to be done at the client
node.

_GET video42 HTTP/1.1
Protocol-Request: {PICS-1.1 {params full {alterationPercentReturn true B
PicsRule:
(PicsRule-1.0
{
Serviceinfo (

name “hittp:/iwww.coolness.orgfratings/\V1.htm!"
shortname “Coof"
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23 bureauURL "http://| abel bureau. cool ness. org/ Rati ngs") Pol i cy

"(Rej ect Unl ess "(Cool . Central Aneri caAppropri at eness)") Policy (Acceptlf
"((Cool . Central Aneri caAppropriateness > 0) and (Cool.Nudity < 3))")
Policy (Rejectif "otherwi se") AlterationTransmt (Merged "fal se") By

way of exanple only, assune here that the content server has two different
vi deo versions: video42-0-0, and video42-1-4; and that there is also a
control . specification (337), mask42-1-4-1 based on video 42. This is

summari zed bel ow. server content type23 Centr al Nudi ty
Per cent Anerica

Al tered Appr opri at enes

S video42-0-0 B . 0 0 N A

vi deo4?2- 1- 4 gureauURL “http:/labeibureau.coolness.org/Ratings" ) N A

vmask42- 1- 4- 1 Pdiey (RejectUnless "(Cool.CentralAmericaAppropriateness)) 7 I n this case,

there is no u dified versio i neets the conte S A I on

(( Cool . Cent ra%@( %%?RB‘}??@PPQ‘E%R'@@Q“@ RIRRIRIESEP ?K‘?ﬁ&f‘?&%"‘@@?{‘y Fowever ,
the mask4239)%4-1 can be applied to video42-1-4 and the resulting content
w ll neet the gspeehlil Gatl -Slynce the AlterationTransmt cl ause indicates
(Merged "fal sea@efﬁ%é’éé\;tﬁd%@%%s%ﬂ shoul d be sent along wth the

vmask42- 1- 4Alteratpnigansrib(MergedfalseRequest st at enent i ncl udes a '
{alterati onPer)c)ent Retumtrue }} clause, the response header will indicate
Pl CS- Al ternation-Percent: 7. Note that there are various alternative

I mpl ement ations and extensions to,the object |abeling or content
specification (248) can be used wiithin the spirit and scope of the

By way of example only, assume here that the content server has two different video
versions: video42-0-0, and video42-1-4; and that there is also a control specification
{337), mask42-1-4-1 based on video 42. This is summarized below.

server content | type Central Nudity Percent

. America Altered
Appropriatenes
s
video42-0-0 B 0 0 N/A
video42-1-4 B 1 4 N/A
vmask42-1-4-1 | M 1 1 7

In this case, there is no unmodified version which meets the content specification
((Cool.CentralAmericaAppropriateness > 0) and (Cool.Nudity < 3)). However, the
mask42-1-4-1 can be applied to video42-1-4 and the resulting content will meet the
specification. Since the AlferationTransmit clause indicates (Merged "“false") the
video42-1-4 should be sent along with the vmask42-1-4-1. Since the Protocol-Request
statement includes a {alterationPercentReturn true }} clause, the response header will
indicate PICS-Alternation-Percent: 7.

Note that there are various alternative implementations and extensions to the object
labeling or content specification (248) can be used within the spirit and scope of the



24 present invention. For exanple, other protocols such as RTSP and
"MPEG, can be al so be used to provide a content specification (248). A
control specification (237) indicates how the stream content shoul d be

nodi fied. It provides instructions on showi ng the franes or groups of
frames of the nultinedia streans, specifies blocking, om ssions, and
overlays. As discussed, one type of control specification (237) is a
separate fuzz-ball track (337). Anoth@* is an edit-decision list, which

i ndicates which frames to nodify or replace. According to the present

I nvention, the control specification (237) can be flexibly provided at each
frame, group of frames or_a video header. A control specification at a

level of gr guReRlinddriBE S FOF exaftfple] btP phAGARA sueR Bs RTSPiaNE MREG Gas@etdiy t he
specific frame can be identified b tﬁe %@ ng information. In a preferred
enbodi ment , Pg HeediepYide ﬁﬁﬂF‘Pf‘E%R%%ﬁaQﬂ“( “nul ti nedia streamcontent is

presented in terns of real-tinme video stream delivery, but the sanme concept
I s appl i cabpeoch@olapecifitdioh (23Denditateshéw thedirears tortent shiiddiberregdifiadc [tude

I tipl t i d / ' ' E-the: W || al
Rppr evi at o PRARS MRS ROTeR e F raimes RGeS ranS of fheimuféda 0 1 21 20
separ at e st steeams) spécifiekblotiing, otissionssans averlays. Assliscosses; PRetyRa pEcanyol

' eIl S S8 . _ .
D Qoo can | SHCHsaiR ) B3 bdgtratd Rpsieall Akl @37), ionfRX W &t SfsRorIbTE 07

t he necessawichdndieates which frames fnmadidoenraplaee-wi th that frame: frame
PICS | abel "F-Label" 00001 J(PICS-1.1

"htt p:// WWwASGSHERG S tH [Heéett irVaRtiodl té dbntrol specification (237) cdn be flexibly
(Central Aneri caAppropri at eness

0 Nyl hPIRMSOR OGP (PRI PURBUEes or 2 idapeager, A controt pebificdioh 4 V1Y
"http:// WwwigsPdfiiedsp X e dritigsitido hédter can be time-based so thatrthe specific
(Central A %gr%%gg rb?a%én% igg g}s{ ﬁ'nejlin':\llgg %ntfgrmgétion. In a preferred embodiment, the
maskinglmoaiﬁcation of the multimedia stream content is presented in terms of
real-time video stream delivery, but the same concept is applicable o any other type of

multimedia stream which may include multiple streams of video and/or audio.

Those skilled in the art will also appreciate that although the control specification has
been described as a separate stream or track, that there are various alternative ways to
provide an object-level control specification. For example, each frame of a video can
include a rich PICS label, such as the F-label {394), to specify the necessary control
information associated with that frame:

frame - PICS label "F-Label"

00001 (PICS-1.1 “http:/iwww.coolness.org/ratings/\V1.htm!"
1 r (CentralAmericaAppropriateness 1 Nudity 2
Nudity1x O Nudity1y 0 Nudity1h 480 Nudity1w 640})

00002 (PICS-1.1 "http:/iwww.coolness.org/ratings/V1.htm!"
| r (CentralAmericaAppropriateness 1 Nudity 3
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25 Nudi t y3x 206 Nudity3y 113 Nudity3h 100 Nudity3w 109
*Nudityl x 31 Nudityly 199 Nuditylh 294 Nuditylw 307)) Here, Nuditylx and
Nudityly specify the location (x and y coordi nates, which for frame 00001
are 0 and O respectively) and Nudityl h and Nuditylw specify the size

(hei ght and wei ght, which for frame 0001 are 480 and 640, respectively) of
the fuzz ball to achieve a nudity level value of 1. Simlarly, Nudity3x and
Nudi t y3y. specify the location (x and ysgoordinate) and Nudi ty3h and Nudi y3y
specify the size (height and weight) of the fuzz ball 'to achieve a nudity

| evel value of 3. For frame 00001, which has a Nudity |evel value of 2 and
Central Aeri caAppropri at eness val ue of Is one fuzz-ball specified

1, there [
whi ch, when appl i ed, Nusity3c2eNediy@yd i3 Nyditydh PO Muyd@wot091  For franme 00002
which has a Nudity | eyffity¥se By ity foacNudRpiH 204 Nidity®@ 30y opr i at eness val ue
of 1, there are twy fuzz-balls specified: on rovi de Nudi. | evel val ue
of 3; and t r%mgftymmﬂIugcgtyayﬂgqﬁfyywqlgsaélpn@55@5?0@936%7’3‘{%0?@%[0%“ i s
not for a moDODTaRio sid eaespddivsly)dnel Neditytr arabivudily tiv Syecifi thecsinet (Brighbased on
t he control ecificati.o 237 { | £t |.fication
(248) and tFﬁﬁ?ﬁqh&'tvﬁgdh’gaﬁ?wgéog?rgﬁea@(% Bt '&?%%%L?@ad&g@ﬁ’ﬁfgﬁ rent. A
val ue can bechioveanuedity levelorlueroftth Similans, MiaiydxandNudiedy apecily thejlegptione
formula: (n = of - = W : ; ; ANGR 00.
For the mul F%T%@s{' eégéfé'?(gj%gwé\{%%t 228%@%32%%%’%3@?%&%%&? ent )L?glﬁ r?é; t he

control spedhe fugabalbte gchisrp anudityievetvalyerf Scont ent “ speci fi cati on (248).
Viewers with different content specifications (248) will nodify the content

dLT}‘Iergn_t'th'éﬁraﬁf@Oo'@’f.Wl ﬁa’ﬁ@l\@&ﬂlltéﬁl;tﬁﬁfﬁf tz}wnation I(237)-h Those
sKillred In e art w al SQ apprec] a alt .a 1uzz can Ve a
shape. Inst &9”6’?“”@@%@%@?@?%@{“9@?1'ctg?fet'%ﬁ%e %Q%L§%°@Fd ﬁ’glfgi Vﬁ%ﬁ‘u or
circle. Fi gigpked caeptitieve aNvaikalaplvalit of feFordramerf0082whieh haogiNud(f268) .  As
2?8' Cégg’enldiﬁ]%%ﬁ g%g%g? $ 3}13 ﬁﬁﬁ%ﬁ\%%cas prp\foeprria{e%gés) vafti 3fsl, {hgfe 3RS fuzkBafil €P
26

specified: one provides a Nudity level value of 3; and the other provides a Nudity level
value of 1.

If the request is not for a multicast stream, then the server can modify the content
based on the control specification (237) and the client (208) content specification (248)
and transmit the modified stream (390) to the requesting client. A value can be
computed to return the PICS-Alteration-Percent, using the formula:
{number-of-frames-with-fuzzball /total-number-of-frames) x 100. For the multicast case,
the client {(209) can modify the content using the control specification (237) to satisfy
the content specification (248). Viewers with different content specifications (248) will
modify the content differently using an appropriate control specification (237).

Those skilled in the art will also appreciate that a fuzz ball can have any shape. Instead
of being a rectangle, it can take the form of a polygon or circle.

Figure 4 depicts an example of the content server logic (268). As depicted, in step
405, the content server {203) waits for input. 1n step 410, depending upon the input
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received, different actions will be taken. If the input received is a video
checki ng request, the video checking handler (267) is invoked in step 415.
The video checking handler determ nes whether there is a version of the
requested video that can be nodified or masked to satisfy the content
specification. A detail ed exanple of the video checking handler will be
described with reference to Figure 5. In step 420, if the input received is
a video showi ng request, the video shdf ng handl er (269) is invoked, in
step 425. The video showi ng handl er delivers the video stream based on the
content specification. If the video requested has nmultiple versions, the
video show ng handl er checks whether any version satisfies the content
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(248). If so, 1n ste he anmount of video that needs to

be filtered or bl ocked out can be obtained. This estinmate (which is an
upper Figure § depicts an example of the video checking handler (267). Thepvideo checking

handler determines if there is a version of the requested video that can be modified or
masked to satisfy the content specification (248). in step 505, if the video requested
has muitiple versions, it is determined if any version satisfies the content specification
(248), in step 525. If true, a “yes" response can be sent to the client (208), in step 520.
Otherwise, in step 530, the version closest to the content specification (248) is
selected. In the preferred embodiment, the content server maintains for each video
stored in the server mask information on the available control specifications (237), the
content specification (248) achievable via each contro! specification (237) (i.e., the
O-label 386}, and an estimate on the amount of information blocked by each control
_specification (237). In step 540, the server {203) determines, based on the control
' specification (237) information, if the version can be modified or masked to satisfy the
content specification (248). If so, in step 560, an estimate of the amount of video that

needs to be filtered or blocked out can be obtained. This estimate {which is an upper



bound) can be obtai ned by adding the anount of information bl ocked by each
*fuzz-ball track that needs to bd applied. In step 570, a "qualified"
response (which is included in a HITP response header to indicate the PICS
alteration percent) is sent back to the requester indicating the anount
that will be blocked out. If, in step 505, there is only a single version
of the video available in the server, in step 510 it is checked whet her
this version satisfies the content spgglflcatlon (248). If true, a "yes"
response can be sent to the client (2 in step 520. If not, processing
continues at step 540, as above. Figure 6 depicts an exanple of the video
showi ng handl er (269). The video show ng handl er delivers the video stream
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605, it is checked whether this version satisfies the user specification, in step 610. if

so, in step 620 the video is transmitted to the client.

Figure 7 depicts an example of the frame masking/modification routine (Figure 6, step
630). The frame masking/modification routine can modify, mask or mergefadd fuzz-ball
tracks for a video. As an objects, for example in a video frame, are masked or modified
the category value of the V-label (392) can be updated to reflect the resulting change in
the current content rating of the video. For example, if a video with a V-label (392)
violence level value of 5 is overlaid with a fuzz-ball track (337) having an O-label (396)
violence level value of 2, the resultant video can have a V-label violence level value of
2. Alternatively, as descibed above, the F-label (394) can include the content
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frame of the video is fetched fromstorage (265). In step 710, if the frane
| abel (394) (F-label) satisfies the content specification (248), the frane
is transmtted to the client (209), in step 715. O herwise, in step 720, it
i s checked whether a substitute franme exists satisfying the content
specification. If so, in step 725, the substitute frame is fetched.

O herwise, in step 730, it is checked whether there is one or nore
fuzz-ball tracks (337), based on their2® | abels (396), that can be applied
to satisfy the content specification. This can be acconplished by conparing
the | owest category val ue of each di nmension anong all fuzz-ball tracks,
with the content specification (248). If the | owest category value is |ess
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before it isavai &Tﬁtbﬂ%'dtframﬁ Qaf‘elpﬁm in Glené'ﬂw se, the fuzz ball track is
transmtted with the original frame as additional tracks (337), in step

840. For exarplfe sldapick éHJéia'rrfb?egéf He‘?@&béﬂ'r&ﬁtﬁxé‘?@g lws@wm {fR¥%ehar e

di fferent content SE)GCI i cat It t hus nore pr.op riate for the
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separate tragdgst ¥nbitlofBiotkiigPare selected based on their labels (i.e. the O-labels). For

example, consider the case that the video has a violence level value of 7 and nudity
level value of 3 as speciﬁéd in its V-label (392), and the content specification (248)
prescribes a violence level value of 4 with no constraint on the nudity level. Assume
that there are 4 fuzz-ball tracks available with the following O-labels 396: track one
with violence level value of 4 and nudity level value of 3, track two with violencé level
-value of 3 and nudity level value of 3, track three with a nudity Ievel'value of 2and a
violence level value of 7, and track 4 with a nudity level value of 1 and a violence level
value of 7. Fuzz ball track one will be selected as it satisfies the requirement with the
least amount of blocking. n step 820, if the fuzz-ball track (337) is to be applied by the



transm ssion and | et each client (209) select and apply the appropriate

- fuzz-ball track (337). In another exanple, an organi zation (such as a
school or corporation) and individual users or subgroups within the

organi zati on may each have its own content specification (248). Fuzz-balls
(397) can overlap due to nultiple fuzz-ball tracks (337) on the sane

di nension. Again, it is nore efficient for the content server (203) to
separately transmt the fuzz-ball tragks (337) with the transm ssions and
| et each internedi ate node such as a gateway or proxy server (280) and
client (209) station apply the appropriate fuzz-ball track (337) to nodify
the content as the video passes through. . Figure 9 depicts an exanple of
the ciient 190 Fdsacal e et spercaion Pahdne e bala @ad tens,
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Pl CS Profil dhodgiyuage, known as PICS Rule-1.0. Normally for each category
in the rating schene, the client (209) can specify in the mask checking

request the giguelo dipsitd aflekRiiplé BANE WlbAtabgis a6, f ALdipidisy, (rPsidp o1 g ovi de.
For exanpl e,c“|e}‘“ (%03)' ggé)cif%%sm its video request with its requirement, such as a medium
vioclence level and a low nudity level. In the preferred embodiment, the specification
format uses the PICS Profile language, known as PICS Rule-1.0. Normally, for each
category in the rating scheme, the client (209) can specify the maximum {evel desired.
In step 915, a video checking request is sent to the content server to see whether the
content specification (248) can be satisfied. In a preferred embodiment, the response
can be either "yes,™ such a version exists, or a qualified response, e.g., a version can
be delivered, but with say 20% blocked out as described with respect to Figure 5. In
step 920, if the response is deemed acceptable, in step 940 a video showing request is
sent to the content server to request delivery of the video. In step 945, the video
playback operation (247) will be invoked to receive and play the video. A detailed

example of the playback operation will be described with reference to Figure 10. In
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a violence level value of 5 and nudity |evel value of 7 and the content
‘specification (248) prescribes a violence |evel value of 3 and nudity | evel
val ue of 2, a mask checking request for a violence |evel value of 3 and
nudity level value of 2 is sent to the mask provider to find out whether
there are control specifications (237) to satisfy such a content
specification (248). In step 930, if th80response fromthe mask provider

i ndicates that the specification can be satisfied, in step 935 the mask
showi ng request is sent to the mask provider to get the contro
specification (237) or fuzz-ball track (337). Consider an exanple, where a
client (209) specifies with the video request, a content specification
(248) incl@& Oqif theglesprnseite thel coptent spesification@4g) inpgl acpeptable) thesliemt of 2,
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response a§3¥’he requirenent can be satisfied with the two fuzz ball tracks
descri bed above. The client (209) then sends a request to the content

2o bal || COBMHS 2 PRmERS MEroR oferk BT Shelie i B Y8 e s oert T e ™
mask provi §egcificafiorn(248) wlu#gtgmlweme eyl é!é‘UP @% 2-ap4|q nydity lave! \(awmf a. th
and the requested video has a rating of violence level value of § and nudity level
value of 4 as indicated by its V-fabel. Since the unmodified video fails both the
violence and nudity specifications as indicated by the V-label of the video, the client
(209) needs to have appropriate control specifications (237) applied to modify the
video content to satisfy the content specification. That is to say the client (209) needs
to obtain one or more fuzz-ball tracks (337) with an appropriate O-label (396) such that
the minimum category values among the fuzz-ball tracks for the nudity and violence
levels satisfies the content specification. Assume that the following two fuzz ball tracks
are available: a first fuzz-ball track has a violence fevel value of 3 and nudity level

value of 4 as indicated by its O-label; and a second fuzz-ball track has a violence level

value of 5 and a nudity level value of 2. These fuzz-ball tracks can either be supplied



the video, a violence |evel value of 3 and nudity | evel value of 2 wll be
achieved. This overlay can be done on a per-frane basis as depicted in
Figure 3a, by overlaying on each frame both the fuzz-ball for masking

viol ence fromthe first fuzz-ball track and the fuzz-ball for masking
nudity fromthe second fuzz-ball track corresponding to the frame. An
exanpl e of the client playback will be described with reference to Figure
10. Figure 10 depicts an exanple bl ock i agram for the client playback
operation (247). By way of overview, nultiple streans such as video stream
(1002), an associ ated audi o stream (1001), and the fuzz-ball track (1003)
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1050I Thg awﬂmem?mh tnl tﬂﬁsdtt@t”&i@iih ﬂq@‘l\ﬁo fuzz teamba@@caewno?dhbsvéﬁbunge@ﬁh{ .
overl ay bas e or .synchr zat.i.o oy mat i enbe in e
Tt t o> bl dnb fards B it s e Bt FiSThar 86 588 shd BB PRS0
corrpl ex mais Mengaslqsrbmgq;ffesthbmo fuzz-ball tracks. Alternately, the content provide can

over ent ., Vvideo stre er
Sream o nYeAR NS Ak et B BuSldyFR B Foinese HIELSI QU Bif
exanpl e US R édro, amﬁmceﬂe%?am&@fsaad nedityah\tel vﬂ@e ofRilllbe aChiemedt Tlalls

entitled " &R ffraw g:gg:}{ Eﬁ[’ﬁ? ch S
her eby mc%ﬁ%@t ﬁcﬁb dO?Qé?]{arené(;;e |neEt% entiret or \l%%?ﬁa consi der a
video clip &eesiramehg hdbeangéz@u&fc@aﬁﬁngwaiﬁersefmmfs@rf@ﬂfwmﬂltrac&and the mask

the Vi deo sepbanffor Aeddftrmit trofdRd bodoha fi00an traticiitspRIGIsIng he vi deo
sequence at specific locations in each frane. eqwgﬁﬁel Cl %é assune t hat

the fuzz- baffMes ASigxgmpleofiihe glient alaybacwil b%%sgp ofigyedP a
fuzz-ball track may be represented as a list of frame nunbers (or

time- S]E arrﬁs):;gimlw Hepitecatdxampasiock diagras féd the eliendplayback iopedakien {24aye) and
size of the fuzz

ol? overvtew multiple streams such as video stream (1002}, an associated audio
stream (1001), and the fuzz-ball track (1003) (which may come from a different source,
e.g., the mask provider (205), arrive at the client station. Although only a single audic,
video, and fuzz-ball track are shown, for simplicity of presentation, there can be a one
or mare of each of the tracks. ln particular there can also be multiple fuzz-ball tracks
associated with a single multimedia content. The multimedia streams will be received
and decoded or processed by the client as indicated in steps 1015 and 1035 for the
video, 1010 and 1030 for the audio and 1020 and 1040 for the fuzz-ball, respectively.
The fuzz-ball is created in step 1040 and overlaid on the appropriate video frame in
étep 1050. The audio rendering in step 1045 is combined with the fuzz-ball overlay
based on the timing or synchronization information embedded in the stream to provide
the final video rendering, in step 1060. Even more complex masking techniques for
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Referring again to Figure 10, an incomng video is received in step 1015,
fromthe network or a file. In step 1035, the video is decoded and each
video frame is passed to the fuzz-ball overlay nodule (as will be discussed
in nmore detail with reference to Figure 8), in step 1050 as a bit nmap
(matrix of integer values) along with a franme nunber. Meanwhile, the

I ncomng fuzz-ball track is received in step 1020 fromthe network or a
file, and passed to the fuzz-ball cregkion nodule, in step 1040, where each
fuzz-ball is created as a rectangular matrix of integer values (the integer
value is the color of the fuzz-ball, in this case the integer val ue
corresponding to black). This fuzz-ball matrix is also passed to the
fuzz-bal | owekaliay t\mdi&b@ni ﬁdéd ‘Stfeahittdlg ahbag the bverkalicstreamds batlidllyf r anme nunber

and |ocati Qrﬁ‘otﬁec}%&&' N eSoal HH(QO quﬁ)arg/ ghertof x%@ﬁgus%?er{/ﬂé;ﬁ?&a' | frame

nunber Z i S conp redto T nunber Z>V, then in
st ep 1060, 5268113, dssviefl Qutn26| 1998 by tChenebal, fentited "Mixing-and Rleyback ot 4PE@ndul e t o

be di spl GYQQmprlegsé:t épéi?eoé |&¢?§theYé®§Rch5&% Ibg ¢ r‘ef\b@fﬁqg ity e

fuzz-ball overlay nodu sent the vi'deo deco ein step)iOB) | f

Z<V, then the next fuzz-ball is retrleved by the fuzz ball overl|lay nodul e
in step 1059 <AgRle; H@SFQ?EEVWQWEP@’&%‘%‘"EG&EISSQ‘{%% framesumbegpdyyom | z=v,

then the vi &gl ‘f’dﬁﬁﬁktﬁlét\mrse@iﬁérﬁd@(a 'ﬂiiszéﬂl(mﬂsh?‘@atéd Which be?rfayz ﬂgabal Ih

i nt eger rix at the |ocg he video fr ecifie yte
O e seipheic s re s Bestonsdh ettt b AR SO e eSSy 1o
t he vi deo fuzz-ball is s:mplyablack rectangle. Recall from Figure 3a that a fuzz-ball t&itk may r ender
nodul e, 6 Q ,h e ntional ways
nown 1 o {PSieBresRer e & 117t St hliord i Recitimy s o GERERT, 00% 1Y e

r emai nder Qﬁordlmies'(idrablonmttﬂmthhﬁame)(and/simtmmbb‘él ng retrieved by the
fuzz-ball overlay nodule, in step 1050, (sent by the video decode nodule in

step 1035)Re Ingqgs‘nfﬁwwégﬁh&nm gb@&éis%é‘éiv dlﬁmehgméméﬂall create

nodul e (sent an exa

provi der | teﬁgwerkm\a. iy Instapitass, Be vides '?)ﬁ%@éﬁ‘t‘ anghgravidsig frame i @9$Qﬂdéé in
step 1110, thbhe- B8 %v@ﬁév’mg&jle vegs it tfepcilsdugﬁ& in nide aétﬁipwﬁﬂﬂe?ereﬁ'@bol%nd' ng upon

t he i nput recel ved, different actions wl L%ken ut received

is a mask c'ﬁ\é"@k?h@" ier 1] as p Bit Siapfmetrixof 'qteqeg %?séf"h’i“ﬁ |af q‘ uzz ball

track (337numebersViRanihicd) the mc‘aaﬁngsﬁzz-wﬂramrﬁ lebélvaﬁa@tépl 1020irom tha48) . | f
SO, in ste

sent at " stvaRena ¢, e gp e B Te iRl et e 100, RSO ng

request, tfuez-baljiseseated asia rediaridular meatrcsof integat obivesitialinteger value is the
color of the fuzz-ball, in this case the integer value corresponding to black). This
fuzz-ball matrix is also passed to the fuzz-ball overlay module in step 1050 along with

. the fuzz-ball frame number and location coordinates {Figure 3). In step 1050, the

fuzz-ball frame number Z is compared to the current video frame number V. if Z>V,
then in step 1060, the video frame is sent unmodified to the video render module to be
displayed. In step 1050, the next video frame is retrieved by the fuzz-ball overlay
module (sent by the video decode module in step 1035). If Z<V, then the next fuzz-ball
is retrieved by the fuzz-ball overiay module in step 1050 from the fuzz-ball create
module (sent in step 1040). If Z=V, then the video frame integer matrix is overwritten
with the fuzz-ball integer matrix at the location within the video frame specified by the
fuzz-ball location coordinates. Then the modified video frame is passed to the video



in step 1140. For other types of inputs, which are not the focus of the
‘present invention (such as requests for insert/del ete/update control

speci fications (237)) an appropriate m scell aneous handl er (1130) can be

i nvoked. Those skilled in the art will appreciate that the nmethod for
maski ng or nodi fying nultinmedia stream al so works in a heterogeneous

envi ronment, where sone of the nodes are conventional content servers,
proxies or client stations which do no¥® understand the masking protocol in
the invention and do not participate in the masking/filtering operations.
For exanple, if the content server is a conventional-server; the client
(209) can work directly with a nmask provider to get the fuzz-ball track and
performthe naskl(gﬂoperatlon at the client. In other word S 915 and

S te
920 are by 2BSRIdNediie, dn slepJOBR tabe rerdgreddn any Wl"??“ﬁc@ﬁ‘feé‘“@‘a?
conventi onaknoOJnlt& tﬁos&tsame@m Wbiaeth Thepredesy esritinues amc:vasdﬂtmngremmw obn,

ith ' h ki
operati on. R vAdEE, with el Y o6 pGRB riflovea® i BB Glera] okl Fo0I! 10
proxy node Qtegswsamgerqbby trer videw decoda owiduleds kiep J 08)ecard mgnsxtliwdwlbﬂ the
or gani zat i W&tr%vé&%ﬁﬂﬂ%hfz‘é"t%ﬂ)cr&%h% uleﬁ&?ﬁfb’i‘é&fﬁtﬂoy to the client stations

whi ch may have no ca for ng or requesting any of the
maski ng
oper at i ons. Figyresl iflepicls an examrip ¢f a mask pravides logigdaying fﬁﬁt‘é‘efﬁﬂﬂf’ eespal sel ect

%?Cﬁpggyng “%’Sf?’?.‘g?aﬁ‘%“‘é‘g?ﬁ“ﬁ?“q“ thé%sﬁﬁgﬁéﬁwﬂlﬁo “Tﬁmegg ﬁgaaﬁ;ﬁa oxg Si )
client stat %PF{‘)?“H’R?“B ggmerlgagergpelmdsbg{fe?@? %"*E’Bﬁwﬁﬂﬁwt? ?ﬂ'@’u t5sPYEd ons

based on |0Ga|mésm:lﬂieblﬁ Féciest, frosee nizs1it isaleterininep ifaxfuzzsball tiHckgB3&Ki | | ed in
the art w II §’§ gﬁgrg q?ue tha;‘f ﬁﬁ%tt ﬁ(zﬁge.ggé @glte 6%3@]"streams
may cont ai n=X/ e TR P8 '8P Siai d -Balf’s. ese m ght
i ncl ude vi smbomm sentsOthensise aathiobreaspanse] inséndat $tep 41G6hrit istepl 1420, ibthguage

(such as Chi, | s, the
breseric i mip soei PR s esi(itovind ROUER einldenaf it e AR erfraveits:
means for nBskemiiar Fether types efdenuts, M@bﬁ@%ﬂ?té@@Cv%PféhQ/Prﬁéﬁ’fst ream such

as a porti opvsitioR (MhGen .%aaéﬁs fo?ﬁns@ﬂfdklewuﬁaté QRirdl HesnsdibRaPa7paRp! e of
audi o, or SubStItUtI ng objects to satisf content specification (248).

The dynai caRRIART G missalianeoss Fiardienid 18@) can be invoked

Those skilled in the art will appreciate that the method for masking or modifying
muitimedia stream also works in a heterogeneous environment, where some of the
nodes are conventional content servers, proxies or client stations which do not
understand the masking protocol in the invention and do not participate in the
maskingffiltering operations. For example, if the content server is a conventional
server, the client (209) can work directly with a mask provider to get the fuzz-ball track
and perform the masking operation at the client. In other words, steps 915 and 920 are
bypassed to go to step 925 from step 910 in Figure 8. For a conventional client station
which cannot perform the masking operation, either an intermediate proky or the
content server can perform the masking operation. In fact, in an organization such as a
school or corporation, a proxy node {280) may perform or request masking operations
based on the organization’s (intranet-wide) policy, transparently to the client stations
which may have no capability for performing or requesting any of the masking



flexibly and/or sequentially perforned either at the server (203), the
‘proxy (280), 'the client (209), or a conbination of these nodes

col | aboratively and furthernore does not require all of themto
participate. Those skilled in the art will appreciate that although the
preferred enbodinent is described in terns of the internet using a novel
adapt ati on of PICS, the present invenéhon Is not limted to such an
environnment. For exanple, it is well Kaown in the art to transmt control
signals during the vertical blanking interrupt (VBI) of a standard

tel evision broadcast. The majority of televisions today include.a closed

capti oni ng controller whi ch can b tiym zed throu | of t war e
al gor i t his RSt dR 28K s’?'ﬂﬁ%??% @@YF ﬁ)o”ﬁ?é"\?é’rpf g'egg?g?égfél&saﬁ@%pg Thi s
control | er its sws wrasking loyitetipn, aval somepmaygbecoreentional drbxiesviich dandll | it e

prograns, Wué@é%ﬁﬂ&@%%@@%@aﬂo%”%r?h8% rﬁé‘rﬁ& leQ&H& ntsif&ﬂo%rﬁ%é&&' ler can

al so be ad opul-ar "V-chi p"
(mandat ed eesupstrar peﬁommedd:mmaymwamre@pw@eé%?ﬁﬂeﬁﬁlé%ﬁqlrsﬁenfsc Il 652) for

automatlca{nldgpg.{dgﬁ{(bﬂgeawsarrs based on their

35 ratings. V-chip converter will also be avallablelnthe Fal | of
1997 whi ch can be used to enabl e tel evisions not hav &Iagec ssary
t echnol ogy Thegeagitied iy theqart wit mﬁc‘qtﬁ%ﬁg‘ﬁﬁﬁ““?lﬁge% } sEearE chip

converter gRpP chftalf RS ofhr 2R visail o? aadio fearballs. crhpse)migﬂemt:uuae cont ent

peci f1 cat Bt o o [lon iXppA Bl ieherad BRe LRSS g (e v

of the traSpamistsiets) Mdeﬂsﬁlﬁﬁ'\eg’m&pmﬁla s sufficient processing power, the
controller can perfor m an obj ect-1level content nodification according to

t he cont rol].{ﬁsp egéﬁt ﬁ{{englgéﬂllﬁggfetaﬂﬁescméﬁﬁfovﬁgg%ﬁ rﬁi@tﬁr%rbrél%éa)

Al ternative rocessi n ower be pr a set top box
ver si on of rrleaes fs:lr maskmg@og)odafnng td%flﬁ@b!ﬁﬁqjﬁcéﬁjﬁ\?é’f‘qe@rﬁfea@ sﬁ%ﬂ%ﬂ portignt he

case wher 68% é‘@“a&b HEReShr fitfiod AR vidBs M, rsernS)!%va‘ Glidib, R LSS iRG Bhjedtse

transmtte he cqontrol |l er can be

nore streans ur e
adapt ed tofCrﬁtﬁiﬁsny W@eﬁﬁ@ﬁﬁat@y@@&cﬁ? A¥GBERsE BofifcationcayBecr i bed f or
the V- abeheﬁ@?%hd@ﬁ@e@ehﬁ&ﬁ) eﬁf%&ﬁéd éithet Bﬁh@é@f/@f(lzeﬁ) wetpasky(e8u), theThe

present invention is not ted 0 a,conyv on rane r|e ed
vi deo st r SN A0 HFW'W@F ?—s(?rmgﬁﬁfﬁ%agmaﬁ?iy :mﬁpﬁlaerﬁoga[ di ng
Experts G estjuire MbBhenstopamtidigdatag group of 1SO' I EC in charge of the
devel opnment of international standards

Those skilled in the art will appreciate that although the preferred embodiment is
described in terms of the Internet using a novel adaptaﬁon of PICS, the present
invention is not Iimfted to such an environment. For example, it is well known in the art
to transmit control signals during the vertical blanking interrupt (VBI) of a standard
television broadcast. The majority of televisions today include a closed captioning
controlier which can be optimized through conventional software algorithms to decode
any signals sent to the VBl of a television set. This controller is currently typically
programmed for blocking satellite programs, on-screen programming, and closed
captioning. This controller can also be adapted by software to comprise the more
populariy known “V-chip” (mandated as part of the recently enacted
Telecommunications Bill 652) for automatically blocking programs based on their
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for conpression, deconpression, processing, and coded representation of
‘movi ng pictures and/ or audi 0. MPEG 2 decoders are contained in mllions of
set-top boxes and have assisted the satellite broadcast and cable
television industries transition fromanalog to digital technology. "A new
standard, MPEG 4, is currently under devel opnent. The MPEG 4 standard wll,
inter alia provide: standardi zed wayszg epresent audi o, visual, or
audi ovi sual content (called "audi o/visual objects"” or AVGs); conbine
primtive objects ("primtive AVGs") into conpound audi ovi sual objects, for
exanpl e as an audi ovi sual scene; multiplex and synchronize the data

associ at ed vdtings AX@cﬁlﬁ Cohvenar Rl dlsdDLhvanabid i thé FaPofMBRY whithaRbeRiskat ©
quality of servi interact with an audl oV sual scene enerat ed at the
client end ? ge@ev‘qﬂqsﬁ“’f NaYIRg KemeserRsar/ treeg %ﬁ‘?ﬁ‘g Ry PrepRDts, it

shoul d be uimentdn) e ddmrblidrive V-aim aﬂiverterafantb@rqgmmed! by Wbﬁmﬂt i ncl ude
obj ect s whi | I

36 inam f'aﬂé fo Oﬂ:r%& ré& thé ?o?'-tej}%‘gggcl H Zﬂw elx\%gnctl?n i oﬁlde%P)ﬁ%hlearl y, the
MPEG 4 PC prostent spécificdtior syckas the &-lmls ﬁipﬂmmattammlﬂedauum the Bl of theeat i on
of an aut hoghLAgnisy éﬁ %HH 59%1 ofk 636 ci@ntgprooesaﬂ(gi Power the controller can

http://ww. g-team de co creaht ef erred enbodi nent
of the pres BﬁfthW‘rﬁ'b‘Phlf%@ﬁe\f?é§°fﬁ@én“Q!’éf§é igrragordipata the qogtrﬁiaﬁpievlﬁeatwvé%?dus

nodi fi cati OBfd Geednta SY&SRAtIS Wi4b). Nfe@r‘rﬁ”twél? édamﬁamoo%ks.hé pbwerldaf tr t .
Thus, the detaj ed descr tion should F%g & % an exan‘gl e and not
as a limt anoef 6?5’2?0’%‘(?%@‘ eithe ﬁ'@“ h o7 B8 V-NIRIEFIVRERF BS t he
appended cl aééded. ln the case where the video stream (390) and control specification (237) a#é

transmitted as two or more streams (Figure 3a), the controller can be adapted to modify

the content by functions analogous to that described for the V-label (392) and O-label

(396) in the preferred embodiment.

The present invention is also not limited to a conventional frame oriented video stream
transmission system. For example, the Moving Picture doding Experts Group (MPEG)
is & working group of ISO/IEC in charge of the development of international standards
for compression, decompression, processing, and coded representation of moving
pictures and/or audio. MPEG-2 decoders are contained in millions of set-top boxes
and have assisted the satellite broadcast and cable television industries transition from
analog to digital technology. A new standard, MPEG-4, is currently under
development. The MPEG-4 standard will, inter alia provide: standardized ways
represent audio, visual, or audiovisual content (called “audiofvisual objects” or AVOs);
combine primitive objects (“primitive AVOs”) into compound audiovisual objects, for
example as an audiovisual scene; multiplex and synchronize the data associated with
AVOs for transport over networks to meet an appropriate quality of service; and interact
with an audiovisual scene generated at the client end (see e.g.,
http://www.g-team.de/mpegdfwhatmpeg.htm). Thus, it should be understood that the
“objects” of the present invention include objects which are identifiable and modifiable
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CLAI V5 What is clained is: 1. In a nultinedia network
including a multinmedia stream a nethod of nodifying objects associ at ed
with content of a multinedia stream conprising the steps of:

receiving a content request including a content specification;

dynam cal ly nodi fying one or nore objects on one or nore dinensions of the
mul timedi a stream based on the content specification and a control

speci fication; and transmtting the nodified nmultimedia stream
2. The method of claim 1, wherei ?%aid dynam cal | y nodi fying
conprises the steps of: generating a first streamincluding the
content; generating a second stream i ncluding the control

speci ficatiim thllhmbBi% lﬁm(fe@ﬁi such as the AVOS®E RIPEGY &mue:w&@twae-dm cont ent
including the.c fl.ca

nt ai d n cal l i.f I udes
dynami cal | yp'ﬁi?ﬁf) ¢ rﬁﬁie (9r1'f“8 emaipﬂg]c*q%@ﬁﬁ%tfr% ° 3& '?ﬁg e"E' he
control spefor MPEG-H ¢seeang., hi@lmlqaaamsip&lupeb#bmtcreahum)n d
transmtting the nodified nmultimedia stream The net hod of

claim 2. 1 U Bfar SR 84 BAobAfefi e feadlf EAloRlra Qbe@rm?égﬂ%éecf Wio 2

content requester ercentage of cont ent
accor di ng t¥termativey n’@éﬁ*ﬁs @p@&mtpeaan@impwwmeéwwhg@uf t9 thesepf skilldn an

art. Thus, the detailed description should be understood as an example and not as a
limitation. The proper scope of the invention is defined by the appended claims.



38 4. The met hod of claim2, further conprising the step of

‘conmuni catt he requester a bl ocking indicator, w thout show ng the

Vi (1wul M per cent age exceeds a threshold. 5. The net hod of claim
i ol specification includes a multidinmensional control

spemchat The nethod of claim1, wherein the content includes

vi deo and wher @i n the control specification includes a fuzz ball
specification, said step of dynam call é?m)dl fying further conprising the

steps of: generating the fuzz-b specification corresponding to
one or nore content specifications; and receiving a request for the
content including the content specification; and dynam cal | y

overlaying at least a part of a frame of the video based on the fuzz-ball
speci fication and the content specifi €imsn, in response to said receiving.
7. The nethod of claim6, wherein the content specification and the
control specification include a PICS protocol, said nmethod further
conprising the steps of: generating separate fuzz-ball specifications
corresponding to different content specifications; and selecting a
fuzz-bal | ¥¥hatis¢laimeddst based on a PICS specification 8. The net hod of

claim®6, wherein the content specification is tinme-based. 9. The net hod
of claim 6,1 Wheh g rﬂuiﬁn%b@uagt%ﬂﬁ‘drﬁ’iddlﬂnmltlﬁ%%latéﬁ%aﬁt@ﬁeﬂ‘fod@ﬁﬁl@&iﬂhh?g the
fuzz-ball ecififcation_as one or nore fuzz ball r]%s:i\e ocat i on,

and t enpor 8 jeptgagsociated with CP?taﬂbof@fmle@ew&gsam compriaing ¢

receiving a content request including a content specification; and

dynamically modifying one or more objects on one or more dimensions of the
multimedia stream based on the content specification and a contro! specification.

2. The method of claim 1, wherein said dynamically modifying comprises the steps
of;

generating a first stream including the content;
generating a second stream inciuding the control specification for the content;
receiving a request for the content including the content specification; and

said dynamically modifying includes dynamically modifying the content of the
first stream according to the control specification and the content specification.

3. The method of claim 2, further comprising the steps of determining and notifying
a content requester of a percentage of the content that would be modified according to
the content specification, in response to said receiving.

THIS SHEET HAS BEEN
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39 10. The nethod of claim1, said dynam cally nodifying further
‘conprising the step of conbining nultiple content specifications covering

one of toa | i jons and rating systenms. 11. The nmethod of claim
10, \Mjﬂm rﬂm}lﬂ!l mm‘ i ncl udes video, further conprising the step of
over | I € fuzz-ball filters, in response to said conbining step.

12. The nethod of claim1, wherein the content request includes a

mul ti di mensi onal content specifi cat on, said dynam cally nodifying further
conprising the step of dynam cally nodifying the content according to

mul tiple control specifications and the nultidi nensional content -
specification. 13. The nethod of claim1, further conprising the step of

conmmruni cat,i ng gne of the conten Ll i t

speci fi caft on HEBP Pﬂ8&%'"6%3“%‘?&@*‘&'@%%%@%P&ng‘nﬁgﬁ"gﬁg E)Hteocol : and an
MPEG pr ot oexplester &blockifgéndisatorowithdut shewing the vidgeewksnihe percegfdgent i ncl udes
vi deo and e;(%%dgla%egﬁ& ocol includes a plurality of PICS | abels, further
conpri si ng € steps of: sai d communi cating including communi cating

a V label indicating a content rating of vi deo .and overlay |abel to
i ndi cate he efhampthgd ofclaipy2rwhesein e ‘P%trg]’r?é’eﬁ'g?ﬂt@ﬂf“cﬁ“gff Ag; and

updati ng ultifirREsiohaY 8éritl! Spedifitatioh.| abel , in response to said dynamically
nodi fying. 15. The method of claim 12, wherein the content includes

i deo, further_co i Si th ep. o 1, iE Vi ame of the
x: deo acggr di % %B‘H‘fglﬁlq"i"gl' i’g“é%m‘}%ﬁx’@%@é'?‘ﬂ&%t" %ggkgn .g'ieﬁ'et%
mul ti di memrshteol spedification inchyties affuzzhdliepecification, szidstepafigyaaraicallyl ai m 15,

wherein the“ﬁ?‘ﬁéﬁ’%‘gh%‘?‘i‘é’?sﬁ% t}{‘h%ﬁ%? 0;;.ai d dynam cally nodi fying the frame of

the vi deo "0 eps of masking a frame of the

generating the fuzz-ball specification corresponding to one or more content
specifications; and

receiving a request for the content including the content specification; and
dynamically overiaying at least a part of a frame of the video based on the
fuzz-ball specification and the content specification, in response to said receiving.

7. The method of claim 6, wherein the content specification and the control
specification inciude a PICS protocol, said method further comprising the steps of:
generating separate'fuzz-ball specifications corresponding to different content
specifications; and selecting a fuzz-ball specification based on a PICS specification

8. The method of claim 6, wherein the content specification is time-based.

9. The method of claim 6, wherein said generating comprises the step of
generating the fuzz-ball specififcation as one or more fuzz balls having a size, location,
and temporal relation to a frame of the video.



>

40 vi deo according to the nultiple control specifications and the

‘rmul ti di mensional comntent specification. 17. The nethod of

cl ai dynami cal |y nodifying furt her conprises the step of

dyna:ﬂnmmmmumrﬁﬂ the frame of the video at one or nore of: a content
rvers, ctient,s a»Set top box; and a proxy node. 18. The nethod of

cIa|n11 mhereln the net wor k conprises a Wrld Wde Wb including a

hi erarchy of servers, further conprising the step of: an internedi ate proxy
server nodi fying content specifications for an outgoing content request

19. The nethod of claim 18, wherein the hierarchy tncludes a heterogeneous
proxy hierarchy wherein said nodifying is not perforned by the client or

all serverggin 2

compr i s ngst o ‘h{éeps 8{!%{; ©l¥m 1284ig d{n{;hlenal @Pﬁé&dl@‘ig?&tﬂe% r[s'i”r?tetg step oo
mul ti pl e rBtferkining mulfiple content spegifioations eRyeting:ong efeaultinle dimensiosgaadt er s, at
| east two ﬁgtm?%ygieﬁlgquesters rendering the video according to different
content speciftications 21 The net hod of claim 20, further conprising

the steps irt %i‘ gﬁone or nore separate fuzz ball specifications for

the di ffer claim 39 wgrsin the,eondent dndydss viske. futherseaprising bal |

speci f i cat therstepnofvettayiag friltipldLESbAN filleps; 0 respaibe to $4id combingg sidp.cl ai m 1,
said dynam cally nodifying further conprising the step of dynamcally

bypassi ng, 158S kﬁ{é%et%é? %F ic&?m quhér'épﬁ}\é %ﬁt&rﬁ%&@sﬁ%&lﬁdes a multidimensional
content specification, said dynamically modifying further comprising the step of
dynamically modifying fhe content according to multiple control specifications and the
multidimensional content specification.

13.  The method of claim 1, further comprising the step of communicating one of the
content specifications and the control specification according to one of: a PICS
protocol; a RSTP protocol; and an MPEG protocol.

14.  The method of claim 13, wherein the content includes video and the PICS
protocol includes a plurality of PICS labels, further comprising the steps of:

said communicating including communicating a V label indicating a content
rating of a vid__eo and an overlay label to indicate the effect of a modification to the
content rating; and

updating a category value of the V label, in response to said dynamically
modifying.

15. The method of claim 12, wherein the content includes video, further comprising
the step of dynamically modifying a frame of the video according to the muitiple control
specifications and the multidimensional content specification.

16.  The method of claim 15, wherein the content includes video, said dynamically
modifying the frame of the video further comprising the steps of masking a frame of the



41 of claim?22, wherein said content includes video,

3.
furth l 251 the step of substituting one or nore frames or segnents
of th Ifﬁl[@ﬁ”ﬂﬂgr nore alternative franes or segnments. 24. The
met hod *of <cl ai ' SoMd dynami cal 'y nodifying further conprising the step

of generating a second streamincluding the control specification for the
content; wherein the control specification is generated at one of the video
header, a group of franes of the videogg and an individual frame |evel. 25.
The nethod of claim 22 wherein the content conprises video, further
conprising the step of skipping one of video franmes and vi deo segnents

based on the contral ecification a t he_cant ent ecification 6. The
net hod of cl a\?%off,co(ﬂfs{%rt&ﬂﬁe fnﬁé'p oﬁﬂ"@ﬁ‘tspﬁﬂﬁﬁ%a%%a’\‘ﬂ %g&ultf‘{‘fp?qf’éqnak%‘ﬁ%?qtsi ng
one or nore sspepification. maski ng or bl ocki ng sone portion of one of a video
frame and a video stream at one of a server, proxy, set top box, and

client. 27. 47Th eTH@h@ﬂ&d‘HSf ciirft 18] &heréws%ﬁgfy{rﬁ@@ﬁﬂ bdiir .%Qrﬁf"?gés

conmuni cat i ngaé he control. ecification a he content as a single stream
28. The neth step of dynamically\ipadifying theEarne pittae videe 8l enecs mare et aeAMtemer ei n

sai d step of sepMHEGHRAL bt fEPBUK SfPa bidRy AP of communicating the control
specification during the verti cal bl anki ng interrupt of the multinedia

t 29. Th th f i 27 ei i d_st jcati
Corpr 1 ses. t hd st e B et foWeorpf e BB PR Bogi WHEP Vad ares of
the video. 3fcludifiga hiteréwahly of sedversifuithed aoriphising trengtep oft rag intenetliate proxy:

mul i casti g @il ARyl bohaR UpBotdi8ALTat 8n BilgbinB LSntbRttEgRIET S and

19.  The method of claim 18, wherein the hierarchy includes a heterogeneous proxy

hierarchy wherein said modifying is not performed by the client or all servers in the
hierarchy

20.  The method of claim 1, further comprising the steps of:
multicasting a single multimedia stream to muitiple requesters; and

rendering the video by said requesters, at least two of said requesters rendering
the video according to different content specifications.

21. The method of claim 20, further comprising the steps of: generating one or more
separate fuzz ball specifications for the different content specifications; and selecting
one or more fuzz ball specifications according to a PICS protocol.

22.  The method of claim 1, said dynamically modifying further comprising the step of
dynamically bypassing, masking, blocking and substituting objects.



each requester rendering the video using at |least two different content
'speC|f|cat|ons The nmethod of claim®6, further conprising

t he st elmmumum mJI tiple fuzz ball specifications to neet the
cont ent Emwm, 32 The method of claim 1, wherein the
obj ects ¥ n¢l ule Bnes of* an identifiable object in the nmultinmedia stream
at least a portion of a frame of video; and a sanpl e of audio,

33 A conput er program product corrp‘{' si ng: a conputer useabl e
medi um havi ng conput er readabl e program code neans enbodi ed therein for
nodi fyi ng obj ects associated with content of a nultinedia stream the
conput er readabl e program code nmeans in said conputer program product
conpri si ng: onput er readabl e program code neans for causing the
conput er to2%f f dbe, meth@d: of claimP2a whereiresaid eentent dnciydas video. figther comprising

speci ficati @g:stép st substituting. on: on& SFRYeGranidaft 3By Rerils BANEVHEOWRN BRAGIEMbIR!
causi ng the conputer dynam cal | y nodi fyi ng one or nore objects

on one or nﬂF%nﬁIVﬁémeér%sBQm?% nul ti medi a stream based on the content
specification and a control specification; and conput er readabl e

program codg4.medme réthod 8LSiM1, ishid dynamicaly modifyirigffartter corhpristriythé step®ft he
modi fi ed nug';ér{errrgt%g% secong rT}rearn including the control specification for the content; wherein

the control specification is generated at one of the video header, a group of frames of
the video, and an individual frame level.

4

25. The method of claim 22 wherein the content comprises video, further comprising
the step of skipping one of video frames and video segments based on the control
specification and the content specification.

26. The method of claim 22, wherein the content includes video, further comprising
one or more steps of: masking or blocking some portion of one of a video frame and a
video stream at one of a server, proxy, set top box, and client.

27. The method of claim 1, further comprising the steps of: communicating the
control specification and the content as a single stream.

28. The method of claim 27, wherein the content includes video and wherein said step
of communicating comprises the step of communicating the control specification during
the vertical blanking interrupt of the multimedia stream.

29. The method of claim 27, wherein said step of communicating comprises the step of
associating a frame label with one or more frames of the video.

30. The method of claim 1, further comprising the steps of:

multicasting a single multimedia stream to mutltiple requesters; and



42a 34. The conputer program product of claim 33,
“wher eH ' readabl e program code neans for causing the

comput ically nodifying conpri ses:
conmput %‘“ﬂﬂﬁ%“ﬁmﬂg m code neans for causing the conputer to effect,
gener at'i el i ream i ncl udi ng the content; conput er
readabl e program code neans for causing the conputer to effect,

generating a second stream i ncl udi ng ffRe control specification for the
content; conput er readabl e program code nmeans for causing the
conputer to effect, Jeceiving a request for the content including the
content specification; conput er readabl e program code neans for
causi ng t he conpuash reayegtef eanderingihg V&Fﬁ&ﬁﬂ“@&lﬁ‘iﬁaﬁﬁiﬂpﬁﬁ%mﬁ“%ﬁ}des
conputer rea fleafidRgr am code_neans for causing the conputer to effect
dynam cally nodi fying the content of the first stream according to the
control specification and the content s ecificatin Iorrputer

. d .
readabl e pr ogi-aifednetBodebaiaim further Sompyising 1o fiER &ef'%ﬁ"%ﬂ"@[?'te,fuzz ba
transnmi t t i ngspeefficEBshsitb atbefitetdonedi spesifitation

32. The method of claim 1, wherein the objects include one of an identifiable object in
the multimedia stream; at least a portion of a frame of video; and a sample of audio.

33. A computer program product comprising:

a computer usable medium having computer readable program code means
embodied therein for modifying objects associated with content of a multimedia stream,
the computer readable program code means in said computer program product
comprising:

computer readable program code means for causing the computer to effect,
receiving a content request including a content specification; and

computer readable program code means for causing the computer to effect,
dynamically modifying one or more objects on one or more dimensicns of the
multimedia stream based on the content specification and a control specification.

34. The computer program product of claim 33, wherein said computer readable
program code means for causing the computer to effect dynamically modifying
comprises:

computer readable program code means for causing the computer to effect,
“generating a first stream including the content;

-
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35 The conputer program product of claim 34, further
uter readabl e program code neans for causing the conputer to

'corrprl sin

ef fect, H umHmﬂHMOUfW ng a content requester of a percentage of

t he cont nodi fied according to the content specification,

I n response to said Teceivi ng. 36. The conputer program product of claim
34, further conprising conputer readable program code neans for causing the
conputer to effect, comunicating to the requester a bl ocking indicator,

wi t hout showi ng the video, when the percentage exceeds a threshold, 37.
The conput er program product of claim 34, wherein the control specification
I ncl udes a mul tidi nensional control specification. 38. The conputer

program product of claim 33, wherein the content includes video and wherein
t he control sp@omputeareadabiemwg:a@@aemzs fos causingthe comBYtente efesh. d conput er

readabl e PR ﬁmrgcé)%oﬁa’gﬁéarﬁﬁfcluﬁﬁfiéihé‘goﬁt}b?sﬁéﬁméﬁ&ffoﬁme%ﬁt@ﬁt, dynani cal Iy
nodi fying Turt conpri si ng:

computer readable program code means for causing the computer to effect,
receiving a request for the content including the content specification; and

computer readable program code means for causing the computer to effect said
dynamically modifying includes computer readable program code means for causing
the computer to effect dynamically. modifying the content of the first stream according to
the control specification and the content specification.

35. The computer program product of claim 34, further comprising computer
readable program code means for causing the computer to effect, determining and
notifying a content requester of a percentage of the content that would be modified
according to the content specification, in response to said receiving.

36. The computer program product of claim 34, further comprising computer
readable program code means for causing the computer to effect, communicating to the
requester a blocking indicator, without showing the video, when the percentage
exceeds a threshold.

37. The computer program product of claim 34, wherein the control specification
includes a multidimensional control sp_éciﬁcation.

38. The computer program product of claim 33, wherein the content includes video
and wherein the control specification includes a fuzz ball specification, said computer
readable program code means for causing the computer to effect, dynamically
mbdifying further comprising:

T ~




44 conputer Teadabl e program code nmeans for causing the conputer
to effect, gen ' bal |l specification corresponding to one or
nore content sEﬂﬁ!@“ﬂﬂE”‘mﬂw conmput er readabl e program code neans
for causing thes urersto erfect, receiving a request for the content

I ncluding the content specification; and conput er readabl e program
code neans for causing the conputer to4gffect, dynam cal |y overl ayi ng at

| east a part of a frame of the video based on the fuzz-ball specification
and the content specification, in response to said receiving. 39. The
conmput er program product of claim 38, wherein the content specifieation and
the control speciomriarireadablrpragnycotle@eans RrEELsing igicempyiesin &ffechr ogr am

product furgdh@fatﬁ?mfﬁmusgéam&%né&%&@&k@nmwé@m@@mns for causing
t he conputer E:i?:gaet fect, generating separate fuzz-ball specifications

correspondiﬂ)& #Pf er ent content specifications; and computer readable
program code neans for causing the conputer to effect, selecting a
fuzz-bal |l speci tcompateoreadablegrogram cBticfieapsior Causing tbacorguter tdleffectonput er

program pr : ' [ ﬁ{m‘.a&'. lbon is
tinme- basedggb%\%eggfﬁé@s%%% er %nﬁéd&}@%%pﬁ%%@&tgﬁgc al !r’nﬁ%‘B wherein said
conput er readabl e program code neans for causing the conputer to effect,

gener ati ng conpféBpectadableprogsam sbfemeargfoansustigdhereemuterde effectsi ng t he
conput er t qyabhRGHy oSKHAG gl i&tswsa& B friib bf B GRIeb bhER] drPie 3200 Or nore

fuzz balls havi gg a sizeé, location, and tenporal relation to a frane of the
vi deo.  42.spegifigationanditae conterhsarsificaliandn respoRsete saigecalving] conput er
readabl e program code neans for causing the conputer to effect, dynanmically
nodi fyi ng 39 t h¥he eompities pragrat® piodLictiof ERRIAE vhepsio fiedhRatispatiiaatior| O
causi.ng t hean%cmgg(t)r%r_o[ tsgec? tha%grtl include a PICS protocol, said computer program product
further comprising computer readable program code means for causing the computer to
effect, generating separate fuzz-ball specifications corresponding to different content
specifications; and computer readable program code means for causing the computer

to effect, sefecting a fuzz-ball specification based on a PICS specification

40.  The computer program product of claim 38, wherein the content specification is
time-based.

41.  The.computer program product of claim 39, wherein said computer readable
program code means for causing the computer to effect, generating comprises
computer readable program code means for causing the computer to effect, generating
the fuzz-ball specififcation as one or more fuzz balls having a size, location, and
temporal relation to a frame of the video.

42.  The computer program product of claim 33, said computer readable program
code means for causing the computer to effect, dynamically modifying further
comprising computer readable program code means for causing the computer to effect,



45-’ conblnlng nult pl e content specifications covering one of nmultiple
“g systenms. 43. The conputer program product of claim
re

Wm ent includes video, further conprising conputer

a pr ogdt am code neans for causi ng the conputer to effect, overlaying
mul tiple fuzz-ball filters, in response to said conputer readable pr ogram
code neans for causing the conputer-to effect said conbining. 44. The
conput er program product of claim 33, 4gherein the content request includes
a mul tidi mensi onal content specification, said conmputer readable program
code neans for causing the conputer to effect dynamically nodifying further
conpri si ng dable o) 0 nputer to
ef fect, dy ngo%mg'ﬁf‘ muit nter{‘é BP%%%MSe%%a d‘I f%ﬂt& "f]éJ:ﬁ}nquss&fggar% nt r ol
speci fi cat i wtisg ayaﬂemme rrul tidi mgnsi onal cont ent specification. 45. The
conput er program product of cl aim 33, further conpri sing conputer readable

Pr 0gT am c0dg3.Te ks chitbufeR fiighlin bRAUBKATRIMIA 42 Anarbinafid corteITAides Viceg, one of
t he cont ent eci fications and he control 5)eCI i cation accor ? tO one

of . a PI CS fBerRogerisigaramputer pradableprogiam sAUs PRenSPhERERe the %“P

conput er prewoamvem%gcmumbte%ﬁ-waﬂﬁtersvmﬁepdmsé twsawedmterlreudaumes Vi deo
and the PICS protoc | ncl udes a ural i &9 PI CS | abﬁ further

conpri si ng BEHBHR er’B%ﬁi‘itf? cab‘F'Sg ‘?ﬁ‘%!%’i rﬁ%ﬁﬁ Ct A Py t he conputer to
ef fect said conmunicating including conputer readabl e program code neans

f or causi ng44.he Toerpopater pmogedrh praductons notaimi 3Sawherginthé/cérddndrequedi cat i ng a
content rat t | ect of a
nodi ficati Oﬁ@@g&{%@%@ﬂﬁ ?Jh (ra[ {?Jhtﬂgéé%}’cah&p%xd ﬁ"ﬁgﬁk Feégh%el%gﬁqgféerﬁ pr ogram
code neans mmmﬁwg:aua@gémmmmﬂertt@ efieqt dypamiclif adiynafuEtieegory val ue of

the V | abel cod'l&lsfrﬁs&m?er;r?% B GGERHCRE n’fe%ﬁ&'ﬁ:‘?'c@ud%&ﬂé aoms@eeoBraes for

causi ng the conputer to e ynam cal I%/
46 dynamically modifying the content according to multlple control specifications and the

multidimensional content specification.

45.  The computer program product of claim 33, further comprising computer
readable program code means for causing the computer to effect, communicating one
of the content specifications and the control specification according to one of: a PICS
protocol; a RSTP protocol; and an MPEG protocol.

46. The computer program product of claim 45, wherein the content includes video

and the PICS protocol includes a plurality of PICS labels, further comprising computer

readable program code means for causing the computer to effect said communicating

including computer readable program code means for causing the computer to effect,

communicating a V label indicating a content rating of a video and an 'overlay label to
" indicate the effect of a modification to the content rating; and

computer readable program code means for causing the computer to effect,
updating a category value of the V label, in response to said computer readable

program code means for causing the computer to effect dynamically modifying.



47. —The—conputer program product of claim 45, wherein the content includes
vi deo, further conprising conputer readabl e program code neans for causing

t he c wﬂuuluﬂﬂmﬁﬂl’ dynam cally nodifying a frame of the video

accor pl e control specifications and the nultidi nensi onal

content speC| fi'cati of. .48. The conput er program product of claim47,

wherein the content includes video, said conputer readabl e program code

means for causing the conputer to ef f4&ct dynam cally nodifying the franme of

the video further conprising conputer readable program code nmeans for
causing the conputer to effect, masking a frane of the video accordi ng to

the nultiple _control specifi cat I ons ag? thedfggu&’ht | di nS|to e}l S8 nt e(f
specificati ¢f: Hee compiiersyagrararodic gt ciaimy E'fe"'b © PP ﬁc} W& n said
conput er reag&tdr eomp@gn@reoﬁ@d@r maslefmgmawsdmgxeamaefoccaqsuigéhe compiftérect
dynam cal |y y t her..co S I de
means for é‘&gg ‘%yﬁgmf?@ﬁ% W’?ggbﬁgc‘?ﬁﬁ%@ﬁ%ﬁ%@ m;’é‘e @&@Efe%hg&f rame
of the vi de@paelfamamensandrmeemdﬁd:manﬁmﬂlemte@eﬁp?@ﬁcat'ancI ient, a set top box;
and a proxy node. 50. The conmputer program product of claim 33, wherein

the network Oonpgpes Eampadt rrbgaWﬁngY&B ¢ B 490 Whereth the SHABAITHcIesdeee S,

further conprising u rogram code peans C%ﬁ{ ng t he

conputer to Séfdf@mpuﬁ regdadleap@meqse d&%?“§ & \PéFs"t‘Q)"‘ﬁt?GT"W e&

speci fi cat i RfiahRalPRoGHithE raffRNbfAE viHBSIflEHbr ccEripnsmEfmempOWptHadablpr ogram
product of claim50, wherein the hjerarch k?%fﬁ? g %53%@’%%? o‘ngooroxy

hi erarchy WHEPERR "é’&?&‘%ﬁfﬂﬁtcéﬂ‘s'ﬁ’%mﬁwuéf Y n cau5| ng the
conputer to éﬁf:érﬁiﬁg taﬁdal fMitiple coAtrolabegificdtionsiant thy multidirodrisiomal econtert|  ser ver s

in the hierarchy t The conputer program product of claim 33, further
conpri si ng: SPeCH foatioh 47

conput er readabl e program code neans for causing the conputer to effect,
49. The computer program product of claim 47, wherein said computer readabie

>

program code means for causing the computer to effect dynamically modifying further
comprises computer readable program code means for causing the computer to effect,
dynamically modifying the frame of the video at one or more of: a content server, a
client, a set top box; and a proxy node.

50. The computer program product of claim 33, wherein the network comprises a
World Wide Web including a hierarchy of servers, further comprising computer
readable program code means for causing the computer to effect an intermediate proxy
server to modify content specifications for an outgoing content request

51. The computer program product'of claim 50, wherein the hierarchy includes a
heterogeneous proxy hierarchy wherein said computer readable program code means
for causing the computer to effect modifying is not performed by the client or all servers
in the hierarchy

52. The computer program product of claim 33, further comprising:



,multicasting a single multinedia streamto nultiple requesters; and
conpu m code neans for causing the conputer to effect,
rendering the video msai d requesters, at |least two of said requesters

renderumlnum ording to different content specifications. 53.
The co e

oduct of claim52, further conprising:

* L .

conput er réadabl e program code neans for causing the conputer to effect,
generating one or nore separate fuzz bajj specifications for the different
content specifications; and conput er readabl e program code nmeans for
causing the conputer to effect, selecting one or nore fuzz ball

speci fications @5,9,8?@} F&ggglg%pr%r O%Qh,gﬁﬁ;e der) f%‘é}"g ‘m&d@&%ﬁ?&g@% ogram

product of claim 33, sai nputer rea ) m co causi ng
the conput SHIYESENG 2 singleymatimediasiesm & myltiplg reqiestess: aR8npri si ng conput er
readabl e program code neans for causing the conputer to effect, dynamcally
bypassi ng, naskeangputén readiabie prdgehns odt méatisifora08ihg eHescompater to &fiéctconput er

program pr . cl.aim54. wherein said.content includes vjideo, further
conpri si ngi.éclowr% 'ﬂg_&}? ‘F'%%c’d%?%d SRV R ] gglagstﬁg%ﬂfgsafdorlqu Fﬁﬁj“{eﬁ'@gé%put er to
ef fect, subEepiaatardiggdm differentoorderitrspesificationsegnment s of the video with one
or nore alternative franes or segnents. 56. The conputer program product

of claim 33z sa for causing the
conputer to ef 1?2% g@na‘%ﬁ%ﬁé%@’%ﬁ&fﬁ%&% e‘rér co%'r "8 ng conput er

readabl e program code neans for causing the conputer to effect, generating
a second st r earfAMtterdPadpbisRrogmm easde meansifern caysing thefapmputes te effeatnt

wherein  generating one or more separate fuzz ball specifications for the diffétent cdridéhtcont r ol
speci ficati ted at one of the video header, a group of franmes of

on.ls _.gener
t he vi deo, sﬁ?ﬁdcéﬁgri'%&f‘si dual frane |evel .
computer readable program code means for causing the computer to effect,
selecting one or more fuzz balf specifications according to'a PICS protocol.

54.  The computer program product of claim 33, said computer readable program
code means for causing the computer to effect dynamically modifying further
comprising computer readable program code means for causing the computer to effect,
dynamically bypassing, masking, blocking and substituting objects.

55.  The computer program product of claim 54, wherein said content includes video,
further comprising computer readable program code means for causing the computer to
effect, substituting one or more frames or segments of the video with one or more
alternative frames or segments.

86.  The computer program product of claim 33, said computer readable program
code means for causing the computer to effect dynamically modifying further
comprising computer readable program code means for causing the computer to effect,
generating a second stream including the control specification for the content; wherein



57. The conputer program product of claim54 wherein the content conprises
*video, further conprising conputer readable program code neans for causing
t he commmlmnﬁmﬁﬂm ski ppi ng one of video franes and vi deo segnents
based IHpeci fication and the content specification. 58. The
conput el pfodrarth pfodtict of claim54, wherein the content includes video,
further conprising conputer readabl e program code neans for causing the
conputer to effect one or nore of: maggki ng or bl ocking sone portion of one
of a video frane and a video stream at one of a server, proxy, set top box,
and client. 59 The conputer program product of claim 33, further

conpri sing conputer readabl e program code neans for causing the conputer to
ef fect, comtheicoatrolrspetifieationis geheratedeit bne aftthe vdap Heades acgnoup af framesioki ngl e
stream GQ'th-gm?de%f) ygggnd%mwngqgggct of claim59, wherein the content

I ncl udes vi deo an erein salrd conputer readable program code nmeans for
causing the conmputer to effect communicating conprises con'?uter,readabl e

pr ogr am codeSfrearihefapmpetarprogiamipsodushpi glaim 9 &e optRRt RPTBERITSes yideaRe
control s pecmﬁﬁédn%gilsﬂié}édﬁﬁmﬁéﬁedﬁbﬁé grabraf] @otiéiniank Rireansing thefcotpater to

mul tinmedia stream_61. The conputer pr.ogram product of claim59, wherein
conput er r eaBffast.Skipping-ane of yiseo f@mes %r"%&f?gﬁar% ﬁ@s%{)%lb?gfm ef f ect,

comuni cat i NgpeRficBlidro@ BetBHehf speaiidatidre pr ogr am code neans for causing
the conputer to effect, associating a franme |abel with one or nore franes
of the video

. X . The
conput er pr ogf-am PPSATRUESP r%qrgwrﬁr%cgct PLRImSS ‘(':VgerrrS‘rnl the ﬁ%r:‘tent inéhiies v(%(?)er%b ut er
readabl e pr ofyrther compwisingecusnpfuter readableprogia ensiemraes far Gaesing the, computer to
mul ti casti ngatz%c? bREbEmBH & %\(ﬁ\ %rrb%?:ﬁ?nb Sorte! 6ddrﬁ3tneof oRE LS VAES frafRtind a

conputer rea € program co ans ftor-causin he conputer to effect,
each request dideo einekm ahone ¢faa serderopiesy.igt epdox| andslientwo different content
speci fications.

59. The computer program product of claim 33, further comprising computer
readable program code means for causing the computer to effect, communicating the

control specification and the content as a single stream.

60. The computer program product of élaim 69, wherein the content includes video and
wherein said computer readable program code means for causing the computer to
effect communicating comprises computer readable program code means for causing
the computer to effect communicating the control sbeciﬁcation during the vertical
blanking interrupt of the multimedia stream.

61. The computer program product of claim 59, wherein computer readable program
code means for causing the computer to effect, communicating comprises computer
readable program code means for causing the computer to effect, associating a frame
label with one or more frames of the video.



~63.- The conputer program product of claim 38, further conprising conputer
» readabl e program cgmns for causing the conputer to effect, overlaying

mul tiple m ications to neet the content specification. 64.
The conp&

Pproduct of claim 33, wherein the objects include one
of an idemtifiable object in the nmultinedia stream at |east a portion of a
frame of video; and a sanpl e of audigg

62. The computer program product of claim 33, further comprising:

computer readable program code means for causing the computer to effect,
multicasting a single multimedia stream to multiple requesters; and

computer readable program code means for causing the computer to effect,
each requester rendering the video using a at least two different content specifications.

63. The computer program product of claim 38, further comprising computer readable
program code means for causing the computer to effect, overlaying multiple fuzz ball
specifications to meet the content specification. '

64. The computer program product of claim 33, wherein the objects include one of an
identifiable object in the multimedia stream; at least a portion of a frame of video; and a
sample of audio.



