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FIG. 1

(57) Abstract: Methods and apparatuses for data communication and cybersecurity are provided. An optimized way is built to handle
the PKI over constrained devices with application over PAN/LP-WAN and other similar devices and networks. This significantly
improves the security capabilities of such devices in terms of identity verification, encrypted communication, and device life-cycle
management. The apparatus may authenticate a party of a data communication session using a micro certificate within a micro public
key infrastructure that provides transport or application layer security. The micro public key infrastructure may be the combination of
communication protocol, micro certificates, and a management platform. The apparatus may establish the data communication session
using the micro certificate. The apparatus may perform secured data communication over the data communication session.
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