; H eBeHXE<Xv6TX/ 3 1 VALI DATI ON SYSTEM AND METHOD TECHNI CAL FI ELD OF THE

I NVENTI ON [ 0001] The present invention relates generally to the field of
conput er systens and, nore particularly, to a validation system and net hod.
BACKGROUND OF THE | NVENTI ON (0002] Extensible markup | anguage (XM.) is a
mechanismto identify objects in a docunent or file and/or relate objects
within the docunent or file. For exanple, XM. may be used to express

mat hemat i cal equati ons, e-commerce transactions, object neta-data, server
applications, and a variety of other types of structured information.
Generally, XML provides a flexible architecture for representing objects in
a notation that defines object types and hierarchical relationships of

obj ects. [0003] However, a particular XM_. file nay contain a |arge nunber
of objects and corresponding rel ationshipland/or definition infornmation
associated with the objects. Thus, checking or verifying the XM. data for
correctness is generally tinme-consum ng and | abor-intensive. Additionally,
if access to the program codéALIDAEON §CIEM AND METH@Pon of the XM data
may be i npossi bl e. 2 SUMVARY OF THE | NVENTION I n accordance with one
enbodi mrent of the present invention, a validation systemconprises a nenory
accessi bl e by a processor and having an extensi bl e markup | anguage (XM.)
data nodel of a conmputer nodel relating at | east two objects corresponding

to a set of sy ﬁhﬁ&kﬁ%ﬂEﬂﬁﬁ) ARy ﬁmﬁonpri§es a set of semantic rules
accessi bl e by iEg—pTntessnr—aﬁﬁﬁﬁgvrn€&29ﬂant|c information expressed in
XM. format correspondidig to the XM data el. Th te ur.t her
conprises a validat @ﬁbgdap?heedprte%en\%t}vle%éqnegfaﬂeé %?Waﬁya?%m?o@{j OG&WBut%e set
of semanti c r ubk@tmslandansre padadalyiddvalidationeystanbadineod. of t he present
invention, a validation nmethod conprises providing an extensible markup

| anguage (XM.) data nodel of a conputer nodel relating at |east two objects
corresponding to a set of syntax rules and applying a set of semantic rules
to the data nodel to validate the relationship between the at |east two

obj ects. BRI EFBRERCRGUNONIOFHE HEVERAHNGS

[0002]  Extensible markup language (XML) is a mechanism to identify
objects in a document or file and/or relate objects within the document or file. For
example, XML may be used to express mathematical equations, e-commerce
transactions, object meta-data, server applications, and a variety of other types of
structured information. Generally, XML provides a flexible architecture for
representing objects in a notation that defines object types and hierarchical
relationships of objects.

[0003] However, a particular XML file may contain a large number of
objects and corresponding relationship and/or definition information associated with
the objects. Thus, checking or verifying the XML data for correctness is generally
time-consuming and labor-intensive. Additionally, if access to the program code is

restricted, verification of the XML data may be impossible.
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[ 0004] For a nore conpl ete understanding of the present invention and the
~advantages thereof, reference is now made to the follow ng descriptions
taken in connection with the acconpanyi ng drawi ngs i n which: [0005] FI GURE
1 is adiagramillustrating an enbodi nent of a validation systemin
accordance wth the present invention; and [0006] FIGURE 2 is a flow chart
illustrating an enbodi nent of a vali datl on, et hod in accordance wth the
present invention. DETAILED DESCRI PTI ON OF2 THE DRAW NGS [ 0007] The
preferred enbodi nents of the present invention and the advantages t hereof
are best understood by referring to FIGURES 1 and 2 of the draw ngs, |ike
nuner al s bei ngSUMMIARYION THE IRNENTOONEespondi ng parts of the various

dr awi ngs. 3 [0008] FIGURE 1 is a diagramillustrating an enbodi ment of a
validation system Id dcBord&ferwithef: Whbddih&ie JITR6 phdsert iamtiogna vilidagdd v,

val i dati on system 10 validates an exten €I e mar kup Ig ua e (XM (flata
model using seMiff EYRRFFRS, METRERY g ess} B" ¥ RCRIATSSPT 8 o SYteisid

associ at ed W t fafiip B M) dati RioatITaR6Rp@Er mb@] 2Wting at Bambbjedl_’@r
exanpl e, an XM. da a nodel generally defines the syntax for rel ationship
bet ween var i ouSOrSEREEIg top se'tmsf SYMRX BHesa %cﬁéfﬁtemlamaf@mﬂ&?aﬁcsét O semantic
present invent f FEd ate the
XM. dat a nodel hﬁ’é&a tﬁﬁgbg%ﬁx an(k‘jglédehr?gﬁltélsgﬁmg\%gﬁgnfl%b%‘Q bl?%]s%g[lﬁr?kl\ﬂ

il lustrated enfm@datnmeﬁpqndlngdatﬂx@d(wsdmdclcom isystem durthenpompdsssice 12,
an out put devi ﬁ‘:ﬁd%t t a ggd?oc%sl‘a&e tl‘ge ta%o%m)sg% tﬂ'e8Set &Ps@&%nt%eﬁ’de‘ée 12 may
conpri se a keybo ) i'ng devi ce or a track
pad, or other type Infacdndtancewitbranmtl‘lq:rwhtblomglennéfdhe‘rmtesdnn1mmltmnya|valdiau¢mn

t 10. Qut
ot her type of BEVPRESReG BRINS Rt B TR [ogief CPRL) Hpaisel! & cnt i on
alhso Frcorpatssgﬁnmﬁdnb ! elrefatiig avddast th@b_]eﬁlﬁyofmp@idﬂfgub&det?fsﬁﬂmﬂksmd 16. In
the i ustrate OIITE ITEITDI’ O ri al or is a
conput er sof t wARPYIDE Bt ] “ﬁBWeWé qi" rrp B%d%%f%ﬂ@nf%ﬁﬁpv@ﬁﬁ em 10

and, specifi ca{hbmleys@wa@ﬁ]w&s 20, may be confl gur ed usi ng hardware,
softvvare or a conbination of hardware and software conponents. In the
enbodi ment of FIGURE 1, validator 20 is illustrated as being stored in
menory 18, where it nmay be executed by processor 16. However, validator 20
may be otherw se stored, including renptely stored, as to be accessi bl e by

processor 16. BRGHDESORIPTEONIORPIHE Bredwenhedi ment, val i dation system 10
al so conprises a database 30 stored in menory 18. Database 30 conprises

i nformation associ gk JW' t For\43hdrél 88rhpiiste @hdérﬁaﬂlngwaeqﬁésemmhﬁomrdkh@
| anguage (XM.) data no 32. For exanple, in the illustrated enbodi nent,
val i dation sysedvgntagesitlisrefe refareace: is nea made &0 heclolpwingrdesaipionk takeiét 34
defining rel at bcﬁﬂ@&igﬂ%vlﬁl%eééc&ﬁﬁ%yfnﬁﬁrﬁ%%’ﬁﬁ&hicﬂ an XML format. Thus,

el may C

conput er networ rrse information associated with the
type, nodel, role, lﬁﬂQﬁ]conﬁéiiiRE)hss aadlagramuuwammmbmn@:eﬁa valideoras, but
not limted to r 0 ctions associated with each
network device”® V\%l%g#r&%fwﬁhg'l%iube un gt?oglf%% t hat other types of

devi ces or infor rrat[noﬂﬁlrrayFll(j‘éJIE(@r éssellowschant HvstrdmgaamegboddRnt wite as,

but not limted.to i.n t i Jfecture or nane and

addr ess mforna"fhldgfrl]on ‘?)hr“gcp |arc1é°§ g?‘gq%g‘ep?#%f%eﬁ nN"the illustrated

enbodi ment, validation system 10 al so conprises rule data 40 stored in

dat abase 30. Rule data 40 conprises information associated with XM data
nodel s 32 for defining and validating the relationship between various

obj ects withi nggg_zi%%m de }M@ in this enbodi nent, rule
data 40 conpri R l’g T oliol?i a set of semantic rules 44.
Syntax rules 42 co fo tian_a enen tifying a
particul ar object g@%ﬁ -@f g% g g‘{‘ﬁ‘}‘f es |t§n8rRresf%nt ‘“"e}r’@%‘e V£| itﬁge pairs
associ ated wi thd\antpgdstmaﬂbﬁiﬁreeﬂeeﬂmmbrstoéd tgrxamﬁng of FIGiUrR)ES dr amie? wfrthke nodel

34 in an XM fglra\r;%}gs Ien rge){ens %émé l111|se for %ke an coryesslgc{n%gnegdpaxbtg o?\%e various

drawings.



<devi ce type="firewal " id="7000101"> <attri bute nane--"nane"
value--"firewal | -1" /> <attribute nane="nmke" val ue="acne" /> <attribute
nane="nodel " val ue="a25" /> <attribute name="serial" val ue="SER12345" />
<attribute name--"role" val ue--"Inner Zone"/> </device> <device
type--"switch" id="1100101"> <attri bute nanme="nane" val ue="swtch-1" />
<attribute nane="make" val ue="acnme" /> <atfribute nane="nodel" val ue="z57"
/> <attribute name--"serial" value--"12345678" /> <attribute nanme="rol e"
val ue--"tier3"/> </devi ce> <connection source="1100101: 4"
destination--"22002Q1: et h0"/> <connection sourc¢e--"1100101:5" L

desti nati on="7000 108000 {Q%ﬂ#@c@%ﬁméﬁwe%@g' 3y g imept of 2 validation

desti nati on="7QQf%010 & RdeofdancCRIN A %nfé&n§ RefRm. hk@ﬂ%,%nzaﬁon system 10
destination--"7000101: et h2"/> <connection source--"11001 01: 8" ~

dest i nat i on="9vlgae arexensible npdqup) langpagh XMbb data meadgbrsingrermanticyrulesanpl e,
syntax rules 4 . ~ L trl:]

225001 at od wi ¢ Rok by REACLATSaEnR M AR b BOkiafinite SIS AU ARe of
syntax rul es 4the XML dataanddek Eva¢dample, an XKdindatk melle rgendraliynddfinel the sytax nake,
nodel and seri . X | t 4 fine

t he source- des{%lk ﬁa#%ﬁglggéentggﬁ ‘E)arrllg %ﬂéc%%og%ﬁ:eﬁr\y\g‘r%ﬁ rP%ﬁj?a 8manr%i‘%ﬁ1r ul es
44 conpri se i ntherpnatntdnveatioga &t ofl samantic tiies are msed focspidlyr vatidgetic XMIt 0 a
parti cul ar dat g, nodel 3%. For exanple, in this enbodi ment, semantic rules
44 conprise re %ﬂnﬁ%ﬂp owéﬁﬁ?t%ﬁ@?m?ﬁfcggv 0, 5 relationship linitation
rules 52, and ][el at[0o093 hi pnahé ilmstéitéd aﬁbcﬁlﬁnerﬁe*aahﬁhﬁlilm%mrlﬁnwm;@mb ndn r ul es
50 conprise infornmatjon_associ ate ith required relationships between two
or nore obj ect ¥PutitsVice l Zras Qutput e?Véeq%gmrqse%S%lﬁ?%ﬁémew o5 ey ey

conpri se i nfor MBhbPEATRE s kejRErd\kdyBad, PoitiikEdbvice MBI hd LiSusk OF a Badkgdall] cul ar
device or object. Relationship Iimtations rules 52 conprise informtion

associ at ed w t o Ptherdypopseqvirel forinputting inforration de validasion systere 1RoQutput
obj ects. For exisml & nfa?lcf%}dgggbsg'rﬁor{ifofp dighdyPeinterl] &Sothér RY SH&eVRE fBr

m ni mum and/ or a maxi num nunber of connecti'ons for a particular object of
conput er net wogsaerbiaein uputor nay defi ne i npermi ssible connections for a
particul ar obj ect MPUHRS A& dgl, 3o b‘%ﬁn PsoRRlaieOfat Ul €S
54 conprise infor rrgp?gﬂ assoch at ed v‘\lngrtltwﬂoptql pnaFBr es?Statl 0 s‘lhri sr?s beet vvgen
obj ects of a pmay iteuéxecutetby prodeskor326. Fotheelstpdted embbditmientn shinrppt8 on

rules 54 may conprise inf.or ign.,associated wth option or alternative
Lypes o fof marapec ahRBhad vl 3iSHBhE etiarflked! Bov Bisrt ¥R ot vor

nmodel 34. An ebeundestood timesmteid 10 and| grcididalyx palidane 20, maydd cohfigured usirg

provi ded bel ow,_<devi ce> <type nape-:"firewall"> <rul es type="required">
<connecti onr u},\{éax‘?%‘é':sogfvﬁm’ ﬁ‘gﬁ ﬁ%’BaFl‘ﬁﬁtW Gf-hastware, e 'W(s‘Fﬁ\fa@f‘EP"%“‘Fis- Tt
<desti nati on nafsvdirhendof FIGIURE; validator DO isillsd@sddi 48 dein@ 3todaB-menic) €8,

val ue="tier3"/> </connectionrule> </rules> <rules type--"optjional">

Lt LT but er ul o™ hif TG PP B pRgrssars oo ety GILRSE 9 BRY b Aisrvise
<attri but er ul estoRaBrcistisdrematety dtote@ 23 toBel dRRSIbIE Y PEOCBABELG. " SW t ch” > <rul es
type="required"> <connectionrul e connecti onMax="32"/> </rul es> </type>

</ devi ce> [0015] AJOYALl ystlpdheifustratedicmbadimeat, aglidatipn systens Khalsp samprisees 44,

a particul ar sguRMdse€ 30 Ylofed*h MEordelsl Patabike BOCRRIPADEsCinRImARMUsERehtiRKE
and/ or nodel for a firewall. Anothér semantic rulé 44 may define a
f or bi dden att r Vislyvalidating picleast one extensible markup language (XML) data model 32. For

example, in the illustrated embodiment, validation system 10 may be used to validate
a computer network model 34 defining relationships for a computer network in an
XML format. Thus, computer network model 34 may comprise information
associated with the type, model, role, and connections of various network devices,
such as, but not limited to, the source and destination connections associated with
each network device. However, it should be understood that other types of devices or

information may be expressed as an XML data model 32 such as, but not limited to,



6 context of a particular firewall. Additionally, semantic rules 44 may
~define specific connections for a particular type of object, thereby

val i dating source and destination attri butes of the nodel 32. For exanpl e,
semantic rules 44 may conprise information associated with a connection
requirement for a particular firewall, a mninmum quantity of connections
for a particular firewall, and/or a maxi mj{n quantity of connections for a
particular firewall. Additionally, semantit rules 44 nay define specific
attributes of a required destination object. For exanple, in above exanple
for a firewall, the only caonnections counted &are t hose to destination
devices with oA VkBraied ‘Gt @pphitepiye prygame gpd afdigss mfermation (sfogeds ity @) e,

rel ati onshi ps &paei Nng two XML devi ce declarations and three XML connection
decl arations can be validated. [0016] In the above network nodel 34

exanmpl e, rel ati onsH0H2] eqn theribiusirated embodimento wlidatien syatenr aalsagempsisesci at ed
with required | @i i i .such as,
but ot 11 m ¢ d e GREeER AARbAE 0 1R ML g G EinRm RRARERANALC! 2
net wor k devi ceXMRedadd imodelnil@ foedefiningramt validhting %0 retatjonahip dbetwrep rviageus

| nf ormation asgpelal iy Wihlidl A% CRANSELLANG REINRERIAG! YRElGagPonent s
such as, but no im e&pto, requi regi' connections Fora parti cal ar

firewal | . Rel adoimprisdsigosatefjuyntenmids 42udndsa &0 off@ymaitis quleo Ar $yaeaxi rulesrd2at | on

associated with required data ca ni.cat.ion fo s bet ween net.wor
Conponent s. [ GOEPTSRATGHPOR ARG, fimes HeBlyBe s BHACUHTUEY ohét wor k
nodel 34 may GAsG 32 Cand dt@ibimRes iiduitifEEOsdn-RAuebdift dsedomitédoahi Dpdrtigdlirat i ons
bet ween network devices or cgonponents. For e 1azzgl e, relationship
limtations r Lﬂleé’éenSZA‘Wm@!ﬁﬁfPP@B“%‘F&‘f’?Fgﬂ%ﬁ 1058 Xk dorat Hsing ¥ mum
and/ or maxi murg;RYaNisilystrafed BBIBRWECt i ons for one or nore devices or
conponents of network nodel 34 such as, but not limted to, a mninum

and/ or maxi mum quarfdetie ypeTHremalt iIdGnH0Ia>parti cul ar firewal |l .

Rel ati onshi p |i mitati onsatfrifuenage=rpapearalee~CHrepiellde /3 nf or mat i on associ at ed
wi th unacceptabl e or forgiriternamerapdkeneslugrSasme’ieen nodel 32 objects. For
exanpl e, relationship | Kefiribate nome=Tmgdel BRiewiddStEnmpri se i nf or mati on

associ at ed wi t h unacceprathibytegramesispiialdealuedBEREAMONS bet ween parti cul ar
net wor k conponent s and/ sattributecesptableévave="bmpi_ddeai/>f or mat s of data

comuni cati ons bet wéemiceret wor k devi ces. [0018] Rel ationship option rules 54
conpri se i nformat i cdevdsstypsdsveicthivid=i1 HOt@tabl e or optional rel ationships
bet ween nodel 32 obj ect sattribate mmarrame” Vadue=Comipht ¥r/>net wor kK nodel 34,

rel ati onshi p option rul esttribitemamee’timgke? edud="Thamte’ et i on associated with
defining optional or acespibatlmmeetmslek vdkiest63” or conponents such as, but
not limted to, an accepitaibue dagnpe;serakealugrtizd456780l/2, and connections for
a network device. Rel at kgtrtbhtemampttrold” valheStied”/say al so conpri se

i nformation associ ayddice#t h acceptabl e or optional connections between

net wor k conponent s <gstctah, solrdé="1000101:47 83ndtion="200601 RIMOE/>COonnections to a
particul ar firewal kcodf@étitnisORed P10UD1:SNddstihaidno%000001 3thoey>def i ne

accept abl e data coragbHHesRInisBircE-21 101 61:Be848 IR 7006101 CIPsnent s. [ 0019]
Thus, the present iQygRétidARoREEY 0P &dsfihioROt706019 248 for validating
the correctness of <¥Mnelfhaoied®! f00381 818 iRRionLYHODL o™t €d to, conput er
net wor k nodel 34. For exanple, conputer networks are frequently |arge and
conpl ex and, therefqi8) 9eRAloVe Abdabohic Holielt &&preY sittax/ Al GefirRr
correctness. Conputer network nodel 34 may be used'to Tepresent the

physi cal st r uclameatsoandonamer vaug| peirs @on SHribntesnassediaied with 4bs netvatkedlempnth a
conput er net L - f : ) ol r i Lent  of

t he present Y%gﬁ%(?noﬁ&l\?aﬂ[sda bé)rdl ivsg??fﬁgféggga&\}gﬁ?g‘a%%g ?ﬁgqg%?dtyé%t ness
of conput er nedemenk inchdalg tBd make,nyoded ardhsérinl nuinber of4he figd@ll] FieGyREX2 is a
flowchart illust i.n nbodi ment. of a val i. dat. hod i n accordance
with the pr eséP]]teg /i?irf\lllsé%ile?lglﬁ. efﬂ‘ém%?shg%oﬂé’&‘l"}?gn%”?tf%rﬁ Qﬁo&?‘&ﬂﬁ wher e val i dat or
20 retrieves one off00I4]. dSemamizdedlss 32 tompriseeinfornaiiéh asociaedamithethe

val idator 20 may retrieve computer netwrk, nodel from dat abase 30. At
Step 102 val PAIFGE ASTHCPIBRCE & GG 190 dtodshy 371 GAf ouRted® 4B [ 0021]
After step 10Zmbedinieflgt sdmanfic afudsi 84 sanmisti eelatiohship 4rdquifeniche rakbr s@ved XM
data nodel 32. For exanple, at step 104, validator 20 applies relationship
requirenent rules 50 to the retrieved XML data nodel 32. At decisional step
106, if the retrieved XM. data nodel 32 violates any of the relationship
requi rements rules 50, the nethod proceeds to step 108, where validator 20
may generate an alarmor other alert to a user of system 10 notifying the
user of a rule violation. If the retrieved XM. data nodel 32 does not
violate the relationship requirenents rules 50, the nethod proceeds from

. ~r~ a2 . F AT res . A A N N T ~ o



[0023] At step 116, validator 20 applies relationship option rules 54 to
the retrieved XM data nodel 32. At decisional step |18, a determnation is
made whether the retrieved XML data nodel 32 violates any of the

rel ati onship option rules 54. If the retrieved XM. data nodel 32 viol ates
the relationship option rules 54, the nmethod proceeds fromstep 118 to step
120, where validator 20 generates an alert_to a user of system 10 notifying
the user of a rule violation. If the retri®ved XML data nodel 32 does not
violate the relationship option rules 54, the nethod ends. [0024] Thus, the
present invention provides an efficient and cost-effective system and

met hod for val CHHPTSHP Suglen myleh @2s 198d slapenshipe SRUGH TR SthaBslatigesbins 32

using a set of reg@raRRNt Fulbdib@ ToftriRX RIEGERA6h iatbosibted Nt RgiTed rdiRMARYs
substantially reducing or elimnating the re(gw rement of" expressing the

semanti c requi Pebweeat vof gy meng cobjpstse Forsskamplep relefionphip mefuirement malgsliSPimayal |y,

the semantic r ‘sé‘ﬁ%}i@%gﬁgﬁh%gﬁm@ﬁgﬁﬂ cHinbORHL er%Odtré%tEétuﬁg dBfeERS Lo

the code of the data tio programm ng data nodel
32. 9 1. A velliéctiaReletionsiript Emitgtiddy , rubesnp? i @mpgse anformatioy {si@jatet oathsi bl e

by a processor and havi ng _an extensjhbl e nku anguage dat a
model "(32) of Seehn B Ep R SR W e TR KOTRREE AL g o
| east two obj elxhBatiohs tulss 5C omgyudefine aminimok aad4) a maximasamtbiengf doanatiomst of

syntax rules (42); a. set of semantic rule 44 ccessibl.e by the processor
(16 and havi 6 > paRishB es S YAty abatel sE TR FRratrisBleond ng
to the XM daté@nfieatiohs 329 padioalaieobjedti efatddiputet BHetvistRtheddl 139, Ralatio@hipy t he
e (G475, o gLk s e e s bR reborp B o
rules (44) conglidcBest al paHR¥uMRUAR ToSISTC | K @%hniiIE, ReldtidnShif offiod RifesBRIneRL - 3.
The system (10) of Caim1l, wherein the set of semantic rul es (44

conpri ses i nf cfomprispferggtien assecated with ppticrel erraltemativectypesras fermass offdatahe

?214 )ect s. 4. Theniyialblsltwah fidtsdleonPafh Hefvdrb acdBl 307 ASCIBRDIeCof Ul €S

=
-
-

semantic rules 44 expressed in XML format is provided below:

<device>
<type name="firewall”>
<rules type="required”>
<connectionrule type="eth” connectionMin="2" connectionMax="3"/>
<destination name="type” value="switch”/>
<destination name=""role” value="tier3”/>
</connectionrule>
</rules>
<rules type="optional”>
<attributerule name=""serial”/>
</rules>
<rules type="forbidden”>
<attributerule name="disk”/>
</rules>
</type>
<type name=""switch”>
<rules type="required”>
<connectionrule connectionMax="32"/>
</rules>
</type>

</device>

[0015] As illustrated in the above example of semantic rules 44, a
particular semantic rule 44 may define an acceptable or required make and/or model

for a firewall. Another semantic rule 44 may define a forbidden attribute in the



conprises information associated wth relationship Iimtations of the
~objects. 5. The system (10) of Claim1l, wherein the set of semantic rules
(44) conprises information associated with relationship options for the
objects. 6. The system (10) of Claim1l, wherein the set of semantic rules
(44) conprises information associated with a type of object. 7. The system
(10) of daim1l1, wherein the set of syntax rules (42) conprises information
associated with attributes of the pl urali;((ﬁl of objects. 8. The system (10)
of Caiml, wherein the set of semantic rules (44) conprises information

associated wth a connect.iqn requirepent correspondjng.to at | east, one

obj ect of the "t?BYﬁSh? P3¢ rfi'e‘%}#_' .té{’"ﬁ@ﬁémegﬁ)mies %16“‘5 Jeﬁﬁ% S%"ﬂ,ﬁcocem (10)
of Aaiml, whehfdcHos@r §9¥1rti@ﬁla§_ﬁ}?’@6f bisjedt,th&sby( fdidaGiddouics @fid WaskiALtEAL | on
associated with a connection limtation for at |east one object of the

conput er net woAtRIDNEA ofcfhe mofieldé| Fenexpmplegsempptic miesd may rompase infosmaton,

W Th & connectin uay TN 4 odte ke 3 Pt TRl e ARARL or

XML dat a nodelqueatity . of, ganngxtions ANy pAicilarAfirewati Nandior, Agaaxiyim Auskrtkty RFk
connections for a particular firewall. Additionally, semantic rules 44 may define
specific attributes of a required destination object. For example, in above example for
a firewall, the only connections counted are those to destination devices with a type of
“switch” and a role of “tier 3.” In this example, relationships spanning two XML
device declarations and three XML connection declarations can be validated.

[0016] In the above network model 34 example, relationship requirement
rules 50 comprise information associated with required relationships between network
devices or components, such as, but not limited to, device type, make, model, role,
and connections for a network device. Relationship requirement rules 50 may also
comprise information associated with required connections between network
components such as, but not limited to, required connections for a particular firewall.
Relationship requirement rules 50 may also comprise information associated with
required data communication formats between network components.

[0017] Relationship limitations rules 52 for computer network model 34
may comprise information associated with relationship limitations between network
devices or components. For example, relationship limitations rules 52 may comprise
information associated with a minimum and/or maximum quantity of connections for
one or more devices or components of network model 34 such as, but not limited to, a
minimum and/or maximum quantity of connections to a particular firewall.
Relationship limitations rules 52 may also comprise information associated with
unacceptable or forbidden relationships between model 32 objects. For example,
relationship limitations rules 52 may comprise information associated with
unacceptable or forbidden connections between particular network components and/or
unacceptable or forbidden formats of data communications between network devices.

[0018] Relationship option rules 54 comprise information associated with
acceptable or optional relationships between model 32 objects. For example, for

computer network model 34, relationship option rules 54 may comprise information
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as, but not limited to, acceptable connections to a particular firewall. Relationship
option rules 54 may also define acceptable data communication formats between
network components.

[0019] Thus, the present invention provides an efficient system 10 for
validating the correctness of XML data models 32 such as, but not limited to,
computer network model 34. For example, computer networks are frequently large
and complex and, therefore, generally difficult to verify or validate for correctness.
Computer network model 34 may be used to represent the physical structure or other
relationship information associated with a computer network in XML format. Thus,
in accordance with an embodiment of the present invention, validator 20 verifies or
validates the correctness of computer network model 34 using semantic rules 44.

[0020] FIGURE 2 is a flowchart illustrating an embodiment of a validation
method in accordance with the present invention. The method begins at step 100,
where validator 20 retrieves one of XML data models 32 from memory 18. For
example, validator 20 may retrieve computer network model 34 from database 30. At
step 102, validator 20 retrieves semantic rules 44 from database 30.

[0021} After step 102, validator 20 applies semantic rules 44 to the
retrieved XML data model 32. For example, at step 104, validator 20 applies
relationship requirement rules 50 to the retrieved XML data model 32. At decisional
step 106, if the retrieved XML data model 32 violates any of the relationship
requirements rules 50, the method proceeds to step 108, where validator 20 may
generate an alarm or other alert to a user of system 10 notifying the user of a rule
violation. If the retrieved XML data model 32 does not violate the relationship
requirements rules 50, the method proceeds from step 106 to step 110.

[0022] At step 110, validator 20 applies relationship limitations rules 52 to
the retrieved XML data model 32. At decisional step 112, a determination is made
whether the retrieved XML data model 32 violates the relationship limitations rules

52. If the retrieved XML data model 32 violates any of the relationship limitations
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rules 52, the method proceeds from step 112 to step 114, where validator 20 generates
an alert to a user of system 10 notifying the user of a rule violation. If the retrieved
XML data model 32 does not violate the relationship limitations rules 52, the method
proceeds from step 112 to step 116.

[0023] At step 116, validator 20 applies relationship option rules 54 to the
retrieved XML data model 32. At decisional step 118, a determination is made
whether the retrieved XML data model 32 violates any of the relationship option rules
54. If the retrieved XML data model 32 violates the relationship option rules 54, the
method proceeds from step 118 to step 120, where validator 20 generates an alert to a
user of system 10 notifying the user of a rule violation. If the retrieved XML data
model 32 does not violate the relationship option rules 54, the method ends.

[0024] Thus, the present invention provides an efficient and cost-effective
system and method for validating or verifying the correctness of XML data models 32
using a set of semantic rules 44 expressed in an XML format, thereby substantially
reducing or eliminating the requirement of expressing the semantic requirements for
the model 32 in programming code. Additionally, the semantic rules 44 may be easily
enhanced without requiring access to the code of the data model 32 or additional

programming to the data model 32.
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a memory (18) accessible by a processor (16) and having an extensible
markup language (XML) data model (32) of a computer network (34), the XML data
model (32) relating at least two objects of the computer network (34) corresponding
to a set of syntax rules (42);

a set of semantic rules (44) accessible by the processor (16) and having
semantic information expressed in XML format corresponding to the XML data
model (32); and

a validator (20) adapted to validate the XML data model (32) of the computer
network (34) using the set of semantic rules (44).

2. The system (10) of Claim 1, wherein the set of semantic rules (44)

comprises information associated with a role of the object.

3. The system (10) of Claim 1, wherein the set of semantic rules (44)

comprises information associated with relationship requirements of the objects.

4, The system (10) of Claim 1, wherein the set of semantic rules (44)

comprises information associated with relationship limitations of the objects.

5. The system (10) of Claim 1, wherein the set of semantic rules (44)

comprises information associated with relationship options for the objects.

6. The system (10) of Claim 1, wherein the set of semantic rules (44)

comprises information associated with a type of object.

7. The system (10) of Claim 1, wherein the set of syntax rules (42)

comprises information associated with attributes of the plurality of objects.

8. The system (10) of Claim 1, wherein the set of semantic rules (44)
comprises information associated with a connection requirement corresponding to at

least one object of the computer network XML data model (34).
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of the computer network XML data model (34).

10.  The system (10) of Claim 1, wherein the set of semantic rules (44)
comprises information associated with a connection option for at least one object of

the computer network XML data model (34).



