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sol utibnh only Background Art

Advances in telecommunications network communication and switching
are moving ahead with great speed. However, transferring large files (e.g., media
content such as audio and/or video files) between locations remains a task that

20 can take significant amounts of time. For example, when delivering a large media
file, such as a movie, to a user, the transfer time can be on the order of many
| minutes to hours before use of the file (e.g., viewing of the movie) can begin.
s ) One conventional technique for avoiding such delays in presenting media

content to a user is to replicate copies of the content at various locations in the

o
w

network “near” the user. While this may solve the delay problem, it is an

expensive solution since it requires an inordinate amount of storage space (o store

multiple copies of the media file. It also requires a media management
~application for operators to manage the replicated copies of content. Stdrage

administrators must carefully manage the storage resources to assure that no site
30 | become full. If a site runs out of storage, an attempt to replicate new content to
the site will fail.

Other known techniques include application leve] proxy caching such as

web caching and streaming caching. Such solutions do not require the

- deployment of unmanageable amounts of storage. However, the solution only
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manager Eo grantv}gcks to other processes or threads. However, designing a lock

manager that can handle failover is difficult. Since the lock manager must keep
15 track of its clients, reconstructin g the state before failure can be a challenee
- o ’

What is needed is a system and method for distribution of large files that

overcomes the limitations of known systems.
BRIEF SUMMARY OF THE INVENTION

The invention is a system, method and comptiter program product handles
distribution of large files over a network such as the global Internet. The scalable
content delivery network (SCDN) of the invention places a plurality of
distribution centers or stations on the network. A paralle] download mechaﬁism
ensures that a requested file is present at a station in Hime for user consumption.

This mechanism is used in sol ving the content caching and storage problem for
read-writeable integrated network file system which can be used for delivering
large files such as those encountered in video-on-demand, which is comnmonly

- Perceived as a tough problem in the industry.
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atomcally. It allows clients to gain séquential
fipd out whet hetbardiidibedilendechainatioenf wiitintRbosOhiRakish VoG ktwork

retrxbhei r oper %i(gnig@%.tcfke orrective action. The sequence server
achi eves this b? WL & namidHmat Bdiehce nunber” with each shared

data it Th h i [ bl ock 25 st ind fl
that i ndi cat oo whet nor (et anibet pdeRBL oot W lnclomie Hbwe s 2 |

downl oaded or ppewest lovebenda thosuadl Raeledin W dauur®ntcedtk Sa pillGiseguence
server for the éal e of the shared data item and indicates Tt i nvention
to nodi fy the vAFSHPUUORECEH Asprespesible forifeichingthatdatadnedawapdéneh ofitheber
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an individual distribution server spawns off a number of threads to fetch block

files, performing thread-level parallelism.

The various threads and processes involved in the parallel download need

to atomically access metadata stored in shared files. A sequence server provides

E ) 20 _ alock-free mechanism for multiple threads or processes to access data atomicall y.

It allows clients to gain sequcntiél access to data, or to find out whether the

sequence has been violated so that they can retry their operation or take corrective

action. The sequence server achieves this by associating a random “sequence

number” with each shared data item. The shared data item is a cell or block

25 storage index or flag that indicates whether the requested block file is

downloaded, not downloaded or presently being downloaded. When aclient asks

the sequence server for the value of the shared data item and indicates its

intention to modify the value, the sequence server increments the sequence

number associated with the data and retums to the client the data as well as the

- 30 (incremented) sequence number. The client modifies the data value (i.e., the flag)
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only portions aofpdhiel equadt Bost thie it O n, ... whe fileis

request ed, deli very can begi n i nedi at eﬁ%&?ﬁﬁ%@ghﬁgel%ﬁ\éﬁc’g tgff orB¥ Chorti on
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del ijger ed, theI%j shaih Pyt ion cgnt er ﬁ%n fetch the remainder of the ffle from
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Storage that 15orequ rods e EEing hi SLARER b0 AR e acs tet
di stribution sthteotherdientpdréem the opediiog to the invention, of assenbling a

file includes the The system of the in.vcntion includes a plurali istributi
plurality of distribution centers or
stations on the network. Each distribution center includes a distribution server
15 cluster having a plurality of distribution servers, a load balancer and a sequence
server. The distribution center further Includes a control umit, a virtual file
control system cluster to interface to one or more application servers, a storage

System, a storage switch and an intra-station control related switch.
) The invention stores only portions of files at distribution centers. Then,
20 - when afile is requested, delivery can begin immediately using the locally stored
portion of the file. While the locally stored portions of the file are being
delivered, the distribution center can fetch the remainder of the file fl:om one or
more other distributiori centers. The file can then be assembied only in response
to user request. This reduces the amount of local file storage that is required

25 since files are not mirrored at each distribution site.

The method, according to the invention, of assemblin g a file includes the
following steps: determinin 2, basedon é request, which content components (i.e.,
block files) are necessary to assemble the file; if all content components are not.

- Ppresent at the first node, sendin g a search request to determine which othernodes

30 have content components; receiving, from the other nodes, replies to the search



foll ow ng steps: determ ning, based on a request, which content comzogle@m 2005

(i.e., bl %(5 J,‘/#I es) are necessary to assenble thé file; if all content
conponents ‘a 8’_ 3t present at the first node, sending a seapchytQaudgal to

det erm ne whi ch ot her nodes 30 have content conponents; receiving, fromthe
ot her nodes, replies to the search WO 02/39323 -5 2 5 APR 2005 PCT/ USO i
/12816 request, each reply froma respondiﬁg node i ndi cati ng which content
conponents are available fromthe respondi ng node; determ ning a desired
set of at |east one node fromwhich to downl oad the content conponents;

downl oadi ng t he re@idseBhch £ mthe desired set; and assenbling
the file fromt heq?zlownl oadg 5 cgﬁe?gél{&%%%ﬁﬁﬁfgt?“wchG%émC@fnpo:mttent
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having the att r@Bt&pgtx?twrggé_whilﬂﬂémkinge‘mﬁmnbﬁloﬁaoﬁmbu@ﬁﬁh 8 réRERYL &R
progr@m pr OdQCtbeC%Pr F8t Bfarfple, the attributes of a distribution center are known to its
neighboring distribution centers. Similarly, any file request includes distribution
criteria of the requested file. This permits each distribution center to compare
attributes and only forward file requests through the tree structure to appropriate
distribution centers. For example, a file having a distdbution criteria that
15 includes “U.S. Only” need not be sent to a distribution center located in Europe
and having the attribute “Europe.”
The invention also includes a Computer program product comprising a
computer usable medium having computer readable program code means
| ) embodied in the medium for causing an application program to execute on a
-7 20 computer to assemble a file in response to a request from a user sent to a first
node in a network having a plurality of connected nodes. The computer readable
program code means comprises
first computer readable program code means for causing the computer to
determine, based on the request, which content components are necessary to
25 assemble the file;
second F:omputer readable program code means for causin g the computer,
if all content components are not present at the first node, to send a search request
to determine which other nodes have content components;
third computer readable program code means for causin g the computer to

30 receive, from the other nodes, replies to the search request, each reply from a
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enbodied in the mediumfor causi |Ii ng an app cation programto execute on

a |1 J 20VR8HpREr to assenble a file in response to a reqeesiyshi/ma user
sent to a first 25 node in a network having a plurality of connected nodes.
The conputer readable program code neans conprises first conputer readable
program code neans for causing the conputef-to determ ne, based on the
request, which content conponents are necessary to assenble the file;

second conmput er readabl e program code neans forcausing the conputer, if

all content con;}ggm%g.m- o not present at the first node, to send a search
request to deter neﬁ?/\,ﬁ{“g ! C{I%%"gn%lﬂfég CRElFE! eompeniscampeaidiils frobhibed
conput er readablespqrdagy addegode nmeans for causing the conputer to 30
receive, fromthe other nodes, replies to the search request, each reply

froma 2 5 APR 2005 MErbZr5a80s reiRbldSibsABddie hedng SHRAMIRYHRS  nuter
onents_are available fromthe °respor?(li1‘| ng

i ndi cating whig nfent c

node; fourth co?rpd&?er Y% (f%gﬁﬁd SFORr Anleas crnenradesiroror whish 36 migwinheadctheput er
to déterm ne acdﬁﬁﬂnfeéhaﬁﬁien@‘; at | east one node from which to downl oad the
5 content conponents; fifth conputer readabl e program code neans for

causing the conput efifthcordpuint wadattibrprogrith €ode 1HOARIHEASin Er%mohﬂﬁﬁc%éi red
set; and sixt hd(o\%%td% readabl e program code nmeans for causing the
conputer to assenble thECHFRERROBeRdrazadhn desifedisatpmident conponents. . 10
Advant ages of the i RURREHBPueP ilhty for. nmultiple threads or
processes to downl oad a fi Plé cW{-H[aHQﬂ? Bﬁ%@ﬁf%‘é%ﬁﬁ% fRFalsina e campytestn ¢ i ons
of./ the file ifsspabld thelfile froth thealoatlbdded chteni®rpdileRist N eads and
proggsses runni ng on, . o

dvantages of the invention include the ability for multiple threads or
processes to download a file with high performance by downloading portions of
the file in parallel, and the ability for multiple threads and processes running on
different machines to synchronize the parallel download among themselves.
These and other features and advantages of the invention will be described in

15 detail below with reference to the accompanying drawings.
- BRIEF DESCRIPTION OF THE DRAWINGS/FIGURES

) ) In the drawings, like reference numbers indicate the same or substantially
20 the same elements. Furthermore, the left-most digit(s) of the reference numbers
indicate the number of the drawing in which the reference number is first used.
The drawings illustrate the present invention and, together with the description,
further serve to explain the principles of the invention and to enable a person
skilled in the pertinent art to make and use the invention. In the accompanying
25 drawings:
FIG. 1 depicts a scalable content delivery network (S CDN) 100 according
to an embodiment of the invention;
FIG. 2 is illustrates the hierarchical tree structure in which the nodes of

network 100 are arranged according to an embodiment of the invention;
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These and Q,&(ng;mqﬁgtures and advant ages of the invention will be describe

in 15 detall Del'6w with reference to the acconpanyi ng drawi rgS/USBRIZG

DESCRI PTI ON OF THE DRAW NGS/ FI GURES I n the drawi ngs, |ike reference nunbers
indicate the sanme or substantially )20 the_same elenents. Furthernore, the

| eft-nmost digit(s) of the reference number s7i ndi cate the nunber of the

drawing in which the reference nunber is first used. The draw ngs

illustrate the present invention and, together with the description,

further serve to expl #H@. 8 hea BiLHG 2 . the jinvention and to enable a
person skilled in the perti nentBart ﬁtcon%k‘éa%ﬁ OfERE tan embedimegh of the t he

acconpanyi ng 25 0FBMPTgs: FIG 1 depicts a scal able content delivery
network (SCDN) 100 acgg(rn‘di gg io an enbodi ment of the invention; FIG 2 is
i | lustrates the hierafChical 2Plck degraen ofr e distriwhiootsetiee 100 decoraing to@hWor k
100 are arrange%mbmﬁﬁhﬂgf'ﬂlgimnﬁf;%odi ment of the invention; 2 5 APR 2005
WO 02{%39323 PCT/ USOL/ 42816 -7 25 3 is a sanple attribute bitnmap

accordi ng to an enbodFi@ni ink mdre det4le@rblb&an didsk | Gis@inhlack.di.agr am of
a distribution %%nt ar 114 according to an enbgdai%rrggta %?@tbﬁégﬁr?\%tﬁf ?5;%
FIG 5 is a nor & a8FHg ¥ansmpRadigenintihe siveatioh st ri buti on center 114

according to an enmbodimeERt ;59f 5 ' tijon FIG 6 is a block diagram
illustrating a distributi on s%%%@%aﬁgtlg?&%@g L ULHDYHPR) seryerplugiab i ment

of the inventi oRecHrliBg 13 adepitodimelit s thdmbeamhef files in terns of bl ock
- files across multipl %Ipdj&st ribution centers 114 in network 100 according to
n

ancorbodi ront of t he EFRICE ISP @O fifdps inttsrrhief blociafesBetbsHhulbRCk

filesgacross mupifstAHRicdi | bytion centers 114 in network 100 according to
an enbodi ment of t helﬁ}oﬁv%?\jﬁrgﬁ;lhﬁfl@e%gof ﬁ freardiag Hevanserabedimenpdf s ar e

| oad bal anced tmvdnfider ent

FIG. 8 depicts the management of block files across multiple distribution
centers 114 in network 100 according to an embodiment of the invention;
FIG. 9 illustrates how search replies are load balénccd to different
15 distiibution servers 504 in a distribution center 1 14 according to an embodiment
of the invention;
FIG. 10 illustrates how parallel download is performed by distribution
servers 504 according to an embodiment of the invention;
FIG. 11 shows a timeline for a block file download according to an
2 embodiment of the invention;
FIG. 12 is a flowchart depicting the steps for retrieving the block files of
a payload file for reassembly according to an embodiment of the invention;
FIG. 13 is a flowchart illustrating operation of a sequence server
according to an embodiment of the invention; and
" . .
25 FIG. 14 is a block diagram of a computer system 1400 that provides a

Iepresentative environment for implementation of the present invention.
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for 15 dividing and di Ei’sr“fpﬁd{‘?ﬁ%ésf%%?n( dispibtio, s ssasspapling f foes

"content") thr sugloctisignificarlp etlyife bk lal Sy an,ddeLNgl such .gs the
gl obal Internet). Another enbod'iyrren? of t§1e ?%\t/hecn ?A()tﬁgtptroo CaR¥T g hod to

create an int eYiaPRE" fispéncludasicasativh ofianintegrhtetille s pah @Rl dEESidALS O
cal l ed stationgj0dys centers), Another enbodi ment of the

i nvention provides a n%‘%i'ﬁ%g%cgl%pgf/plium,ed!ircctoﬁes, and files.
One embodiment of the invention provides an improved mechanism for
15 dividing and distributing files (referred to as “payload” or “content”) throughout
a computer network (e.g., an internet such as the global Internet). Another
embodim_ent of the invention prm‘fides‘ a method to create an integrated file
system view of multiple content nodes (also called stations or distribution
} centers). Another embodiment of the invention provides a method to distribute,
20 replicate, and synchronize the update of file system objects such as volumes,
directories, and files. In the following description, nunierous specific details are
set forth to provide a more thorough description of embodiments of the invention.
The description is not meant to be limiting. For example, reference is made to
Internet Protocol and UNIX, but any packet protocol may be used and any

25 operating system may be used.

The term “file” is used herein to mean a collection digital data or
information. _It 1s intended for the term “file” to include both a complete file as
well as any desired portion of a file. Examples files include word processing

documents, books, databases, spreadsheets, digital images (e.g., JPEG, TIF, GIF,



20" repl'icate, and synchroni ze the, update of file system objects su@l‘ﬁaﬁPR 2005
vol unmes, divgesiesies, and files. In the follow ng description, nunmerous 3
specific details are set forth to provide a nore thorough dearighiieyisof

The description is not nmeant to be limting.

enbodi nents of the invention.
For exanple, reference is nmade to Internet_Protocol and UNDC, but any
packet protocol nmay be used and any 25 ope"?‘ati ng system may be used. The

term"file"” is used herein to nean a collection digital data or

information. It is intended for the term"file" to include both a conplete
s files include word

fil I siTEPElesd.), etbyie (eigk ) s
oeeasing. oot pe e e e MEECEILD S EETEMER o in R

processing docunents, books, databases, a
(e.qg., JPEG TI F,th%ﬂfﬁ; aW@?@QP%QQ@CI@JfZ 5 APR 2005,' PCT/USII 1/12816
MP3 and VWAV files)

b ete.), ! . MPEG.{iles), '
i tmaps, etc.) rmw,e%é?m%mmPw&%gpr_?d?%g}i%éﬁbWuhaﬁgsﬁﬁqw&ﬁr

and the like, and any portion _ : :
systems with a waljette waﬂms&véﬂbhﬁieﬁiﬁ%ttﬁghe&%l?g&gﬁwg?}e‘}%@%‘vﬁ%ﬁg;ﬂen' ng the
- em to

netword utili zedgb t'{]ﬁeﬂéenlg_ use;ﬁ;ysf’em to
enbodi nent, the ®c Eicgipedimduit,Sh R | ; jle.into [tiple
hrsisecon PYBIERCRILAS S O

I ONsS an

portions (segnmengss ; cks nd storing those po
syst em obj ect s ﬁlgllg%ar%){lglﬁge %%‘%8"5 ?Sﬁﬁ'&é%‘)‘ Cditracks) bod ecbrirty Moeh gotkiohd gnd
network. The filathqrdiltisgnemossh (PEAE stem obj.ects stored throughout
the network ar eﬂpﬂjgas%cr i%gtf_e!d uf‘iglE F‘gil%%hgﬁsf f%%m B‘%&%%%&W‘H@ﬂtﬂ@@hﬂimeﬁd hat
provi des for 10 Kntleke|lilg @ottiomnad etRp Fijof ' st,em obj ects and
1 ysEel?:’?o%fcl:& S?&‘egghrpﬁgﬂw thes are

portions of dat & file system objects and portions
stor gg in locati Strg&%j%'réatdlﬂphf"r‘?ﬁilé‘hz‘tnﬁé Mimiahtidn teehhibud a{seﬁrotvpdcg%g ver
“the ntent to tHedn@NikeHSMhn% 25 € ocations mnimze the latency
associ ated wit hgflel i vering lt]ﬁeﬁﬁgﬁftg‘gﬁgﬁgﬂﬁ‘ﬁﬁ%ﬁ&aﬂ%@mdrddtaar}[‘eus,
referred to her chYalthQteeciteatytpomcfmidehJ‘ﬁFe!‘&%‘%*or%ﬁiGrﬁogalic?n% tgatzn?in?n%zg at

the edge of t he[hg%}nvl\)%lr?*( oft rE}%Ez itetgltc)c%q:) ?jgli \?e?* Ft)heiacc;[oirc(t)n to the end-user system. These
locations minimize the latency associated with delivering the data to the end-user
System and are referred to herein as the “edge” of the network.

15 Each node at the edge of the network that embodies aspects of the
invention is configured to appear as if it has the file sfored locaHylwhcn portions
of the file are actuall y stqred on othernodes Jocated throu ghout the network. This
greatly increases the virtual storage capacity of each network node without

) 5 consuming systemn re.sources. "The nodes distribute and replicate data blocks and

2 other file system objects in a manner that maximizes data transfer efficiency
while minimizing bandwidth consumption. When the end-user system issues a
request for content (e.g., a file) the Tequest is routed to the nearest node and the
node imports non-resident data of the requested content frorn other nodes in a
manner that requires the least time and cost. The end result is that each network

235 node has access to numerous or all file systemn objects (volumes, directories, and
files) without having to locally store and Maintain the full content of each of those

objects.
- The invention provides efficient methods and systems for dividing a file
for storage and then reconstructing the file for delivery. The process of dividing

3 . O, : : I e »r .
0 a large file is called chunking” and is described in detail below. The invention



invention is configured to appear as if it has the file stored |ocall 3 WI’R 200¢
portions of the file are actually stored on ot hernodes | ocated throughout

the networkQ Y¥R#333 greatly increases the virtual storage capegids@s;gach
network node without consum ng systemresources. The nodes distribute and

replicate data bl ocks and other file systemobjects in a manner that

maxi m zes data transfer efficiency while-If-nim zing bandw dth consunpti on.
When the end-user systemissues a request for content (e.g., a file) the
request is routed to the nearest node and the node inports non-resident

data of the reqy -content, fromother nodes in a manner that requires
the |east tine aggbg%sl %ar%é?'héoﬁicforcéeé’m tn nteeraiad fidawistane froor nultipderodias

access to nunerbiusineentdd fudHes pN3d i .(vplunmes.. directories, and
files) without having to |ocal [y stegrg]g%;ho?t%léﬁ?g?tﬁ’?R@C?tﬁlapdéwmzeof

each of those WKijsyuemobitass amorge hawopaftiodes afl hickifl n‘?&ﬁ%@ﬂﬁls?ﬂgm
systens for di V'o%'ﬂ@te% file fotr .storage and then reconstructing efile
for delivery. The process EPURPIITIHEIStysiemsa s dlidteringotagbesiof whwaki ng"
and i% descri befile kystelat fidre 388 RWabilirCad nt.i. 2.5 APR 2005 WD 02/ 39323
-10 PCT/ USOL/ 42816 al so provi des aglﬂﬁg%%drc%gﬁl%b'ﬁpye‘ﬁ’?‘ze Lhrgapng fihbangwidth e
system from rrulhyilﬂmbb@iém;sg. The invention further provides a nethod to

distribute, repli ca’gg:, lgcr}ilpé)ts\%gchr_oni ze file system objects anong a network
of nodes, and provi dé&? eadis hegyeshanismieorployadsh eltd ingermioglsQeHIaHs

virtual file syshweABdelilRl ' f a group qof virtual file systens
increases reliability an ‘é‘g‘g’{{’?}%ﬁaﬁ'ﬁ?’ﬁmsf’% ﬁ?‘ﬁg? E%P?ﬁlfdl filoippresent dth by
l.0dd bal anci ngStafem an tiele Ravwskpachsumpkibs, MRENERLEMD; . i n.the

i nvegtion's scalable content deli verp%J net wor k- %@%&m% chgaﬁ;Sanoév%éqe a
demanded file ¥ HMEERINGENG storage preblem forndeliveringidsize CiIBS AN hOMoseThi S
mechani smis u&ﬁguh_@répj]laniago_B . mdjcontent caching and storage problem

X X i i . .
for delivering large files Suc as%flose encountered in vi deo- on- demand.

In the network, fil&s tiss erctliorkdated AEOISEBG Blto WH l.]ed ' tracks’,
according to the nature of data contained in tlt ;En?ﬁkz}]%';@!ss gﬂllgdfﬁ{ﬁg r

di vided into %hgfdRgodhenamye ofidastontites in tene dTrabkosk fhithe® ivideliiot €7 M
"content conp 1 ;eﬁaﬂyss.uscpd.herﬁigluto mean one or nore block files of a
This di gicd units called “block files.” The term “content component”

larger file. ISl

15 is used herein to mean one or more block files of a larger file. This division
' builds the foundation for parallel download which is mmpiemented in two levels: -
process level and thread level, Note that each process may include a plurality of

threads. In the network, a component called distribution serveris responsible for

} fetching the data on-demand in each of the stations. A distribution server
20 coexists with other distribution servers in its station to share the workload of

fetching a certain track. All the distribution servers in a station collaborate to

fetch the block files together, performing a process-level parallelism. Moreover,

an individual distribution server spawns off a number of threads to fetch block
files, performing thread-level parailelism.
25

L Overview

FIG. 1 provides a view of a scalable content dciivery network (SCDN)
100 for delivering large payloads according to an embodiment of the present

30 invention. Network 100 may be a network such as the Intermnet that conceptually



bui |l ds: t he foundation for parallel downl oad which is inplenented in 2540
i HcAGBe2005

| evel s: process level and thread | evel. Note that each process may

a pluralityWof*%hteads. In the network, a conponent called gi§fishhisshon
server is responsible for fetchin the dat d g a on emand in each of the
stations. A distribution server } "20 coexists with other distribution
servers in its station to share the workl oari-of fetching a certain track.
Al'l the distribution servers in a station collaborate to fetch the block
files together, performng a process-|level parallelism Moreover, an

I ndi vi dual distrj ' server spawns off a nunmber of threads to fetch
bl ock files, pefrn g%d%g) %é‘e%‘?fgéiafﬁl @@é}-c-ptapémléxohsmntaﬁ]ddjatﬁmw'ﬂ@su Refs 1

provi des a vi ew Hi4, gariid ahlag SRS Y twor k ( SCl 100 for
delivering |arge paylr?é s accordi ggfn{f%’ggﬁérgﬁ@%dpﬁ@ﬂt ap{ "fepaetetostitage

i nvention. Net wotid roitendedibe iradicaed mtutive HHBha@scik gt .iha
client 108? an?:l/ o? %@H{)Ighffoﬁﬁ’r{gé éaﬁéw)’)é‘%rver

conceptual ly 15 nd- user
110 can be | oc at%gglg%ﬁﬁﬁgﬁém}‘ﬂe%lgﬁﬁw dependronuble ngmbeysiieeama@hawarks edge,

at a detwork edgeg.,GivitcBbs, 30Mtek0GAT HRNh Lhi N a network such as within a
net wor k segnent 1(%4 or core thQQ%h@qwé%té‘%%"eﬁ@ taprachobs highcspetdso 1

/ 42S 16 i ncl udedaekhpaesthat foon eo&%g(df.@{wogkhg)d)?ﬁd(ggg@%, “’ffgé%{ uréﬁg)iﬁ}gee .
ro : “~an

ing "near"” and "far" m cOtT e

‘net wor k segment g 104, rPn
"far" relate to aiaFaftAic IhEusd Natechategich dntenmlédistiubaha) hattorRRohe

gencr al | y éZBgﬁgu“gfﬁdlpﬁﬂ&ﬁaiﬁgiﬁﬁ%?'aﬁﬁﬁ'%?eﬁéﬁibgfééﬁa%%?@néﬁ%%ﬁ thchex:
e Tl L e i, e
) 1ng near core 102,
Network 100 includes a plurality of content provider clients (CPCs) 106,
a plurality of end-user clients (EUCs) 108, and one or more content management
servers (CMSs) 110, all located beyond network edge 112. This arrangement is
illustrative and not intended to be limiting. For example, acontent providerclient
15 106, end-user client 108, and/or content management server 110 can be Jocated
anywhere in a network, including beyond a network edge, at a network edge, or
at any location within a network such as within a network segment 1b4 or core
102,
) ., . A plurality of distribution centers or stations 114 are placed at various
2 ocations throughout network 100. Distribution centers 114 are responsible for
managing content delivery.

In general, each content provider client 106 may be connected (5r
assigned) to a content management server 110, which in turn is connected to an
assigned distribution center 1 14. Alternatively, content provider client 106 may

25 _ be connected (or assigned) to any distribution center 114. In this environment,
any connection supported by the network 100 can be used. Examples of such
connections include, but are not limited to, a physical link (over any media wired
or wireless), data link, logical link, permanent virtual circuit, switched virtual
circuit, connection-oriented protocol, connectioniess protocol, or any other direct

30 or indirect network connection and/or protocol and combinations thereof.



network traffic is routed. Note that each internediate hub may perfczrggﬁﬁﬁ
limted pr es’sigg, whi ch adds | atency, before forwarding the traffic™t 2005
t he next V231 purposes of illustration, segnents 104A e g A G8( L

i ndi cated as being 10 far fromcore 102, while segnent 104B is indicated as
bei ng near core 102. Network 100 includes a plurality of content provider
clients (CPCs) 106, a plurality of end-useé?-clients (EUCs) 108, and one or
nore content nanagenent servers (CMSs) 110, all |ocated beyond network

edge 112. This arrangenent is illustrative and not intended to be

limting. For exanpl e; content provider client 25 30 A plurality of

di stribution center se((:)?r?tg?tftri)‘élﬂgr‘%fﬁt Woamay broascapplicatonifotihand 06 dn@fs

t hroughout net win kheld@@wok, 8 ftinkit e, s 114 gre responsible for

managi ng cont ent_del i very. In gener e?lg%g&eSé’ﬁ%fneﬂ’te“bﬁhéﬂﬁ‘)&@?c%tq%m'w&DG may

be connected (oflle §erreriysent oa shont)anta ABHBUEEE BintSE] MET A kﬁ’ﬁfePﬁg*iﬂq%re: n
e Yy,

turn i s connect g%afc an__assigned distribution center 114.
content provider ¢ |EnPaT5%’ﬁ’|‘g‘S?S’ ‘E%e‘%s@ﬁﬁémaa@ge(swphmiagdd&):ctbﬂcﬂhi/ouoh
connection supported by

di strdbuti on cent&pedtivh confed: By i§AVHLONMENL , _ an
the network 100 can be used Eﬁ%rlr%{}é%egﬁ@gcﬁ COE‘E?%E%\?F?Y@A%’ ypleadsdeeadiut ar e

not |imited to,updawsyand alanhiesidileoienctaBik MEH RN wireless), data
link, logical Ijnk,, [#E{jent virtual circuit ,t&g'yvghtlg 81(-19'%icr°tp£f£f Pmé%‘q"d’ui t,
connect i on- or i eAEY @f chier clir At pioides 88 epd-atevenihe contedmy ek ek odi T ect
or indirect netingleky t4h nd/or protocol and conbinations thereof. WO
02/.39323 - 12 2(;5 ClAePR 2:010@' Fﬁ’%%f&g{ﬁ] ?Qfg%(,CE%tnlf%ﬂ?a)p?%%}dbnd@fbe‘.rWseiOG may
bean appl i cati dmdwlingboagit tignieAnb aWeh brby r it nay be a

' rbfisdifte aﬂ? Flng;{% tchotf@“’éﬁlﬁ BNy st.em

genelroal file systemc]ient that connects to a vi

(not "shown) i n 98 4 @158 losal devieser AlY typedfendivesideowaesat cBh 8abSR an
renames, novesg,4¢l nages.vol ynes and directories through 5 a
endk& diftny SO eI ‘%e‘i%.?“ % bt Boflineiiadde, at@oputpt @aplsa

respective content provider Clien

reads, updat epersandl cOBPAGR Swhikk@8os rk. t hrough hi s ar her
cortent provider client 106. End-ﬂ%’%ﬁg‘ff?}é\ﬂ'téié%%ﬁ%crt}\‘?)l%ﬁgéonasﬁt’Eﬁ%ﬂ%@f of
the content ac®edshang-held compnting etewinek(elOorghtizeRYX BRbRal BRI UGG E! | et

108 may be anypﬁh{lg)poéev?gcgy\gn%rthe like).

15 Network edge 112 may be far from network core 102. However, the
distance (i.e., path latency) between the core and the edge may not be uniform,
and may vary considerably for a given content provider client 106 or end-user
client 108. One embodiment of the present invention places a plurality of

.} distribution centers (DC) 114A-114G for maintaining payloads at edge 112 of
20 network 100 thereby reducing or eliminating latency for respective end user
clients 108. Payload content from a content owner is pushed from one

distribution center 114 to other distribution centers 114 at edge 112 of network

100. An end-user seeking access to particular payload content is serviced (viaa

network file system client or an application server) from the nearest distribution

25 center 114 containing the desired content. Latency due to path considerations is
minimized since content is distributed to the end-user (e.g., to a respective end-

user client 108) via a plurality of distribution centers ] 1;4 located at network edge

112. Thus, distribution involves obtaining any file system objects from a content

provider client 106 and geographically placing these objects or portions of each



(including but not limited to a web browser or any file system br gmgeﬁER 2005
runni ng 10 &g @b} ;¢ gg- user's | ocal device. Any type of end user device that
can support an end-user client 108 can be used including, bupchRfsel/ it ed
to, a conputer (e.g., a personal computer, workstation, orserver), set-top
box, television set, telephone, or a hand-held conputing device (e.g.,
organi zers, personal data assistants, pal mk3sp devices, and the like). 15
Net wor k edge 112 may be far from network core 102. However, the distance
(i.e., path |l atency) between the core and the edge nay not be uniform and

may vary consi der aljkats hosis@ipdl; tent provider client 106 or end-user
client 108. One enbodi nent of 1¥ﬁgm€)ﬁr&§s@%tw ‘ﬁ@é‘f?tge@ﬁmbym%:da:]qweua@ﬁd&nfcof

di stribution cent@crtge(@)@)wll.MA- 114G for maintaining payl oads at edge I12 of

20 network 100 t her eby. %e(guc_'bng or elimnating latency for respective end

user clients 108. Payl 6&4StE H%“é‘?ﬁenff}*rﬁ)M%ddnGemﬁetWLeFOOio?Ff@-slgbggvjf{{fg %one
gé f

di stribution centagfandddintQe 8 iL.strihution centers 114 at e
networg 100. An end-user geelﬁfél%éjlarg%a??féﬁgatﬁﬁm FiG 1 2a forpayinphd Tias v i S
d

servic (via a Userwerdenidnt 5 psirsdrapusdd SPL n |ication server) from
the nearest distrj bgléi on 25 center ?114 cont%@%ﬂﬁiﬁa&ﬁ&tj&@gﬁ@éﬂfmﬂtl@mnd

Latency due to pAtHESMAnge the nedes (<., diﬁmﬁbuﬂoheiénéwpﬁ)%%é%'ﬂicgﬁ?. ?ﬁ@) vi a

distributed to thgwgRdad .. 1o a respective end- use
a plurality of distri but?ag{lbef: er{?oép ed%ﬂ‘“l%‘é’d@é@lHathcn\etwmrklhaeﬁ@ethc #dgreqThus,

di stribution i nvéitageetobibhy the Agarfhdik| t em obj ects froma content
provi der client ~and geogr aphi cal | y(lgﬁ[giélﬁ‘ﬁglg{aﬁg'ls'g‘%ij Hedes Aothrpeghtliodns of
each 2 5 APR 20 T6RF3UB 2 PluraByRE T 460 4tik2Eeheero b £61 S &Emﬁhﬁ”i but i on

e 0

centefs 114 whi r rally located close to the edy R CHE T hor k.
The distributi oﬁihgg‘n?le‘?%%ii 9%&%’6?0 &t Mont D1 Othe ob@dsGre ArrdfeRd Vi & Idadlal ¥
h

arranged in the didermFot eRahpigea i rated in FIG 2, for exanple. This
virtual 5 tree rrangemar]tﬁi s %ﬁ?ﬁnﬂﬁéﬁﬁ% %sr%PJesfeBFS leﬁ?tﬁ’ﬁJﬁP&laMthcrol‘ogimht rol
i nformation and® ilﬁnﬁpgesamn@@togchenjghdeae (Em%pe-f?&ﬁ;%r ipytion ceﬁs ers, 114)
of network 100.5%%,Ggoml oads canh be perforned from a(ri?"nBﬂ%ei t fpdd
net wor k havi ng the ey ey 'ai'i'd‘,c’dﬁr@f’éﬂé@lq}ﬂlﬂhmdneﬁ@ﬁ@pdnpﬁgcc might be

(net wor k- di st anEeropede)ly (N0des 44 fphr h |l of FIG 2 represent a plurality
of djstribution center sy£12’(e. g.I?)hdlﬁgﬁ?f BEATRS Wheredhe left side of the tree

Tepresents Europe, the right side Thayrepresent Asia. Node A is the root node and

Inay represent a central control station (e.g., central control station 1144 in FIG

I).

As described below, when a distribution center 114 is requesting block
) files from other distribution centers 114, the hierarchical tree structure is used to
efficiently transfer data between the distribution centers whije himiting the
number of nodes to which a Tequest must be sent. For example the atm';utes

(e.g., location, ac i : i i
g » 8Ccess nights, parent and child nodes in the iree, general content,

etc.) of adistribution center are known to ali other distribution centers. Similarly

any file requestinchudes distribution criteria (e.g., file type, expiration, etc.) of the

25 . . . .
. requested file. This permits each distribution Center to compare attributes and

only forward file requests through the tree structure to appropriate distribution

c . .
enters. For example, a file having a distribution criteria that includes “U.S.

Only” need not be sent to a distribution center located in Europe and having the
attribute “Europe.” |



10 114A-114G plus two others, nodes H and I). The nodes are arrange j@]n a
| ogi cal order. For exanple, assuning node B represents Europe-Engl &nd, APR 2005

then | ogi c¥O Y%HB2d nodes in Europe night be Europe-France (g9 spN9gg D)
and Europe-Germany (e.g., node E), and a child node of Europe-Erance m ght
be Europe-ltaly (e.g., node H. In this exanple, where the left side of
the tree 15 represents Europe, the right silde may represent Asia. Node Ais
the root node and nmay represent a central control station (e.g., central
control station | 14A in FIG 1). As described below, when a distribution

center 114 is requestinn block files fromother distribution centers 114,

the hierarchical tree strJCrReembogignaty, gachgrogt fn b emt hys 4 uainaé eftisiat a

bet ween the di steet RighdseftireQRE Ghde WP i Mting.the punber of nodes to

whi ch a request nust be sent . Fo?wggiaeqrr]g*j%%‘heeaqg}bﬂlmSﬁh{‘]’ééno%"‘el.sé.tqmqf@db@i on,

access rights, pedesndambeivpraenedesanycdienith@hn GRRAKE FEONL M Smeetc-)
er's.

of a distri buti_%qu%epter are known to all other distribution cen
Similarly, any 108,588 O HRICSeRed a¢ ot varipblei immayr (4 bitinap (i€ tBe bidaky ©
type, 5expir at i oRgiresentRbnt §€ equested file. This permts each
di stribution cen?ser to conpare écgteétr %iﬂ”eg %H{Bg’%ﬁl vEA8r eded alsol eontaigsiest s
t hrough the tre&mescuttion ef tie ARHUEPSH: B BaclliFkiid .0 nters., For

; s%&l?ﬁéﬁeér_an -Cgl-lgl'eh.ll Y

exanple, a file ha Lng %é,di stribution criteria that inc
need not be senf PSRN GG Gre-cilmades troemiting fiom Hiat ape: AkoBaNifg t he

1L b ooV RSARES Y ol AR S T
P TRE L oo AR By B B G, B
gi ?ma ei st ﬁe e enresent ai 4y EES‘an ob'ogff?le\géllkgbggﬁﬁﬁ%ﬂgﬁ?#EaCh
node gl so cont gmﬁ@% 5Er:d;erp_r Sy éﬁ?’a{"t |%$|[p°6lf06P Ill?'éméﬁP{r Whighds gétondfin«'_ﬁimhofdhet he
node’ s cht | et apdai g, oSk A BRI D 4 Abphialh 1
et o e o oot MR MAROR o,
attribute of a%ﬁ%%g%lggﬂ é"’%@ﬁrcgg ation of the rolled up attribute of its
15 FIG. 3 is an illustration of the attribute bitmap and rolled up bitmap, in
accordance with an embodiment of the present invention. Bitmaps 300, 310, 320,
330, 340 and 350 use 16 bits for illustration purposes but since the bitmaps are
variable, they may vary as needed .to identify each node and provide other
} necessary information. Bitmap 300 represents the attribute set for node B of FIG.
20 2 and has, as its identification, bits 1,4 and 13 set to one and all other bits set to
zero. Bit 1 is set to indicate that node B is a child node of A, bit 4 is set to .
represent Europe, and bit 13 is set to represent En gland, for cxarnplc.- Bitmap 310
represents the attribute set for node D of FIG. 2, a child node of B, and has bits
I, 4, and 14 set to one and all other bits set to zero. Bit 14 represents France, for
25 _ example. Bitmap 320 represents the attribute set for node E of FIG. 2, also a
child node of B, and has bits 1, 4, and 15 set to one and all other bits set to zero.
Bit 15 may represent Germany, for example. Bitmap 330 represents the attribute
set for node H of FIG. 2, a child node of D, and has bits 1, 4, and 16 set to one
and all other bits set to zero. RBit 16 may represent Italy, for example. As

30 - discussed previously, the rolled up bitmap for node D (e.g., 340) would be the



children. For exanple, a "Rolled Up Bitmap," which is a conbinatior ngPQQNWS
rolled up aydprkyste bitmaps of all the node's children, maybe used. A
"Rolled Up Bitmap" may be defined as the "binary OR' (a.k.apcBubw.581OR

of the rolled up attributes of the node's children. 15 FIG 3 is an
illustration of the attribute bitmap and rolled up bitmap, in accordance
with an enbodi nent of the present inventiofs- Bitmps 300, 310, 320, 330,

340 and 350 use 16 bits for illustration purposes but since the bitnmaps are
vari able, they may vary as needed to identify each node and provi de ot her

necessary i nfor nairtus bilhhiEe, epr nts' the attribute set for node B
of FIG 20 2 and has, as its |O§g%{{Sfrﬁjgz'f‘?(%?ﬁf‘mﬂiat‘@flwcmkhmahﬁtlsatoné@ulg)ne

and all other bibligﬂ%l?eftfrlochz(erg),.ssB);sﬂll hig indi c at node Bis a
child node of A ' reprcesleanr?@lgjélg%}é&a %%ltcg?{zaf’@dﬁéo-s'éheto

r Rh#%fml )sp.set tR?' y ! )
represent Engl ana, & 3#‘&9 Bi h@tﬁé&hebﬁseﬂﬁﬁﬁﬁﬁ@stﬁ@ g%(;r g% set for
4, an fkf seﬁafeo one

node D of FIG 2soa&ethi B, d has bits 1, 4, a
and al_l other bi tSs0 set }ttglége)érjglﬁ%?atp ﬁr}f‘%pg’&brﬂ,§4F15.m:d,16j.or 25 exanpl e.

Bi t map 320 represent anitent atdnapdibé® sefkbrs AF Eof FIG 2, also a child
node of B, and has ﬂits 4 and 15 set ltlgrg%gg%ﬁ%fmgﬁedd?ﬁ@yn@@qenﬁ@t to

zero. Bit 15 niyrepr¥saiioughranmnient managxanpieved 10THRR a?*ﬁ‘gﬁhgt% esents the
a

attribute set f§pfyfpes); f ElLG a child node of D, an srb‘felnerl, 4,
and 16 set to one ang%éﬁl@oqqﬁg? cBﬁ‘?%atcﬁePOQ%ﬂtzféa@gemem IGveEyI O EREQSENt

Italy, for exanpingentAsnddadehielSps [ | the rolled up bitmap for -
node D (e.g., 3]:13?12?& ul d be the V\o%Q‘?‘%éig§§%¥%nﬂgﬁc§d@§lﬁe¢Pm@rdra2316
b

-15 attribute (dmanagrathelfijesiysem dbjetosis RRloMae. @}qaﬁ%pg dren) and the

rol l@d up Dbit s B (e.g., .350) is the binary PPREAE510,
590 Cand 330, ThenClod AR & ‘g‘["H’gC‘Sf’rﬁ%Wﬂm nelisttibetial bedtbel Di £ p&m] N

Bi t maps 310, 320miiandndifsahf in Rolled Up Bitmap 350 (i.e., bits
1, 4, 14, 15, and 16). 5 Contgflefdrﬁglﬁggé%%ﬁ?mg%tﬂmeﬁefWa\;ﬂftié()cbrmmcted to

any node on t h&Mopdigent Manesnt ahdrlapergbntaesepi &y t server 110 and a
di stribution C@&;tgﬂt 114, 2‘ || typicall ycnot betsco ogg{ggg{atgfﬂ?f’%sﬁi the
managenent server 110 51 v&de yiem ebiseisiior dinmibution ve btk 100] o Ladge file

syst em obj ect sembodln@ht, ithiddRLh; ! ers 114 and to manage the file system
obj ects in network 100. Contentt%%g'%a%%%ﬁ?wi 19 mantfoy oamply, teer mbsmmect ed

direttly to a #iteels (dag mechineiidesentidd: IbfecR§FHaPLIBw management, distribution
access, and control of the file system objects in network 100: thus, the tools rnay,

be embedded in the content owner's computer for processing and distribution of

the large payload file in the network. In yet another embodiment, content

} provider client 106 may be a standard file system client that connects directly to
A20 the virtual file control system of a distribution center 114 while the processing
tools may be embedded within the virtual file control system. After a comen:

provider client 106 loads a file System object into a content management server

| 110, content management server 110 may process the object and forward it to a
distribution center 114.

25
I Distribution Centers
FIGS. 4 and 5 show a representative distribution center 114. Note that
| distribution center 114 is also called a station (STN) or data center. Distribution
30

center 114 includes a distribution server cluster (DSC) 406, an application server



si.mlar functions that are provided by a content nanagenent serverzﬁiQMWQQmﬂg
one enbodi nent, content nmanagenent server 110 is a conputer that processes ™
the contéhP9YHHé? s file system objects for distribution | ORI K4 00.

I n anot her enbodi nent, the content managenent server 110 may, for exanple,
be a subset 15 of tools (e.g., machine independent objects) that allow
managenent, distribution, access, and cofittrol of the file system objects

in network 100; thus, the tools may be enbedded in the content owner's
conmputer for processing and distribution of the large payload file in the

network. In yetg di nent . . conten rovider client 106 nay be a

standard file sg/g%}g{]?%?FZ%gt ﬁact"“éfShH%lé@[ﬁi"rOEm shated §t@Ggt lgstuinrdidala fil e

control system &Itbrageel\ivﬂt:lﬁhbmtdna&n(iﬁc%-%ti&%oﬁ%lltrgiartegg\*vftrggﬁggSiggg tgq{tu g?tl s may
em ‘C

be enbedded within.the virtual file control 'sys
provi der cli ent‘{%@ql%ﬁis aglgcal estepge etddob] Bed diﬁﬁﬁuﬁo&%?&?tclﬂﬁgﬁ%%gem
an

server 110, c -nanagenent server 110 may process the object
forward it to gﬁ'&gﬂﬁ mﬁ%ﬁ“&h Si(gﬁgee,sy%gmﬁ}zg uph . st@age rsitichi O12 GERBer s

FIGS5 4 and 5 shmnahicRRne Qs addVendi $i1 ion center 114. Note that
distribution center 114 is also called lgl's?g{ﬁ? OEH)P?%‘!'G@H SFTVERtAUERHas |
Di stribution ~&emaginugates widl sthesgeasyhitah F4Ihutﬂrgﬁlc}§§fo\é%e gﬁ?} e‘g (@%%% 406,
an applicati oncggw%gc&% 5 APR‘?O 05 WD 02/ 39323 -16 PCI7 U 1 31 ust er
(ASC) 408, a controlqtiep ks %O?’,d 4l hdbe gostrol anje 469 stismibdilién sarvest Or age
switch 412, andugfer 406! BBiNicn | .related switch 410. Control unit
402 includes a |ocal storage 404." %‘%g&zfﬁls]%t?ﬁ Jﬁ@ F‘]gﬁo’?é‘?‘{}’é‘l‘at%ﬂlﬁ@l#@rlntt%
cohmuni cat es wilgtioncantegeclstyd @B 10, WHi IS LA AGE WS 412 using
compyni cation links 407 and 411. The applicati oncser @ﬁ's&cﬁg%etsjeuﬁmﬁggﬂ
communi cates with storage system 414 through storage switch 412 using
comuni cation |inks 409 and 413. The control unit 402, distribution server
cluster 406, and application server cluster 408 all conmunicate through

intra- stati onAcont ApplicaioatSavedisbrs410, whi ch conmuni cates with storage
switch 412. A Application Server Custers

As shown in Figure 5, application server cluster 408 includes load
15 balancing and routing block 506, a plurality of application servers 508, load
balancing and routing block 510 and virtual file control system (VFCS) server
512. In a first embodiment, application servers 508 are not actually part of
distribution center 114 but are merely illustrated this way for ease of explanation.
In this embodiment, application servers 508 are typically collocated with a
distribution server 114 in a data center. Application servers 508 are users of
network 100 of the invention. For example, apiﬂication servers 508 may be
streaming video servers. Distribution center 114 acts as an interface to the
streaming video servers. In this example, the streaming video server would

actually use distribution center 114 and network 100 to retrieve the content (or

SN
L

media payload) to be delivered. Similarly, load balancing and routing block 506
“would also typically not be part of distribution center 114 but would be external

and would manage traffic coming into the application servers.
In a second embodiment, application servers SO8 are implemented in

software and may actually be part of distribution center 114.



As shown in Fi gure 5, application server cluster 408 includes |oad %g’-
bal anci ng gn(ﬁ ro(utji ng bl ock 506, a plurality of application servers 8,APR 2335
| oad bal an 8)”%1’ﬁd3 routing block 510 and virtual file contropbc$xghENs|VFCS)

t _

server 512. In a first enbodi nent, application servers 508 are no

actually part of distribution center 114 but are nerely illustrated this
way for ease of explanation. In this enbodifent, application servers 508
114 in a data center.

are typically collocated with a distribution server
Application servers 508 are users of network 100 of the invention. For
stream ng vi deo servers.

exanpl e; application sgfwel pay be . (
- Distribution cegltgsrk 114 actezvgrg%é‘ﬁr%éﬁiv&f’flﬁﬁeél“ﬁfstfm apptlice@on segvats 660via
servers. |n thisioesdmpireing hed souBaNbIRGK W e0oy SRV el Wou actual ly use
distribution center 114 and networK 100 t(%é'r etri e‘St//%erFW ntERPreee a8
medi a_payl oad) t\8°HECHE divEbegon srrmncmrqmotswftt&razleqa@swﬁilé@%ﬁ QeHuelidq D! 0ok
506 would also ﬂ1¥951‘53.\11:1¥re'&9}ne$? gar}I of distribution center T2 B Houl d
be extsr)_ernal and woul d managé t r affRicalhieryers 308 vih¥FaSpeiveat $100 Is@yer S.
In a Second enmbouinmentdistappide St 13 SENE re dmplemented in
software and may actually be part of di éé?rsi%bfﬁ?%%iﬁ"%%tﬂ%yﬂfmor%Pliga@@i 39323
-17 2 5 APR 2008*"VPEPUISOI 1/ 42816 VFCS servers 512 receive file requests

fromapplication servers 508 via |oad bal ancing and routing bl ock 510.
VFCS servers 512 then provide an interface to distribution server cluster

406 to fetch request® fi Im@iseiblbign SEAY files are then returned to
application servers 508 via VFCS serve??‘%%f In this 5 manner,

di-stribution center 114 acts as a file or directory systemfor application

servgys 508. B. Distpibution Server Clusters 10 As shown in FIG 5, a
plurality of Distri Ot DR Eeity 350 phaglityeof BisusheiondS#0e8t 5034 mhi be

di stribution cetiséred ltbot@epa}ap hei r worklgad. Distribution server
cluster 406 pr(ﬁ/_i des, argrbng ot he(ra?stu{"llllgﬁié)é‘, clier dilft toubalangeo theira moedaat

scal abi | i ty. ARipEyionhsereeackset 4Dk Bvidest AiRHL i rvers 504 in one
di stribution cef&érer c%%ﬁd ttfe /. .appear g% one inter¥ a@@crﬁgxn&héyszms@wbuti on
8 scalability. "Although there are multiple Distribution Servers 504

15 centers A Loa
in one distribution center 114, they apbear as one interface to other distribution
15 centers. A Load Balancer 502 provides an interface for distribution servers 504
to the outside network. Load balancer 502 dispatches requests to distribution
servers 504 with awareness of the current workload of each.

FIG. 6 is an illustration of a distribution server cluster 406. Distribution

} 5 Is\;:rver cIus?ter 406 includes a plurality of Distribution Servers 504-1 through 504-
2 | (collectively, 504) and a Load Balancer 502. Each distribution server 504
accesses data (e.g., Block Files) on Storage Volumes 603-1 through 603-V

(collectively, 603) in shared Storage System 414 via Switch 412, A Distribution

server 504 (e.g., Distribution server 504-1) in distribution server cluster 406 may

1ssue a request (e.g., a search request) to a Distribution server 504 of a

25 neighboring distribution center 504 via requests that are components of Outbound
Traffic 604. Similarly, a Distribution server 504 of a neighboring distribution

center 114 may issue a request (e.g., aleam request) to a distribution server 504

within distribution server cluster 406 via Tequests that are components of Inbound

| Traffic 606. Load Balancer 502 dispatches Inbound Traffic 606 to one of

30 ' distn'butiop servers 504-1 through 504-N. Load Balancer 502 may be



| .. a ancer 502 provides an interface for distribution servers 5047 50 !5}962
out si de network. Load bal ancer 502 di spatches requests to distribut i-onA , 9951
servers 50¥O2M3%war eness of the current workl oad of each. pthGusd,bsican
illustration of a distribution server cluster 406. Distribution server
cluster406 includes a plurality of Distribution Servers 504-1 through 504-

N (collectively, 504) and a Load Bal ancer -582. Each di stri bution server 504
accesses data (e.g., Block Files) on Storage Vol unes 603-1 through 603-V
(collectively, 603) in shared Storage System 414 via Switch 412. A

Di stribution sepvgr 504 ésﬁaél%‘d Di stribution server 504-1) in distribution
server cluster406 nay Fd E\ P%Eﬂfé@%m&@f@Yar@usea)phigidaequﬁsfhhtibr%»ﬂth

Di stribution seravgank@d r&f [ riing distrjbution center 504 via
requests that are co onent?lgar(?)cgm taggaﬁl dpe'ﬁlg#’?‘i‘r@ %@%‘F ééf‘rﬁ“PIardiypbaﬂon

Di stribution sefggicr of a neighboring distribution center 114 may issue
a request (e.g., a I?rarg req&gst) to a distribution server 504 wthin

di stribution server crigdis @"@F%Ye?é@ﬂé@tﬂsﬁsmqﬂcs&r(mamnmgI&Qijo[g_{lbound
Traff3c 606. LoasibBakadhess - di hes Lnbound Traffic 606 to one of 30

di stribution server sk504- i ?%rzjgggg%%%&)%? .amkggé'aﬁ 1540k Ausiss 6yl theongd

02/39323 -1s 2 6ONPR(GOBEIvel REUIYSH rhethdBEE: | fmhsﬁe&gg{;h S gb"%ﬁgch
da a

bal ancing router_in .va:f%jou,g t.opol ogi cal conbi nations w
router and may SFETHAMFEOBULHSEHEr 604f Tob qiede fmagesBOL I ithiokioRN5025QT Ver

504. Each di strf-BuUkd b 4 treats its requests (search, learn, etc.)
as jobs 5 to b%: ex%téwl}g)ngd%oéé? BYLing espechvely tath avaneshdd-1 thrpugh lieues

601-1 t hrough I80dreNtdredin &dhiab®e)n t80kdrab DY (6.0, random access

rremoi;by) of each, r. sgecti ve distri but onraggrsgggémg&r. gfg%sc&ffﬁé:ag’eil%gtég 602- 1

throtgh 602-N SEPpEes icpatey’s @onpl coitrépondagey hRSPRE i MBhdet §F bR, queues
1

601-1 t hrough Ly ar tored i tabase in'the storage system 414.
As di scussed bg{a ovaa%shlg Sﬁtbrg%sl %’Fppbgf‘?oﬁ%@e%bﬂ‘csdﬂ@bﬁwQﬂntajnimg j6b2uEBmages
this and a nurﬂnmﬂge)fGOQtibQﬁapﬁéﬂhﬁ@@%ﬁﬁaécnvélhﬂfc?%BSz%cg}e?yn}odflfdnvyr%%gcé Pnat the

dat abase contai ning job queue
making the illustration. It should be apparent to those of ordinary skill in the art

that the job queue image database and other network 100 related databases may
I5 be mapped onto any available storage volume. |
Each distribution server 504 periodically registers a “heartbeat” in a
contro] unit database in storage system 414. Periodi cally, each distribution scrv-c“r ‘
504 will check the database for the heartbeats of other distribution servers.
) During startup (e.g., power-up), each distribution server 504 in a distribution
20 server cluster 406 vote for a "master server.” If, for example, distribution server
504-1, misses heartbeats, where /1is a confi gurable parameter, it is assumed that
Distribution server 504-1 is no longer functioning. The master server then re-
distributes the jobs associated with distribution server 504-1 to the active (i.e.,
living) distribution servers 504 within distribution server cluster 406. If the
25 master server ceases to function, all the living distribution servers 504 vote for
& new master server. The new master server then re-distributes the previous
master server’s orphaned jobs, if any exist.
In the event that a control unit database is no longer accessible, the
distribution servers 504 function as usual except that their job gueues are

30 mirrored to a local storage unit (not shown) of each individual distribution server



imag’e 602 i s mapped onto storage volunmes 603 nerely for convenienc |§5n
making the illustration. It should be apparent to those of ordi nars2 KAPR 2005

in the art WQ¥43the j ob queue i mage database and ot her net wikudf9.4! ated
dat abases may 15 be nma edont o a 1 b | 25 pp ny avaz a e storage vol une.
Each distribution server 504 periodically registers a "heartbeat"” in a
control unit database in storage system 4149- Periodically, each

di stribution server 504 will check the database for the heartbeats of

other distribution servers. During startup (e.g., power-up), each
server cluster 406 vote for a

di stribution serygy i a distribution ! cl u
"master server. "y(ﬁ‘ ,&%;}]P tlé%%ﬁﬂ’ﬁ’l’%FO‘HBg???%&?qtéﬁh@”@ﬂmhumzseﬂmr'njc&&;@&ué]
heartbeats, wherdardbiaSe @afedscalle neter., it is assu t hat
Distribution server 504-1 i s o | ongg?a%%g%b?éﬁ? Ao o TS ftis b pLtle gMent t hen
re- distributes QRET) bpartissbriditmbhtivn endt Siobiduieh@aIS fE 1304:cL, 4.9 the
distribution servers 504 within distribution server

active (i.e., II't Nyom & | /
cluster 406. |If e magdti&pd ang pepver alidhsiobp saved én itolocalztdragh@. el isvoraee

di strbbution sesygem AAFpNH S thOfailufe NEW mMaster server. The new master
server then re-distributes the previous nmaster server's orphaned jobs, if

any exist. In the event that a control unit database is no | onger
accessible, the dis ibmon, servers_504 function as usual except that
their job queues are 30 nitTHPEHOR dndRegiexsl offislesge unit (not shown) of
each individual distribution server WD 02/39323 -19 2 5 APR 2005 PCT/ USO

1/ 428 1C 504. During this time, it could happen that either a distribution

server's job queue RaklblabevreniiothdRedtfRes&apRYefindlenlsilo Qn, sever
If either event occurs, the particular gﬁ stanlc u%’%@lr?tdstgrc\%”rmmul d

cr as{ves. ] )
eventual |y need®b2ifsmaaded filg isdpresant aheudistribhton cemer a4l in eBgy €6 @k t he

Jobs saved In Idehsh@fbn ShPhAERe! dowhitoad® BREIIE divided into smatler units called
“tracks” according to the nature of data contained in them. Tracks are further
divided into smaller equally sized units called “block files.” This division builds
the foundation for parallel download which is implemented in two levels: process
level and thread level. Distribution servers 504 share the workload of fetching
a certain track. All the distdbution servers 504 in a distribution center 14 can
collaborate to fetch the block files together, performing a process-level
paraliclism. Moreover, an individual distribution server 504 can spawn off a
} number of threads to fetch block files, performiﬁg thread-level parallelism.

20 In order to minimize storage usage, files érc not stored as a whole in each
distribution center 114. For each track, only a few of its black files are pre-
staged. The remainder of the block files is fetched on demand from other

 distribution centers 114 that have the block files. This concept is illustrated in
FIG. 7. InFIG. 7, a track of a certain file has been divided into block files and

25 ' distributed to five distribution centers 114-1 through 114-5 in network 100. The
proportion of distribution is different among the distribution centers 114 because
of the different viewing patterns of this particular file at each distribution center.

For example, distribution center 114-1 stores all ten blocks of the file while

station 114-4 stores only a single block.



5.system 414) prior to the failure. Ill. D stribution and Retrieval ngPR 2005
Files ) Parallel download is the nmechani sm enpl oyed in network 10(; o] -

ensure 10 YR&EF2demanded file is present at a distribution At Riakld in
time for user consunption. In parallel download, files are divided into
smal ler units called "tracks" according to the nature of data contained in
them Tracks are further divided into snalgber equally sized units called
"block files."” This division builds the foundation forparallel downl oad
which is inplenented in two | evels: process 15 level and thread | evel.
Distribution servers,.504 share fhe workload of fetching a certain track.
Al the distribution 5@, gelistrihubontostarilbdsliialtoenipen 14 44l édthe file,

ol et e o Lo RiRb R Ly bl B B oL el Gatmilosty omales of

parallelism Moreover, an indlvidua

a nunber of th‘ﬂié@@gtiomctfrﬂexcmcbﬁQﬁklcfciallﬁ&om%rﬁ?mgfﬂ?%{‘12% BRI SV e fle . oy a

parallelism 20 | rder. to m nimze storage usage,

n
a whole in each“cadfaiﬁor T B fitewitbputiang defayr Mba&doﬁt@;!ﬂish@ﬂbYd@li\fe%W%Of its
bl ocls fil es arenph The.r inder of .the block files is fetched on
181 5% BHERs (2 R oA Tacall i dmudionisenisr 642 e, Thi s

demand from ot hg di stributron cen
concept is ill dkereataming five Bldsks Are fefbhEl Gont disfsthik; f rtain file has
been di vided i ock files and 25 di stri“'gu‘tsg’gt“t[‘%g FUer g}‘g‘irflﬁﬁﬂh&h

t0.Dbl
_(:en;[j _e][fs 114; 1 [&ﬁsf% ’g’“fﬂ’lﬁ’iﬁIilﬁoiﬁi_étaﬁ@ﬁkﬁlaﬂg..Fdlf?gangp!e@cﬂi@ﬁiﬂu@:}&n?%m@{jﬁ??& butiton
is different apgpp | ion centers 114 because o e differen
vi ewi ng patterns l{g:fr§ t ﬁel %I%ggr%apgtﬁ%ﬁzd%??% élF whilethgi ather nigeitdocicBhsere  For

-ekanpl e, di st r fdcteddrom ené 6f mbidothes IRERSHAL | l,ocks of the file while
sta}' on 114-4 stores only a single bl Og%%ngh cxk%% 13605 WO 02/ 39323

PCT/US01/ 42316 -20 5 10 15 20 25 In operation, if distribution center 114-1

is called upon to deliver theﬁi lﬁ it can do so without delay because all
bl ocks are stored | ocal | </a‘ Si kiiedPisiibutipr Peotocol (FDP)

 Distribution centers 114 in network 100 communicate with one another
via a protocol called the file distribution protocol (FDP). A subset(i.e., prepare,
15 * search, and get) of FDP is involved in parallel download. FIGS. 8-10 illustrate
how distribution centers 114 in network 100 communicate with on another by
using FDP to exchange data.

First, a PREPARE request is generated by a virtual file control system

) (VECS) server 512 in application server cluster 408 (see FIG. 5) in response to
20 a user request. The PREPARE request is sent from VFCS server 512 to
distribution servers 504 via switch 410. The PREPARE request triggers a

fiistribution server 504 to spawn a thread to search for missing block files of a

track of a certain file. If a PREPARE request is issued for the entire file, the

distribution server 504 that serves the request will spawn as many threads as the

. _-_25_ number of tracks in that particular file to fetch the block files of each track
separately. Each thread then will send out a SEARCH request to network 100

asking for replies from distribution centers 114 that have the desired track stored.

The replies that come back from other distribution centers 114 will encode a |

range of block files that they possess for the desired track. Thereplies may arrive



di.stribution center 114-2 has locally stored only the first five bizogkéPBfgaﬁg
the file, it can also deliver the file without |long delay. This is

~acconpl i sh&¥O B399 i vering the first five blocks (which are stRLedkpcal |y
in distribution center 114-2) while the remaining five bl ocfzs are *“e?’ched
fromdistribution center 114-1. The other distribution centers 114 operate
simlarly. For exanple, distribution center21j114-4 delivers the sole

|l ocally stored block file while the other nine block files are fetched
fromone or nore other distribution centers 114. A File Distribution

Prot ocol (FDP) Ditstri bution centers 114 in network 100 communi cate with one
another via a pFotcBl dsiipedor servers §04liista distrituionpsatacalusié DY, nd
subset (i.e., prgep o 1S get)..of. FDP is_jnvolved in parall el
Gonm oad i o Seakely ekl oARRPEkinRlion srusr sddher ntthe Seascnot vor k
100 conmuni cate wit h Adisaribhdiern sdbyer 508t fdata. Fjr a
PREPARE request is generated by a vi rtu@?re?ﬁ??%gﬁ%&?g?ﬂg%ﬁg,ﬁns% T
server 512 in aﬂB‘ﬂli‘egéfq grflig PO crepter di44D8 tephies, TedaesBhg kbt RS RYIIRgt O 2

T ' tf VFCS 012 t
oo ok Ton sor BB AEASad P50 ok Pttt et dsgdarion o

di stribution servers

di stribution secemer pOdketsSpIME B HRERAL] iR BEA'CHHEA sﬁ%@%'ot%?(s;?&gﬁé tiles

of a track of a certain file., If a PREPARE request 1S isSsuU
entire file, th&UgHss distibusionssntearl 186uUrctéiaingseurtsreplies freMUASHbYWId

spawn as many t Sy @aSyt AL of tracks in that particular file to
fz’tt)ch t he bl ockgérﬁ?rgs]‘%fl’eggﬁ anﬁgg% a%‘i&éf‘a%efg?.r eegle Iseich gaplyt ingeceives) send
out/ a SEARCH r edisattutib saevepo1 ke aski lies fromdistribution
cen’:n?@s 114 that have the desi redq??gck&s{tﬁg?%dggo b eﬁr"eeBchgrs}lﬂFﬁilt"“b back

from ot her di stisRRRdiREdigtsHusion cantdr Wi4. Sinaehisdebatiod nees 914 Rloacierl ihes

t hat they posse%ks1 fog., trbe desi raed track. The replies may arrive .2 APR
2005 WD 02/ 39375°Y JRVS OVEHAPPINSZnges, 86 biosfiles cfos ar ventais Oacko ditir iide anong

arc descri bed el ow AL Ehats of e RREl Faedibuot A3 i bes Mgl Piockonr ch
replies col | abdiles-e A sqhenahserim S05¢sde FIG 5pensufts ithat dhly SMEnRGE 9GRS OCK
files are dovvnlt(o) %g\?v(rjlloayy gax{igullal Il)llé)g}tc rﬁ?é fergmlarr]1 lz:lthGe di 10b i
Y r distribution center.
15 _ - Since load balancer 502 load balances the search replies sent by the
different distribution centers 114, the search replies would be evenly routed to
different distribution servers 504 on the same distribution center 114. This is
illustrated in FIG. 9. In the case that a search reply arrives at a distribution server
: ) _ 504 other than the initiator of the search request, the recipient distribution server
20 504 will automatically fetch blpck files from the distribution center 114 that
- Teplies with the assumption that one of the distribution servers 504 on the same
distribution center initiatedrthe search. This distribution server, thus, may be
fetching block files in paralle] with the otherdistribution servers, which also have
- Teceived search replies to the same request. Details of how different processes
25 and threads use sequence server 505 to divide among themselves the workload
of fetching the block files pertaining to a track are described below. All the
distribution servers 504 that receive search replies collaborate to fetch the block
files until all the needed block files are downloaded. This is illustrated in FIG.
10.
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20 504-will automatically fetch block files fromthe distribution c@q}gg) -
114 that \Léplips with the assunption that one of the distribution serv ﬁgzmﬁ
504 on the' S4#8%32di stribution center initiated the search. POTTAISO1/42816

di stribution server, thus, may be fetching block files in parallel wth

the other distribution servers, which also have received search replies to

t he sane request. Details of how differentZdrocesses PCT/ US111/ 42816 at any
of distribution servers 504 in 'a distribution server cluster 406, not
necessarily just at the original distribution server 504 that sent the

search. A distributi seryger, 504 1 hat receives a search reply will then
send a GET request f(ﬁ; a dllylg’ﬂ" ﬁ?ﬁbﬂﬁleklaﬂwoa@m that replies, requesting

that the replying 5 distribution center 114 send the range of block files
that the replying distribution center possesses. This is illustrated in
FIG 8 which shows, EBPbb)@éilfﬂ%@rwidequﬁtiicﬂ@rﬂhﬂéﬁt&ﬂ#"{iﬁé&ﬁb&ﬁiﬁ%@fm&ﬁi‘l
receiving searc ljes, fromdistribution centers 114-1, 114-2, -3 and
114-5. For eac héasS égl%cthgf goﬁldymi '%anﬁf@?%gpechan@ws puployad bz thecadkd dladn Spawns
a thread to fetib dghetdfaska bld®SFrdhQ 49 .t espondi ng di strjbution

Ol Th A ddbRESTERETMY. Rehiadinese

center 114. Since distribution centers
over | appi ng- r arR}eek Blesisho bk 16dkedonfagglotal tak! @ith réspdGito cVliStfrehd oftall of
possibility thzﬁeagggb gf t he se&g‘&g replies may be for thé sane range o
“block files. A $eqUeNtEISEINGL: ong distriqudensenien g S¥hdrhadtmmiskignah e
thread attenpt Sofdi€h GeWinedsha i lock file, fromany. other
d;z_t ri bution cggé&r-. 15 Sincé& |°2§@Eh§ﬁ§#é‘8&f%6?t|tU5@W| Bedtiqnervegsar ch
replies sent b gst aidrhpr enebiginst loch s BB feRNhBisholin eplies
woul g be evenlg rou ed tg .di fferent distributiOnSsé?vefg?@%4ﬁgﬁﬁﬁﬁg{sane
di stribution cBATEFT1OOHRIBE Re logky ifsproeacdd to fetEh @ne Blockrfréahepser that a -
search reply agfstiasicat skl hution server. . 504 her than the initiator
of the search reques%t, T teeglrt%f%r??netscaﬁcgﬁﬁ\iﬁu{fi 'reé‘g%@EKOSbtam@QRQESZS -22

B. Block File Pamekt piissDeyblook e tmARR20$Sc iE’S’TAé&%{h‘e‘?&%%ETIQ Blockfiles

provide a sufficient granularity for distribution servers §Rar e
their |oad. A PiPGEs Friapethepdistrihutinn stryen 504 thathhoyaainby ti 166K, Saghekfert! ai M

E Egsrei ght 1o et GRofnREREY LERTHE (L ENP ;t)r%cgeidgttcg iatt%géqi)tocr)]btgiﬁinr;[ge; Iojc-:ljédfér tEgch °
15 next missing block file.
FIG. 11 is a timeline that illustrates how different processes share their
load. In this context, a process can include a thread or similar operation. Note,
that because a process can include one or a plurality of threads, the terms
} “process” and “thread” are used interchangeably when discussing the functions
20 - carried out by a thread or process. For ease of Hlustration, it is assurned that the
search replies come at approximately the same time. As illustrated, distribution
server DS1 receives two search replies. Distribution servers DS?2 and DS3 both
receive one search reply. For each reply, a thread is spawned off to peer with a
teplying distribution center 114. The threads then cooperate to download the
25 block files from the peering distribution centers 114. Note that thread 1 fails to
~compete for block files 1, 2 and 3 because threads 2,3 and 4 are faster in terms
of acquiring the lock. Thread 1 wins the locks forblocks 4, 5, 6, 8,9 and 10 and

downloads them. Thread 2 succeeds in acquiring only the lock for block files 1

and 8. The fastest thread, thread 1, does the majority of the downloading.
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bl ock files can be | ocked on a global level with respect to every t B\E/ﬂg’ o?
all of the distribution servers 504 in one distribution center 114. ﬁ 395.

commi ssi onetl® "3 ¥t ch the sane range of block files, the di PEPRRPL ¢ eads
on distribution servers J 504 first attenpt to obtain a | ock for the next

m ssing block file. If a thread 10 succeeds in obtaining the lock, it
proceeds to fetch the block fromthe peer €é3stribution center that sent the -
search reply. If a thread fails to obtain a | ock for the next m ssing

block file, it nmeans that there is either another thread in its own

process or another digtri bLit;ji 0%1 server 504 that has obtained the lock. In
t he event of encountering a 1 OCKIS ST ad proceeds to attenpt obtaining

a lock for the 15 next missing block file. FIG 11 is a tineline that
illustrates how differentérocesses share their load. In this context, a

process can include afi@r idatﬂowhmitHqﬁctﬁgegt@isif@@gr\]}péﬁmﬁlés%gmla yse a
process can incl SO@H%nﬁr lurality of threads, the terns pr écess" and
"-thre)a/jd" are used [ nterc gﬁgbeglﬂf’?tmenhcﬂ Yemd30hg dibgibittior séroesre2biveanr | ed
out bys a thread PREPARESSRGued f ] .ation, it is assumed that
the search replies cone at ag%fga;?%tgesf:yct#giéﬁﬁcép?t?sﬁé?aﬂécqrﬁﬂ%t)fﬁl@d,
distribution set&Rel2@s the distebuim tenersear ﬁhr&ﬁ&lsEQé-th%RE@hQ&Eir% gervers
ply, a thr s

DS2 and DS3 bot r ive e search reply. For each re
spawned of f to %@%‘fvg%gttﬁwag% &Py theofeavest-r Ibusiepr 205 the thrkdd regThiers titieads

then cooperate taaod@WMHr&RMn SRR RS i es | the peering distribution
centers 114, Notei'tzggt “thread 1 lzglhIsgg)té{)gd‘ﬂccgﬂ’ﬁ%{%@?;HFh%%gE(EOIF#qt@s Based and
3-.Because t hrea@®s ,'@rdrﬁbpdy@wlhcfoﬁdiﬂﬁbhﬁbﬁ&irU&S@fd&%Hﬁ'ﬁ" i ck.
Thregg 1 wins th% h’%cﬁﬂ for blocks 4, 5 6, S 9 and 1 an‘% (gg%t\%ﬁﬁ%g@s
them Thread 2 SUCEEEHETS 15 2lieady anothr Busad sehving aplevions rdueakhdtich@ss he and
S. The fastest {hoeaf bl C%g s_the majori of the downl oading. 30
WD 02/39323 -23 Co R e‘t"%{erﬁ?ﬁqﬁéat S et Snted it G PREEARIGON 8RS Bl G
12 is a fl owchasdtopgepiant ithg netiRSerdorat $@HMIE, t i cording to.an
enbodi nent of t{,:agg{nventi on. In a step 1%02, a |§I{‘”}r1%e§3¥?agﬁc%ag?sv%?mgcei ves
a 5 PREPARE req apd gha metppderaseedsdo sEpA21Dn response to a user request).

In esSt P 1204, 1 he aRbs3h 15 00! thetee S L on Sk AR CH res bt sq othar by
15 centers to search for the block files that were requested. Atstep 1212, the thread
waits for replies to the SEARCH requests. At step 1214, the wait interval is
compared to a predetermined timeout period. If the timeout period has ended, the
method proceeds to step 1216. Otherwise, the thread continues lto wait. The
) _ ? timeout period is used to gauge whether a search request has taken too much time
20 : to-get any replies. This situation can happen if the other distribution centers that
h_avc thc desired block files are very distant from the searching distribution center
or if the search replies are all routed to other distribution servers 504 inthe cluster -
406.
In astep 1216, GET requests are initiated to fetch the requested block files
25 _ - from the replying distribution centers. A new thread is initiated for each GET
Tequest. Note that in a preferred embodiment, step 1216 may be performed prior
tostep 1214. That is, the GET requests may be initiated even through the search
thread is sti]l waiting for additional replies from distant distribution centers .
At step 1218, it is determined whether any requested block files are still

30 - missing. That is, if the timeout period has ended and the whereabouts of some



spawns -a thread to serve the request. In a step 1205, the thread re?i EtEf-”F? .
with anot {gy ,t,{br%ad in distribution server 504 called 2005
DSSear chRepl y%fo P&ctor. Based on DSSear chRepl yCol | ect or, di gtt/ibut i85

server 504 determnes (at step 1208) 10 whether there is already another
thread serving a previous request that covers the range of block files

that has been requested. |f so, the PREPARB4request is dropped and the

met hod ends at step 1226. O herwise, the thread is deened valid, and the

met hod proceeds to step 1210. At step 1210, the thread sends out SEARCH

requests to ot hesloch Slek bWt QR 1dRy rs.to search for the block files
that were requested. At stép 1212@?@%%%%@3513 tactipg o fegghl the serpaininige

SEARCH r equest s.blagk Slesgronz 24, preieusMaidesikadted Makqhs; ed.lg a

pr edet er m ned tihr;?g%%e Bec| ggﬂ\?l'f the tingout perio oﬂ%%%ﬁé@%,ls&%w“ﬁ@t hod
.proceeds to step : CGPfiE Ahpdiefiles-h Ehisnis dadicatedtat sepg200, Wiktte oA that

ti meout period ioshatgReHERI0A] \ her search request has taken too nuch
time 20 to get any repli es. %?@iﬁ’ﬁ‘éﬁ&gﬁn& eREh e iast the lnsabthieads will

di strPbution ceffepasateivdath theakeaddia Hes disdiphling ki re v di st ant
fromthe sear chidn% g)lat b{?”“ on center or if ltﬁgéﬂgégr%gﬁ [gé’ﬁﬁlro\ég Péfaél%él I
routed to ot her “AI8tPfhift PR casasyeier 1822 wiits forealichteatieto fidigh. | n a step
1216, GET requests apgoidalid fetch .the requested block files 25 from
the replying distribut %E} {cden %9@915@;@&9 H'Hieeges suchiapifeilure of afdistribaidn GET

request. Note tivaveriSd4pa Psamiter (eoisambRey sEnt 1216 be perfornmed
ior to step 1214. That is, the C:E? reques‘?‘féﬁnﬁéy%t réétflmn?iiytgfz cdsdpat

pr
through the seal ¥t SPRWREHE feshdlackifilesiIf theee freranqddisin OMALL HeR! dags%dfbrgpm
roany

di stamt di stri bydbjiohg; S pers tep 1218, it is determ ned wheth
request ed bl ock f! eslggﬂé'gé Fffrlver%?)t%ﬁ?aéls‘w gPawpanewshrepd tathehthemissingper i od

has ended and tbiechstfrine abaski snedldi S QPR 23,2 .5. APR 2005 PCT/ USO
1/ 42816 -24 block files are %]ti '] uﬁ%%%%’ﬁggsig}sdﬁ“ﬁﬁ?"é by agsterndet i on

to fetch the r&HR#2Ag block files froman previously designated
di stribution centerz%gt 1is knogné(%fg_ have the desired block files. This is
i ndi cated at step 12907 fEqyrstedh filgphavedene fetctiest themtthedersravaes 504
have gotten thé@2zg&arch replies, the local threads will 5 coo erate with th
h

15

IV.  Seguence Server

In each distribution center 114, there are many concurrent processes. or
) ) threads. For example, there are multiple VFCS (virtual file control system)
2 servers 512 running on different physical machines in an application server
cluster 408, and each VFCS server 512 has multiple threads. Similarly, there are

multiple distribution servers 504 running on different physical machines, with

each distribution server 504 having multiple threads. These multiple threads and

| processes often need atomic access to shared data. For example, when multiple
25 distribution server 504 threads are downloading block files, it is preferred that

only one thread download the same block file. -

If the threads or processes are running on a single machine, one can use
locking mechanisms provided by the operating system, such as mutexes or -

semaphores, to achieve atomicity. However, such locking mechanisms do not

30 work across a cluster of machines. Although file [ocks provided by a shared file



10 pt-et reads to those distribution servers 504 to perform paral?l@lAPR 2005
downl oad. I\a?lag,%ﬂ, ases, step 1222 waits for all threads to finish. In ‘
order to be fault tolerant to situations such as failure of acdigshizidusi on
server 504, a "sanity" test is applied at step 1224 after return of the

If there are any m ssing

~threads that were spawned to fetch block files.
bl ock files caused by a failed distributi@$-server the thread will spawn a

new thread to fetch the mssing blocks froman assigned distribution
center 114. This is indicated by a return to step 1220. After all

request ed bl ock §jsle8s -Hay fetched, the nmethod ends at step 1226. N.
Sequence Server 25 30°Tn g)ggﬁggiagt%r]f’gﬁf’&%‘i‘?"g%‘ﬁf@racl%&a tingter thay eommoyly

concurrent processdNeoworkt FileSghtem : I tiple VFCS
(virtual file control system ﬁk:eer\fgg:g?g%mﬁﬁfﬁ%‘iknqgﬁ%br%g&%%L’é‘ﬁtﬁﬁﬁy’ﬁéal
machines in an asﬁﬁ?ﬁaﬁealf’%/%ﬁw@éz@r@rocm st gra®hckendheanh iNEESHSAl K2 has
~mul tiple threadsgisedilalibys Ecggrevﬂ.rg:e \rﬁTl tiple distribution servers 504
runni gg on different physrcar nhehi'HEg a Glie acgnises dilock iabdtthem dierken 504
~havi ng mul ti pl e préfemedsmbdtigsmt ; b, nd _pracesses of ten need
atom c access to shared data. ngrﬂhgirg}r‘ragflbeﬁl S\%ﬁfeg%(:‘?rﬁrﬁrgo pr?i‘i"g?srqlﬁiﬁ‘fféﬁ
server 504 t hr eBBTAFRIQIShisRduatidmrobtsscsruhhingen differest PATiRLSIRY dRRL 1o ON ¥
one thread downhgad, Lhe. sane. lblrl‘:g](t:k #I@ | f the threads or processes are
runni ng on a singl e nachi e Srfétd ahhe, @k'fTeG@RWﬁ@fmhﬂamsifSihEeﬂlanﬂlin@ed by
the operating system such as nutexes or semaphores, to achieve atomcity.
wor k ‘across a cluster of machines.

However, such | ocki ng nmechani sns do not
Al-though file locks provided by a shared file 2 5 APR 2005. WD 02/ 39323 - 25

ed as_a | ocking nechani sm across a

PCT/ 14501/ 12816 system could be lej\é (
cluster, the commnl§ us8INECRSFReEDcscfionem (NFS) does not have

reliable file Iocking. If we use a
As discussed above, sequence server 505 provides a lock-free mechanism
for multiple threads or processes running on different machines to access data
atpmjca]ly. It allows clients to gain sequential access to data or to find out
15 whether the sequence has been violated so that the clients can retry their operation
or take cormective action. The sequence server achieves this by associating a
random “sequence number” with each shared data item. When a client asks
sequence server 505 for the value of the shared data item and indicates its
intention to modify the value, sequence server 505 increments the sequence
2 number associated with the data and returms to the client the data as well as the
(incremented) sequence number. The client modifies the data value and returns
it back to the sequence server 505 together with the sequence number. The
sequence server 505 then compares the returned sequence number with the
| Sequence number it currently has for that data item. If the number is different, it
25 means that some other client had, in the meanwhile, requested the value of the
data item with intention to modify it. In other words the first client’s sequence "
had been violated: it did not have exclusive access to the data during the time it
tried to perform a read-modify-write operation. The sequence server 505
 therefore rejects the update request from the first client and informs the client of

30 the sequence violation. The first client then has to take corrective action as



separate | ock- manager process that grants |locks to threads, it isidi fARR: 2083
to handle failure situations such as when a client acquires a | ock and
then di es.WPP28%3%r ef erred enbodi ment of the invention, sequeRggsisasMEr 505
provi des a | ock-free approach for threads and processes running on
different machines in a cluster to have atom c access to data. The

| ock-free access facilitates failure handl#6g. 10 A Sequence Server
Description 120 25 30 As di scussed above, sequence server 505 provides a

| ock-free mechanism for nultiple threads or processes running on different
It allows clients to gain sequenti al

machi nes to acc a atomically.
access to data gﬁé%sgg’%yi r?aepsmmg\ﬁﬂé%/%‘é?m?’%é“%@’&G@ﬁt@tihaammgnlimitm,liladoetﬁ so

that the client sithefrdhstthy obBRikG ' r take corrective action. The
sequence server achieves 't hlbs blynagsogg%ﬂa% NG as 4 UHY SrAd-ad A RHE scqERtser

wi th each shar eduges artitenuldienla thel dthed cliRfkgerfcrBHE BEE 861 VEr 505 for the

val ue of the shared gﬁba 'Ieﬁ,k)?nd indicates its intention to nodify the
val ue, sequence server 505 Ehteherthat iijstraisghew two thieatb ese easae adroek Wi t h

the data and reBosns pb&old GnClrl € a.as well . as the (incremented)
_sequence nunber. Tha cli entncdrtr% |ffe%§%ﬁog%)g‘§f1§c ORETIPTPR 2 SBatGd dlata itfem.pack

to the sequenceStpsdpl-3866 tﬂpgmeherﬁmﬂhi’caTdhﬁldSseéygQg@ﬁlg%sfcﬁ%&%cco%quence

server 505 thenco ﬂ:rges tﬁg returned sequence nunber w seguence
nunber it curreﬂ’tr?%}') Steps L 3Ph apd d4@4 bothethreads reduestrfoorh sequeacdidifesest , i t

the data i temati s eants mbfhk G TR i e e feme Threadil,
S, goguermsbetedcbes 05 baberds hd sl SHBYEL R 0 ESRES O
operation. The SEHEERCCTREF syt tgFbreagelstepd362). Ahentia réspensendaherengeiyest
The 1irst ol i e RO T oA dUEeRar ISt Faterie ppBRecanto Bk dgasndiD
O 8502 20 ALt 20 henarmssad 2 Brrogs 0, 0.1 ey RRLE o R0E e
requesting a né@ta bupdiffiseena seauenceuurobers.
Next, as indicated at steps 1303 and 1309, both threads modify the data
15 and return the modified data and the sequence number that they were given. At
steps 1304 and 1310, sequence server 505 compares, to the current value, the:
sequence numbers returned by the threads. If the sequence numbérs matches, as
in the case of Thread 2, the sequence server 505 accepts the new data (see steps
) 1311 and 1312). If the sequence numbers do not match, as in the case of Thread
20 1, the sequence server 505 rejects the new data (see steps 1305 and 1306).
Thread 1 then goes back to Step 1301 and retries the series of steps. In this
manner, the atomicity of the read-modify-write operation for each thread is
guaranteed.
An example is provided below to explain both the need for atomic access
25 and operation of sequence server 505. For background, when a file is to be
stored, there is a process called file “chunking” that divides the file into blocks
and metadata that describes the blocks. Chunkin gis described in additional detail
in U.S, Pat. Appl. No. 09/681,665, filed May 17, 2001, which is incorporated
herein by reference. Distribution server 504 updates the metadata associated with

30 - -ablock file in a manner that is consistent with the status of the real data, In other



nunber, or it could just let the other client performthe operation. FIG

13 is a fIQ%ﬁhant that illustrates how two threads use sequence sé&ﬁeAPRSﬂmS
505 to perfo M 324t oni ¢ read-nmodi fy-wite operation on a shprpdsslatgg t em
Steps 1301-1306 represent a first thread, and steps 1307-1312 represent a
second thread. In steps 1301 and 1307, both threads request from sequence
server 505 the data and a sequence nunber-27tn response to the request from
Thread 1, sequence server 505 increnents the sequence nunber and returns
the data and 10 sequence nunber first to Thread 1 (step 1302). Then, in

response to the g fr hread 2, it again increnents the sequence
nunber and returns?(%kﬁ? G él%ggrl] 1n 100G dhe, metadatanmuslerccumtet meprdseat (sdiep

1308). Asa resul Othebwiss, Hhfigadse - - | fferent seguence
nunbers. Next, as jndicated at s?gigg)grggrgagﬁlda’?‘ﬂg?‘eg%%rﬁ‘?af%ageéo‘éoq %y the
data 15 and ret WRHM% HErsairiskabatdnotherthiead niaymceess BRUBRLArAUARBH L BAG t hey
were given. At %kgﬂjsco §9t4ac lrc1)d 1310, sequence server 505 conpares, to the
current value, the 'sequenc Runbers returned by the threads. If the

sequerice numbers mat chesne ample dikigp e, [ 2, , Lhe seqience server
505 accepts the new datac(see éstepl)sﬁ ?L‘g@lscg‘fhcég?ﬁ%g%“ﬂ“f’%cé‘é dRéach
nunbers do not rle@nfileadherstartage indseisofsed by detmide tHelTRH PRAUBRRES RS 505
rejects the newcgg&ca (i%see ite@g_y/laO? and 1306). Thread 1 then goes back to
Step 1301 and r U7 Y REEsstor ¢ ficgerd plock fifes 0 be siwsgshen diffdnentatosageci ¢ y
of the read- nodideyicwk fdréii Lald r hread is  guaranteed, An
exanpl e i s provided b_elrosfg?g pgifgﬁg?'{rﬁ:gbgﬁﬁ&{éﬁec% tgf?UFng’gF%ﬁ?rcexé‘B@@sg’c 25
and operation oftosagpisdesssen\am 326 q, R dib@ibEaHR Wder S@lﬁﬁgsﬁmgii,kcﬁxgssmto be
stor§g, t here |§la_|%rocess called file "chunking" that divides the file
into Bl ocks an8'9rstHahth2 trax asdedalanse thet load lsemg she Stoagel dryides. Ideser i bed
i n-addi tional defdblimd o . .09/ 681, 665, filed My 17,

2001, which is incorlg())érrl g’tlgéébﬁlgﬁéflﬂ%a%hlrme’l\%’séﬁeé.m‘ﬂds"iogfrbﬁ‘ts Ug®rver 504
updat es the net adat aFasheshatew tiistRamfleadibi®ekof kéﬁeﬂmajsg;g,ggg%&@g i's

consistent wwth the status of the real data. In other WO O
convention: a storage index of zero means that the block file is not present on
disk; a negative storage index means that the block is either being written or
15 deleted, but the operation is not complete (in other words, it is busy, and others
shouldn.’t use it at this moment); and 2 positive number means that the block file
is available on disk and the numbef can be used to determine the full path name

of the file. _

, } : In the absence of a sequence server, the algorithm to download and save
20

a block file (by a distribution server 504) into a group of local storage volumes

in storage system 414 would be as follows:



2 5 APR'2005 PCT/ U501 /4281 G words, at any instant in time, the ek Ad4PR 2605
nmust accur&;&lﬂé ‘rg‘gr esent reality. Oherwse, during the (small) interval
in which tRe P ta does not reflect reality, there is a ptBigshigkis

anot her thread may access the inaccurate netadata and take incorrect
action. 5 In one exanple, distribution server 504 assigns a storage index
to each block file. The storage index is 48ed to deternmine the full path
tothe file. This concept is used to allow different block files to be
stored on different storage devices for higher performance. If there are n
storage devi ces, for exarrplrga t he stor_?ge indexes run from1 to n, and

di stribution server 504 assgé Morpgeidex fqrghisblegiock files in a way as to
bal ance the | oad ampng the! a?’%lﬁé) de¢T blosk nprpmesent *¢nbodi nent, | oad

bal anci ng is achi eved using a réeg$mgbimddk®&t ri bution. Furthernore, in
this exanple, distribution serveetibdek usies /t hepdivehauindgugpavention: a
storagi index of zero neans thadowhkablb@sk ikl € is not present on disk; a
negative storage index neans thabaif REed ol j.ther. bein itten or 15
del eted, but the operation is ngk,@g ﬁ\ﬁggﬁgﬁﬁ?&;x@ E\Ro‘?ad%,gﬂ‘gﬁ'eﬁ 14544y, and
others shouldn't use it at thi sifgm%r} )., an ;5”}% itive nunber nmeans that:
the block file 1is available on dis r‘.llo{the nunber can be used to

deterygi ne the full path nane of the fstidex|tg H he absence of a seqguence

server, the algorithmto downl ohd and save 20 a block file (by a

di stribution server 504) into &l dup of | ocal storage volumes in storage

system 414 woul d be as follows: 2 5 m&?eZwﬁlam/«egé@a%ggo,ggyﬂ{gquéﬁQG - 28
oc

S5.read storage index for this block dlfo dVAaSadine@ 47 / * Dbl not present i
= get _new_index() set index = -j /* negative means busy downl oad bl ock

filelagain check storage ijndex /* in case another thread is

Note, if two threads run the above algorithm for the same block file, the -

following sequence of events could occur:

20 THREAD 1 THREAD 2
Read storage index=0 Read storage index=0
Generate new index, say 1 Generate new index, say 2

Set storage index = -1
Download file

25 Check storage index (-1)
} _ | Set storage index = -2
-1 Download file
Check storage index (-2)

Since -1, set storage index = -+]

30 Since 2. set storaee index = +2
Since the final number stored in the metadata is 2, there is an orphan file
downloaded at storage index 1, with no record of it in the metadata. With
multiple threads trying to download a file (as happens in a distribution server 504
35 in response to a SEARCH-REPLY) there is potential for having such orphan

files.

The problem occurs because the two test-and-set operations—first from

0 to~1 and then from -1 to-+1 are not atomic. Therefore, a mechanism is needed



al so deing the sane thing if index is -i { set index to +i delete t%l% prRGZUQE
/* becauseﬁ(?ﬂg(Sé)t?her thread is also downloading it */ } Note, if two
t hreads run apdve al gorithmfor the same block file, thePCTAB)BWBNG

sequence of events could occur: 30 35 THREAD 1THREAD 2 Read storage
I ndex=0Read storage i ndex=0 CGenerate new i ndex, say | Cenerate new index,
say -2 Set storage index = -1 Downl oad fil e%heck storage index (-1) Set

storage index = -2 Downl oad file Check storage index (-2) Since -1, set
nunmber

storage index = +1 Since -2. set storage index = +2 Since the final
stored in the metRdadhisufplel MELE. | n.orphan fil downl oaded at storage
index 1, with noq)?ecolrd Dyifiple t?%a?%ggnngﬁcgﬁa{)aéa amﬁglwg?’? Hice negd deydehe
trying to downl oaequente $eevdra®s panpens way tdadhicveat Mt LR s SEt 4 1ock
response to a SEARCH REPLY) there is potential for havi ﬁg sﬁ@ﬁuglgﬁhoé:?l‘g
files. The problem occurs because the two test-and-set operations-first

from 0 to-1 and thengrom are not. atomc. Therefore, a nechani sm
i s needed WD 02/39323°7 5 @”%ﬁ?ﬁrﬁ&%’@%%/ 42816 -29_ by which nultiple
thread8 can access data atonically when they need to. The sequence server

505 provides a vvaX to_achieve atom c access w thout using |ocks.
, The basic idea 15 to have all threads access the storage indexes in storage system

414 through the sequence server 505. As mentioned above, sequence server 505

associates a random sequence number with each storage index. For example:

10 BLOCK STORAGE INDEX SEQUENCE NO.
0 1 87593576
1 2 28702345
2 3 65234658
3 1 ] 93456640
15 4 2 24380976

When a thread does a “read with intention to modify” on the storage
index, sequence server 505 increments the sequence number and returns the value
of the index as well as the (incremented) sequence number. The thread can then

20 modify the value and return the new value to-sequence server 505 along with the
) sequence number. Sequence server 505 checks whether the sequence number
matches the current sequence number for that storage index. If it does, it accepts
the modified value. If not, it means either some other thread has read the value
in betwef:n, or sequence server 505 just recovered from a crash and has generated
25 new sequence numbers. Ineithercase, sequence server 505 rejects the update and
returns a failure. The thread must then handle the failure in some way depending
on what operation it is trying to do. It can either do nothing, or it can sleep for a
small, predetermined or random amount of time and then retry the read-modify-

| update.
30 Sequence server 505 stores the storage indexes in memory (e.g., random
access memory) and a copy in a file on alocal disk or in storage system414. Any

changes to the indexes are also updated in the file on a “write-through” basis.



B.- Sequence Server Operation The basic idea is to have all threads access
the storage indexes in storage system 414 through the sequence serveb ﬁp@.gm

As nention®® %89, sequence server 505 associates a randomSEHYSNES: ¢
nunber with each storage index. For exanple: BLOCKSTORAGE | NDEXSEQUENCE NO.

0187593576 1228702345 2365234658 3193456640 4224380976 20 25 30 Wien a
thread does a "read with intention to nodi89® on the storage i ndex,
sequence server 505 increnents the sequence nunber and returns the val ue
of the index as well as the (increnented) sequence nunber. The thread can
urn the new val ue to sequence server 505

then nodify th nd_re :
along with the egl\éeg%%ﬁglgcenf}%bﬂs 2 di9k fkeed & aclile5 06 thehewdn ofhethsr, dbe

sequence nunber seqidnebesvENSDLYE nce .numher for that storage
index. If it does, it accepts t@%%??#gfn\%épﬁggstPFSWB%g,CIF@C’ﬁ%&ﬁQHQHher
sone ot her t hr eddc Aad seneagies hew sequsace hiimbegween, or sequence server 505
just recovered from awgrash and has generat ed new sequence nunbers. In

“ei ther case, sequence’ Sef VEMCREFCHET 803 is userforgrdmieummiatts t6 tHestoisecdinhiat | Ur €.
The thread nust ridigiachanddigodiie, fA in sone depending on what
operation it is trying to gg: It O(a:%drwrg:g?%%r}dsﬂ eﬁﬁ‘%ﬁ&fg‘?bé?om?&can sl eep for
a small, predeterm ned or random anount of time and then retry the -

“read-nodi fy- update. Sequzqrélég server 505 stores the storage indexes in
menory (e.g., random acce$$dAvRAcyRdanindext epdsdquercefriol ESQYY for thaadedi Sk
or in storage system 414. fmsemngésrvbn the indexes are al so updated in
the file on a "wite-throlfghtdebad §. MWoO2ARI3B3nexS APR 2005
-PCT/ U501/ 12816 - 30 The sequence=perhirms iflegyNot stored in a file. In the
event of a crash, the rcsult_: set index to -i at Sequence Server with Seq /*

negative means busy */
if result is okay { /* Seq matched up with the number at
: the Sequence Server and index is set */
1 Download block file
Read storage index "index" and "Seq" for this
block from Sequence Server _
Set storage index to +i at Sequence Server with

Se
20 } :
else |
} exit /¥ someone else is downloading this block */
}

Now if two threads run the above algorithm for the same block file, the

following sequence of events could occur:

THREAD 1 o THREAD 2
30 Read storage ifldexzo seq=100 Read storage index=0 seq 101
Generate new index, say 1 Generate new index, say 2
Set stordge index = -1 result=bad -
exit
35 _ Set storage index = -2 result=good
_Read storage index=-2 seq=102
Download file '
Set storage index=+2 result=good




sequence server 505 is sinply restarted, and it reads the storage ig‘ngeéﬁg
fromthe file and generates new sequence nunbers. \Wen sequence servVe 0@35

i s used foWQ¥BHEE updates to the storage-index 5 metadata, rEPR<A 894 t hm

to downl oad and save a block file becomes: 10 15 20 25 30 35 Read storage
"Seq" for this block from Sequence Server

I ndex "index" and sequence no.
If index is O ( /* block not present i = @gat _new. index() result = set
index to -i at Sequence Server with Seq /* negative neans busy */ if

t he Sequence Server

result is okay ( /* Seq matched up with the nunber at
bl ock file Read storage index "index" and

and index is set *1 Devml ?T%d.
bl ock ~f r ont SLQREASS1Mer ver Set storage index to +i at

"Seqg" for this
Sequence Server with Seq | else exit /* sonmeone else is downloading this
block */ Now if two threads run the above algorithmfor the sane bl ock

file, the follow ng Seeraerchilafe moaess Heayh CYLiiin THREA Read
R AT AT Ty

st orage i ndex=0 a%al(}:.ﬁgo ngag storage i ndex=0 seq 10 ~ T
say 1 Generate new [ rdef! asagniAthrend) thaat bpnsps ainngivenuniber éond dtaadingék t  Set
storage index =(méahif8Wedbti8ckis to be treated as busy). The failover for sequence server 505
is straightforward because there are no locks. The heartbeats of sequence server
505 are monitored using conventional techniques. If sequence server 505 dies
, (e.g., it's heartbeat disappears), it can simply be restarted. As it restarts, it will
i read-in the storage indexes from the file (if it exists) and generate a new set of
10 _ (random) sequence numbers. If any client tries to update the storage index with
ap old sequence number, the operation will fail and the client will have to retry
in the usual way.
If a client crashes after setting a negative number (indicating an
incomplete operation) for a storage index, other clients must not wait forever for
15 the storage index to change to zero or a positive number (indicating a completed
operation). Sequence server 505 handles this situation as follows. Suppose
Client A sets a storage index for a particular block file to —1 and then dies. If
another client, say client B, reads the storage index and finds it to be -1, it
} continues with its normal course of action if it can (depending on what it is
20 doing). For example, it could move on to download the next block file. If,
however, Client B cannot proceed until this negative number changes, it sleeps
for a time that is sufficient to indicate that Client A has died and then assumes
that A has died. The course of action after that again depends on what Client B

1s trying to do. For example, if it is doing a sanity check to see if all blocks have

25 been downloaded, it goes ahead and downloads the block.
V. Computing Environment

The present invention may be implemented in software, hardware or a

30 combination thereof and may be implemented using one Or more computer



Read storage index=-2 seq=10 Download file Set storage index=+2 re ugt :f%Q
ood 2 ood ¥GeARR2005 WO 02/39323 -31 C. Fail over Design PCT/USOL/f1 A 2005
There are failure nodes to be addressed: failure of sequence Bervel/ L8R

and failure of a client (thread) that has set a negative nunber for a.

storage index 5 (neaning the block is to be treated as busy). The fail over

for sequence server 505 is strai ghtforward':"c?ecause there are no | ocks. The
heart beats of sequence server 505 are nonitored using conventional

techni ques. If sequence server 505 dies (e.g., it's heartbeat disappears),

It can sinply be sy&nay deckhe | . Lt will_ read-in the storage

i ndexes fromthe file (if itﬁgichﬁsgﬁégaﬁﬁsen‘éwémafen@v@ SRIMPWET y3tdm alalon)

sequence nunber s. QU4 §fi{sed fosimplemints faraxap Rt 8 ch i ndex with an
ol d sequence nun%tenttg)goﬁﬁera.i an vg'l fai P_anc(i: ?ﬁg‘s@?’?%%?’e\ﬂﬁqrvq &. 80
retry in the usual way. 1T atfitet{o, ardiswbstior setios dit] agonworeat 48 ,
number (i ndi cat i ndistaButibme0EY fj4e i.on) for_a storage index, other
clients nust not wait forever for’aggsélﬂctéihg?%)‘?I&ﬂesq%nﬂé%‘{eﬁc%méﬂﬁ@rx o or
a po ? en nberOf(Ih'Pldan@qtttQﬁgptaixrg)pmfehﬂﬂ ngg@ltrg@% %equem,ce Eerve?ySOS
posi t'i ve nu (1P §ifa hefS U er v
sera’ &% sBrages’| Abex

handl es this si tu%itrbéc)rn,,)as foll ows. Supfose Cient
for a particular DI OER ' ICERRMEr SYsiEmR 1406nshdivesin FIG. lanqt}ﬁ%bnfﬂuité’rk%stgﬁjay
client B, reads ﬂhﬂ)ﬁkﬂfcﬁg%nlzq:f}‘i%o g,gofi nds it to be -1, it continues with
its normal course of action If it Can Caepertihg Becessar 1404. i Bredfroctsiang) -

For exanple, it &Hfl ds commectsd to dovmhRadalibe ; & 5@ 11
hgwever, Cient B \%aﬁgot grriOCeed until this né’é@#@”@”ﬁ%ﬁﬁéb @ﬁ’ane’é}él’s R
sleeps for a tiTe"PHE: YeriQuy smbpdimentsaan rbelideatrtbddhiatieGhd Sﬂ“ﬁﬁf%ﬁ%lﬁged
and tHen assunmescorkhiddr &4} Ao D SOl e O action after that again
depends on what C i%ﬁ% %’ '?% t rqu%\eﬁ\lle%&fﬁb-mmg Exarfssesipticn, iit willi idobing a
sanity check to apperenf toed pefsbpelks R RS Sient the Jomnanead
san dgwm eck to appercnt ta b 1e83Y the ERVARSY: LW Implément thc?nvcnuon
using other computer systems and/or computer architectures.

Computer system 1400 also includes a main memory 1408, preferably
random access memory (RAM), and may also include a secondary memory 1410,
The secondary memory 1410 may include, for example, a hard disk drive 1412
and/or a removable Storage drive 1414, representing a floppy disk drive, a
magnetic tape drive, an optical disk drive, etc. The removable storage drive 1414
reads from and/or writes to a removable storage unit 1418 in a well known

manner. Removable storage unit 1418 Iepresents a floppy disk, magnetic tape

e

20 optical disk, etc. As will be appreciated, the removable storage unit 1418 includes
a computer usable storage medium having stored therein computer software
and/or data.

Secondary memory 1410 can also jnclude other similar means for
allowing computer programs or input data to be loaded into computer system

25 : 14_({0. Such means may include, for example, a removable storage unit 1422 and
an interface 1420. Examples of such may include a program cartridge and

cartridge interface (such as that found in video game devices), a removable
memory chip (such as an EPROM, or PROM) and associated sockét, and other
- removable storage units 1422 and interfaces 1420 which allow software and data

30 :
to bf:_ transferred from the removable storage unit 1422 to computer system 1400.



V. Conputing Environnent The present invention may be inpl enent ed irg 3 APR 2005
sof tware, haggwafsg;Q8r @ 30 conbination thereof and nmay be inplemented using
one or nore conputer WO 02/39323 -32 2 5 APR 2005 PCT/ USO 1/ #28480sy=sti1¢ns

or other processing systens. An exanple of a conputer systemthat could be
used to inplenment, for exanple, a content managenent server 110, a content
provider client 106, a distribution station-334, a control unit 402, a

di stribution server 504, an application server 508, a sequence server 505

or any 5 of the other conputing platfornms (also referred to herein as

“machi nes" or "server sCymphtesQ e Y, 140 shown in FIG 14. The
conput er system 1400 i ncl Bdgs gﬁg& {lero'énlgégmpspdgggg%f‘sc,ongﬂléhcaé@nprl@@éss&)r

1404. The processdf241Gomuunicasione diethct 0424 AMWELREGALD 20 daflf [uet ur
1406 (e.g., a bus bg{ networ k). Various enbodi nents can Ega%etssgﬁr%%sgcrﬁ?e

terns of this exenplary FOESHPuCENCRydidth anbventemal afeviers.r el digpibdi o
description, it WebinrRfEOMR a.person skilled in the rel evant
art how_to inplement the in\r/léﬁ?f}ggﬁ:gq&%%ﬁlaygﬁ 4 b @ e sk enferfanedsush
conpute? archi t ecétpaithGmepusme), 5ysieimmkdGonahse, 4 P sfbt T4 r@mgry
1408, preferably éﬁlndo%cd%ess menory (RAM, and may al'so I nc Hdé % ete-
secondary menory 1AFare Feranstesied yia qprarawmicationd iflenfay. 1404 hiedg thef f8Fm

exanpl e, a hard diSkefid ¥& . r ,a renpvabl e storage drive 1414,
representing a floppy gﬁ Islf)sgfr@] \g/%',ngggé%ﬁﬂﬁoé’t"f’gpefgﬁ@a%fﬁ“ﬁ:épﬁéﬁlQsmhﬁcaigndissk

drive, etc. The r@mb}ablf_bcisg@dso&geddyi:drﬁmlsﬂﬂsﬁtioﬁs‘%ﬂfi?faéé'l:\ﬁ%%gf/fsgrs:gml%{pégést it
e

renmpvabl e storage unit 1418 in a wel|l known nanner. nova uni t
1418 represents &f PEPREHiosRmmteasions interfres 1204 ejatd cotlmehisdtions bth (s, Wi | |
be appeci at ed, thgni8P¥API-H,; ra it 1418 includes a conputer usable
storage nmedi um havi ng js? o“?égdﬂ-flgé}?a@%elégﬁﬁﬁ?’éﬁ SIEBRE WP Eintaend @it ofl atraputer
Secondary menory s§#d W0, sddMay BE Inslemer e lsisk Wil ANS ol Okl pw ng
conmput er  prograns_or i nput data to r%ig | oade Sllﬁ%t 0 cgogﬁ%% 'Q?Dewg%sma ngnqmo_
Such nmeans may i HeFRIEElarphonaipkean BF lieknudbtier sbhRgR aHbhS chkdRds and an
interface 1420. Exanpligs of bsuég:h may ,i ncl ude a program cartridge and
n emoodmment of the mvention, signals 1428 can convey file content
or various signals produced by processes running on computer system 1400 to
15 fetch/send block files and manage assembly of a file payload.
In this document, the terms “computer program medium” and “computer
usable medium” are used to generally refer to media such as removable storage
drive 1414, a hard disk installed in hard disk drive 1412, and signals 1428. These
) : cqmputf:r program products are means for providing software to computer system
20 1400. The present invention includes such computer program products.
Computer programs (also called computer control logic) are stored in
main memory 1408 and/or secondary memory 1410. Computer programs may
also be received via communications interfafe 1424. Such computer programs,
when executed, enable the computer system 1400 to perform the features of the
25 present invention as discussed herein. In particular, the computer programs,
when executed, enable the processor 1404 to perform the features of the present

mvention. Accordingly, such computer programs represent controllers of the

computer system 1400.



cartridge interface (such as that found in video gane devices), a renpvapp e)is
menory chip (such as an EPROM or PROV and associ ated socket, and ot her
renovabl e g’t(b‘r‘zéﬁéz%ni ts 1422 and interfaces 1420 whi ch al | owEO{§vy-§;aNd
data 30 to be transferred fromthe renovabl e storage unit 1422 to conputer
system 1400. .2 5 APR 2005 WD 02/ 39323 -33 PCT/USO /42816 Conputer system
1400 may al so include a communi cations int-84face 1424. Comruni cations
interface 1424 allows software and data to be transferred between conputer
system 1400 and external devices. Exanples of conmunications interface
1424 may incl udeyp rmegrgl a network interface (such 5 as an Ethernet card),
a communi cations port, W A sl ot and card, etc. Software and data
transferred via communications interface 1424 are in the form of signals
1428 whi ch maybe el ectronic, el ectromagnetic, optical or othersignals

capabl e of being receMhdd viryousembodimeits oftBe bRkttt ARR1idA Rive PERE S8 5L S
1428 are provi %ﬁgvto orrlg;)ni cations interface 1424 via a conmuni catrons
e

path (i.e., 10 ¢RanA Unggsi90d Hinh thely hauobeangreseatddiygnal of ex4@Blei Nt 0

and ofit of conpuhé&hr 1 e inplepented using wire or
TPuh ot FirihaR. 1 Uy vaAL,HRY: SR g

cable, fiber optics, a phone " ITne, | B5S efl iy khe rgle vt 4rt thiat and

ot her communi catvkoes chiangasdh detallcan be eRdedheRp he i ' si.gnal s
1428 can convey_file coptent aqr various sigﬁgg’g&?‘gﬁgéﬂmgg}dﬁﬁ&ee?ég
runni ng on conpfi ?Cc’g?gfl fiAeEoR-oThuss theqresens invdndidostloutd ft de ailtdaiage
assenbly of a fj . o<t hi s dogunent, .the terns "conputer program
nedi unt~ and "corrﬂpyﬁ?ﬂgrﬁy'!i%ché&r% iﬁﬁﬁqnpgﬁr_\ée b@gf’?e@tsgéﬂfeﬁhﬁmf&bcr@f@ﬁdpdmdi a
.slich as r enovabingicsominagewitidtiefelldw ik clantand s kqd;VsLa €d in hard disk
drinO 1412, and signals 1428. These conputer prog?am products areneans
forproviding software to conmputer system 20 1400. The present invention

i ncl udes such conputer program products. Conputer prograns (also called
conputer control logic) are stored in main nmenory 1408 and/ or secondary
menory 1410. Conputer prograns may al so be received via conmunications
interface 1424. Such conputer prograns, when executed, enable the conputer
system 1400 to performthe features of the 25 present invention as

di scussed herein. In particular, the conputer prograns, when executed,
enabl e the processor 1404 to performthe features of the present



~inventiron. Accordingly, such conputer prograns represent controll ega%&)@mi
conput er sX?éem 1400. 2 5 APR 2005 WO 02/ 39323 -34 VI. Concl usion / :
[

/4281 G W %3P dus enbodi nents of the present invention hageepbsie
~described above, it should be understood that they have been presented by
way of exanple, 5 and not limtation. It will be apparent to persons
skilled i,n the relevant art that various-36hanges in detail can be made
therein without departing fromthe spirit and scope of the invention.
Thus, the present invention should not be limted by any of the

above-descri bed lﬁréhﬁﬁ%ﬁ@il ents, but should be defined only in

accordance with the fol'lown I"di s and their equivalents. 10 2 5 APR
2005, WD 02/39323 -35 WHAT IS CLAIMED | S: PCTIUSO /42816 1. A nethod of
assenbling a file in response to a request froma user sent to a first

node in a network having asphethed of gssemblingngftincespoERSo a6 Edf5d Mg nser t e
steps of. deterrgeﬂ%,{ag,f.rt%as d. on t he request, which content conponents are
necessary to assenbl e the rf i et¥orihavingandwelitmfoorectes rades, comppisiagent
at the first nodtesepoei:ng a search request to determne which other nodes
have content conponents; 10 receiving, fromsaid other nodes, replies to

sai d search request, dsizminiegl pasetir om ther £ p@g@ﬂ%mg@gtehp%ﬁ%toh%sy@gchl
content conponent.s Sgre avai ll'n%gelotg from said respondi ng node; determning a
desired set of at Te3<te B efil&m whi ch to downl oad the content

conponents; 15 downl gagj dgdnREy onents fromthe desired set; and
assenbling the file fromthe do%%gl%g%gg%prﬂ’%ﬁwta&%ﬁﬁ‘é’ﬁ’@%zscndmgaSEaICh
/ request to determine which other nodes have content components;

10 receiving, from said other nodes, replies to said search request, each reply

from a responding node indicating which content components are available from
said responding node;
determining a desired set of at least one nodé from which to download the
content components;
15 downloading the content components from the desired set; and
assembling the file from the downloaded content components.
2. The method of claim 1, wherein said content components are
} block files and wherein said first determining step comprises:
20

determining a number of necessary block files based at least in part on

metadata associated with the file.

3. The method of claim 1, wherein said sending step further

comprises:

25 referring to a set of attributes and a set of rolled up attributes for

identification of each of the plurality of nodes.

4. The method of claim 1, wherein the nodes are organized in a

virtual tree and said sending step comprises:



2. The-nethod of claim11, wherein said content conponents are bl ogk5féﬁ5?%§9@5§.
and V\/nerei»p s%i d first determning step conprises: 20 determ ning a nunber

of necessa 90 PU%k files based at |east in part on netadat caasogiaied

with the file. 3. The nethod of claim1, wherein said sending step further
conprises: 25 referring to a set of attributes and a set of rolled up
attributes for identification of each of -Bfe plurality of nodes. 4. The

met hod of claim 1, wherein the nodes are organized in a virtual tree and
said sending step conprises: 2 5 APR 2QQ6, WD 02/39323 -36 5 PCT/USQ /42816

sending a notificati 0. nei.ghbor i nogdes.in the virtual tree to _
determi ne the exi st ggr(%ﬂag g?ﬁgcéb%qgﬁ?‘gggmﬁlﬁ thehe radlriree predetermine
notification i neheudeistencd 9 rihd Won@h: otk O i St e of the content
conponents. 5. The_method of claim 4, \/\h@?lel?tﬁ’ tsvglgltglrlsgl%dflﬂ@g%‘{“@ﬂ efud e r
conprises: propSFHPHIPNCHiscrof aHere quest the content @agone@. node in the

network that satisfies the distribution criteria. 10 6. The nethod of
claimd4, wherein said sending step further 20 25 conprises: forwarding, by

each Tei ghboring nods, i n meehRthd oFhgasear uest, the notifjcation to
next nodes that are in a nei ghbor el at?on?ﬁﬁghe\r/{ng hgaé%csl‘?ngﬁqéi YFB PG node

excl udi ng t henetYAbeEng nodes from whi ch the search request was received.

7. The method of clajm 1, wherein said receiving step conprises:
recei ving, from sai dp%]f’ﬁ%a}n%or&8§?arfcgﬁ‘l’q”€§t ot dedstoreredehinr the mestark deh

reply froma rﬁsp@é@qgamsﬁmﬂidmtgﬂi ng whi ch content conponents are
avai l able from said respondi ng node and performance characteristics of

~gai d respondi ng node.
10 6. The method of claim 4, wherein said sending step further
comprises:
forwarding, by each neighboring node in recei pt of the search request, the
notification to next nodes that are in a neighbor relationship with each
neighboring node excluding the nei ghboring‘nodes from which the search request
15 was received.
7. The method of claim 1, wherein said receiving step comprises:
receiving, from said other nodes, replies to said search request, each reply
- from a responding node indicating which content components are available from

} said responding node and performance characteristics of said responding node.

8. The method of claim 1, wherein said downloadin g step cormptises:
downloading a first portion of the content components from a first
responding node in parallel with downloading a second portion of the content
components from a second responding node
25
9. The method of claim 1, wherein said secbnd determining step
comprises:
determining a desired setof at least one node from which to download the
content components, wherein said at least one node is selected based at least in

30 part on proximity to the first node.




S.- The nethod of claim1, wherein said downl oadi ng step conpri ses: 25 APR 2005
downl oadi nq%ﬁ fl.rst portion of the content conponents froma first

respondi ng 3e’3?3ﬁ3par allel with downloading a second portiopcofyshi®sgig

content conponents froma second respondi ng node 9. The nethod of claim1,
wherein said second determ ning step conprises: determning a desired set

of at | east one node from which to downl oad3vhe content conponents,

wherein said at | east one node is selected based at least in 30 part on
proximty to the first node. 2 5 APR 2005 WD 02/ 39323 -37 PCT/US01/428 t 6

10. The method of claijp 1, erei,n sai d downl oadi ng step conpri ses:
creating, at said firs 'nod@eaﬁktw&& clsim gyyyheseinstid doanivedjug step t@np@ses:

content conponent fraraing 88&kid ghe ving the content conponent. 5
" 11. The nmethod of claim 10, wherein Islg%ggg%ﬁfso%meﬁa‘t%éﬁeq%hﬁﬁia§@%ts3nt

creating, at sai §oFiPPaentfoum at keagl anealode yiavihg me%%?éomgﬁﬁaﬁt pr OCess
representing a request for a content conponent from one said plurality
of nodes. 10 12. The method of claim 11, wherein said downl oadi ng step

furtheb conprises: agsoci atidgndy i, h each content conponent to be
downl oaded, said flag indicating é%gcghgra}r%n@sg&ﬁe&% 44 Saralnadingnpispent

has al ready beencomBrisgsinl oaded, had not been downl oaded or is currently

bei ng downl oaded; associ t(i?ng a uni_que sequence nunber with each flag; in
response to one of saf§2piar ‘iisﬁ‘a B8PSt fiadee gsplsralgndifnprosedsek, fdael frcess

det er m ne whet hefep&akgliRss QL coptent conponent has al ready been
downl oaded, incr_eﬁenti F\d’ sali sggbﬁeangén?%rﬁa}poﬁﬁ@ AR Pisaidiplumite v nt ed

20/sequence nunbdes.o sai d reading process; in response to a request by
sai d jeading process to nodify said flag to indicate that said associated
content conponent is currently bei ng downl oaded,

12. The method of claim 11, wherein said downloading step further
comprises:

associating a flag with each content component to be downloaded, said
flag indicating whether an associated content component has already been

15 downloaded, had not been downioaded or is currently being downloaded;

associating a unique sequence number with each flag;

In response to one of said plurality of processes reading said flag to
determine whether said associated content component has already been
downloaded, incrementing said sequence number and passing said incremented
sequence number to said reélding process;

In response to a request by said reading process to modify said flag to

- indicate that said associated content component is currently being downloaded,

qorn_paﬁng said incremented sequence number passed to said reading process to
said incremented sequence number assaciated with said flag;

25 _ if said incremented sequence number passed to said reading process
matches said incremented S€quence number associated with said flag, accepting
said modification to said flag; and -

| if said incremented sequence number passed to said reading process does
not match said incremented sequence number associated with said flag, rejecting

30 + said modification to said flag,



conpari-ng said increnmented sequence nunber passed to said reading zbﬁoéBRsZBU&,
to said increnented sequence nunber associated with said flag; 25 if said
i ncr enent e OSBGPAce nunber passed to said reading process pEBigdeSasal d
i ncrenent ed sequence nunber associated with said flag, accepting said
nodi fication to said flag; and if said increnented sequence nunber passed
to said reading process does not match saBg i ncrenented sequence nunber
associated with said flag, rejecting 30 said nodification to said flag, 2
5 APR 2005. WD 02/39323 -35 PCT/US01/ 42816 whereby race conditions are
avoi ded when nore thaﬂpgrgg%pr ocess . attenpts to downl oad the sane content
e

conponent. 13. A conpu FBGt SATdiHerrLate avniged siheg moco it efe ysedke 5

medi um havi ng ceiptipe tofRAIEASAEHP e neans enbodi ed in said medium
f or causi ng an application progr amsfggégé);(ﬂeﬂ%ﬁt%gmgﬁnﬁmconput er to assenble a

file in response to a request froma user sent to a first node in a network
having a plurality af, conpected nodes, said conputer readabl e program code

means conprising: 1 iy CElt e ProgeaRe A0 duch reogpaisingo d ecomBans: fible

causi ig the conmmédarm tivifetehphfe, d_on the request, which content
conponents are necessar yuggg agg%ﬁbf;eﬁﬁﬁeprpﬂa@ code dRThns imbadied e seish e

program code nedifdivmforcausagian dppkicaRmpds@hm to E)fccﬂielon%%ﬁr%gﬂ%rg@%g%gl ts are

not present at BE? first node, to send a search request ne
whi ch ot her nodes ‘HAVETOBM Gt reawsthbpmuser sent tk fstmadedn ameadaikibavinbogr am

code nmeans for £aughig 4 tern tq..receive, fromsaid other nodes,
replies to said gear(l:h rﬂﬁ“&g’ggi?gé@%& %%'Sl‘i?n?%?ﬁ gadable perRmcagedaeans

i ndi cati'ng whi ctemeprisignt conponents are available fromsaid responding
nodeIfO 20 fourth conmputer readabl e program code neans for causing the
conputer to deter m W& §OARAFT wadahis progrant cddeastans fir caoslfg oSG o t O

downl oad t he He GRODP s, fifth ¢ ut er readabl e program code
means for c aus?%ggxféﬂieie,conpupg?ﬂ? fequest, W]‘llC?lrr(:%ntcnt components are necessary to
assemble the file;

second computer readable program code means for causin gthe com}ﬁutcr,
if 21l content components are not present at the first node, to send a search request
15 to detem?jne which other nodes have content components;
third computer readable program code means for causing the computer to
receive, from said other nodes, replies to said search request, each reply from a
responding node indicating which content components are ava.i'lable from said
responding node;
fourth computer readable program code means for causin g the computer
to determine a desired set of at least one node from which to download the
- content components;
fifth computer readable program code means for causing the computer to
download the content components from the desired set; and '
sixth computer readable program code means for causin g the computer to

assemble the file from the downloaded content components.

14. The computer program product of claim 13, wherein said content
components are block files and wherein said first computer readable program

30 _ code means comprises:



downl oad the content conponents fromthe desired set; and 25 sixth conputer
readabl e program code neans for causing the conputer to assenble tf fA'p;@zggﬁ
fromthe d&#PHHAEY content conponents. 14. The conputer prograpkErOgHCt o
claim 13, wherein said content conponents are block files and wherein said
first conputer readable program 30 code neans conprises: WO 02/39323 -39 2

5 APR 2005 PCT/USO /42816 neans for deter#®ni ng a nunber of necessary

bl ock files based at least in part on netadata associated with the file.

15. The conputer program product of claim 13, wherein the nodes are 5
organized in a vi rtualmetar e gnd wherein said second conputer readable
program code neans cOmpri SEECCHRIBNS F yimbes of neegssarnbliock fidestbased dtdeast in

nei ghbori ng nodegart 6n ile@addta ds¥iackd g&th& gfleternmine the exi stence of the
content conponents, wherein the notificatiron includes distribution

criteria of at |east one of the content conmponents. 10 16. The conputer

program product of Cl?#‘fgl 1?*] wherein said third conputer readable program
code means conpri ses: “Treans f SFPRUEERIPHGM Hrpdiat 9b¢ldinol Havhentid des nodepadees t o

sai d search requeginizeERGViLiER tYeef .espondi ng, node i ndi cati ng which
content components are 15 avai Yegbng@}r?%%ﬁggggdsef SRR e Gradadle prpgram

per f or mance charcQge areass ¢aspridessai d respondi ng node. 17. The conputer
program product of claim }ﬁr wherein said fifth conputer readable program
code means conpri ses: MY i¥ai58dinga nasifisrigertiornyighbioring tnopey ini the virfual free

cont ent. conponepd LR I r nding node in parallel wth
downl oadi ng a sécgﬁt‘g por'?tl1 %%*lét? ‘R%chogfstggﬁ?%tﬁgt CURRRIGRENYEe D iheosidisatien

r espondi ng- node inkbudeTléstiiontiuat eitedt U ARsPERIYChe BbnEhA B dRetiher e n sai d
four:1 25 conputer readabl e program code neans conprises:” neans for

determning a desired set _ of at | east one node fr om which to downl oad the
content components, yger e’l"f'xc%%lm%u?gr plrgg%zsuaztn porggucntoo(%%l:iigi 133(?|'vsl(1:ér§igl said third
computer readable program code means comprises:
means forreceiving, from said other nodes, replies to said search request,
each reply from a responding node indicating which content components are

15 available from said responding node and performance characteristics of said

responding node.

17. The computer program product of claim 13, wherein said fifth
computér readabie program code means comprises:

means for downloading a first portion of the content components from a
first responding node in parallel with downloadin gasecond portion of the content

components from a second responding node

13.  The computer program product of claim 13, wherein said fourth

25 computer readable program code means comprises:
means for determining a desired set of at least one node from which to
download the content cdrnponcnts. wherein said at least one node is selected

based at least in part on proximity to the first node.



based at least in part on proximty to the first node. 2 5 APR ZOOSZ\WA{:? 2005
02/ 39323 -40 PCT/USO 1/42816 19. The conputer program product of claim 13, :
wherein st 8 %¥PPA  conputer readabl e program code means comRiiE&8i24TRANS

for creating, at said first node, a plurality of processes, each process
representing a request for a content conmponent fromone of said plurality

of 5 nodes; neans for associating a flag «0th each content conponent to be
downl oaded, said flag indicating whether an associ ated content conponent

has already been downl oaded, had not been downl oaded or is currently being

] downl oaded; 10 rreanIs)for ﬁssoci ating a uni que sequence nunber with each
flag; nmeans for i ncrefent 1 G “YEPHeE PiRERBTAdut of claimh 183 SefioneinSAidkifik

i ncrenent ed sequenpatelweddeblelRosAhLH ' rocess in response to one of
said plurality of processes I?g%dl n%goggg%{hglcgﬁlppﬁesdet ernmi ne whet her said

associ ated content dBefnereaiag, Akaid &gyt nbeeA plp reedO ans for
conparing, in rge%g%rgsgngo a r%ggest by said regdi %&g?%?g?gg%gg‘%r%?ﬁeﬁ sai d
flag to indicate™thal  Saifd guehdrn e canesheanpormmone bhe io$ sgidr plaalityor bei ng
downl paded, sai flodd3der enent ed sequence nunber passed to said reading

process to said increnented sequence nunber associated with said flag;

neans for accepting Swags fodidssaidtingnat gas al g f o i d increnmented

-)go sequence n&g{plﬁr (E)%ts]searﬁo sai (;t_gpeadi ng o péraggedgfgte?rlgtcc Lhen} P be
incremented sequeht® Huiieragdadicninawhoietasaisdcifited gon@AcJHFSHEnd 124s
rejecting said fmRdhfi i id flag if said incremented sequence
nunber passed to sai% %gdﬁ%ﬁlgz}%@éggdd’ﬁ sﬂ’eﬁBt Wrlgpfegapr iy wumentinbeidg
sedquence numberdossdeadedt ed with said flag, ‘whereby race conditions are
avoijged 25 when nore than one process attenpts to downl oad the same content
conponent. 20. A corlPtANfobaseciaiyg e uniguoseqarneshlmber Wit ki fifh: ' €Sponse to
a request froma USHEans CFl; 5‘% a fitrst node in a network having a plurality
of connected nodes, said SySTEHPEUHE is&d§equence number and passing said

incremented sequence number to said reading process in response to one of said
plurality of processes reading said flag to determine whether said associated
content component has already been downloaded;
means for comparing, in Tesponse to a request by said reading process to
modify said flag to indicate that said associated content component is current] ¥
being downloaded, said incremented Sequence number passed to said reading
process to said incremented sequence number associated with said flag;
_}9 means for accepting said modification to sajd flag if said incremented
-~ 20 sequence number passed to said reading process matches said incremented
sequence number associated with said flag; and
means for rejecting said modification to sajd flag if said incremented
Sequence number passed to said reading process does not match said incremented

Sequence number associated with said flag, whereby race conditions are avoided

{2
N

when more than one process attempts to download the same content component.

. _
20. A computer-based system for assembling a file in response to a
Tequest from a user sent to a first node in a network having a plurality of

connected nodes, said System comprising;



2 5 APR 2005 WD 02/ 39323 -41 PCT/ US01/ 42816 nmeans for determ ning, g)ﬁsi%go?m]“
the request, which content conponents are necessary to assenble the fite, 3

nmeans for %V@n?fi"‘ﬁéz"a search request, if all content conponentgcg(§iN9ie
present at the first node, to determ ne which other nodes have content 5

conponents; neans for receiving, fromsaid other nodes, replies to said

search request, each reply froma respondidilg node indicating which content
conponents are available fromsaid respondi ng node; mnmeans for determ ning
a desired set of at |east one node fromwhich to 10 download the cot t n

en conponents; nmeans_for downl oading,the content conponents fromthe
desired set; and neaﬁlgg?sof?)rggtscgﬂﬁﬁ‘%&aﬁﬁ’émﬁm@Qﬂﬁﬁwhihhcdwm&fiﬁﬁerﬁgntent

conponents. 21. dreecansmyt@hsseabfdmayiiem of claim 20, wherein said content
15 conponents are block files and wherein said first determnning neans

conprises: neans for Béas forsending ammhﬁrrc@ﬁesﬂﬂﬁﬁﬁ%Bﬁﬁénpé#ﬁéoﬁehlse hgsed at
| east in part %2 EaaQa%‘g iasszocci?%t ed with the file. 22. corrpu?e?- based
system of clai m20, wher 8ntHelofSdde dtarmine gethick eothen nadas hhvalcottege and

wher ebn sai d serdipgnémans conprises: means for sending a notification to
nei ghboring nodes in the virtual tree to determ ne the existence of the

content conponents, WREnefor redriving} firérncaidioftRr nbds! HIBS LSk pon
criteria of at w&‘s’t"ﬁfnf of the antent c_orr_ponent5.92%35@839(?&}%}5@6“’
conput er - based Syst em ol O} AFfiPOBAINgIds; indisating whickiconmgt cOR@BRIEOMRY | SES:

available from said responding node:

) means for determining a desired set of at least one node from which to
10 download the content components; -
means for downloading the content components from the desired set; and

means for assembling the file from the downloaded content components.

2L The computer-based system of claim 20, wherein said content
.15 components are block files and wherein said first determining means comprises:
means for determining a number of necessary block files based at Jeastin

part on metadata associated with the file.

} 22. The computer-based system of claim 20, wherein the nodes are
7 20 organized in a virtual tree and wherein said sending means comprises:

means for sending a notification to nej ghboring nodes in the virtual tree
to determine the existence of the content components, wherein the notification

includes distribution criteria of at least one of the content components.

25 2 lai '
23.  The computer-based system of claim 20, wherein said receiving
means comprises: |
means for receiving, from said other nodes, replies to said search request,
each reply from a responding node indicating which content components are

available from said responding node and performance characteristics of said

30 responding node.



means forreceiving, fromsaid other nodes, replies to said search rgg}]a@
each reply from a respondi ng node indicating which content conponen ER 2005

avai I abl e WPEAPEHPd respondi ng node and performance charact @@rﬁ;guq:,gzég; sai d
respondi ng node. WD 02/39323 -42 2 5 APR 2005 PCT/USO /42816 24. The
conput er - based system of claim 20, wherein said downl oadi ng rreans
conprises: neans for downl oading a first p#2-ti on of the content conponents
froma first responding node in parallel wth downl oading a second portion
of the content 5 corrponents froma second respondi ng node. 25. The

conput er - based syste im20, wherein said second determ ning neans
conprises: means for ter hi ﬁ‘@n%“tﬂ’égiispédsmmobfatlaima§0 owkereirtesgig om

which to downl eReiORIEPRESM O@@mggpents wherein said at | east one node
is selected based at |east in t on proximty to the first node. 25 30

26. The conput er-basedewfmedmuﬂomdxﬁg B2 poddR! Tt Mt&tcgﬁwhé}ﬁg%}% reans
conpri ses: neans._for atln at said flrst node, a plura

processes, each ﬁt(’i%s@gg ing BB&%@é’ﬁﬁnﬁbW h dawplosding esecand pottiontof therpareNt

from sne of sai dolbyh&ld F% ans f.or associating a flag with
each content corrpokent tcf 04533999§6§8d£ge % flag indicating whether an

associ ated content conponent has al ready been downl oaded, had not been
downl oaded or is curé ntl)i, bei ng downl oaded; neans for associating a
uni que sequence nunbér- wit Cé&ﬂPqude}Sdemrmforﬁrclaxmcz@nwmxtmgsgﬁ@lsghoﬁgquence

nunber and passgéjgmﬁglnqméz&g gH]?nt ed sequence nunber to said reading
pr-ocess in response to Sone of "plurality of processes reading said

flag to determ ne wheiheyfosderafsOch atERd OB £1Eas SRR ABEL brolAS kS 29Y

been1 downl oadedd
ownload the content components, wherein said at least one node i 1s selected

based at least in part on proximity to the first node.

26.  The computer—bascd systcm of claim 20, wherein said
downloading means comprises:

15 - means for creating, at said firstnode, a plurality of processes, each process
representing a request for a content component from one of said plurality of
nodes;

means for associating a flag with each content component to be
downloaded, said flag indicating whether an associated content component has
already been downloaded, had not been downloaded or is currently béing
downloaded;

means for associating a unique sequence number with each flag;

means for incrementing said sequence number and passing said
incremented sequence number to said reading process in response to one of said

25 + plurality of processes reading said flag to determine whether said associated

content component has already been downloaded;

means for comparing, in response to a request by said reading process to |
modify said flag to indicate that said associated content component is currently
being downloaded, said incremented sequence number passed to said reading

30 process to said incremented sequence number associated with said flag;



means f-or conparing, in response to a request by said reading procdsd ABR 2005
nodi fy SaiQ%éhﬁ to indicate that said associ ated content conponent is
currently ) guaﬁmmloaded, sai d i ncrenented sequence nunbepcpassethsi®

said reading process to said increnented sequence nunber associated with
said flag; 2 5 APR 2005 WD 02/39323 -43 PCT/USO I /42816 means for accepting
said nodification to said flag if said i nc8rented sequence nunber passed
to said reading process matches said increnmented sequence nunber

associated with said flag; and neans for rejecting said nodification to

said flag if said inc d _..sequence n er, passed to said reading

process does not matcﬁ sa:ip% iaﬁg?%ﬂ\? moél?&ﬁ?é‘ﬁﬁéoﬁaﬁb@rg A seigcinateattntid h

said flag, wherefsuearencabel pisgas t@rsﬁidal\égiiﬁ‘.%d?myé&%“mgi%ﬂees than one process
nt .

attenpts to downl oad the same content conpon& eremented
sequence number associated with said flag; and

means for rejecting said modification to sajd flag if said incremented

5 . .
. sequence number passed to said reading process does not match said incremented
sequence number associated with said flag, whereby race conditions are avoided

when more than one process attempts to download the same content component.



