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DATA DELIVERY METHOD AND DATA DELIVERY SYSTEM

BACKGROUND OF THE INVENTION

The present invention relates to a method and a system for securely delivering
encrypted digital data.

Extraordinary headway in digital technology today has made it possible to deliverall .
kinds of digital data over networks or by means of storage media. Such data include '
character data (e.g., text, symbols and figures), audio data (voices and pieces of music), video
data (still and moving pictures), audio-video composite data (movies and broadcést
programs), program data, database data and others, typically referred to as content data, or |
simply content. ‘

Some digital data delivered may consist of a single data file; others may be
composed of a plurality of data files. Some of such data files may have information P
composed of a single content; others may include information constituted by multiple ; -
contents. Each of these contents may be divided into a plurality of digital data.

It is not difficult to make perfect copies of digital data. Once unauthorized copies
are made (e.g., through unauthorized decoding and reproduction, unlawful duplication, or
illicit diversion of products to the black market), copyright holders and others involved in the
legitimate creation, display or delivery of content may suffer significant economic injury or
other damage. ‘Concern over such unauthorized practices has accelerated the recent move to
establish a framework for protection of coﬁtent providers (such as -content producers,
distributors and deliverers). In particular, the possibility of devising measures to deter
unauthorized copies is beihg explored to protect valuable contents that take enormous cost
and labor to produce (such as movies).

The present invention is intended to defeat unauthqrized copying, reproduction,
diversion, etc. of content; and provides a technique for delivering digital data in a secure
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manner that makes illicit copying difficult.
SUMMARY OF THE INVENTION
In accordance with the present invention, digital data, or content, is delivered from

an upstream system to a downstream system. The upstream system performs multipoint

delivery of encrypted digital data. Encryption rhay be specific to each item of the digital datag".:
to be delivered (i.e., each digital data item may be encrypted by use of a unique encryption

key); however, this is not intended to limit the present invention solely thereto. Of course, if -

each diéital data item to be delivered is encrypted uniquely, any economic injury or daﬁiage
resﬁlting from unauthorized decryption would be minimized because the corresponding data -

iﬁem a'1'<_)ne is affected. But, if the delivery system is deemea highly- secure or if a s1mp11ﬁed g
delivery system is desired, a plurality of digital data items may be encrypted by a corxifnq_n‘
encryption process. The particular encryption scheme that is adopted depends upon .the t
requirements of the business in question (e.g. movies may adopt one encryption techniq;{lé; -
whereas the delivery of software programs may adopt another). Multipoint data delivery may
be carried out not only via transmission media such as broadcasting or communication
networks but aléo through physical storage media.

To permit an authorized user to decrypt the delivered digital data, an éncryption key
used to encrypt the digital data also is delivered. The upstream system genérates a plurality
of pieces of key information specific to destinations and/or to the digital data to be delivered.
These pieces of key information are delivered to the corresponding destinations (i.e., to the
downstream system‘) over delivery routes di-fferent. from those that carry tﬁe encrypted digital
data, or content. All delivery routes are made different or separate from one another either
physically or temporally, i.e., by staggering the times fo;- delived. Where the key
information is delivered in multiple pieces over a plurality of routes, the unauthorized
approprigtion of one piece of key information will not compromise the corresponding content
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data unless and until all other pieces of key information are also approﬁ?ié;éd. The key
information to be delivered is ﬂot limited to encryption keys alone; it may also be infonnati;)'xj_
- from which such encryption keys may be reconstructed or reproduced (e.g., random
numbers). The key information may be made up of a set of passkeys or partial keys, i.e., |
keys furnished by splitting up a whole encryption key. The encryption scheme may be-a_'f "
common key cryptésyétem, a public key cryptosystem, or a combination of the two syst;ms.

Examples of how the keys may be generated include: |

Example I: dividing the encryption key by a division pattern specific to 'éﬁch
délivery destination into é set of partial keys (at least two keys) for the destinatiqn of interest.

Example II: generating another encryption key (a sec;nd encryption kéy) spec1f1c to
each different destination, and using that other encryption key in question (i.e. thc .se.gond
encryption key) to .encrypt the first encryption key that is used to encrypt digitai daf‘a _ .

Example III: generating an additional encryption key (the second encryptioii key)
specific to each different digital data itexﬁ, and using the additional encryption key in .
question (i.e. the second encryption key) to encrypt the first encryption key that is used to
encrypt the digital data.

‘Not only one but also two or more of these second encryption keys.may be used in a
manner specific to each diﬁemﬂt destination. In that case, the multiple second encryption
keys may be used to encrypt the first encryption key a numl_)er of times. In anj( event, the
first encryption key is encrypted at least once by the second encryption key or keys. Other
encryption schemes may also be envisaged, with the second encryption key combined with
other encryption ke)-'s (such as an encryption key common to destinations, an cncryption key
specific to each digital data 'item, an encryption key common to multiple digital data items,
etc.) to implement multiple encryption processes.

A key division pattern and/or an encryption key specific to each destination may be
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provided either in a generalized manner (i.e., the same encryption key 1s used for a relatively
long period of time, regardless of digital data, before it is changed over) or in a manner |
varying with each batch of digital data to be delivered. Obviously the latter scheme is
preferred for protection against unauthorized use or appropriation of encrypted content.

Multipoint delivery may be implemented either electronically over network.s.f, '~'s.uch as
the internet or broadcasting or communicaﬁon channels, or physically through the u;e of
storage media. |

The downstream system restores the original encryption key from the plurality of
piéces of key information delivered over a plurality of different delivery routes, and uses the
restored encryption key to decrypt the delivered digital daté:and thereby oﬁfput, thc .c;riginal
data, or content, in a suitable format. Obviously the downstream system also needs to be
structured so as to ensure protection against unauthorized use or appropriation. éillustfzftively,
as will be described later in connection with preferred embodiments, there may'h be provided a
downstream system having a decryption server and an output device connected in a way to
assure the secrecy of communication. The output device may incorporate in the same
physical housing not only a decrypter and a content decoder but also a secrecy-assuring
output unit such as a descrambler.

In order to prevent unauthorized use or misappropriation, the downstream system
may be cox‘nposed of housings that can be unsealed (or opened) only by following an
authorized procedure; the system will be disabled if unsealed otherwise. The authorized
procedure to unseal the housing(s) may involve authorized personnel using proprietary
electronic or pﬁysical keys to open the housing. An example of unauthorized unsealing of the
system is the destruction or forcéd opening of the housing.

It is expected, but not required, that the upstream and downstream systems will be

set up and run by different organizations, or companies. It also is contemplated that the
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corﬁpany rqnning the upstream system may take over various pr&éé;ses ranging from
encryption to decryption of the digital data that is delivered. The upstream system méx:_be
operated in various ways. Illustratively, a single compaﬁy may operate the system, or a
plurality of companies may jointly operate the upstream system. Each of the processes
carried out in accordance with the present invention may be implemented by a sinéle
company or by multiple enterprises. For example, a single company may have the right to
distribute content and may deliver the content as well. The single company may B__e an entity
that is recognized as a substantially unified whole in corporate terms. In tlns conneétion, the
buisiness of the company may be divided into operational units that are implemeg_t_ed by
affiliated companies or like entities which may not be lcéal subsidiaries 6f a:s,-it‘:;gie
cc;;pomﬁpn but nevertheless may be associated with a single holding company

If the up.stream system is operated by multiple companies, the partlpular ﬁfiocessing
function that is assigned to an individual company is determined by the requ;ir'emcnts of the
enterprise. It will be appreciated that a large number of combinations_ of particular hardware
and software components may be employed by the different companies involved.

As an example, a company having the right to distribute content may also encrypt
the data and generate multiple pieces of key information with regard to each destination, and
another company may deliver the encrypted data to those destinations. In this example, only
the company having the distribution rights knows the encryption keys (master keys).
Consequently, it is relatively easy for the distribution rights holder to maintain data security.
The distribution rights holder may be an entrepreneur who has obtained those rights from the
content prodﬁcer, (that is, the entrepreneur may or may not be the same as the content
producer).

Although the ensuing description of the present invention doés not refer specifically
to digital watermarking, it is preferred to include such watermarking before the digital data is
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encrypted in order to discourage unauthorized duplication andto identify ﬁnla.xwfully diverted
digital products.

A data delivery company or a network administrator may add encryption processing
to those delivery channels over which encrypted digital data is delivered. In fact, where key
information is distributed, it is preférred that each destination be authenticatec_il-} by a digital
certificate (i.e., certified with a digital signature 'by an authentication organiz.ai'tion) before the
key information is encrypted by a public key (such as a public key furnished by gach
destination). This practice will further ensure data security. | | |

In the present description, keys that are obtained directly from an encryptxon key by
dividing the latter are referred to as passkeys, and keys generated by ﬁlrther d1v1d1ng a
passkey are called partial keys. Both passkeys and partial keys are the same in nature in that
they are part of the initial encryption key. In the description that follows, keys used to
encrypt the encryption key are called multiple keys. The process used to _enc_rypt an
enéryption key may be performed once or a number of times before the encrypted encryption
key is délivered’ to a destination.

Where key information is delivered over a network, that network can be physically
the same as that for content transmission. In that case, however, content and key information
are not delivered simultaneously; preferably they are transmitted at different times, for
example, hours or days apart. This is equivalent to delivering content and key information
over different routes. If the content (or digital data) and key information were sent over the
same delivery route, a single unauthorized act of misapp;opriation could divert part of the
digital daia and key information at the same time, thereby increasing the possibility of
fraudulent decryption of the encrypted digitﬂ data.

In the present invention, it is assumed that the downstream system either has

advance knowledge of the information needed to restore the initial encryption key from the
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delivered key information, or is provided with this infof;ﬁ;;ion from the upstream system.
The information may be sent from the upstream system to tilc downstream syStem either
simultaneously during key information delivery or at a different time.

According to one aspect of the invention, there is proposed a data delivery system
comprising an upstfeam system and a downstream system, with the upst;éa'm system. being
operated by a company having the distribution rights to the digital data, or being.operated
jointly by the distribution rights company and a company that del_iver_s thc digital data. The
digital data is encrypted by the upstream system using an encrypt_ib'h key. A set of passkeys
(tWo or more keys making up one set) unique to each of specific destin'g_l_t;ions is generated,
based on the encryption key. Either the set of p;sskeys or passic'ey ipf.:?z_;nation from which
these passkeys may be reproduced is delivered to each desti_natiqh- (l)v_ér a p}yrality 6f delivery
routes which differ from the routes used to deliver the digital data and whiéh are further
different from each other. The encrypted digital data also is delivered to the destinations.

The encryption key is restored by the downstream system (set up at each destination)
using either the delivered set of passkeys or the passkey iﬁformation; and the encrypted
digital data is decrypted by using the restored encryption key.

The encryption key used to encrypt di'gital data is divided, or parsed, by a protocol
(i.e. a division rule) specific to each destination (i.e., downstream system) into a set of
passkeys (e.g., three passkeys). These passkeys are delivered to the destination in question
over routes which differ from the content delivery routes and which are further different from
each other.

The signal processing of the data delivery system may be implemented either by
hardware or by software.

The data delivery system delivers a plurality of pieces of icey information over

multiple delivery routes so that any one piece of key information that might be
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misappropriated will not lead to unauthorized tapping of ti1c encryption key unless and until
all other key information is misappropriated. In particular, where key infoﬁgation is

| delivered over routes different from those which carry digital data (including use of the same
medium at different times), then even if one who misappropriates part of the key information
happens to acquire encrypted digital data as well, the fact that the key ir.ifbfrnation ﬁeeded to
restore the initial encryption key is delivered separately from the digitai?data makes it more
difficult to recover that initial encryption key and decrypt the digital dafé.

Although the data delivery system thus far described prééupposeé the prior existence
of an encryption key for encrypting digital data, this is not intended to.limit the present
invention. The encryption key may be either g;nerated withiﬂ the. upstream system or
supplied from outside the upstream system. The encryption key ;ngy l.)e_c_'__i.__ther specific to
each digital data item (i. e. to each content) or common to a pluralxty of diéital data items. If
data item-specific encryption keys are used, unauthorized decrypt{oh of any one key limits
the damage to the corresponding data item alone. The use of common keys, however, is not
too vulnerable to the damage caused by misappropriation as long as the keys are changed
fairly frequently. |

The data delived system r.nay deliver key information in diverse ways.
lustratively, a portion of a set of passkeys may be transmitted over a netw;)rk and the
remaining passkeys may be delivered by use of a storage medium (e.g. by mailing a CD-
ROM or a floppy disc or a solid state memory). If a portion of the key informaﬁon is
delivered using a tangible storage medium, it is easier both to discover misappropriation of
thé key information and to take countermeasures promptly.

As another alternative, a portion of a set of passkeys may be transmitted over a first _
network and the remaining passl_<eys may be delivered over a second network. One

advantage of delivering all key information over networks is that any time constraints on
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delivery are minimized. Another advantage is thef;fr;(’i-uced cost of key information delivery.
In implementing the delivery of key information over networks, it is pfe__:ferred illustratively to
authenticate eacfx destination using a digital certificate encrypted by a public key furnished by
the destination in question, prior to delivery of the key information.

As a further alternative, a portion of a set of passkeys may '}l.je-delivereld on a first
storage medium and the remaining passkeys may be delivered on a -'second storage medium.

| When all key information is delivered by use of tangible storage medla, it becomes much
easier to discover misappropriation of the key information and to take countermeasures
pfomptly. The two storage media preferably are physically different. Obviously the type of
medium and the manner in which infonnai;ion is read thel;éﬁom may or may not be the same
for the two storage media empioyéd: N

The storage media used to carry passkeys may inéludé magiiétically readable media
such as magnetic tapes, floppy disks and magnetic cards; optiz:ally_. readable media such as
CD-ROMs, MOs, CD-Rs and DVDs; semiconductor memories such as memory cards
(rectangular type, square type, etc.) and IC cards; and others. The storage media with key
information recorded thereon may be delivered by postal service or by a commercial delivery
service. At present, the storage media are sent most often by registered mail in order to
ensure their security.

As a feature of th_is invention, a plurality of partial keys is generated based on a
portion of either the set of passkeys or the pésskey information. Either the plurality of partial
keys or partial key information (from which these partial keys may be reproduced), as well as
either the remaining passkeys not used to generate the partial keys or the remaining passkey
information, is delivere;i to each destination over a plurality of delivery routes which differ

from the routes used for delivering content (e.g. the digital data) and which are further

different from each other.



The downstream system restores the eﬁ&&ption key of the delivered digital data
using either the plurality of partial keys or the partial key informatié_r_{,_ as well as the
remaining passkeys or the remaining passkey information delivered over the plurality of
delivery routes.

Using the example described above wherein the encrypt:ién key is divided into a set
of passkeys (e.g., three passkeys), a portion of the passkeys (eg, two ﬁasskeys) is delivered
directly to each destination, with the remaining passkey (e.g., oﬁ? passkey) being further
divided into a plurality of partial keys for delivery. All of the key ;informaﬁon is delivered to
each destination over routes which differ from routes used to deliver the digital data and

" which are further different from each 6£her.

Here, a plurality of pieces of key information are", &qiiveréc__i over multiple delivery
routes so that any one piece of key information that might l;e misﬁfapropriated will not lead to
unauthorized tapping of the encryption key unless and untfi all of the other key information is
misappropriated. Because this data delivery system offers more delivery routes for key
information than described above, there is higher security against misappropriation or fraud.

The division rule or protocol used to generate a set of partial keys based on the
passkeys may be common to all desﬁnaﬁons, unique to each destination, or specific to a
group of destinations classified by geographical or other conditions. Instead of having a
portion of the passkeys divided into partial keys, that portion may be encrypted by multiple
keys. In this case, both the encrypted passkeys and the encryption keys used to encrypt the
paéskeys are delivered to 'eéch destination. For delivery, a .portion of the passkeys is
transmitted over a network, a portion of the partial keys that are generated from the remaining
passkeys also is sent over the network, and the remaining partial keys, or partial key |

- information, are delivered on a storage medium. The storage medium may carry any part of
the key information involved, and any two different types of key information may be
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delivered on two different storage media.

For example, a portion of a set of passkeys and all the pé_xftial keys generated from
the remainin.g passkeys may be transmitted over the network. If all key information is
delivered over the network, any time constraints on delivery are minimized and the cost of
key information delivery is reduced. In delivering key infonp.fa'ti.On over fhe network, it is
preferred to authenticate each destination using a digital certiiﬁcate encrypted by a public key
furnished by the destination in question prior to delivery of the key information.

As another example, a portion of a se; of pasékeys and all partial keys generated
from the remaining passkeys may be delivered on storage media. When all key information
is delivered by use of tangible stora;e media, it is e;cisier .j:()lz_:tj'_iscover misappropriation of the
information and to take countermeasures promptly. :

As another feature of this invention, a second qncryptlon key specific to each of
specific destinations and/or to digital data is used to engrypt_.either the first encryption key or
the key information (from which the first encryption key may be reproduced). Both the
encrypted first encryption key (or key information) and the second encryption key (or key
information from which the second encryption key may be reproduced), are delivered to each
destination over a plurality of delivery routes which differ from the routes used to deliver the
content and which are further different from each other.

The downstream system restores the first encryption key by decrypfing either the
encrypted first encryption key or the encrypted key information delivered thereto, on the
basis of either the delivered second encryption key or the delivered second encryption key
information. The restored first encryption key is used to decrypt the encrypted content.

Where the second encryption key is unique to each destination, the encrypted digital
data cannot be decrypted without authorization unless and until all key information (i.e., the
second encryption key and the encrypted first encryption key) is misappropria.ted from the
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destinafion in question. That is, even 1f the second encryptio_ti key unique to a given
destination and the encrypted first encryption key specific to .._:'?_.nother destination are
misappropriated, the first encryption key cannot be restored. It is quite difficult, if not
practically impossible, for all data to be misappropriated before the theft is discovered. This
provides a system highly resistant to attempts at mauthqﬁzéd use 01; even theft of data.
If the second encryption key is unique to each digital da}c:a item, then even if the second
encryption key and the unencrypted first encryption key-ére misappropriated, any injury will
be limited only to the digital data item in quesﬁq_ﬁ"(assumihg of course that the encrypted
digital data itexﬁ also is misappropriated). Needless to say, if the second encryption key is
specific both to a particular deé;inaﬁon and to a paxt_icéiiar digital data item, the system would
be further resistant to unauthorized tapping of data

Thg first encryption key need only be éncxg;ptgd ';:hce by the second encryption key,
although multiple encryptions may be used. For e);ia"mp_le, the first encryption key may be
encrypted before it is further encrypted by the second encryption key.

As one example of the delivery technique, the encrypted first encryption key is
transmitted over a network, and the second encryption key is delivered on a storage medium.
Alternatively, the first encryption key may be carried on the storage medium and the second
encryption key transmitted over the network.

As another example, the encrypt.ed first encryption key may be transmitted over a
first ne_:ﬁvork and the second encryption kéy over a second network. Alternatively, the
encrypted first encryption key may be delivered on a first storage medium and the second
encryption key on a second storage medium.

As a further feature of this invention, when a second encryption key specific to a
specific destination and/or to particular content is used to encrypt the first encryption key, a
- set of passkeys (e.g. three passkeys) based on the second encryption key is generated; and the
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encrypted first encryption key (or ﬁrst éncryption key infbrmation), as well as the set of
passkeys (or passkey information from which the set of pésskeys may be reproduced) are
delivered to each destination over a plurality of delivery routes whi'ch differ from the content
delivery routes and from each other.

The downstream system uses the set of passic’éys (or passkey information) to restore
the second en;:ryption key; and the restored second ;ncryption key is used to decrypt the first
encryption key (or the first cncryptiox_x key informatién). As a result, the first encryption key
is restored and used to decrypt the enérypted_ ébntent. i’referably, the set of passkeys, rather
than the second encryption key itself, is delivered' together with the encrypted first encryption
key to each destination ovér a plurality of di'ﬂ.'e'rélﬁ__t. delivery routes. Consequently, even if
one piece of key infonnati;)ﬁ 1s -r;xisappropria'téd,:fthis w111 not lead to unauthorized tapping of
the encryption key unless and untif all othef ke;infor.r.r'iation is misappropriated.

To generaté a set of passkeys based ori the second encryption key, the second
encryption key may be divided into passkeys in accordance with a suitable division rule, or
protocol, as mentioned earlier. Alternatively, another encryption key may be used to further
encrypt the second encryption key to generate the passkeys.

If the second encryption key is unique to a parﬁéular destination, unless_ all key
information is misappropriated from that specific destination (i.e., the set of passkeys and the

. encrypted first encryption key), the encrypted digital data cannot be decrypted. This provides
a more effective data delivery system.

As one example of this_ feature, the encrypted first encryption key is delivered on a
storage medium, a portion of the (or, alternatively, the entire) set of passkeys is transmitted
over a network, and the remaining passkeys are delivered on another storage medium. When |

part of the key information is delivered on tangible storage media, it is easier to discover
misappropriation of the information and to take countermeasures immediately.
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As another example, thél‘\é—r;érypted first encryption key and the set of passkeys
generated from the second encryption key all may bé -t_ifansmitted over the network. When all
key information is delivered over the. network, any time constraints on key delivery are
minimized, thereby reducing the cost of key information delivery. Preferably, a digital
certificate encrypted by a public key is furnished by the destiﬁation in question prior to
delivery of key information to authenticate that déstination.

BRIEF DESCRIPTION OF THE DRAWINGS |

Fig. 1 is a schematic diagr:am rep_ré'éenting ﬂle typical structure of a data delivery
system according to the inventiqn;

Fig. 2 depicts the data structure. of d1g1tal data delivered by the delivery system in
accordance with this invention; |

Fig. 3 is a schematic diagram indica.ﬁng how the present invention is adapted for use
as a movie content delivery system; "

Fig. 4 is a block diagram of a first embodiment of a data delivery system embodying
the invention;

Fig. 5 is a block diagram of another embodiment of a data delivery system
embodying the invention;

Fig. 6 is a block diagram of a further embodiment of a data delivery system
embodying the invention;

Fig. 7 is a block diagram of an additional embodiment of a data delivery system
embodying the invention;

Fig. 8 is a block diagram of yet another embodiment of a data delivery system
embodying the invention; |

Fig. 9 is a block diagram of still another embodiment of a data delivery system
embodying the invention;
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Fig. 10 is a block dlagram of yet a further embodiment of a data delivéry system
embodying the invention; ) |

Fig. 11 is a block diagram of still an additional embodiment of a data delivery
system embodying the invention;

Fig. 12 is a block diagram of another .émbodimeﬁt of a data delivery system
embodying the invention; ' )

Fig. 13 is a block diagram of a further embodiment of a data delivery system
embodying the invention; ' ’ |

Fig. 14 is a block diagram of an adc_l__igional embodiment of a data delivery system
embodying the inveﬁgion; | '

Eig. 15 is a block diagram of égot?er érgbodiment of a data delivery system
emb&:l_yiﬁg the invention; g;_ :

Fig. 16 is a block diagram of stifl angther embodiment of a data delivery system
embodying the invention;

Fig. 17 is a block diagram of yet an addiﬁonal embodiment of a data delivery system
embodying the invention; and

Fig. 18 is a summary table of the characteristics of arrangements, known as
éperation platforms, used with the data delivery systems in accordance with the present

invention.

DESCRIPTION OF THE PREFERRED EMBODIMENTS

Fig. 1 schematically represents a system envisaged by this invention, in which a
delivery agent delivers digital data to multiple destinations. In the depicted arrangemént, the _
delivery agent includes a distribution rights holder 1 posses;ing the right to distribute content
(i.e. digital daté) and a delivery business operator 2 who delivers, or transmits, content. The
distribution rights holder and the delivery agent may be the same entity or they may be
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different entities; and a plurahty of parties may constitute the delivery agent.

The distribution rights holder 1 may.b_g a party who has obtained from‘conteﬁt
producers the right to distribute content (i.e., digital data). For example, a content producer
may be the distribution rights holder; or the distribution rights holder may be a joint venture
involving content producers. The destinatidns includé individuals and businesses (such as
theater operators). |

In the typical arrangement .describ_jed below, an upstream system includes the
operéting system of the disfdbutio_ri,’ﬁghts holder system and the delivery system of the
delivery agent; and a downstream systerhr__l__,is constituted by a system of destinations. The
digital data to be.'.-delivered inclu&es <_:_:hé___lja:cter data (such as text,. symbols and figures), audio
data (such-as voices and pieces of 'r.'n.us_;ic), v1deo data (such as still and moving pictures),
audib—video_ composite data (such as ;mvid;jand broadcast programs), program data, database
data, and other digital data. Also incflude_d is attached infqrﬁation such as IDs known as
meta-data (ID information on media), information relating to the date on which the data was
genemted (e.g. the.date of shooting the picture), locations, people, and various conditions.

In Fig. 1, the digital data is delivered over a high-speed multipoint delivery network
3 suitable for delivering large quantities of data at high speed in a broadband environment. A
content producer 1 sends digital data content to an electronic delivery operator 2 from which
the content is deliveréd to specific destinations A, B, etc., over the high-speed multipoint
delivery network 3. It is also contemplated to deliver the content on CD-ROMs, DVDs or
other suitable storage media. The high-speed multipoint delivery network 3 is a broadband
network which may include a broadcasting satellite, optic fibers and/or other resources. Such
a network is capable of transmitting large quantities of data at least in the downward
direction. Alternatively, the network may have bidirectional capabilities permitting mass
data transmission in both the upward and the downward directions.
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The high—speed':" ﬁéiivery network 3 carries data 8 whose structure typically is of the
type shown in Fig. 2. Fig. 2 illustrates the uéé of a key 8A to indicate that a network provider
(not necessarily the delivery agént) reinforces lthe secrecy of the communication service it
provides by use of its own encryption key to encrypt, or lock, the data it delivers. This
encryption key may or may not be used dépénding on various circumstances, such as th<'3
overall security of the data or of the delif;ery sys;tem, cost, affect on reception, etc.
Nevertheless, it is expected that most ne@ork providers will encrypt data over the networks
they operate, especially since this portrays t:he business operator to be more secure than any
other candidates. Although not shown 1n Fig. 2, in practice a header is provided with the data
8. |

The portion enclosed by broken lit_1§s in Fig. 2 corresponds to the data delivered by
the delivery agent (also referred fo acs the d";livery business operator) 2. In the illustrated
example, the data contains a file allécat_ipn table (FAT) 8B indicating data or file storage
information, operation data 8C including digital data usage conditions (destinations, duration
of reproduétion allowed at each destination, pumber of reproduction cycles permitted, and the
like), video data 8D, and audio data 8E.

The illustration of locks associated with respective data items shows that the

_different data items are each protected by encryption processes performed by the distribution
rights holder or the delivery business operator (singly or both of them working in
cooperation). The encryption key used here is generally common to all data items.
Alternatively, different encryption keys may be adopted for different data types (e.g., for
different sets of video data). As another alternative, a different encryption key may be used
to encrypt each of the respective data items regardless of the data type. |

As depicted in Fig. 2, a given content is delivered in multiple formats. That is, a
single content (such as a movie or a video program) is delivered by using a plurality of types
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of coding and deco&iﬂé video and audio data (i.e. different codec methods). In the example '
of Fig. 2, video content is delivered in th{_ce video data types using three different codec
methods. Typical codec methods include MPEG (Moving Picture Experts Group) standards,
wavelet transformation and others.

Using different coding meth:ods for delivering a video content confers higher
degrees of freedom on the system éénﬁguré.tion at destinations receiving the delivered
content. This means the uéer at each__' destination may continue to use his existing system
without having to adopf an unfamiliar Eodec system dedicated to the digital data delivery
sefvice in question. Sucha multip_1§ format delivery scheme benefits thé delivery agents
because thé:y need not limit thefi:r. jf:}.;'stomers to specific destinations possessing a particﬁlar
system. The destinations alsc.')' Bfé;eﬁt 'f_rom the scheme because they can utilize existing
equipment thanks to the wi&e sélectabﬁ range of coding to deliver the digital data.

The foregoing applies;to the audio data 8E as well. The example of Fig. 2 shows
two audio data items coded by two different codec methods. Typical codec methods that may
be used include MPEG standards and others.

In the system of Fig. 1, the data that can be rgceived by a household, indicated for
example as destination A, is made up of a video data item coded by a video codec VCD; and
an audio data item coded by an audio codec ACD;. At this destination, these data items in
the delivered data 8 are selectively extracted or reproduced on the basis of FAT. On the other
hand, the data that can be received by a business operator, indicated for example as
destination B is composed of a video data item coded by a video codec VCD; and an audio
data item coded by an audio codec ACD;. At this destination B, these data items in the
delivered data 8 are selectively extrécted or reproducéd on the basis of FAT. Howéver, it is
not necessary to deliver all data in multiple formats at all times; each destination may
alternatively be supplied with data solely in the formats typically used by that destination.
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The dc’H;léred digital data are decrypted at the destination by a decryption server 33,
to be described later, before being éu}put to an output device 34. The proceéses performed
internally by the decryption server 33 and output device 34 will be described later. The
delivery of encryption keys needed to decrypt the encrypted digital data provides conditional
access to that data. In Fig. 1, there are two éncryption key delivery routes: one is a wide area
network (transmission medimxi)_éﬁ, and ﬁe other is a storage medium 5. Fig. 1 showsa
typical delivery arrangement wl;g_ére at least two types of key information are needed to
restore a common encryption key, thh a portion of the key infomtion delivered
electronically over the wide area network 4 and the remaining key information delivered
physicéfly on the storage medlum 5.

The wide area nét;ﬂé;k 4 m the arrangement is assumed to be a typical transmission
network capable of bidifectg‘i;nal é'émmunication, such as a public switched network (e.g., the
Internet, an ATM network,;a-pa_g:ket switched network or the like) or a leased line network.
The storage medium 5 may be a magnetically readable medium, an optically readable
medium, a semiconductor memory or the like. The storage medium may be delivered by
postal service, by a home deiivery service, or by other conventional delivery services.

_It is assumed, for the purbose of the present description, that the encryption key used
to encrypt digital data is common to all destinations and that a set of key information
delivered individually to each destination is unique to that destination. When each
destination is supplied with its own key information, the encryption key used to encrypt the
digital data cannot be restored unless and until all of the key information sent to a specific
destination is acquired. This makes it harder or more time-éonsuming to misappropriate all
of the necessary key information. In addition, each digital data item may have its own set of
key information. |

The encryption key used to encrypt the digital data preferably should be specific to
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each content.‘%c;;l;e delivered. With this arrangement, even if all key information is -
misappropriated, resulting in the '_u_fllauthorized restoring of digital data, thé injury is limited
only to the content encrypted by that specific key. Of course, it is not mandatory for the
encryption key to be unique to each content; a common encryption key may be utilized for a
plurality of contents. Neverﬂ;éless, the délivery system as a whole should have enhanced
capabilities of security agamst unautimxized recovery of data; and the individual encryption
keys should ﬁot be restricted by any particular rules. The degree of data security may vary
depending on the conterit to be aelivered as well as on the delivery égent's business policy.
The present inventigp envisages having key information conveyed by a plurality of
different routes, such as a .rz;g_t‘work and a storage medium, as shown in Fig. 1. The multiple

delivery route approacﬁ is adopted because of the different characteristics thereof, as outlined

below. ;

Pl

An advantage of using a network is that it permits immediate. delivery of key
information. A disadvantage of a network is the difficulty in verifying whether the key
information has been misappropriated. One disadvantage of using storage media is that it
takes time for each desﬁnation 1o acquire (i.e., receive) the delivered key information. An
advantage of storage media is the relative ease to ascertain whether the key information has
been misappropriated.

The present invention contemplates combinations of network-bésed and physical
data delivery systems involving a storage medium. If there is little or no possjbi}ity of data
being misappropriated on the network, all key information may be delivered over the
network. If there is sufficient time between the delivery of key information and the delivery |
of content, (e.g., the content is delivered days after the key information is disseminated), all
key information may be delivered using storage media.

The present invention also contemplates various encryption methods presently
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known asl':'\"w;\l/\éll-as those techniques that will emerge in the future.

In Fig. 1, the key mfégnation delivered over two routes (wide area network 4 and
storage medium 5) is generally.constimted by a set of passkeys (partial keys) divided from
the encryption key using a key division pattern specific to each destination. The set of
passkeys alternatively ma_)%'bé formed by multiple keys generated speciﬁcally for each
destination, with the cncr_.?ption key being encrypted by the specific multiple keys and sent to
the corresponding destinaiéon.

F1g 3 shoﬁs a typiéal arrangement suited to deliver movie content electronically. |

A movie i:rodugt_ion company la is used as the content producer 1 of Fig. 1, and
theaters A and B -rcc@e_iv_e._;iigital data as the destinations 6 and 7 of Fig. 1. Fig. 3 includes
film-to-video convéfsli.(-J;lh (te‘_lgcine processing) 9 that converts film iniages provided by the
movie productioﬂ co:(;npany :i.I;a into electronic images. Although not shown specifically in
Fig. 3, theaters A and B may be of any scale such as large movie theaters, small single screen
theaters or so-called cinema cémplexes.

Fig. 4 is an example of a delivery system having an upstream system made up of a
content distribution rights holder 1 and an electronic delivery business operator 2; and a
downstream system specific to each destination to which digital data is delivered. The i
upstream system generates an encryption kgy specific to each digital data item and encrypts
the digital data using the corresponding encryption key. A set of passkeys unique to a
respective specific déstiﬁation is generated on the basis of the encryption key and a portion of
the set of passkeys (or passkey information from which the .set of passkeys may be produced)
is delivered tc; the respective destination over a network. The rest of the set of passkeys (or
passkey information) is written to a dedicated storage medium for physicél delivery to the
respective destination. The encrypted digital data is delivered to the destinations according to
a delivery schedule (e.g. network broadcasting, pay-per-view movie, or the like).
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.‘.':'\".-.';.-Tl.fle downstream system restores the encryption key specific to the corresponding
digital data i{em, based both on the portion of the set of passkeys '(or the passkey informaﬁon)
‘delivered over the networl;; and on the rest of the set of passkeys (or passkéy information)
delivered on the storage medium. The restored encryption l.cey is used to decrypt the
encrypted digital data..

In this exam;;le, the encryption key used to encrypt the digital data is divided, or

parsed, by a division f_ple specific to each destination (i.e., each downstream system) into a
set of passkeys.' A portibn of the set of passkeys thus generated is transmitted to the

destination over a network, and the rest of the set is delivered physically on a storage

" medium.

A decrypuon server of the downstream system restores the encryption key specific
toa digit.;:xl daia 1Eem based both on the portion of the set of passkeys (or passkey information)
delivered over tliléLngt'wnork, and on the rest of the set of passkeys (or passkey information)
delivered on the storage medium. The delivered digital data is decrypted using the restored
encryption key. A locally generated scramble key is used to scramble the decrypted content;
and a descramble key is generated if the digital data is properly produced. The decrypted
data of interest is decoded aﬁd scrambled using the locally generated scramble key. The
scrambled digital data from the decryption server is des-crambled by using the descramble key
furnished by the decryption server; and the descrambled digital data is output in a
predetermined output format. In short, the decrypted digital data is scrambled before being
output.

The scramble and descramble keys generated by tﬁe decryption server may be the
same for an entire batch of digital data or may be different fo'r each digiml data item. The
latter arrangement is preferred as a more effective countermeasure against possible data
misappropriation.
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.. The output device to which the scrambled digital data is supplied may be a display
device (e.g., a monitof_ éi_evice, a TV set, a projector unit, a portable electronic apparatus), a
printer, a speaker, a dri\;e for recording data on a storage medium or the like. If the digital
data is video data, it may be displayed on a display screen or projected onto a projection
screen. If the dig_itél\ data is audio data, it may be reproduced through speakers. If the .digital
data is audio-vide(%: éompésite déta, it may be output in the two different formats (i.e., audio
and video formats)'-j__'simultaneously.

In the arrang'ément of Fig. 4, the upstream system includes a content server 11, a
content coding unit 12, an encryption unit 13, an output server 14, a content management
server 15,2 key gencratlon unit 16, a destination management server 17, a passkey generation
unit 18, and a wnte umt 19. The downstream system includes a reception server 31, a read
unit 32, a decryptlon server 33, and an output device 34 (with a descramble unit 34A) The
decryption serv_elj __33 is further made up of a decryption section 35 (including a decryption
unit 35A, a key restoration unit 35B, a content decoding unit 35C and a scramble unit 35D),a
scramble control unit 36, and an output log management unit 37.

The aforementionc’d components may be implemented in the form of dedicated
hardware or software.

In Fig. 4, thick lines denote transmission channels of large capacities, and thin lines
represent transmission channels of relatively smaller capacities. It should be noted that this
configuration represents the current state of the art so that the envisaged transmission
capacities are relative in magnitude. At present, the passkey delivery routes indicated by thin
line arrows may alternatively be arranged fo have large transmission capacities.

The content server 11 is a device whose main function is fo store digital data that has
been delivered over transmission channels or conveyed on a storage medium (e.g., magnetic

tape in Fig. 4). The storage function is implemented by use of a mass storage device
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';ei.ﬁézorporated in the content server 11. Preferably, this server has a computer-based structure.

This conté_x:lt server is compriséd of a processing unit for executing coﬁtrol and
arithmetic functions; a storage device for storing data necessary for signal processing, an
input device through which data, programs and commands are input from the outside, and an
output device for outputting the results of such internal processing.

. The c_;_{a'ntent o;dding unit 12 subjécts digital data to compression coding and other
coding process?;s such as MPEG conversion, wavelet transformation and the like. Conteﬁt
coding ﬁﬁit 12 exécutes a plurality of coding processes that are typically used. Each digital
data itefrl is th_e;efore coded by multiple codes Watermark information preferably is
émbeddeq 1n -t'f)e video and audio data transmitted from the content server 11 to the content
coding umt 12 The content coding unit may be implemented by dedicated hardware or by
computeli §oftwarc

'I;he épcryption unit 13 receives, from the key generation unit 16, an encryption key
specific to a content item, and encrypts that content item using the encryption key. The
cryptosystem used here may be any of those known to those of ordinary skill in the art.

Illustratively, DES (Data Encryption Standard), FEAL (Fast Data Encipherment
Algorithm) and other encryptioﬂ processes are used. The encryption processes are effec‘;ted
. individually on operation data and on content data. It may be noted that ﬁe encryption
process of content data is carried out illustratively with regdrd to each data item coded by the -
content coding unit 12. The encryption unit may be implemented either by dedicated -
hardware or by software. |

The output server 14 perforrns two major functions: to store in a storage device the
digital data that is encrypted so that only those recipients at specific destinations may view or
record the content upon eventual decryption, and to outpﬁt the encrypted digital data over the
high-speed delivery network 3 according to a delivery schedule. The output function is
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¢ implemented by a transmission device exhibiting a broadband transmission facility and rate
control.

At presént, overnight storage data delivery is envisaged for delivery of data over the
high-speed delivery network 3. In the future when higher transmission rates are expected to
be prevalen_t:_,_.;streaming delivery or the like may also be provided.

W_'_ixere eﬂcrypted digital data is delivered on a storage medium, the output function
is implemef;_ted by a drive that stores digital data on a suitable storage medium.

In co:mmunicating with the content server 11, the content managemént server 15
registers-quly accepted content, searches for and retrieves desired content, divides files, and
pérfbr;ns{ <->_?_ther processes. The content management server preferably is computer-based, and
manages ;ixé ¢ncryption keys that are generated for each content item.

‘ Thc_a' iéey generation unit 16 generates an encryption key unique to each item of
digitaI: dat_g to be delivered. The cryptosystem used to generate the encryption keys may be
any of those known to those of ordinary skill in the art. That is, state-of-the-art encryption
techniques are adopted to make unauthorized decryption of data difficult to accomplish.

Using a database, the destination management server 17 manages destinations,
delivery conditions and other operational data for each digital data item, as well as the
encryption key information generated for each destination. The delivery conditions include
usable time periods, allowed output count (e.g., the number of times a content item may be
recorded (;r reproduced) aﬂd the like. The destination management server preferably has a
computer-based structure.

The destination management server 17 may be installed in one of three locations: in
the system operated by the content distribution rights holder alone, in the system of the
€lectronic delivery business operator alone, or in both systems. The option that is adopted
depends on which party delivers kéy information to each destination. Of course, if a small
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number of business operators have knowledge of the key information, data security for the
entire systerﬂ’-__iimprbved.

The destination management server 17 is adapted to receive downstream system
output log _da_.ta over an up link (usually the Intémet, a telephone line or like communication
line). Us_i;i‘g the_ outpﬁt log, the destination management server manages output histories
(dates and times of output, output counts, output periods, and su;:h related information such
as the prééence of trouble, the number of content-wise viewers and target age groups, and the
liké) of the &stinations (recipients). Accorﬂingly, the destination management server 17 has
a da_tab,a’,s’e and an output history management unit, neither shown.

- The database and oﬁtput history management unit may alternatively be furnished
aﬁért:from the destination management server. Output log data may be totaled (or otherwise
.stat'fs?:ﬁcall:};processed) and ahalyzed either by the upstream system (which receives the output
log ;féports) or by the downstream éystem (befofe the downstream system transmits the
results of its processing to the upstream system).

When the output log of the downstream system is managed by the upstream system,
the status of content distribution may be readily monitored. This arrangement also permits
the acquisition of market developments such as box-office results, current fads and trends.
Alternatively, log mahagement may be assumed by a content output research firm or by an
operator other than the digital data distribution rights holder or tﬁe electronic delivery
business ope;rator.

Output log data may be supplied to and utilized by a suitable electronic device in
place of the distribution management server 17. The output log need not include all of the
information mentioned above (dates and times of output, etc.). One or a desired combination
of output log items may be repbrted instead. Also, output log data is optional and, if
preferred, need not be used.
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The passkey generation unit 18 divides .an encryption key A, generated for each
content 1tem (e.g. for a movie, a video program, a'audio or the like) by a division pattern
unique to each destination, thereby generating a set of passkeys Al and A2. For example, if
there are 1,000 recipients at as many destinations, 1,000 sets of passkeys Al and A2 are
gener;téd. The ﬁasskeys thus generated are sent to the destination management server 17 as
well.::"_:as to an appropriate delivery processing unit. In this example, the passkey generation
| unit é_ﬂxpplies a portion of the set of passkeys, namely the passkey Al, to a communication
“unit, not shown, for delivery over a network, and supplies the remaining passkeys, namely the
pafs;;key A2, to the write unit 19 for delivery on a storage medium.

' The write unit writes the reported passkey A2 to a predetermined storage medium
: wahich may be a magnetically readable medium, an opticaily readable medium, a
g;;micéf;ductor memory or the like. Address information for delivery of the storage medium
o ‘the appropriate destination is supplied by the destination management server 17.
Similarly-, network addresses are supplied for delivery of the passkey Al to the proper
destination.

At the downstream system, the reception server 31 implements the ﬁ;nctions of
receiving the encrypted digital data which permits recipients only at specific destinations to
view or record the content upon eventual decryption (i.e., er.xcryption provides conditional
access to the content); storing the delivered digital data in a storage device; and outputting the
digital data to the decryption server 33 according to a predetermined reproduction schedule.
In addition, error correction of the received data also is performed.

‘Where the digital data is delivered on 5 storage medium, the reception server
includes a read unit for réading the delivered digital data from the storage medium..

Read unit 32 in the downstream system functions to read the passkey A2 from the
storage medium on which it is conveyed. Although not shown in Fig. 4, a communication
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unit is provided to receive the passkey A1 delivered over the wide area network.

The decryption server 33 decrypts .the encrypted digital data, and decodes the
decrypted but still coded digital data. The decryption server also locally scrambles the
decoded data to prevent the restored original data from beir;g output in an unprotected form.
The decrypﬁon server may be implemented either by dedicated hardware or by software. To

protect the digital data from misappropriation, the decryption server 33 is provided in a
secure physical housing that may be opened, or unlocked, only if authorized procedures are
fo:llowed.

The decryption section 35, which includes.decryption unit 35A, key restoration unit

35B, content deceding unit 35C and scramble unit 35D, is provif.ied with effective
cegntengeasures against misappropriation of data. This is because important information,

_ _t'ié’mely, the encryption key information and the original digital data flows between the

-~ ., function blocks comprising the section. For that reason, functional blocks of the decryption

section are formed as semiconductor integrated circuits or are structured to have their
functions disabled if the housing of section 35 is forcibly opened.

The decryption unit 35A uses the encryption keﬁr furnished by the key restoration
unit 35B to decrypt the digital data supplied from the reception server 31, thereby providing
conditional access to the digital data. The decryption unit may be implemented either by
dedicated hardware or by software.

The key restoration unit 35B uses both the passkey A1 delivered over the network
and the passkey A2 delivered on a storage medium to restore the encryption key for
decrypting the encrypted digital data. The restored encryption key is retained for a
predetermined period of time as by being stored on a suitable storage medium such as a
nonvolatile memory or hard disk. |

Before decrypting the digital data supplied from the reception server 31, the key
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restoration unit 35B reads operation data 8C attached to the digital data (see Fig. 2) to
déyennine if the reproduction conditions (usage conditions) set by the operation data are
satisﬁcd at that time. If the reproduction conditions are satisfied, the key restoration unit
sends a decryption enable signal to the decryption unit 35A and a scramble key generation
.;sign.al or a scramble key output enable signal to the scramble control unit 36. If the.
C repréductibn conditions are not satisfied, the key restoration unit 35B feeds inhibit signals to
the decryption unit and to the scramble control unit.
. The content decoding unit 35C is compatible with the codec processing used by the
- recipient at the particular desﬁnation. The content decoding unit may be implemented either
by dedicated hardware or by software and is adapted to restore the original unencrypted
'_d_igital data. _
The scramble unit 35D functions to scramble the decrypted, decoded digital data to
impart further protection to the original data Fhat will be output-. The scramble unit may be
implemented either by dedicated hardware or by software.

In the example illustrated in Fig,. 4, the scramble control unit 36 is shown outside the
decryption section 35, but it will be recognized that, if desired the scramble control unit may
be incorporated in the decryption section.

When the scramble control unit 36 is enabled by the key restoration unit, it generates
a scramble key and a descramble key.pgired therewith. Thé scramble key and paired
descramble key may always be the same set of keys regardless of the delivered content (i.e., a
fixed pair of scramble and descramble keys may be output from storage). Alternatively, a
different set of scramble/descramble keys may be generated for each content (i.e., a different
pair of scramble and descramble keys may be. generated every time a new content item is
output, the set of scramble/descramble Ikeys being retained while predetermined reproduction
conditions are satisfied). As a further alternative, a different set of scramble/descramble keys
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- may be generated upon each reproduction output (i.e., a different pair of scramble and
. descramble keys are generated every t'ime a coded content is decoded).

If the scramble key information is arranged to be changed periodically or irregularly
while a single content is being output, the scramble control unit 36 generates scramble and
descrémble keys at suitable intervals while the digital data is supplied to the output device 34.

| If desired, scramble key generation status from the scramble control unit 36 may be
reported to the output log management unit 3'7 to permit m&nitoring of wﬁether the scramble
keys are generated (i.e. n_ﬁsappropriated) without proper au’ghorization.

The output log management unit 37 manages the output log of the output device 34
in order to determine if there is any unauthorized output from that device. The output log
management unit may be implemented either by dedicated hardware or by software. Log
data from the output log management unit is supplied over communication lines to the
destination management server 17 of the upstream system. This allows the upstream system
separately to monitor the reproductioﬁ output status of the recipient at any particular location,
and to check for any unauthorized handling of data.

The output log data may be original or raw data, or data that has been totaled (or
otherwise statistically processed) and analyzed by the output log management unit or by other
units. The output log data may contain demographic information such as the number of
content-wise viewers, target age groups, and the like.

The output device 34 is compatible with the recovered digital data. For example, if
the digital data is video data, the output device 34 may be a display unit ora projection unit.
If the digital data is audio data, the output.device may be a speaker. In any case, the output
device includes a descramble unit 34A and a signal processing unit 34B that implements the
basic function of the device.

The descramble unit 34A descrambles the scrambled digital data supplied by the
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decryption server 33. The descramble unit may be implemented either by dedicated hardware
or by software. In practice, the descramble unit may be constituted by a semiconductor
integrated circuit or a circuit board module.

The signal processing unit 34B outputs descrambled digital data in a suitable output
format. If the output device 34 is a display unit or a printer, then images may be output in a
frame or field format. If the output device is a speaker, the output from the descramble unit
may be a real time-based acoustic reproduction.

Since the signals oﬁtput by the descramble unit 34A are protected by static features
such as electronic watermarking, it is preferable to house the output device 34 in a housing
that can be opened only if authorized procedures are followed, and that disables the device if
the housing is opened by force. |

‘When new digital data are supplied to the content server 11, the content in question
is uncoded with_a unique encryption key u;lder the control of content management server 15.
The encryption key is supplied to passkey generation unit 18 which divides (or parses) thie
encryption key by a division pattern unique to the destination in question. The division
pattern may be the same regardless of the varying contents delivered, or may be different for
each content. In the example shown in Fig. 4, the set of passkeys formed by passkey
information Al and A2 is generated in a manner unique to each content for each destination.

The generated passkeys Al and A2 are delivered to the desired destination prior to
the transmission of digital data. For the system shown in Fig. 4, _the passkey Al is delivered
over the network and the passkey A2 is conveyed on the storage medium. Alterflatively, the
passkeys may be delivered after the delivery of digital data. |

The downstream system reads the digital data (i.e., the contént) accordingto a
predetermined schedule and decrﬁts the encrypted digital data using the restored encryption
key. It is appreciated that the decrypted digital data compatible with the codec used at the
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destination in question thus is selectively decoded. The decoded data is scrambled by the
decryption server 33. |

The decryption server feeds the scrambled digital data to ?he output device 34 which
descrambles the received data using the descramble key sul;plied by the scramble control unit |
36. The descrambled content is output in a desired format. The status of the content output is
reported as output log data from the output log management unit 37 to the upstream system.
The output log data may be reported when each content is output (i.e., one log data report
may be sent when a content item is output), or may be reported following a number of
content outputs (e.g., an output status list may be output at the end of the day).

As described, there are a plurality of passkey dglivery routes in the system of Fig. 4.
In this arrangement, if the passkey (for example, passkey A1) delivered over one of the routes
is misappropriated, the encryption key nevertheless is protected unless and until the
remaining passkey (passkey -A2) is misappropriated as well. Where passkey information is
conveyed over a route different from the digital data delivery route (this includes the use of
the same transmission medium but for the delivery of content at a different time from the
delivery of the passkeys), then even if a portion of the passkey information and the encrypted
digital data are misappropriated, the original digital data will not be recovered because the
key information necessary for restoring the en_cryption key is 'delivered separately from the
digital data. |

Since the decrypted digital data is scrambled before being sent to the output device,
the output device may be separate and apart from the server that performs the decryption
function while maintaining sufficient protection against misappropﬁatic;n of data.

If a more secure crypt.osystem subsequently becomes available, or if it is preferred to
adopt a different codec technique, this can be attained simply by replacing the decryption
server 33. Regardless of the codec used at any destination, all data sent from the decryption
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server to the output device 34 are scrambled, so that the output device may be used by
different types of codecs.

These features are conducive to reducing the costs in developing and manufacturihg
the output device 34. Hence, the existing output device may be_ easily replaced by another
output device of higher performance, e.g., one with higher playback resolution, which may
bécome availat’)le‘ after system implementation.

Fig. 5 illustrates another example of a delivery sys.tem wherein the same reference
numerals are used to identify the same components‘ shown in Fig. 4. The downstream system
shown in Fig. 5 is identical to that shown in Fig. 4.

The delivery system shown in Fig. 5 differs from that in Fig. 4 in that a partial key
generation unit 20 is provided for further dividing the passkey A1 generated by the passkey
genération unit 18 into partial keys A1l and A12. In addition, a write unit 21 is used for
writing partial keys A12 to a storage medium and a read unit 38 reads the partial keys from
the storage medium. The routing of key information delivery is partially modified to allow
for the three sets of key information Al1, A12 and A2 to be conveyed.

Partial key generation unit 20 generates the set of pértial keys A1l and A12 by
dividing a portion of the passkeys (i.e. passkey A1) generated by the passkey generation unit
18 by a predetermined division pattern specific to each destination. Alternatively, the partial
keys A1l and A12 may be generated from passkey information, which is information from
which the passkeys may be reconstructed, or reproduced. Illustratively, if there are 1,000
recipients at, for example, 1,000 destinations, 1,000 sets of partial keys A1l and A12 are
generated. The division pattern need not be unique to each destination; rather, it may be
common to all destinations or it may vary depending on the geographical area or the group of

destinations being handled by the system.

The partial keys thus generated are sent from the partial key generation unit 20 to the
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destination management server 17 as well as to an appropriate delivery processing unit. In
the illustrated example, the partial key generation unit supplies the partial key A1l to a
communication unit, not shown, for delivery over a network, and supplies the remaining
partial key A12 to the write unit 21 for delivery on a storage medium. Write unit 21 may be
similar to aforedescribed write unit 19 of Fig. 4. Alternatively, in place of partial key A11,
and/or in place of partial key A12, partial key information may be delivered, from which the
partial key A11 or A12 may be reconstructed, or reproduced.

In the delivery system shown in Fig. 4, the passkey A2 is conveyed to the
downstream system by means of the storage medium. By contrast, the delivery system
shown in Fig. 5 delivers the passkey A2 over the network. Operations other than the *
delivery of key information are carried out by the delivery system of Fig. 5 in the same
manner as the delivery system of Fig. 4. In Fig. 5, key information is delivered over two
transmission networks (either over two different networks or over the same network but at
different times) and by means of a storage medium. Since there are more key information
'delivery routes, it is more difficult to misappropriate data over the delivery routes.

Fig. 6 illustrates another example of a delivery system wherein the same reference
numerals are used to identify the same components shown in Figs. 4 and 5.

The deﬁ\;;ry system shown in Fig. 6 differs from that shown in Fig. 5 in that the
passkey A2 is delivered not over a network but by means of a storage m;dium as in Fig. 4.
Nevertheless, partial keys A11 and A12 are delivered over different routes shown, for
example, as the network and a storage medium. Operations other than the delivery of key
information are carried out by the delivery system of Fig. 6 in the same manner as the
delivery system shown in Figs. 4 and 5. In Fig. 6, key information is delivered over one
transmission network and by means of two different storage media. Since more storage

media are used for key information delivery, it is easier to detect misappropriation over the
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deliver routes, thus offeririé higher degrees of data security.

Referring to Fig. 7, there is shown another example of a delivery system in
accordance with the present invention, wherein the same reference numerals are used to
identify the same components shown in Fig. 4.

The delivery system shown in Fig. 7 differs from the aforedescribed examples in that
the passkeys Al and A2, or passkey information from which the passkeys Al and A2 may be
reconstructed, or reproduéed, are both delivered over the networks. Operations other than the
delivery of key information are carried out by the delivery system of Fig. 7 in the same
manner as the delivery system shown in, for example, Fig. 4. Since key information is
delivered over two transmission networks in Fig. 7, the time interval between the delivery of
key information and the start of digital data delivery may be significantly reduced, compared
with those arrangements where key information is conveyed by means of storage media.

Another example of a delivery system in accordance with the present invention is
shown in Fig. 8, wherein the same reference numerals are used to identify the same
components shown in Fig. 4.

The delivery system shown in Fig. 8 differs from that shown in Fig. 4 in that the
passkeys Al and A2 are both delivered by means of storage media. Alternatively, passkey
information from which the passkey Al and/or the passkey A2 may be reconstructed or
reproduced, may be delivered by the storage media. Accordingly, write unit 22 and read unit
39 are provided for writing and reading the passkey Al to a storage media. Operations other
than the delivery of key information are carried out by the delivery system shown in Fig. 8 in
the same manner as by the delivery system shown, for example, in Fig. 4.

Because all of the key information is c;onveyed on siorage media, misappropriation
thereof can be readily detected. Hence, this arrangement offers high degrees of data security
compared with cases in which key information is delivered over a network.

35



A further example of a delivery system in accordance With the present invention is
shown in Fig. 9, wherein the same reference numerals are used to identify the same
components shown in Fig. 5.

The delivery system shown in Fig. 9 differs from that shown in Fig. 5 in that the
partial key A12 generated by the partial key generation unit 20 is delivered not by means of a
storage medium (as in Fig. 5) but over a transmission network. Operations other than the
delivery of key information are carried out by the delivery system shown in Fig. 9 in the same
manner as by the deliilery system shown in Fig. 5.

Henge, since all of the key information is conveyed over networks having high
speed transmission capabilities, the time interval between the delivery of key information and
the start of digital data delivery may be subétantially reduced as compared with those
arrangements in which key infonnation is conveyed by means of storage media. By
delivering key information in the form of passkey A2 and partial keys A1l and A12, the
delivery system ensures a higher degree of data security because unauthorized decrypting and
recover of content requires the misappropriation of all of the passkey and partial key
information.

Fig. 10 illustrates another example of a delivery system wherein like reference
numerals identify like components shown in Figs. 6 and 8.

The delivery system shown in Fig. 10 differs from the deliver system shown in Fig.
6 in that the partial keys A11 and A12 generated by the pariial key generation unit 20 are |
both delivered by means of storage media. Accordingly, write unit 22 and read unit 39 are
provided for writing the partial key A11 to and reading the partial key from a storage
medium.

Since all of the key information is conveyed on storage media, misappropriation can
be readily detected, resulting in a system that offers a high degree of data security.
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Referring to Fig. 11, there is shown a further example of a delivery system in
accordance with the present invention. As before, the same components shown in Fig. 4 are
illustrated here with the same reference numerals. Here, thé encryption key A used to
encrypt the digital data is not divided into passkeys. Rather, the encryption key A itself is
encrypted using multiple keys specific to respective destinations.

In the example shown in Fig. 11, a first encryption key A specific to each digital
data item is used to encrypt the digital data. A second encryption key specific to respective
specific destinations and to each digital data item is generated and used to encrypt either the
ﬁr's.t encrs;ption key or key information from which the first encryption key may be
. recovered. The encrypted first encryption key (or key information) is delivered to each
destination over a transmission network; while the second encryption key (or second key
information from which the second encryption key may be reproduced) is delivered by way
of a storage medium.

At the downstream system, the first encryption key specific to the corresponding
digital data is restored by using either the second encryption key o.r the second encryption key
information that has been deliveréd by means of the storage medium to decrypt either the
encrypted first encryption key or the key information that was delivered over the transmission
network. The restored first encryption key is used to decrypt the encrypted digital data.

The example shown in Fig. 11 differs from those examples described above in that
this example has a multiple key generation unit 23 that generates multiple keys B specific to
respective destinations. For instance, key Bl may be specific to a first destination, key B2
may be specific to a second destination, and so on. A key encryption processing unit 24
encrypts the encryption key A using the multiple keys B; and a write unit_ 25 writes the
multiple keys B to a storage medium for delivery. A read unit 40, éompatible with the write
unit 25, reads the multiple keys B from the storage medium.
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The multiple key generation unit 23 generates multiple keys B specific to each
destination as well as to the encryption key A that is generated for each content.
Iustratively, if there are 1,000 rt;.cipients at 1,000 destinations, 1,000 sets of multiple keys B .
will be generated. The multiple keys B may or may not always be the same for a given
destination. That is, different keys B may be gEnerated depending on the content. Different
keys B also may be genérated depending on the geographicgl area or groﬁp of destinations
being handled by the system.

The encryption key A that is encrypted by the multiple keys in key encryption
processing unit 24 is delivered to the downstream system over the network.

In Fig. 4, the encryption key A specific to each content is divided by passkey
generation unit 18 to generate sets of passkeys. In Fig. 11, the encryption key A is itself
encrypted using the multiple keys B generated for each destination; and key A thus,
encrypted, is delivered to the downstream system over a network. The multiple keys B are
conveyed on a storage medium to the destination.

The example of Fig. 11 utilizes two kinds of keys: multiple keys B, and an
encryption key A which is encrypted by the multiple keys B, delivered over multiple routes to
the recipient at each destination. It is appreciated that even if one set of key information is
misappropriated in transit, the encryption key information remains protected unless and until
the other set of key information is misappropriated as well.

If the multiple keys B are found to be misapp;opriated or diverted in transit, the
delivery of the encrypted encryption key A over the network is halted. Other multiple keys B
are then issued and conveyéd on another storage medium to the destination. This |
arrangement ensures a high degfee of security against data misappropriation.

The example now described in conjunction with Fig. 12-divides the second

encryption key B specific to a respective destination to generate a set of passkeils each set
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being specific to a respective destination. A portion of the set of passkeys (or passkey
information from which the set of passkeys may be reproduced) is delivered to each
destination over a second transmission network; while the remaining passkeys (or passkey
information) are written to a storage medium for delivery.

At the downstream system, the second encryption key is restored by using both the
portion of the set of passkeys delivered over the second transmission network and the
remaining passkeys delivered on the storage medium. Once restored, the second encryption
key is used to restore the first encryption key specific to the cofresponding digital data;
whereupon the encrypted digital data is decrypted by use of the restored first encryption key.

The system shown in Fig. 12 differs from that of Fig. 11 in that a passkey generation
unit 26 is provided to generaté a set of passkeys B1 and B2 by dividing the multiple keys B
generated by the multiple key generation unit 23; and a pbttion of these passkeys (e.g.,
passkey B2) are written to a storage medium from which they subsequently are read (e.g., by
a read unit 41).

Multiple keys B are specific to respective destinations, and a division pattern unique
toa particular destination is used to generate a set of passkeys. If desired, the division pattern
used by passkey generation unit 26 may be common to all destinations or may be assighed
uniquely to each destination. Additionally, the division pattern may vary depending on the
content or may be changed periodically or irregularly during content delivery. The division
pattern may also vary depending on the geographical area or the group of destinations being
handled by the system.

Because one passkey (e.g., B1) is delivered over a network and the other passkey
(B2) is delivered on a storage medium, and because encryption key A itself is encrypted and
delivered over a separate route, th¢ system of Fig. 12 ensures a higher degree of security
against misappropriation of content data.
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A variation of the example described in Fig, 12 is illustrated in Fig. 13, where like
components are identified by the same reference numerals. -
In Fig. 13, the encrypted encryption key A generated by key encryption processing
unit 24 is delivered not over a network but by means of a storage medium. Accordingly, a
writé unit 28 writes the encrypted encryption key A onto the storage medium from which it
subsequently is read by .read unit 42. |
Since the encrypted encryption key A is delivered on a storage medium,
misappropriation of key information may be discerned sooner than other arrangements in
which the key information is conveyed over a network.
A modiﬁca'tion to the example shown in Fig. 11 is depicted in Fig. 14, where like
components are identified by the same reference numerals.
Here, the multiple keys B are delivered not by means of a storage medium (aé in Fig.
1 1) but over 'transmissi'on networks. Upon delivery of the multiple keys B, however, it is
preferred to authenticate each destination by digital certification or other known techniqqes,
. and to encrypt the digital data by using a public key disclosed by the certified destination.

By delivering the multiple keys B over the network, the time period between key

delivery and the start of digital data delivery is substantially reduced. -
| Fig. 15 illustrates another modification to the delivery system shpwn in Fig. '1 1.

In Fig. 15 the encrypted encryption I;ey A is delivered not over a network (as in Fig.
11) but by means of a storage medium.

Since all key information (i.e., encrypted encryption key A and multiple keys B; or
alternatively, encryption key information from which the respective keys may be .
reconstructed or reproduced) is conveyed on storage media, of which misappropriation can be
readily detected, the data delivery system offers a high degree of data security.

Turning now to Fig. 16, there is illustrated a modification of the example shown in
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Fig. 12.

In Fig. 16, the passkey B2 generated (e.g., divided) from the multiple keys B is

delivered not by means of a storage medium but over a network. Hence, all three sets of key -

information are delivered over networks. Accordingly, the time period betwéen key delivery
and the start of digital data deliveryis significantly reduced. Nevertheless, because three sets
of key information (A, B1 and B2) are delivered, there is a higher degree of security against
data misappropriation of content data than other delivery systems in which two sets of key

information are delivered over the network.

Referring to Fig. 17, there is illustrated a modification to the example shown in Fig.
13.

In Fig. 17, the passkey B1 generated from the multiple keys B (e.g., by a division
pattern) is delivered not over a network but By means of a storage medium. Hence, in this
example, all three sets of key information are delivered by storage media.

Because all key infoﬁnation is delivered by storage media, diversion or
misappropriation of the keys can be readily detected. Accordingly, the illuétrated system
offers a high degree of security.

The foregoing description of the various examples of the inventive concept has not
specified which of the illustrated functional units are operated by the dist‘ribution rights
holder and which of these units are operated by the delivery business operator. Fig. 18isa
summary table of the degree of security that is expected when different parties carry out the
function of content coding unit 12, the encryption unit 13 and the key generation unit 16
(which includes the passkey generation unit, the partial key generation unit and the multiple
key generation unit). The arrangements contemplated by Fig. 18 use two sets of key
information. If three or more sets of key information are usea, the indication ;)f ;‘one key" in
Fig. 18 will be understood to mean "at least one key."
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A first arrangement, referred to as an operation platform, contemplates the
assumption by the distribution rights holder of three roles: generating an encryption key A,
coding the information content, and encrypting the coded content (i.e., content coding unit
12, encryption unit 13, and key generation unit 16 are all assumed to be operated by the
distribution rights holder). It also is assumed that the distribution rights holder delivers the
key information (see item 1 in Fig. 18).

_ If the distribution rights holder also operates the passkey generation unit 18
(including the partial key generation unit 20), the multiple key generation unit 23, and the key
encryption processing unit 24 (including the passkey generation unit 26) and if the delivery
business operator merely delivers encrypted digital data to speciﬁc destinations, then only the
distribution rights holder is in a position to know the encryption key (master key) used to
encrypt digital data. Hence, the distribution rights holder need not worry about the possibility
that the encryption key will be miéappropriated by or through the electronic delivery business
operator. This operation platform thus assumes the distribution rights holder that the content
which he oﬁ'érs is secure.

In another similar operation platform, (item 2 in Fig. 18), the key information is
delivc_ared by both the distribution rights holder and the electronic delivery business operator.
If the delivery system shown in Fig. 5 is adopted, the distribution rights holder generates and-
~ distributes the passkey A2 while the electronic delivery business operator generates and
delivers the partial keys A11 and A12 divided from the passkey A1l and delivers the partial
keys thus generated. Likewise in the examples of Figs. 6, 9 and 10, the passkey is generated
and distributed by the distribution rights holder; and the partial keys are generated and
delivered by the electronic delivery business operator.

In another arrangement, the electronic delivery business operator may write the

generated passkeys or partial keys to storage media and deliver the storage media to their
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destinations, as in the examples depicted in Figs. 4-6, 8, 10-14, 15 and 17 wherein key
information is delivered on storage media.  With this opemﬁon platform, the content
distribution rights holder alone is in a position to know the encryption key (master key) used
to encrypt the digital data.

As a variation of this operation platform, the distribution rights holder encrypts and
delivers the encryption key A while the electronic delivery business operator generates and
delivers the passkeys B1 and B2 delivered from multiple keys B. This variation, although
offering a high degree of security nevertheless is somewhat lower in confidence.

A further similar operation platform, (item 3 in Fig. 18) assumes fhat key
information is delivered by the electronic delivery business operator. When this operation
platform is used in the example of Fig. 4, the distribution rights holder generates an
encryption key while the electronic delivery business operator acquires that encryption key
and produces the passkeys Al and A2 therefrom.

In accordance with a different operation platform (see items 4-6 in Fig. 18), it is
assumed that the electronic delivery business operator is responsible for encryption. In that
case, the electronic delivery business operator ac.quires the encryption key from the
distribution righis holder and encrypts the content accordingly. “The coding process is
assumed By the distribution rights holder. Accordingly, the distribution rights holder (which
xﬁay be the content production firm) and the electronic delivery business operator both are in
a position to know the encryption key regardless of whether the distribution rights holder
alone, or the electronic delivery business operator alone, or both, distribute the key
information. Nevertheless, these operation platforms provide better system security than
conventional delivery arrangements.

Further operation platforms are represented as items 7-9 in Fig. 18 in which the

coding process is assumed by the electronic delivery business operator and the distribution
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rights holder only generates the éncryption key. The distribution rlghts holder and the
electronic delivery business opérator both are in a position to know the encryption key
regardless of whether the distribution rights holder alone, the electronic delivery business
operator alone, or.both, distribute the key information. Nevertheless, these operation
platforms provide bétter system security than conventional delivery arrangements.

Still further opération platforms are represented as items 10-12 in Fig. 18 wherein
tﬁe electronic delivery business operator generates the encryption key while the distribution
rights holder receives the encryption key from the electronic delivery business operator to
encrypt the digital data. Hence, the distribution rights holder and the eléctronic delivery
business oper.ator both are in a position to know the encryption key regardless of who
delivers the key information. Nevertheless, these operation platforms provide better system
security than conventional delivery arrangen.aents.

Yet other operation platforms are r-epresented as items 13-15 in F1g 18, wherein the
electronic delivery business operator generates the encryption key and encrypts the content
with that key while the distribution rights holder 1 carries out coding only. Still further
operation platforms are represented as items 16-18 in Fig. 18, whefein the electronic delivery
business operator generates the encryption key, codes the content and then encrypts the coded
content. In these cases, the distribution rights holder and the electronic delivery busi.ness
operator both are in a position to know the encryption key regardless of who delivers the key
information. Nev.enheless, these operation platforms provide better system security than
conventional delivery arrangements.

In accordance with the present invention, plural sets of key information specific to
the recipient at respective destinations are generated. The multiplé sets of key information
are (ielivered separately over a plurality of routes whiqh differ from the route used to deliver
the digital data and which further differ from each other. Tﬁe inventive delivery method thus
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makes it difficult for an unscrupulous party to acquire at onée all information needed to
- restore the encwpﬁon key.

While the present invention has been particularly shown and described with
reference to certain preferred embodiments, it will be understood that various changes and
modifications may be made without departing from th_e spirit and scope of this invention. It

is intended that the appended claims be interpreted to cover the disclosed embodiments and

all equivalents thereto.
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WHAT IS CLAIMED IS: o |
1. A digifal data delivery method for use in delivering digital data from an upstream
system to a downstream system, said upstream sysfem providing multipoint delivery of
encrypted digital data to specific destinations, and said downstream system decrypting the
delivered digital data, said method comprising the steps of:
encrypting digital data by said upstream system using an encryption key;
generating a plurality of pieces of key information on the basis of said encryption
key, respective pieces of said key information being specific to each of said specific
destinations;
| delivering said respectivé pieces of key informa.tion to each of said specific
destinations over a plurality of delivery routes which differ from routes for delivering said
digital data and which are further different from each other;
delivering the encrypted digital data;
restoring said encryption key by said downstream system using said respective
pieces of key information delivered over said plurality of delivery routes; and
using the restored encryption key to decrypt the encrypted digital data.

. 2. A digital data delivery method for use in delivering digital data from an upstream
System to a downstrésam system, said upstream system providing multipoint delivery of
encrypted digital data to specific destinations, and said downstream system decrypting the
delivered digital data, said method comprising the steps of:

encrypting digital data by said upstream system using an encryption key;

generating on the basis of said encryption key, sets of passkeys specific to said
specific destinations;

delivering either a set of passkeys or passkey information, from which said

passkeys may be reproduced, to a respective destination over a plixrality of delivery routes
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which differ from routes for delivering said digital data and which are further different from |
each other;

delivering the encrypted digital data;

restoring said encryption key by said downstream system using either said set of
passkeys or said passkt.;.y information delivered over said plurality of delivery routes; and

using the restored encryption key to decrypt the encrypted digital data.

3. A digital data delivery method for use in delivering digital data from an upstream
system to a downstream system, said upstream system providing multipoint delivery of
encrypted digital data to specific destinations, and said downstream system decrypting the
delivered digital data, said method comprising the steps of:

encrypting digital data by said upstream system using an encryption key;
generating on the basis of said encryption key, a set of passkéys specific to each
of said specific destinations; _
generating-a plurality of partial keys based on a portion of the passkeys in said set
" ora portion of passkey information from which said passkeys may be reproduced;
delivering either said .pl'urality of partial keys or partial key information, from
which said partial keys may be reproduced, and delivering the remaining passkeys not used to
generate said partial keys' or the remaining passkey information, to each of said specific
destinations over a plurality of delivery routes which differ from routes for delivering said
digital data and which are further different from each other;
delivering the encrypted digital data;
restoring said encryption key by using said downstream system using either said
plurality of partial keys or said partial key information and using either said remaining

passkeys or said remaining passkey information delivered over said plurality of delivery

routes; and
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using the restored encryption key to decrypt the encrypted digital data.

4. A digital data delivery method for use in delivering digital data from an upstream
system to a downstream system, said upstream system providing multipoint delivery of
encrypted digital data to specific destinations, and said downstream system decrypting the
delivered digital data, said method comprising the steps of:

encrypting digital data by sai& upstream system using a first encryption key;

generating second encryption keys specific to respective destinations and/or to
said digital data; |

using said second encryption key to encrypt either said first encryption key or
ﬁr.st encryption key information from which said first encryption key may be reproduced;

delivering éithér said encrypted first eﬁcryption key or said encrypted first
encryption key information and delivering either said second encryption key or second
encryptic;n key information from which said second encryption key may be reproduced, to
. respective destinations over a plurality of delivery routes which differ from routes for
delivering said digital data and which are further different from each other;

delivering the encrypted digital data;

restoring said first encryption key by said downstream system using the delivered
second encryption key or second encryption key information to decrypt either the delivered
encrypted first encryption key or the delivered encrypted first encryption key information;
and -

using the restored first encryption key to decrypt the encrypted digital data.

5. A digital data delivery method for use in delivering digital data from an upstream

system to a downstream system, said upstream system providing multipoint delivery of
encrypted digital data to specific destinations, and said downstream system decrypting the

delivered digital data, said method comprising the steps of:
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encrypting digital data by said upstream system using a first encryption icey;

generating a second encryption key specific to each of said spéciﬁc destinations'
and/or to said digital data;

using said second encryption key to encrypt either said first encryption key or
first encryption key information from which said first encryption key may be reproduced;

generating, on the basis of said second encryption key, a set of passkeys;

delivering either said encrypted first encryption key or said encrypted first
encryption ke).r information and delivering either said set of passkeys or passkey information,
from which said set of pésskeys may be reproduced, to each of said specific desﬁnati;.)ns over
a l;lurality of delivery routes which differ from routes for delivering said digital data and
which are further different from each other; .

delivering the 'encrypte_d digital data;

restoring_ said second encryption key by using either said set of passkeys or said
passkey information delivered over said plurality of deliver.y routes so as-to decrypt either
said first encryption key or said first encryption key information and thereby restore said first
encryption key; and

decrypting the encrypted digital data by use of the restored first encryption key.

6. A signal processing method for use with an upstream system providing

multipoint delivery of encrypted digital data to specific destinations, said method comprising
the steps of: |

encrypting digital data by said upstream system using an encryption key;

generating a plurality of pieces of key information, on the basis of said
encryption key, respective pieces of said key information being spec.iﬁc to each of said

specific destinations;

delivering said respective pieces of key information to each of said specific
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destinations over a plurality of delivery routes which differ from routes for delivering said
digital data and which are further different from each otﬁer; and
delivering the encrypted digital data.

7. A signal processing method for use with an upstream system providing
multipoint delivery of encrypted digital data to specific destinations, said method comprisihg
the steps of:

encrypting digital data by said upstream system using an encryption key;

generating on the basis of said encryption key, sets of passkeys specific to said
specific desﬁmﬁom;

| delivering either a set of passkeys or passkey information, from which said
passkeys may be reproduced, to a respective destination over a plurality of delivery routes
. which differ from routes for delivering said digital data and which are fﬁrther different from
each other; and
delivering the encrypted digital data.

8. A signal processing method for use with an upstream system providing
multipoint delivery of encrypted digital data to specific destinations, said method comprising
the sieps of:

—encrypting digital data by said upstream system using an encryption key;

generating on the basis of said encryption key, a set of passkeys specific to each of
said specific destinations; |

generating a plurality of partial keys based on a portion of the passkeys in said set or
a portion of passkey information from which said passkeys may be reproduced;

delivering either said plurality of partial keys or partial key information, from which
said partial keys may be reproduced, and delivering the remaining passkeys not used to

generate said partial keys or the remaining passkey information, to each of said specific
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destinations over a plurality of delivery routes which differ from routes for deli.vexing said
digital data and which are further different from each other; and
delivering the encrypted digital data.

9. A signal processing method for use with an upstream system providing
xhultipoint delivery of encrypted digital data to specific destinations, said method comprising
the steps of: ‘

encryptiﬁg digital data by said upstream system using a first encryption key;
generating a second encryption key specific to respective specific destinations
and/or to said digital data; |
| using said second encryptio:i key to encrypt either said first encryption key or
first encryption key information from which said first encryption key may be reproduced;
delivering eith;:r said encrypted first encryption key or said encrypted first
encryption key information an_d delivering either said second encryption key or second
encryption key information from which said second encrypﬁon key may be reproduced, to
respective destinations over a plurality of delivery routes which differ from routes for
delivering s;aid digital data and which are further different from éach other; and
delivering the encrypted digital data.

10. A signal processing method for usé with an upstream system providing
multipoint delivery of encrypted digital data to specific destinations, said method comprising
the steps of®

encrypting digital data by §aid upstream system using a first encryption key;

generating a second encryption key specific to each of said specific destinations
and/or to said digital data;

using said second encryption key to encrypt either said first encryption key or

first encryption key information from which said first encryption key may be reproduced;
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generating, on the basis of said second encryption key, a set of passkeys;

delivering either said encrypted first encryption key or said encrypted first

encryption key information and delivering either said set of passkeys or passkey information,

~ from which said set of passkeys may be reproduced, to each of said spet;,iﬁc destinations over
a plurality of delivery routes which differ from routes for delivering said digital data and
which are further different from each other; and

delivering the encrypted digital data.

11. A digital data delivery S}-'stem comprising an upstream system providing
_ multipéint delivery of encrypted digital data to specific destinations and a downstream
sy.stem decrypting the delivered digital data;
said upstream system including:

an encrypting element for encrypting digital data using an encryption key;

a key information gen;mtor for generating a plurality of piec_es of key
information on the basis of said eﬁcryption key, respective pieces of said key information
being specific to each of said specific destinations;

a key information delivery element for delivering said respective pieces of key
information to each of said specific destinations over a plurality of delivery routes wlﬁch
differ from routes for delivering said digital data and which are further different from one
another; and

a digital data delivery element for delivering the encrypted digital data;

and said downstream system including:

an encryption key restoring element for restoring said encryption key using

respective pieces of key information delivered over said plurality of delivery routes; and

a decrypting element for decrypting the encrypted digital data by using the

restored encryption key.
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12. A digital data delivery system comprising an upstream system providing
multipoint delivery of encrypte(i digital data to specific destinatiéhé and a downstream
system decrypting the delivered digital data;

said upstream system including:

an encrypting element for encrypting digital data using an encryption key;

a key information generator for generating, on t'he basis of said encryption key,
sets of passkeys specific to said specific destinations; _

a key information delivery element for delivering either a set of passkeys or
passkey information, from which said passkeys may be reproduced, to a respective
de;ﬁmtion over a plurality of delivery routes which differ from routes for delivering said
digﬁal data and which are further different from each other; and

| a digital data deliver.y element for iielivering the encrypted digital data;

and said downstream system including: .

an encryption key restoring element for restoring said encryption key using either
said set of iJasskeys or said passkey information delivered over said plﬁrality of delivery

routes; and

a decrypting element for decrypting the encrypted digital data using the restored
encryption key. .

13. A digital data delivery system comprising an upstream system providing
multipoint delivery of encrypted digital data to specific destinations and a downstream
system decrypting the delivered digital data;

said upstream system including:

an encrypting element for encrypting digital data using an encryption key;
a first key information generator for generating, on the basis of said encryption

key, a set of passkeys specific to each of said specific destinations;
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a second key information generator for generating a plurality of partial keys
based on a portion of the passkeys in said set or a portion of passkey information, from which
said passkeys may be reproduced;

a key information delivery element for deiivering either said plurality of partial
keys or partial key information, from which said partial keys may be reproduced, and for
delivering the remaining passkeys not used to generate said partial keys or the remaining
passkey information, to each of said specific destinations over a plurality of delivery routes
which differ from routes for deiivering said digital data and which are further different from

each other; and

a digital data delivery element for delivering the encrypted digital data;
and said downstream system including:

an encryption key restoring element for restoring said encryption key using either
said plurality of partial keys or said partial key information and using either said remaining
passkeys or said remaining passkey information delivered over said plurality of delivery
routes; and

a decrypting element for decrypting the encrypted digital data using the restored
encryption key.

14.—A digital data delivery system comprising an upstream system providing
multipoint delivery of encrypted digital data t<') specific desﬁmﬁom and a downstream
system decrypting the delivered digital data;

said upstream system including:

a first encrypting element for eﬁcrypting digital data using a first encryption key;
a key information generator for generating a second encryption key specific to

respective specific destinations and/or to said digital data;

a second encrypting element for encrypting either said first encryption key or first
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encryption key information from which said first encryption key may be reproduced by using
said second encryption key;

a key information delivery element for delivering either said encrypted first
encryption key or said encrypted first encryption key information and delivering either said
second enéryption key or second encryption key information from which said second
encryption key may be reproduced, to respective destinations over a plurality of delivery
" routes which differ from routes for delivering said digital data and which are further different
from each other; and

a digital data delivery element for delivering the encrypted digital data;

and said downstream system including:

an encryption key restoring element for restox_‘ing said first encryption key by
using the delivered second encryption key or second encryption key information to decrypt
either the delivered encrypted first encryption key or the delivered encrypted first encryption
key information; and

a decrypting element for decrypting the encrypted digital data by using the
restored first encryption key.

15. A digital data delivery system comprising an upstream system providing
multipoint delivery of encrypted digital data to specific destinations and a downstream
system decrypting the delivered digital data;

said upstream system including:

an encrypting element for encrypting digital data using a first encryption key;

an encryption key generator for generating a second encryption key specific to
each of said specific destinations and/or to said digital data;

a first key information generator using said sec(;nd encryption key for encrypting

either said first encryption key or first encryption key information from which said first
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encryption key may be reproduced; st

a second key information generator using said second encryption key for
generating a set of passkeys;

a key information delivery element for delivering either said encrypted first
encryption key 6r said encrypted first encryption key information and for delivering either
said set of passkeys or passkey information from which said set of passkeys may be
reproduced, to each of said specific destinations over a plurality of delivery routes which
differ from routes for delivering said digital data and which are further different from each
other; and

| a digital data deliverjly element for delivering the encrypted digital data;
and said downstream system including;

an encryption key restoring element for restoring said second encryption using
either said set of passkeys or said passkey information delivered over said plurality of
delivery routes so as to decrypt either said first encryption key or said first encryption key
information and thereby.restore said first encryption key; and

a decrypting element for decrypting the encrypted digital data by use of the
restored first encryption key.

16. An upstream system for providing multipoint delivery of encrypted digital dafa
to speciﬁb destinations, comprising:
an encrypting element for encrypting digital data using an encryption key;

a key information generator for generating a plurality of pieces of key
information, on the basis of said encryption key, respective pieces of said key information
being specific to each of said specific destinations;

a key information delivery element for delivering said respective pieces of key

information to each of said specific destinations over a plurality of delivery routes which
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differ from routes for delivering said digital data and which are further different from each .
other; and |

a digital data delivery element for delivering the encrypted digital data.

17. An upstream system for providing multipoint delivery of encrypted digital data
to specific destinations, comprising:
a key information generator for generating, on the basis of said encryption key,
sets of passkeys specific to said specific destinations;
a key information delivery element for delivering either said set of passkeys or
. passkey information, from which said passkeys may be reproduced, to a respective
de.s-tination over a plurality of delivery routes which differ from routes for delivering said
digital data and which are further different from each other; and
a digital data delivery element for delivering the encrypted digital data.
18. An upstream system for providing mulﬁpoint deli.very of encrypted digital data
to specific destinations, comprising:
an encrypting element fof encrypting digital data using an encryption key;
a first generator for generating on the basis of said encryption key, a set of
passkeys specific to each of said specific destinations;

a second generator for generating a plurality of partial keys based on a portion of
the passkeys in said set or a portion of passkey information from which said passkeys may be
reproduced;

a key information delivery element for delivering either said plurality of partial
keys or partial key information, from which said partial keys may be reproduced, and
delivering the remaining passkeys not used to generate said partial keys or the remaining
passkey information, to each of said specific destinations over a plurality of delivery routes

which differ from routes for delivering said digital data and which are further different from
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each other; and
a digital data delivery element for delivering the encrypted digital data.
19. An upstream system for providing multipoint delivery of encrypted digital data
to specific destinations, comprising: 4
a first encrypting element for encrypting digital data using a first encryption
key; |

~a key generator for generating a second encryption key specific to respective
specific destinations and/or to said digital data;

a second encrypting element using said second encryption key to encrypt either
said first encryption key or first encryption key information from which said first encryption
key may be reproduced;

a key information delivery element for delivering either said encrypted first
encryption key or said encrypted first encryption key information and for delivering either
said second encryption key or second encr).'ption key information from which said second
encryption key may be reproduced, to respective destinations over a plurality of delivery
routes which differ from routes for delivering said digital data and which are further different
from each ofhcr; and

a digital data delivery element for delivering the encrypted digital data.

20. An upstream system for providing multipoint delivery of encrypted digital data
to specific destinations, comprising:
a first encrypting element for encrypting digital data using a first encryption
key;
a first generator for generating a second encryption key specific to each of said

specific destinations and/or to said digital data;

a second encrypting element using said second encryption key to encrypt either
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said first encryption key or first encryption key information from which said first encryption
key may be reproduced;
a second generator for generating, on the basis of said second encryption key, a
set of ﬁés;skeys; |
a key information delivery element for delivering either said encrypted first
encryption key or said encrypted first encryption key information and for delivering either
said set of passkeys or passkey information, from which said set of pésskeys may be
reproduced, to each of said specific destinations over a plurality of delivery routes which
differ from routes for delivering said digital data and which are further different from each
otiler; and
a digital data delivery element for delivering the encrypted digital data.
21. A storage medium which stores a computer-readable program for controlling the
steps of* |
encrypting digital data using an encryption key;
generating a plurality of pieces of key information, on the basis of said
encryption key, respective pieces of said key information bei.ng specific to each of specific
destinations;
delivering said respective pieces of key information to each of said specific
destinations over a plurality of delivery routes which differ from routes for delivering said
digital data and which are further different from each other; and
performing multipoint delivery of the encrypted digital data to said specific
destinations.
22. A storage medium which stores a computer-readable program for controlling the
steps of:

encrypting digital data using an encryption key;
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generating on the basis of said encryption key, sets of passkeys specific to
specific destinations;
delivering either a set of passkeys or passkey information, from which said
passkeys may be reproduced, to a respective destination over a plurality of delivery routes
which differ from routes for delivering said digital data and which are further different from
each other; and
performing multipoint delivery of the encrypted digital data to said specific
destinations.
23.A stora;,ge medium which stores a computer-readable program for controlling the
steps of:
encrypting digital data using an encryption key;
generating on the basis of said encryption key, a set of passkeys specific to each
of specific destinations;
generating a plurality of partial keys based on a portion of the passkeys in said set
or a portion of passkey information from which said passkeys may be reproduced;
\ delivering either said plurality of pértial keys or partial key information, from
which said partial kéys may be reproduced, and delivering the remaining passkeys not used to
generate said partial keys or the remaining passkey information, to each of said specific
destinations over a plurality of delivery routes which differ from routes for delivering said

digital data and which are further different from each other; and

performing multipoint delivery of the encrypted digital data to said specific

* destinations.

24. A storage medium which stores a computer-readable program for controlling the

steps of:

encrypting digital data using a first encryption key;
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generating a second encryption key spéciﬁc to respective spéciﬁc destinatioﬁs
and/or to said digital data; |

using said second encryption key to encrypt either said first encryption key or
first encryption key information from which said first encryption key may be reproduced;

delivering either said encrypted first encryption key or said encrypted first
encryption key information and delivering either said second encryption key or second
encryption key information from which said second encryption key may be reproduced, to
respective destinations over a plurality of delivery routes which differ from routes for
delivering said digital data and which are ﬁarfher different from each other; and

performing multipoinf delivery of the encrypted diéital data to said specific

destinations.

25. A storage medium which stores a computer-readable program for controlling the

steps of:
encrypting digital data by said upstream system using a first encryption key;
generating a second encryption key specific to each of said specific destinatio;ls
and/or to said digital data;

using said second encryption key to encrypt either said first em;ryption key or
first encryption key information from which said first encryption key may be reprodu.ced;

generating, on the basis of said second encryption key, a set of passkeys;

delivering either said encrypted first encryption key or said encrypted first
encryption key information and delivering either said set of passkeys or passkey information,
from which said set of passkeys may be reproduced, to each of said specific destinations over
a plurality of deiivery routes which differ from routes for delivering said digital data and

which are further different from each other; and

performing multipoint delivery of ﬁe encrypted digital data to said specific
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destinations.

26. A circuit to deliver digital data from an upstream system to a downstream system
operable in accordance with the method of any-one of claims 1 to 5.

27.  Adigital signal processor for providing multipoint delivery of encrypted digital data

to specific destinations operable in accordance with the method of any one of claims 6 to
10.
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