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FIELD
10 [0001] An embodiment relates to an IC (Integrated Circuit)
card, capable of processing_ information upon reception of
transaction start, ;ancel, and commit instructions, and an IC

card control method.

15 : : BACKGROUND
[0002] An iC card that is inserted into a cellular phone
to be used 1s called a UIM (User Identity Module) card.
Regérding the UIM card, a case of supporting a "remote file
management function” for executing a file management command

20 from a remote server via a cellular phone and the like is
increasing. In the remote file management, since a command
response 1is exchanged via a wireless commﬁnication bath of
the cellular phone, it 1s necessary to prepare for a
disconnection of the wireless communication, and thus a

25 realization of a transaction processing function is desired

in processing a series of atomic commands. The above
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BRI EF DESCRI PTI ON OF THE DRAW NGS [0004]Fig. 1 is a block diagram show ng a
hardwar e . structure of an I C card according to an enbodi nent of the
10present invention; Fig. 2 is a schematic di agram show ng a
structural exanple of a file list in mdst of transaction processing in the
enbodi nent; Fig. 3 is a schematic diagram showi ng a structural 15exanple of
afilelist being commtted in the enbodinent; and Fig. 4 is a flowhart
showing a flow of processing of the IC card of the enbodi ment. DETAI LED
DESCRI PTI @ 20fr3005kAsndésgy i bedliayovesed nnt liber épbtevfnd earmegésent for
the 1C card called a U Mcard, since a command response is exchanged via

t he wirel 8803 mMmuriiPeathbn Patuneofc t hé céipanese pRehenti tAnml ivéddosary to
prepare for a disconnection of the wireless communication. In addition, in
25pr ocessiagd-sorser iNes 8P0at bhd €3lcommands, a realization of a transaction
processing function is desired so as not to cause inconsistency in an
inter-file relfdtenshipewemntwhzh JepengbagPatphtr Apptlyceticomigids at the
sanme tinme through the comunication. [0006] Thi s enbodi nent has been made in
vi ev of theen Nai r2O0fstdnéesd as descri bed above and ains at providing an IC
card capabl e of executing transaction processing so as not to cause

i nconsi stency in an inter-file relationship even when a plurality of
commands are received at the same tine through the comuni cati on.

10[ 0007] Accor di ng t 0 aRREEBORESRREPTIHON [OF THESBRAWINGR®Nti on, there is
provided an IC (Integrated Circuit) card including a conmuni cation unit

t hat sendB0@O¥ r ecdliges infioF mati BACEYL/ fAorAAT exPEFARY appdrdddrea
storage unit that stores a file of the information, and a controller that

i nt er pretstantturks ekesut 8§ aagemeandidisior it | oh ETbedlimRexPer REP
apparatus. The controller judges, when a command that instructs to select a
dedld cat edrfedenti sinviepatiofifom t he external apparatus via the conmunication
unit, whether a certain fixed value is inserted at a predeterm ned_position
of the comandisstaktsis 24 spkendtidgedinpagmt Hhdngai d fIeEVERke i s
inserted in a non-transaction state, transaction processing after accepting
t he conmesxkraslen aff ansfddtei drA st ant MiiASEr €t £ HANS ALl ATRMEOFS SWLPA the
selection of the dedicated file, accepts, when judged that the certain
fixed val tee ignhasseenéd during the 25transacti on processing, the command as

a commt instruction, and collectively reflects an operation perfornmed
during the Fig. 3 is a schematic  diagram showing a structural

15 example of a file list being committed in the embodiment; and
Fig. 4 is a flowchart showing a flow of processing of

the IC card of the embodiment.

DETAILED DESCRIPTION
20 [0005] As described above, in the remote file.management
for the IC card called a UIM card, since a command response
is exchanged via the wireless communication path of the
cellular phone, it is necessary to prepare for a
disconnection of the wireless communication. In addition, in
25 processing a series of atomic commands, a realization of a

transaction processing function is desired so as not to cause
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transaction processing on all files managed under the dedicated file as a
target.. [0008] Hereinafter, an I C card according to an enbodi nent of
the present invention will be described with reference to 5the draw ngs.
[0009] It should be noted that in this enbodinent, a command is of an APDU
(Application Data Unit) format defined by I SO IEC 7816. Exchanges between
the APDU-format |1 C card and an external apparatus assunme exchanges in a
block unit as 10 in Renote APDU format defined in Chapter 5 of ETSI TS
102. 226 aicaddeestrotyassune aexchariges fhdsed redagdichahaet epvenanshessi on as
in a so-called T=0 protocol defined by I1SOIEC 7816-3. [0010]Fig. 1 is a
bl ock di agramvihgwanglaitrdridwaree dfusindictalr etiod aame Ctéaed thmduah
reader/witer (reader/witer apparatus) of this enbodinent. In Fig. 1, the
| C card Ilthes cwomshitatednof a controller 11 including a CPU (Centra
Processing Unit), a comunication unit 12 including a UART (Universal
Asynchr onpuo0éRecei Tet s Tramsmniintesrt) bsed Hern 2@&deonmunicaty ngfwi thean | C
card reader/witer 2, a ROM (Read Only Menory) 13 that stores program
codes, a wiolafrsitenneroay (&6M iRahdom A cess Memrory) pkdviidatngt enpétarily
stores data as a working nenory, a nonvolatile nmenory (NVM Non-Vol atile
Menory) 1% mchpapeelef of esxdtitigradatransasd iansyseess by & 25co6Ahet?i ng

t hose conponents. The NVM 15 functions as a conmt buffer. [0011]On the

ot her hanthugehenkGneastdenendor /amr iinge r2 fiinel ndést porcgmpumiveat wbanudi t 21

i ncl udi ng UART used for communicating with the IC card 1 and exchanges

i nst r uct imhssaldaymeddsomanddsnboemaecenvadt htt heel Capar ditei fhregponse to
5instructions froma server (not shown).

[ 0012] Hergienafamemupprecessi ngf uncti onsoft hi s enbodi ment in the structure
descri bed above will be described. [0013] This enbodi ment realizes

t ramsact i fro0st]art Accandehg andirc ampod ibesedodntlze ewe SEItECTVeohiand t o be
described 10 later. Table 1 shows operations carried out when a DF

( Dedi cat ethefid g)s gefividddbynl SO | ED 7846234 Cigwluddt edalyals édcéndanSELECT
command of the related art and a new SELECT conmand. It shoul d be noted
that it is possibieatior udgétwiiteit ofeadsr anshcrioniveat éngpdgmation
non-transaction state a 15target DF is in using a DF list in a transaction
st at e t o e/ fdegcrinbed teaned. apPabhbud}] @petarpeasupelf hakedswhens OF

(Dedicated File) is selected
file of the information, and a controller that interprets and

15 executes a command instruction from the external apparatus.
The controller 3judges, when a command that instructs to
select a dedicated file is input from the external apparatus
via the communication unit, whether a certain fixed wvalue is
inserted at a predetermined position of the command, starts,

20 when judged that the certain fixed value is inserted in a
non-transaction state, transaction processing after accepting
the command as a transaction start instruction simultaneous
with the selection of the dedicated file, accepts, when
judged that the certain fixed value is inserted during the

25 transaction processing, the command as a commit instruction,

and collectively reflects an operation performed during the

3



SELECT command Sel ection target Meaning Operation outline SELECT conmand of
related art DFi nnon- transaction state None Target DF isselected (operation
ofrelated art) SELECT conmand of related art DFin transaction state
Transaction cancel instruction Target DF is selected Target DF

I Sputto non- transaction state

t;ansaction processing on all files managed under the
dedicated file as a target.
[0008] Hereinafter, an IC card according to an embodiment
of the presen£ iﬁventioh will be described with reference to
5 the drawings.
[0009] It should be noted that in this embodiment, a
command is of an APDU (Application Data Unit) format defined
by ISO/IEC 7816. Exchanges between the APDU-format IC card
and an external apparatus assume exchanges in a block unit as
10 in Remote APDU format defined in Chapter 5 of ETSI TS 102.226
and does not assume exchanges based on a character
transmission as in a so-called T=0 protocol defined by
ISO/IEC 7816-3.
[0010] Fig. 1 1is a block diagram showing a hardware
15 structure of an IC card and a reader/writer (reader/wfiter
apparatus) of this embodiment. 1In Fig. 1, the IC card 1 is
constituted of a controller 11 including a CPU (Central
Processing Unit), a cqmmunication unit 12 including a UART
(Universal Asynchronous Receiver Transmitter) used for
20 communicating with an IC card reader/writer 2, a ROM (Read
Cnly Memory) i3 that stores program cddes, a volatile memory
(RAM: Random Access Memory) 14 that temporarily stores data
as a working memory, a nonvolatile memory (NVM: Non-Volatile
Memory) 15 capable of rewriting data, and a system bus 16
25 connecting those compbnents. The NVM 15 functions as a

commit buffer.



(transactio cancel w thout being , commtted)- New SELECT
DFi nnon- Transaction TargetDE comrmand transaction start

10

15

[0011] On the other hand, the IC card reader/writer 2

includes a communication unit 21 including UART used for

éommunicating with the IC card 1 and exchanges instructions,

commands, and informatién with the IC card 1 in response to
instructions from a server (not shown).

[0012] | Hereinafter,. processing functions of this

embodiment in the structure described above will be described.
[0013] This embodiment realizes transaction start,_cancel,

and commit based on a new SELECT command to be described
later. Table 1 shows operations. ca?ried out when a DF
(Dedicated File) defined by ISO/IEC 7816-3 is selected based
on a SELECT command of the related art and a new SELECT
command. It should be noted that it is possible. to judge.
which of a transaction state and a non-transaction state a
target DF is in using a DF list in a transaction state to be

described later.

[Tabie 1]

Cperations performed when DF (Dedicated File)- is selected
SELECT command Selection Meéning Operation
target outline
SELECT command | DF in non- | None _ o Target DF
of related art | transaction is éelected
state (opéeration
of related
art)




is selected

New SELECT DFi n Conmit
is selected Updates forall

state

i nstruction

Target DF is put to transaction state

Target DF command
files managed under

transaction state

i nstruction

of related art

SELECT command | DF

transaction

state

in

Transaction

' cancel -

instruction

Target DF
is selected

Target DF
is put to
non-
transaction
state
(transééfid
n cancel
without
being

committed)

New

SELECT | DF in

command

transaction

state

non-

Transaction
start

instruction

~ Target DF
is selected

Target DF
is put to
transaction

state

New

SELECT | DF

command

transaction

state

in

Commit

instruction

Target DF
is selected
Updates
for all

files

managed

under




targetDF are commtted Target DF isputto non- transaction state

[ 0014] Here, a C APDU ( Conmand APDU) SELECT command t hat the 1C card 1
receives fromthe external apparatus normally has a structure as shown in
Table 2 below. This table shows 5a normal structure of C APUD TLV. [Table
2] Structure of SELECT command Structural elenment Length (byte) Conmand

class CLA

target DF
are
committed

e Target DF
is put to
non-
transaction

state

[0014] ~Here, a C-APDU (Command APDU) SELECT command that
the IC card 1 receives.from the external apparatus normally

has a structure as shown in Table 2 below. This table shows

5 a normal structure of C-APUD TLV.
[Table 2]
Sfructure of SELECT command
Structural element _ Length (byte)
Command class CLA 1
Command instruction code INS 1
Pl parameter ‘ 1
P2 parameter 1
Lc (optional) 0 or1
Data (optional) Lc
Le (optional) ' 0 or 1
[0015] In contrast, a new SELECT command proposed in this

embodiment has a structure shown in Table 3.

10 [Table 3]



1 Command inst'r'uction code INS 1 Pl paraneter 1 P2 par amet er
Lc(optironal) O or 1 Data(optional)

10

15

Structure of new SELECT command

Structural element _ Length (byte)

Command class CLA 1

OxFF (fixed value) 1

Command instruction code INS 1

Pl parameter _ 1

P2 parameter 1

Lc (optional) : 0 or1l

Data (optional) ' Lc

Le (optional) | : _ 0 or 1

[0016] Specifically, in the structure of the new SELECT

command, a fixed value OxFF is inserted betweer the CLA area
and INS area of the related art as shown in Table 3.

[0017] Subsequently, the transaction-state DF list will be

described.
[0018] The IC card 1 holds, as a list, an original path of

a DF in the transaction state and a path on the commit buffer

to be described later in the RAM 14. A structural example of

the list is shown in Fig. 2. When the IC card is activated,

the list (2 bytes)'is empty, and pieces of information on a
DF for which a transaction start dinstruction has been
received (original path length of DF (1 byte), original path
of DF, path length of DF on commit buffer (l.byte), and path
of DF on commit buffer) are sequentialiy aﬁded to the list.
Further, when commit is actually completed upon receiving a

commit instruction, a DF for which a transaction cancel

8




Lc Le(optional) O or 1 [0015]In contrast, a new SELECT command proposed
i n- this enmbodi ment has a structure shown in Table 3. 10[Table 3] Structure
of new SELECT command Structural element Length (byte) Command cl ass CLA

1 OxFF(fixed val ue)

instruction has been received is deleted from the list.
[0019] Here, the IC card 1 has the commit buffer in the
NVM 15. The DF for which the transaction start instruction
has béen received 1is copied to the commit buffer together

5 with all the files managed under the DF. Moreover, when
receiving a commit instruction, a content of a file on the
commit buffer, that is at an original péth; is overwritten,
and the file on the commit buffer is deleted.
[0020] On the other hand, in preparation of a power

10 disconnection that may be caused while a file on the commit
buffer is written in an original file upon reception of a
commit instruction, the IC card 1 holds a being-committed
file 1list (2 bytes)_in the NVM 15. A structure of the file
list is shown in Eig. 3. |

15 [0021] Specifically, the IC card 1 writes, right before
executing commit, addfesses (logical paths) fof accessing all
files managed under the commit target DF in the NVM 15 as a
commit file list (file path length (1 byte), file path, file
path length on commit buffer (1 byte),_ and file path on

20 commit buffer) aﬁd sequentially deletes data in the area
every time commit of a file 1is completed. The IC card 1
confirms, when activated, whether there is file information
being committed, and executes commit based on data remaining
in the commit buffer when there is file information.

25 [0022] A flow of processing of the propocsed embodiment

that is carried out in the structure described above will be

9



1 Command instruction code INS 1 21 paraneter 1 P2 paraneter
Lc(optional)

10

15

20

25

described with reference to the flowchart shown in Fig. 4.
[0023] . First, in Step S1, the IC card 1 stands by for
reception of C-APDU TLV. After reception, the processing
advances to Step S2.

[0024] In Step S2, confirmation is made on whether the
received command is a SELECT command. Specifically, the
confirmation is made through following Steps 521 to S23.
[0025] First, when a 1l-byte wvalue .subsequent to CLA is
OxA4 (S21), the received command is authorized as a SELECT
command, and the processing advances to Step S3. When 2-byte
values subsequent to CLA are OxFF and 0xA4 (S22), the
received command is authorized as a SELECT command, and the
processing advances to Step S$3. When judged negative in both
Steps 521 and S22, the received command is not a SELECT
command, and the processing advances to Step S4.

[0026] The processing advances from Step S3 to Step S5
when a target to be selected by the SELECT command is a DF
and advances to Step S4 in cases otherwise. In Step 54,
predetermined processing corresponding to the received
command 1s executed. A processing result is outpﬁt to the
external apparatus, and the processing returns to Step Sl.to

stand by for command reception.

- [0027] On the other hand, in Step S5, the IC card 1

confirms the next 1-byte value of the CLA area. The
processing advances to Step S6 when the value is OxFF and
advances to Step S9 when the value is 0xA4.

10

1



0 or

1 Dat a(optional) Lc Le(optional) 0 or 1 [0016] Specifically,
the structure of the new SELECT command, a fixed value OxFF is inserted

in

bet ween the CLA area and INS area of the related art as shown in Table 3.

5[ 0017] Subsequently, the transaction-state DF Iist will be described.
[0018] The I C card 1 holds, as a |list, an original path of a DF in the
transaction state and a path on the conmt buffer to be described |ater

in

the RAM 14. A structural exanple of 10 the list is shown in Fig. 2. Wen

the |1 C cafdo2s] actinvatethp the, | t15¢ (2cbytves) skseenptymmand pkeges af
information on a DF for which a transaction start
recei ved $BPLEQT nabmmatid pesgidedfiDicils byheddimritgi nathat by fssPhg pat h

Il ength of DF on commit buffer (1 byte), and path

10

15

20

25

advances to Step S7 when a DF as a selection target of the
command is 1included in the transaction-state DF list and
advances to Step S8 in cases otherwise.

[0029] In Step 87, a transaction with respect to the
target DF is committed, and fhe processing advances to Step
S11. The commit of Step S7 is reaiized_by the following
series of processing. |

[0030] First, original paths of all files managéd under
the target DF and paths on the commit buffer are added to the
being-committed file list (S7l). Then, for one file in the
being—comﬁitted file list, an original content is overwritten
by a content on the commit_buffer (S72) . The overwritten
file is deleted from the being-committed file list (S73).
Then, the overwrite processing (872) and deletion processing
(S73) are repeated until the being-committed file 1list
becomes empty (S74) . Finallyn the target DF on the commit
buffer and an EF (Elementary File: basic file) are deleted
(575), and the target DF is deleted from the. transactién—
state DF list (S76)..

[0031] In Step S8, a transaction with respect to the

target DF is started, and the processing advances to Step S11.

The transaction start in Step S8 1is ‘realized by first
copying the target DF and all files managed under the target

DF to the commit buffer (S81) and adding the targét'DF to the

11

i nstructi on has been



15 of DF on commt buffer) are sequentially added to the list. Further,
when commt is actually conpleted upon receiving a commt instruction, a DF
for which a transaction cancel instruction has been received is deleted
fromthe list. [0019]Here, the IC card 1 has the conmt buffer in the NVM
15. The DF for which the transaction start instruction has been received is
copied to the commt buffer together 5 with all the files nmanaged under
the DF. Mbreover, when receiving a commt instruction, a content of a file
on t he commardsdutfifoer-sthhat fike atisan (@Bizgi.nal path, is overwitten, and the
file on the commt buffer is deleted. [0020] On the other hand, in

prepar ati po03f] a panestepOsdj sgonneckiiard BaLErRycbensatsed mkisheca file on
the conmt buffer is witten in an original file upon reception of a commt
i nst ruct i ommarke dfC wer delaheldara. befing- soswaddied; fddvankiest t62sbypes) in
the NVM 15. A structure of the file list is shown in Fig. 3.

15[ 0021] Spexi fvheal la/, DFhead Cacaseldetirdd esargeghtotbefaee @@ciHd ngscommi t,
addresses (Il ogical paths) for accessing all files managed under the commt
target OFrdluckel N\MMM tbeasraneannidnfstecd i st (fiishke fat habengids (dobyte),
file path, file path length on commt buffer (1 byte), and file path on 20
comm t buftfegr Slandnseguentodidywidel.etes data in the area every tinme conmmt
of afile is conpleted. The IC card 1 confirnms, when activated, whether
there is FAd38]i nf orrmatdtep beihg eommidted;tiand exesutrespeesmitdo based on .
data remaining in the commt buffer when there is file information.

25[ 0022] Addgew dff processtaigpdf 4rde proppsede esbogi aevdinddmatts sseasri ed out
in the structure described above will be described with reference to the
f1 owchar tSldhownTha Eirgnsdctf6023)akicest ,is nr8aepz&l, biyhedd etdargd thet ands by
for reception of C-APDU TLV. After reception, the processing advances to
StEp S2. t3r@e24]|0mMm Shdp t32, C£ohds r pat itdre | somade onfdbet heyioihe 4ecei ved
command is a SELECT command. Specifically, the confirmation is made through
fol | ow ngeSe¢psgSZhet ot 82B:t [ DD2FBmr sthe whesn sadr-ilyt-e twakuersubseguent to -
CLA is OxA4 (S21), the received command is authorized as a SELECT 10
command, @Ad2the processi ng advances to Step S3. Wen 2-byte val ues
subsequent to CLA are OxFF and OxA4 (S22), the received command is

aut hori zd@034]la SEEEGIl commamdstapdStihe phecessigeg ddvahcesetectSiep S3.
When judged negative in both Steps S21 and S22, the received conmand is not
a SELECT thscoamaht, 1 angdittthe ,prode$8e ngradvsesices teduBheptS4sStep S1.

15 [0035] According to the structure of this embodiment that
executes the processing operation described above, the
transaction start instruction, commit instruction, and
transaction cancel instruction éan be received simultaneous
with the command, and thus atomic trénsaction processing in

20 DF units becomes possible.

[0036] While certain embodiments have been described,
these embodiments have been presented by way of example only,
. and are not intended to limit the scope of the inventions.
Indeed, the novel methods and systems described herein may be

25 embodied in a variety of the other forms; furthermore,

various omissions, substitutions and changes in the form the

12



[ 0026] The processing advances from Step S3 to Step S5 when a target to be
sel ected by the SELECT command is a DF and advances to Step $4 in cases
otherwise. In Step S4, predeterm ned processing corresponding to the
received 20 command is executed. A processing result is output to the
external apparatus, and the processing returns to Step Si to stand by for
command reception. [0027] On the other hand, in Step S5, the ICcard 1
confirnms the next 1-byte value of the CLA area. The 25processi ng advances to
Step S6 wherhddwe wadueyissexFlacand ibddanceseiro HBhep 39 mbes thenwvakue is
OxA4. 10 [0028]In Step S6, the received SELECT command is a new SELECT
comrand piapogeichd rfrohi shenodi ment .tHEhe ipreoaesskNg By aneespao ydhep S7
when a DF as a selection target of the command is included in the

t ransact i oreistsataedDEhki 8t eqnidr Badanees tiatShepd SBo i dbweases: cot herwsse.
[0029]In Step S7, a transaction with respect to the target DF is commtted,
and t he processifigaadvances #olSt €pldl ithhe ebamsdomd BleppStikSoreal i zed
by the followi ng series of processing. 10[0030]First, original paths of al
fil®s mandgednvederothe target DF and paths on the commit buffer are added
to the being-conmmtted file list (S71). Then, for one file in the -
“being-conmitted file list, an original content is overwitten by a content
on the commt buffer (S72). The overwitten 15 file is deleted fromthe
bei ng-commtted file list (S73). Then, the overwite processing (S72) and
del etion processing (S73) are repeated until the being-commtted file |ist
beconmes enpty (S74). Finally, the target DF on the commt buffer and an EF
(Elementary File: basic file) are deleted 20(S75), and the target DF is
deleted fromthe transaction- state DF list (S76). [0031]In Step S8, a
transaction with respect to the target DF is started, and the processing
advances to Step S11. The transaction start in Step S8 is realized
by first 25copying the target DF and all files nmanaged under the target

13



DF to the commit buffer (S81) and adding the target DF to the
transaction-state file list (S82). [0032]In Step S9, the received SELECT
command is a SELECT command of the related art. The processi ng advances to
.Step S10 when a DF as a selection target of the conmmand is 5included in the
transaction-state DF |ist and advances to Step SI|I in cases otherw se.
[0033]In Step S10, a transaction.with respect to the target DF is cancel ed,
-and the processing advances to Step S11. The transaction cancel is realized
by deleting the 10 target DFwmam 1heHdAlMED as:the conmit buffer (S101) and
deleting the target DF fromthe transaction-state DF |ist (S102).

[0034] Final ly,-4In 8hepcStardf heodmrigaindd is sel ected, the result is
output, and the processing returns to Step Si. 15 [0035] According to the
structure of thicorenbhadaoeot dhiat ©xacuiesist RadprecesE: N roRAaALii R

descri bed above, the transaction start instruction, commt instruction, and
transacti oo/ tanceln ierstrusl i appaaatdse recei ved -si nul taneous with the
command, and thus atom c transaction processing in 20DF units becones

posSi bl e. [ 0036] Wi tagyecearttia nclrenbosht send sa haveebeen wesciridachattibase

enbodi nrents have been presented by way of exanple only, and are not

intended amdlimt the scope of the inventions. |Indeed, the novel nethods
and systens described herein may be 25enbodied in a variety of the other
forns; furtherarorentvarlieus thatssirmspratlast Ahdit icasuand changesaha the
formthe nethods and systens described herein nmay be nade w thout
depart i ngifstomdthenspfiémoftide dxveentilonappd hetacconpanyidegtebaies and
their equivalents are intended to cover such forns or nodifications as
woul d f aljudgitnlgi, n whiee scopsmand sipat i inofribite donvwenticang. dedicated
10 file is input from the external apparatus via the
communication unit, whether a certain fixed value is inserted
at a predetermined position of the comﬁéﬁd,fstarting, when
judged that the certain fixed value is inserted in a non-
transaction state, transaction processing after accepting the
15 - command as a transaction start instruction simultaneous with
the selection of the dedicated file, accepting, when Jjudged
that the certain fixed wvalue 1is inserted during the
transaction processing, the command as a commit instruction,
and collectively reflecting an operation performed during the

20 transaction processing on all files managed under the

dedicated file as a target.

--2. The IC card according to claim i,

wherein the storage unit includes a commit buffer
25 constituted of a nonvolatile memory, and

wherein the controller copies a content of all the files

14



VWHAT | S CLAIMED IS: --1. An IC card, conprising: a conmuni cation unit
that sends and receives information to/froman external apparatus; 5a
storage unit that stores a file of the information; and a controller
that interprets and executes a comand instruction fromthe external
apparatus, the controller judging, when.-a command that instructs to sel ect
a dedicated 10 file is input fromthe external apparatus via the

‘conmuni cation unit, whether a certain fixed value is inserted at a

pr edet er nmarethepbsirtdean wfe tded conmeand;i s ardi nge wbhenipudgedet hapbohhe
certain fixed value is inserted in a non-transaction state, transaction
processi ngeafitvemagacidept tngnédecickb sommandnasractfamsaahtionrestacts,
instruction sinultaneous with the selection of the dedicated file,

accepti ngyparthemepatigedy t tde t bencer t anstiuxedoral ue kcéntasertesd duei ng the
transacti on processing, the conmand as a conmt instruction, and

col | ecti vedmymirtefoluéc ik ngn ain opeircitniadn aperf.or med during the 20t ransacti on
processing on all files nmanaged under the dedicated file as a target. --2.
The51 C card according to claim1l,: wherein the storage unit
includes a commt buffer 25constituted of a nonvolatile nenory, and wherein
t he control | er-Geplfes &C comtercaoirdahh theciaims2,14 managed under the
dedicated file to the commt buffer upon receiving the transaction start

i nstruction, ahéreehl ebésconponl ¥eacdiolidyy tupencomuetiviingt thet temmi@a cont ent
of the commt buffer on an original area. 5 --3. The I C card according to
claim 2, instrucwhenei B tlHstcort roller helds, couponttreeteiwi tige t bemeomm t
instruction, a list of files being commtted in the commt buffer in

pr epar at ilrffefr drnpouepadiaséonnedt iorpdvert dihycdrenckiciaums echarhinay abdile in
the commt buffer is being witten to an original file. --4. An IC card
colrol metused Whvilagaafcbemimi tet i omrls Unififetrhdt dends andtteceioes
information to/froman external apparatus, a storage unit that stores a
file of tdreoraponahtibleand a controller that interprets and executes a
command instruction fromthe external apparatus, conprising: judging, when
a command that instructs to select a : :

--4. An IC card coﬁtrol method having a communication
15 unit that sends and receives infofmation to/frbm an external
apparatus, a storage unit that étorés a file of the
information and.a controller fﬁat interprets and executes a
command instruction frém the external apparatus; comprising:
judging, when a command that instructs to select a
20 dedicated file is input from the external apparatus via the
communication unit, whether a certain fixed value is insérted
at a predetermined position of the command;
starting, when.judged that the certain fixed value is
inserted in a non—transacfion state, transaction processing
25 aftef éccepting the command as a transaction start

instruction simultaneous with the selection of the dedicated

15



20 dedicated file is input fromthe external apparatus via the

comuni cation unit, "whether a certain fixed value is inserted at a
predet erm ned position of the command, starting, when judged that the.
certain fixed value is inserted in a non-transaction state, transaction
processi ng 25after accepting the command as a transaction start instruction
simul taneous with the selection of the dedicated file; accepting,
‘when judged that the certain fixed value is inserted during the transaction
processi nflild;he conmand as a conmt instruction; and 5collectively
reflecting an operation perforned during the transaction processing on al
files managed datme@erinbe dedncatadefli kRaaSs tact @akge€hin- fAxedNeamet hod
accordi ngtocl ai m4, further 10conpri sing: ' copying a content of

al | the fidestmnagedngndee thendect cat eskddd i, a cheMrohmbHES 85 Hpon
receiving the transaction start instruction wherein the storage unit

i ncl udes ddmenicommist: rhutfiern; constituted of a nonvolatile 15nenory; and
reflecting, upon receiving the conmt instruction, a content of the conmt
buf$er on an awilgienalivalga.reti6ctThe ret hoseaecisi pat ostmidrbafiur hher
20conpri sing: hol di ng, upon receiving the conmt instruction, a |ist
of files thei ngrewmrtied proddrsicegmint bufif arilies prapajeat i ool anpower

di sconnection that may be caused while a file in the commt buffer is being
witten tdedrasedgithab &l €. tdyet.

~--5. The method according to claim 4, fufther
10. comprisiﬁg: |
| copying a content of all the files managed under
the dedicated file to a commit buffer upon receiving the
transaction start instruction wherein the storage unit
includes. the commit buffef constituted of a nonvolatile
15 ‘memory; and
reflecting, upon receiving the commit instruction, a

content of the commit buffer on an original area.

--6. The method according to claim 5, further
20 comprising:
holding, upon receiving the commit instruction, a list
of files being committed in the commit buffer in preparation
of a power disconnection that may be caused while a file in
the commit buffer is being written to an original file..

25
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