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SYSTEM5 AND METHODS FOR MANAG NG QUT- OF- BAND DEVI CE
CONNECTI ON BACKGROUND OF THE | NVENTI ON *159159* 1.

Field of the Invention 5 [0011 This invention rel ates
generally to wireless networks, and nore particularly

t SYSEEMS ANDMETHODSTRORMNA GINGMOUAN-€d5BAND DEVICE

At 0021 A5 1 he val ue SOVECTIPR 170 tation
T

continues to increase, individuals and business
seek additional ways to process and store |nforrr§mmm
One option avaBABKGROUNIDOFEHE INVENTEONati on 459,500
handl i ng systens. An information handling system
general ly processes, conpiles, stores, and/or
comyuni Cc@le$of tAE BavERtib@N or data for business,
personal , or other purposes thereby allow ng users to
[00c1zhk§ hesdmnmtaglerecbates genarallyu¢o ofirel¢se netwidrks.nand orpre particularly to
B i R Y
appl ications, | nf ormation handling systens may al so
vary 15 regardi ng what information is handl ed, how the
i nf @r mat D&snrimioh@ﬁdiedthlathdJWmuch information is
st or ni.cat ed,. and hqw qui ckl

oces [ .
W‘&id"*@ff velpe 1 3p H%e cﬁfn‘l“ THRREPB rCRHHUSSe t°pr18"crg%s§edn‘¥““duals and
buﬁﬁ&rsfsdseelﬁjﬁdcﬁﬁm Wal gk(ﬁpmcé@gemu%fdr@idf&%doa | e phia9Hilable to

i ng systens a i nformati on handling
usesy sis eimformatioe lgmdbmglsysienmoanrg unfe)dnatmn dandlpregisfstem generally
? I C usm}dzuch as financi transact,j on b
pmﬁF%?E%s‘é‘?'ﬂﬁ esaus e e e FURMUGHECS 218 %rmaél?ar?fs daig,fo business,
peiSbi] 28CothY pith &R th&GEFHINbWGiRE I RES - to ltikestliahia@8 of the value of the
i nf or mati on handl i ng systens may include a variety of
infprmatigar Besausesiochnatagy andnipmatien hepdlinggipegeand requirements vary
betﬁ%?% Irc?ia gt hger? g C@?lcatf&gg%ﬂgﬂég}&mﬂhg as#gtﬁ{nesrmay also vary
regaiifi® nBhat dafoatmatlm dgchanyiisticivw drdinfeinvrioki mghsnd%édenfmw much
. t10031 In electronic networking environnents
infermatioriginiereaifd: plaresh oF sAMMBIEBInARS ROW giEkly. andeafGciently the
: n 0 ra i
infpndTRA Y B ppReBR Eok? Br SomBRAANE' ATf. S HRLif Ftormation
hamdimglsgstgms allew desintoretation hamiimgcsmstems ity b¢ germirallomewnfigured for a
evi.ces an net wo

ook 07 Seecifis, e ih s et R Bad i G e Ssreservations,

enteRARE -dafdh §toFHg@| of QHal ARnHMunitatidhe s Sint £ddiieH, GafRmatisle handling
as wireless wde area
systems may include a variety of hardware and software components that may be

configured to process, store, and communicate information and may include one or more

computer systems, data storage systems, and networking systems.

[003] In electronic networking environments, a challenging and persistent problem for
end-users is managing the connection of peripherals and devices to the network. For
wireless networks, one of the key challenges is association and connectivity of known and
trusted peripheral devices and other networked information handling systems into a secure
network model. The proliferation of wireless technologies such as wireless wide area

networks (WWANSs), wireless local area networks (WLANSs) and wireless personal area
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networ ks (WAMNs), wireless |ocal area networks (WANSs)

and wirel ess personal area 1 |I1~NN NA~pa *C, 00002*

net wor ks (WPANs) that enabl e peripheral devices into a

network (be it local, ad-hoc or infrastructure)
netiorlsSEWRANZ) ehat teyiable pefiphieralodevis dntof a uatevork (be it local, ad-hoc or

confi guration, managenent ang security. Current

infigsirugtiiees dRYEWERTRPIRYTY BLISHSE & ﬁa%r&frwscqnﬁi@mhaaamanagement and
P

seéﬂh cf of ré?lg\r“gg(??sgt gér?{/vb} &%Pgolgng é?xgg?‘%st I?n??}ﬁd&e@ Nirfless device

proftlesi fetd. eWindosvsaaedd Windd, and bthet popricany softivare comfiguration utilities)

ond B0k R oD e (5L ROy € 2e BERAADIy onpl oyed

in applications that vary frominventory nmanagenent

and traffic telematics (e.g., traffic toll tags) to
0033 C Radioy ft g @fenfifihtidat RBIB) tehdoloEPPisYy cei@itly employed in
[ (rﬁ‘gnagenente@g?g?ews SUI\/I\/AR\(( OF THE I NVENTI ON 10 [ 005 Y
applicatipussthet Wary drom anentoys meanggement mad Hesdc falematips{gigndraffic toll

tagag%nsgeéﬁsrkto ITD% aI%dig%{ ﬂag{] anﬁ] gﬂgﬂ* Elgairg ﬁ}%@%&%ﬁ %ﬂ?&w rk

conmuni cat i ons, such as rad| o frequency identification
(RFID) communi cations or other suitable comunication

medi um Usi ng t hSUMMARY €F THE ENKENTIOMNt hods,
out - of -band 15 comuni cati ons may be advant ageously

| gyed to nmana ate activat e, n .
TP s cheEn a8 Sabid aid Fsfiads forieparg (sorgion of hfomation
haitiin }§0f5|§st91%¥' G€ SnetWoHN AeRtes Ofc BANHirelks &leBisrkd Qiéirfge out-of-band

profi | & managenent, the disclosed systens and net hods

comaymb@tloms;rpu@neﬂqtaédn freqysnoy idpatificatinnj (étFyD@fcommumcatlons or other

suﬁzﬂ)ﬁe ﬁ%@%%ﬁgha&%h{églunbu m?tﬁ% Iq %gegci VA e's o nd.I ) éh%g n(glt-of-band
coRMBANAIBAY maf e %O%ﬂtéi@eb)dslp@ﬁﬁﬂoﬁ@ tauhdiRge I(élglt Icwateaﬁﬁhvate etc.)
securl ty for wireless networks. For exanp in
an mh@nafr yflrel@ﬁ%éwwmﬁiqn@fmep@&weﬁ‘y%*émlcaﬁ dUsmg out-of-band
0 qdef S
wi éusg i & ?p@@er g{&hg%%%n%e tl\%orcfk&? S c(ie Vsle)lgtggfs %H@V‘ﬂeth%ﬁg may be
1mplembh&ds td.ANo(/MEAN) vz&mty r efh roatbf-bargi devies mahagment capabilities

inqlitire 5% npEREe dn SRt EIRS pES TTRESTS APy egyimity based

aufh¥RG@Bn i SRUBAA ForMRirdhQs | REWEABNt ¢Qr idXaMPR, in one exemplary
enbodi nent to

embodiment the disclosed systems and methods may be employed to define a set of known

C

and trusted peripherals and networked devices in a wireless LAN (WLAN) environment,
such as a home, small office/home office (SOHO), or small-medium business (SMB)

environment.

[006] The disclosed systems and methods may be implemented in one embodiment to
provide a dual layer security for a wireless networking environment. For example, a
wireless network may be configured with one security layer that includes a proximity-
based out-of-band identification communication mechanism in combination with another
security layer that includes a traditional in-band wireless security mechanism, e.g,

traditional Wi-Fi Protected Access (WPA) mechanism, Wired Equivalent Privacy (WEP)
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provide a dual |ayer security for a wireless

net wor ki ng environnent. For exanple, a wreless

network may be configured with one security |ayer that

includes a proximty- based out-of-band identification
meChanisin, 802t i 10 baged sbeurity mechamianidsnaln ome exehtplap etrihediment MAC

security layer that incl ugies a trad ti.onal | n- ba

addipsses o318y sk HSeE yasretiasi dRYice gﬁienﬂ SRSUIOR AURTTAAR idenifier or

Qe GhE GuSie ik OaRinaRcatlid &dd hicle for th
ldeylﬁ%g)ﬁ td Pr?ggﬁpﬁﬂgé 2 rr%c anl sm 8%)2 1§£| aggsvgdlce or the

seaiee delivieyy thic igniificatioatioformationeoupkeehnwiththe asbuatedmrechanism for
MAC, addresses sed as uni que device

intpRggiion PECRTEER LANSEANS on (1 dent i T er or
identification tag), and out-of-band identification

conmmuni cati on used as a vehicle for the secure

(007! Y 8h efnBbdimedEHt the idesdldsedsysRingy ARl heho&: PrdxeMityibiaked out-of-
t he associated nechanismfor 5 integration into

bayg mén@fwtlgnmmpmnscatlpmay be pevédednfs ¢xareple, wiing ghort range radio
fregﬁe%ggf gﬂﬁté n%ngr gﬁltep%qﬁ%blprsﬂéhr@ah% haR&HisS dlldfa BAkdia.  For
provi ded,

on communit Ca

exdrple X pm&hrﬁnty-lbsseﬂgnﬁ-bﬁb‘and ﬁllegtﬁ?ﬁcraadn@omflmﬁﬁme'ﬂﬁyne(c%)ism may be
transm ssi ons or other suitable sh

implegiented daionp embadimentyping RiiPqtag angrré?ﬂ%;? B}%Stll;;s %@ave relatively
lovggtpggrrerl ﬁ‘p ene%fg%ﬁé.' cag i gn Cg;ggyi%l&ﬁﬁdsgﬁl ification

I'n one e sing Dta an
comﬁﬂﬁl&ratinmdnétheddlhggt dwv@er'eﬁ;ﬂémmﬁb@ tol aﬂdrqmsmmooﬁng concerns by

en}p %{gr g‘:‘tg%fttfaﬂ trae r OXIP?&{" c%?e edﬁgﬂ% it g/tl]%go (gt transmit unless

théy"BJeenHBtBE SflotithiGASH EBMPRAKINARY RPRVEBARS r&)éwefsrareb,@w(@g RFID
out - of -band transm ssion devices (e.g., RFID tags)

readaslt Sdouritymayrenfunther enbheced bytriee ytosing vital infrsmptien (eng.t §SID and
of a, cCo a t - of - ba d receiver device (e.g.,
%“%% u} {Cé%'&cﬂ Ongmmﬁlﬁa P Ner enhanced by

not storing vital |nforrrat|on (e.g., SSID and
security keys) on the out-of-band comruni cati on

[O(E]Sihlﬁ) nﬁﬁreé ex¢ripldy lembodieneax.e RFIRr ynodules dberinmegratell d information

ul es e| tegratedlnlnfor tio hand

inerssiem platk g argingnfiont %@&r{)ﬁé@mﬂwfeé% @Jahﬁgpr!}@s LAN Access
%ﬁ&lrd%‘ﬁﬁéﬁ Iﬁ) ‘ﬁhmngaﬁﬁ REPD S RAS mﬁynbé Binployed Qér@iss :B&/ﬁd% variety

dul es may be enployéd across a wide variéty 20
of unfounNmn bandlimgdplaviernp Isizes @nmtquseéu‘aﬁdthsytpeeéatd@é' iqu cost and

rel&tlﬁeltwr] 8 ?stézlev %{rﬁegggrte m’l]ﬁgystgr gkl?%t}i l\é{;‘l %lp OS/?(?) I; éro $de wireless

deWcé EpfsiHe @eMbEdndit Oférle@idmnagenmioh (efd )?afuhﬁrile proximity based
activation etc.), unique proximty based

authgntication cadi ssurtydmselapisnsy f %M%n@dﬁﬁr toppmvide the ability to

peftBith 8lt-S£ bR ALV LE st rnElabdrhéni! ©

[009] One or more features may be implemented, alone or in combination, using the
disclosed systems and methods as needed or desired to fit the characteristics of a given
application. These features include, but are not limited to, use of out-of-band (e.g., RFID)
labels that are passive and that may be actively scanned, use of individual RFID enabled
devices that are each unique and identifiable, use of out-of-band (e.g, RFID)
communication to provide trusted (known) device ID association, and asset tracking of
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per f orm out - of - band devi ce status managenent. 25 [0091

One or nore features may be inplenented, alone or in

conmbi nation, using the disclosed systens and net hods

as needed or desired to fit the characteristics of a
net@ovie deviegyplin/oat 6OMetwdtid s eAddiadnal dsatiras hrlj:diﬁje butt ararmt limited to,
~not linmte use of out-of-band (e.
impIABEREIPh &l “awéeswggﬁcvéta&ﬁdmwnmycwg gy iu%wut -of-band (e.g,
Rﬁﬁ?%ﬁgﬁuﬂéﬁloﬁg %%gﬁg%f % RRBRb&EN e CQRub hﬁlﬁnagement

are each unique an entif use of out-of-band
caffabilgies iREludy, BOt @memmoniloeitddoto,t demmwomﬁguramm aganagement (e.g.,

own evi.ce | D.association, and.asset trackin
ARG GG TS AP B G RS 3 Ratfer PUsafs Toviion conirol,
Int{eﬁn%?tm&/l'ewl UQ@ db¥ite %Eﬁil@%nﬁgﬁﬂaﬁ&g mdhagement (e. g creation and

ntation of wreless devi e status mranagenent
managauint iof ysagmmgﬁleuby phiring ot greupgng variRFisBgcondary wireless devices;

conmuni cat i ons es of t - of ~-band devi ce
actG P Bediiiaitan oo R gt proTiBS! MR TGRID be §F g policies fo
addih@dbREng YUeviREY it& Sre@IRE, BN akiithBntitANSA SBNAssb@ation of secondary
managenent of unique attri butes and parameters of a

wirgless cdeviass,c ombinaaonss obnsuebneapebilities seellpas any other form of
maglxge%%nlt %X?Ab(lht?'t r%la)u‘ve qg Vthg %tamsocf)f l)ﬁe &P Qlfxdrg LHe@f[ceQ Nvithin a wireless
nmanagenen e’g., creation and nahagenent of usage

netodkihf esvilyhngedt.r i ng or groupi ng various secondary
W rel ess devices; activation/deactivation of certain
usage profiles; inplenmenting one or nore policies for

oflf ks extion O aviass sbas Rstsopt discSdlates methods and systems,
unmf &leSRe ﬁf‘ﬁafaﬁx&ter?oiﬁ@' A3k HaPfbes H&Bld&@@agﬁd/bxt k@hoftSmay be

as any ot ormof management capability
pravidedtfov egacy hdrdwateavitioud buterieband (prgr, KRIIBY K@bsolmgy kd.g, wmcluding

l ess networ envi r.onpent 0010
the Pé@‘t"( 8 FFAGapt dgg‘é‘ osd)eﬁ‘é‘ntpm%ng fﬁ ‘%“' VEET otg%td do not support
md&ﬁirhﬁﬂSSfo@ Bdt- 6ﬂ5etxﬁma>mmum¢amuﬁs daditiot of Rgaey Bmwlreao &légillar usage
f eat ur es rme{ be enpl O%qr and/ or support may be

prfHesy ithfeertivation @53’69‘% dwarceinked o e Wﬁféﬁn ﬁ%fmﬂ)ther out-of-band
en{b‘fe@dewé fnq)n éfﬂgyetgs ?urt réJ o Cfgﬁaﬁpddt?lghyatlon may
e angd at

e spec evi ces
be digrowidtd sfop pmnbd mrelbsm IdBVlBeSf @uppmmﬂngfS()bamaVb/g/n Bluetooth UWB,
ni cat i o addl tion of I ega

L RS I S RN E TR .

1nft)hﬁ‘zhﬁ)‘ij1 R @ﬁ%u@q{e't\)éﬁlk' Merfce@MPtNSI R:Uf)ro@iflé b@adibility to manage
enabl ed device in the sane profile, "etc.

cofectitresrtnyreous iEtwerk interfacesiusingrafdogumert usan m’mﬁacgoetbé
provided for varied wreless devices supporting 802. 11
a/b/g/n Bl uetooth, UWB, Cellular, Zi gbhee, WMAX etc.

[Odﬁ OCI g:[\tggesal?ﬁa{t fn%yt Be %hﬁeﬂ' MG *b‘%”h{ C&Hb%htf%ﬂd using various

embodiments of the disclosed systems and methods include, but are not limited to,
enhanced ease of use (EoU) provided by wireless device profiles, enhanced security
provided through proximity based authentication, and easier network troubleshooting due

to out-of-band device status management.

[0012] In one respect, disclosed herein is a method of managing in-band connection of
information handling systems configured as wireless devices, the method including at least
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information for various network interfaces in a single
profile; the ability to manage connections to various
network interfaces using a conmon user interface,
etc.). [0011] Advantages that may be realized, alone
on®b6f: i WsigOemiofdahd Wireltss bemumhicaticn toZﬁam@eodibaNIWemﬁs connection
the di scl osed systens and net hods i ncl ude, re not
of therivirglass devicen basrdedt leas an part @§é>n(esaworﬁr%w a&f? e profiles; or
usifik 'o -Sﬁﬁaxﬁe%ir&%%soé th %atl ﬁ)q}nSC?EQ/WCI o\c/]\ﬁéﬁ’lraﬁ}fh %?ﬁilagement;
roug roxi m ase catlon st er
or nsmg,omht-d:ﬂfbandbl \eséiesst ccngmdnreatmro t@ lmrfofm brmvobedpmiﬁdne configuration

stat us managenept. .[0012] .I n one respect, disclosed
MARAGEIRGHL; L aﬁgﬁ%‘flﬁ’&&tlé?gﬁﬁe}‘?ggi ng i n-band connection of

30 information handling systens configured as wrel ess

devi ces, the nethod including at | east 4 one of.
[0013] 9 aﬁéﬁlepfesbaﬂddiétlb%deﬁéreﬁlomrih@cﬁéd @ff héhaghigaicband wireless

i n-band wirel ess connection of the w rel ess devices
cotngsiéen af infermationnhandling eysteme confighsed apiwitalass slewises, dbe method

1nc§)%€rfbée hlgg Iﬁl(ﬁg\}“ @gexgcgn#feaﬁ caat?%ﬂ gRWIf)ﬁ agr?%%lﬁl?lpcw 't& %{lfhgﬂtlcate at

leaSt e I theaRileldbs deivRes fot Gidbbhid watleSycdn@ediidif or m devu ce
profile configuration 5 managenent; or any
conbi nati on thereof. [0013] I n anot her respect,

ose herein is nmet hod of .nmana i n-
(0§} 5 SR thel iR HOUFRCR Gt Rac P o RIS B8y Giagrgconnection
man2FHnh e s RErASInWi Rk AR sRFdrfBBen Bﬁﬁillﬂ%tﬁgﬁﬁn cbRfEgited Rouse RFID
ustng radio frequeRcy identification
comownieatiomtd oyanags mthalné nvlreiease:oanectlbe detonpee nadre tofther information

ess devi ess connection. 10
g5 ay e Sonstanesd PechBee WrdeiTeEiihere n i s a
W rel ess networking connection mnanagenent system
including a first information handling system
configured to use RFID comunication to manage

i n-band w reless_connect %n to m ot her
i nformati on —W Qﬁﬁ@%ﬁg—(ggcondary
w rel ess devices. 15 BRI EF DESCRI PTI ON OF THE DRAW NGS

[0015] Figure 1 is a sinplified block diagramof a '
[004iSt Eigss ln'est amimph@ecbmnckodimm Oﬁacwm@leﬁg nepvaskieg environment

e SOTeTe e gup Bty & G BRHERRE L RTHER oty am

of a proflle manager and two wireless 20 networking
envi ronnents according to one exenpl ary enbodi nent of
[0G1l6§ Fiiuse Rokedl simpifficdrBloakdliageihostsa profile manager and two wireless

networking environments according to one exemplary embodiment of the disclosed

systems and methods.

[0017] Figure 3 illustrates profile creation methodology according to one exemplary

embodiment of the disclosed systems and methods.

[0018] Figure 4 illustrates profile activation methodology according to one exemplary

embodiment of the disclosed systems and methods.



10

15

20

25

30

[0017] Figure 3 illustrates profile creation

nmet hodol ogy according to one exenplary enbodi nent of

the di scl osed systens and net hods. [0018] Figure 4

illustrates profile activation nethodol ogy accordi ng

to one eDESCRIBTIS GHTOHUSTRATIVE EMBODIMISNTS

systens and net hods. 5 DESCRI PTI ON OF | LLUSTRATI VE

EMBCDI MENTS [ 0019] Figure 1 is a block diagramof a
[00\3’)9(L?1 §e91 %e&ngﬁglkﬁﬁgraﬁpy | Sc%g@gg %%ﬁg%eggloyﬁh%ordlng to
ond‘re}tquﬂ&'yl embudiménttdfehel dsc]lose:bsys&nssyaxﬂemethadﬂjmnwhhh dbke disclosed

rra bel enent ed to, onnectlon with,
SyHaRR R TBHOTT Al o6 SREES dBnTAGRRS oMUt G igformation
haﬂ’&llﬁﬁ | s§§t§mg Q6hfigired Gs SecondblyN@bleSAH&/i&RGRR Muthenticate secondary
w r el éss devices and make i'n-band connections to the
wnslsem)dev;&ss sahdv\mpkwmfbm sonnetinos Ko n@e evanie) ondensholgy wireless
netélg)glpggggvi{m 'Eﬁjbo E)réd‘é en‘p & Jimber 8?C§elap aé'eérlgcé%ag? wireless devices
thath{a§! R Séhch@itvved lbyt'chﬁﬁer lo$ a%@él@és' eweR thatfie opBilatiAg ad @nformation
handl i ng system configured as a wireless profile
handling gesistenB Gonfiguredias ae\gla«rlelss piedile jmgnggery g%Qed In this regard, the
I ondar S evice
llll.*%ﬁgtgﬁ) rmyé{%él% o ﬁq'g%ol,rllﬁ?&r \gm%gsss %%\\; g rgfn%gu{] it %Q\sli thgt %nay be
endbiuhfetdd By ArbiilkUmatagehy SO (Wi{huh @Cp&inh@ﬂhr(lﬁlygwal h)@mﬁbn (e.g., home,
of fice, etc.). [0020] The disclosed systems and
offiggs #6ds may be | npl enented to manage connection 15
Wi th secondary wireless devices (e.g., authenticate
secondary wirel ess devices and make i n- band
[00‘29]" TRE diMbied Qy§té}ﬁs A0 GethA! mH?lbe B p R &Y ﬁﬂn?@é connection
profile manager 130 as it noves between networking
withrsecorsiane mirsleas ddwcefse(re@wt aythmngicatalse¢andanyi wirslegsedeyices and make
fice t ome, haone to. of
in-BRE S ies Wt Pt SRRy B3Rt B 5 dno Bl pppeet 130 as i
moR¥EhRWaEY n&WEdhgreiNiroNARnG fIdeffdrtd phasiegldocaids (@Y., moves from
move between a honme networking 20 _environnent 210 and
offies tehpmechanes (Rerfics g/conn thim Freatd, Fmyre Ashewy 3 Bloek diagram of one

oyl B ORISR G55 PR Thf

endrinneht 2¢0 amdaary officeehasvorkiny ienensomlxerrstZZﬂg Al illasteated, a set of

net wor Ki envi r onnent 002 In the embqodi.nent. .
secgdey gHFeIoss, deyj oFB PEsE lar%? s be W&%@%Fnllwegﬂ WoXis different
frohd the §$tr(§ts§<9)n§§ry%vlré?9§std@bik§s Y tgqﬁhb&@ nBRAkin o SHnSeRt 210.

In the formof "a not ebook conpu Secondary 25
w rel ess devices include wireless nonitor 102,

wi rel ess keyboard 104, w rel ess nouse 106,
[0021] In the embodiment of Figure 1, wireless profile manager 130 is illustrated as a

portable information handling system in the form of a notebook computer. Secondary
wireless devices include wireless monitor 102, wireless keyboard 104, wireless mouse 106,
wireless printer 108, wireless local area network access point 110, wireless file server 112,
wireless media center personal computer 114, wireless television 116, wireless personal
data assistant 118, wireless wide area network device 120, a neighbor’s wireless printer
122, and a neighbor’s wireless local area network access point 124. In one embodiment,
such secondary wireless devices represent wireless devices that may be encountered in a

single physical location, such as home.
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wireless printer 108, wireless |ocal area network
access point 110, wreless file server 112, wreless
nmedi a center personal conputer 114, wirel ess
television 116, w rel ess personal data assistant 118,
[0022] &4 eSprabiiee off e digloved kystems aad Irdthods, aaiephdiiingSenvironment
W reless printer 122, and a nefr%bor s wreless |ocal

may bedefweddby inhand sarelsss AV, WEAN B AR oY MeMY') cegmunication
ca %ﬁﬁ @ﬁ%qa}frgﬁl\é" r[gﬁla Sifs ARy 5&%§d2{r2 Wl?éé‘s@tde\’}fcé§ | €5 this regard, in-
es that may be Ih a

eV & ncount ere si ngl e physica
bahd edtelessn sysernh aad devre.cofmm@ii@ion| may fbe gnyawireless odmmunication

t.he di scl osed systepms and,net a networkin
meg iR e oIRGBl BERPRLIUIRPE b M CEN b STt (e,
netwgoﬁNcom M'\Qha&‘anﬁ&'ﬂb&ﬁwpﬂN fARBA hbdes) Qﬁﬂ/ﬁ@@antrol signals
profile rmnager/s and secondary w rel ess deV| ces. In

(e.g.hidatarentryr antrioh sighals drom nuluee skeypeardrercaritviesni & given secondary

.C ni.cation be any. | e i.cation
wife QR Ra h L e i et SR ify S ppfdia include, but
areRI A S, Wige| BRUMQFdpoHRh Ard Set@ork (WRLAMY Hedia TidppliBations such

data shared between W.AN net wor k nodes) and/or control

as éntgrmt broa@éargl acegst fe-2nWiMaxof2- bhd, sWiMax $02rl6en Mol 802.20),
wHRR9Bedla 8 B%m‘[%%%{‘ée ShEed %t%&eé%?@a’&l%ﬁc}’ acdlsd 4 85 GSMIGPRS,

evi ce an e mana es o

EDGE elve@mdl HSDRa\, UdﬁnaZb(lO I&EIBr IDOD |1kF'Vt19ﬁ) t WLAN media for
wirel ess netropolitan are netwo

applsptiprsasichngs B9bHe f@hea%etl%ﬂeﬁa@ﬁwmgaé@&aﬁmdé@e%@ 11b, 802.11g,
80%\3\}&% n\ggyﬁg@ or ap%ﬁqu Wadm;ﬁs‘s gu&h%ggpelrx%%@rig?gérogﬂ %rﬁecflt 8,
Blastowthd. | eBlgetootﬁSM BRSpoth FIHE, BlaeHOMA, 2.BIX0RAL5.3a UWB, 802.15.3a

0 1XxEV-DV), WL.AN nedia for
U\égg‘ﬁé‘ ng b%‘é §u‘6h as nobile Ethernet and networ ki ng

(e.g., 802.11 a, 802.11 b, 802.11 g, 802.11n), WPAN
medi a for applications such as peripheral cable

[0028p IR efRNexen BRaﬁ!y @mbodimeBt BEFipatd], Inetworkingedn@bAmént2100 is defined
Bl uetooth E Bl uet hooth 2.0, 802.15.3a UWB,

by gband . ware ng\gym@nssqu 1®v14:e) corgm@mcEim;prthtyhgetween profile
r ;

AP TRSE AL TS of LT o gmpl, vt LD

mcmytet @03 naybedmpalde of comminxating withagrafilel managbet 3@ e short range

profile 103 .and segondar irel es Vv
ultty yidedand ( %é‘?%ﬂécatkﬂﬁ Redvadadbamgs fogn 411%52&3§ may be
ca;%%lec %P%Bhﬁmﬂﬁcaﬁﬁgrwm fi18 Qnéﬁﬁatggr ARETVik © SRNRHBlukd&h wireless
la short range “ultra wde band (UWB) conmuni cati ons.
pratesdho aWil. AN 4ccess pomt 106, mediaR@atet T Hdg, Hle sereqyaldile ponter 108,
tel%ﬁ%}g}# gg?ﬁké\lﬁ r essg’Lel{leacceess %?%954 an?ﬂonelg}?bor s prgﬁlgr 122 may be
capable of communicating with profile manager 130 via 2.4 GHz 802.11 a/b/g protocol.
Wireless wide area network device 120 may be capable of communicating with profile
manager 130 via cellular (e.g., GSM, CDMA) or 2.4 GHz Bluetooth protocol. In one
exemplary embodiment, a profile manager 103 may be configured with integrated
interfaces to 802.11a/b/g/n, Bluetooth and GSM/GPRS networks. In a further exemplary

embodiment, a profile manage 103 may be further configured with integration of other

network interfaces such as UWB and 802.11n, etc.
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protocol. W.AN access point 110, nedia center PC 114,
file server 112, printer 108, television 116,
nei ghbor's WLAN access point 124 and nei ghbor's
printer 122 may be 25 capable of conmunicating with
(00249 fAsl shown) gk of #idGesonda. Wiréhels dORed lllwatrined inpFigurechois.provided
Wrel ess, wi de area network device 120 b abl e
withf a é"éﬁ?ﬁiWieé)&‘lt'loﬁ'QaW WGEF%FW@‘mﬁraH% g@pn%gﬁ()ofarglsmlttlng an out-of-
I
ba1‘fc¥e (k)xjtnlgz:eg% {gﬁﬁlg gﬂ% (Bﬁgﬁ)i(lg (\:P%ﬂnp aakc):}o ([;)3 nggﬁiteﬁ \gﬁﬁ Qq‘?)lﬂ'le%pondmg out-of:
bajtthlvagadxrss IlecGeivary 1 He tleannik i cgmﬁguiredll tohreiceitve gmi-toédband wireless signals

interfaces to 02 1 Bl uet qot h M GPRS .
trapgpifigd Ky epeh £ f‘EH‘T @P“i%&ﬁ‘ﬂ?sé a@@ﬂ@ﬁfﬁo% ut-of-band  wireless
traﬂgxﬂlwsew@nﬁg,e bd ORripBaride o U}?(érﬂﬁﬁexﬁ hirgipegd wsiséa%coupled or

I nt egr atlion of other net wor I nterfaces SUC .
othenalis8 @gsotiated, m@lqsc proXimiIp 49 aﬁgnsmnﬂxng@amd@fy wireless device, and

secondary wrel eV|c s il r.at Figyre 1 is .
in GG SrApBHSH FpyeDe WSRRERES e cBUEas iR docofieg Wirdis device
Sith{l&Ng M toRf-ofBandC aRRRsE @Eeﬁéra'[‘&mrhé}} bg fth f@kﬂrrl?for permanently

band 'wi rel ess si gnal, and profile nmanager

attmimda physically bouplasiomratgswisdianspcisted with alsarrespandiag @s@le manager
receiver s .confi gur ed t Sgiﬁg ve out

angj;in 87‘%5%*8?5}?8{1%‘5‘% B BT T WP g %é’f"fgf “Baéi‘ﬁ%“ device.

In Whik e85, bhREEHHNtt dviced 32 Y -ivterfien tithi thel @8&essing circuitry of
transmitters 152 may be tenporarlqiytﬁ ; per manent | y
8

cogespaptiag Secpmglgrycw?l?s%d@wpwdo@ut- P e mpsinigrface with
thd V\Prrog{: esg cgfgg?i (')m)it Yort %g&g!e %@Eﬁggﬂ%gﬁh various serial or

paiaﬂbb@tairﬁeffms whhfhddeyd mmiLtda; butaars acoldaed toMiSB,dXd, PCI Express

devi ce. S|n1larlé3 ut - Ofﬁgﬁg rnreless receiver
et%% ¥, BT (ReRRRR Y Pgndimelerihabig cpmpppnigatigp prgtocol.  In one
g{ﬁgﬁé}hﬂ; lﬁeﬁtpar?sﬂutoaf whheewts @5@&%9 Bk @B@ﬁ‘gd%d ta) 1ﬁterface with the

spondi ng profile manager, and in one enbodi nent
prcmysuhecmnmeg phit pdofde nembgetdSd, whiltiahthg qamftlm@omfd@ad devices

evi ce u f band deV|
15?rﬁr‘% Pf’fa‘c‘%“%“{"ﬁ’l f%@?%fa&s e‘%‘gl F%Sa’i“?r‘i}rcb‘% £ of Bieir bfresponding
Saﬁ@ﬂ&@aﬁgﬂ&gmgvﬁgpondary mnreless devi ces and

out - of - band devices 154 may interface with the

processing circuitry of correspondi ng host profile

rs rou rious serial or 15 parall el a
(o033 38 iepractem o e SO systems pd mgfpdRen put-a-baa fignal may be
%nal?gult el foEXRhARicatflLinfmafBY rQahfihg Bﬁ@@f in%ffe(“;%ﬁéractenstlcs

nal I ng handshakl ng/ comruni cati on pr ot ocol
(e.ex emplar identfiodiiore (1)) anfooustiafidbatrfterdesystem iamﬁgma}tldme system

D HOR oL A R R b i
chipiét; ﬁ’felﬂ@?ﬁ sizéleyvs. ﬁ@ﬁsec&&?arﬁﬁ@re[b@ﬁ d&Aaddsi t6 pesfile infanager 130, and that
e

interface with t processi ng C|rCU|tr3/ of their
is mot rie $ho rsding gcommunication band as the in-band wireless systems and device
communications transmitted between profile manager 130 and the secondary wireless

devices.

[0026] Examples of suitable out-of-band signal types for use with current WMAN,
WWAN, WLAN and WPAN in-band wireless communications include, but are not limited

to, radio frequency identification (RFID) communications, IR based communications or

8
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20 secondary w rel ess devices. [0025] In the practice
of the disclosed systens and net hods, an out - of - band
signal may be any signal/s suitable for conmunicating
i nformati on regardi ng one or nore characteristics
any et}@r,shomirqn@ talemubichi@t ipomnodoll Bpited for reliable delivery of relatively

i forrmtlo ntifier em confi t t .
Smé@ﬁ%ﬂ:i’f‘?f}ti gtd atﬁ?lef»sr{h sl%m%{?sﬁ F PRgERo 415\% F band signals
magﬁilé%fe&geﬁ 167 useSth&ldld of fe'%ﬁdeﬁfvﬁllort' ddnBhidiEfion rg&e relatlve to the in-

pset, nmenory size, f secondary w rel®ess
baitb wireless opergtingf dlblﬂﬂdﬁﬁ&bﬂg’eﬂl a&ﬁrelem @r¢ﬂ1atmanagerramtl a gorresponding
t he sane co ni catiqon hang as t i n-band wi rel ess
Scogp oS PRI U CBea bR R oReEHLe HOARCAICE Yt dlstas ghthe out-
of-BA:Rf dibSal TPORYEF thhd Qh@&ﬁéréﬂ]@c&ﬁ&%ﬂféﬁﬁ&n WislaBEESBthe in-band wireless
devi ces. [0026] Exanples of suitable out-of-band
syssémgh aindt gedee fcommumscatipnsd betweaeanthektiveless JgofipAmanygeanand the
and WPAN .i n- band w.rel ess .conmuni catiqns 1ngclud t
seipfarf SRl AGAE oo SEpFr e SO, phodiiiay, W disclosed
systéRd hld meMBUNnGRbe MMplenleiddasfi masinsfibaad sighs Halvmg an operable
any other short range comuni cation protocol suite
compunicatipm pnge detwegarspeasidaryederige sanpmidersand pyafleanannger receiver
e B BT TR e Ths W o BORREh PRl of greater than
or 6fual & abdul DY & dort incanttiviretess icomniumi@eiofi ®ewiden @ profile manager
the in- band wrel ess oBer ating distance between a
andsp peaopdary glewice PEeRifiag8P2-4M a corresponding 5
secondary w rel ess device, neaning that the operable
comuni cation di stance of the out- of-band signal is
[ooazh? 1§ @r fubthénetdithl R ) dEmERMIMNGEL atrbRAvA] $héf GRnShission range
in-band wreleSs systens and device
oub@ﬁabnmdu saglai ony bbemn@wntddeto wilewl ms@nptydfasqscbcm@tgm management
cendar 838 devi ce e
(e §niraaomdtS o5 Sy th Rt Eesiio UG IRE R iie manager
athH@ﬂSnde)ée@ﬁdWWﬂBEﬁH &QJ:M&SJ Agafing akdt- @ﬁexb&ﬁdn@'tigﬂ&bbtween a
havi ng an operable 10 communi cati on range betwe

praftie Aienagey and @ iseeondaryiipglessalevign i ﬁefrlts@llweWr&gwhentwated) when
the;_ﬁfbﬁ'levﬁlran%ée? 3hd'the s@&idﬁ&a\plraéss @é‘b?(! e 4@ 1ﬂbaoHB%e;ﬁrofxg‘§fty to each

npari son to“a range of greater t
otheq didtated battbeltop&.ﬁﬁng E!EBhSIflIBBlon rratgendf thier alteddband signal. It is also
CO ni cati on_bet wee FrOIIema

A Oplgol- RABARER e famgmttss mpY g Opﬁwg Wiy avariable out-of-

balfldJ Eltgﬁﬁrtraﬁﬁﬁ'f@ioﬂrﬂnﬁém%d' Mfow H%@erotfo c%stbﬁhi’é th\éedermlty required
short transm ssion range 15 out-of-b signal” may be

for qpphentiontnaahagemerit|as wegsted ar diesiredga i decnmnmntsmcf 13 given networking

agenment (e.g., managenent of security and
emé{ﬂ(f“r\’geﬁ?}gcatl on procedures) between a profile nmanager

[0028] Still referring to Figure 1, out-of-band wireless transmitters 152 may be configured
in one exemplary embodiment as RFID tags, and out-of-band wireless receiver 154 may be
configured as a RFID reader that is configured to communicate with the RFID tags
associated with the secondary wireless devices. In this regard, any combination of RFID
tags and complementary RFID reader devices may be employed that is suitable for
communicating information between secondary wireless devices and a profile manager to

implement one or more of the connection management features described herein.
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and one or nore secondary w reless devices, neaning
that a new connection between a profile nanager and a
secondary wireless device is only allowed (e.qg.,
aut henti cated) when the profile manager and the
Exsmples ddr spitable R BIEs tapededecsamelude passvo REIPragi dﬂ'vtoy:s t(e:g RFID
each 20 other dictated b the operating transm Ssi
dewawg@%aretwes%t B%0r it L5l Sarrey Enpaitigf by, 3 SoBEiRgRding RFID
redded! a8 AthveORFAINGASHERESS e %r RS tde@fce&"%atb%re internally and
configured with a varlable out - of - band si gnal
contirarssty poivored),ahheng sngerstood) thatt selectionuafdype of BHHD eystern may be

RO AT TN S D —

enVESHRIK hpica€dy i ronnent /s. 25 [00281 Still referring
to Figure 1, out-of-band wireless transmtters 152 may
be configured in one exenplary enbodi ment as RFI D
and out-of -band w rel ess receiver 154

t
[0(&&9%1%@:)@& oh suitabig-RBID sxdems fnede; émc"éﬁflmg\bméﬁg i, RFID tags and
COI%gcon gkﬁllﬂﬁr el?leltsrbgs@: &Pth'éqgé 1433% QGh&k8 galm&lﬁg Uh& rates of 106

w'rel'ess devi ces. hi's regar
kbps)nﬁim@d RBID ofstdrhd &low agplemedtanomﬂlemrﬁgﬂd)ammlﬁﬁdﬁyptlon capability

and oA Y 'm%gl%irw%hﬂ%&twsﬁjmo i srcucis Snbly gﬁxt oA Fositable are

Rﬁﬁ%&&@ﬁxs @ﬁ;ﬂpalmé Rithlife T3 smdaﬂdrrahm@tda&nﬁte@ lof 26.46 kbps).
nor & of e connection managenent features described

In Hawrepen . the IEJMaésrsoaresnggulatgﬂeb)RkindjﬁT&g Wev2QBestandard. Specific

et B RBRler BAlIR,oish, EF Pyt B ap Mgya B RAD ags and

combRARRtary RFTDYreaders QvARHNO RS Tekds! Mstriu@aste (), Apblied Wireless
active RFID tag devices (e.g., RFID devices t hat are

Idgntifieatinal 1()VEIRY, BAMISYR uberiinglogisse Soliymat, t SheMigroelectronics, erc.
FullfSSRRERR0E BRREIB! SSEEMRMs bd i Ofor BEAISY R GHdiYates Patent
No& 2 BIcI9Tr arkd m&edeStﬁeg)@aﬁehCNoar&thr kadhgof which is incorporated
envi ronnent application. [0029] Exanples of suitable
hexefr) by 3f@fe@i%s i ncl ude, but are not linited to, RFID

tags and conplenmentary RFID readers based on the | SO
14443 standard (allowi ng data rates of 106 Kkbps).

[OMSE%aBBIe@ oiw@m@émoalmmgéxﬂmﬁagm@ﬁdsqna may bB3mplemented when
énam c encryption capabilit and configurabl e

rdswices thah arcecplpred &y Oladxf@@n@, @@quss yrapgigitter/s and complementary

ou%gﬁ%ag{%: I%]%‘Iiywlc?lve ?ﬁqm%é%“ﬁ%‘g}f% A ureZlylfn ﬁﬁgv\l}uﬁ are n?t limited to,

actival 813 ;Ql@sn?@C(ﬁﬁlekthﬁﬁﬂlanagbﬂleﬁlﬁdhﬁgurahbﬁs Rhnl dﬁereﬁaﬂpraﬁy ambodiment
regul ated by the ETSI 302-208 standard. Specif
of @R AR EONPECHQH MaRAesTRRY epndigarasion,  RAlDgeadey lﬂevstéSﬁ@tssomated

with zmpfo?ﬁe Bﬁnaé%'x; ll@Oﬁﬁgﬁb@&%ﬁgured to interrogate a RFID tag 152 for specific
information regarding one or more characteristics of the associated secondary wireless
device (e.g., unique identification (ID) information/identifier, system configuration, system
capability, interrupt settings, firmware revision, manufacturer, status, ink level in printer,
chipset, memory size, efc.) stored on the particular RFID tag 152, to change and program
the RFID tag 152 (e.g., RFID tag 152 on WLAN AP 110 may be reprogrammed using an
AP configuration management utility to show new system configuration/capability, ezc.),

and/or to obtain active status and management information for the secondary wireless
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conpl enmentary RFID readers avail able from Texas
Instrunents (Tl), Applied Wreless 15 ldentification
(AW D), SAMSys Technol ogi es, Sokynmat, ST
M croel ectronics, etc. Further information on RFID
deiyS (N BRAAY tdgel S206WLANIARY 80rplag, contaidhiférachtiSh abest the number
Patent = No. 6,294,997 and United States Patent. No. .
of gssociated ghentsHAs, GoSsrese paliciesthorbilibaef the MerglessyAccess Point

1% 1 G0FPA: KT BT SRl SRSChARE TRYRRERFDD s 152, 1
onglexemphary leatbodingene ngdl @ \paskives conectibn haamgenee! emdiguration, each
transmtter/s and. conpl enentary, out-qf -band RFI
RFI tag | &4 /agsomtq%h\@lﬂé AOSERIARR Wigklegs geifes may |q9a_5,gurﬁdtas a read-
onﬁ;ﬁgn@iﬁt hhdTid6Hndton re@ldinge o br PASR! MBr&RINEES 0PMhe associated
nagenent configurations.” I'n one exenpl ary enbodi nent
secohday wird¢sy dedonpwgtanumediatherant Sk onf i guration, a
RFI D reader device 154 associated wth a profile
manager 130 may be configured to interrogate a RFID

100337 1 Bt BB dite Gt o e PR GARSRAR T 19D tags 152

mafibeeh@BRly’ deid ci8cdrided by RFIDGURIet A8 hdsbeiartl ivdth frbfe manager 130
Information/identifier, systemconfiguration, system .
to eblgitbPng Py mare ichpragtstisticst Afj the Assqciatedhsgcondary| wirglass device (e.g.,

; . i e j L Nt ek, hj , .
ccfBEAREIn (TR AT, DShVEIRAMBRLILRY, TR S descrvd
furﬂé%? get@n,cmalagbaﬁnmamgegkamwm il Be timplehiedtddeingone exemplary

D tag 152 _on WLAN AP 110 may_be r.eprogra d '
emaﬂdlwnhpndaaﬁleg@ﬁaﬁaebﬂ39@9&@_&%#&“&9? ob{Hineg Epp kil tags 152
(coz%‘lgﬁﬁm fRNEdGRT & afARaRdcbY » m&tdgehent) 3EA/RINIDE Qeader 154 to

ain active status and managenent i nformati on for
authbwticsecaddatigateitheeteguisedigeripborat devieesgo a tRsted network Savironment.

in SR AN RO A S DL BBk device may ave
ad@8bhdl if@fctidhaltth 8o 8k dsidhRIAD feh@er\dht§loBShATIESStaf9 1 512 and/or 154
152 to poll other RFID devices in the vicinity, etc.)

in thesdeiniy ef the given Aeviqr| This zgpabitity may beiraplesenistl.afoy example, to
enbodi nent, . of [ [:00: ) .
a0 TP T R RSP BB SRR i ghow ot
secoadam deirgiessi deeices andey e feednalis ifornatidngback do agprefileanghager 130
only t that has information regarding one or nore
“5‘6&3%%1{? deoppaundgatichs associ ated secondary wirel ess
devi ce programed into the tag 152. [0031] In either
active or passive connection managenent enbodi nent,
[0032¢ IRTthDithpReA@tion HEhS &lischssed _\‘S?lsth‘r'ns rA0metho8s; 8N R8R&n wireless
by RFID reader 154 associated with profile nmanager 130
deviice maydist idenfifindeusing amy formnefr identéfidation dnfomnatiomethat is suitable for

ide%’?i?ﬁﬁé B eoqhgr%%%ngg{ﬁgu\{@hriﬁé i g%%i %ﬁel(e?s Hevice from other wireless

devices using out-of-band communications. In one exemplary embodiment, MAC

addresses may be used as unique device identification information (identifier or
identification tag). Other examples of suitable identification information include, but are
not limited to, bar codes, vendor specific IDs for products, IDs that conform to a certain
industry standard, etc. As previously mentioned, other types of information concerning the
characteristics of a given wireless device may also be transmitted via out-of-band

communication, e.g. device configuration information, device capability information, erc.
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device identification information, system

configurations, etc.). As will be described further

herei n, a database managenent system nay be

i npl enented in one exenplary enbodinment on profile
[0083) Figrire B3Dluswates eprdfﬂé @réntibh anethbdaogye 00 rthan ey Betiagdemented

152 configured fo tlve SSji ve connection
acqpaﬁagéﬁéws)exsvpgﬁ phahq gisslgsce TS € Bethngs. e.2 by

t [

P P L ré@ﬂaﬁﬁ%ﬁ@?‘ﬁi‘kew SiRe ofeafloh TR ogy may
beUmgleirEﬁtedrasesoﬁmEn(egamdlamg i a eb@b@oldmmmen)m@s firaw@re (e.g..

addltlonal ctioonality to.act as an RFID reader g

fpg d’tnh%lm‘#f lﬂrtlagaélyl@gera% fe magper fpr managing |aﬁ‘f“15§/ 0 a given

pr&flehﬁﬁa&r‘d@ﬁcé’ev' ce. This capability may be

I npl enmrented, for exanple, to allow a given secondary

wirel ess device to maintain real-tinme information

about ot her 20 secondary wi rel ess devices, and/or to
(0934} Refarring nawde mesthesiolegyc00 a5 b may drei applipghieade cxqmplary network

enyl%lﬁxgen?%%n'bgﬁmpe%]?)f cﬁ?héﬂi%ril ) é Io ore [agg%ie &égoﬁ&l{?% v&greless devices

tron o i'5cl osed systens an
argidentifiedl yepefite mdaadee ¢ 30ty stbe 302 @sing fin-bandi sirelpsacymmunications,
f orm of |dent|f| catl on i nforn'(?tl on that is swtabl
e

and g gl‘ieae%‘tail ple nggopndapy Feirss edayicst PG SRTIEK t%lr@mérﬁ 100 is
e e fJ h
mdfly % e&%g{% d\(k gm‘é)r,] ?rggﬁeoﬁf; %B@Arﬁsﬁlgag gfvdu?&ﬁatféﬁﬂﬁ Schosen for

n one
authehtichitiorntIn MGC304dphofites emnagey 108 p(ﬂksdthaszhumnqal\allable secondary
' identifier.

device (dentificatiopn.informtion
iR EatT B L8y YIS SRMPNIERIoBy sFERERE if this secondary

delide RN dftiFMah® BagaBleONIFBlel iRbahd fdspEifse fiUMh RS dhosdtNecondary wireless
limted to, bar codes, vendor specific |IDs for

depico indieates thavt tswalt-oﬁbmdﬁa@ablg, ther methadalogly 380 praogeds to step 306,
t
R oSSR U5 R e RGRR wirts

dedlic¥ EfonihiGLASS 1d@itif£é€t1<5f’ﬁ)dnﬁin$1@t1&e (@rganMIMEt edlirydsaof the chosen
out - of -band conmuni cati on evi ce_configuration

seqondanyireless devise ok eﬂiéwﬁ@bieulfl@%fw)dp prefile manager 139 psing in-band
co%%% Eﬁ@uﬁ"g gh{)*h%&{nﬂgﬁsw%@% h@vl@er it? Hssoci ated 1dent1ﬁcat10n
net hodol ogy % at may be

I npl enent e accord
informaténsiapd/ar gtheninfatimation cofcetriigg dnesor m91e¢hal5asteantmcsaxf cﬂhe chosen

net hods, e.g. b profil.e n 30. 0 gur e nd
secpndiy iplcss sy ReUTIan o e POt PORCTHSE DL g iRRyS o existng
préfle lifTBlep OB SiCkodS nSRlyI & pBfilk in sﬁ’é’lﬁglﬂ e &Nndy be specified by
not ebook conputer), as firnmware (e. . executlng

usen{e., maruekgr a@tom&tlcalwcb)t her sui tabl e manner for
managi ng access to a given profile manager device.
[0034] Referring now to nethodol ogy 300 as it may be

[0@.@? lﬁo%gevtep, itfr}ﬁe ?%-%HR& ?ésY)oHs%t &er%ck thereof) from the chosen secondary

wireless device indicates it is not out-of-band capable, then the profile creation
methodology proceeds to step 305 where a user (e.g., manual or automatic policy) may be
given the opportunity to choose whether or not the chosen secondary wireless device
should be nonetheless added to a new or existing profile and an activation policy set for
this added device. If the chosen secondary wireless device is not selected for addition,
then methodology 300 returns to step 302 and waits for another secondary device to be

chosen for authentication. However, if the chosen secondary wireless device is selected for
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envi ronnment enbodi nent of Figure 1, one or nore
avai | abl e secondary wirel ess devices are identified
by profile nmanager 130 in step 302 using in-band
wi rel ess communi cations, 10 and a given avail abl e
addidonttar thewleviek ésadddd o a mewi driekisting prafilé ae maiy ibesaiected by a user
100 i s, manual ly c@ogen (e.g., by nouse or keyboard
(e-gnprapyal o aUQMGHEPPRSH) v chosen for authentication. In
step 304, profile manager 103 polls the chosen
avai | abl e secondary w rel ess device using in-band
[0096] &V RIS Sedafdid! PiTAE icRALibO ntt@kIolBgye300f of Rigaress 8 fondadiven profile
device is out-of-band capable. If the in-band response )
manpgendeniee.cdhvilkbe vrdestierd iatgnedr arare pepffesmnay be prgpied by shoosing

hat .it. i - of - I . oglol
oo 8klok 30 By BNSe GABRR G 80 JBREROHP L Wen i s may
be alebiRNbl d@dide@noi fit the Ghhrastesictics! 6f Giecpr Bd6e nétherk lkasieshments to
secondary wireless device communicates identification

whielt ghenproifidh manager, dovies BaY rhes exroped-hel ablfod ethows an entertainment
. I i | i SUui . .

1
wiRGESRIPY pSAIEER S AL BRalt 8 OB R pntemainment wireles
devioesprosenatvithinnetWork enhipsemersddOndary wirel ess devi ce

and its associated identification 20 information

(and/ or other information concerning one or nore
characteristics of_.the chosen .sec aLy wreless

devi ce) may then B%abgﬁlaégﬁggﬁﬁmeéﬁgﬁ'géh on
information to an existing profile in step 308, or to
a newy-created profile in step 310, e.g., as nay be

speci fied by user |(e. ChosémPedndary autjomatic policy).
[ 0035] However, if [the WirQeRDdveseronse (or | ack
t hereof) fromthe chgse onugLY. TP W rel ess device
indicates it is not SE“Aﬁ‘géﬁﬁgﬁ@éblgfu, t hen the
profile creation nethd¥edia&enist BEeldds tlo step 305
where a user (e.g.,| fdhud (Micreaoft detia ¢ pol i cy) nmay be
gi ven the opportunijty.to 00se et her{ or not the
chosen secondary mﬁré?%§§ﬁ§%VF%éEQ§ﬁ6uld be
nonet hel ess added tjo a new Qg existing |profile and an
activation policy set for thi's added device. If the
chosen secondary wi eless—deviece—+s—noet selected for
addi tion, 30 then nethodol ogy 300 returns to step 302
and waits for another secondary device to be chosen
for authentication. However, if the chosen secondary
[0087] TaBRS2 GRS &n loSficeWREIEQAddvide PréfiRdthat hﬁ?,betd'i&ﬁed B¢ choosing
device is added to a new or existing profile as nag e
avaitgble-hasae office Wiksdgss devices presgaiwihingetviark gpirorenent 100.
policy). [0036] Wth regard to profile creation
nmet hodol ogy 300 of Figure 3 for a given profile
manager device, it mmfilgg_gzﬂﬁﬁﬁygﬂg that one or nore
profiles nmay be createJ’ y choosi ng

Chosen Secondary
Wireless Devices

WLAN Access Point110
File Server 112
Wireless Printer 108
Keyboard/Mouse 104, 106
Monitor 102
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5 and negoti ating any conbi nati on of secondary

W rel ess devices for a given profile as may be needed
or desired to fit the characteristics of one or nore
network environments to which the profil e manager
devi ce may be expoged. Talt@Al18hows ad ent ert ai nment
W rel ess device profile that may be created by
choosi ng avail abl e entertai nment wirel ess devices
present within network environnment 100. 10 Table 1 -

Entertai nment Profile Chosen Secondary Wrel ess
[0038) iTeble /ghavys/cmebiitPaiitglesy devine prodilcihat arayre argatedrlyy choosing

v oGl Btibss R SicRs RO Pl SRPEPSEYREFERtI D e o
that may be created by choosing avail able hone office
W rel ess devices present within network environnent
100. Table 2 - O fi crable 3L Mebilinp Pesfileecondary
Wrel ess Devices WLAN Access Point 110 File Server 112
Wreless Printer 108 Keyboard/Nbuse 104, 106 Monitor
102 13 PDA 118 [ 0038} —TFable—3—=shows—a-+obility
Wi rel ess device prcf¢lF‘§e'[' N&E0 be cregated by
choosing avai | abl g Yinslase Dgyice§ ess devi ces present
wi thin network envilr oniW8NANLDOvicddBle 3 - Mbility
Profile Chosen Secgndary ppA 118

[0039] Figure 4 illustrates profile activation methodology 400 that may be implemented
according to one exemplary embodiment of the disclosed systems and methods, e.g. by
profile manager 130 of Figures 1 and 2. Like profile creation methodology 300, profile
activation methodology 400 may be implemented as software (e.g., executing on a
notebook computer), as firmware (e.g.,.. executing on a router) or in any other suitable

manner for managing access to a given profile manager device.

[0040] Referring now to methodology 400 as it may be applied to the exemplary network
environment embodiment of Figure 1, a given profile (represented as “Profile X” in Figure
4) stored in profile manager 130 may be manually chosen (e.g., by mouse or keyboard
input) or automatically chosen in step 402 for activation. For example, Profile X may be
one of the previously created profiles of Tables 1, 2 or 3 described above. If the chosen
profile X does not include any inactive devices in step 403, then methodology 400 exits in
step 401. However, if profile X includes one or more inactive devices, then methodology
400 proceeds to step 404, where secondary wireless devices of Profile X are then polled
using out-of-band wireless communications (e.g., RFID polling transmission from RFID
reader 154 of profile manager 130). In response to the polling transmission of step 404,
each of those polled secondary wireless devices of Profile X that are within proximity of
the out-of-band polling transmission then transmit authentication information to the profile

manager 130 using out-of-band wireless communication (e.g., RFID transmission from
14
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Wrel ess Devices WMN Device 120 PDA 118 5 [0039]

Figure 4 illustrates profile activation nethodol ogy

400 that may be inplenented according to one

exenpl ary enbodi nent of the disclosed systens and
RFII]DtlhgidSZ #ssociatty the igdfenl polltﬂnsegemdaiﬁ@vim‘lesﬁi@viceis 1Aspckviously

2.. profile creatjon nethodal o 300, profile
desgeb?iasﬂlplaﬁuwsvwaep daf?ﬂ%@owygl& ﬂﬁwf&ta@ﬂtcga%{gmg one or more
cha?ﬁ’cft&’{@irc? drthg- glv@ﬁ( LD NBcHUafy WrdhQk ERIRK, GAHTIHE 886 exemplary

firmvare (e g.,.. executing on a router) or in any
embodhmensnmay ableiquergdentificdtion (Hhiafprmytian/idestifiensugh gb WMC address

fﬁ’@Oflle na a&r eV|(f [ 0040] Referring now to

oL &G of OWIrSlEsSi 4Vitky be applied to the exenpl ary
network environnment enbodinent of Figure 1, a given
profile (represented as "Profile X" in Figure 4)

[O(ﬂllpl\?ﬁ‘iknl anglpérpielcbﬁﬂama%@w’ss &&ﬂcd@}thﬂﬂﬂ’rﬁﬁl&%kés}éoﬁ%&ﬁ el polling of
nouse or board 15 input) or automatically

step erwgewth fihes g@rgect @Rt- 9’6 angcauthenticaion mdrmatighpitds authenticated by
|
oIS fTialen 05 Hogh08. B EMMSLRAERL A i witin

Proiﬂeseﬂ&sp(ﬂﬂoiﬂcbﬁeé(l)d@efalhab réspohdi dareunly) ionthe pollimg of step 404, it is

devj ces |n .ste 03, the t hodol o 400 exit
ol gl igated iR HEpADS. | PPGT B e hOTaiEa s SHEF Bilakbs g, about 10
sedoﬂe§5+ %rgy g8 GRSblet HEE %eréede@@ay a 4P ﬁﬁ%@q%?lemmed in step

step 404, where secondary w rel es§ devi'ces” of
40K peivetd tepeating| stepd4 Pandk; iiNgeossraryo frepalicigwthe gives secondary wireless

CO nicatjons (e. RFI D po I|n t ransm ssi om ..
deyips Bt ks fo B i 5GP 1404 B FAGHIPELIONE PR 4 BspOR Santinue as
nede@sdr@inBPh | 'tH@ sédoRBRY witleR @lvickal Aldated PasHile 0K have correctly

those pol | ed secondary wirel ess devices of Profile

respprdedapetilat denstnonsrafitheriseopndary wirrless weviges @%@?@ve@ﬂlPr%@e X have
cm{r%c ﬁ po%d?cp aBHE)P réré(l)ﬁ Ié%r&;:&ﬂ)b& Hl%gtﬂeﬁlﬁ'{n 6&?{1%%%? R fred F 4 spemﬁed

profr’le sin d wre

nu@bemafipotlatempts( Bmited bREhE limafarepolling, éeom 14 RFI D
tag 152 associated the given polled secondary wrel ess
device). As previ ousl y descri bed, such authentication

i nforyati on ma i pformati on concenn I r .
(0Q4Bh AL o0 Sk Pt Srondhey Bigians flofoeaat SEn bRy AiheBRgted in sep
40@I %/gﬁgn SEREdAY) WiRGeRXRIRE 3hy beea@wateaﬁﬁtstemq ObeAétWaﬁHf? may be

dentification (I D) information/identifier such MAC

peré@knneésgam@llb(e £ hby giowesorseeybeatd igpuhl eranasske mfmmed automatically

following successful authentication in step 406. Upon activation of a given secondary
wireless device in step 410, in-band wireless communication is now allowed between
profile manager 130 and the given secondary wireless device. As illustrated, Profile X
may be configured in step 412 to allow activation of more than one secondary wireless
device following authentication of secondary wireless devices in step 406, in which case
step 410 may be repeated as necessary for multiple secondary wireless devices.
Alternatively, Profile X may be configured in step 412 to not allow activation of additional
secondary wireless devices following activation of a given secondary wireless device in
step 410. In this case, methodology 400 may return to delay step 408, followed by
repeating of step 403.
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[ 00411 When a given secondary wireless device within

Profile X responds to the polling of step 404 with

the correct out-of-band authentication information, it

is authenticated by profile manager 130 in step 406.
[0043&Wietout ishiccassfulveut-cfdand d.at’hjcnm'tatleheﬁsstejneﬂ)& andviattivation in step

Profjle X responds incorrectl or fails to. respon X
Qo E’c‘?W)WF?Je%Sh%’“HBPWF?R?no'ﬁ %ﬁ%’ﬁ hshveenia ggfea@e%ﬂary wireless

de At %de‘}'ﬂé GfhnhferST30P "ﬂ@.@ réi’@f?fh Ty thU t%tv@(ﬁkl ng env1ronment 100 of

aut Icate, a“tine abou econds or
Figrg londn ém-band teless dahamntmm mp@unmd bg»twgemsmﬁle mmnager 130

rrentdlnste rtor eatln .
and) GeieRb Mcss SRy 22, D pPie S RrlRS 2htaS iy, even if
de%éseﬂﬁsaﬁ)d 1BV4ré vifhilain- Ezﬁﬂd' WitelbR dofR@chtion rﬁ@%mﬂ%e capable of

Re-polling using step 404 may continue as necessary

comnmmcafamg witheproditco manager vii3Pevie 98-bdad ivgredess fcommmunieatied. In this

h t.| t
reggih Bl oQBEURRAPY i e SR Pediest Bl dpasaes 130 and
autheRfdated sécdh@u wirdlbdsalellcl/soEaRAGEADrofABd/ Oor repol | ing
attenpts may be limted (e.g., limted to a specified

nunber of poll attenpts l[imted by tinme limt for
re-polling, etc [00421 After one or nore on
(00744} §W@sslfdé¢/\r16fés 132" picht 134 o Biget heRe capadle i qfa out-of-band
conﬁﬁﬁﬂlca&&r@ th@y gﬂo\iﬁf‘ 2?1859 NN WML BRSs q!ﬁé&' %rcg?%ﬁhl?r? out- -of-band

I'vated 1 n’ step Activation nmay be or ne
wmwtasm abhynufieagon ploximivy éeg. oclokeeytwandy)l, ambte)pabke ofdtyanismitting the

ol RS R GEbt Yaoh? o hEVEREE gty o

ma%@é‘é?nljﬁf Y By iBhiag SodibaRd | ddnfh@RcAibd, ploRi@Ndn one exemplary
W T el ess comunication is now al |l owed between profile

embadiawat td 30distance ﬁbatgdqpemoge@mmlabwomrtéb elmndl@msmf a physical

locéﬁtitll lt | %ﬂtt%rg%kegé& Pr o bﬁloé(?e r!r.rg)r/ Cl?uq{dlr%g,;:g e{n(rg}g Qurlty from
unMthHRE Sicdds @@% I ﬁﬁn‘f ﬁlélﬂ)bhﬂg w’diﬂlé’b@ eliced basidothe physwal location
secondary wi reless devices in step 406, in which case

of gpigfpsl 10ayele Bdvaniqgearshy PaRvidet é’é’s’éﬁqy“ff’@r o)l ¢lpgR @roximity and
traﬁs@ﬁﬁgld X ﬁ%u %thl?eglﬁcﬂﬁ)\ﬁ' 19&)%2&5&{ t §<—%c'ﬁﬁw fﬁ?gfﬁe i lehaned in one

I'n ste w activation
ex@ﬁplaxydembmmnt byecconﬂgur;ngv\a rpedﬁ?elssmaimgen esthf @l botadfAloppnd wireless

recdivep {46581 R Eoden i R B Y sE TR e iyl proxinity
ould&t-BhdS Wireledd Franbialskiowedr DYurpsies r(ﬁpﬁrﬁ"uhg OseRbrit§t Riforhthdion (e.g.,
15 [0043] Wthout successful out-of-

secatitsheode) davibef-bandswieglessGaanamittedistyand by r¢quir§tge§hat this security

i rel.ess | cat
inaeHiodbed RO Ll bR ARy TR bR 30 S Py 154 vi
oufT&OBGEAr wird(ess U@Hﬁnurﬁ@{h@hﬁ iptdrte bigessbilalthénti@ation in step 406.
envi ronnment 100 of
However this embodiment may be flexibly configured to allow a user to program the
profiles so that other devices in the profile are able to perform in-band communication

even if out-of-band communication is not established.

[0045] Similarly, without successful out-of-band authentication in step 406 and activation
in step 410, no in-band wireless communication is allowed between secondary wireless

devices of other profiles that are not included in the currently selected Profile X. Thus,
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Figure 1, no in-band wireless comunication is

permtted between profile manager 130 5 and nei ghbor's

wireless printer 122 and nei ghbor's w rel ess access

poi nt 124, even if devices 122 and 124 are within
refemtingane thier abwwskiag Meawiiohaicnonl 00ange Fagude at ¢ noapadbbed wireless

of communicating with prof,jle nmanager 130 vi in-_bzi\nd )
CORMuUBICaHAN pRTHTCEReHeen nrﬁﬁlermgnag%géq and pecopdary wireless devices

i1Ciahi [ [

11§28 g P20 il the ik PLOTRYEE TN ISR RPIREAN, (En IENAREE 114, 116
and tlsee pithfn lie-bahd pMaOkd] donenunitatibevirewge BAR ared capable of

124 of Figure 1 re capapl e of, qut-of - hand ..
coremwmap%twﬁhprqfﬁ@w%&@d Notiaga- flh%‘l’i‘gF%?a?‘E’&mHWF%tggl- By so

hi&%e WRdRedVit 13ip3sqbik 19 5elb@Hose WeE Gl RS whERBY M ViR ivitth which in-
mapr%xg\r@?({ yeé(l’mé.lg.pfascwose %roxicr)rsiety), gﬁzwcapabl e of WHIeR I
bamnd ecramunhtcatignst dre desicadr &cn whenhmnoitipdesécondarpfwiretedsi dewices of the

vi a out out:aqf-band w reless comxunication to profile .
sarfe Aufe e FYBHIag ifhip e, SIE, POTRR P Bt &) cfiosest wireless
kefdoaxd 104 ahd Howeqogxenpl ary 15 enbodi ment to a distance

t hat does not extend beyond the boundaries of a

physical |ocation of interest (e.g., room house or

of fice building), enhanced security from _unauthorized

[0046¢ diswil} be gndersippdnthas it Bistiodglogy of |IFagwes d\and ¢k is exemplary only
i dfy: i caly .0 ' [ res

snf b EIGIRLPRWEL Sk 3RHADe e Bb LB onkplfFR0 B create andior
activa®x profilgs mnahy iaananduitable fof acamidshinguéteeot imoad obithe features
.ipfo tion. Security may be further enhanced in one
d“ﬁ(q?s%{( fary enbodi ment by configuring a profile

manager with an out-of-band wireless receiver 154

(e.g., RFID reader) that is further capable of short

[004 dBe Glirdlésd R0 e GrtArEbry 13 (Pus@ited ) Higirdse] @8® 2 is illustrated as a
transm ssion for purposes of witing security

portalile imfgrnation kangling skdemrintthe Egmeypf a gotbpocomanigr. However, it
it tr . 4 o . )
o A5 RRT Bt B2y PR b 8ok Ve Stomation
hatdling| eysteni r@ndediéd €6.g]ptrdonalicompars, PPegi arel thadisvisaitable for
25 out-of -band wirel ess@aommni cations pri (?ié‘?fLo .
MadAIAg s PAEGICSH USHWREHWathrefles ninstde pnamnst  dessiieserelpqiyhgre  herein.

FuRt O B0 Wil e @ﬁefslft(ﬁf&i fRhyY alﬁﬁ)‘ﬁgft) Qi agcltogecfils}'s@%,@aﬂ{tﬁ ethods are

to programthe profiles so th ot her devices In
deguribed herear én addhteont ® pemighr portabld svitless prafile caaniager operated by a

even i f out-of-band.co ni cati,on i.s not t abl i shed.
hug At & oticr PG A BRSSP 65emEE: Bl Hea one profile
mzﬁhu%éierﬁﬁj" &Rt prédent And opBrafil$ vafiin ACHirKRES A8twodlng RnSiréiment at a
410, no in-band wireless communication is all owed

single physisakleedingac.g., hive oF ewse didlerans profile sranagerppprpted dy the same
or hﬂ‘ge%?rﬁgﬁ%goiﬂhéd;ﬁﬁcﬁg ?tdalgonpckﬁsleCtH{ltrae&'the rﬁ?ﬁa%‘é% SQy be operated by a
non-human user, e.g., automated or robotic industrial equipment, automated or robotic
office equipment, automated or robotic home equipment, automated or robotic laboratory
equipment, efc. It is also possible that a profile manager may be a stationary (non-
portable) device that encounters portable secondary wireless devices that move in or out of
a networking environment, and/or portable or stationary devices that are only periodically

activated within a networking environment.
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referring to the networking environnent 100 of Figure

1, no in-band wireless comunication is permtted

bet ween profil e manager 130 and secondary wrel ess

devices 114, 116 and 120 when the O fice Profile of
[00RSH[tewill also belrddrsidod thaetheifortdbleiand statibdary {aén-panabld)28condary

thln nbad elessc nication ra e
Wil dapite INGHaGd cnFBHI ok A IS PRy ol affeiiis regard, a
sec]cﬁgarg'vﬁrél&s Ql@oi‘ée ‘Mar b ea'h? FRPTH 585drRBle e@dlo?%tatlonary information

managi ng profi | possible to select those
hasdingngatem o rveteéess ddwice des., vaompuldri peripheral,baadl that is suitable for

t|o are desired even e ti | e .
im SRR P e BUBafREh a Tengr Py laheEY RS feein. Examples of
sud aklidky cMdehibit tahe nSAMenifkdt WO rikiwReHi NaquiReR N bffice ecBnpment
e.g., closest wireless keyboard 104 and npuse 106.

lab[ow@@leqmpwntl vislsouemiépraers ddcluding  camerasethoottob@igpment, efc.  As

ol s, S0kl vETTR Ntk BRY ke p $atabfBkvice hagmoves in or out

ofan@{wmgte@vﬁéﬁa&a oARdiedn ]ix&t‘dble\/@t Sfativnafy profild Maddpér, or may be
manner suitable for acconplishing one or nore of the

statieparh devicesythaicare perodieal mace[domm aTREVQiKing @yionment of a given
trat

roR L ot P BIALES AR LR o B SR B it

degiyst @nmiap Hehstafiarnany ot partable eduvides abarpart gyeriodicakty eplaced twithin a

wi || be understoqd that a wreless profil e nmanager
neorkiag cayiRRImeny gb aivampsiabis wigfilc mapnger Age %@rm%ﬁlct%mn of

thed&:\éb&cgalr% %vaniess QEVie® ﬁﬁ’cll/oﬁﬁf% Rfanage brc. etIPls)al&h?(sssib?e that both a

sul t managi ng ess connection profiles in
se@ndanynwircktes devibe dind| prefitee nenhgar emay berntlatnbmlryrufeeweStor that a

wil.l be nderstoodthat al t hough .t he st ens
sechAryatIFRIS Jarice J0TLa B SR SR EmdraiTaent PER S GrOHE nipRager may
be sﬂsagb@,e&%tpe&h@ rﬂﬂnﬁgére§§ BéRhd bfoBARGAREer %ﬁlﬁ?tlﬁdmkﬁ/ne@workmg

human user, that ot enbodi ments are possib For

en@ixWpAng, nore than one profile manager may be present
and operating within a wirel ess netvvorki ng environnent
at a single physical |ocation, two or nore

[0%11;9:] f?‘gfr" gﬁltpog’ésoéfi thi cﬁ?tﬂ d SanQHﬁfrﬂmtaﬁ?ré lHXn&l g %?{éﬁlt ﬁlg? include any

users. In a tlon I't al'so pos
ingruofentabityman awegatay)f bastmnmnmimds bpembEStonmmpwermiasmfy, process,

user, e. omated or robotic industri al ui nt
b o BB et PEBE S S VEg SOk BTG CECG record

reprOARE] RarldPdTRr QAP %?tfom@‘é"f %%hﬁﬁl&f ifteligbhe, or data for business,
Iaboratory equi p etc is also pOSS|bet at a

scigntifid, entnqlnqg@talmyntb@r tah@tmczﬁnar For(sxemplepan trébn@)tlon handling
sysggm! r%%g %F hapgrncoallJ r&)glrp%trep °f tP%)/* a 36 r ecWoﬁl% &esv?ce a network

evi'c Aove Ph a net wor
stoedpe¢l devitEp 0 anf MR rsupable alel e aihd shay Iv@ﬂjfainymﬂ@\/slhﬁpes performance,

that are only periodically
functionality, and price. The information handling system may include memory, one or
more processing resources such as a central processing unit (CPU) or hardware or software
control logic. Additional components of the information handling system may include one
or more storage devices, one or more communications ports for communicating with

external devices as well as various input and output (I/O) devices, such as a keyboard, a

mouse, and a video display. The information handling system may also include one or
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[00481 It will also be understood that the portable
and stationary (non-portable) secondary wireless
devices illustrated in Figures 1 and 2 are exenplary

mo?@)| Buse$ Nojdtalile r @Yarahsmit compnmitatiynsv beewess thevvarusaliardware
be any other type of portable and/or stationary

COMRP tion handling systemor wrel ess device (e.qg.
conmput er peripheral, etc.) that is suitable for 5
interfacing wwth a profile manager in a manner as

[0G50F WA RE theClnYENRRY fa) e hiaptdbIE TP VaSo® modHFdAtSRY b Alternative
I nclude, but are not"limted to, industrial equipnent,

forofsi spesifeqernpediments Haub beent sropvneby vasreftexamplgeand described herein.

Hefle? T dteo b B e oS MR iR B a0 el fhied o e

patielifap Bdrrs @Ri¢idsed.t RatherBeimventiolis @/EovePhll anddefioatiohd, Rguivalents,
environment of a given portable or stationary profile

andrattergetivesofallingy within thesspanli anthsqopgeet] thesinvepionagsedefined by the

eriodjcal l | ace i L0 A (NG qnVi,r t, qf
B SR P A B S A A0 FARE o et
ma9We @fliZed o ivAiidys sbinitindtiods a8¢/0n rleyendetitty. e Shus thevihedtion is not
_or may be stationary or portable devices that are .
lindtedi &1i QY | 103 LOBWIRGLIORS nsheWnn detedt k PRl raWes rBaneipelude other
cobindtigiven portable profile manager due to periodic

actrvation of the secondary w rel ess device and/ or

profile manager, etc. It is also possible that both a

15 secondary wirel ess device and profil e manager may

be stationary devices, or that a secondary wrel ess

device within a networking environnment of a first

profile manager may be itself a second profile

manager, e.dg., second profile nmanager having its own

networ ki ng environment. 100491 For purposes of this

di scl osure, an informati on handling system may i ncl ude

any 20 instrunentality or aggregate of

instrunentalities operable to conpute, classify,

process, transmt, receive, retrieve, originate,

switch, store, display, manifest, detect, record,

reproduce, handle, or utilize any form of information,

intelligence, or data for business, scientific,

control, entertainnent, or other purposes. For

exanple, an information handling systemmy be a

personal conputer, a PDA, a consuner electronic

devi ce, a network 25 storage device, or any other

suitabl e device and may vary in size, shape,

performance, functionality, and price. The

i nformati on handling system may i nclude nmenory, one or

nore processing resources such as a central processing

unit (CPU) or hardware or software
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control |ogic. Additional conmponents of the

i nformati on handling system may include one or nore

storage devices, one or nore comuni cations ports for

communi cating with 30 external devices as well as
WHAT ISISLAITMEDd8d out put (1/0O) devices, such as a

keyboard, a nouse, and a video display. The

i nformati on handling system nmay al so i nclude one or 18

nore b operable to trapsmt conmuni.cation t
1. (e Ay GBS Raravesng TebiibRemetion otistOIoD ARdine systems
confIPIEEH 4sORirdBY deeicaslaBRbigg hPleyaldnews nodi fications

€
and alternative forns, specific enbodi ments have been
shown by way of exanple and descri bed herein. 5

However , ht geli}glu' d lbe under st qod { hat t he }Dnv ntir@%g IS i

not e SHESHDTE BRCIFF gUuRigaanao (paast (pald W slgs connection

di scl osedf sdi@ii@less HE\Gcdsbusdaldt Qddst in paft BN lor @ldre wireless device

nodi fications, equivalents, and alternatives falling

within tpeofdgtert and scope of the invention as

defined by the appended clains. Mreover, the

di fferent aspects of the disclosed systens and net hods

may ubiag ubut-dfaemdi vinekss otnmanibatival itonperdorel adevice configuration

i ndependently. Thus the invention is not 10 limted to

only t hoSWnagainkdi ons shown herein, but rather may

i nclude other conbinations. 19 WHAT IS CLAIMED | S: 1.

A et hod of managi ng i n-band connection of information

handsing gusy&banbwirelesst cagumenicamnviorpetfoss ddeiee pesfile configuration

conprising at |east one of 5 using out-of-band

wi r el ess TEHAEMESAT on to nmanage i n-band wirel ess

connection of said wireless devices based at |east in

part on one or nore wreless device profiles; or

usi agy eembipatigretherenf.-r el ess communi cation to perform

devi ce configuration 10 nanagenent; or using

out - of - band wi rel ess conmuni cati on to perform device

profile configuration managenent; or 15 any

conmbi nation thereof. 2. The nethod of claim1, wherein
2. sai dheumeBdpahElgim di. ewhereidmsaid eutphbband wireless communication

comprises radio frequency identification (RFID) communication.

3. The method of claim 1, comprising managing in-band wireless connection of one
or more of said wireless devices based at least in part on one or more wireless device

profiles by:

creating at least one wireless device profile by negotiating out-of-band
authentication with at least one wireless device of said wireless device

profile using in-band wireless communication; and

activating said at least one wireless device profile by authenticating said at least
one wireless device using out-of-band wireless communication

communicated from said at least one wireless device.
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conprises radio frequency identification (RFID)

comruni cation. 20 3. The nethod of claim1, conprising

managi ng i n-band w rel ess connection of one or nore

of said wireless devices based at |east in part on one

or nore wireless device profiles by: 25 creating at

| east one wireless device profile by negotiating

out - of -band authentication with at | east one wrel ess
4. deVITRE nRithkPbCcIfint ¢! Esiprikiy, og g@rforﬁﬁﬁ’é Hkﬁcé]t?brﬁﬁgll!rd'iroﬁ%%agement

wi rel ess conmuni cation; 0 activating said
uSIhgaslt-ofebwdwnrmsessmmmm@empr ofile by authenti catl ng

said at |east one wreless device using out-of-band

Wi rel ess comunication communi cated fromsaid at

| east one wireless device. 20 4. The nethod of claim

1, conprising performng device configuration
5. mandbenmethod L@p n@nnul epmprsing vwerbraing devineirirefilei eenfiguration
magg%emenpusnég f}(}gf fl%\’l%lle ts%bmﬁ&m%a{lgﬁ ng perform ng

i con iguration nanagement using

out - of - band wi rel ess communi cation. 10 6. The net hod

of claim1, further conprising providing

aut henti cation for in-band vvi rel ess connection of

sai C
6. o' B AREEDE SRR TR Coo Bl HL BlMdide QuurBition for in-band
wirdeset @swctitevo feaid wireless-deaies basede bemommrm ef taid wimntesmdevices by

on]gsz{cﬂﬁat&gt atce]?g’stﬁ ggg %Vglleég 15_1221%% (?ﬁ\%&?aelgfvyla gsggzgtn}lgc%%g dwhen said at

1eaStO BRI R ifed 8 dddvi @MsS @lille Rl cale@284in® Mt WEHEAE SWirdE | &fimunication
and wherein said out-of-band wTeless conmuni cati on

comasngatedniromi sad iabrieashrge  wiraless slevioer aed whmn asaid out-of-band

.conmuni cati o ange of said in-ba
wig Bt ERpIgon b6 eommun il Bngt tat ) Horer figp e semmunication
raﬁg@@pgal&h{lsarfaqwra@éslcbﬂﬂnuduﬁaﬂd wi rel ess connection
bet ween said wirel ess devices using an in-band

wi rel ess security nmechanism 8. The nmethod of claiml,
further conprising using an information handling
systemto

7. The method of claim 1, further comprising controlling in-band wireless connection

between said wireless devices using an in-band wireless security mechanism.

8. The method of claim 1, further comprising using an information handling system to
manage in-band wireless connection of said wireless devices using out-of-band wireless

communication.

9. A method of managing in-band wireless connection of information handling
systems configured as wireless devices, comprising using radio frequency identification
(RFID) communication to authenticate at least one of said wireless devices for in-band

wireless connection.
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11.

25 manage i n-band wi rel ess connection of said wreless
devi ces using out-of-band wireless communication. 9.

A net hod of managi ng i n-band w rel ess connecti on of

i nformati on handling 30 systens configured as

wi rel ess devi ces, conpri sing using radio frequency
identificati on (RF| communi.cation to authenticate at
&‘ e gipghagro §¢lﬂ"a H‘rélTeé%mB’éWP%es for in-band

W rel ess connection. 21 10. The nethod of claim?9,
further conprising: using RFID comunication to

aut heing REFdDeomniunictionto suthenticateal fasSochaid wizgglessalevicas for in-
5 band ess, connectjon with a of . sai. d

wirel ess a@w@lgss ERaSctsngeth § shebnd SEEG wieleS dvices; and
wirel ess device for in-band wrel ess connect| on with
said second wireless device after said first wirel ess
deviactévatigg aaitl Iﬁe:sttvi/itﬁcse devisé fg in-bandi Wé;ﬁtesmormaﬁtpn with said

w reless co on; erei sa i d . .
conmun cSFER WAty PEhee i RUT R/ Bics i tuhsprigpied using
RFI D t ag s#g 9ebfbad WirélBsssdhfimidi¢agion r el ess devi ce

and an RFID reader associated with said second

vvi rel ess device; and 15 wherein said wherein said RFID

oA 3R DRSO s B Hiigp v

W r el ess REEDER/aNs6clhted WlchS@ldlﬂ.rst witelessaddvind aafl a6 [REFIMreader

10, further conpris controlling in-band wrel ess
connect i @fsopdicaeEfh %%‘?ﬁoppﬁ’ yiire{gss dvaess 28dbvi ce and said
second w rel ess device using an in- band wrel ess

security mechanism 25 12. 30 The nethod of claim 10,

f ur twhereir saigh whsrengsaid REED icugMidaﬁmham@Mumbm range that is

device profile on said i.nformatio ndl. i tem
Chat *conobiies Tt GORIRIPS R AL o SHRTToaq MERPBSS

devi ce by,mnaftdaabhng RFID authentication with said
first wireless device of said wireless device profile

The method of claim 10, further comprising controlling in-band wireless

connection between said first wireless device and said second wireless device using an in-

band wireless security mechanism.

12.

The method of claim 10, further comprising:

creating at least one wireless device profile on said information handling system
that contains the identity of said first wireless device by negotiating RFID
authentication with said first wireless device of said wireless device profile

using in-band wireless communication;

activating said at least one wireless device profile by authenticating said at least

one wireless device using RFID wireless communication communicated
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using i n-band wi rel ess communi cati on; activating said

at | east one wireless device profile by authenticating

said at |east one wireless device using RFID w rel ess
conmuni cati on conmuni cated 22 fromsaid first wirel ess

devi ce t dronnsaill fiest ovireleas deliests sdiehsecend winclessalevicat andgictivating

said first, rel.ess device for in-band wreless

connect | H TStV ?Sa ‘é‘&%%ﬁi %F?@nggsﬂ%\ﬂng‘ém&f‘?’@? said second
sai d Tir $firedsk ﬁéﬁ%a@e@\éhlﬁq}rhﬁm@é&ﬂ@%ﬁ&?stﬁﬁhen@cé{gd The

met hod of claim 12, wherein said first wirel ess device

is authenticated by comunicating identification
information fromsaid at | east one first wireless
device to said second wirel ess device using said RFID

13CONTMHRI Hahb®Rf Faind12,0RRdref 6Ad IfR] wirblesy BBEDTS authenticated by
identifying said fi rst wireless device; and matchi ng

comaiuidating) ndmtlﬁaatn@nlni@maﬁm fream isaid atdeasdonedhginyiralgss device to
salgg EQJO{RAE Ir giartgg g ! dc'ée%c%r 1,0 'g'ru(c‘lo rﬁlﬁbn %g n{hn?é%lt gn atsa+ & ‘r’}&éntlﬁcatlon

€ on sal secon

infdation. idehtifylhg 2&@1(25‘[&&0 \ﬁi‘wesﬁedm odndc |nﬁt¢h1ﬂ.@ said 1dent1ﬁcat10n
further conprising: creating two or nore wreless
infgeation 5r eorespendipg deentificaion mterarioRasrntFAg] 4y seidnpt least one

wl%}%% F?"Qgé)@f% ? o;@glcgsgcﬁgd Q,iqrg[ggg §-JJ el ess device

alning t entity of said first
wi rel ess device, and a second one of said two or nore
wi rel ess device profiles containing the identity of a
third wirel ess device; choosing a first wreless

14P" OFfble S0P ik, MirutPESmbidigess devi ce pr of i | es

on sa| second wi rel ess dev or activation; and
activating said first wireless profile on said second

wrele evice by . authenticatd.ng at .l east one .
s GG BV Bp Rt les egies Pl Eor feid FmaBiog pandting system,
Pr ofile g%tagm%f Bhikitw6 e B r& AITBME EatdePRoflesbaihiaiipahl
romsaid a
identity of said first wireless device, and a second one of said two or more

wireless device profiles containing the identity of a third wireless device;

choosing a first wireless profile of said two or more wireless device profiles on said

second wireless device for activation; and

activating said first wireless profile on said second wireless device by
authenticating at least one respective wireless device of said first wireless
profile using RFID wireless communication communicated from said at

least one respective wireless device to said second wireless device; and
activating said at least one respective wireless device for in-band wireless

connection with said second wireless device after said at least one

respective wireless device is authenticated.
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| east one respective wireless device to said second
W rel ess device; and activating said at |east one
respective wirel ess device for in-band wrel ess
connection with said second wirel ess device after said
15at |Aeasirelesse netvaskiegt icomneniior| mssagdment esystsm, comprising a first

. Aauthenticated. 23 15. _A wireles t wor ki ng_..connection.
infFEREABBUARTICY SYUGT CEBRBITPS o0 RFTD SO HHEH AR panees in-band
witeB3§ | doRfkctipf 18 MBrieOsY hidid @ethel Anfot@atidy BasdiBUSisteats &dhfigured as
to manage in-band wreless connection to one or nore
seaonflay wirdless davicesa handl i ng systens configured as
secondary wirel ess devices. 5 16. The systemof claim
15, wherein said first informati on handling systemis
configured to: 10 use said RFID comunication to
aut henticate at | east one secondary wreless devjce i
165 or Tha- systen vifr elaiss sl s owherein gaidwfitsh igfarmatipp shandling system is
coﬁf?éq%ci%‘fi on handling system and 15 20 activate said
a east one secondary wi rel ess device for in-band
wi rel ess connection wth said first information

handl i ng %stem after .said at |east one secondary .
wi r aped BEU cempynieation oy Juhangigate 41 liest oas seoppilany wireless

comuni CaELi00 forBhR RirsRl QAN i f it tion handli
conpri segggl%B)r\g%%?rﬁdnﬂgg?:sg%ﬁggﬁﬁeen an1 E&?%{r?%a fon flandiing
associ at egstevhf dndsai d at | east one secondary wrel ess
device and an RFID reader associated wth said first

i nformati on handling system and wherein said RFID

CONTALHN £A5i DBk 1BRS ofe SROTAN (el eRDdEIEIRr tdBdnd Wireless connection
shorter than a communication range of said in-band

wi r el ess vatinsaidfissbinfermations haelling syStem afigs sasdratdeasg pa¢ sacondary
16, wherei.n,sai.d.in-bapd wreless co L.on between
sai d'at VLSS oyl RlRati A GRIRARL HRBmRlEEY
first informati on handling systemis controlled
wherein said RFID communication comprises RFID communication between an
RFID tag associated with said at least one secondary wireless device and an

RFID reader associated with said first information handling system; and
wherein said RFID communication has a communication range that is shorter than

a communication range of said in-band wireless communication.

17. The system of claim 16, wherein said in-band wireless connection between said at
least one secondary wireless device and said first information handling system is controlled

using an in-band wireless security mechanism.

18.  The system of claim 16, wherein said first information handling system is

configured as a profile manager, said profile manager being configured to:
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196

using an in-band wreless security nechanism 18. The

systemof claim 16, wherein said first information

handling systemis configured as a profile nmanager,

said profile manager being configured to: 24 5 10 15

20 2izaeraehiagt ;e skemdbryomeclesaendapyofile oelsad Sirstanfoasation
rofile on sai [ [ [ [

Fhot o e PR B T B2 Roondar

secondar yirellst §HE8S&SbyPRE0SITYRPEYRithéitichGorrtPsaid at least one

aut hentication with 'said at 1east one secondary

wi r el esssatondarg vofelesaideviseoisaithsegondare Wirstessidenieeprofile using

profile us'hapl% j Ik band w r.el.ess conmuni cati on; and

acti vat e 55 WirelpS LOmmiCaAeRIar v wi rel ess devi ce

profile by authenticating said at |east one secondary

W rel ess device using RFID wi rel ess conmuni cati on

c onattivatestaistiatfleashongasedondary wirslesodryiccauohigdry\auitienticating said at

device to said first infornation ha ing. syste and ..

et vat| RS g P S TR IR KPS B Bation

devi ce fesmininfad fivini 6li@ a6lcasONE Sddondar WivlifelB ielite fossaid first

information handling systemafter said at |east one

secondar jnfomasioadiendimg systems andyagtiyating said aleast gne sgggndary

ﬁySt em of, &3k B\ fowpa?ﬂdnwﬁgkg cfohflcﬁ%ioh%iﬂ{ ﬁx%f‘iélfo ation
andl i ng 'system 1's” "configured to authenticate said a

| east onhasdingRestem after &li@stleabe vhe secbiydary @deiegs device is

identification information conmmuni cated from said at

| east on@utletisaledry wirel ess device to said first

i nformati on handling systemusing said RFID

conmuni cation, said identification information

identifying said at | east one secondary wireless

devi i dent.i.fj f or.ma

30 B SR TS BB AL s 1

coﬂﬁ%ﬁécﬁt%sauqfé\ﬂ{i@ﬁe t8d 6OleA® SROSEoNGhry daRYdst Ueatd B

20.

intormation
receiving identification information communicated from said at least one secondary
wireless device to said first information handling system using said RFID

communication, said identification information identifying said at least one

secondary wireless device; and

matching said identification information communicated from said at least one
secondary wireless device to corresponding identification information
contained in said at least one secondary wireless device profile on said first

information handling system.

The system of claim 16, wherein said first information handling system is further

configured to:

25




10

15

20

contained in said at | east one secondary w rel ess
device profile on said first information handling
system 30 20. The system of claim 16, wherein said
first informati on handling systemis further
contilguecrdtibmof o & rére kbcandamy winlessrdeaice profdés dnanidfirst
nor e seco[gdary, W reless devi cglrgr ofiles,on said first

i nf or nat f wmﬁéwamaﬂé)}wﬁ@m,a tiong Of i e OB HOFF segRpdary
or nore SEeRRAat)ce Yolikk €oRal® hE iRhAly 4163ideR MR SHeng

the identity of said at |east one secondary w rel ess

devi ce, sevdndargedmins dedcafand aisccondono of said éwe ecwettasegondary

wirel ess _devic rofil.es contai ning,t identity of

Second. saEBISoTeCrHRS seRAiE LS fiealts: & Ko sefondiry
from sai ¢/iRlest 8@ide MREs ATEREHFFom Wid 8 188 onél SdtoAiry wireless
allow a first wireless profile of said two or nore
secondar fevikg;el ess device profiles on said first

i nformati on handling systemto be chosen for

activation; and activate said first wireless profile

on spdwW affir§tStird166s ProrRE o Bail) 06l bi MBreSesdRIAPWireless device profiles
aut henti cating at |east one respective secondary .

wi r el essonssif gléstmomﬂl@waadlmg ysteniior kg @wsenyiop pgtvation; and
using RFI D wirel ess comuni cati on communi cated from

said at | east one respective secondary w rel ess device

t o aaivaid dafdsfirst irklessprotiteorhaitifiisnhfeyaitiomhaadithg system by
activating said at |east one respective secondary . .. .
wi r el essdBFRticating At [P35 BRMEFSRFCHYE BRCONEAH MeEe(§SH HEVIFY Within said
sai d fir gl whiRids Pﬁﬁ'ﬂé’ﬂsiﬁ%ﬁﬂﬂ) Q\greféﬁfz@rﬂhﬁgkﬁ{ior?@drﬂmﬁﬁicated

| east one respective secondary wreless device Is

aut hent i fratrechid &deast one respective secondary wireless device to said first

information handling system, and activating said at least one respective
secondary wireless device for in-band wireless connection with said first
information handling system after said at least one respective secondary

wireless device is authenticated.
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