
BC9-87-004                           1               2202976 METHOD OF
HANDLING DISK SECTOR ERRORS IN DASD CACHE Description This invention
relates to improvements in methods of operating a data processing system
having a direct access storage device (DASD) cache, so as to handle disk
sector errors due to defects in the storage media. More particularly, it
relates to a method of operating a high performance personal computer to
provide a low cost solution to the problem of handling bad sectors in a
DASD cache. It is well known to use fixed or hard disk drives to store
information for processing in a-processing unit connected to a main memory.
Information is stored on disks according to a predetermined pattern of
cylinders and sectors, each sector containing a predetermined number of
bytes. A drive includes plural heads, there being one head for each side of
a disk on which data is stored. Data isread from a disk one sector at a
time.  In order to access a desired sector, a head must first be moved to
the cylinder containing the desired sector, the disk rotated past the head
until the desired sector is reached and then the sector is read and the
contents placed in a buffer. In looking at the total amount of time
required to access data on a disk, the principal delay occurs during the
physical movement of a head.  Thus, when processing involves a large amount
of I/O activity, it is highly desirable to reduce the degree of head
movement as much as possible to achieve improved performance. DASD caching
is a known technique and provides a way to improve system performance by
reducing the amount of head movement and physical I/O activity.  In
accordance with such technique, a portion of main memory is used as a cache
for storing pages of sectors of data.  When a desired sector is initially
accessed, not only that sector but one or more additional nearby sectors
are read into the cache and subsequent accesses to such sectors is done at
main memory speeds instead of at disk drive speeds.  The improvement in
performance comes about because   



BC9-87-004                            2 of the probability that the next
data to be processed is stored near data that has been previously
processed. One problem that is known in the art, arises because of the fact
that defects exist in the disk storage media.  Thus, sectors containing
such defects are considered bad and cannot be used.  Such bad sectors are
normally identified by formatting and later uses thereof avoided by simply
skipping a bad sector. The problem becomes more complex in caching systems
because when a good sector is initially read into the cache, nearby sectors
of the same page may contain errors or be bad. Within the prior art known
to us, this problem has been solved in two ways. First, any page containing
a bad sector is itself considered bad and an error signal or message is
sent to the user. Second, the disk controller can be constructed so that
only good sectors are sent to the cache.  Such solution is a hardware
solution and is relatively complex and costly to accomplish. The present
invention is directed to a method that can be readily implemented to
provide an effective low cost solution particularly useful in relatively
low cost, high performance personal computers. According to the invention,
there is provided a method of operating a personal computer having a main
memory providing a DASD cache for storing pages of sectors of data read
consecutively one sector at a time from a disk having storage media defects
therein, and wherein an operating system manages the transfer of data to
and from an application program by buffering a sector as it is being
transferred, characterised by the steps of: in response to a request signal
for reading a predetermined sector from said disk, reading a page from said
disk, which page contains said predetermined sector and additional
prefetched sectors, said predetermined sector and said prefetched sectors
being located in consecutive locations on said disk;   



BC9-87-004                           3 selectively generating error signals
whenever attempts are made to read data from sectors containing media
defects; and, in response to said error signals, storing in said cache
indications of which sectors correspond to such error signals. An
embodiment of the invention will now be described, by way of example with
reference to the accompanying drawings wherein: Fig. 1 is a schematic
diagram of a personal computing system in which the method of the invention
may be performed; -  Fig. 2 is a schematic diagram of the cache data
structure used in the invention: Fig. 3 is a schematic diagram illustrating
how pages are referenced from a hash table; Fig. 4 is a schematic diagram
illustrating the free page list; Fig. 5 is a schematic diagram illustrating
the LRU list chain; Fig. 6 is a schematic diagram illustrating how various
programs and hardware are related generally, to the invention; Figs. 7-12
are flow diagrams illustrating the method of the invention; and Fig. 13 is
a schematic diagram illustrating the error list data structure. The
following description is organised into two sections.  The first describes
the general operation of the DASD cache and hence describes the environment
in which the method of the invention operates. The second section provides
a detailed description of how media errors    BC9-87-004
4 are handled.  It is to be understood however, that the invention resides
in the method and not in any particular software implementation. CACHE The
method is preferably carried out in a conventional data 



processing system 10 such as the IBM Personal Computer AT.  Such system 10
generally comprises a processor 12 connected to a main memory 14 and I/O
devices 15.  Such system may contain one or more disk controllers 16 each
respectively connected to a disk drive 18.  Formed as data structures in
main memory 14 are a cache 20 and a data buffer 21, the latter being used
by DOS to buffer each sector of data being transferred from the disk drives
18. Referring to Fig. 2, cache 20 comprises a page structure 21 comprising
a multiplicity of cache pages 22-1 through 22-n.  Cache 20 further contains
a hash table 24, a free list pointer 26, an LRU (least recently used)
pointer 28, a MRU (most recently used) pointer 30 and an error list 31, the
details of which will now be described.  These six parts, always present no
matter how large the cache is, are: Cache Page 22 - This defines the
structure.of a cache page in storage.  It contains information to tag what
physical page is represented, part of the LRU list, part of the hash table
conflict list and the actual data of the cache page grouped by sectors.
Least Recently Used (LRU) Pointer 28 - This points to a cache page that is
the least recently used page in the cache.  That is, all of theother pages
in thecache have been accessed more recently than the page pointed to by
the LRU pointer. Most Recently.Used (MRU) Pointer 30 - This points to a
cache page that is the most recently used page in the cache.  That is, no
page in the cache has been accessed more recently than the page pointer to
by the MRU pointer.    BC9-87-004                           5 Cache Hash
Table 24 - This table is a vector of pointers to the cache pages.  The
vector is 311 entries long.  When a sector is requested, the cache
intercepts the request and hashes into this table to determine if the
sector is in the cache.  By using a hash table, very little time is taken
to determine if a sector is in the 



cache, even if there are a large number of pages in the cache. Free List
Pointer 26 - This points to a cache page that is not presently being used
in the cache.  Initially all of the pages in the cache are on this list.
When a page is found not to be in the cache, a page is removed from the
free list and placed in the cache. Error List 31 - This data structure,
described in detail below, is used to indicate the history of page errors.
Table 1 lists the fields of a cache page 22.  The fields in the structure
are defined below. Note that all pointers are kept as two bytes.  This is
for a segmented architecture as is the Intel 8086/80186/80286/80386 family.
The value stored in the pointer is the segment (8086/80186) or the selector
(80286/80386).  An assumed offset of 0 is associated with each data
structure. The meanings of the various fields are: Field 1   This field
contains bits or flags that indicate which sectors in the page are present
and contain valid data and which sectors are missing due to errors. Field 2
This field determines which drive this particular page is contained on.
Field 3   This field contains the relative block address (RBA) of the
starting sector of the page on the drive.    BC9-87-004
6 Field 4   This field points to the next page that is less recently used
than this page.  If this is the least recently used page, then this field
will contain the value 0.  This field is also used to link pages together
on the free list. Field 5   This field points to the next page that is more
recently used than this page. -If this is the most recently used
page-,-then this field will contain the value 0. Field 6   This field
points to the next page that is in the 



hash table's conflict list. Field 7   This field points to the previous
page that is in the hash table's conflict list. Field 8   This field
contains the data for the page as it came off of the DASD.  If this page is
referenced multiple times, the parts of the page that are requested will be
copies - from this buffer rather than being read from the device. Field
Contents                    Bytes 1       Present Flags                2 2
DriveD ID 3       RBA                          4 4       LRU Next
2 5       LRU Previous                 2 6       Conflict Next
2 7       Conflict Previous           2 8       Page Buffer
1 - 8 Sectors TABLE 1      CACHE PAGE 22 Each RBA is determined by the
following formula:    BC9-87-004                          7 RBA= ((CN x NH)
+ HN) x SPT + SN            (Formula 1) where CN = Cylinder number NH =
Number of heads per drive HN = Head number SPT = Number of sectors per
track SN = Sector number The hash index is determined by the following
formula: Hash Index = RBA shr log (page size) mod 311 (Formula 2) where shr
= RBA shifted right by number of bits according to 



the log to the base 2 of the page size page size = number of sectors per
page mod = modulo functions which returns remainder The value of 311 is
preferred for the hash table length because it is a relatively large prime
number.  Since 311 is a large prime number, it is unlikely that an
application will use it or one of its multiples very often while accessing
the cache.  This keeps the conflict chains short by reducing the chance of
an application getting into sync with the hashing algorithm so the hash can
be resolved quickly. Referring to Fig. 3 the various index positions 0-310
of table 24 will either contain a 0 or a pointer to the first, and perhaps
only, cache page chained to such position. If the hash table entry that is
selected contains the value 0, then there are no pages pointed to by the
entry and the page is not in the cache.  This is considered to be a "page
fault".  Index position 1, e.g., contains a zero indicating there are no
pages associated therewith in the cache.  If on the other hand, the hash
table entry is not 0, the value there is used as a pointer to point to a
cache page 22.  The drive and RBA in a cache page are    BC9-87-004
8 compared with the requested drive and RBA.  If they turn out to be the
same, it is considered to be a "page hit" and the requested page is in the
cache.  If they are not the same, the Conflict Next value in such page is
used to point to the next cache page.  If a value of 0 is picked up from
this field, then the end of the conflict chain has been reached and the
requested page is not in the cache.  This is again a "page fault".  As
illustrated, pages A-F are claimed from table 24 to form three separate
chains of different lengths. If a page 22 is found in the cache, the
conflict chain for that hash table entry is reordered so that the found
page is at the head of the conflict chain. The idea here is that if the
conflict chain is kept in a most recently used order, then the scans down
the conflict chain 



will be short because of the probability of a recently used page being
accessed again.  This is especially true if a cache page represents more
than one physical sector. If a page is found not to be in the cache, a new
page is allocated (the exact means of accomplishing this will be discussed
later).  A page is read in from a disk and placed in the page buffer (Field
8).  The new cache page structure is then constructed relative to the hash
table with similar algorithms to those that were used to determine that the
page was not in the cache.  There is one important difference.  The
conflict chain for the hash table entry is not resolved.  Instead the new
page is inserted at the head of the conflict chain so that the conflict
chains remain ordered as to most recently used.  Also, the LRU chain
pointers are reordered to show this page as most recently used. A new page
22 is placed in cache 20 only when a requested sector is found not to be in
the cache.  The method was described in the previous section.  This section
will describe how a page is actually allocated so that it can be placed in
the cache structure.  There are two ways that a page may be allocated.  If
there is one or more pages in the cache free list, one page is removed from
the free list and allocated for the new page.  If there are no pages in the
cache free list, the page that is    BC9-87-004                          9
pointed to by the LRU pointer is removed from the cache structure and
re-allocated to the new page.  Fig. 4 shows the structure of the cache free
list. Free list pointer 26 point to the cache page 22 at the head of the
list and one of the pointer fields points to the next free page. Initially,
all cache pages are on the free list and no pages are pointed to by the
hash table or the LRU list. As requests are made to the disk and there are
cache page faults, more and more pages 22 will be removed from the free
list until finally there are no longer any pages in the free list.  When
this occurs, the pages are reused based on the LRU list.  Fig. 5 shows the
structure of the LRU list with the LRU and MRU 



pointers 28 and 30 pointing to the ends of the list and the various pages
22 being chained by the LRU Next the LRU Previous pointers. Since the cache
always tries to allocate from the free list before removing pages from the
LRU list, it is possible to dynamically add more pages to the cache once
the cache is operational.  This is especially desirable if the cache is
implemented in software only.  The reasoning behind this is that an
operating system may see that main storage is not being fully utilised and
may decide that some of that storage could be put to good use by giving
some (or all) of the unused storage to the cache. The converse (removing
pages from the cache) is possible also by removing one or more pages from
the end of the LRU list.  This may not be desirable since the pages cannot
be guaranteed to be physically contiguous in storage.  But given a
sufficiently sophisticated operating system the fragmentation of storage
may not be a problem. Whenever a page is accessed in the cache (either by a
hit or by a new page being allocated), that page is removed from its
current position in the LRU list and moved to the head of the list pointed
to by the MRU pointer. Since the cache page structure is pointer based, the
moving of pages in the LRU list is accomplished by simply moving pointer
values around, in a known manner.    BC9-87-004
10 Cache pinning (placing a page or pages in the cache permanently) is
easily accomplished with this design. To pin a page all that is needed to
be done is to remove the page from the LRU list.  Since pages are
reallocated from the.LRU list, a page that is not in the LRU list can never
be reallocated. Pinning is desirable when certain pages are not accessed
often enough to keep them in the cache. This would allow file system
structures such as directories, allocation bit maps, system files, etc. to
be kept in the cache for good performance without them being flushed by a
read of a large file. In order to perform cache 



pinning in a useful manner it is desirable to have cooperation between the
cache and the operating system, or at least a utility of the operating
system.  The utility would inform the cache that until signalled otherwise,
the requested pages are not to be placed in the LRU.  The utility would
then read the sector(s), files(s), etc. and then. signal the cache that all
further cache requests should place the pages into the LRU. The cache would
have to be sensitive to the fact that some pages may not be part of the LRU
and should not be inserted into the LRU when accessed.  This can be done
when a cache hit occurs by checking to see if the LRU Next and Previous
fields are 0.  If they are, the page is not to be placed in the LRU. In
this way, no extra bits or flags need to be. made part of the cache page
structure to support pinning. Fig. 6 illustrates the general manner in
which the method of the invention is embodied in a set of procedures called
CACHESYS interacts with conventional programs and hardware to carry out the
method of the invention.  When an application program 40 needs to read data
from a disk 18, DOS 42 is invoked and it, by means of a conventional
interrupt 13H, call would invoke basic input/output system (BIOS) 44.
CACHESYS 50 is interposed between DOS 42 and BIOS 44 and may be constructed
as an interrupt handling routine for intercepting and carrying out the
various procedures described in detail below. It appears to DOS to act as
BIOS 44 and relative to BIOS 44, CACHESYS system appears like DOS 42.  That
is, the operation of CACHESYS 50 is transparent to DOS 42 and BIOS 44.
BC9-87-004                           11 Under the control of BIOS 44, data
from disk 18 would be transmitted through hardware 46 to data buffer 21 in
main storage and then made available to the application program through
DOS, in conventional manner.  When CACHESYS 50 is operational, and in
response to intercepting the interrupt 13H call, if the desired sector
containing the needed data is already in drive cache 20, the data will then
be 



placed in buffer 21 and made available to the application program.  If the
data is not in cache 20, then CACHESYS would invoke BIOS 44 to have the
data read from disk 18 into buffer 21, from whence it will be made
available to the application program. Further, on the instance of first
usage of such data, it would also be placed in cache 20 to be available for
subsequent operations. Additionally, nearby consecutive sectors would also
be prefetched or read into cache 20. Referring now to Fig. 7, when the
procedures 50 are invoked as by intercepting the interrupt, step 100
determines or calculates the index into hash table 24 from the RBA of the
desired sector.  Step 102 then places the contents of the hash table at the
index into a variable known as PAGE PTR and step 104 determines whether or
not PAGE PTR equals zero to signify the end of a conflict chain.  If it is,
then a new page is read in step 106 and the new page is placed in the cache
by step 108, after which step 110 returns to DOS and the application.  If
as a result of step 104, the page pointer is not equal to zero, then steps
112 and 114 determine if the page pointer is pointing to the desired page.
This is done by first comparing the page pointer drive specification with
the desired drive containing the data, in step 112, and if it is the
correct drive, then step 114 compares the RBA of the page pointer with the
RBA ANDed with the RBA mask.  If steps 112 and 114 produce negative
results, then step 116 updates the page pointer to point to the next page
in the conflict chain and this process will continue until the desired page
is reached whereupon the positive results in step 114 passes to 118. The
general purpose of steps 118-130 is to check whether or not the requested
sectors are in the cache page.  If they are, then a positive result from
step 130 passes to return step 110 and the sector data is    BC9-87-004.
12 transferred from its cache page 22 to buffer 21.  If they are not, then
the negative result from step 130 returns to step 106 for reading in the
page containing the desired sectors.  In order to understand what- 



happens during steps 118-130, it will now be desirable to consider step 106
and how a new page is read into the cache. Step 106 is a general step and
the detailed step involved therein are shown in Figs. 8-12.  However,
before describing in detail these various steps, an explanation   will be
made of some variables and data structures used therein. ERROR HANDLING
Table 2 lists the meaning of different variables used in the process.
These variables are initialised in the beginning of the process.  Error
list 31 (Fig. 2) includes, as schematically shown in Fig. 13, an error hash
table 150, conflict chain 152 and free list 154 there being one entry per
page.  The conflict chains and free lists are constructed and handled
similar to the procedures described relative to Figs. 3 and 4.  A hash
table is used because even though the error list is relatively small, it is
scanned every time there is a physical I/O and it is desirable to keep the
search time as short as possible.  Hash table 150 is 64 indexes long, such
length being chosen because it is a. power of two and the page RBA can be
manipulated easily with shifts and a mask rather than with a divide.  The
justification for this over a prime number of entries, is that errors on a
disk are usually fairly uniformly distributed and speed is most important
since this table will be accessed every time the cache does physical I/O.
Hash table 150 points to conflict chains of error list entries.
BC9-87-004                           13 Variable
Meaning RBA                          - RBA of the page to be read BUFFER
POINTER               - Pointer to where the data will be read into PAGE
SIZE                    - Number of sectors in a page (2, 4 or 8) RBA MASK
- = NOT (PAGE SIZE-1) (i.e. 



OFFFFFFFC) RBA SHIFT                    - = [err] (PAGE SIZE) (i.e. 1, 2 or
3 for PAGE SIZE 2, 4 or 8) SEC COUNT MASK               - PAGE SIZE-1 ERROR
MASK                   - = Number of bits = PAGE SIZE right justified in a
word (i.e. 0003, OOOF, OOFF for PAGE SIZE 2, 4 or 8) TABLE 2 VARIABLES
Table 3 (following) defines the structure of each entry in the error list.
Field          Contents                   Bytes 1            Present Flags
2 2            Drive ID                      1 3            Block Address
4 4            Conflict Next                2 5            Conflict
Previous            2 Field                            Meaning 1
This field contains a set of flags or bits that indicate which sectors in a
page have errors.  The "BAD" sectors are indicated with 0 bits in the
positions in the field and sectors in which valid data is present, are
indicated by 1 bit.    BC9-87-004                            14 2
This field contains the drive number of the drive where the page is
located. 3            This is the RBA of the first sector of the page. 4
This field points to the next error list structure or entry in the conflict
chain. 5            This field points to the previous error list structure
in the conflict chain TABLE 3 ERROR LIST STRUCTURE 



Referring now to Fig. 8, the start of the process for reading in a new page
begins with step 132.  The general process shown in Fig. 8 determines
whether the cache has previously seen an error in the page to be read in.
In step 132, the RBA of the desired sector is ANDed with the RBA mask and
the result is used in step 134 to calculate the index into error hash table
150.  The index is calculated as the remainder from doing a modulo 64
operation upon shifting right the result from step 132 by the amount of the
RBA shift.  Next, variable PTR, in step 136, is set to the contents of the
error hash table located at the index calculated from 134.  If the PTR is
not set to zero, then step 138 branches to 140 and represents the condition
where there is an  error entry on the conflict chain.  Step 140 then
determines if the drive ID is the same as that of the drive containing the
page in which an error has occurred.  If it is not, then step 144 indexes
the pointer and thereupon steps through the next entry in the conflict
chain.  If the result of step 140 is positive, then 142 determines if the
desired RBA corresponds with that of the error list entry.  If not, then
they go onto the next entry in the conflict list. The positive output from
step 138 indicates that the associated page has not had an error before and
therefore an attempt will be made to read the full page by sending a single
command to the disk controller to read the number of sectors in a page.
Positive determination from step 142 indicates that the page had an error
before and that it will be read sector by sector by sending plural commands
to the disk controller to read only one sector each time.    BC9-87-004
15 Referring now to Fig. 9, by a call to BIOS, step 160 obtains the PAGE
SIZE, number of sectors per page and the RBA of the starting sector.  If no
error occurred during the reading, then step 162 branches to 164 which
thereupon sets the present bits indicating that all sectors are present in
the page. That is, there is no bad sector or error 



encountered during reading such sector and valid data is present in each
sector.  Step 166 sets the variable CURPTR to point to the address of the
data buffer 21 into which a sector will be read.  Steps 168-176 then
initialise various variables as indicated.  Next, a call is made to BIOS
and in step 178 one sector is read associated with the current RBA.  If no
error occurs, step 180 thereupon branches to step 182. If an error occurs
during such reading, the present flag associated with such error is set to
zero in step 184 by exclusive-ORing with a bit mask, to indicate that the
error or sector was bad. Step 186 then sets an error code in accordance
with the return code stemming from the read operation of step 178. Steps
182-188 update the current RBA, current pointer, bit mask and count to
point to the next sector whereupon the process is repeated by step 190
until the count is reduced to zero.  Step 192 then decides whether the page
that has just been read is in the error table 31. If the page is not in the
error table, then step 192 branches to step 193 (Fig. 10) which gets an
element from error free list 154 by setting a new error pointer.  Step 194
then determines was the error free list empty i.e., is new error pointer
equal to zero.  If it is, then the branch is made from 194 to step 204
which returns the present bits and error code.  If the error free list is
not empty, steps 196-202 then insert a new error entry into the error hash
table.  This is done by setting the error free pointer to equal the error
free pointer next in step 186, setting the new error pointer present to
equal the corresponding present bit in step 198, setting the new error
pointer next in accordance with the value from the index of the error hash
table, and then setting the error hash index to the new error pointer in
step 202.    BC9-87-004                           16 The procedure shown in
Fig. 11 checks the requested sectors for previous errors.  Steps 206-218
are identical to steps 118-130 but vary 



according to the entry and exit points.  Thus steps 118-130, because of
this variation, check to see if the requested sectors are in the cache page
and produce a positive result from step 130 when all of the sectors are in
a page.  The negative result indicates that not all of the requested
sectors are in a page so that the operating system must be trying to-
perform some form of error recovery. On the other hand, steps 206-218 are
used to check if the requested sectors have had previous errors.  The
positive result from step 218 indicates the page has errors but the
requested sectors do not whereas the negative result from 218 indicates the
requested sectors have errors. In Step 206, the RBA and mask SECCOUNT are
ANDed and the result stored in the variable shiftcount. Step 208 then sets
the present bits to equal the pointer present shifted right by the amount
of the shift count. Step 210 sets maskshift equal to the PAGE SIZE-minus
the number of sectors.  Step 212 produces a test mask by shifting  right
the error mask by an amount according to the maskshift. Thereupon, the
present bits are ANDed with a test mask in step 214 and then exclusive-ORed
with the test mask in step 216 whereupon step 218 tests the results.  This
procedure is advantageous because it quickly determines if there are errors
in the requested sectors without resorting to loops  or multiple decision
paths. It might also be better understood with use of the following example
in which it is assumed that the  PAGE SIZE is 8 sectors, sector 5 of the
page  (the sixth sector) had an error the last time the page was read and
so its corresponding present bit is set to zero. Table 4 provides an
example of how the procedure works when a requested sector is in a page
that has errors but the requested sector is not one of the errors.  The
example will read two sectors starting at sector 3 of the page. Table 5
shows an example of this procedure when a requested sector has had an error
during a previous read.  The example will read two sectors starting at
sector 4 of the page.    BC9-87-004                            17 



0 0 0 0   0 0 0 0    1 1 1 1   1 1 1 1           error mask 0 0 0 0   0 0 0
0  0 0 0 0    0 0 1 1         test mask 0 0 0 0   0 0 0 0   1 1 0 1   1 1 1
1       present flags 0 0 0 0  0 0 0 0   0 0 0 1   1 0 1 1       step 212 0
0 0 0  0 0 0 0  0 0 0 0     0 0 1 1          step 214 0 0 0 0  0 0 0 0   0
0 0 0    0 0 0 0           step 216 TABLE 4 NO ERRORS IN REQUESTED SECTORS
0 0 0 0   0 0 0 0     1 1 1 1   1 111          error mask 0 0 0  0   0 0 0
0   0 0 0  0   0 011.    test mask 0 0 0 0   0 0 0 0     1 1 0 1   1 111
present flags 0 0 0 0   0 0 0 0   0 0 0 0   1 101            step 212 0 0 0
0   0 0 0 0     0 0 0 0   0 001          step 214 0 0 0 0   0 0 0 0   0 0 0
0   0 010           step 216 TABLE 5 ERRORS IN REQUESTED SECTORS Referring
now to Fig. 12, step 220 results from a negative determination in step 218
(Fig. 11) and causes a present bit to be set in accordance with the PTR
present.  Step 222 sets the count equal to PAGE SIZE, step 224 sets the
CURRBA to equal the RBA, step 226 sets CURPTR equal to pointer into the
data buffer and step 228 sets the bit mask to equal one.  Step 230 then
determines whether the current sector had an error before by ANDing the
present bit and bit mask.  If the result does not equal zero, step 232 then
reads, by means of a BIOS call, one sector at the CURRBA.  The step 234
then determines if there was an error during such reading.  If there was,
step 236 sets the present flags to indicate that there was an error and
also saves the error code in step 238.  Step 240, and following, moves to
the next sector by incrementing the CURRBA in step 240.  The CURPTR is then
incremented by the number of bytes per sector in 242 and the bit mask is
shifted left one  in step 244.  The count is decremented in step 246. When
it reaches zero, a branch is made in step 204 (Fig. 10). Otherwise, step
248 then determines that all the sectors have not been read and therefore
branches back to step 230 to repeat the process.   



BC9-87-004-                           18 The following summarises operation
of the procedures.  Media defects are managed with the present flags in the
cache pages structure. When an attempt is made to read in a page from the
disk, if an error is returned the cache recovers in the following manner:
1.   It "backs up" to the first sector of the page. 2.   It starts reading
the sectors into the page buffer one at a time.  Each time it reads in a
sector successfully, it sets a corresponding present flag. 3.   If an error
is encountered while reading a sector, the present flag for that sector is
cleared (set to 0) and appropriate pointers are updated as if the sector
were read in. 4. - Once all of the sectors in the page have been read (one
at a time), the present bits are scanned to determine if one, or more, of
the sectors requested from the cache is missing, i.e., the corresponding
present bit is set to 0.  If so the last error received while reading from
the device is returned to the requestor. The procedure is slightly
different if the page that corresponds to the request is already in the
cache.  It is handled in the following manner:                      - 1.
The present flags are scanned to determine if one or more of the requested
sectors is missing.  If none is missing, then the cache operates in a
normal manner and the data is returned to the requestor. 2.   If one or
more sectors are missing, only those sectors that need to be read from the
disk are read.  If no errors are encountered while reading, the appropriate
sectors are marked present in the cache page and processing continues.
BC9-87-004                           19 



This scheme allows the cache to have "holes" that correspond to the errors
in the media without loss of data or by significantly adding to the
complexity of the cache.  It also allows the operating system to attempt to
retry operations and recover data in an error situation without the cache
making the operating system's task more difficult. When the cache
encounters an error it determines which sector(s) of the page are in error
and leaves "holes" in the page that correspond to the sectors in error.
Also produced by the error recovery process is a 16 bit value that is
referred to as the present flags.  If there are any zero bits in these
flags, then the page has one or more errors. If there are errors in the
page, the cache determines if this page has had errors before.  It does
this by hashing into an error list with the page's RBA to see if that page
is in the list.  If the page is not on the list, it is added to the list.
If the page had had errors before, one of the following can be done: 1.
Keep the previous present flags. 2.   Replace the present flags with the
ones just produced.  This is what the software cache implemented. 3.
Logically AND the two sets of the present flags and save the result.  This
implies that if a sector in a page ever had an error it will not be read
unless it is specifically requested. 4.   Logically OR the two sets of
present flags and save the result.  This implies that if a sector in a page
was ever read successfully, the cache will always try to read it. If all of
the bits in the present flag are ever all zero, the entry is removed (or at
least not placed) in the error list.  This is done for several reasons.
The first is that it allows the error list to be much smaller.  And since
the operating system tends to de-allocate entire    BC9-87-004
20 tracks when there are manufacturing media defects, the operating system
will in general not try to read these areas.  The second reason is that 



if a page has no good sectors in it, then the operating system is in a
general error recovery state and performance is not critical.  There is
also little that the cache could do with the page anyway so the cache does
not waste space by keeping track of that error. When a request is made to
the cache that results in a cache miss, the system first determines if the
page that it is about to read has ever had errors before... If the page has
had previous errors, the system sees if one of-the sectors requested was
flagged as an error.  If none of the sectors requested had an error then
the sectors of the page are read in one at a time skipping over the
sector(s) that were in error. Thus, the error(s) have been avoided. Error
retries by the initiator of a request are allowed since if a requested
sector has had errors it will be read by the cache.  All that the error
avoidance does is prevent the cache from pre-fetching sector(s) that it has
experienced errors on if those sector(s) are not explicitly requested.
BC9-87-004                            21 CLAIMS 1.   A method of operating
a personal computer having a main memory providing a DASD cache for storing
pages of sectors of data read consecutively one sector at a time from a
disk having storage media defects therein, and wherein an operating system
manages the transfer of data to and from an application program by
buffering a sector as it is being transferred, characterised by the steps
of: in response to a request signal for reading a predetermined sector from
said disk, reading a page from said disk, which page contains said
predetermined sector and additional prefetched sectors, said predetermined
sector and said prefetched sectors being located in consecutive locations
on said disk; selectively generating error signals whenever attempts are
made to read data from sectors containing media defects; 



and, in response to said error signals, storing in said cache indications
of which sectors correspond to such error signals. 2.. A method according
to claim 1, in which said reading step comprises storing data read from a
sector for which an error signal is absent, in said cache and setting an
indication corresponding to such sector to signify that valid data from
such sector is present in said cache. 3.   A method according to claim 1 or
claim 2, including the allocating to each page in said cache a
predetermined number of consecutive storage locations for storing sectors
of data from said disk and in which said reading step comprises reading
said data from said sectors into storage locations allocated thereto,
whereby in response to said error signals said reading step is  skipped so
that said indications corresponding to said sectors for which error signals
are generated, signify the absence of valid data in said storage locations
allocated to such sectors.    BC9-87-004                          22 4.
A method according to claim 2 or claim 3, comprising providing in said
cache for each page therein a plurality of present bits corresponding in
number to the number of sectors in a page, each bit corresponding to a
different predetermined one of said sectors in each page, and setting each
bit to alternatively signify the presence or absence of valid data in said
corresponding sector of data stored in said cache. 5.    A method according
to claim 4 comprising providing a second request signal for a sector of
data stored in said cache and, in response to said second request signal,
accessing the one of said present bits corresponding to the requested
sector to ascertain the validity of data therein. 6.    A method according
to any of the previous claims, comprising the steps of creating and storing
in said cache a history of those pages which at one time were stored in
said cache and which pages contained at least 



one sector in connection with the reading of which an error signal was
generated; and in response to said request signal, accessing said history
for entries therein for the page containing the requested sector. 7.    A
method according to claim 6, comprising the step of: providing in said
history indications of the status of all sectors in each page for which
there is an entry, such status including an indication of each sector in
connection with the reading thereof an error signal was generated. 8.    A
method according to claim 7, comprising the step of: updating said history
indications each time a page is read into said cache for which page there
is an existing entry in said history.    


