1 SECURITY ENCLCSURES This invention relates to a security enclosure for
gi vi ng‘warni ng, or erasing information, if attenpted interference made

“with an object within the enclosure. The invention al so rg§ﬁ;fgigpf\;;()

sheet's and | am nates for use in maki ng such encl osures. The sys

part*éularly applicable to the protection of itens such as docunents,

magneti c information store or electronic circuits containing nmenory

i-nf ormati on.” The -security encl osure conpletely encapsul ates the item being
protected but may have an inter-connectinb pl ug bonded into it to allow
operation of the enclosed item such as a printed circuit board. Docunents
or nmagnetic files, cont ai ni ng security sensitive information have

to be sent throughout the mor1deﬁﬁgﬁ%%i%;ﬁggiégﬁgggcessary to ensure that
t he docunents have not been inté ' sit or that if any
attenpt is made to reveal the information by an unauthori sed-person, an
alarmis sounded or the information destroyed or erased. Printed circuit

boards i
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giving warning, or erasing information, if attempted
interference is made with an object within the
enclosure. The invention also relates to sheets and

L laminates for use in making such enclosures.

The system is particularly applicable to thé protection
of items such as documents, magnetic'information store
or electronic. cirguits containing memory information.
The security enclosure complété1y éncapsu1ates the item
being - protected but may have an inter-connecting plug
bonded into it to allow operation of the enclosed item,

such as a printed circuit board.

Documents or magnetic files, containing security
sensitive information have to be sent throughout the
world and it is often necessary tq ensure that the
documents ha&e not been interferedIWith in transit or
that if any attempt is made to reveal the information
by an unauthorised person, an alarm is sounded or the

information destroyed or erased.

Printed circuit boards in computers or data conversion

equipmentﬂ often contain memory devices which should



2 not be read (electronically), by anyone but authorised people. Any
attenpt to tap on to the board or device should ideally result in an -
.erasure of all menory information. The encl osure should provide protection.
frommany fornms of attack, fromvery crude destructive attacks to hlghlywL
sophi sticated | aboratory attacks, but at the sane tine be sufficiently

I nsensitive as not to be trlggered by n?rnal environnental effects such as
t enperature, hunidity and vibration. so in the case of printed circuit
boards which nmust operate in the enclosure, the cable entry nust not
conproni se the security of the enclosure and the enclosure nust be

SUfflClent'anﬁeb@BHébdKW@y@étﬁeni@aEI?P,tB?<Hﬂ¥aﬁé B e MBS 9- A
previous proposal is described in a paper entitled "Physical Security for

the  ABYSS pgepiel. bAnst eattémpieitogaidp of 'toB.tHe i Bod287 okElevice
proceedi ngs 49 89 4612 488. This systemuses very fine insulated wire which
i s wapped shoudld idealllpviresuld ire & oterwsute oFhe adAMphin®rgevi ce
"is then potted in epoxy resin. The fine wire forns a long resistive

el enent whi chnfermation.

The enclosufe should provide protection from many forms
- of attack, from very crude destfuctive attacks to
- highly sophisticated 1laboratory attacks, but at the Q_)
same time be sufficiently insensitive as not to be
triggered by normal environmental effects such as
temperature, hﬁmidity and vibration. Also in the case
of printed circﬁit boards which must operate in the
- enclosure, the cable entry must not compromise the
security of the enclosure and the enclosure must be
sﬁfficient.ly Ehermally conductive to stop the circuit

from overheating.

A previous proposal is described in a paper entitled
"Physical Security for the  ABYSS System” by Steve H.

- Weingart, of I.B.M. in 1987 IEEE proceedings 49 89 4612
488. |

This system uses very fine insulated wire which is
wrapﬁed around the device to be protected. The
complete device 1is then potted in epoxy resin. The

fine wire forms a long resistive element which is



3 connected to a nonitor circuit to detect changes in resistance.

this type.of security enclosure has the foll owi ng di sadvantages:- (1)
No. neans of inserting the article to be protected after t he
been fabricated. (2) In order. to get high coverage,

encl-osure has
alorof wireis

used

causing significant size and weight increase.

Corners are very difficult to cover. 3 deal shape for this type of

device is a“sphere,

X-rays my be

be scraped away to reveal elenents which can be carefully tagped to create

a hole. (6) Connﬁ@ﬁeﬂratﬂl@hlmPGﬂt§écu¢1hgulted§>wﬁﬁ@ﬁGhouP apgesenbwed
fromthe enclosure after a period of tine. 4

resistance.

However, this type of security enclosure has the _

used

but not many electronic circuits are this shape.

(4)

However,

(3)

to detect |ow coverage areas. (5) Epoxy can

following disadvantages:-

(1)

(2)

(3)

(4)

(5)

(6)

No means of inserting the article to be
protected after the enclosure has been

fabricated.

In order to get high coverage, a lot of wire
is used causing significant size and .weight

increase.

Corners are very difficult to cover. Ideal
shape for this type of device is a sphere, but

not many electronic circuits are this shape.

X—fays may be used to detect 1low coverage

areas.

Epoxy can be scraped away to reveal elements

which can be carefully tapped to create a hole.

Not practical for securing items which would
be removed from the enclosure after a period

of time.



According to a first aspect of the invention there is provided a security
encl osure conprising two flexible sheets of electrically responsive .fibrous
mat eri al separated by a sheet of a flexible insulating naterial, the sheets,
extending in continuous |layers over the-wpole area of the enclosure, and-=-
the length of the fibres of the fibrous material being greater than the d
t hi ckness ofacdmxrdimpttwiai fibrstataspecatef i the sinvéntipnetbeng bé t he

encl osure Torces fibres fromone of said sheets of fibrous material to
penetrate tiprehided 3 sesur bty nenedosure | comprtoingctwehflexteleof said
sheets of fibrous material to change an el ectrical characteristic of the

sheets of fiHheRES Rk #leftrically EesReReiYR EHvkeRaprateyiak el ectrical
ircuit. The sheets of electricall ive fib .materjal, b
Sheets of SEHEVRHRR TN (FIFEE Ghod oL LOREPHe ARERIREiRE PeFeRiRLs on
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a flexible I'Tnear electrically responsive el enent on at |east one surface
fibrous material being greater than the thickness of the
sheet of insulating material so that piercing of the
enclosure forces fibres from one of said sheets of fibrous
material to penetrate the sheet of insulating material and <
contact the other of said sheets of fibrous material to
change an electrical characteristic of the sheets of

fibrous material, said change being detectable by an

electrical circuit.

The sheets of electrically responsive fibrous material may
be sheets of semi-conductive fibres whose combined

resistance changes on piercing.

The enclosure may form a container or may be in the form o’

of a pad.

The security enclosure may comprise a flexible sheet of
insulating material extending over the whole of the area
of the enclosure and carrying a flexible linear

electrically responsive element on at least one surface



-5- thereof, said el eaent being arranged in a configuration on said surface
so dividing the surface that attenpted opening of the enclosure changes an
el ectrical characteristic of the el enent, the change bei ng detectable by an
elecfrical circuit. This feature alone or-ig cenbination with the present
inveMion is the subj ect of parent application 8913626.1, fromwhich this
appl i cation i sthiéneaied. s@#idkfelanént tbeihgnearangedt ihcal tgnfégppativa on

el enent conprises a line of a sem -conductive material. The line may be
printed on théakbaunface o Aintding cthel susfage athati atbedptedve ink.
The sem -conductive ink preferably contains carbon and has a resistivity of
bet ween 0.1 arRPSARhREntherRnelomisre Fhangespnyelegbsigaie el enent may

be arranged on_both sides pof the flexjble sheet of insulating material. In
this case, trm§q?§ﬁﬁﬁeﬁﬁiﬁﬁﬁn°£k§h%d%*ﬁm%%tant%?r%?aﬁgelPﬁé@goﬁeﬁﬁﬁﬁaéiﬁe
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is divided.

Preferably the linear electrically responsive elément
comprises a line of a semi-conductive material. The line
may be printed on the sheet of insulating material using a
semi-conductive ink. The semi-conductive ink preferably
contains carbon and has a resistivity of between 0.1 and

10 ohm-cm.

The linear electrically respbnsive element may be arranged
on both sides of the flexible sheet of insulating
material. In this case, the linear element may comprise
an array of lines on each side of the sheet of insulating
materiai extehding between spaced points arranged around
the edge of the sheet, preferabiy in an imaginary
rectangle, thé points on one side of the sheet being in
register with the points on the other side, and the lines
on one side of the sheet extending obliquely relative to
the lines on the other side'énd being interconnected

thereto at the registering points to thereby form a single



-6 - conductor dividing the sheet of insulating-material-into a matrix of
relatiively small areas. The lines on each side of the sheet of insulati
material nmay be parallel to each other whereby the sheet is divided into a.
matri x of di anond shaped areas, the |arges$t ei nension of each di anond
shaped area preferably being no nore than 10nm The interconnection bet ween
the |ines at condustom dividing Bhea shestuef wasadiadsing matasidilngnte Gugh

the flexilfl e sheet. Preferahly, the flexible sheet of insulating nateri
i s provi ded WREELi¥nofurelatiyeldYorfmgddq@EeR-eri al which covers the |inear

| ectricall ' I t. The., ' | d ation,
"ncl udes a on ¢ ORRE AAReS 0 PREFOR LS e HionEHea St ATHIAF T pons  ve

el enent for

characteristic O

rng
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electrically responsive tibrous material are pre

largest dimension of each diamond shaped area preferably
being no more than 10mm.
The interconnection between the lines at the points

may be by a conductive adhesive extending through the

"flexible sheet.

Preferably, the flexible sheet of insulating material
is provided with an outer layer of opagque material which
covers the linear electrically responsive element.

The security.enclosure, in operation, also includes a
monitor:circuit connected to the linear electrically
responsive element'for producing an electrical output when
the electrical characteriétic of the element changes on
opening of the enclosure.

If both forms of security enclosure are provided
together the sheets of electrically responsive fibrous

material are preferably arranged over the

(?e
y arranged over the



7 fl-exi ble sheet of i-nsulating material carrying the linear electrically
responsi ve el ement and separated therefromby a further layer of insulating
material. Where the electrically responsive el enment "and sheets are of
sem’conductive material, the linear electrically responsive elenent my

be ™connected
fibrous. materi al

electrically between the sheets of electrically responsive
so that piercing of the sheets of electrically responsive

fibrous nmat eri al forns t wo parall el resistive elenents. The

connection may be fornmed by a connection strip which is incorporated into

the encl osure on closing and which carries tracks formng the required

connecti ons.

| rE XdRib s eshgsk Wef € ind®lat DiigCimabetibd peavirgedg t gae

monitor circuit is preferably connected across the ends of the |inear
el ectrically resSimesr veldardaldy tresponsive eclemeall y andespepairited
fibrous sheets for detecting changes in electrical resistance thereof

and/ or open or tHerdfmom day ts.fuihtehdol lapengof siaswbatidgt makedidascri ption

of sone enbodi nents of the invention, by way of exanple, reference being
made to the acconpanying drawings in

Where the electrically responsive element and sheets

are of semi;onductive material, the linear electrically
responsive element may Dbe connected electrically
between the sheets of electrically responsive fibrous
material so that piercing of the sheets of electrically
responsive fibrous matérial forms two parallel

resistive elements.

The connection may be formed by a connection strip
which is incorporated into the enclosure on closing and

which carries tracks forming the required connections.

In this case and where a monitor circuit is provided,
the monitor circﬁit is preferably .connected across the
ends of the linear electrically responsive element and
to the electrically responsive fibrous sheets for
detecting changesl in electrical resistance thereof

and/or open or short circuits.

The following is a more detailed description of some
embodiments of the 1invention, by way of example,

reference being made to the accompanying drawings in



-8 - which:- Figure 1 is a schematic plan VIEM/Of one side of a flexible

sheet for use in formng a security enclosure; Figure 2 is a schematic *plan
view of the other side of the sheet shown in Figure 1, with the first side-
bei ng shown in broken lines; Figure 3 is a schematic section through a
portion of the sheet of Figures 1 and 2 sHowimg the interconnection of seki
conductive dots of the sheet; Figure 4 is a simlar viewto Figure 2 but
showi ng the emdgitahizcal connection of the security circuit fornmed on the
sheet; Figures 5a, 5b and 5c are a plan view, an expl oded side view and a
si de el evation respectively of a flexible |am nate for use in formng a

t I ti 0SS- d f
conpl et od SecaiT ekl Hoct TP AT AT oAnats S T Fi qure 5
showi ng the intercqmecti ol ofod Nise i $MAY ¥ Y Wil fosure;

Figure 2 is a schematic plan view of the other side of
the sheet shown in Figure 1, with the first side being

shown in broken lines;

Figure 3 is a schematic section through a portion of the o
sheet of Figures 1 and 2 showing the interconnection of

semi conductive dots of the sheet;

Figure 4 is a similar view to Figure 2 but showing the
electrical connection of the security circuit formed on

the sheet;

Figures 5a, 5b and 5c are a plan view, an exploded side
view and a side elevation respectively of a flexible ' \J

laminate for use in forming a security enclosure;

Figure 6 is a partial cross-section of an edge of a
completed security enclosure formed from the laminate

shown in Figure 5, showing the interconnection of the



Figure 7 is a diagramof a circuit for use with the security enclosure of
Figures 5 and 6; Figure 8 is a plan view of a connection strip for use with
the security enclosure of Figures 5 to 7, the menmber having flaps in an
unfo(ded condition; Figure 9 is a view sinilar to Fi gure 8 but showi ng the
flaps in a fol ded condition; Figure 10 is a simlar viewto Figure 6 but
showing the connection strip in position in the enclosure, and Figure 11 is
a viewsimlar to Figure 6 but show ng thé i ncorporation of a connector in
the security enclosure. The security encl osure sheet shown in Figures 1 to
4 conprises matri x of di agonal | y ext endi ng sem conducti ve

a
lines 10 print a C I thin insulating film21l. Each line 10"
term nates at EQX%Q ngf t&% gﬁgﬂhgh §uctive dot 12 adj acent the edge of the

filmas shown in Figure 1, the pattern of lines and dots being printed on
to the insulating film 11 using a sem conductive ink. 10 A simlar

pattern of senpggaguct? Ves! ianegi dgrand oot § H&Rﬁﬁ 6'&9;'65% %gthhethe

reverse side of the film1l as shown in Figure 2 dot are
regi ster and security enclosure of Figures 5 and 6;

Figure 8 is a plan view of a cdnnection strip for use
with the security enclosure of Figures 5 to 7, the

member having flaps in an unfolded condition;

Figure 9 is a view similar to Figure 8 but showing the

flaps in a folded condition;

Figure 10 is a similar view to Figure 6 but showing the

connection strip in position in the enclosure, and

Figure 11 is a view similar to Figure 6 but showing the

\_ incorporation of a connector in the security enclosure.

The security enclosure sheet shown in Fiqures 1 to 4
comprises a matrix of diagonally extending
semiconductive 1lines 10 printed on to a rectangular
thin insulating f£ilm 11. Each line 10 terminates at
each end in a semi-conductive dot 12 adjacent the edge
of the film as shown in Figure 1, the pattern of lines
and dots being printed on to the insulating film 11

using a semiconductive ink.



are electrically connected through the film by one of a-.-nunber of neans.

For exanple a hole may be punched in the centre of each dot 12,14 and a
~conductive adhesive 15 applied to the hole, to bridge the top dot 12 to the
bottom dot 14, as shown in Figure 3. This matrix of lines 10,13 now forns,a
continually connected circuit which will be broken if attenpts are made Yo
penetrate the filmby cutting, abrasion,,application of solvents, or
applicati dn of heat. The nonitoring of t%e circuit is done by opening the
circuit at one point and neasuring. the change of resistance between the two
ends of the circuit, as shown in Figure 4. Even if the lines 10,13 could
be identified, it would be alnost inpossible to tap across sections of the
lines 10,13 to produce a useful size of hole, due to the relative random

nature of the R3WiqEY pldiecenbel igwadiddhdubtdve Ol ifddst adi {A®r@Bts
potential because they are far fromeach other in the electrical circuit,

despite bei npqcipeepPinvBedadbnYeo thdypPevathy, siie @F stHe?, Afinoyi dabe
spaced, such as to produce a matri x of dianmond shaped areas of | argest

di nension | shéwnt han Fikurs 2. Thehef 8bts 12, 14s addeinovegigtépt addwith a
| ayer of non-conductive ink (not
are electrically connected through the film by one of a
number of means. For example a . hole may be punched in
the centre of each dot 12,14 and a conductive adhesive

15 applied to the hole, to bridge the top dot 12 to the o’

bottom dot 14, as shown in Figure 3.

This matrix of lines 10,13 now' forms a continually
connected circuit which will be broken if attempts are
made to penetrate the f£film by cutting, abrasion,

application of solvents, or application of heat.

The monitoring of the circﬁit.is done by opening the
circuit at one boint and measuring the change of \J
resistance between the two ends of the circuit, as
shown in Figure 4. Even if the lines 10,13 could be
identified, it would be almost impossible to tap across
sections of the lines 10,13 to produce a useful size of
hole, due to the relétive random nature of the
pattern. Adjacent lines 10,13 are of quite different
potential because they are far from each other in the

electrical circuit, despite being close physically.



shown), the sane colour as the sem conductive ink, so as to conceal the
matrix. It is preferred that carbon is used to provide the sem conducti ng
properties of the matrix, si nce it is nost easily conceal ed to
sophi-sticated investigation techniques such as X-Ray exam nation. Preferred
matertals for the matrix are polyester filmfor the thin insulating film
11, 0.025mm or less thick, and carbon filked pol yester- adhesive for the
lines 10,13 and dots 12,14 applied by scréen printing. Typically the lines
10, 13 may be I nm w de and the dots 12,14 nmay be 3nmin dianeter and 0. 025mm
- 0.2mm thi ck, depending on the overall resistance required. The

carbon will bergpoesniyp Rhedusdts ol eai siduid Ypéos |a%‘€dV0|élIE?nf 5! igeg.
Typically a track may be forned with a resistivity OF 6 ohms-cmfor a 15%

car bon | oadi ngprodpoéyest matrike o¥erdpdmérid NGHapRI GRefas SEPWa

al so be a carbon | oaded polyester. film In this case the carbon wuld be

chosen to proddtmehsfibncolless (jtdtamess)Omshi h Théd2 Ifawm |1Adi g tReG

m ni num change to el ectrical resistance. Typically a resistivity

hi gher than [epvgér-printed with a layer of non-conductive ink (not
shown), the same colour as the semiconductive ink, so
as to conceal the matrix. It is preferred that carbon
is used to provide the semiconducting properties of the

-/ matrix, since it is most easily concealed to

sophisticated investigation techniques such ‘as X-Ray

examination.

Preferred materials for the matrix are polyester film
for the thin insulating film 11, 0.025mm or less thick,
and carbon filled polyester adhesive for the 1lines
10,13 and dots 12,14 applied by screen printing.
Typically the 1lines 10,13 may be 1lmm wide and the dots
; 12,14 may be 3mm in diameter and 0.025mm - 0.2mm thick,
depending on the overall resistance required. The
carbon will be chosen to produce low resistivity for
low volume filling. Tyﬁicalry a track may be formed
with a resistivity of 6 ohms-cm for a 15% carbon

loading in polyester.

The over-printing layer (not. shown) would also be a
carbon loaded polyester film. In this case the carbon

would be chosen to produce high colour (jetness) with



ohnms-cm can be achieved for a 2% | oadi ng, whilst providi-ng good jetness. A
conpl eted security enclosure may be forned in the following way. First 'the
rectangul ar conponent parts are assenbled in the order shown in Figure
5b. Layers 16 are thin insulating filnms, e.g. of polyester, layers 17~
are films of sem conductive fibrous material, and layer 18 is a filn1ha¢ﬁng
a conpleted matri x of sem conductive triexks as described above with
reference*to Figures 1 to 4. Each sem -conductive layer 17 is nmade

t hroughout of a fibrous material such that, in use, if a sharp object
penetrates the layers, the object will pull fragnments of - the upper )
sem - conductliowe  laading t hamdigh mirienumt ercleangg | ntal at ehgetayeall6 to
touch, and to make electrical contact wth, the |ower sem-copguctive
| ayer . | n teshgtange hav&@8YPAchildN &r 5BSBSIAMEtYof highesndian v&0 pat h
being formed, the insulating |ayer should be_thinner, than the nean

l ength of tRSTRRCIGIR PDr ACkHietREe£dY plishihg 2R38BPE8et VR dEEN 13

t he sem -conductjve layer, _ The insulating |ayer should
providing good jetness.

A completed security enclosure may be formed in the

following way.

First the rectangular component parts are assembled in_
the order shown 1in Figure 5b. Layers 16 are thin
insulating films, e.g. of polyester, 1layers 17 aré
films of semiconductive fibrous material, and layer 18
is a film having a completed matrix of semiconductive
tracks as described above with reference to Figures 1

to 4.

Each semi—conductivé layer 17 1is made throughout of a
fibrous material such that, in use, 1if a éharp object
penetrates the layers, the object will pull fragments
of the upper semi-conductive layer through the
intervening insulating layef 16-to touch, and to make
electrical contact with, the lower semi-conductive
layer. In order to have . a high probability of a
conductive path being formed, the insulating layer
should be thinner than the mean ;ength of the

conductive fibres produced by pushing an object through



therefore be no thicker than, and preferably is thinner than, t he

sem - conduct i ve | ayer. Typically- the thickness of the

sem -conductive layers 17 may be 0.075mm and the thickness of the
ithLpting | ayers 16 may be no nore than 0.025nm° The preferred
sem = conductive fibrous material is unsintered, carbon- | oaded

pol yt etraf | uoroet hyl ene (PTFE) having a volune resistivity of typically
froml to 10 ohns-cm and the preferred |ﬁ§ulat|ng material is polyester
film Adhesive is applied between the |ayers 16,17 and 18, and the conplete
| am nate assenbly is then thermally bonded in a hot press. A typical

EEL"EPZ&-Sngi"rsf&%ea';&?e?%%éac%arec|lsr.efy P AR CLaRp T RBR D <
o ease successlyghi Lo f Wi JAETTRS, | 8T p16coTlRISIUES Qe

| ayers 16, 17, 1 e |lamnate are ppe ownwar
not ed t hat theth rmsie | N4Y t'?H%dﬂd Jéven S pr 5ﬁ h Iap B
at one end and sfmgg flaps A ar?i(} xte |né5l fr(?#n%t%e fl(a&?' Sgena’ttoq;t%
centre line Z- @hi?tﬁﬁéésngoEhethésp%ﬁniﬂéoﬁaﬂéhve '&a?’b'r% @vaon{ag gl ced
that the corresponding half of the 1nsulating | ayer
0.075mm, and the thickness of the insulating layers 16
may be no more than 0.025mm. The preferred semi-
conductive fibrous material 1is unsintered, carbon-
loaded polytetrafluoroethylene (PTFE) having a volume

resistivity of typically from 1 to 10 ohms-cm, and the

preferred insulating material is polyester film.

Adhesive is applied between the layers 16,17 and 18,
and the complete laminate assembly is then thermally
bonded in a hot press. A typical thickness for the

laminate is 0.5 mm.

U It will be seen that dimensions in the drawings are
exagerated for'clafity and that the sizes of the layers
increase successively towards the lowermost 1layer 16.
The edges of the layers 16,17,18 in the laminate are
thus stepped downwardly, and it will be noted that the
lowermost insulating £ilm layer 16 is provided with a
flap B at one end and side flaps A and C extending from
the flapped end to the centre line 2Z-%2 bisecting the
respective sides. It will also be noticed that the

corresponding half of the insulating film layer 16



14 i mredi ately above the |ayer 18 has its edges extended sufficiently to
cover the correspondi ng edges of the |layer 18. The flat |amnate rso-
~produced is folded along the centre line Z-Z and, after further
adhesi ve has been applied along the edges X and Y of the |owernost three_

| ayers 16,18, is sealed along these edges X and Y. Flaps A and B are "
fol ded over to nechanically conplete thL% stage and thus make an open
ended bag or envel ope. Figure . ws the arrangenent at one of the
seal ed edges. Since the natrix_layer 18 extends very close to the edges of

t he conpl et ed enclosure and the two sides of the matrix |ayer 18 nake the
final bond al ang sgpar b BagkRi N
| ayer 16 of ‘r ?%ﬂ}i §%§ gttenp'lt:)lgggf)rl ?e openg’t&ﬁ é’s )éf(e result in
breaking the,cifg t Lot | ayar é‘cﬁr es%aq{gesba e4sesk f @he
| am nati ng an‘ghéondénei'?hgteoeg‘ga:té)se)it g t he a hesi ve used |§ t he
sen1conduct|Y¥% gn the matrix are identical, and therefore any solvents
used to diss e t%e edge adhesive will also dissolve the matrix Iines
10, 13. Also, due to the <carbon filling of the ink on the matrix, this
bond has a lower tensile strength and el ongati on conpared to the other

The flat laminate so produced is folded along the

centre 1line 2-Z and, after further adhesive has been

applied along the edges X and Y of the lowermost three

layers 16,18, is sealed along these edges X and Y.

Flaps A and B are folded over to mechanically complete

this stage' and thus make an open ended bag or
envelope. Figure'_s. “shows the arrangement at one of

the sealed edges. | |

Since .the rﬁetrix layer 18 extends very close to the

edges of t:he completed enclosure and the two sides of

the matrix 1layer 18 make the final bond at points
marked C and -D and are separated.' only by one thin layer V

16 of insulation, any attempt to prlse open the edge
will result in breaking the circuit on the matrix layer
18. The adhesive used for laminating and bonding the
edges, and the adhesive used in the' semiconductive ink
on the matrix are identical, and therefore any solvents
used to dissolve the edge adhesive will also dissolve
the matrix 1lines 10,13. Also, due to the carbon
filling of the ink on the matrix, this bond has a lower

tensile strength and elongation compared to the other



15 adhesi ves used which are not |oaded to the same degree by additional
solids. Termination of the sem conductive lines 10,13 of the layer 18 to an
el ectronic nonitor board included within the enclosure, will vary according
to tthe application. In general the electrical nonitor circuit will be as in
Figul'e 7. Ra and Rb represent the two sem conductive |layers 17, (see
Figures 5 and 6), and Rc represents the I.conductive lines 10,13 of the
matrix. 1CLl*is a wi ndow conparator with t'He centre of the w ndow referenced
by the voltage divider Re and Rf. The size of the wndow is controlled by
ot her resistive elenents not shown but follow conventional electronic

design practi %%hem%e%orﬁ?é@t@ﬁléﬂeéﬁéoh%t”%atd&ﬁ dderuel sage 3&e|_§ |
which is controlled by the resistance chain Rd, Rc and Rg.: Since Rd and Rg

are fixed, anpychaada ilghdic s¥iiagesult in ICL changing state and giving an
out put, mhlch may be used in a variety of ways according to the

application. Therefore, if the track of the matrix is broken or shorted,
V(Pin 1) will increase or decrease and cause an output at 1Cl. Simlarly,
i f an attenpt @&omitnatdent | off | shendecaiducting: énesontci3 vesff i bhes

layer 18 to an electronic monitor board included within
the enclosure, will vary according to the application.
In general the electrical monitor circuit will be as in
L/ Figure 7. Ra and Rb represent the Ewo semiconductive
layers 17, (see Figures 5 and 6), and Rc represents the

semiconductive lines 10,13 of the matrix.

IC1 is a window comparator with the centre of the
window referenced by the voltage divider Re and RE.
~ The size of the window is controlled by other resistive
elements not shown but. follow conventional electronic

design practice.

The comparator therefore monitors the voltage at Pin 1
which is controlled by the resistance chain Rd, Rc and
Rg. Since Rd@ and Rg are fixed, any change to Rc will
result in IC1 changing state and giving an output,
~which may be used in a variéty of ways according to the
application. Therefore, if the track of the matrix is
broken or shorted, V(Pin 1) will increase or decrease -
and cause an output at ICl. Similarly, if an attempted

interception is made by piercing, semiconductive fibres



16 will be drawn from one sem conductive |layer 17 to the other, causing a
short circuit between Ra and Rb and thus changi ng the resistance bet weén
points E and F in Figure 7. Provided Ra and Rb are not significantly .
|larger than Rc a substantial change to the |oop resistance wll )
result, causing IClL to change state. For exanple if Ra = Ro = Rc, the

| east change of resistance will occurl6f a short circuit is nade between
points Gand Hin Figure 7. The new resi stance between points E and F w ||
be:- [err] Therefore REF = 2Rc 3 Therefore, the resistance change

between points E and F will be fromRc to 2/3 Rc and this change can easily
be det ect ed willdusbe hdrewsl dsiame PRe pSEIACORGUsHIYS r LAY SF eddi P oM from

tearing. A significant advantage to thg enploiyre desc&ibed anye wﬁth
reference t ®EHRT dr GRPAENEs & hAPOEENMHEFHhs Detween Ra and an

thus changing the resistance between points E and F in
Figure 7. Provided Ra and Rb are not significantly
larger than Rc a substantial change to the loop
resistance will result, causing ICl to change state.
For example if Ra % Rb = Rc, the least change of
resistance will occur if a short circuit is made \.)
between points G and H in Figure 7. The new resistance

between points E and F will .be:-

1 = 1 + 1
ReF RC Ra + Rb
= 1 + 1
Rc 2RC
= 3
2RC
Therefore Rgr = 2Rc

Therefore, the resistance change between points E and F
will be from Rc to 2/3 Rc and this change can easily be

detected.

Thus the enclosure is protected both from piercing and

from tearing.

A significant advantage to the enclosure described

above with reference to the drawing is that connections



17. to the two sem conductive |layers and the matrix can be nade

on these.

encl osure design there will be a nunmber of pernutations of tem nation

posiitions,

making it

acquire one or nore of these enclosures phm advance to-practice the

techni'que of interception, and any randommess in the design woul d prove

‘ anywher e
el enent s. It is possible therefore, that for any one

i npossi ble for a woul d-be interceptor to predict where
the Term nati ons have been nmade. Typically, a woul d-be interceptor would

very frustrating. Termnation to the security enclosure can be achi eved by
a nunber of neans; one exanple of a connection strip being shown in

Figures 8 abd tBe twA ssmiigpndifctive nlayensabindg thid md®©riated \kid h
i nsul ati ng adhesive is cut in the shape shown.
20 are printewade tenywberiel moand thase woelemestel f ollded isnd posdidde o

insul ate portions of the tracks. At the stage in the formation of the

Two sem conductive tracks

encl osure t hathesgEetear thabi figr| apynangl ¢retosurerdesignsthexe ill his
film19 is placed at an edge _and term nated on to the nmatrix using

conducti ve
sem conductive _tracks

aBfesd vaumbep,caf pArmuhations c of steminabionypesiddansy
connecti on W th

20 auto i cal make
t he t wo se‘ﬂ?Ebﬂ‘éuc’t?ve‘mP‘?%@ﬁie a‘i‘l"i‘}/ dhd ¥QHEd-he,Jntergeptar  to

predict where the terminations have been made.

Typically, a would-be interceptor would acquire one or
more of these enclosures in advance to practice the
technique of interception, and any randomness in the

design would prove very frustrating.

Termination to the security enclosure can be achieved
by a number of means; one example of a connection strip
being shown in Figures 8 and 9. A strip of thin

insulating film 19 coated with insulating adhesive is

cut in the shape shown. Two semiconductive tracks 20

are'printed on to the film and the Ewo flaps 21 folded
and sealed to insulate portions of the tracks. At the

stage in the formation of the enclosure that layers are

being laminated (see Figures 5a,5b and 5c) this £ilm 19

is placed at an edge and terminated on to the matrix
using conductive adhesive. When the enclosure .is
folded and sealed the semiconductive tracks 20
automatically make connection ‘with the two

semiconductive layers 17 and the dinner end is

t he



18 termnated on to the nonitoring circuit in the enclosure.

Figure 10 shows the position of the connection strip in the
~enclosure. Termnation is to the first sem conductive layer at point J, to-
the second seniconductive layer at point K- and to the matrix at points L}

and M The only nodification required to the enclosure is that a small *
portion of the third insulating |ayer &P bet ween the second sem conductive
| ayer 17 &nd the matrix 18, is cut bac %nd folded to seal with the
connection strip 19 as shown at point Nin Figure 10. In order to add
further randomess to the design, the positions of the flaps 21 on the

connecti on S{Li: 1% SRY BR OXPANGRE ShoRt ok ichAndestbas el eant ¢R@Si i ons

of Ra and ectri’c circuit. At this stage the device has been

shown to be gieppgir&nded rageel L VIENCRSWES Wreh Spo@REBoR! ber Mhat i ng
the electrical elenents of the enclosure to a nonitor circuit. In the

si npl est usecOhnébELiSRCELICLY €ItV ethee enlclosterp! eTegminaLY oRCCil i kY
sensitive papers or magnetic nmedia, the itens to be secured are
placed in #he first semiconductive 1layer at point J, to the

second semiconductive layer at point K, and to the

matrix at points L and M.

The only modification required to the enclosure is that \
a small ~portion of the third insulating 1layer 16,
between the second semiconductive layér 17 and the
matrix 18, is cut back and folded to seal with the

connection strip 19 as shown at point N in Figure 10.

'In order to add further randomness to the design, the
positions of the flaps 21 on the connection strip 19
may be exchanged so as to change the relevant positions

of Ra and Rb in_the electrical circuit, \;)

At this stage the device has been shown to be an open
ended security enclosure with a means of terminating
the electrical elements of the enclosure to a monitor

circuit.

In the simplest use of the security envelope, for
example to carry security sensitive papers or magnetic

media, the items to be secured are placed in the



19 encl osure beside the nonitor circuit and the open end sealed thermally.
The flap C (see Figure 5a) is folded over and seal ed to provide nechanical
strength to the edge joint. During this operation the circuit has been

mai Rt ai ned in the enclosure |ayers and therefore fromthe point of
switching the nonitor "ON' and conpletion of the sealing operation, there
has not .been any disturbance to the electrgcal circuit. After a tinme period
or when the enclosure reaches it's final destination and is to be opened,
it is of course essential to verify that the enclosure integrity has been
mai ntai ned since it was sealed. This may be done in several ways; an

el apsed tine emclasioe begifie the treonitor thecuddt pnd bdhe tdmemoendor
which would start running fromthe tinme an interception was detected.
This of coursesenled bheomaliyt afhehdlapm€ t(seenEiguuecSadsisi Aaled
opened but immediately checking the indicator would verify any

i nterception de¥engandargsaled Apo apapiée @nrehanigal pstrepgthl to the
activate as soon _as an interception was detected. Bot h net hods
will indicate2d9¢niodntnon destructive way, that the enclosure
has been

During Ehis operation the circuit has been maintained

in the enclosufe layers and therefore from the point of
A switching the monitor "ON" and completion of the
sealing operation, there has not been_ any disturbance
to the electrical circuif. After a time period or when
the enclosure reaches it's final destination and is to
be opened, it is of course essential to verify that the
enclosure integrity has been maintained since it was.
sealed. This may be done in several ways; an elapsed
time indicator may be fitted to the output of the
monitor which would start rﬁnning from the time an
interception was detected. This of course would also
start at the'time'the enélosure was finally opened but
immediately checking the indicator would verify any
interception during transit. An alarm of course may be
fitted to activate .as soon as an interception was
detected. Both methods will indicate, in a non
destructive way, that the enclosure has been

intercepted.

In addition a destructive alarm may be connected to the



intercepted. In addition a destructive alarm may be connect ed to the 20

detector circuit . This will take the formof an erasure device which wlI
activate either, after a short delay to allow the intended recipient to
renove the contents, or immediately. 1In the latter case it is necessary o

switch "OFF" the detector fromthe outside of the enclosure prior to
openi ng. Connection through the wall of, the enclosure is also necessary
when the device to be secured has totx?%inultaneously connect ed to

anot her  system Non contact connection may be made using an inductive
coupl er devi ce. One half being nmounted on the inner surface of the .
encl osure, t r hr. cl osg, st IS pQsdid O t t (de. The
detector ci rdcl% iet?:ttlégn t_lgre té.‘r'e bzﬁn"%ues ]?lon(e]%ﬁé atr)llz)lfj)étl t{uirxﬁ)trt?rfé S%gri od

between sealdng 330 &L HHicHS 1411 haweidate bithbe, Pasgterred to
make direct connection to the contents of the enclosure. Very low profile

connect ors exjoyit Vméré%he_se P Bt | €hena ntieddR P OtbEBpiestiCito afemdde eX

(trade mark) 70430 eri es. Connectors. This type of connector 22 can be

bonded the contents, or immediately. 1In the latter case it is
necessary to switch "OFF" the detector from the outside

of the enclosure prior to opening.

Connection through the wall of the enclosure is also
necessary when the device to be secured has to be
simultaneously connécted to another systemn. Non
contact connection may be made using an inductive
coupler device. One half being mounted on the inner
surface of the enclésure, the other brought close to
this . position on thé'othet side. The detector circuit
can therefore be “questioned"' about fhe time period

between sealing and the présent.

Often however, it is preferred to make direct
connection to the contents of the enclosure; Very low
profile connectors exist which have plastic one piece
bodies, such as Molex (trade mark) 70430 Series
Connectors. This type of connector 22 can be bonded
into the edge of the enclosure without compromising its
integrity. Figure 11 shows the position of the
connector after bonding. The matrix layer 18 is bonded

directly to the sides of the connector and any attempt



into the edge of the enclosure without conpromsing its integrity. Fi gure
11 shows: the position of the connector after bonding. The matrix

| ayer. 18 is bonded directly to the sides of the connector and any attenpt
21 o/ prise open the layers at this point will activate the nonitor
circuit. It is inportant- that the connector body material is
homogeneous and made froma simlar nateri?J as the enclosure insulating

| ayers. Typically, connectors 22 suitable Tor this application are |ess
than 2. 5nm thick and are manufactured from pol yester. The contacts in the
connector 22 are termnated to the enclosed itemusing |ow profile

pol yester ribhkan pabse 3penuatners 166BEs(tavdenivr kpoBSE ¢allle. acPepgpdi ng
on the exact application sone of the contacts may be used to interrogate
t he detector dilrecui mpnitoswi tcdhradit ON' fitr ekenplhimporthatfi rthdt st ehecal
I nformati on held on the nenory, such as the nunber and tine of attenpted
i nt er cepti ons.conneacticr Noedynduatediahati si thdrogesmapredand madechfrdkFd t he
detector circuit, even with the use of a conplex code, since this would
reduce the intsidgtikar omategiedc| asurtthe enclosure insulating layers.
Typically, connectors 22 suitable for this application
are less than 2.5mm thick and are manufactured from

polyester.

The contacts in the connector 22 are terminated to the
enclosed item using low profile polyester ribbon cable
24 such as GORE (trade mark) PSE cable. Depending on
tﬁe exact application some of the contacts may be used
to interrogate the detector circuit; to switch it “ON"
for example or to find historical information held on
the memory, such as the number énd time of attempted
interceptions. It is not advised that it be designed
W to switch "OFF" the detector circuit, even with the use
of a complex code, since this "would reduce the

integrity of the enclosure.

The other contacts, of course, are connected directly
to the electronic circuit board being secured to allow
operation of that circuit. 'In this type of application
the security enclosure 1is protecting the information
held in the electronic memory circuits. The circuit

being protected would include an erase line whereby the



The other contacts, of course, are connected directly to the el ectronic
circuit board being secured to allow operation of that circuit. In this
type of application the security enclosure is protecting the information_
" held in the electronic nenory circuits. The circuit being protected whyl d
i ncl ude an erase |ine whereby the 22 change of voltage on that line, ~
fromO Volts, to 5 Volts for exanple wol2d erase all protected information.
This change of voltage is initiated by the enclosure nonitor circuit. Sone
applications require two conpartnents such that the nonitor circuit is

physically separated fromthe itemto be secured. In this case a |ine of.
adhesi ve i s apghgedofovioHdagemen dhataddns, tfromen@| Vodts £9d § VekiS ed to
make an enclosure wth an opening at both _ends. In _this way, one

authority c80Fd eXagPlean@ordd v&T@SEhe aidhi tRFCtEGHEH t  1nfRrBAeiMRr coul d
seal the itemto be protected. It will, be appreciated that a simlar
principle toThag: cRargepaf apevkagsu’d bénggéﬂt?e 13?3? nt8Rc| PRINUIR  any
requi red shape and size. _Further, different matrices of sem -conductive

lines may beMQ8d&OZs Cldfiitted. In

Some applications require two compartments such that
the monitor circuit is physic.ally separated from the
item to be secured. In this case a line of adhesive is \J
applied to the inner surface of the enclosure and is
sealed to make an enclosure with an opening at both
ends. In this way, one authority could seal and
activate the monitor circuit, ahd another could seal

the item to be protected.

It will be apprecizted that a similar principle to that
described above could be used to form enclosures of any
required shape and size. Furthek; different matrices W
of semi-conductive lines may be used as required. In
particular, the 1lines may be arranged irregularly
rather than reqularly as in the illustrated embodiment.
In addition, an enclosure may be formed using just two
layers 17 of semi-conductive fib:es separated by an

insulating layer 16.

It is also anticipated that the laminate described could

be used as a flat flexible and electrically sensitive film



particular, the l|ines my be arranged irregularly rather than
reqularly.as i'n the illustrated enbodi nment. In addition, an enclosure may
be-formed using just two |layers 17 of semi-conductive fibres separated by
an i\nsulating layer 16. It is also anticipated that the | am nate descri bed
couﬂﬁ”be used as a flat flexible and electrically sensitive film - 23 -
to cover a hole in an otherw se solid enclespges for exanple to cover an
emergency control on an apparatus so that warning of the control cover
bei ng broken cotd ccdeesi griadkd in anrethéewiseasobid encl@gurelAfRB 1. A
security enclosure conprising two flexible sheets of electrically
responsi ve fi brexsmpbe ekd atovepaant edebgencyheentvel gon| aRj ppparasysating
material, the sheets extending in continuous |ayers over the whol e area of
the encl osure, tiRRttwernringtafotheneontspiscevernbeingr Buekent ePHAR B& ng

greater than the thickness of the ,
signaled to a remote location.



sheet of insulating material so that piercing of the énclosure forces
fibres fromone of said sheets of fibrous material to penetrate’t'he.sheet
of insulating material and contact the other of said sheets of fibrous
material to chan ri.cal characteristic of .the sheets of fibrous
materi al, sai d change being detectable by &fh @lectrical circuit. 2. A '?J
secur i tyummmmmmml ng to claim1, in which the sheets of

electric WELYi brous material are sheets of sem -conductive
fibres and the tonbined resistance of th8¥§Eﬁ§tS changes on piercing. 3. A
security enclosure according to claiml im2, in which the sheet of
insulating material is folded and bonded together at its edges to formthe
encl osure. * C L M S * -25 - 4. A security enclosure
according to agy OﬂeseEu&meypé36§dgageC&amgﬁisiﬂgludbnglaxﬁamétgheetECUIt
housed wi thin the encl osure” and connected to the sheets of electrically
responsi ve fibpguslaetetical1oreppottiagrabretschateeliaduspphraies bire

el ectrical characteristic of the fibrous material changes on opening of the
encl osur e. a sheet of a flexible insulating material, the sheets

extending in continuous layers over the whole area of
the enclosure, and the length of thé fibres of the
fibrous material being greater than the thickness of the
sheet of insulating material so that piercing of the N\
enclosure forces fibres from one of said sheets of
fibrous material to penetrgte the sheet of insulating
material and contact the other of said sheets of fibrous
material to change an-électrical characteristic of the
sheets of fibrous material, said change being detectable

by an electrical circuit.

2. A security enclosure according to claim 1, in which
the sheets of electrically responsive fibrous material
are sheets of semi-conductive fibres and the combined

resistance of the sheets changes on piercing.

3. A security enclosure according to claim 1 or claim
2, in which the sheet of insulating material is folded

and bonded together at its edges to form the enclosure.



5. A security enclosure according to claim4, ip which thé monitor circuit
is conmected to tlmnm'{ulltm@f"iﬁlous material through a connectof strip
which_is incarpor N | osure on cl osing and which carries
conductive tracks formng the required connections. 6. A security :
encl oSure according to claim4 or claimb5,a5n-which the monitor circuit is
arranged to getect a short circuit between the sheets of electrically
responsive fi®{roun satarity. eRcléshibexabterddfilynebeahpr odeeoknther mng a
security enclosure, the lam nate conprising two flexible |ayers of

el ectrically peepedingeclabmsysinaleding scpeniter abdcastrhedsbyg a | ayer
of a flexible insulating material, the length of the fibres of the fibrous
mat eri al bei ngithiént thet apalesurehaninessnec¢tedectd atee sheehsubfiti ng
material so that piercing of the |am nate -26- forces fibres fromone of
said | ayers oPlerBF&G3lh¥t EPFRPNELVRchtPFaus pateriglrfoF prednainag

mat eri al and contact. the other of said |ayers of fibrous material to change
an eIectricalaehﬁfﬁfFEFFgfiEugPu%h@h?%yE? otefthtort FRRERFEETLISEIA change

bei ng detectagketgg ?Qbrous material changes on opening of the

enclosure.

5. A security enclosure according to claim 4, in which
the monitor circuit is connected to the)sheets of
fibrous material through a connector strip which is
incorporated into the enclosure on closiné and which
carries conductive tracks férming the required

connections.

6. A security enclosure according to claim 4 or claim
5, in which the monitor circuit is arranged to detect a
short circuit between the sheets of electrically

W - responsive fibrous material.

7. A flexible laminate for use in'forming a security
enclosure, the laminate comprising two flexible layers -
of electrically responsive fibrous material separated
and carried by a layer of a flexible insulating
material, the length of the fibres of the fibrous
material being greater than the thickness of the layer

of insulating material so that piercing of the laminate



electric circuit 8 Aflexibl e | ami nate according td dlain17,.ih whi ch
the layers of electrical esponsive fibrous material "arid the layer of.
flexible i n‘;‘!“ “m “ ‘[M‘ are in the formof continuous sheets or filmns.,
9. A flexibld i ding to claim@8, further conprising top and
bottom |l ayers of a flexible insulating material respectively over the upyér
| ayer of fibrous material and under the Béwer | ayer of fibrous material.
10. A erx1$Ie Ian%nate a cording tg claén%g inamgj%hbthe sizes of the

| ayers genefQFF§Si AEPESSETEOMRRS; O8I §21HohRYRESt 8 F3PFREShot t om | ayer .
11. A flexi } ngi e ' | , shaving.a _c .|+ ne about
whi ch the |§%§ﬁ%?§1C§% Bgﬁgg%%gggFégfg%g$gL&gn% %é%gglﬁg'ﬁ%%é?ﬁéitogether
the registeting o h dgd Laggnak y£2 £ i Drblig X _ I nat e
accordi ng t%hglgfﬂgﬁéF ?%émﬁfﬁﬁktﬁg egggsfoﬁéfﬁeogof%éﬁlngggkgfk?FinbIe

i nsul ating g8t 8hhAGeOin08LeEtHEcRT ERRragBEEEstiBeor €neXigpdpd b form
flaps for folding Oover and covering the joined edges of the enclosure when
eventual |y £9p#eds material, said change being detectable by an

electric circuit.

8. A flexible laminate according to claim 7, in which

" the layers of electrically responsive fibrous material

and the layer of flexible insulating material are in the

form of continuous sheets or films.

9. A flexible laminate according to claim 8, further

comprising top and bottom layers of a flexible

insulating material respectively over the upper layer of

fibrous material and under the lower layer of fibrous

material.

10. A flexible laminate according to claim 9, in which W/

the sizes of the layers generally increase successively

from the top to the bottom layer.

11. A flexible laminate according to claim 10, having a
centre line about which the laminate can be folded to
form an enclosure by bonding together the registering

edges of the folded laminate.
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12. A flexible laminate according to claim 11, in which

the edges of the bottom layer of flexible insulating
material on one side of the centre line are extended to
form flaps for folding over and covering the joined

edges of the enclosure when eventually formed.




