A METHOD AND APPARATUS FOR VISUALIZING DYNAMIC-HOST-
CONFIGURATION-PROTOCOL SCOPES

BACKGROUND:
Field:
[0001] Embodiments of the invention relate to visualizing dynamic-host-

configuration-protocol scopes.

Description of the Related Art:

[0002] Dynamic-host-configuration protocol (DHCP) is a protocol that can be
used to configure internet-protocol (IP) addresses of client devices. For
example, a DHCP server can use DHCP to assign IP addresses to client
devices that are served by the DHCP server. The DHCP server can configure
certain ranges of IP addresses és IP addresses to be used by the client devices.
A range of IP addresses to be used by the client devices can be considered to

be a DHCP scope.

SUMMARY:

[0003] According to a first embodiment, a method may include determining
that a first range of internet protocol addresses corresponds to a first scope.
The method may also include displaying a first visual representation of the
first scope. The first visual representation comprises a first displayed bar. The
length of the first displayed bar represents the span of the first scope. Each
internet protocol address of the first scope has a representative position within
the first displayed bar.

[0004] In the method of the first embodiment, the determining includes
determining that a range of internet protocol addresses corresponds to a

dynamic-host-configuration-protocol scope.



2

[0005] In the method of the first embodiment, a portion of the first displayed
bar is a visual representation of excluded addresses of the first scope.

[0006] In the method of the first embodiment, the method can also include
displaying a list of at least one scope that is related to the first scope.

[0007] In the method of the first embodiment, the method can also include
determining that a second range of internet protocol addresses corresponds to a
second scope. The method can also include displaying a second visual
representation of the second scope. The second visual representation
comprises a second displayed bar. The length of the second displayed bar
represents the span of the second scope. Each internet protocol address of the
second scope has a representative position within the second displayed bar.
[0008] In the method of the first embodiment, the method can also include
determining that a third range of internet protocol addresses corresponds to a
range of internet protocol addresses that are common to the first scope and the
second scope. The method can also include displaying a third visual
representation of the third range. The third visual representation comprises a
third displayed bar. The length of the third displayed bar represents the span
of the third range. Each internet protocol address of the third range has a
representative position within the third displayed bar.

[0009] According to a second embodiment, an apparatus may include at least
one processor. The apparatus may also include at least one memory including
computer program code. The at least one memory and the computer program
code may be configured, with the at least one processor, to cause the apparatus
at least to determine that a first range of internet protocol addresses
corresponds to a first scope. The apparatus may also be caused to display a
first visual representation of the first scope. The first visual representation
comprises a first displayed bar. The length of the first displayed bar represents
the span of the first scope. Each internet protocol address of the first scope

has a representative position within the first displayed bar.
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[0010] In the apparatus of the second embodiment, the determining can
include determining that a range of internet protocol addresses corresponds to

a dynamic-host-configuration-protocol scope.

[0011] In the apparatus of the second embodiment, a portion of the first

displayed bar is a visual representation of excluded addresses of the first

scope.

[0012] In the apparatus of the second embodiment, the apparatus may be
further caused to display a list of at least one scope that is related to the first

scope.

[0013] In the apparatus of the second embodiment, the apparatus may be
further caused to determine that a second range of internet protocol addresses
corresponds to a second scope. The apparatus may be further caused to
display a second visual representation of the second scope. The second visual
representation comprises a second displayed bar. The length of the second
displayed bar represents the span of the second scope. Each internet protocol

address of the second scope has a representative position within the second

displayed bar.

[0014] In the apparatus of the second embodiment, the apparatus is further
caused to determine that a third range of internet protocol addresses
corresponds to a range of internet protocol addresses that are common to the
first scope and the second scope. The apparatus is further caused to display a
third visual representation of the third range. The third visual representation
comprises a third displayed bar. The length of the third displayed bar
represents the span of the third range. Each internet protocol address of the

third range has a representative position within the third displayed bar.

[0015] According to a third embodiment, a computer program product can be
embodied on a non-transitory computer readable medium. The computer

program product can be configured to control a processor to perform a
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process. The process may include determining that a first range of internet
protocol addresses corresponds to a first scope. The process may also include
displaying a first visual representation of the first scope. The first visual
representation comprises a first displayed bar. The length of the first displayed
bar represents the span of the first scope. Each internet protocol address of the

first scope has a representative position within the first displayed bar.

[0016] In the computer program product of the third embodiment, the
determining comprises determining that a range of internet protocol addresses

corresponds to a dynamic-host-configuration-protocol scope.

[0017] In the computer program product of the third embodiment, a portion of
the first displayed bar is a visual representation of excluded addresses of the

first scope.

[0018] In the computer program product of the third embodiment, the process
further includes displaying a list of at least one scope that is related to the first

scope.

[0019] In the computer program product of the third embodiment, the process
further includes determining that a second range of internet protocol addresses
corresponds to a second scope. The process may also include displaying a
second visual representation of the second scope. The second visual
representation comprises a second displayed bar. The length of the second
displayed bar represents the span of the second scope. Each internet protocol
address of the second scope has a representative position within the second

displayed bar.

[0020] In the computer program product of the third embodiment, the process
can also include determining that a third range of internet protocol addresses
corresponds to a range of internet protocol addresses that are common to the
first scope and the second scope. The process can also include displaying a

third visual representation of the third range. The third visual representation
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comprises a third displayed bar. The length of the third displayed bar
represents the span of the third range. Each internet protocol address of the

third range has a representative position within the third displayed bar.

BRIEF DESCRIPTION OF THE DRAWINGS:
[0021] For proper understanding of the invention, reference should be made

to the accompanying drawings, wherein:

[0022] Fig. 1 illustrates a user interface for visualizing DHCP scopes in

accordance with one embodiment.

[0023] Fig. 2 illustrates another user interface for visualizing DHCP scopes in

accordance with another embodiment.

[0024] Fig. 3 illustrates a flowchart of a method in accordance with
embodiments of the invention.

ammes “ A

[00625] Fig. 4 illustrates an apparatus in accordance with embodiments of the
invention.

[0026] Fig. 5 illustrates an apparatus in accordance with embodiments of the

invention.

DETAILED DESCRIPTION:

[0027] Embodiments of the present invention relate to visualizing dynamic-
host-configuration-protocol scopes. A DHCP server can maintain a plurality
of IP addresses, and the DHCP server can decide what to do with each of the
IP addresses. For example, the DHCP server can reserve certain IP addresses
for dedicated purposes, such as for use by dedicated servers (such as a printer
server or an e-mail server, for example). For the IP addresses that have not
been reserved, the DHCP server can loan these IP addresses to new client
devices that request a connection to the DHCP server. A DHCP server can

organize its IP addresses according to DHCP scopes. The DCHP server can
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designate a scope as comprising of IP addresses that are grouped according to
some purpose. A scope can be split into smaller scopes (i.e., split into sub-
scopes of the original scope).

[0028] As described above, a DHCP scope can comprise of a range of IP
addresses that have been assigned some designation by a DHCP administrator,
for example. If the DHCP server assigné an IP address to a client device, the
client device can use the IP address as its network address to communicate
with other networked devices. Client devices can include, but are not limited
to, laptop computers, desktop computers, smart phones, portable computing
devices, servers, and printers, for example. A DHCP scope can also have an
associated lease duration value that corresponds to a duration of time that a
client device can use an assigned IP address that is within the DHCP scope.
[0029] The previous approaches of managing scopes (such as the approaches
used by Microsoft Windows™) allow a user to split scopes. However, when
using the previous approaches, users cannot readily determine which scopes
have been split and how each scope relates to other scopes. Specifically,
according to the previous approaches, if a scope has been split, a user cannot
readily ascertain that the split has occurred because there is generally no
trace/record of the split. According to the previous approaches, even if two
scopes are related, a user cannot readily ascertain that the relationship exists
because there is generally no trace/record of the relationship between scopes.
Further, when using the previous approaches, a user may have difficulty
visualizing which IP addresses are included within a particular scope. Further,
when using the previous approaches, a user would not be able to readily
determine whether two different scopes overlap. If two different scopes
overlap, it is possible for an IP address (that is common to both scopes) to be
assigned to two different devices, causing both devices to have intermittent
connectivity problems. By readily determining whether two scopes overlap, a

user can more readily identify and resolve these connectivity problems.
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[0030] In contrast to the previous approaches, embodiments of the present
invention can indicate which scopes are related. Further, embodiments of the
present invention can visualize scopes. For example, certain embodiments of
the present invention can visualize scopes by using displayed bars, as
described in more detail below. By looking at the displayed bars, a user can
more readily determine which IP addresses are included within a particular
scope. Further, embodiments of the present invention can allow a user to
readily determine whether different scopes overlap, as described in more detail
below.

[0031] Fig. 1 illustrates a user interface for visualizing DHCP scopes in
accordance with one embodiment. For example, user interface 100 shows
“Curitiba” scope 121 and “Curitiba-Dev” scope 120. User interface 100 also
shows different displayed bars which correspond to scope “Curitiba-Dev” 120
and scope “Curitiba” 121. For example, displayed bar 101 corresponds to a
visualization of scope “Curitiba-Dev” 120. The length of displayed bar 101
represents the span of the scope/range. In one embodiment, each displayed bar
101 may be a constant length. Each IP address of scope “Curitiba-Dev” 120
has a representative position within displayed bar 101. The representative
positions may be numerically ordered within displayed bar 101.
Embodiments of the present invention can also display information about each
scope in popups which appear when the user moves a pointer, such as a
mouse, over bar 101. For example, user interface 100 can display information
about each scope in a popup 105. By accessing popup 105, a user can see
detailed information about “Curitiba-Dev” scope 120, for example. Popup
105 shows that “Curitiba-Dev” scope 120 comprises IP addresses within the
“Scope Address Range” of 80.0.0.1 to 80.0.0.254, for a total of 254 addresses.
Of the 254 addresses corresponding to “Curitiba-Dev” scope 120, some
addresses of the scope may be designated as “excluded addresses.” Excluded
addresses are addresses that are within “Curitiba-Dev” scope 120, but the

DHCP server generally will not assign the excluded addresses to requesting
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client devices. Referring again to Fig. 1, popup 105 shows that “Curitiba-
Dev” scope 120 has “Excluded Addresses” ranging from 80.0.0.128 to
80.0.0.255.  Excluded addresses 80.0.0.128 to 80.0.0.255 are visually
represented by the dark-colored portion of bar 101. The dark-colored portion
of bar 101 may be positioned and sized within displayed bar 101 according to
where the excluded addresses exist within the overall range of scope 120.
There can be multiple light-colored or dark-colored portions of bar 101
because multiple excluded address ranges can be defined. Additionally, popup
105 can show related scopes (such as related scope “Tokyo-dev”). Scope
“Tokyo-dev” can be related to “Curitiba-dev” scope 120 because scope
“Tokyo-dev” may include IP addresses that are also included in scope
“Curitiba-dev.” Two related scopes can have related IP addresses if: a) the
scopes are on different physical networks that use the same private IP address
range, or b) the scopes are on the same physical network but share an address
range, either because of the way the scopes were defined by the DHCP
administrator or because one of the scopes has been split.

[0032] Fig. 2 illustrates another user interface for visualizing DHCP scopes in
accordance with another embodiment. Fig. 2 illustrates a user interface 210
that displays whether different scopes have overlapping addresses among
them. In one embodiment, the overlapping different scopes both use a same
scope subnet. Fig. 2 lists “scopetest” scope 200, “scopetest]” scope 201, and
“scopetest2” scope 202. User interface 210 shows bar 204 that displays
whether different scopes have overlapping addresses among them. Displayed
bar 204 is a visualization of “Subnet Range 128.2.0.1 — 128.2.0.254,” a
visualization of 254 addresses. Similar to the displayed bars as described
above, each of the addresses has a representative position within displayed bar
204. Displayed bar 204 can have a portion that is a visualization of a range of
overlapping addresses between two scopes. For example, portion 205 of
displayed bar 204 corresponds to and illustrates the overlap that exists between
two scopes, the two scopes being represented by displayed bar 214 and
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displayed bar 215. Portion 205 illustrates that the overlapping range
comprises addresses 128.2.0.235 to 128.2.0.240. By viewing user interface
210, a user can readily ascertain that there are overlapping scopes.

[0033] Because different scopes are generally designated for different
purposes, the addresses corresponding to different scopes should not overlap.
In other words, two different scopes should not have any common included IP
addresses. It is generally very undesirable to have overlapping scopes because
the IP addresses within the overlapping portions cannot be determined as
belonging to a single scope. Therefore, it is possible for the same IP address
to be used by two different devices, causing both devices to have intermittent
connectivity issues/problems. Embodiments of the present invention can
allow a user to readily determine whether scopes are overlapping.

[0034] Fig. 3 illustrates a flowchart of a method in accordance with
embodiments of the invention. The method illustrated in Fig. 3 includes, at
300, determining that a first range of internet protocol addresses corresponds
to a first scope. The method also includes, at 301, displaying a first visual
representation of the first scope. The first visual representation comprises a
first displayed bar. The length of the first displayed bar represents the span of
the first scope. Each internet protocol address of the first scope has a
representative position within the first displayed bar.

[0035] Fig. 4 illustrates an apparatus in accordance with embodiments of the
invention. In one embodiment, the apparatus can be a user terminal, a server
device, or an administration server, for example. Apparatus 10 can include a
processor 22 for processing information and executing instructions or
operations. Processor 22 can be any type of general or specific purpose
processor. While a single processor 22 is shown in Fig. 4, multiple processors
can be utilized according to other embodiments. Processor 22 can also include
one or more of general-purpose computers, special purpose computers,

microprocessors, digital signal processors (DSPs), field-programmable gate
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arrays (FPGAs), application-specific integrated circuits (ASICs), and

processors based on a multi-core processor architecture, as examples.

[0036] Apparatus 10 can further include a memory 14, coupled to processor
22, for storing information and instructions that can be executed by processor
22. Memory 14 can be one or more memories and of any type suitable to the
local application environment, and can be implemented using any suitable
volatile or nonvolatile data storage technology such as a semiconductor-based
memory device, a magnetic memory device and system, an optical memory
device and system, fixed memory, and removable memory. For example,
memory 14 include any combination of random access memory (RAM), read
only memory (ROM), static storage such as a magnetic or optical disk, or any
other type of non-transitory machine or computer readable media. The
instructions stored in memory 14 can include program instructions or
computer program code that, when executed by processor 22, enable the
apparatus 10 to perform tasks as described herein.

[0037] Apparatus 10 can also include one or more antennas (not shown) for
transmitting and receiving signals and/or data to and from apparatus 10.
Apparatus 10 can further include a transceiver 28 that modulates information
on to a carrier waveform for transmission by the antenna(s) and demodulates
information received via the antenna(s) for further processing by other
elements of apparatus 10. In other embodiments, transceiver 28 can be
capable of transmitting and receiving signals or data directly.

[0038] Processor 22 can perform functions associated with the operation of
apparatus 10 including, without limitation, precoding of antenna gain/phase
parameters, encoding and decoding of individual bits forming a
communication message, formatting of information, and overall control of the
apparatus 10, including processes related to management of communication
resources.

[0039] In an embodiment, memory 14 can store software modules that

provide functionality when executed by processor 22. The modules can
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include an operating system 15 that provides operating system functionality for
apparatus 10. The memory can also store one or more functional modules 18,
such as an application or program, to provide additional functionality for
apparatus 10. The components of apparatus 10 can be implemented in
hardware, or as any suitable combination of hardware and software.

[0040] Fig. 5 illustrates an apparatus in accordance with embodiments of the
invention. Apparatus 500 can be a user terminal, a server device, or an
administration terminal, for example.  Apparatus 500 can include a
determining unit 501 that determines that a first range of internet protocol
addresses corresponds to a first scope. Apparatus 500 can also include a
displaying unit 502 that displays a first visual representation of the first scope.
The first visual representation comprises a first displayed bar. The length of
the first displayed bar represents the span of the first scope. Each internet
protocol address of the first scope has a representative position within the first
displayed bar.

[0041] The described features, advantages, and characteristics of the
invention can be combined in any suitable manner in one or more
embodiments. One skilled in the relevant art will recognize that the invention
can be practiced without one or more of the specific features or advantages of
a particular embodiment. In other instances, additional features and
advantages can be recognized in certain embodiments that may not be present
in all embodiments of the invention. One having ordinary skill in the art will
readily understand that the invention as discussed above may be practiced with
steps in a different order, and/or with hardware elements in configurations
which are different than those which are disclosed. Therefore, although the
invention has been described based upon these preferred embodiments, it
would be apparent to those of skill in the art that certain modifications,
variations, and alternative constructions would be apparent, while remaining

within the spirit and scope of the invention.
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WE CLAIM:

1. A method, comprising:

determining that a first range of internet protocol addresses corresponds
to a first scope; and

displaying a first visual representation of the first scope, wherein the
first visual representation comprises a first displayed bar, the length of the first
displayed bar represents the span of the first scope, and each internet protocol
address of the first scope has a representative position within the first

displayed bar.

2. The method according to claim 1, wherein the determining
comprises determining that a range of internet protocol addresses corresponds

to a dynamic-host-configuration-protocol scope.

3. The method according to claim 1, wherein a portion of the first
displayed bar is a visual representation of excluded addresses of the first

scope.

4. The method according to claim 1, further comprising:

displaying a list of at least one scope that is related to the first scope.

5. The method according to claim 1, further comprising:

determining that a second range of internet protocol addresses
corresponds to a second scope; and

displaying a second visual representation of the second scope, wherein
the second visual representation comprises a second displayed bar, the length
of the second displayed bar represents the span of the second scope, and each
internet protocol address of the second scope has a representative position

within the second displayed bar.
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6. The method according to claim 5, further comprising:

| determining that a third range of internet protocol addresses
corresponds to a range of internet protocol addresses that are common to the
first scope and the second scope; and

displaying a third visual representation of the third range, wherein the
third visual representation comprises a third displayed bar, the length of the
third displayed bar represents the span of the third range, and each internet
protocol address of the third range has a representative position within the

third displayed bar.

7. An apparatus, comprising:

at least one processor; and

at least one memory including computer program code,

the at least one memory and the computer program code configured,
with the at least one processor, to cause the apparatus at least to

determine that a first range of internet protocol addresses corresponds
to a first scope; and

display a first visual representation of the first scope, wherein the first
visual representation comprises a first displayed bar, the length of the first
displayed bar represents the span of the first scope, and each internet protocol
address of the first scope has a representative position within the first

displayed bar.

8. The apparatus according to claim 7, wherein the determining
comprises determining that a range of internet protocol addresses corresponds

to a dynamic-host-configuration-protocol scope.

9. The apparatus according to claim 7, wherein a portion of the first

displayed bar is a visual representation of excluded addresses of the first
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scope.

10. The apparatus according to claim 7, wherein the apparatus is

further caused to:

display a list of at least one scope that is related to the first scope.

11. The apparatus according to claim 7, wherein the apparatus is
further caused to:

determine that a second range of internet protocol addresses
corresponds to a second scope; and

display a second visual representation of the second scope, wherein the
second visual representation comprises a second displayed bar, the length of
the second displayed bar represents the span of the second scope, and each
internet protocol address of the second scope has a representative position

within the second displayed bar.

12. The apparatus according to claim 11, wherein the apparatus is
further caused to:

determine that a third range of internet protocol addresses corresponds
to a range of internet protocol addresses that are common to the first scope and
the second scope; and

display a third visual representation of the third range, wherein the third
visual representation comprises a third displayed bar, the length of the third
displayed bar represents the span of the third range, and each internet protocol
address of the third range has a representative position within the third
displayed bar.

13. A computer program product, embodied on a non-transitory
computer readable medium, the computer program product configured to

control a processor to perform a process, comprising:
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determining that a first range of internet protocol addresses corresponds
to a first scope; and
displaying a first visual representation of the first scope, wherein the
first visual representation comprises a first displayed bar, the length of the first
displayed bar represents the span of the first scope, and each internet protocol
address of the first scope has a representative position within the first

displayed bar.

14. The computer program product according to claim 13, wherein the
determining comprises determining that a range of internet protocol addresses

corresponds to a dynamic-host-configuration-protocol scope.

15. The computer program product according to claim 13, wherein a
portion of the first displayed bar is a visual representation of excluded

addresses of the first scope.

16. The computer program product according to claim 13, wherein the

process further comprises:

displaying a list of at least one scope that is related to the first scope.

17. The computer program product according to claim 13, wherein the
process further comprises:

determining that a second range of internet protocol addresses
corresponds to a second scope; and

displaying a second visual representation of the second scope, wherein
the second visual representation comprises a second displayed bar, the length
of the second displayed bar represents the span of the second scope, and each
internet protocol address of the second scope has a representative position

within the second displayed bar.
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18. The computer program product according to claim 17, wherein the
process further comprises:

determining that a third range of internet protocol addresses
corresponds to a range of internet protocol addresses that are common to the
first scope and the second scope; and

displaying a third visual representation of the third range, wherein the
third visual representation comprises a third displayed bar, and the length of
the third displayed bar represents the span of the third range, and each internet
protocol address of the third range has a representative position within the

third displayed bar.



