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DESCRI PTI ON
Title of Invention

DATA M GRATI ON SYSTEM AND DATA M GRATI ON METHOD

Technical Field
[ 0001]

The present invention relates to a data migration
system and a data m grati on nethod.
Background Art
[ 0002]

Up to now, various data are m grated between data
centers. \Wen data is mgrated fromone country to another
country, there is a need to check whether information
included in the data to be mgrated neets a | egal system of
the country as a migration destination, or not. However,
there is a need to check against the provisions stipulated
by the |l egal systemof the country to be mgrated, which is
not easy. In PTL1, it is determ ned whether a product and
a manufacturing process of the product conformto the |egal
systens of a country of an export destination and a country
of manufacturing the product, or not, by classifying the
provisions into categories and rules of plural hierarchical
| evel s, and the result showing the conformty to the | egal
system of the product and the manufacturing process.
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Patent Literature
[ 0003]

PTL1: Japanese Patent Application Laid-Open No. 2008-
287303
Summary of I nvention
Techni cal Probl em
[ 0004]

Recently, a network is actively established with the
use of a technol ogy called SDN (Software Defined Network)
whi ch controls devices configuring the network by software.
In the SDN, since various settings for the respective
devi ces configuring the network are perfornmed by software,
there is an advantage that the network is easily
establ i shed or reestablished. For exanple, when
ci rcunst ances such as insufficient server capacity of a
data center in a certain area arise, and data stored in a
server is mgrated to a data center in another area, an SDN
controller controls the software to reestablish the network
bet ween those data centers, thereby being capable of easily
m grating data.

[ 0005]

However, when the | egal systens in the above areas
are different fromeach other, as the mgration of data is
easi er due to the SDN environnment, a risk of migrating data

t hat does not conformto the |egal systemof the mgration
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destinati on becones higher. |In the above PTL1, although it
can be determ ned whet her the product and the product

manuf acturing process conformto the | egal systens of the
country of the export destination and the country of

manuf acturi ng the product, or not, a risk of migrating data
in the SDN environnent is not taken into consideration.

[ 0006]

The present invention has been nmade in view of the
above circunstances, and it is an object of the present
invention to provide a data m gration system capabl e of
m grating data after checking whether the data confornms to
a legal systemof a migration destination in an SDN
envi ronnent, or not, a data mgration system capabl e of
providing a data m gration nethod, and the data mgration
met hod.

Solution to Problem
[ 0007]

In order to solve the above problem according to the
present invention, there is provided a data mgration
systemin which a first data center provided in a first
area and a second data center provided in a second area are
connected to each other by an SDN ( Software Defined
Network), in which the first data center includes: a first
server that includes a first storage unit that stores data,

a first request processing unit that transmts the data
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fromthe first data center to the second data center as a
m gration destination, and a mgration determ nation unit

t hat determ nes whether the data can be m grated, or not;
and a control device that controls the SDN, the second data
center includes: a second server that includes a second
storage unit that stores data and a second request
processing unit which stores the data received fromthe
first data center as a mgration source in the second
storage unit; and a |l egal system managenent server that

i ncludes a | egal data managenent unit whi ch nanages data on
a legal systemin the second area, the first request
processing unit of the first server transmts a request for
m gration destination information to the second server of

t he second data center, and transnmits the mgration
destination information received fromthe second server
information, and identification information on the first
server and identification informati on of the second server,
which are identification information of the respective
servers, to the control device that controls the SDN, the
control device changes a conmuni cation setting between the
first server and the second server based on the nmigration
destination informati on and the mgration source
information received fromthe first server and SDN setting
data on the communi cation setting of the SDN stored in the

storage unit in advance, the migration determnation unit
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of the first server receives the data on the | egal system
fromthe | egal systemserver in the second area and
determ nes whether the data confornms to the | egal system
or not, to determ ne whether the data can be nigrated, or
not, the control device executes a change of the
comuni cati on setting when receiving a determ nation result
that the data can be migrated fromthe first server, when
receiving a result of the changed conmunication setting
fromthe control device, the mgration determ nation unit
of the first server transmts the data stored in the first
storage unit to the second server according to the changed
conmuni cati on setting, and the second request processing
unit of the second server stores the data stored in the
first storage unit received fromthe first server in the
second storage unit.
[ 0008]

Further, the present invention also provides a data
m gration nethod performed in the data m gration system
Advant ageous Effects of Invention
[ 0009]

According to the present invention, in the SDN
envi ronnent, data can be migrated after checki ng whet her
the data conforns to the | egal systemof the mgration
destinati on, or not.

Brief Description of Draw ngs
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[ 0010]

Figure 1 is a diagram showi ng a functiona
configuration of a data migration systemto which a data
m gration nethod and a data migration method according to
the present invention are applied.

Figure 2 is a diagram showi ng a functiona
configuration of a server

Figure 3 is a diagram show ng an exanple of data
stored in a storage unit (server).

Figure 4 is a diagram show ng an exanpl e of product
dat a.

Figure 5 is a diagram showi ng an exanpl e of personal
dat a.

Figure 6 is a diagram showi ng an exanpl e of
det erm nati on dat a.

Figure 7 is a diagram showi ng a functiona
configuration of a |egal system managenent server

Figure 8 is a diagram showi ng an exanpl e of data
stored in a storage unit (legal system nmanagenent server).

Figure 9 is a diagram showi ng an exanpl e of |ega
dat a.

Figure 10 is a diagram show ng an exanple of public
coment dat a.

Figure 11 is a diagram show ng a functiona

configuration of a control device.
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Figure 12 is a diagram show ng an exanple of data
stored in a storage unit (control device).

Figure 13 is a diagram show ng an exanple of SDN
setting data.

Figure 14 is a diagram showi ng a functiona
configuration of a nanagenent termn nal

Figure 15 is a diagram showi ng a functiona
configuration of a client term nal

Figure 16 is a sequence di agram showi ng a processing
procedure of a data mgration process.

Descri ption of Enbodi nments
[0011]

Hereinafter, a data migration systemand a data
m gration nmethod according to an enbodi nent of the present
invention will be described in detail with reference to the
acconpanyi ng draw ngs.

[0012]

Figure 1 is a diagram showi ng a functiona
configuration of a data migration system 1000 to which a
data migration nethod and a data migration method according
to the present invention are applied. The data mgration
system 1000 is a systemin which data centers (DC)
installed in nmultiple areas are connected to each other by
an SDN. As shown in Figure 1, the data migration system

1000 i ncludes a DC provided for each area R (RL and R2 in
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Figure 1) and nmultiple client termnals 800 (800-1 to 800-n
in Figure 1) are connected to each other through the SDN
The SDN is a network that can dynamically set and change
t he configuration, functions, perfornmance, and so on by
software. The SDN separates a control plane (C plane)
function related to network routing of the network and a
control of a path and a data plane (D plane) function
related to a control of delivery such as packet transfer
fromeach other, to thereby realize rapid provision and
advancenent of network services.

[0013]

Al t hough not specifically shown in Figure 1, actually,
the SDN has a control device for controlling nultiple
switches and a switch called an SDN controller, and the SDN
can be configured by, for exanple, an OpenFl ow (registered
trademar k) network and an OpenFlow switch. In the
foll owm ng exanple, the data mgration system 1000 i ncl udes
two data centers indicated by DCl and DC2, each of which is
connected to the nultiple client termnals 800 through the
SDN. The nunber of data centers can be arbitrarily
determ ned according to a project scale or the I|ike.

[0014]
The DC is a data center installed in a certain area
Rl (for exanple, country, area, nunicipality). As shown in

Figure 1, the DC includes servers 100 that execute
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processing in response to a processing request fromthe
client termnals 800, a |egal system nmanagenent server 200
t hat manages the legal systemin the area Rl, a control

devi ce 300 that controls the SDN, and a nmanager term na
400 that nmanages the respective servers in the DC. Since a
configuration in the DCin the area R2 is simlar to the DC
in the area RlL except that no control device 300 is
provided, the DC1L will be described as a representative.
Hereinafter, a case where data is mgrated fromthe DC in
the area RL to the DCin the area R2 as a migration
destination will be described. However, the same can be
applied to a case in which another DC connected to a
network N not shown is set as the migration destination or
a mgration source. First, the servers 100 will be
described. In the follow ng description, it is assuned
that the servers 100 and the | egal system nanagenent server
200 are physically separate servers, but may be configured
as virtualized servers.

[ 0015]

Each server 100 is a server having a genera
configuration as hardware and is a server that executes
processing in response to a processing request fromthe
client termnal 800. In this exanple, a case in which the
server 100 registers the product data in the storage unit

101 of the server 100 according to a processing request for
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regi stering a product fromeach client term nal 800
operated by a user who is a manager of a store registered
in a shopping site will be described. However, the present
invention is not limted to the above configuration but can
be applied to various data.

[ 0016]

Figure 2 is a diagram showi ng a functiona
configuration of the server 100. As shown in Figure 2, the
server 100 includes a storage unit 101, a request
processing unit 102, a mgration determnation unit 103, a
conmuni cati on unit 104, and a control unit 105. In this
exanple, it is assunmed that the DCis provided with n
servers 100 including the servers 100-1 to 100-n. However,
as with the case of DC, the nunber of servers 100 can be
arbitrarily determ ned.

[0017]

The storage unit 101 is configured by a storage
devi ce such as an HDD (hard disk drive) and stores data
(for exanpl e, product data) requested for processing from
any client termnal 800 or data (for exanple, personal
data) registered by the user of the client term nal 800 for
using the system In this exanple, the server 100 is a
server that operates a shopping site, and as shown in
Figure 3, the storage unit 101 stores product data 1011 on

products handled at the site, personal data 1012 on an
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operator of the site, and determ nation data 1013 for
determ nati on of whether to mgrate those pieces of data,
or not.

[ 0018]

Figure 4 is a diagram showi ng an exanpl e of the
product data 1011. As shown in Figure 4, in the product
data 1011, various data relating to each product including
a product ID for identifying the product, a product nane of
the product, and a material of the product are stored in
association with each other. In Figure 4, for exanple, a
product Al having the product ID of S0001 is nmade of a
material containing materials Bl and Cl.

[0019]

Figure 5 is a diagram showi ng an exanpl e of the
personal data 1012. As shown in Figure 3, in the persona
data 1012, various data relating to a user including
personal information such as a user ID for identifying the
user, a user nane of the user, a password of the user, and
an address and work place of the user are stored in
associ ation with each other. In Figure 5 for exanple, a
user al whose user nunber is UOOOL uses the site with a
password x1, resides in cl, and indicates that dl1 is a work
conpany.

[ 0020]

Figure 6 is a diagram showi ng an exanple of the
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determ nation data 1013. As shown in Figure 6, in the
determ nation data 1013, a volune ID for identifying a
volume of a disk configuring the storage unit 101, an
avai |l abl e capacity of the volunme, a current used capacity,
and a threshold value serving as a criterion for

determ ning that the capacity is tight are stored in

associ ation with each other. In Figure 6, for exanple, it

i s understood that the available capacity of the di sk whose
volune 1D is vOOOlL is el, and f1 is used at the present
time. In addition, it is understood that the threshold
value is 91. The used capacity is updated every tinme the
request processing unit 102 registers data and is always in
a latest state. Subsequently, returning to Figure 1, the
request processing unit 102 will be descri bed.

[ 0021]

The request processing unit 102 processes a request
fromthe user who operates the shopping site and transmts
a processing result to the user term nal 500. Wen the
request processing unit 102 registers the data in the
storage unit 101 according to the above request, the
request processing unit 102 updates the used capacity of
t he determ nation data 1013.

[ 0022]
The m gration determ nation unit 103 determ nes

whether to mgrate the data stored in the storage unit 101,
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or not, determines a mgration destination in the case of
necessity of mgration, and determ ne whether the mgration
is enabled, or not. The necessity of the mgrationis to
determ ne whether to mgrate the data stored in the storage
unit 101 to another DC, or not. For exanple, when the
storage capacity of the storage unit 101 of the server 100
is tight and new data cannot be registered, the mgration
determ nation unit 103 determ nes that the migration is
necessary. In this exanple, whether the mgrationis
necessary, or not, with respect to the capacity of the
storage unit 101 of the server 100. Alternatively, it is
determ ned whether there is an event that affects nornal
work in the environnment of the server 100, such as the
execution state of processing in the server 100, or not,
whereby it may be determ ned whether the necessity of the
data migration is necessary, or not, or it may be

determ ned that the data is migrated according to an
instruction fromthe manager. Further, in the

determ nation of the mgration destination, for exanple,
when the migration determnation unit 103 determ nes that
the mgration of data is necessary and a free capacity of
the server of the mgration destination DCis |larger than
the data to be migrated and has a sufficiently free space,
the mgration determ nation unit 103 determ nes the server

of the DC as the migration destination. Further, whether
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the mgration is enabled, or not, neans, for exanple,

whet her the migration determ nation unit 103 determn nes
whet her the contents of the data to be m grated are data
conformng to the | egal systemof the determ ned mgration
destination, or not, even if the mgration is necessary,
and the migration destination has been determ ned.

[ 0023]

The communi cation unit 104 transmts and receives
data with respect to the client termnals 800 and the
servers 100.

[ 0024]

The control unit 105 controls the operation of the
respective units of the server 100. A specific process of
t he above respective units of the server 100 will be
described later with reference to a sequence diagram
[ 0025]

Actually, in terns of hardware, the server 100 has a
menory (not shown) for storing prograns for realizing the
functions of the respective units used in the present
system and is realized by causing the CPU to read those
progranms fromthe nmenory, |oad the prograns on a nain
storage device not shown, and execute the prograns.

[ 0026]
The above progranms may be recorded and provided in a

conput er readabl e recordi ng nedi um such as CD- ROM ( Conpact
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Disc Read Only Menory) or DVD (Digital Versatile Disc) with
a file of an installable format or an executable format, or
may be stored in another conputer connected to a network
such as the Internet provided as a network and provi ded or
di stri buted by being downl oaded t hrough the network.
Subsequently, returning to Figure 1, the |l egal system
managenent server 200 will be descri bed.
[0027]

The | egal system nanagenent server 200 is a server
t hat manages matters related to | aws, governnent ordi nances,
ordi nances, and regul ations defined in the area Rl, and the
| egal systemestablished in the area RL. Hereinafter,
those matters are sinply expressed as |laws or the |ike.
[ 0028]

Figure 7 is a diagram show ng a functiona
configuration of the |egal system managenent server 200.
As shown in Figure 2, the |egal system managenent server
200 includes a storage unit 201, a | egal data nanagenent
unit 202, a communication unit 203, and a control unit 204.
The above | egal data managenment unit 202 manages those
pi eces of data including the matters related to the
governnment ordi nance, the regul ations, the rules, and the
| egal systemdefined in the area R1.
[ 0029]

The storage unit 101 is configured by a storage
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devi ce such as HDD, and as shown in Figure 8, the storage
unit 101 stores legal data 2011 indicating | aws and the
like defined in the area Rl, public comment data 2012
showi ng public conments on the above | aws and so on.

[ 0030]

Figure 9 is a diagram showi ng an exanpl e of the |ega
data 2011. As shown in Figure 9, in the legal data 2011, a
law I D for identifying a law and the |Iike, provision data
of that law, and a revision history of the provision are
stored in association with each other in each area. In
Figure 9, for exanple, in the area Rl, it is understood
that the aw whose law IDis LOOOL is defined by provision
data hl and has been revised to il (for exanple, date).

[ 0031]

Figure 10 is a diagram show ng an exanple of the
public coment data 2012. As shown in Figure 10, in the
public coment data 2012, for each area, a conment ID for
identifying a public comrent, public conment data of the
public comend, and a law ID indicating which |aw t he
public coment relates to are stored in association with
each other. In Figure 10, for exanple, it is understood
that the content of the public conment whose comment IDis
COOO01 is conment data j1 and relates to the law identified
by LOOOL. Subsequently, returning to Figure 1, the |ega

data managenent unit 202 will be descri bed.
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[ 0032]

The | egal data nmanagenent unit 202 regul arly accesses
sites of institutions that determ ne |aws and regul ati ons
of public offices and the |like through the SDN or a network
not shown to determ ne whether the above |aw and so on has
been updated, or not, or whether the public coment has
been published, or not. If it is determ ned that the |aw
has been updated or the public coment has been published,
the |l egal data managenment unit 202 acquires the | atest
| egal data and public comment data and records the acquired
data in the | egal data 2011 and the public comment data
2012. As described above, the | egal data managenent unit
202 maintains the | egal data 2011 and the public comment
data 2012 so as to be always in the |atest state.

[ 0033]

The communi cation unit 203 transmits and receives
data with respect to the servers 100 and the site.
[ 0034]

The control unit 204 controls the operation of the
respective units of the | egal system nmanagenent server 200.
A specific process of the respective units of the | egal
syst em managenent server 200 will be described later with
reference to a sequence di agram
[ 0035]

Actual ly, as the hardware, the |l egal system
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managenment server 200 has a nenory (not shown) for storing
prograns for realizing the functions of the respective
units used in the present system and is realized by
causing the CPU to read those prograns fromthe nenory,

| oad the read prograns on a mai n storage devi ce not shown,
and execute the prograns.

[ 0036]

I ncidentally, the above programs may be recorded and
provided in a conmputer readabl e recordi ng nmedi um such as
CD-ROMor DVD with a file of an installable format or an
execut abl e format, or may be stored in another conputer
connected to a network such as the Internet provided as a
networ k and provided or distributed by being downl oaded
t hrough the network. Subsequently, returning to Figure 1,
the control device 300 will be described.

[ 0037]

The control device 300 is a device for managi ng an
SDN controller and a router not shown provided in the SDN
and a network connected to those conponents, and is, for
exanpl e, a device that functions as an orchestrator.

[ 0038]

Figure 11 is a diagram showi ng a functiona
configuration of the control device 300. As shown in
Figure 11, the control device 300 includes a storage unit

301, an SDN managenent unit 302, a conmunication unit 303,
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and a control unit 304.
[ 0039]

The storage unit 301 is configured by a storage
devi ce such as an HDD, and stores SDN setting data 3011
indicating information on setting of the SDN (for exanple,

i nformati on on comruni cati on settings such as the contro
pl ane and data plane) as shown in Figure 12.
[ 0040]

Figure 13 is a diagram showi ng an exanple of the SDN
setting data 3011. As shown in Figure 13, in the SDN
setting data 3011, an SDNID for identifying a node in the
SDN, an SDN controller for controlling a router and a
switch included in the node, a router and a switch
configuring the node, and route information indicating a
conmuni cabl e route through the router or switch in the node
are stored in association with each other. |In Figure 13,
for exanple, in the node whose SDNID is identified by NOOOL,
an SDN controller k1 controls routers and switches 11 to
110 and indicates that a route indicated by mlL is
comuni cabl e. Actually, the SDN controller actually sets
various setting information for routers and switches in the
SDN i n those devices according to an instruction fromthe
control device 300, though not shown in particular in this
exanpl e.

[ 0041]
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The SDN managenent unit 302 sets or changes the route
information for the SDN controller according to an
instruction fromthe manager term nal 400. As descri bed
above, actually, the control device 300 transnits the
instruction to the SDN controller, and the SDN controller
performs those settings and changes.

[ 0042]

The communi cation unit 303 transmts and receives
data with respect to the servers 100 and the SDN controller.
[ 0043]

The control unit 304 controls the operation of the
respective units of the control device 300. A specific
process of the above units of the control device 300 wll
be described later with reference to a sequence di agram
[ 0044]

Actual ly, as the hardware, the control device 300 has
a menory (not shown) for storing prograns for realizing the
functions of the respective units used in the present
system and is realized by causing the CPU to read those
progranms fromthe nmenory, |oad the prograns on a nain
storage device not shown, and execute the prograns.

[ 0045]

I ncidentally, the above prograns may be recorded and

provided in a conmputer readable recordi ng nmedi um such as

CD-ROMor DVDwith a file of an installable format or an
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execut abl e format, or may be stored in another conputer
connected to a network such as the Internet provided as a
networ k and provided or distributed by being downl oaded

t hrough the network. Subsequently, returning to Figure 1,
t he manager ternminal 400 will be descri bed.

[ 0046]

The manager terminal 400 is a term nal operated by
mai nt enance personnel who manages this system
[0047]

Figure 14 is a diagram showi ng a functiona
configuration of the manager term nal 400. As shown in
Figure 14, the manager term nal 400 includes a display unit
401, an input unit 402, a setting request unit 403, a
comuni cation unit 404, and a control unit 405.

[ 0048]

The display unit 401 is configured by, for exanple, a
di spl ay, and di splays various information including the
change contents of the route information and the data
mgration result.

[ 0049]

The input unit 402 is configured by, for exanple, a
keyboard, and receives input of various information
including an instruction to change the route information
from t he mai ntenance personnel .

[ 0050]
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The setting request unit 403 transmits to the contro
devi ce 300 a conmand including a request to change the
setting according to the instruction accepted by the input
unit 402.

[ 0051]

The communi cation unit 404 transmits and receives
data with respect to the servers 100 and the control device
300.

[ 0052]

The control unit 405 controls the operation of the
respective units of the manager termnal 400. A specific
process of the respective units of the manager term nal 400
will be described later with reference to the sequence
di agram
[ 0053]

Actual ly, as the hardware, the manager term nal 400
has a menory (not shown) for storing prograns for realizing
the functions of the above units used in the present system
and is realized by causing the CPU to read those prograns
fromthe nenory, |oad those prograns on a nain storage
devi ce not shown, and execute the prograns.

[ 0054]

I ncidentally, the above prograns may be recorded and

provided in a conmputer readable recordi ng nmedi um such as

CD-ROMor DVDwith a file of an installable format or an
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execut abl e format, or may be stored in another conputer
connected to a network such as the Internet provided as a
networ k and provided or distributed by being downl oaded

t hrough the network. Subsequently, returning to Figure 1,
the client termnal 800 will be described. Since the
server 500, the |egal system nanagenent server 600, and the
manager termnal 700 provided in the DC2 are the sane as
those in the DC 1, a description of those conponents will
be om tted.

[ 0055]

The client termnal 800 is a termnal that accesses
the servers 100 through the SDN. In this exanple, the
client termnal 800 is operated by a user who is a nmanager
of a shop registered in the shopping site.

[ 0056]

Figure 15 is a diagram showi ng a functiona
configuration of the client term nal 800. As shown in
Figure 15, the client term nal 800 includes a display unit
801, an input unit 802, a processing request unit 803, a
comuni cation unit 804, and a control unit 805.

[ 0057]

The display unit 801 is configured by, for exanple, a
di splay, and displays various information including a
processing request to the server 100 and the result of the

processi ng request.
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[ 0058]

The input unit 802 is configured by, for exanple, a
keyboard, and receives input of various information
i ncludi ng the processing request fromthe user.

[ 0059]

The processing request unit 803 transnmts a conmand
i ncluding the request received by the input unit 802 to the
server 100.

[ 0060]

The communi cation unit 804 transmts and receives
data with respect to the server 100.

[ 0061]

The control unit 805 controls the operation of the
respective units of the client termnal 800. A specific
process of the respective units of the client term nal 800
will be described |later with reference to a sequence
di agram
[ 0062]

Actually, as the hardware, the client term nal 800
has a menory (not shown) for storing prograns for realizing
the functions of the above respective units used in the
present system and is realized by causing the CPU to read
t hose prograns fromthe nenory, |oad those prograns on a
mai n storage device not shown, and execute the prograns.

[ 0063]
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I ncidental ly, the above programs nmay be recorded and
provided in a conmputer readable recordi ng medi um such as
CD-ROMor DVDwith a file of an installable format or an
executabl e format, or may be stored in another conputer
connected to a network such as the Internet provided as a
network and provided or distributed by being downl oaded
t hrough the network. Subsequently, a process to be
performed in the present systemw || be descri bed.

[ 0064]

Figure 16 is a sequence di agram show ng a processing
procedure of a process (data m gration process) to be
performed in the present system In Figure 16, as an
exanpl e, a case of migrating data fromthe area Rl to the
area R2 will be descri bed.

[ 0065]

As shown in Figure 16, the input unit 802 of the
client termnal 800 first receives an input of a processing
request fromthe user (Step S1601). In this case, it is
assunmed that the input unit 802, as a processing request,
in order to register a new product whose product IDis
S0003, product nane is A3, material is D1 in the site,
requests the server 100 to register explanation, imge, and
a nmoving picture of the product together with those pieces
of information. The processing request unit 803 of the

client termnal 800 transmts the conmand to the server 100



10

15

20

25

26

according to the input request (Step S1602).
[ 0066]

Upon receiving the above command fromthe client
term nal 800, the request processing unit 102 of the server
100 processes the request according to the command (Step
S1603). In this exanple, the request processing unit 102
stores the new product in the product data 1011 of the
storage unit 101.

[ 0067]

The request processing unit 102 determ nes whet her
the data is to be mgrated, or not, at the tine of request
processing (Step S1604). In this exanple, the request
processing unit 102 refers to the determ nation data 1013
shown in Figure 6 and deternm nes whether there is free
space to register the new product, or not. Wen the
request processing unit 102 determ nes that there is no
free space, the request processing unit 102 determ nes that
the mgration is necessary.

[ 0068]

When the request processing unit 102 determn nes that
the migration is necessary, the request processing unit 102
transmts a request for mgration destination information
including the free capacity of the current storage unit for
each server to another DC (for exanple, DC2) (Step S1605).

According to the request received fromthe server 100 of
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the DCl, the server 500 of the DC 2 refers to the

determ nation data stored in the storage unit and confirns
the free space of the storage unit (Step S1606), and
transmts the conformation result including the
identification information and the address of the host
device to the server 100 as migration destination
information (Step S1607).

[ 0069]

When the free space enough to register the product is
indicated in the result received fromthe server 500, the
m gration determ nation unit 103 of the server 100
determ nes that server as the migration destination (Step
S1608). The m gration determnation unit 103 transmits the
m gration destination information with the server as the
m gration destination and the mgration source information
including the identification informati on and t he address of
t he host device to the control device 300 (Step S1609).

[ 0070]

The SDN managenent unit 302 of the control device 300
refers to the migration destination information and the
m gration source information received fromthe server 100
and the SDN setting data 3011 stored in the storage unit
301 and determ nes whether the route fromthe server as the
m gration source to the server as the migration destination

is included in the routes in the SDN setting data 3011, or
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not (Step S1610). If it is determined that the route is

not included in the routes in the SDN setting data 3011,

t he SDN managenent unit 302 instructs the SDN controller to
change the route so as to be included in the routes in the
SDN setting data 3011, and transmits confirnmation
information for confirmng a change in the route for the
manager to the manager termnal 400 (Step S1611).

[0071]

The setting request unit 403 of the manager term nal
400 di splays the confirmation informati on received fromthe
control device 300 on the display unit 401 (Step S1612),
and the input unit 402 receives an instruction for the
confirmation information fromthe nmanager (Step S1613). 1In
this exanple, it is assuned that the manager instructs
perm ssion of the change to the change information. The
setting request unit 403 transmts the received instruction
to the control device 300 (Step S1614).

[ 0072]

The | egal system nanagenent server 600 of the DC2
regul arly accesses the site of an agency that defines |aws
and the like of government agencies and the like to
det erm ne whet her the above | aws and the |ike have been
updat ed or whether the public comment has been publi shed.

If it is determned that the laws or the public conment has

been updated or published, the | aw system managenent server



10

15

20

25

29

600 acquires the |latest |egal data and the public comrent
data and records the acquired data in the |legal data 2011
and the public coment data 2012 (Steps S1615, S1616).
[0073]

Upon conpl etion of the processing in S1609, the
m gration determ nation unit 103 of the server 100
transnmts a request for |legal systemdata on the |atest
aws and the |ike at the present tinme to the | egal system
managenment server 600 in the area R2 to be nmigrated (Step
S1617). The | egal data managenent unit 602 of the |egal
syst em managenent server 600 reads the |l egal data and the
public comment data in the storage unit according to the
request received fromthe server 100, and transmts the
| egal data and public comment data to the server 100 ( Steps
S1618, S1619).
[ 0074]

The m gration determ nation unit 103 of the server
100 determ nes whet her the data whose nigration destination
is determned in Step S1608 can be m grated, or not (Step
S1620). In this exanple, the migration determ nation unit
103 conpares the data on the product ID of S0003, which is
data on the mgration source, with the | egal system data
received in Step S1619, and deterni nes whether the data on
the product can be sold in the area R2 which is the

m gration destination, or not. The mgration determnation
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unit 103 determ nes whether there is a provision of
articles or the like in which sale is stipulated in the

| egal systemdata, or not, with wording described as the
mat eri al of the product, the product nane, or explanation
of the product as a key. For exanple, if it is stipulated
that the product is contrary to public order and noral s,
since the product cannot be sold, data cannot be m grated.
[ 0075]

If it is determ ned that the data cannot be m grated,
the mgration determ nation unit 103 returns to Step S1605
and repeats the mgration processing. That is, the
m gration determ nation unit 103 executes the above
processi ng on anot her server provided in the DC2 connected
to the DCL or another server provided in another DC, and
repeats the processing until it is determned that the data
can be m grated.

[ 0076]

On the other hand, if it is determned that the data
can be mgrated, the mgration determnation unit 103
transmts the determnation result to the control device
300 (Step S1621). Upon receiving the above notification
fromthe server 100, the SDN managenent unit 302 of the
control device 300 executes a change in the route according
to the change information confirned in Step S1610 (Step

S1622), and notifies the server 10 of the result (Step
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S1623) .
[0077]

Upon receiving the notification fromthe contro
device 300, the migration determnation unit 103 of the
server 100 extracts data to be mgrated to the mgration
destination fromthe storage unit 101, and transmts the
extracted data to the migration destination through the
rout e changed by the control device 300 in Step S1622
(Steps S1624 and S1625). The request processing unit 602
of the server 500 as the migration destination stores the
data received fromthe server 100 in the storage unit 101
(Step S1626), and transmts the result to the server 100
(Step S1627).

[ 0078]

The m gration determ nation unit 103 of the server
100 determni nes whether the result received fromthe server
500 is a result indicating that the mgration has been
conpl eted, or not, and if it is determned that the result
indicates that the m gration has been conpleted, the
m gration determ nation unit 103 transmits this fact to the
manager term nal 400 (Step S1629). The setting request
unit 403 of the manager term nal 400 displays the result
received fromthe server 100 on the display unit 401 (Step
S1630). Upon checking the result displayed on the display

unit 401, the nmanager can grasp that the data m gration has
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been conpl eted, and fromwhat area DC to which area DC the
data has been m grat ed.
[0079]

Upon conpl etion of the processing in Step S1628, the
m gration determ nation unit 103 of the server 100 notifies
the client terminal 800 that received the processing
request in Step S1602 of the processing result (Step S1631),
and the processing rest unit 803 of the client term nal 800
di spl ays the above processing result on the display unit
801 (Step S1632). Upon confirm ng the processing result,
t he user can grasp that the processing requested by the
user has been conpl eted. The above process result includes
such a nessage that, for exanple, a new product whose
product 1D is S0003, product nane is A3, and material is D1
has been upl oaded to the site, or a new product could not
been upl oaded since there is no free data capacity. |If the
user receives a nmessage such that the new product could not
been upl oaded, for exanple, the user may execute the
process from Step S1601 after reducing the image or noving
i mge data on the new product.
[ 0080]

In the above description, the product data has been
exenplified, but the sane is applicable to a case in which
personal data is mgrated. For exanple, an identification

nunber for identifying a citizen in the area i s not
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regi stered as personal information in the personal data in
the area Rl as the migration source. However, in the area
R2 to be mgrated, in the case where the personal data is
hel d as personal information, when an article or the |ike
stipulates that the identification nunber for identifying
t he above citizen nmust be included, termnal 800 is
notified of a nmessage indicating that the personal data
cannot be mgrated to the mgration destination as a result
of processing.
[ 0081]

As descri bed above, in this system since the data is
m grated after executing the above processing and
determ ning whether to mgrate the data, the mgration
destination, and whether the mgration is enabled, the data
can be mgrated after checking whether the data confornms to
the legal systemof the mgration destination in the SDN
environnent, or not. In this exanple, a case in which the
data is registered on the server has been descri bed.
Al ternatively, for exanple, the present system can al so be
applied to a case where backup data at the tinme of failure
is mgrated fromone area to another area and stored. Also,
in the present exanple, it is assuned that the areas Rl and
R2 are countries, but the sane can be applied to the case
of regions and | ocal governnments. |In that case, the

provi si ons of government ordi nances and regul ations and the
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prescribed for each region and | ocal

i nstead of the | egal data.

Ref erence Signs Li st

[ 0082]

1000, data migration system
100, 500, server

101, storage unit

1011, product data

1012, personal data

1013, determ nation data

102, request processing unit
103, migration determ nation unit
104, communi cation unit

105, control unit

200, 600, |egal system nanagenent server
201, storage unit

2011, legal data

2012, public conment data

202, | egal data managenent unit
203, conmuni cation unit

204, control wunit

300, control device

301, storage unit

3011, SDN setting data

302, SDN managenent unit

governnment nmay be
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15

303,
304,
400,
401,
402,
403,
404,
405,
800,
801,
802,
803,
804,
805,
DCL,

SDN,

comuni cati on unit
control wunit

700, manager term nal
di splay unit

i nput unit

setting request unit
conmuni cati on unit
control unit 405
client term na

di splay unit

i nput unit

processi ng request unit

conmuni cati on unit
control unit

DC2, data center
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{ CLAI B}

1. A data migration systemin which a first data center
provided in a first area and a second data center provided
in a second area are connected to each other by an SDN
(Sof tware Defined Network),

wherein the first data center includes:

a first server that includes a first storage unit
that stores data, a first request processing unit that
transmts the data fromthe first data center to the second
data center as a mgration destination, and a mgration
determ nation unit that determ nes whether the data can be
m grated, or not; and

a control device that controls the SDN

the second data center includes:

a second server that includes a second storage unit
that stores data and a second request processing unit which
stores the data received fromthe first data center as a
m gration source in the second storage unit; and

a | egal system nanagenent server that includes a
| egal data managenent unit which nanages data on a | ega
systemin the second area,

the first request processing unit of the first server
transmts a request for mgration destination information

to the second server of the second data center, and
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transmts the mgration destination information received
fromthe second server information, and identification
information on the first server and identification
i nformati on of the second server, which are identification
i nformati on of the respective servers, to the contro
device that controls the SDN

the control device changes a comuni cation setting
between the first server and the second server based on the
m gration destination information and the mgration source
information received fromthe first server and SDN setting
data on the comuni cation setting of the SDN stored in the
storage unit in advance,

the mgration determ nation unit of the first server
receives the data on the |l egal systemfromthe |egal system
server in the second area and determ nes whet her the data
confornms to the |l egal system or not, to determ ne whether
the data can be m grated, or not,

the control device executes a change of the
comuni cation setting when receiving a determ nation result
that the data can be mgrated fromthe first server

when receiving a result of the changed comuni cati on
setting fromthe control device, the mgration
determ nation unit of the first server transmts the data
stored in the first storage unit to the second server

according to the changed comuni cation setting, and
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t he second request processing unit of the second
server stores the data stored in the first storage unit

received fromthe first server in the second storage unit.

2. The data migration systemaccording to claim1,

wherein the | egal data managenent unit of the |ega
syst em nanagenent server updates the data on the |ega
systemto a |latest state based on information indicated on
a site nmanaging the data on the | egal system and

the mgration determ nation unit of the first server
det erm nes whether the data conforns to the | egal system
or not, based on the data on the | egal system updated to

the | atest state.

3. The data m gration systemaccording to claim1l or 2,
wherein the mgration determnation unit of the first

server repeats data migration determ nation until
determning that migration of the data is pernitted when
determning that the mgration of the data is not permitted,
and transmts the request for the migration destination
informati on to anot her second server provided in the second
data center or another server provided in another data

center other than the second data center

4. The data m gration system according to any one of
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clains 1 to 3, wherein when the SDN setting data is changed,
t he SDN managenent unit of the control device notifies a

di splay unit of a manager term nal connected to the first
server of the fact, and when the data has been ni grated,

t he SDN managenent unit notifies the manager term nal of

t he fact.

5. A data migration nmethod performed in a data mgration
systemin which a first data center provided in a first
area and a second data center provided in a second area are
connected to each other by an SDN, in which the first data
center includes a first server that has a first storage
unit which stores data, a first request processing unit
which transmits the data fromthe first data center to the
second data center as a mgration destination, and a

m gration determ nation unit which determ nes whet her the
data can be migrated, or not; and a control device that
controls the SDN, the second data center includes: a second
server that has a second storage unit which stores data and
a second request processing unit which stores the data
received fromthe first data center as a migration source
in the second storage unit; and a | egal system managenent
server that has a | egal data nmanagenent unit which manages
data on a legal systemin the second area,

wherein the first request processing unit of the
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first server transmts a request for mgration destination
information to the second server of the second data center,
and transmts the mgration destination information
received fromthe second server information, and
identification information on the first server and
identification informati on of the second server, which are
identification informati on of the respective servers, to
the control device that controls the SDN

the control device changes a comuni cation setting
between the first server and the second server based on the
m gration destination information and the mgration source
information received fromthe first server and SDN setting
data on the comuni cation setting of the SDN stored in the
storage unit in advance,

the mgration determ nation unit of the first server
receives the data on the |l egal systemfromthe |egal system
server in the second area and determ nes whet her the data
confornms to the |l egal system or not, to determ ne whether
the data can be m grated, or not,

the control device executes a change of the
comuni cation setting when receiving a determ nation result
that the data can be mgrated fromthe first server,

when receiving a result of the changed comuni cati on
setting fromthe control device, the mgration

determ nation unit of the first server transmts the data
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stored in the first storage unit to the second server
according to the changed conmunication setting, and

t he second request processing unit of the second
server stores the data stored in the first storage unit

received fromthe first server in the second storage unit.



