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METHOD FOR PROTECTI NG AGAI NST THE UNAUTHORI ZED USE OF SOFF YAREST IR &7 %

COVPUTER NETWORK ENVI RONMENT * BACKGROUND OF. THE | NVENTI ON 1.
FIELD OF THE I NVENTION The priesent invention relates to a nmethod for
protecting against -5 5‘5"'[-1631" el usen of 3 i"f-ik\f%)eugdapl ication in a
conput er network envipFHIERIRE T8 A COMP R O P RONVE T network is

typically an interconmectT oM O _JECHT Nes 0110 adert s over links or
cables. The open access chara&#%@éé ,\LDQEEB-EMMHV\DW presents
opportunities for the unauthorized copying of software, thus eroding the
i censing revenue potential of software developers. Traditionally, either

the entire network frust BiELD OFCTHEINVEMNTIONI v referred to as a site

license), or each node where the_ software is run nust be licensed (conmonly

15 referred to as a nodde|presant invention riates tx & methad far protaptieg @gainshe,

By sof tuch o MeLEniHERY LEb o€ sifisire AprtbaING o ufibadhHasbAc on' D"

speci fi c manneppviddhment. A site license lets all users at a
desi gnated | ocation or network use the software application, regardless of
{heir position on the network. This flat-fee approach is an overkill for a

b-Ow usage software appli ﬁm | icense not only ties a software
application to a pa i cuf a network, but al so is not cost
effective for the '”freW%%MéﬁnElﬁno@k pieaiyear’ tercartiectié@bi RAchinBS or f OF
exanple, U S. Patent No. 4,688, 169. Furthernore, if new users of |icensed
nodes wi shi0o agentsioyestinkswacabiesplThexpeorgccesecharacteristice of acgoiputat t o
purchase additional licenses. An alternative to.a site |license or a node
i cenee. i o t he NSRRI presgnispPoniniln fanire HhautbSirdcoping of SAPierRctibsone . €
usage |icense prshidd fHeSlideRSing YoRe Hordhiral 8t SUHWANE debdloptis. Fradifiay e "
application at Egc"r?{'/ dglmve(sa#etiﬁﬂg, reg'j’gggless of therr Ieoc%‘%h?on (l)'n&{t'é]r‘((aﬁg'etvmrk.
Just as rent er githérethé eatide rptworkainist bedipereseddtommoniyireferred ¥o dea siteom a vi deo
rental store, users on a network check out a software application froman

agent on a fir eensghariqachnode where,the; spftware,is rup rush ba ficensed (cemmoniycense
charges a {ge ‘;85”59?0 48 & e fest¥e) A" fodBRBlerE 8 4 SiRgiB maNidd, 388kt or

system in a computer network. A license is an authorization given by a

software developer {o a customer to use a software application in a specific

manner.

20 - A site license lets all users at a d_esignated location or network
use the software application, regardless of their position on the network. This
flat-fee approach is an overkill for a low usage software application. A node (
license not only ties a software application to a particular machine in a
network, but also is not cost effective for the infrequent use of a software

25 application. See, for example, U.S. Patent No. 4,688,169. Furthermore, if new
users of licensed nodes wish to use the software application, they are often

required to purchase additional licenses.

An alternative 1o a site license or a node license is the ooricept of
30 a concurrent usage license. A concurrent'usag'e license restricts the number
of users allowed to use a software application at any given time, regardless of

their location on the network. Just as renters check out available copies of a
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to its actual use. 5 Methods to license a software application for
concurrent use in a network environment are currently offered by Hi ghland
.Software, Inc. and Apollo Conputer, Inc. See, M dson and P. Levine,
"Goncurrent Access Licensing", Unix Review, Septenber 1988, Vol. 6, No. 9.
In general, the 10 license for a software application i's stored in a

dat abase cont r ol\ifb deditrbin RRHaY Slora, Ashis G2 RetMRHY Bock Bufia BoERM ¢ hat

not only stores the |icense, but also verifies user’s credentia
bef or e checki ng applicatiom fromcamagent on et firstaeonieefirst-serve Basis.c Thusi@ gonaurerent
agai nst the authorized use thesgeggtrrt\ods to |icense concurrent usage rely

on-secured commt/§ege licanse chargps 2 ba,u$9 ef 3 seftware apelication prapertional Under

public/private lﬁf’)fsEElﬁﬁly i on, each user of the system has two keys, one of
which is generalTy known to the public, and the other which is private. The
private trangfornmation using the private key is related to the public one
usi ng ¥he public key but the private key cannot be conputationally
determ ned from the publ iMetR@;S. todisanse-4 seftware @pplication farcppewstrM Y89 IMAd Dat a

Security, Addison:\Vésley. 1982 T L %RELGN i shikdden. in_the |icense
server to encr yﬂfwﬁ{g eﬁg'{%i?iaa gﬁf@ﬂi?ﬁ?‘“hl I{ﬁ%lgg(ﬁ 88@‘89’ u!ﬂcl‘ Sﬁg_ri vat e
key encryption %giaﬁ@%nﬂﬁﬁersilntf 566! M. ORoA '=MEIP. LRVIABC*Gdnickrrbrit Adtess | cense
server is located in a trusted environnent. A trusted environnment is one
whose access i s Lidensingly Wnix fiseiow, Septembet 1888y Voh & N259. logedernal,itheé s.

However, a license sefF)ver IS nore Ii_kelgl t o he Igcated at a} stoner's site

and hence in%n "ﬁ?f}ﬁq.éaéﬁ f’@rﬁmma.“"ﬁi sigradjne %%Rasﬁﬁenﬁﬂi'l?é R server is
vul-nerabl e to S%P&Hs%tée%’ér.e(ﬁ ﬁdt3 %&gﬁé‘ is%@grﬁnﬁhﬂf h%%g@ %i@ﬁés e sy Pt ed.

akl_ sensitive infornation on ense sefver suc I censes are
conpromi sed. 30 buPalso vetifies the uberséredentials mfpre checking bat the ticamse to theent i on
to provide a nore secure method to protect against the unauthorized use of

software in a cAWtanHeated user. ToqupiactAgaingt iheawihasized yse, these methods to
license concurrent usage rely on secured communications such as

1'5 public/private key encryptibn. Under public/private key encryption, each user
of the system has two keys, one of which is generally known to the public, and
the other which is priyéte. The private transformation using the private key is
related to the public oné using the public key but the private key cannot be
computationally determined from the public key. See Denning, D.,

20 Cryptography and Data Security, Addison-Wesley, 1982. The éncryption key
is hidden in the license server 10 encrypt the database of licenses. Well

Ao designed public/private key encryption schemes are difficult to crack,

' especially if the license server is located in a trusted environment. A trusted
environment is one whose access is limited to users having the proper

‘25 credentials. However, a license server is more likely to be located at a

customer’s site and hence in an hostile environment. It follows that the license
server is Qulnerable to sophisticated intruders. Once the private key is
decrypted, all sensitive information on the license server such as licenses are
compromised.

30



. SUMVARY OF THE | NVENTI ON The present invention provides to the software |
application the verification and |icense check out functions which are

‘normal Iy performed by a 5 l'i cense server. The preferred enbodi nent of the -

:present invention conprises a conputer network including a plurality of
‘agents running at |east one | i cense server and at Ieast one software

K licati The | f nt t
The | ¥ aense i nf or i HeHBI0RE RN BhieR Ot bR plesdnl AleMiBhdn browite 2 Miainsaoire. |
“i nformati on lraemodtwpfmebtlagaﬁhsi th%%ﬁtﬁoﬂkﬁﬁus@éﬁdﬂ&ai‘@m §E86d?£jre' ééte

-dat abase controlled by the Iicense server. The license to IS a-speci al
bit pattern dicepsipgeanvitanmant. s encrypted by the software vendor of the
-application software. The software application comunicates with the
dicense server through a licensing library. The licensing library is a
collection of library routines that the software application invokes to;
.request or renew a license 15 fromthe |license server. Before a softﬁﬁ?e
‘application obtains a license, 'the |icense token nust be decoded by a
l'icense access nodul e. The ticense access. nodule, which is linked with the
ssof tware application and the licensing library is a programthat decodes
‘the license token froma vendor specific format to a licensing library
format. 20 When an user w shes to run a software application, the |icensing
library invokes a call to request a license token fromthe |icense server.
In contrast to the prior art where the |license server either grants or
. denies the request after verifying the user's credentials, the license
'server in the preferred enbodi nent 25 of the present invention finds the
.correct |license token for the software application and transmts the
‘license token to the licensing library. The |license access nodul e attached
‘to the licensing |ibrary decodes the |icensing token. Routines in the
licensing library coupled to the software application verify the |license
-informati on before checking out the Iicense and updating the |icense 30
‘token. The license access nodul e encodes the. updated | i cense-token before
}returnlng it to the license server. 4 -



Because the verification and check out function of a license token are
performed by a software application, the software application rather than
the .license server becones the point of attack by unauthorized users.
Reyerse engi neering the license access nodule is | ess rewardi ng than
attacking the 5 |icense server because the Ilcense access nodul e reveal s
the contents of a fraction of a dg S By the tine nost
attackers crack the license acce vendors woul d nost
Ilkely i ntroduce newer versions of the softmare application and new | icense
access nodules for them Thus the present invention provides a nore secure
met hod for protecti ngrheopresentiinvantion providas todhe soltware @pplication dhe war e

Bt ot cmpreGRibE aod B el PUAERae  aY slo SV Bt
Firgure-1ill ugt fﬁébe%% e3eRRY. f'f’(P {ﬁé@&&?%xm@ﬁpbﬂ}iﬁ’bﬁalsbﬂﬁn%r%ﬁg{?nﬁr@%é‘h' on.

5-Fi guse 2 describes the arc ure a networ censing s

enpl oyi ng the pr edraputer netwbrdingivdingad plurality ofeagmnts iunniagtat trast bhe licenss
describes the installation of a |icense token in_the preferred 10
enbodi ment of t h8enveeardat Ipastane;seffwarg gml@atm The ligense serveneontls af o

ombod ment of ¢ nEeEPREE & iR B alniah icoREBRARINGRr {Hh 8l ot fe
use of a Ii censeap@icttiod. OTRE icosa infbARAM 1E cBffameliif 8 NBEndetoKEn, ary ishe
preferred enbodi nent of the present invention. Figure 4c il lustrates the

use of a |icthsestooackin the databesa;eorardlledebuskhe ficense sefvec cTha licansedokémistahe
referred enbodi nent rese i nvention. 20 - DETAI LE
DESOR PT1 N OF TRESGiAUMPRRBIT S Racken whlgh it aivetpd by hausatiraie VBRGRr ot e, de

Into several sechpgidation’ Q@Itware. The software application communicates with the license

server through a licensing library. The licensing library is a collection of library
routines that the software application invokes to request or renew a license
15 from the license server. Befo_re a software application obtains a license, the
license token must be decoded by a license access module. The license
access module, which is linked with the software application and the licensing
library is a program that decodes the Iicensé token from a vendor specific.
format to a licensing library format.
20
When an user wishes to run a software application, the licensing library
\‘-’ invokes a call to request a liéense token from the license server. In contrast to
: the pridr art where the license server either grants or denies the request after
verifying the user’s credentials, the license server in the preferred embodiment
25 of the present invention finds the correct license token for the software
application and transmits the license token to the licensing library. The license
access module attached to the licensing library decodes the licensing token.
Routines in the licensing library coupled to the software application verify the
license information before checking out the license and updating the license
30 token. The license access module encodes the updated license token before

returning it to the license-server.



first of these sections describes a general network environnment for ‘
accessing a 5 database of licensed software prograns. Subsequent sections

di scuss the details of a nethod for protecting agai nst the unauthorized use "

of a software application. |. General Network Environnent 10 Referring to
Figure 1, conputer network environment conprises a plurality of data
processi hg devices identified generally by nunerals 10 through [err]
(illustrated as 10, Becausedhp aerificatiof and ehdek outfunctionif aglicease tkenary

include termnals ersonal _conputers, workstations, mniconputer, 15

mai nf rames and p@OQﬁR%E%F&?Wﬁ@?@. icglign, the-sqftwase apelication ratherdhanithe cat i on,
[l dat . . . . | _ ot : Lo

Retwork are. coltei SYorUeEolisL B SR Sruifhel by LalBril BN  BUE, ot oo

that the agent sngimgehing trNlicenss uesuds myodiilé fseléﬁsﬂkewa%idg'tr%naéﬁh&h\j heSO use

different oger ating systens such as M5-DGS, UNI X, OS5/ MAC CS and 20 - .
ot hers. Par®i clicense-segn kecause thei licanse-aceesstreodule: fevealsithe kontests of a
manuf actured b crosystenms. Inc.,..Mwuntain View, Calif, FEach of the
agents has an i)i'ﬁafé]" %e%f’ﬁtgxgifcﬁﬁ'ggns@fske%%ﬁr"ﬂ‘eﬂ?s‘f%acm crackthe license se
12, 12' and [ epbtess MooV he seﬂﬁa.tesvemoi;émamahnds?mkdu {ritfolied hé@ﬁf’ as 10,
10’ and [err]) are interconnected for . data transter ¥o one another by a
conmon cabl e 13ersiansvafithe beftvidse application and ceimiicense attelss enbdulestfoethani. t hat
t he common caer§ 1@1 rraéﬁcorrﬁri se agg/_qshar ed nedia, such as coaxial cable,
fiber optics, radfCREsAM MVANICR REFVdesa mare sacure Eethod: iprprotacting k
resulting o] i 2oty O off o ' . t hr ough .
[err] (ill ?gt fgpgﬁsg@b%@ggﬂﬁgégﬁbeﬁ %“*ﬁ"aéy*@??@'h%@"’%?.9@?9@5?‘9&“”@35| ogi es,
such as ring, sheronrent withodt mwlwdgsmeiutideﬂﬁﬁ?eompbieeﬁbimﬁo of smaller \&
networ ks |inked by gateways or bridges. Referring again to Figure 1 is a
d. cense service 14. The license service 14 is a resource shared by every
agent connected to the network. In the preferred enbodi ment of the present
invention, the license service 14 conprises |icense servers 15 through
Terr] (illustrated as 15, 15 and [err]) 5 and databases 17 through [err]
(illustrated as 17,17" and [err]), where mis less than or equal to n. A
license server is a programthat runs on an agent with a nmenory storage
capability. Each license server 15 (illustrated as 15, 15



and [err]) comunicates wth adatabase 17 stored in nmenory on the agent
over-an interface 16 (illustrated as 16, 16' and [err]). As wll be
.described in 10 detail below, the database 17 stores |licensing information
f or-ivari ous software applications which are purchased and authorized to run
in_the conputer network environment. The license server is not linmted to
run on a specific agent, but cam =SS N T8 A sebi

on.which the user is to operate the application. , any agent connected
to-the network nay 15 function as a license server as well as a device on
which a user may oper afdguss! ilusirates anetwork @avironmept) emplayiag: ther presentbel ow,
thel'i cense server; ggﬁﬁ,mot performverification of Iicenses of application
sof tware; rather A Fense server is passi ve and provi des storing,

| ocki ng, |oggimy, and crash recovering function for the application
sof-twar-e. 20 Figure 2 illustrates the architecture of a network |icensing

3(; heng the ]E)r esent i"lriﬂ%lﬁzéﬁ.smibﬁé the arshitecturerad a aetwioris licpnsingachpmee 18,
i di : i i i, Y24, Li
access modol o 27, seeros BERREE Ehvciinetsof HabRBort i i o' oF nocr

29, ,and |license 25 production tool 34. The database 18 stores |icensing

information and application usage data. Preferably the database 18
conpiises a plurality dfigurecddescrives tive instailation afleclidenise dokengnithe preferrechn:

Dat abase El ement . Descr.i ption Uni que Key Tabl e

Keys ‘for all ottheremBegimentptihe presgpy invention. ' Vendor's I D and
name -Product Tabl e Product nunber and nanme 5

Ver-si‘on Tabl e Ver si on nunber and date License Table

Licgnse #, exp date, t dRiglreida tigstrdtestincusé®! alicéassd token to request a licénsedom
encoded |icense token Unit Grc_)uP Tabl e . A group's_ allocation
of I'icense Group L3 dlcensgsegver in the preferred embpgliment pf thepresest jnvention. .

Al.l oned Users Tabl e Credentials of allowed users Current
Li-cense Use Tabl e Applications using a |icense Lock Table

Locked records1§ n dat alRrigare 4b illustrates the use of a license token o renew a license from

a license server in the preferred embodiment of the present invention.
Figure 4c¢ illustrates the use of a license token to release a license from

a license server in the preferred embodiment of the present invention.
20



Aut hori zed admini strator Table Login names of adninistrators License |,

" Qperation Log Table Adm nistrator's log information 15 Li cense
~Usage Log Tabl e Request handle plus Cient Log License Queue Log
"Tabl e Li cense wait queue Application Message Log Tabl e

‘Appl i cation specific nmessages 20 A database interface 19 provides

‘conmuni cati on between the |icense server 20 and the database 18 in order to
‘prevent concurrent acce : e DSANIQE Jdn i ENVIRINTIOWN mul ti pl e users
~which can cause the data in the record to becone corrupted. Thus, only the
~owner of the lock can read from25 and wite to the | ocked record during
the usage of the gRPidiBRingUbtailbBRidstiptionds 8RIdE8Ind SeVBRN 8éctione TRB agent
and interfaces the database 18 to |icense admnistration tool 21, |icensing
library 24 afiicstlof these sestionsidesciibesciegeri@al rnbtworkienwinsreneand farcaccessing a '
.conmmuni cates with thg,l i cense, 30 adnministration tool 21, I is(}s?’si ng Iwrary
24 and | i 8ens8tabase ptlicansedsoftwase programs; Subsequent sectiops discussing ( he

i nterface 23de§ail§o'fEmtﬁo&)foPPF‘oQ'é&iﬁgﬁghi'nstthe UREGAGHSEINB!df B il S 2
.process operating on one devlice or agent connected to the network to
srequest a regplicationl service froma renote device or agent connected to

=)

‘the network. See A Birrell and B. Nelson, "Ilnplenenting Renpote Procedure
:Calls," ACM Transaction on Conputer Systens,  February 5 1984, Vol. 2, No.
1. Multiple Iicense servers ' .1 agents. Preferably the
i cense server 20 operates i t he agent such that its
operati ojgi s transparent to a user of that agent. Mre particularly, as
‘will be 10 described below, the lIicense server 20 provides the follow ng

functions: 1) ser Referning toligureqliccomputeranetwork enviconmentgompisas @ 24 f or v/

1icense token; intaining a,wait .qu for r ests t e dat abase 18
when no Iicer?l‘f'%é}egﬁF %[P%eség' iq%ﬁeé;.'g?éﬁgﬁgﬁg?@ﬁ‘?ﬁﬁ nLEe st1 or excl usive
access to dambagrﬁ 1&9_;(maaeh_:ééhsnmvbdédwwq.cmsé@a’tanfs@w@éia@ae&ieast he
dat abase 18. 15 The licensing library 24 is a set of library routines which

‘enabl e the amay ingutie terminals; perspnakeomputerss watkstations, qainicomputeie | i cense
e Vel 20n URSlng el YA vl Sueriiiherk OFoR o ubfossl 8T Spbdifisish"d
all data processing devices which are coupled to the present invention's
network are collectively referred to as "agents®. It should be understood that
the agents may be manufactured by different vehdors_ and may also use
different operating systems such as MS-DOS, UNIX, 0S/2, MAC OS and
20 others. Particular examples of suitable agents include machines manufactured
by Sun Microsystems, Inc., Mountain View, Calif. Each of the agents has an
. input device such as a keyboard 11, 11° and 117 or a mouse 12, 12' and
12", As shown, agents 10 through 10" (illustrated as 10, 10" and 10M) are
interconnected for data transfer to one another by a common cable 13. It will be
25 appreciated by one skilled in the art that the common cable 13 may comprise
| any shared media, such as coaxial cable, fiber optics, radio channel and the
like. Furthermore, the network resulting from the interconnection of the cable
13 and agents 10 through 10" (illustrated as 10, 10' and 10®) may assume a
‘variety of topologies, such as ﬁng. star, bus, and may also include a co!lection

30 of smaller networks linked by gateways or bridges.
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server 20 retrieves a license token fromthe database 18 and transmts it
to.the 20 licensing library 24. The licensing library 24 is linked with
-the application 26 and communi cates with the |icense -server 20 over a path
2. wmith, preferably, a renote procedure call nechani sm 23. Anong the ngjor
li'‘brary calls in the licensing library 24 is the application's request for

T f the I|i , 20 O i tant, |i |1 I | ud
The Tonuest Lot orew ERsASE 1o Bgure 19 aulRete S4ice 145 Y f0est i canse
° $ ! : . . | cens

token to acconpl i gérvicaetd BY @sburke shafed b}@dﬁeﬂ}ﬁa‘%@aﬁgﬁﬁ%ﬁgy ingfvork.! In D€

described in detail below The |license aCcess I'S prepared
by "t'he sof t war e. vthedurefetrbdt embbefiment of ithee presemntsinveantiba,the Goensecsecvicket4 t he
application 26 via 30, routines in the licensing. library verifies the

lib
li-censing infor maFPRrses Ib’lqg@sg iSeReL19 M@W%ﬁﬁmd&“ﬂ’ﬁ?ﬁ@ 1d81nd 1T) cense
e S T

the application returns i I'f cense serVer

li'cense access nDRbgk ehah/or equeabloal. i A licbnsd sbivet i3 prdgkam thabRInd\Bn dn agent with The
li.cense adm nistration tool 21 is utilized by the network adm nistrator to

per f or m adni ni st r atmemony sietape eepability, Fech licensecsarvercli tilstrated a3c1 154

2gent connect ed t B RETLGAmEBRERe M 4 babtdl £ ehbdl ngatiY obdfs Bhefion 21
is primarily usedebér amimterdcet 18e(illuseates ast18a8’ and P6M1cAS Wilpbaaesckded i ough

the 10 |icense server 20. The functionalit of_ the |1 cense ao[m nistration
tool 21 incl ud@s: detail below, thedatabasecthstarasi lisgnsing information éonnarioug sgftware

accessi ng a dat abage. rol.l | gens ryver,:..and. ( enerating and
pkinting reports 8%&"%@%?’?3@‘"&53@%5"’%“8 %deajlﬁ%péﬁa? L ’gﬁ .cg@p _not
access the databapgwhtk dhvinhlent. THY RRhse E6Wer BHOL ihitdPlo rAinldneépRifics made
through the licensing library 24 to the |icense server 20 over a path 28.
Most. net wor k | i ceagemgbutctanmperatenph@py ageotiaciudiogthenagant oo whicht the aaset iscto
li'censing library 24 r n _contrast resent

nd the.licen server 20. | t he
| nventi on uses. t hEPHRIRLIeARPISAIOE YHuS 4nY (A9 conneciag 19 PYWBATERY | br ar y
24 and a plurgsi t yuriefion b§ ARBnde kST dsCwdll &4 S%vi@%hﬂfﬁicﬁ &8st 1Rk Bpérafesd
use. of software application in a conputer network. Referring once again to
Figure 2, a |icenapplication seftiranedds i) bedestritved malow) the licenseheerver does aot
server 20 over a path 30. ,_Th«? | clecgse servi ce bi ndte‘r o
gerform verification of licenses of application software; rather the license server
is passive and provides storing, locking, logging, and crash recovering
function for the application software. '
20
Figure 2 illustrates the architecture of a network licensing scheme of
\-/ the present invention. The architecture comprises a database 18, database
: _ interface 19, license server 20, licensing library 24, License access module
27, license administration tool 21, license service binder 29, and license

25 production tool 34.

The database 18 stores licensing information and application usage
data. Preferably the database 18 comprises a pluraiity of records which

contain the following information:



25. 29 is invoked by nmeans known in the art, such as a network service
pragram The |icense service binder 29 |ocates all agents that are
designated as servers on the network, and keeps track of which server is
setvicing which application. The |license service binder 29 contacts each
sefver on its tabl e atsbeelEibientservers and reqexekiptin ! i st of products it
serves. Finally the license service 30 binder 29 wites the contents of
fhe tabl e of avail abMaiquecKewsZabler vers and the |Keys forrallothentablesi nt o a

bi-Ading file 32 over . In Figure 2, the,bindi fi,le 32 is coupled
to'the licensing libr ng]tzia@éer a path 33. The%ﬂﬂ#?ﬁﬂ??ﬁﬂ"ﬂ%‘e qgueries
the binding file 32 ppodiRe Téblech |icense server ﬁﬁ&uﬁ‘hﬁlﬂbﬁ?éﬁd fameduest for
a license. A license production tool 34 is used by the software vendor to’

create a 5 8icenseViesiomTable transnittal to tersionwombenand datet r at or .

Recei ving the |icense, token, .the network administrator installs it wth;the
license administrati E.ﬁ:epggﬁ'agk into the databasdioense# 8 Aate; folal nits ) o

20. - I1. License TokepjchAse Token THSIEErFing to Fi BibRsdnchisd ﬁéﬁgh%rpf a

|.icense token in a conputer network enploying the preferred enbodi nent of
t'he present inventiotnitiGroupdatilescri bed. A conpuA grouptst altochticBof liceabewn
coupled with a Ili cenzﬁ, adE)' njrl;%hr ation tool 39 and a st‘ngl e |icense server
44.. The license servEFORRHSLIARRI cates with a ddNeMRSHNBGrOUR, | i cations 41,

42, and 43 afe shown pliBwed UkeRSTABI® | | censing S%%’HEﬂiaflsLEfﬁlfo%dldsg@se

server 44. \Wen a. custoner purchases a license for an applicatron, such as
a CAD/ CAM pr ogr am f oiCurtest Licerse Ube 3abledevel opneapplidstionstusing a licéwsesof t war e
vendor creates a license_token with a |icense production tool, and delivers
the |icense token tolPRET@R® oner' s network adnikocked gacerds in datakasee t oken

ot tuar - appl  cat | on ARd SmiBRRAS: THRP) 22 C1 ooty A FRADEIEE e

46 into the database Lidenb8©paratonslogsrabier Usi NAdriRistra®rs ioy infdrmnatied r ati on
tool 39. Unlike the token used in a token ring which is passed from agent

to agent, -a 18 cense iiseapeUsagadogiabler red enbodRequest kandieplup Ciisetog
I-nvention is passed pet n.a4+i,cense server 25 -and a |icensing
Ii-brary for a predet %ﬁgﬁ‘ﬁ@[}r@ Hb(i?i me. The ?eéﬁ@t"éﬂ'mm amount of -
ti'me corresponds to iAppliédtion MBSsdged@gSTabi@ken |Apphbfdreshelitic Mbsddiyts

license server. Currently, the |license token is checked out to an
application for . :

20
A database interface 19 provides communication between the license |
server 20 and the database 18 in order to prevént concurrent access to the
same database record by multiple users which can cause the data in the
record 1o become éorrupt_ed.' Thus, only the owner of the lock can read from
25 and write to t_he locked record during the usage of the application.

The license server 20 operates on an agent and interfaces the database
18 to license administration tool 21, licensing library 24 and license service
binder 29. The license server 20 communicates with the license
30 administration tool 21, licensing Iibrary 24 and license servicé binder 29 via

an interface 23. Preferably the interface 23 is a remote procedure call

Q.



no mare than ten seconds, and the |icense token is returned as quickly as
possi-ble to the issuing |license server. The |icense token 46 contains 30
information encrypted in the vendor's format such .as vendor identification,
- product and ver si onechanism whigh paghits apradess operating ori ohe devise oragémt

pur chased for the |icense token, A license unit corresponds to the =
| i cense wei ghti ng @SPegﬂg&&?tneémé&'W%a fesaures op service feam g remote,device

exanpl e, powerful SQigkRt cinnBaed $6tHehdiwomk Soo'R Erell &%@.?ﬁ}ﬁé&.slr@@eﬁléﬁnﬁ
software application than an average personal conptter. e 'software
vendar produces a ReémeteRrocaduse Calis,h ACM Transaction wncComputenSysteins APebrdaat h

47 4l lustrates ho lj,cense token 46' nmkes its way to a |icense
admi-ni stration 4]0\(;%9%?9{’% Qt ﬁ@' tustoner's site. There, the system '

admi ni strator installs the license token 46' as |license token 46 into th
10" "l'i,cense database 45 of the |icense server 44. A path 48 indicates the

transf &t of the |icensMuttiplelicehts sbrvers inbg rdsidecotsmuBpIei atjefis. Pleftablp the 39
to-the license server 44 and into the database 45 as |icense token 46. The

|i gen'se server 44 licansp§pIver AR opesalesin Atbackoreund medesofithe agapisuchabatdtss
41;42, and 43 for | Lcation correspondi ng tq token
46 25 wal| as of ncPOTURRIE EahebaliE 1) HLsBPE g Aon Y Micte pRREEIR e ol By
shoul d be undeyost agedciithett below/thedicens& sarayr 20 pRvided the Blibwing Hindtions'He
servers and each license server may have in its database a plurality of

| i cense tokens forseaviciag the fequests Smthedicensing ihuary @4Jor ¥renee token; R)ai n to
Figure 20 3, if ' ion A 41 reguests.a checks o he |icense token
4% or less than t ﬁhtaﬁ@%gg’meﬂyﬁpfg trpﬂﬂ?t%ggﬁﬂg@asﬁgé W&’Bl‘d‘%@eﬂﬂaﬁl eto
c k out the lic . ol ts i ane
Cle appl i cati on_ 4 shéa0MIa0le; (9 densrating T0LEs | > 1ohShpuEE Bctids Bldaliand
because of the | ocl:and itpravidingraccess Wdaformatibatim thesdatabdser f8ice 19. Thus,

t 0. achi eve 25 goncurrent |icense usage in network 38, it is preferred that
the network adM nistrator installs nore than one |icense server. To

mnimze the task of T RENSirsiHy iy 24 € W5 of Brify roftirdd Viich bhatid 1fig °°

preferred that the syst | strator spreads cense uni any

one.appl i cati on arapplicatiop26rtal request licerisingl saviceirom the licénsd sena?20e Yonver s.
For instance, if a network has 30 four |license servers, the network

adni-ni strator nay FAgRIYIng thefequestifar sendce from the licensing library 24, the license
; server 20 retrieves a license token from the database 18 and transmits it to the

20 licensing Iiblfary 24. The licensing library 24 is linked with the application 26
and communicates with the licanse server 20 over a path 28 with, preferably,
a remote procedure call mechanism 23. Among the major library calls in the
W ' _ licensing library 24 is the application’s request for a license from the license
) ' server 20. Other important library calls include the request to renew and to
25 release a license. The use of the license token to accomplish the request for
the various licensing service will be described in detail below.

The license access module (LAM) 27 is prepared by the software
vendor 24 to decode the license token. Once decoded, the application 26 via
30 routines in the Iicensing library verifies the Iicensing information in the license
token and determines whether a license may be checked out. The LAM 27

o]



license units for a particul ar popul ar application anong four |icense
t okens with five license units for each license token. In the event one
|'i cense server crashes or the license token is checked out, the other three

l'i'cense servers ggg gﬁéﬁdsqﬁ" ||,éé}f‘sg%|fh9\ @é?&r\é'tﬁg idHEfet B llt t?%é 04 %bcens o

Figure 4a illustTa € use cense to 0 request

As shown, a netvyg kiditense pewver 48d Thenidense msé mbdule Z’Nd destribedén 52, 54
and 56 respectlvel . Application 56 succeeded in requesting a license token
fr.om t he |icensefustBefdetaibBelow. st ep 59. The |icense token is transmtted to
application 56 in step 60. Wen done, Application 56 returns the |icense 10
token to the license server 58 in step 61. Aside fromthe |icense request

function perfgrmed witH idaRsé baRmistration ol 23 iSRMAED by tHd Setweritadminitrator
license token is also used in other critical stages of the licensing

process. For exatopparformradmipistrative funclions celevant torthe sphcuseant oaamee9bnd th;é',-
Lnitial allocated tine. tion 68 mak

I'i cense renewal E@twﬁr&ﬁ?A@?a"?EV\qPSHiF??% Eﬁgﬁ%gf’?f TGV\M’T ﬁﬂﬁnxaqggt
token 72. Sini | aplyhecidd it A EEmBGet HEWSAE! THEPHARs @ alimirifion 181 3Gs T equest
83 ‘when the application no ong needs the li1cense units. As such, the
user updates thephma&lyasedwi‘!méﬂéthé)ycenseuokannq}ouhedatptiasem Ilhrosgia;ma oken to
the. |icense server 82 in step Li cense

Access Mbdul 0] n"@ﬂjﬁrs@“@'zg ITWH@@'%E@&@&‘WGBF% ‘("[’NWSVE?W §°9' 2lked with
ot 220t tear e veltsas il St e Rioptiy @ dend sbfvel, 15/ TubdaSaRE S UaMSG 00°°

decodes and encoggstrdlied NS licENEE Sefver, N3] Gémrating dnd prnmhﬂqugonsaased 25
het ween the |icense server and the licensing library 24. Thus the |evel of ‘o

security of an afigenseasage. f r om unaut hori zed use depends heavily upon how
secure the license access nodule is. Conventional network |icensing schenes
use public/private key 30 encryption to encode sensitive informatiqQn. Such

a scheme is gbfectiverpd abﬂsnéahmeesﬁay&m\aeéess&m Bafabhse! 18 itebtly iraMBHRAG -
However, the custoner has the same access to any agent in a network,
| ncI uding the i mmettaea\ll@anssnsgnade through the licensing library 24 to the license
server 20 over a path 28. Most network licensing schemes employ secured
communication between the licensing library 24 and the Ilcense server 20. In
contrast, the present invention uses the license access module (LAM) 27 the
20 license library 24 and a plurality of license tokens to protect against the

unauthorized use of software application in a computer network.

Referring once again to Figure 2, a license service binder 29 is shown \.J
coupled to the license server 20 over a path 30. The license service binder
25 29 is invoked by means known in the art, suchas a network service program.
The license_'service' binder 29 locates all agents that are dééignated as servers
on the network, and keeps track of which server is servicing which application.
The license sérvice binder 29 contacts each sefver on its table of available
servers and requests a list of products it serves. Finally the license service
30 binder 29 writes the contents of the table of available license servers and the
list of products into a binding file 32 0\;er a p'ath 31. In Figure 2, the binding
file 32 is coupled to the licensing library 24 over a path 33. The application 26



Lsec.urity of the licensing schenme can be conprom sed by a user who decrypts
the 1icense server's private key. Once the unauthorized user determ nes the
.server's private key, he can:decrypt all sensitivé;information on the

licénse 5 server quéldding binding ISR SHRIWINE lisknRe lsBRieP BHF skfite ifSrebBest
frequently done. then all the security of the applications served by all

thé |icense servefar afigenseonproni sed. The |icense access nodul e 27 first
translates a license token froma 10 vendor specific format to a fornat
usabl e by the licensing.library 24. The |icense access nodul e acconplishes

the 'translation in twop odﬁaﬂnﬁwlﬂﬁstdséﬁ‘Sk%f%ﬁar@%?ﬁ&ﬁ?%%r &3“5‘3

token froma vendor specific format to a |iIcensi rary format
second nodul e §r alisdrsedeker foetramaattbehmpetmddadmmstrabrt Biegivifig the lldwse
| i-censi ng library format to the vendor specific format. 15 The second

nodul e i s i nvoked k@ ﬂ'\?e"%“ﬂ@fklﬁdé’ﬁﬂﬂfﬂgf 'F‘P‘BF%!W’“D;S'E&['@SP Reministeationtodd21i n
1icepse tok t he | lib
formt . the | contiBand BBkbss' e et fBRBE sbREER0. 1 |or' 1, CThe correct nevs

of-~-the license by 20 review ng the following |icense information stored in
thetoken: (1) flag, (2) nmintenance contract date, (3) host nanme and
domai n, (4) product nane, (5) host id nhd#@ﬂﬁi@ﬂkenl cense seri al nunber

d (7 d | d he. i nf
i nt 4 ned by Phe- app PeRrie, & igata b Wi el TR ko ok n £ oPrBlat o | <

verified. After cogRidtk ehipldyity th8prdtbiréd bﬁBo&ﬁaenPéﬂﬁGi&seﬁt inPartioRSwill Be t N
licensing library is initirated which checks out the |icense by decrenenting

the .li cense uni t s descritiede A eomputen natwork38 isushown edupledowitica figensei t s bei ng
chegcked out. The decodi nq, and epcodi n ne re endors. . to
S ool et the.aprw%t o0 1opt 5 e AShiTale, aepen sBpvet fa; Tbe ieprea sarker 44 orn
th d t I
unaut horized use Mgﬁﬁ%@t&ﬁé&%? APﬂféa o HTR2, Sﬁi 48%re shogﬁ ow

is an exanpl e of a sa I on usli ng |cen5|ng rary an

| i cense accessSnpdequisting licensingrsediicefromathe licdnsesdeior 44. Wi iRERES8meF | I\/E
(60) /set renewal tine for this session/ #define
EST LI C_RENEWALTI Rerchases:eicense fer ap: applicationy sugh a8 & CAB/GAM psogram; far its 1223

/'set vendor #1 NLQée%%H"HﬁQ Bbvei et Yabartm@A, the software vendot Bfeatdl & Hese’™ L

token with a license production tool, and delivers the license token to the
customer's network administrator. A license token is a special bit pattern or
20 packet representing a license to use a software application. The network
administrator installs the license token 46 into the database of the license
. server using the ficense administration tool 39. Unlike ;he token used ina
k../ token ring which is passed from agent to agent, a license token in the preferred
embodiment of the present invention is passed only between a license server
25 and a licensing library for a predetermined amount of time. The predetermined
amount of time corresponds to the time the license token is checked out of the
license server. Currently, the license token is checked out to an application for
no more than ten seconds, and the license token is returned as quickly as
possible to the issuing license server. The license token 46 contains
30 information encrypted in the vendor's formai such as ,vendor idéntiﬁcation.

product and version numbers as well as the number of license units purchased



10 NL_version NL_Version = (12/20/88, "1.0"); /set version id #1 status
NL_init (vendor _id, NULL, & ob id); /initialize |icense service/ if

(status | = NL NOERRCR) /[accept job id if no error/ { 15

fprintf (stderr, "nl_init failed - .error_= %\ n", status);

/error nessage i fordhe beensadokes: (A figense upit porresponds to theylispRse weighting for an

de_f d
Ce e oo Rt solhoBE B corBYeR Bt BG4 IRl wortsitions
(SIGALRV, alar ”bbtﬁl&rré%mre B Iikehse urdits to USE & soward applicatiorethan iah a¥erage
{ perror ("Cannot set SIGALRM'); /otherw se, error nessage/ return; }

st‘atus = NL requpatsoﬂplcmmmneﬂ-\lL Prod num /request a license/ 30
&NLVersion, upits, LIC RENEWAL TIME, NL_ L2 SRCH, &code funcs, NULL,

&red_handl e, fuLL, &pp_info); if (status |= NL_NO ERROR) /no error,
License checked 35 pe sqftware vehdor produces a license token using a Rééhsé r om | i-cense
server/ fprintf (stderr, _request failed - error = %l\'n", status);

/otherwi se, err onprammﬁagtdol 491 W path 40 |Ilustrates how a/me@ee t@kemiﬁémaéses its

/license request successful/ alarm /set.alarmfor
li-cense rengwa| avay to a license a mrmstrat‘on touHQ aﬁEe customer’ 6. There, the

Appl i cation Runs system acgmn{nstrat ms‘éllk' (1Y) ?o;iéhw as licdrdd toke'Nldﬂ"ﬁ{oQﬂée

{req_handl e); - e ues o rel ease | cense status | = NL_NO ERROR).

50 10 hcénéqwatabése(&s dtthe Ilcénsle seclecdde A pathem mdleatas the-transfer

/ otherwi se, error
. of the hcense token 46’ from the license administration tool 39 to the Ircense

server 44 and into the database 45 as license token 46. The license server w

44 is now ready to entertain requests from applications 41, 42, and 43 fora

license to use the application corresponding to token 46 as well as other

15 applications represented in its'datab_ase 45.

It should be understood that each network may have a plurality of
license sew_erS and each license server may ha\ré in its database a plurality pf
license tokens fdr a variety of software applieations; Referring again to Figure

20 3, if application A 41 requests and checks out the license token 46 for less
than ten seconds.-abplieations BandC 42‘.'43'would be unable to check out

. the license token 46 if their requests were made during the same time

application 41 is checking out a license from the license token 46 because of —/
the locking mechanism provided by database interface 19. Thus, to achiewre

25 concurrent license uéage in network 38, it is preferred that the network
administrator installs more than one license server. To minimize the task of
recovering from license server crashes, itis also preferred that the system
administrator spreads the Incense umts for any one application among a .
plurality of strategically located license _servers. For instance, if a network has

30 four Iioensé servers, the network admipistrétor may want to allocate the twenty

license units for a particular popular application among four license tokens with

'3



%\ n", status); nmessages/ return; 5 I nt

alarmintr () status = NL_confirm (req_handl e, /renew |icensing unit
Wth 10 LI C_ RENEWAL_TI ME, NULL); - Licensing server/ [* *
Veri'fy vendor privyate inforpation Lf (statusl= N.-NO ERROR). 15

fprintf (stderr, "H?imfﬁi‘f’}#ff%ﬁqaé 'chmt? en. '"f_ en pae license sengrn
status) ; __crashes or the licenS®fok8A 4 chetikad out, HeEtRer fh?ébeiri‘%ﬂg%s ers

/ successful |i censes} renewa e sanple
appli cati on gi ven meyoprevide lizensing service tbyotiser| dpplications. -- explanatory

annotation to the right margin of the codes. O particular interest are
code func. encodep and code_func. decode_p. Encodep and decode_p are pointers

Taki ng the. pai Rt er o | nf R a8 JuEfgked i6q 08 oP bgHEs 1pieh o BB K ichme,

use the pointers Az $Howh@ rdworkeSIDISI provided! «ndde codpled o AppRsations 5254
| i.cense/access nodule. The three major licensing library routines, request
for .a |'i cense (NLanddfiferaspectivelye Appligation-36, succepded in wquestingraj license,token

o1 75750 IV aonae SB B Rafed SR 89 I RCE R Ry BRle T S
access nodul e, t hqppli€ation S6SiAsYY 601 WENSdITR| Abplicatiorr 56 Tefufiisythbicehde-ense
-t'okens. The licensing library -coupled to the a‘grl cation perforns the

procedure of 40t hdekenclatthe licanse servee R8dn stepHil. framg thexlicegse raquest a
| i cense and therefore _acgc tp r t he applJ.cation. -- Because t he
| evel of security ‘%?é'f’ﬁé"’??@?ﬁﬂ“gﬁlﬂ @‘{Ggﬁgg‘.’ﬁ qsffiiowpggﬁ&urgﬁeiﬁe ﬁ‘iﬁﬂf?e,
the .software vendqskerdis Qlso R8d i ofiBk EritidaPstab6LotiRe AcenBing piBclsse FF Si mpl e
or(_as conplex as they desire. In particular; they are free to 17
- : example, an user may wish to run an application beyond the initial allocated
time. As shown in Figure 4b, Application 68 makes a license renewal
15 request 71 from the license server 70 with license token 72. Similarly, in
Figure 4c¢ the user makes a license release request 83 when the application
no longer needs the license units. As such, the user updates the license token

84 by returning the updated license token to the license saerver 82 in step 85.

20 ' . - 1l License Access Module
~ In Figure 2, a license access module (LAM) 27 is linked with the
application 26 and the licensing library 24 to form the executable code that
. ~ software vendors ship to the c.ustomers. The license access module 27
' decodes and encodes the encrypted license token as it is being passed
25  between the license server and the licensing library 24. Thus the level of
security of an application from unauthorized use depends heavily upon how
secure the license access module is.

Conventional network licensing schemes use public/private key

30 encryption to encode sensitive information. Such a scheme is effective if the

license server is in a trusted environment. However, the customer has the

G,



adopt any of the encryption schenes as part of their encryption routines.
If -the security nechanismis broken, and the encryption known to others,
then the software vendors can eaS|Iy remedy the situation by releasing a
new version of the product with.a new |icense access nodul e. [* *

[err] (#)nl _| am c shmdladd@éso/ahy dgefbinye hetivork, inclutitighb Yicéhse séneero et ens,

InC */ */ /* EEE I A R

*NModul e: nl _| am @eeurity: otthedicersing scheme canmbe semBromised byca yser whe deerypts

I S e

l'i.censi ng i nfor ngivers pnvate'EWQ’id EalSdecrypt all senbities Miitmation on the BsMdes 2
vendor's |icense token * encodé{) -. Encodes a vendor's

| i cense t oken5* ‘seNwr.eShould all Inoense servers use the same key, as is frequently done,

****************************************************** */ #I nCl ude

<rpc/rpc. h>. #i ncithgpall the securggpf e anplcations sgyed by all ‘"92?1%8 #H"HE‘? ude
nI . types, h" #i n‘é'oHﬂ»?omlsed ~"nl _prot _ Ilmts h"

The license access module 27 first translates a license token from a
1O vendor specific format to a format usable by the Iicensiﬁg library 24. The
license access quule accomplishes "the' trarislat_ion in' two modules. One
module translates or decodes a license toke'n'fr.'om a vendor spacific formattoa  \J/
licensing library format. The second module translatgs or encodes the updated
license token from the licensing library format to the vendor specific format.
15 The second module is invoked anytime the Iiéen_éing library updates the
information in a license token. o |

Upon receiving the license token in'the licensing library format, the
licensing library invékes routines which verify the correctness of the license by
20 reviewing the following license information stored in t_he token: (1) flag, (2)
maintenance contract date, (3) host name and _'domain, (4) product name, (5)
host id number, (6) license serial number, and (7) expiration date of license.
This is compared to the information maintained by the application. If the
information rhatches. the license is verified. After completing the verification
. 25 process, a routine in the licensing library is initiét_éd which checks out the
license by decrementing the license units in license token by the number of
licensing units being checked out.

The decodirig- and encoding routines aliow software Qendors to

30 implement their own security mechanism to pro'téct their licenses from

unauthorized use even though they rés_ide at the customer's site.

IS,



#include "nl _request. h" #includé" - "nl _token.h" #include
"nl . vendor h" #i ncl ude nl “licensel.h" #lnclude
nl errno h /* ***************************************************** *
Mbdul e “Local Definitions Warning: This could be a potential security
threat, |eaving a unencoded * token lying around in nmenory. static,

NL.license _nl_lic_tok; Balowis an exa mple of a sample *qppllggtl,pg*us;ng Iéhe Ilfensmg library

************************************ *xk*kk k%

DECIaratIOI’]S ******Whemeemmssmbuubawmf‘*iﬁvﬁhéﬁa\—db************* */
voi.d.- nl _lanm(); static int _nl _decode. (); static int

*
*DL*SDSSES’EZ**{&* **MQQMNEWA‘-&IME *******JSQ‘JGBGW&I*IH‘GAOFMS@SSW

sxxx x APPENDI X 1 - FOSfIBQESTLLIC RENFWAL TIME (IC_RENEWAL, TIVE x.9) Thi s

functl n returns th 12 t decode ro * inpgt'
Qeonv 2_asci |R_%§£‘£§t,%[£glé P dta,?q,g(f-@ és whet her é%*g& '# asci |
code _func_p 10 - Nil_VeAdh RRVérsion a(i 2/20/880¢ @y 0de/ d%GP sfoﬂti igpes
Qut put-:

status = NL_init (vendor_id, NULL, &job_id); /initialize license service/
if (status k= NL_NO, ERROR) . Jaccept job id if no error/

o {
B 15 fprintf (stderr, "nl_init failed - error =
_ , %d\n”, status ); . /error message if error and
_— return/
S 20 units = 3;
code funcs encode__p = nl _encode; /pointer to encode function/
code_funcs. decode_p = ni_decode; /pointer to decode function/
if (signal (SIGALRM), alarm_intr ) == (void *) -1) /set alarm if no
error/
25
perror ("Cannot set SIGALRM‘). /otherwise, error message/
return;
}
- status = NL_request (job_id, NL_Prod_num, /request a license/
30 &NL_Version,
units, LIC RENEWAL _TIME, NL_L2_SRCH,
&code_funcs, NULL, .
&req_handle, NULL, &app_info);
if (status l= NL_NO_ERROR) /no error, license checked
: 35 { out from license server/
- fprintf {stderr, "nl_request failed - error =
v %d\n", status); /otherwise, error message/
return;
40 A |
:)Ne got a license : llicense request successful/
alarm (EST_LIC_RENEWAL_TIME); /set alarm for liconse renewal
45 .. ' time/
' Application Runs /runs application/
status = NL_release (req_handie); /request to release a license/

if (status l= NL, .NO_ERROR) .
50 ' _
' fprintf (stderr, "nl_release failed - error = /otherwise, error

.



S conv_2_ascii-_p - returns an indication whether the token should *

“he converted to ascii so that it may be printable. * code _func_p

‘- Contains address of encode/decode routines * Returns: * Not hi ng *
--Notes: * 1) The ree%awm"f ftafusj;he conv_2_ascii_p val umessagesit urned is to
Lx i nformthe Li,cehs®; Production Tool if it needs to do an *

“ascii encoding on the Il}cense t oken. The |icense token nust * be in
-'sone type of ascii formto allowit to be transmtted over * voi ce
. /phone or togbe* Faxmfd to an end user. *

. :I-?c*'********* *kkkk k% ****t*r*)******************************* */ VOI d

AFk_l am(conv_2_asci |a rm"ﬁdé func_p) bool t - *conv_2_ascii _p;
'-._NL_code_funcs *code_f ;o0 f (conv 2_ascii_p |= NULL) -{

“"*conv_2_ascii_p= TRsfatus}= m.degriﬂmq_ _hasdiede_p /ranew! licdasing @it with

#.code_f unc_p- >encodeLiC_RENEWALCTHUE, NUUL); nl _| anlicensing server/~

. **********3‘0*****f************************************ * k Functlonu

- nt_decode * Descrl arify, vendor privatgiinformalioes a i cense token from vendor
-...'-spemflc format t& a client library specific format. * Input: *

Ef‘*’en _tok_p - Poidter to the encoded token * en_l ength -
. 'Lengt h of the encodﬁqséﬂggml_ 'N@%f@ﬁoﬁ) Qut put : ’
) 15 fprintf (stderr, "ni_confirm failed - error = /otherwise, error
%\n", _sta_tus), . —-  message/
puts ("license renewed") Isuccessiul license
renewal/ '
20 - _

The sample application given above is accompanied by self-
 explanatory anﬁdtatidn to the right mafgin of thé codes. Of particular interest -
- are code func. encode_p and code_func.decode_p. Encode_p and decode_ _p
- are pointers to the software vendor's encode and decode routines, i
25 respectively. Taking the pointers inthe code_func variable, the licensing
library can use the pointers to invoke tha-deébdia'g and encoding routines in -
~ the license access module_. The three majbr licensing library routines, request
for a license (NL_request), release a license (NL_release) and renew a license
'(NL_conﬁrm) invoke the decoding and encoding routines. For example of a
30 _license access module, see Appendix 1. : : -— W/

In implementing the license access module, the license server beéomes'
- merely a repository for license tokens. The licensing library ‘coupled fo the
application peﬁbrms the procedure of éﬂthenticating the license token prior to
35 granting a Iic;é_nse and therefore access to run the application. B
Because the level of security of the system is dictated by-the license
access module, the software vendors are free to maké_the license access ™

module as simple or as complex as the& desire. In particular, they are free to

(7



* tok_p - Pointer to the token structure to fill in *
clnt ‘entry p - Pointer to the address of ‘the first client usage *
entry * * Returns: * NL_NO ERROR - Decodi ng succeeded *
NL_E DECODE FAIL * * Side Effec

the th
client usage entric890R tany,\g;ggasal?mnon sctﬁmqs?astmoﬁ%;er}ﬁ:e '96' %{9?5 fitne
Lok_p >vend_priv_p; sediry achadibhlis Broken, snd thd SRAFIBR Khigkn usiema& inetans 1! -

Kk ok Kk k kA k kA A Ak Kk Kk Ak hkhkhkhkhh kK ok hhhhhkhkhhk ok ok ok ok ok ok k kK Kk kkhkhkhkkkk*k*k*x Statlc

int _nl_decode( en_t skftwarecvendorsigan easifykremedy ithvet sﬁuaﬁoq/gp)‘eleismg a new vers:on of

*en_tok_p; int ; 0 t ok_p;
NL_clnt_entry **ciif EWW{Q-’N@WBW?§W°%%% entry NL_clnt_entry
*tnp_clnt_entry p; XDR xdrs; int i nt
status; int vend _size; . /* * Make sure the si ze for the encoded

t oken Ls divisible by * xdr bytes per unit.

IB.



*/ if (en_length I- RNDUP(en_l ength)) return (NL_E DECODE FAIL); ) /* *
“Init an XDR stream */ xdrmem creat e( xdré.en tok p, (u_int)en_|length, XDR
- DECODE), status = NL_NO ERROR, if (xdr_NL_License(xdrs, [err]_nl_lic_tok)

== FALSE) { xdr_destroy(é&xdrs); return (NL_E DECODE FAIL) ; if
(_nl lic_tok.magic -- - MY_VENDOR_ MAG C) tok_p->vendor _id: =
_nl _lic_tok.vendor_id; (vold) strncpy(tok_p->prod_num ' .
nl _lic_tok.prod num NL_PROD NUM SI ZE), tok _p->vers_secs -

_m* lic tok.vers secs; py(tok _p->serial _num _nl _lio_tok.serial_num
APPERS 1 1am. 1%"3&?’%%5‘: | ZE);. 1 ok_p- >expire_secs = -
_nI:*F?Qy_:tismeSfﬁi i Bse S, Qti%y%ﬁf_zsneéds = nl _lic_tok. mint_secs;
toi p->total _units = _nl_lic_tok.total units; tok_p->avail _units =
_Ninslepos @i e ehitine * pANTFEE LA BE LR AT HREEDIARKAR T EAEINBERRE L A ME* XKL X P NE T MORST
NL_ *HOST NAME,_SI ZE); (void) strncpy(tok_p->domain, _nl_lic_tok.domain, -
NL:pEWKPNjNA *48:9F); tok p->hostid = _nl _lic_tok.Rostid; tok p->flagwt
_nl,_h'kgutﬁluy,@g; tok_p->numclnts = nl lic_tok.numclnts; /*

* Contains the license access modules. Uses XDR to Keep the license

] token in a machine independent form. Uses the des_crypt (3) routines
* to encrypt/decrypt the licensing information.
. .
* Tunctiona! _
* nl_decode() - Decodes a vendor’s license token
* nl_encode() - Encodes a vendor’s license token
*
* Notes!
* .
'S 2232322822 232381 R 22 R 28 a8 d X212 2123242424222 2221223222322 2232 YY) \-J
*/ '
#include <zpc/rpc.h>
tinclude <string.h>
é#include <memozy.hd>
¢include *“nl_types.,h"
¢include "nl_prot_limits.h"
é¢include "nl_request.h"
#include *nl_token,h™. .
¢include "al_vendoz.h" . -
#include ®nl_licensel.h®
#include *nl_errno.h" e
/*

P Y ittt R AT L s R T Iy T R e eI Y]

¢ Module Local Definitions _
Y1022 322222332 0322323222223 2323223 3302221332313 13313 1222323812111 2323 222202

-

/*
* wa:ning: This ¢ould be a potential security threat, leaving a unencoded
* token lying around in memozy.

*/

static NI_license _nl_lic_toks _ _ o/

/* '
(T2 28 2222 R a2 2 X2 R 222 4 121 12223232302 2f R 2 222133322221 22213 123823

* Punction Declarations ,
t*ttttttttittttttttitttttt'*titttttttttttttlrttttttl!tt*t#tt't***tttttt!nt‘ttt

*/

void nl_lam();
static int _nl_decode();
statiec int .nl_encode({):
/%

(222222 X SRR 2 R a2 2 a0 X R 2230122222202t R a2 2032222422222 X222222})
®
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* Gve the use a copy of the vendor private data if they * want it. */
vend size = NIN(_nI_Iic_tok.vend_priv_éﬂgg; NL_ VEND PRIV _SIZE), if
(vend_size > 0 & tok _p->vend priv_p I= NULL &% t ok _p->vend priv_p->data_p
= NULL) ( tok _p->vend priv_p->length = vend_size; (void)
mencpy(tok_p->vend_priv_p->data_p, _nl_lic_tok.vend priv, M N(vend_si ze,
tok_p->vend priv_p->length)); } tnp_clnt_entry p = (NL_clnt_entry *)
mal | oc((tok_p->numcl nts+1)* sizeof (NL_clnt _entry)); *clnt_entry p =
tnp_clnt_entry p; for (1=0, i < tok_p->numclnts; i++, tnp_clnt_entry p++)
xdr _NL» ysageiend mp(Xenflrs, &usage_entry); tnp_clnt_entry_p->req_handle =
usage_:n;é);gie hindl e; tnp_clnt_entry p->units = usage_entry.units:
t np_cl fitDe renew secs = ysage,entry renew secs:
tmp_cl Bt _ent FOSh SURFHORCERRPEDS 4R  KEdsmep GF ETe erRAN and decoth rourtnap - o
= usagacﬁﬂh5y.pid; } } else { status = M__E DECODE FAIL; } xdr_destroy
(8xdrspi™ ret gosv_(2Shsdiish; 4 stéraye dhewdadidatss whether to conv to ascii
ok kK x ok gk k ok ok GRde RN P * ¢ * x4 grorage: conteina raddress of* encoda/decode Rgntinean
nl _enc8de '

* Qutput:
conv_2_ascii p =~ returns an indication whether the token should

be converted to ascii 80 that it may be printable.

code_func_p = Contains address of encode/decode routines

Retuzns:
Nething

Notes:
1) The reason that the conv_2_sscii p value is returned is to
inform the Licenss Production Tool if it needs to do an
ascii encoding on the license token. The license token must
be in some type of ascii form to allow it to be traansmitted ovez
voice phone or to be Fax’ed to an end user.

2% % 4 %R NN ¢ERS R

T I e s i R T R L P Y T e I I I I L P I T P P T R T T T YL T ]
*/

void

nl_lam(conv_2_ascii_p, code_tunc_p)

bool_t *conv_2_ascii _p;

NI_code_funcs *code_func_p;

¢ if (conv_2_ascii_p I= NULL)
( *conv_2_ascii p= TRUE;
éode_tunc _p->decode_p = _nl_decode;

code_func p->encede p = nl encode)
} /% nl_lam ¥/ e =P =

«

AR R AT R AR R R TR R R AR AT R AN RN RN A R AN R R R R R PR R CR AR AR SR RANT RN RN R IR dd

X ] ] ) .

* Function: nl _decode

*

* Description: . _

* Translates a license token from vendor specific format to &
ol client library apecific format.

. .

* Input:

* en_tok_p - Pointer to the encoded token :

: en_length = Length of the encodad token in bytas

* Qutputt | '

* tok_p - Pointer to the token structure to f£ill in
* clnt_entry p - Pointer to the address of the firzst client usage
-

entry .



* * Description: APPENDI X 1 - * Transl ates a |icense token froma

client library specific format * {o a vendor specific format. Veri fies
that the encrypted token * does not exceed the NL_MAX EN TOKEN SI ZE. *° -
* | nput:” * . tok_p - - Pointer to the token structure to read
data from* clnt_entry_p - Pointer to the address of the first
client usage * : entry * Qutput: * en_tok p

- Pointer to the encoded token * en_| ength - Length of the
encoded token in bytes * Returns: * NL_NO ERROR - - Encodi ng
succeeded * NL_E ENCODE FAIL * * Side Effects: * 1) Frees nenory

f thdReth 1) |If
tgrk ->ven$ﬂi§% e eg &em ch"fﬂfluoadoesnt vvant)it. *

*********** EIR IR IR I S S 2 b b b b S b b b I I I S b b b b b S S S 2 b I I S b b b b b * H
8 */ static

i nt ﬂlstaacnh(ctnk p, clnt_entry p, en_tok p, en_length_p) NL_token .-°3}
*t ok NL_E)1 ddlesates memozy fozchhe §he: ﬁém usage entries. *en tok p; | ntw
*en_| %t‘htp XDR xdrs;
1) If tok _p->ve:£ a;; P oF tok_p->vend _p:iv _p->data_p is NULL
esn

then the cal t want it.
t

**it*tt'k*i***tﬁt*iitt*ttt*t*ttt!'tt'i'tttttt*'*t’f*itti**t'tti!itI**Q*ti*it'l

*/ :
static int
_nl_decode(en_tok_p, en_length, tok _P» clnt_entzy p)
char ten_tok_p;
int en_Jlength; ‘
. NL_token *tok_p: : o

NL_ _cint ~entzy  *wclnt_entry p;
{

NL_usage_entry usage_ ent:y:
N1 clnt _entry emp_ clnt _entry _p;

%DR xdras;

int . &

int status;
int vend_size;
/*

* Make suzre the size for the encoded token is divisidble by
*,xd: bytes per uait,

i{.: (en_length != RNDUP (en_length))

: retuzn (NL_E_DECODE_TFAIL):

/*
:,Init an XDR stream _
. xdrmem_create(ixdrs, en_tok_p, (u_int)en_length, xnn _DECODE})s A\

status = NL NO ERROR:

:{u (xdr_NI_Iicense(&xdrs, &_nl_lic_tok) == FALSE)
xdr_destzoy {&xdrs);

\ return (NL_E_DECODE_FAIL);

i2 (_nl_lic_tok.magic == MY_VENDOR_MAGIC)
A
tok_p->vendozr_id = _nl _lic tok.vendor 161
(vold) strncpy(tok_p->prod_num, _nl_lio_tok.prod_num,
NL_PROD_NUN_SI2E); ~
tok_p->vers_secs = _nl_Tic_tok.vers_secs;
_ memcpy (tok_p->serial_num, _nl_lio_tok.serial_num,
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NL_usage_entry usage_entry; NL_clnt_entry *tnp_clnt_entry_p; iat

I; int - tok _lenl; int tok I en2; int

status; status = NL_NO ERROR, /* * | nidZan XDR stream */

xdrmem create(&xdrs, en_tok-p, (u_int)NL_MAX EN TOKEN SI ZE, XDR_ENCODE); /*
*“If for some reason the license token that we will encode is * not the
same as the previous one decoded (in our nodule * |ocal global) then we
copy the information in. */ if (menmcnp(_nl_lic_tok.serial_num

tok_p->serial _num NL_SERIAL NUMSIZE) 1=0) { nl"Tic_tok.magic =
MY_VENDOR_MAG C; APPENDI X 1. - QB‘ Is:ié t ok. vendor _id = tok_p->vendor _id;
(void) strncpy(_nl _Lj o ﬁ% M - >pr o m__NL_PROD NUM Sl ZE) ;
_nl _I'ic_tok. ver s_seégf_-"ﬁ-t%%- A e Rk

mencpy(_nl _lic_tok. sex,l_:a-bsauq'_'tm_-p-'s_sﬁr_hﬂ_;ewmoew:_ﬁié?bAL_NU'VI_SI ZE)

nl _lic_tok.expire_ $Sekp=>aveiid_pnitexpi nd_tbg sek.aviall wnitek. mai nt _secs =
HiS) sl e

t ok_p- >ai nt _secs; (Y t r’H’gSP o8k, NULHOAR NAME_SIZE):
NL_HOST NANE S| ZE) ; Q%vm d)‘uﬁ:[gg%ﬁﬁs sg:ﬁ,'zta ol ﬁa?ﬁ%‘,'g?’ﬂg;;- >dorai n,
NL_DOVAI N_NAVE_SI ZEkax_pH>hbstidi ©K nl0Fdd 6ok, Nogkid)- >host i d;

tok_p->flag = _nl_1Tc_tok.flag;

tok_p->num_clnts = _al lic_tok.num_clats;

/t

* Give the use & copy of the vendor private data if they
:/want it, '

vend_size = MIN( nl lic tok.vend priv_size,
U ' NL_VEND_PRIV_SIZE),
: if (vend size > 0 && tok_p->vend priv_p l!= NULL &&
: tok _p->vend priv_p->data_p I= NULL)
tok p->vend priv_p->length = vend _size;
(void) memcpy(tok_p->vend_priv_p->data_p,
D1 _lic_tok.vend priv,
, MIN{vend_size, tok_p->vend priv_p->length));

tmp_clnt_entry p = (NIL_clnt_entzy *)

malloc{(tok_p=>num clnts+l)* sizeof(NL_clnt_entzy)):
*clnt_entry p = tmp_cint_entry_p!
fo: (I=0; 17< tok_p=>num_clntss i++, tmp_olnt_entzry p++)

xdr NI usage_entry(ixdrs, &usage_entry);
top_clint_entry _p->zeq handle = usage_entry.req_handle:
tmp_clnt_entry_p->units = usage_entry.units;
tmp_clnt_entzy_p->renew_secs = usage_entry.zenew_secs;
tmp_clnt_entry p->Clnt_secs = usage_sentry.clnt_secs:
tmp_clnt_entry_p->pid = usage_entry.pid;

: . )

~/ :1.0
\ status = NI_E_DECODE_FAIL)
xdz_deatroy (éxdrs);

return (status))
} /* nl_decode %/

l*
ttﬂ**i*t**t*!tlt*tt*t'tii**tﬁit‘*iit"itlttt*t*it**l‘tii!t’lt'tl*tt*t**i'it*t*ti
' :

* Function: nl_encode
®
* Descriptions
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nl _lic_tok.flag = tok_p->flag; if (tok_p->vend_priv_p I= NULL &&
t-ok-p->vend _priv_p->data p | = NULL) {,on] lic_tok.vend priv_size =
M N(t ok_p->vend_priv_p->length, NL VéHé )-PRIV_SI ZE): (void) nencpy

(_nl_lic_tok.vend_priv, t ok_p->vend priv_p->data_p,
_nl _lic_tok.vend priv_size); } else { “nl_lic_tok.vend priv_size = 0;
“nl _lic tok.vend priv[Q = NUL: } } nl lic tok.total units =
tok_p->total units; _nl _lic_tok.avail _units = tok_p->avail _units;
nl _lic_tok. nun1c|nts = tok_p->numclnts; if (xdr_NL_license (&xdrs,

& nl_Lic_to r At ( i By FAI'L);
B ke olaIaEd Chudendd coial bk Ectuais pustity o derke I
mal | oe( (_nl dbee nbokemluc&ht SEWEMQ&BLS(NJ_CI nt_entry));

tnp cknt_entry_p = clnt_entry_p; tok_lenl (int)xdr _get pos(&xdrs); for

(i=0; i | 3RPER >num C|'1ts’9 EI Egnihglfgkoﬁngé'ﬁ té read data from
usage sent ry% %J&%Q mf = 1ipad ﬁt;@&%ywiw&ﬁ o ze:sﬂf%wauemiqw unl‘fs
tnp_ chnt entry'p >unTts; uaa@elentry renew_secs =

tnp_clent _entry_p->renew_secs; :

* Output:
* en_tok_p - Pointer to the encoded token
* en lenqth - Lenqth of the encoded token in hytal
*
* Returns:
* NIL_NO_ ER&OR - Encoding succeeded
. NL_E_ENCODE_FAIL
]
* Side Effects: .
® 1) Frees memoxy £o: the the client usage entries.
]
* Notes:
* 1) 1t tok_p->venq_pziv_p is NULL then the call doesn’t want it,
*
ttt*ttt******ittiﬁtt*t*tt*tttttnitt*ttt*&t**ttt*t****t*tt*wit*."t***ti*ttti*tit
*/ : :
static int
_nl_encode(tok_p, clnt_sntzy_p, en_tok _p, en_length_p)
N1_token *tok_ps
NL clnt _eantzy *clat_entry_p;
char *en_tok_p/
int *en_length_p:

{
XDR xdrs;
NL_usage_entry usage _entry; .
NL_| _clnt ontzy *tmp clat entzy_pi

int

int tok _lenl;
int tok_ —len2;
int otatull
status = NL_NO_ERROR;

/*

*/Init an xDR streanm

xdrmem _create (ixdrs, en_tok_p, (u_int)NL_MAX EN TOKEN _SI2E, XDR_ENCODE):

It
* If for some reason the license token that we will encode is
* not the same as the previous one decoded (in our module

*llocal global) then we-copy thc information in.
*

if (mememp( _nl_lic_tok.sezrial num, tok_p->serial num,
NL_SERIAL_NUM_SIZE) I= 0)
{

nl_lic_tok.magic = MY_VENDOR_MAGIC,

APPENDIX 1 -



usage_entry.clnt_secs = tnp_clnt_entry_p->clnt_secs; usage_entry.pid =
tnmp_clnt_entty p->pid; xdr _NL usage_entry(&xdrs, &usage entry); /* APPENDI X
d- - * Quick check hero for the firs?-’-t-pass of * this loop. We find out
how many bytes it * took to encode 1 users entry. W then * estinmate the
total nunber of bytes * required and rake sure that we will * not exceed

NL_MAX EN TOKEN SIZE. */ if (i == 0) { tok_len2 = (int)xdr_getpos(&xdrs) -
tok_lenl; tok_len2 *= tok_p->numclints; if ((tok_Lenl+tok_|len2) >
NL_MAX_EN TOKEN SIZE) { i = tok_p->pumclnts; status = NL_E ENCODE_FAIL; }

} } free ((char *)clnt_entry p); } *en_length p = (int) xdr_getpos(&xdrs);

xdr_destroy(&xdrs), RElWll {SBLUR] i« Lok p-endlSO5 */ APPENDIX1 -

Tvoid) strnepy t__nl:lie__tok.pzod_.nm. tok_p->prod_num,
NL_PROD_NUM_SIZE);
- _nl_lic_tok.vers_secs = tok_p->vers_secs; :
\/ (vold) memcpy( n Lic_tok.serial_num,tok_p-=>serial_num,
, NL_SERIAL_NUM_SIZE), _
nl_lic tok.expire_ssca = tok_pe~>expire_secs;
Nl _lic_tok.maint secs = tok_p->maint_secs;
{vold) stracpy(_nI_lic_tok.host, tok_p->host, NL_HOST_NAME_SIZE);
(void) strnepy{_nl_lic_tok.domain, tok_p->domain,
NL_DOMAIN NAME SIZE),
_nl_lic_tok.hostid = tok_p=->hostids
nl_lic_tok.flag = tok_p->flag;
1z Ttox_p->vend_priv_p l= NULL &é
tok_p~->vend _priv_p->dats_p l= NULL)

i : 0l _lic_tok.vend_priv_size =
V MIN (tok_p->vend_priv_p->length,
oo NL_VEND_PRIV_SIZE):
(void) memepy(_nl_lic_tok.vend pziv,
tok_p->vend priv_p~>data_p,
nl_lic_tok.vend priv_size);

else

nl_lic_tok.vend priv_size = ()
_nl_lic_tok.vend privI0] = NUL;

} :

Nl _lic_tok.total units = tok_p->total_units;
nl_lic_tok.avail units = tok_p->avail units;
—nl_lic_tok.num cints = tok_p->num_clnts/

i{.f (xdz_NL_license(ixdrs, &_nl_lic_tok) == FALSE)

xdé_dnt:oy {Exdza);
return (NL_E_ENCODE_FAIL);

1(.: (clnt_entzy_p I= NULL)

tmp_clnt_entry p = (NL_clnt_entrzy *)
malloc((_nl_lie tok.num clnts+l) *
sizeof (NI_cInt_entzy) ),
trp_clnt_entry_p = clnt_sntzy_pi
tok _lenl = (int)xdr getpos(éxdrs)
fo: (i=0; 1 < tok_p~>num_clnts; i++, tmp_clnt_entry_p++)

usage_entry.zeq handle = tmp clnt_entry_ p->req_handle;
usage_sentry.units = tmp_clnt_entzy p=>units;
usage_entry.xrenevw_secs = tmp_clnt_entry p->renevw_secs!
usage_entry,.clat_secs = tmp_clnt_sntry p~>clnt_secs:
usage _entry.pid = tmp_clnt_entzy p->pids
xdr_NL_usage_entry(ixdrs, &usage_entry):

/*
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26 CLAI MS 1. A nethod for controlling execution of an

appl-i cation programon a conputer netwark, said method conprising the steps

of: storing a first execution author¥zation token in a first database by a - =

first server, said first execution authorization token conprising

aut hori zation i nformation of said application program and being stored in

encrypted format; retrieving sai d stored first execution

aut hori zation token for said application programby said first server, said

retrieval being requested of said first server by an authorization

routine of an authorization |ibrary for authorizing said application

program for execution; attenpting to verify sai d aut hori zati on

information stored in saidguedn icR¥6K hf.y_gs!t“ Ceid@Np@dlf Beri zation token

agai nst authori zation i nflothid iloop raientead166t Méw Haing ?mhl gation programin

conjunction with said aut‘hGP? &Pl mmullme:af&\uy.sao hWeat ri eved first-

execution authorization t*o UEEE%@CP d°4:) Y%Héz;ppl i cation pr&dram

specific execution access g_ plication program

if said authorlzatlonlrﬁ«ﬂrnulon st ore '1n‘sa| rettieved first execution

aut hori zati on token. canrﬁﬁ (besw ®di fied against said authorization

i nf or mati on mai nt ai ned said, a gﬁﬁatlon rogram halting execution of

sai d application program if s&P g— FRILPOS {KAEPOT stored in said

retrieved first execution aut hqskzﬂdzo *t§ >hah Ageyerified agai nst

" said aut hori zati on i nf or matlieon (gexi Dérake 1 1eN275 8l d appl i cation program
(i) aut hori zi ng said appl i cat{| on priig_;mnumoxau SIZE)

i = tok_p->num_cints; \
statul = NL_E_ENCODE FAIL;
y } _ : _
. free ((char *)c:l.nt__entzy_'p')_t
*en_length p = {(int)xdz_getpos (ixdrs);
xdr_destroy(&xdrs);

zeturn (l:atul):
} /% al_encode */
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continued execution upon said verification by said aui_hgr_pz-&t—r—erﬁ——r-ouﬂ—rre
27. (ii) updating said retrieved first execution aut hor|

‘upon said authorizing by said authorization routl m‘m\w‘ mr

returning said updated first execution autes.ization t

aut horization routine to said first server for storage insaidfirst

dat abase after said updated first execué | gg aut hori zati on token has been

re-encrypted by said application pr speci fic execution access
modul e integrated wtiA sanethedl i Cori oncpntgokling. executtionetédd an

defined in cI [ ir

aut hori zati on b?lé’ca‘{ﬁl S ré’féﬁ&a %g} sai éghgﬁﬁg?l zatl on I’OU%Iagé (?té‘éadd
first server °P&Pr1-§t1(§\9a§éle isteRs @fiti rst dat abase within a predetermn ned
time period. 3. E&m@@ ﬁfrgieféﬁeéutﬂoﬁ' ﬁh%&ri%@i@h”t&ﬁéﬂ & hod

further-~conprises, the ste receivi Qggsal first execut I on aut hori zat i on

t oken & om anaalﬁiﬂ?ﬁti Aat %tl?!fyafﬁ Li BeEReYy cHRlOn Tirss a¥egution
provi di ng sai dﬁfﬁlfo&tiwtﬂmﬁ i tokenit bomprising aakhorisatibf fﬂrff%irnﬁﬁﬁ\&f for

bei ng r ecel vl AR, SR AN orh et Bty debted s Undhenklr

provided to sfmmst server in encrypted format by an aut hori zation

adm nistration tool. 4etrievili Mkhed as geb+88d | el M 3.eiR0t8idH Sai d
met hod further conpr,ises the st'ep of progducing_said first execution

aut hor i zat i on 3USiherizatdany token .m.w%apamﬁtsapdpgﬁerwt by madeht by
an aut hori zat ifgrstnt seyvee!, Sgaildanmtieidval pedgganteyuestedt hof i zion

prs/d_uct 'on first server by an authorization routine of an

authorization 1library for authorizing said application
program for execution; -

attempting - to verify said authorization
information stored in said retrieved first execution
authorization token against authorization information
maintained by said application program in conjunction
with said authorization routine after said retrieved
first execution authorization token has been decrypted by
an application program specific execution access module
integrated with said application program;

if said authorization information stored in said
retrieved first execution authorization token cannot be

N\, verified against said authorization  information

maintained by said application program, halting execution
of said application program;

if said authorization information stored in saiad
retrieved first execution authorization token can be
verified against said authorization information
maintained by said application progranm, _

(1) authorizing said application program for
continued execution upon said verification by said
~authorization routine;



tool . 5. The met hod as defined in claim1, mhereln sald
further conprises the step of receiving sai d n“mw ! I“l] ML
integrated with said application program specif cess

nmodul e from a distribution mediumof sag-d appli "cat’i on pr ogram and
installed onto said conputer: said application. program specific
executi on access nodul e, : being . integrated wth said

appl i cation program £&d)pl acm!ﬂadﬁ.rml daddstretrdewved nfidinst bexeautiion
aut hori zat i 09u€ﬂ5i’5.¥ai:95nsa'&légp hONgRIQA’ %@th@:rlzlnqr ;rc meLhed as

defined in claim1l rein sal I cat.on program speci xecut1 on
access nodul EuEBﬁ;EF-F§S§°& H@BF}BFvngaﬁédul e for decrypting said first

fexec;ltlon a;Jt hor i th'(@ﬂlb?kefre;ﬁ&ﬁmgenﬁgiatl\i}ﬂié@éﬁ” Qifdﬁt eéﬁéfﬁﬁtwﬂ Za: d

irst executiop, authori,zation token i r and encr in ul e

bei ng execut EHEB?réﬁP%"E’B said a‘fﬁg ﬁggﬁgagﬁsrﬂgﬁﬂﬁég?n gilgo

wher ei n sai dfirsp sﬁrvemdtbrngptmge int réehddf ifststdatatess | after

authori zat | °Qa&8k§§d¥iﬂ8& %35:@1;6‘&5:&8 gikﬂgaﬁeﬁm.—ﬁ?ﬁl@lﬁ%ﬁgﬁm hi .SéS%i”t I on
I'n sai 0

aut hori zation uni “dretrieve rst execution authorizati on_token.
8. The Fergberypted:iney i #addai nepplivetieon sanegnamodsperifie

conprises thaxabARiofl adcliss Nddifle irfttdgrated Aifeh saldr applieseishi on
aut horization token for said application programby said first server, said

retrieval bePh§9F8%uested of said first server by an unauthorizing
routine of an authorization library for unauthorizing said application

program for s)feCUtiOQ"he ‘method as defined in claim 1, wherein said
re-encrypted first execution authorization token is W/
returned by said authorization routine to said first
server for storage in said first database within a
predetermined time period. |

3. The method as defined in claim 1, wherein said
method further comprises the step of receiving said first
execution authorization token from an authorization
entity for said application pfogram and providing said
first execution authorization token to said first server
for storage in said first database, '

said first execution authorization token being
' received from a distribution medium of said application
program and provided to said first server in encrypted s
format by an authorization administration tool.

4.  The method as defined in claim 3, wherein said
method further comprises the étep of producing said first
execution authorization token on said distribution medium
in said encrypted format by an authorization entity for
said application program by an authorization production
tool. '

5. The method as defined in claim 1, wherein said
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verifying said authorization information stored in_said retrieved first
execution authorization token agai nst authori-zation:informtion maintai ned
By said 29. application program by said unaut hoer‘ mn sai d
retrieved first execution authorization tokgg has b mumr Hmﬂ ral d
application program by an application pro am speci fi*c &uthord¥ zat 1 en access

nodul e integrated with said application program unauthorizing said
application prethed ferthercueompriges she w&epi | oft | peckyvingd said

unaut hori zi ng épglié&tléﬁdabtaeramsaiﬂte gE&tEaCVE féé?%c,r,gﬁff‘%éf

aut hori zation t en upon sal d unauthor|2|ng y sai d unau ng routi ne;
and returning P FREFIALC ¢ execution.c afeessut madude | ofrovkera by

sai d unaut horldisrgribution t med fid fbetsﬁﬂdveépﬁpicéﬁﬂéﬁgepi'agfﬁhd dhd St
dat abase afteroﬁg{,’gli &s&[‘géegﬁié ori zation token has beéen re-

encrypted by sard applica ‘§ 2Effic execution access modul e
integra¥ed with said ag® dcatamiimatg.mm program Tispewdifiied aexedwtiesl in

claim1l, vvhereé@cégéd nMetgath1elr t hege ﬁp&pm sgﬁt%agaf_égps ofw z,t ori n%‘%]lad

I zat 1 on token Ina secon ase Seco

second execution aut
‘server, said s%%ﬁhc%‘k ent | BrograRorandt i placeRkeror ongaidi rﬂ;}iatll:ihnttml on

i nf or mat i on of méddvin P! sadl aRthordzakidnd ertiity Fd¥ whi 1¥e4€fon
format; stori first and second server identifiérs identli g sal I rst

and second serREYE- a binding file, said authorization Ilbrary_acceSS|ng
said binding file to select said first server to retrieve said first

exgcution authgri zati oppl Of@Rho@"hs defined in claim 1, wherein said
U application program specific execution access module
comprises a decrypting module for decrypting said first
execution authorization token and an encrypting module
for encrypting said first execution authorization token,
said decrypting and encrypting module being executed by

said computer.

7. The method as defined in claim 1, wherein said
step of |updating said retrieved first execution
‘authorization token upon said authorizing comprises
decrementing execution authorization wunits in said
retrieved first execution authorization token.

/ 8. The method as defined in claim 1, wherein said
method further comprises the steps of:
retrieving said stored first execution

authorization token for said application program by said
first server, said retrieval being requested of said
first server by an unauthorizing routine of an
authorization library for unauthorizing said application
.program for execution;

verifying said authorization information stored
in said retrieved first execution authorization token
against authorization information maintained by said



i dentifying said first and second servers and "S-t—O'H—ﬁg—Sﬁ'l—d—f—l—FS-t—and second

server identifiers into said binding file by an Vi ce
bi nder. 10. The met hod as defined in claim Emﬂ iﬂ‘lﬂg Hét hod
further conprises the step of receiving i d f|

execution authorization tokens from di stribution nmedium of said
application programand providing said first and second execution
aut hori zat i appldicatsidm progrdnr by &adds ammauthserizing f voutineagftier sai d

first and sgaanl datebases 'MIAAC! bYbY Din BHIIRRAGH N A Nl ] o

t ool , sald second execut1 gn authorj zat)] on tokens elng recei ved
by said aut heernatdesryptedi sbyat S3dd o APRMEARHIAN (REPIFAR gb¥i r &1 and

second serveipp 11%%%?@51;{& ”Bi:eci-ﬁlc authbeigatihef acceeki mdule claim
10, wherein sa| d rretredf'd rther cow %?téhhe step of producing said first
and second A5, an aMfai d di stribution ITEdI um
in said gncrypt ed famemithorizimyt heaiidat i appbiacatyoﬁor p;mgt'appl ifoat 1
program by z n u 1 r
LRI, BpoR] G GEFRB1EAE o by said] AR

control li ng an a I'on program” sal I Si ng:
first databasmbtdnes conprising a first database for storing a first

eXECUt ion authorizatygdat Gien. said f rzfétr:.e\fﬁ@cu'ffﬂf‘st autdidwdiidrPn
t oken conpri sing, aut hori zati on information of s applicati rogram
and bei ng sPHRPTIEARAGR pitrken, H'Hpnflsias‘t"P q"hr?é:a‘ré' B?edgto g
conput er angnfamﬂthiﬁnglaimmm conprising a first server for
storing sai I rst on_ aut hqr.i.zat i n i id f &ac%]@base
and for retrieving s%ﬁeﬂk% ]Oél%d flg(r%s dzexeggglsgéaaut P]%%%gt [ oné){&%(“ -
said first catthorization tekemdy saidmnauthariging raiine sqgaidn |
first server for storage in said first database after
said first execution authorization token has been re-
encrypted by said application program specific execution
access module integrated with said application progranm.

9. _  The method as claimed in claim 1, wherein said
method further comprises the steps of: '
storing a second execution authorlzatlon token in
a second database by a second server, said second
execution authorization token- comprlsing authorization
information of said app11ca.t10n program and being stored
in encrypted format; _
storing first and second server identifiers s
identifying said first and second servers in a binding
file, said authorization library accessing said binding
file to select said first server to retrieve said first
execution authorization token; and |
identifying said first and second servers and
storing said first and second server identifiers into
said binding file by an authorization service binder.

10. The method as defined 'in claim 9, wherein said
method further comprises the step of receiving said first



aut hori zing routine for requesting_,said'first sérvm—first

execution authorization token for 'said appli cation grlm Mﬂ”ﬂmﬂl gto
verify said authorization information stored in sai 1

execution authorization token against 2@hori zation-i _nfLor frat _Fon* -
mai nt ai ned by said application programafter said retrieved first

execution aut b zatd keg. n de t.ed hy-sai d application
program if sali .aau'g egﬁn%t |§ﬁg§§}'g§ ti% &Fé&lj%ﬁ sa?‘akg'_g?ri &VOR i3 st
execution aut Hdtstribubionkemedimmotobe saidf i apphicationsaprogram and

hori zati j [ : i n [ j o [ sai d
Bt hor i 21 ng 1 e roa iy BTN and, Bioohd SAMMCIH AR e and
i f said aut hor FOKERBntPhERIfht First andd secong serversy forf istorageecin i on
aut hori zat i on gaidn f.ﬂ;sbg aRdi fﬁedoﬁ?aid?gagggég %gn?éég%géi%n abLK an 9
i nf ti ' ' . ai.d,a ation _progr, .
niormasion T SHIFHLBY, SRAAREREERL, PRabr QUM A, R hOl e
verification, gxéegutomt iautheniicatdiion etokehsr sbeiﬂngegu‘tediﬁ.tv&lcfil P'BYI tzﬁid)n

k [ [ &1 , zetur s .

tegegtrjt ggogufﬁgﬁh%?giné?%ﬂgn at%g‘q'ggsg&%ﬁ:}g s%%r gﬁgr é?%?’a‘geedi °saﬁ%i‘q i rst

dat abase af t erf4%#% aRAISeeoRd Seresre in BRERNPRAD AermAat ¢ oken has been
re-encrypted by said application program said authorization library

i ncl udi ng sai ut horigi ng_routi.ne bej execut ed_ by said conputer; and an
execut i on accceijs . mdul@‘%p@ﬁgﬁf’g 8 dseg%d‘ Pt c‘é%?g‘_ﬁ BPogherain said

i nt egrat ed w tethnd Syprthentcamppisss dhé @téﬁﬁ@ﬂﬂitdﬂhéﬁh@ %@.Ed hﬂifﬁil:t
first executi ut WAt i an - eNG ting updat e Il
exseuti on aut %ﬁ?zatglaéhagokgr%‘,et‘?gﬁ nexgac%ﬁ%}'é%écgeas'g nﬁ%?gsbepﬁg ¢ut ed
by sai d conputdistnibution THeedipar ains saidiefénexypted| fomi, \Myer @m

authorization entity for said application program by an
authorization production tool.

12, An apparatus for controlling execution of an
application program, said apparatus comprising:

first database means comprising a first database
for storing a first execution authorization token, said
first execution authorization token comprising
authorization information of said application program and
being stored in encrypted format;

first server means coupled to a computer and said

Y - first database means comprising a first server for

storing said first execution authorization token _into
said first database and for retrieving said stored first
execution authorization token from said first database;

' an authorization  library comprising an
authorizing routine for requesting said first server to
retrieve said first execution authorization token for
said application program, attempting to verify saiad
authorization information stored in said retrieved first
execution authorization token against authorization
information maintained by said application program after



said re-encrypted first execution authorization token IS returned by sald
authorizing routine to said first server for storage in said first database

within a predeternmined tinme period. 14. The “ml\m‘ﬂﬁmned in
claim12, wherein said appar at us further Emm orization
admi ni stration tool neans coupled to sai®lfirst server * "redns conpri sing

an aut horization adm ni stratlon tool for i n|t|aI ly receivi ng said first
execution au m tJ’I but j
application %Sgé‘r?ﬁé % ?&Fﬁg egfeamt % 8‘)@@3?? Egﬁ &ﬂifé}l%ﬂstoken
to said firsbeebr vdecrnptsdorbge saidaiapplication aprogramai difi rsaid
execut i on auhﬁ%b{»ﬁk 3050&% o ol i £ HEPLLGEd | Plrot

0 Irs or mat .

adm nistration to rovi tO Sal t server In _encry

15. The &Hﬁ&P&tleil e&t@@ﬂf%& oR doken canngierke nveﬁténe%pm@we‘é
further congaiiges awthoPit&eidnat li@ifoﬁ'ﬁﬂili% ormﬁﬂ@éméuzan%y COBRidsSiNg

h | f
St hori 7ot | SAPPIRGREINC .PROGFERY | (R 1B AN, o FEubAORy BRRELOTmt by
an aut hori zasadd. emtectw\::fcm ofii éaéﬁplapplimmmgpaugraﬁ and J“.ﬂhesapqiar at us
- as_defined '?I th %&-’I&L%io‘ﬁhﬁ c?m%%'i%na@’édz%% A 449 d?%‘%i—i‘é@&iakfﬁ

sai d applica program s i C execution access €15 receive from
a distributi exemxm oRug 9§1®bi¢%atf+<!ﬁ¢fpr eghanke pé’@iﬁitfdeéxeéqﬂibﬁtaccess

nodul e bei Nggaliiedr sheloPisatsen d AT oraditidn PreRaintadnea Pl ased ealaal d

di stribution _nedi,um by sai d aut hori zat i,o entt é for said a Ilcatl
program 17. 2PPligatisnm, . program, deﬁa&é; harizing rouhine i §

application pummmcléam eapphicmtlancpssgndulﬁsmoeupecweﬁom dponypti ng-
modul e for dggn &ptbgglff‘égtib{lﬁ (ii) updat:.ng said retrieved first o
execution authorization token upon said authoriz:mg, and
(iii) return:tng said updated first executed authorization
token to said first server for storage in said first
database after said updated first execution authorization
token has been re-encrypted by said appllcatlon progranm,
said authorization 1library 1nc1uding said authorizing
rout.tne _be:.ng executed by said computer; and
an execution access module specific for said
application program and integrated with said app_lication
program for det:rypting said :etrieved first execution
authorization token and re-encrypting said updated first
execution authorization tokeh, said execution access

module being executed by said computer.

13. The apparatus as defined in claim 12, wherein

said re-encrypted fir'st execu_tion authorization token is

returned by said authorizing routine to said first server

for storage 1n said 'f_'irst database within a predetermined
 time period. |

14. The .apparatus as defined in claim 12 ’ wherein
said apparatus further comprises authorization
administration tool means coupled to said first server



éxecugion aut hori zation token and an encrypting nodul e Tor encrypting said

first execution authorization token, said decrypti i i i nmodul es
bei ng executed by said conputer. 18. The appar gmﬂlﬂmzmmluﬁmb claim
12, wherein said authorizing routine perfo%o% said upd&tetrormsasd =  33.
retrieved first execution authorization to ‘upon sai d aut horizing by
decrenenti ng execution authaorization units in said retrieved first

executi on aut hBeRRS: compriisdmg ad authortigakjpar aﬁ@ﬁdstﬁatﬁ.pndtbolcfafm
12, wherein saijfitidualoréakioiing 'ddii@’ ¥1irs't:ur&€éﬁticﬁpng{1’tﬁ8§izaego
unaut hori zi ng rogtl ne_for requesting said Trrst server to retrieve sarg
first executi ohO%8PhofFolt i ®n diftaFibufion; Bediumi @f | #2ig ogpPRAicationying
sai ﬁ aut hor i zaprogranf @rhtpxoviditedsaid seirst cbxesueson aﬁthegsgaﬂeﬂd
aut hori zati on i nst. Aauihori zation i nfor mati on nmi pt ai ney sa
appl i cati on pr%%?g% Z??e%%siga d;'gg?#i %\7&}' i+ 59T o BFOFAYSH 40t I‘ﬁ?r’idzahb'ﬁ":
token has beendabebasesd said of irstppéxecut ton pauithaeri zation htoken nbesagd
appl ication pr egERTveRl By CRaiC adBit ALl P hahiRLLREAIBASAA SEhd
retrieved first exicutlon aut hori zati1on token upon salrd unauthofriZing,
returni ng sai dPERYAAed for saidfirstorerveroinzencoyptedefiorvatai d first
server for storage in said first database after said updated first
execution aut hggi zat i og, t oken_ has, been re-epgrypted - sai d applicatiogn

program 20. *The apPfr FRPRAERLYR  Af. Akl iHﬂ"lZ‘,Y']-?\HBréi s¥hgrein
appar at us furt ssidcompparatusecdurthiat abesmpri®sess arpnpaushegizatieacond

dat abase for s%g&hggtgoiec'og ofxe%gn@i ag&%{_%%ﬂ‘éon.agjokgg*lgpﬁg?%gﬁiéﬁcond

execution authorization token conprisin ation in
said applicati production tool for producing said first execution

authorization token on said distribution medium in said
encrypted format by an authorization entity for said
application program. '

16. The apparatus as defined in claim 12, wherein
said application program integrated with said application
p:ograin specific execution access module is received from
a distribution medium of said application program
specific execution access module being integrated with
said application program and placed on said distribution
medium by said authorization entity for said application
program.

17. " The apparatus as defined in claim 12, wherein
said application program specific execution access module
comprises a decrypting module for decrypting said first
execution authorization token and an encrypting module
for encrypting said first execution authorization token,
said decrypting and encrypting modules being executed by
said computer.

18. The apparatus as defined in claim 12, wherein
said authorizing routine performs said update of said
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program and being stored in encrypted format; sec coupl ed
to said conputer and second dat abase neans conprig m’my @Hﬁver for
storing said second execution authorization token tnto gald s

and for retrieving said stored second execution authorization token from
sai d second database; binding file med®®, coupled to said conputer
pgnprifing a binding file for storing first and second server identifiers
i denti fying | ._ e t a ary
nccessi ng sEPRtAPYRS, FHhE PPy “hirnop Reradll BBkefO R S4BT
first execut auhhauuengzhm decrenentingdexecubien aw‘é\hommthgn

coupl ed to sghdghiastetpievBAORUrser ¥RbcliREBA adthéRidabisdi BEKkén] e neans

conpri si ng an aut hori zation service bi nder for identifying said
first -and second servers and storing said first and second server

identifiers aplo sai g¢hei rappurdtus. adl defindde iappelaims 125 deheneﬂm A

cl ai m 20, mherein sa

admi ni st rati A ool @ H§Qﬁ§1§§333§gst%i%g%%pﬁir ?ggﬁEEISGE gyéggrlzgﬂlneans
conpri sing uaauthauuhangzabu&ﬁnsdﬁpni:equestﬁHGOQﬂidofirﬁttS§¥V9rrﬁee|V|ng
sai d first aQ@tgi‘e%”dsaf&e“fitr‘%‘Cei!bﬁﬁ&bﬁata@ihofﬂﬁi?onf k@Ken? for

di stribution um of sald ation and provid said,.first
and second egad |m1§%%b??z£r%¥%ke Srgﬁy g d sﬁ%idsta'éhgggéﬁﬁ #°Bervers
for storage hhf%&mﬁtﬁbmstsﬁaﬁeaecbﬂd ki dhb asdr iievedec filvelky, execdtionst and
second executi %ut r|zatiogghokggééggkngahgﬁgk gtgxnsaigfgyﬁggibaation

adm nistrati 8% ISt an econd -Sservers
encrypt ed fomaintainhed bﬁhesapﬁarappélastdoﬂin@dﬂ9¥EMamaﬁt§§ mﬁéiéin
retrieved first execution authorizatioh token has been o/

decrypted by said applicatioh_program, unauthorizing said
application program for execution updn said verification,
updating said retrieved first execution authorization
token upon said unauthorizing, returning said updated
first execution authorization token to said first server
for storage in said first database after said updated
first execution authorization token has been re-encrypted
by said application program.

20.  The apparatus as defined in claim 12, wherein
said apparatus further comprlses. '

second database means comprising a second
database for storing a second execution authorization
token, said second execution authorization token
comprising authorization information of said application
program and being stqred in encrypted format;
' second server means coupled to said computer and
second database means comprising a second server for
storing said second execution authorization token into
said second database and for retrieving said stored
second execution authorizatiop token from said second
database; |

blnding file: means coupled to said computer

dat abase - :



" said _apparatus further conprises an authorizationm production tool

means conprising an authorization productlon t sai d

fi'rst and second execution authorization tokens o mllmll mumon nmedi um

in said encrypted format by an authorizatign entity @rlsam apptication

program
comprising a blndlng file for storimg first and second
server identifiers identifying said first and second
servers, said authorization 1library accessing said
binding file to select said first server to retrieve said

. first execution authorization token; and

v authorization binding means coupled to said first
and second server means and said binding file means
comprising an authorization service Dbinder for
identifying said first and second servers and storing
said first and second server identifiers into said
binding file.

U 21. The apparatus as defined in claim 20, wherein
said apparatus  further comprises authorization
administration tool means coupled to said first and
second server means comprising an authorization
administration tool for initially receiving said first
and second execution authorization tokens from a
distribution medium of said application program and
providing said first and second executions authorization
tokens to said first and second servers for storage in
said first and second databases respectively, said first
and second execution authorization tokens being received
by said authorization administration tool and provided to
said first and second servers in encrypted format.

22. " The apparatus as defined in claim 21, wherein
said apparatus further comprises an authorization
production tool means comprising an authorization
production tool for producing said first and second
execution authorization tokens on said distribution
medium in said encrypted format by an authorization
entity for said application program.




