1 MONI TORI NG COVMMUNI CATI ONS BACKGROUND [ 1] As conputing devices are used
nore frequently by various organizations for a variety of functions,

i ncr easi ngbyoizmgw4anount s of information, including priPcates2emnissert i on
may be stored on such devices. For exanple, within an organi zation, such as
a financial institution, conputing devices may store non-public

i nformation, such as custoner nanes, addresses, account nunbers, soci al
security nunbers, and/or the like. [2] 1Al together, the functionalities
provi ded by conputing devices may greatly inprove customer service,

productivity, and process \gHNIPORIGYE CGIMONREAIONSI Ngs, Wi thin an

organi zation. As nore and nore non-public 1nformation cones to be stored on
conmputing devices that have various capabilities, however, it may be
desi r abl SA4KPRGYNPe nore convenient, usable, and/or secure ways of

noni t ori ng _conmuni cati ons between conputing devices to protect information
and/ or pri@Yder d¢ cempHtingdatire e yped Yty by TREOUS SIFaBIRtRES B dsBHE of
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aspects of the disclosure. "The summary i s not an extensive overview of the
di scl osure. | be pigroden fieh devieesnded examplgewithin yanagangetiens isughcesl 2 Engieisht s of

the discl osur g, fQfiod %o%hﬁi%ﬂéﬁce& NfayS &Qf%eltaﬁiép%ﬂg i{i‘ﬁoﬁﬁaltfaﬁ,%&h égh&sfoﬁe} ow ng

sumary nerely presents so concept’s of e disclosure in a sinp I ed
formas a prehuuks, addresivs adevativpbiensrsoplel sogurity numbers, and/or the like.

[02]  All together, the functionalities provided by computing devices may greatly improve
customer service, productivity, and process efficiency, among other things, within an
organization. As more and more non-public information comes to be stored on
computing devices that have various capabilities, however, it may be desirable to provide
more convenient, usable, and/or secure ways of monitoring communications between

computing devices to protect information and/or preserve confidentiality.

SUMMARY

[03] The following presents a simplified summary in order to provide a basic understanding of
some aspects of the disclosure. The summary is not an extensive overview of the
disclosure. It is neither intended to identify key or critical elements of the disclosure nor
to delineate the scope of the disclosure. The following summary merely presents some

concepts of the disclosure in a simplified form as a prelude to the description below.

[04] Aspects of this disclosure relate to monitoring communications. According to one or
more aspects, a communication that includes non-public information may be identified.
Subsequently, it may be determined whether the communication meets at least one outlier
condition. An outlier condition may be a law, regulation, and/or policy (e.g., a policy
implemented by an organization, such as a financial institution) that, if violated, may
represent a risk and thus may trigger additional review. For instance, an outlier condition
may evaluate whether a communication was sent from a particular user, at a particular
time, to a particular domain, with a particular subject line, and/or with a particular type
and/or amount of information. In response to determining that the communication meets

the at least one outlier condition, the communication may be submitted for review.



[4] Aspects of this disclosure relate to nonitoring comunications.
According to one or nore aspects, a communication that includes non-public
i nf or mat iwo 200088841 denti fi ed. Subsequently, it rmay be @#eTarsadmmsssdhet her

t he conmuni cation neets at | east one outlier condition. An outlier
condition may be a law, regulation, and/or policy (e.g., a policy

i npl emented by an organi zati on, such as a financial institution) that, if
violated, may represent a risk and thud may trigger additional review For
instance, an outlier condition nmay eval uate whether a communication was
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The present disclosure is illustrated by way of exanple and not limted in
t he accomraBy DE§CRIBUOBSOF THRIDRAWINGS ref erence nuneral s indicate simlar
elenments and in which: [7] FIG |Aillustrates an exanple operating

envi ronnmgod] i Thavprabntvaikdlaute asflectgedbyt Wey dif S&hmpldr endmayt Migitedih eent ed.
accompanying figures in which like reference numerals indicate similar elements and in

which:

[07] FIG. 1A illustrates an example operating environment in which various aspects of the

disclosure may be implemented.

[08] FIG. 1B illustrates another example operating environment in which various aspects of

the disclosure may be implemented.

[09] FIG. 2 illustrates an example method by which one or more communications may be

monitored according to one or more aspects described herein.

[10] FIG. 3 illustrates an example method by which one or more outlier conditions may be

evaluated according to one or more aspects described herein.

[11]  FIG. 4 illustrates an example method by which one or more usernames may be analyzed

according to one or more aspects described herein.

[12] FIG. 5 illustrates an example method by which one or more usernames may be compared

according to one or more aspects described herein.

[13] FIG. 6 illustrates an example table including sample results of username analysis

according to one or more aspects described herein.



[8] FIG 1B illustrates another exanple operating environnent in which
various aspects of the disclosure may be inplenented. [9] FIG 2

i 1l ustratwe 2are/@zsapl e met hod by which one or nore conmeairastelensssany be
nonitored according to one or nore aspects described herein. [10] FIG 3

Il lustrates an exanpl e nethod by which one or nore outlier conditions may
be eval uated according to one or nore aspects described herein. [11] FIG 4
illustrates an exanpl e nmethod by which3one or nore usernanes may be

anal yzed accordi ng to one or nore aspects described herein. [12] FIG 5

i 1l ustratltd aRl@&kalpl ihustrate canpsramblechetbere by rviighy encyeremargndosmatiymie be

compar ed 000 PE Ol lBl i BSREC! SdAsanLRRd herein. [13] FIG o

illustrates an exanple table I nc sanple results of usernane anal ysis

accordin%)to one or nore aspects described herein.
ETAILED DESCRIPTION

[15] In the following description of various illustrative embodiments, reference is made to the
accompanying drawings, which form a part hereof, and in which is shown, by way of
illustration, various embodiments in which aspects of the disclosure may be practiced. It
is to be understood that other embodiments may be utilized, and structural and functional

modifications may be made, without departing from the scope of the present disclosure.

[16] FIG. 1A illustrates an example block diagram of a generic computing device 101 (e.g., a
computer server) in an example computing environment 100 that may be used according
to one or more illustrative embodiments of the disclosure. The generic computing device
101 may have a processor 103 for controlling overall operation of the server and its
associated components, including random access memory (RAM) 105, read-only memory

(ROM) 107, input/output (I/O) module 109, and memory 115.

[17] /O 109 may include a microphone, mouse, keypad, touch screen, scanner, optical reader,
and/or stylus (or other input device(s)) through which a user of generic computing device
101 may provide input, and may also include one or more of a speaker for providing
audio output and a video display device for providing textual, audiovisual, and/or
graphical output. Software may be stored within memory 115 and/or other storage to
provide instructions to processor 103 for enabling generic computing device 101 to
perform various functions. For example, memory 115 may store software used by the
generic computing device 101, such as an operating system 117, application programs
119, and an associated database 121. Alternatively, some or all of the computer
executable instructions for generic computing device 101 may be embodied in hardware

or firmware (not shown).

[18] The generic computing device 101 may operate in a networked environment supporting
connections to one or more remote computers, such as terminals 141 and 151. The
terminals 141 and 151 may be personal computers or servers that include many or all of
the elements described above relative to the generic computing device 101. The network

connections depicted in FIG. 1A include a local area network (LAN) 125 and a wide area



3 [14] FIGS. 7A-7B illustrate an exanple nethod by which one or nore
domai ns may be eval uated according to one or nore aspects descri bed herein.
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illustrative enbodinents, reference is made to the acconpanyi ng draw ngs,
which forma part hereof, and in which is shown, by way of illustration,
various enbodi nents in which aspects of the disclosure may be practiced. It
is to be understood that other enbodi ménts may be utilized, and structural
and functional nodifications may be nade, w thout departing fromthe scope
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disclosure include, but are not limited to, personal computers, ‘server computers, hand-

>

held or laptop devices, multiprocessor systems, microprocessor-based systems, set top
boxes, programmable consumer electronics, network PCs, minicomputers, mainframe
computers, distributed computing environments that include any of the above systems or

devices, and the like.

[21] FIG. 1B illustrates another example operating environment in which various aspects of
the disclosure may be implemented. As illustrated, system 160 may include one or more
workstations 161. Workstations 161 may, in some examples, be connected by one or
more communications links 162 to computer network 163 that may be linked via
communications links 165 to server 164. In system 160, server 164 may be any suitable
server, processor, computer, or data processing device, or combination of the same.
Server 164 may be used to process the instructions received from, and the transactions

entered into by, one or more participants.

[22] According to one or more aspects, system 160 may be associated with a financial
institution, such as a bank. Various elements may be located within the financial

institution and/or may be located remotely from the financial institution. For instance,



4 network (WAN) 129, but may al so include other networks. Wen used in a
LAN net wor ki ng envi ronnment, the conputer 101 nay be connected to the LAN
125 t hr ownyb 20127105808r kK i nt erface or adapter 123. Wien usedTius2@ 1M§N21
net wor ki ng environnent, the generic conputing device 101 may include a
nmodem 127 or other network interface for establishing commnications over
the WAN 129, such as the Internet 131. It will be appreciated that the

net wor k connections shown are illustrafive and other neans of establishing
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monitored according to one or more aspects described herein. According to one or more
aspects, the methods described herein may be implemented by software executed on one
or more computers, such as computing device 101 of FIG. 1A, and/or by a computing
system, such as system 160 of FIG. 1B. In at least one arrangement, the methods
described herein may be performed by a server (e.g., server 164), which may function as
an electronic mail server (e.g., a MICROSOFT EXCHANGE server). Additionally or
alternatively, the methods described herein may be performed by and/or in combination

with one or more workstations (e.g., workstations 161).

[25] In step 205, a user may send a communication that includes non-public information over a
network. For example, a user of a computer system at a financial institution may send an
email that includes non-public information (e.g., customer names, account numbers,
social security numbers, personal information, etc.) over a network, such as the Internet.
The email may be encrypted, or it might not be encrypted. In at least one arrangement,
whether the email is encrypted or not encrypted, the communication channel in which the

email is sent may be monitored by another computer system and/or software executed on



5 one or nore workstations 161 may be | ocated within a branch office of a
financial institution. Such workstations nay be used, for exanple, by

cust onmer Worvixmssogpr esent ati ves, ot her enpl oyees, and/ ecTasseionesgl of the
financial institution in conducting financial transactions via network 163.
Additionally or alternatively, one or nore workstations 161 may be | ocated
at a user location (e.g., a custoner's hone or office). Such workstations
al so may be used, for exanple, by custéners of the financial institution in
conducting financial transactions via conputer network 163 or conputer
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In another example, the communication monitoring tool may be configured to identify
and/or flag any communication that includes a string of numbers in the form of
AAAAAAAAA-BBBBBBBBBB, as such a string may represent an account number that
is likely non-public information. In still another example, the communication monitoring
tool may be configured to identify and/or flag any communication that includes a string of

characters in the form of AAA B CCCCCCCC, as such a string may represent a customer

name that is likely non-public information.

[27] In step 215, it may be determined whether the communication meets at least one outlier
condition. An outlier condition may be a law, regulation, and/or policy (e.g., a policy
implemented by an organization, such as a financial institution) that, if violated, may
represent a risk that a communication was sent to further a fraud and/or otherwise use
and/or disseminate non-public information in an unauthorized manner, and thus may
trigger additional review. For instance, an outlier condition may evaluate whether a
communication was sent from a particular user, at a particular time, to a particular

domain, with a particular subject line, and/or with a particular type and/or amount of



6 such a conputer system For instance, the comuni cation channel and/or
one or nore enmail servers (e.g., one or nore enmail servers associated with
t he fi narmDab12oosgoist uti on) may be nonitored by a comuniPCAUSROL1/08F2T Or i ng
tool, such as VONTU, a software application made commercially avail abl e by
SYMANTEC CORPORATION. [26] In step 210, the conmmunication that includes the
non-public information may be identified. For exanple, the comrunication
moni toring tool and/or the one or nore’enmail servers associated with the
comuni cati on channel in which the email is sent may be configured to
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review. For instance, an outlier condition may eval uate whet her a
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particul ar domain, with a particular subject line, and/or with a particul ar
type and/ or ap@tuﬁtcoaqhtlon; the communication may be submitted for review. For example, after
the system determines that the communication meets one or more of the outlier conditions
described below (e.g., by performing one or more of the steps of the example method
illustrated in FIG. 3), the communication may be submitted for review by an analyst.
During such review, the analyst may inspect the communication and/or make a
determination of whether the communication was sent for fraudulent reasons and/or

whether the transmission of the communication constituted unauthorized use of the non-

public information and/or computer system.

[30] FIG. 3 illustrates an example method by which one or more outlier conditions may be
evaluated according to one or more aspects described herein. In particular, one or more
steps of the example method illustrated in FIG. 3 may be implemented by an
organization, such as a financial institution, in determining whether a communication
meets one or more outlier conditions. Additionally or alternatively, like the example

method illustrated in FIG. 2, the example method illustrated in FIG. 3 may be performed



information. In response to determ ning that the conmmunication neets the at
| east one outlier condition, the comunication may be submitted for review
[ 28] For weanm/m®sstence the comrunication is identified iPATASe@1D3B2RS
cont ai ni ng non-public information (e.g., via the nonitoring tool), a system
i npl ementing one or nore aspects of the disclosure may determ ne whet her
the conmuni cation nmeets at |east one outlier condition, which may involve
perform ng one or nore steps of the ex8npl e net hod illustrated in FIG 3,
which is further described below In short, the one or nore outlier

condi tions aghy ﬁgct/orvwm qohjupgtien g nensi ¢ anerewt pycayutng eydace descabrd feeder i bed
bel ow) may be BBnégﬁﬂh%ﬂMnéltuat'ons in which there is a high risk
that a communi 6n Was sent to further a fraud and/or otherw se use

and/ or di ssem nate non-public information in an unaut horized manner. For

i nst ance BHy ImjitretBnitinng bedetcimringdoriethes e commupnicativ Vi set &raeusanaitor by
eval uating co S l; i e rein,
an organizatignﬂﬂgﬁgﬁkgg gﬂ?%ﬁ%%]g F%Yﬁg%ﬁ%.FP%%B%(%&QE§n§%§§&%§ ?ﬁ@ﬁtlfy

i nst ances whedieclanwrempy dsteraningf the heer ovhgaentAbg ¢mm1ha®tlatt (e@’rmye@amn@ethd

A or 1S SeRLaBARHAI Gl AL CLIRAIGRO & b STLOKRSer S REE SPORLAOR!

address for frau ent  pur poses  andl or ot her  unaut horrzed n step
220, in respondkest)o Qte’eelremystamgietehmhesttheuxeowhmmm&mloommmea@ntﬂnesyﬂtenh east
one outlier Condldte ermlh SOIURLCE atl On NF% rivilege actcggqo n3h- co cfen‘ual For
exanpl e, af t ef"™t K& ? rﬁ‘et ermes” to epcon‘(ﬁunl cari onmset's ote or
nore of the ouiﬂbrrrﬁnom(rrgil thyi @aas:hdlgsfor thlaadelbﬁl OVistlhg. cguserbyvlmehafverpmmce@ne or

nore of the stesof t he nmet hod IIustrtedl F

Comeunt cat on B Baot e TaRn RoRaadnal my sk tarcy B o Gl el
review, the agtahy@ﬁonrmyﬁdeﬂﬁﬂ&ﬁbrniahaa)cormun| cation and/or make a

determ nati on of whether the communi cati on was sent for fraudul ent reasons
and/ or ransm SSi 0 nmuni ca consti.t

ot hor 190 it DRDSTRRESA e S ARG Mo 3P SRR Ear smt (a0
FI G 3 il ust famesuanwak ahpileedédadclyy anieichh®Ra @ivileged acad)) thekystem
conditions may be eval uated accordi ng.tqQ one or nore as%ects escri bed
herein. In paPtl QAVafterghg it thiprammayhicaton, meety an ouilier pondiion,, s ey, 8¢ ¢ ot o

in FIG 3 maybkeudenplsen®iil gaviRieBibetsk kBl Zadyl e a prtattr asilie thiaBRRe vithy,
|nst|tut|on in de ernlnln mhetlgr a conmuni cati on neetg one Oor nore
outlier condit4oAad OrA@lléﬁefni“HF‘FaPcrIyp He pfprapatian thag) 4, user e dqge nak Bas1 Welvet hod

iIlustrated 'BrnFleged Zaccdshle  exRMmhALRE hagkmail 4t iatieds | fetdihnfaed 3 tARYOE
performed 8 by an in conjunction with one or nore of the conputing

devi ces descr F‘B’é‘ﬂufhﬁé%“éil waw& B g MERalogynog BavsipHEq2ehaccps T thewmay bp 305,
it may be detgr@figd WHERELRGIGATIMIBEC ALl RRVAS 08ERL chld@Tha WS &6mW th

privileged access. For exanple, a systeminplenenting one or nore aspects
of the di scl osungeneys. daeeinit g nphdeteisapedwihet e rromnivaicedrpminéte anidicf e. g.

by eval uat i ng 4/ RGRAARY rdpD t%’ﬁl’l*ﬁa%& B dét%ﬁé&‘%haﬁ%&ﬁﬁrﬁﬁkgec{ﬁ Ih&tsda%to%'ilﬁ‘é ne t he

sender and/or an originatron ad e system ermnes t user
who sent the cmdtmnlnc@ttem&leOtﬂwestgy;@tfélmemgpl@mttéodﬁ ne whet her the user has
and/or had privileged access to non-confidential information (e.g., by

sear chi nq%:gor 1k Fce,? @?@rthé B dt a\ag;hngle%m {cﬁnagmasf@e\l@na el Laedq agoess to

non-confi nti a ormation Qr priviilege access t‘ Qne or nore
dat abases st oetampla)de-sgoerh inde nicicahing e dimeet wbieh the communication was sent (e.g.,

by evaluating the header information for the communication to determine the
communication’s timestamp). In at least one arrangement, if it is determined that the
communication was sent outside of normal business hours (e.g., before 9:00 a.m. or after
6:00 p.m.), it then may be determined that the communication meets an outlier condition.
Additionally or alternatively, the normal business hours of the particular sender of the
communication may be taken into account in evaluating the time at which the

communication was sent. For instance, if a sender of a communication typically works



[32] In at |east one arrangenent, if the systemdeterm nes that the
communi cation was sent froma user with privileged access (e.g., a user who
has priviweger/msswess), the systemthen may determ ne tirar/ush@1/035321
comuni cation neets an outlier condition. This nay be because a user with
privileged access likely may have a greater ability to access, view use,
and/ or di ssem nate non-public information than a user who does not have
such privileged access. Additionally or%alternatively, if it is deternined
that the comruni cati on was sent froma user who does not have privil eged
access, it thé&mfp pe. @et@ramnnaricemibiont 4d 1:00 pvy mighinpohe Wsagingdto mesét an
outlier condi I V i r that
the communi ca] g GpERGE FrATAPHEA St Foh by g ASmilEt PR

det er mi ned t hattli¢rtvendipenminclaasi ore m%esleamtmmydter@mazdﬁdnnneowhat congiitetes f the

other steps o SAS h i i,ch the
communi cat i onLQ/rvaHsAFES@(%@)hgurg%r g? alfr ed’ ell(ti—}:or tye‘ﬁlar%'tqﬂg ote ﬁe}ngl[ygg agdkaér%@a i
determ ne t hedetettmneaﬂlevdendeﬁstjbteude)mnburdlempncmn hwmctB@mmos@mrg Jjob blyvﬂz:gesl uating

t he header in h@ r. the ication to determ ne the
communi cat i onL% {m l?tgrt%%tlon’laﬁdéf€thg%t one arrangement, if it is
determ ned that the communi cati on was sent outside of normal busi ness hours

(e.qg., bddrelDstGO3&, m fisr uaﬁtame a@sd@fatep with) a seitdet hethe rmylnbmicelt@tnemaw hed t hat

t he communi cat.i on rgset[hsal condi tg& @gcdg%%to ﬁnlecXmmun ation.

alternativel y,COItIIhare nor rraFeCBus]ilSﬁré%%le Ours o?vq{lﬁ arSenger ofInthe

conmmuni cat i onomay e hﬁdﬁ%ﬂmemi Q@ s&ﬂmmplemmtﬁgahuaﬁmmg atmetstof the datlowhe ch t he
conmruni cation _was sent. E i nstance,. if a,se g %tj communi cat i 8b
typical |y wor R §OPPEm6IH0 FARe 15705268 "4 ¢ e il n?ﬁ? CORBHYICHN Mol p. m
m ggt 0(r)tot be dsebﬁ{)mﬁeigleﬁemoﬂaed wamawtﬂwrtebfmeaahmmmnmw@amm @EPH sent
at 3: . m may be ermn et a ier con east
one arr aﬁgerrePPtO%/e e Ogélgf’é*ﬁrt P?ﬁat? Jaé e Bhck fst'{’j‘tﬂé"é H?f&‘iﬂ??&lbel&}’m ness
hours for a paptifahiRE GEMekass t}yﬂqyeway/l (G Oate figtheiMaERribtat BAGSLSnd/& by
determine the sender’'s job title, job description, hjerarchical position,

job privil egedl¢Biting O%Eh?rfftlorF ﬁtﬂﬁ?t?rﬁf ths ﬁhsclaﬁa? GP ofgaIzpiqResuch gy fingcsy ep

315, a first UGURIE RS BOMIAGENMiRst#hcSERMBIch@h chPRy &M &AM HIRY be
conmpared with a second” usernane associated with a recipient of the

comuni cat i onattanptednie ssRd aid'er basrsapfgearaibic ndorgigeneip thﬁmnmt@/ﬁt b RgrseHe or
more aspects gfaif DRrdll ﬁ?h&?dﬁ[eﬁﬁos&%%f &gé’ru‘hh{tﬁ&lzéhﬁ?sga”e associ ated with
a sender of the conmunication a second usemanme associated with a
reci pient of the comrunication by perfornm ng one or nore steps of the
exanmpl e rlho#n §te0 178+ % danesdn 3spocrad, with 2 igpipighf of Shercamppaicatipadeayibsswelédidow. By
anal yzi ng usefN3per intbrd RkSnddB¥ntk Ca GysterRSimpWhcRGle 985S 6F inRed JRLOWF @nd/ or
by inmpl ementing one or nore aspects of the disclosure, an organization,
such as a fi nddpare mas eyalustq @dommysSl@@ata%Iwethtadefvlﬂlemtqffﬂye ¢omypeiRetien b whi ch
an oY e, Cperkdinr AR AR Qa1 B8 (R LBy ARN A AL, haspRant
non-public informaticon to oyee s personal enal ress
fraudul ent pufybsedsaivdd belowt Hor evahattgrodanzredinube. wiy3s L., hmﬁsttlepde&szeda
domal 0 assoct ghedh widd 19 FERLBAEN! el HIG. SREIIDY GRLLN. R RE, Gy Hal o
I n one or nore artrangenen eml ng one or aspects of
t he di scl osur mchmyaéinatcwatmmammrmy be alslsmlldattéyhmhndes mwhetcli pn arqtlomb of he
comuni cati on by erf rm ng .one s of the exanple net hod
st raced | et BRp Bk p TRAE B B Biny Er SR By el S Phg a
domain in thi Smp\layee(@eg;onal asail atdidaefor destuidnbgapdaed addjor athdltmﬁutlixyized use.
i npl enenting one or nore aspects of the di scl osure, an organi zation, such
as a fin ia |ns ut | identif |nstance3| ch an
20 ol bITR 2ln, MBPLAE MBI e 8B B SRBR IR ARE SR Bl
non- publ i ¢ i nkaimpld, | the sty@temhelagnqblt@mee whghdrsonabjeetmiind saaddiaed switorthe
f raudul ent purposes nd/ or ot her unaut.horized use
mmunication is general, non-descriptive, and/or unusual for the type of information the
communication contains (e.g., by evaluating the header information for the

communication to determine, for instance, whether it has unusual and/or suspicious



[36] In step 325, a subject line associated with the conmmunication may be
eval uated. For exanple, the system may determ ne whet her a subject |ine
associ at edownt2nossee communi cation i s general, non-descr PpTitse)11aBI20Dr
unusual for the type of information the conmunication contains (e.g., by
eval uating the header information for the communication to determ ne, for

i nstance, whether it has unusual and/or suspicious 10 characteristics). In
at | east one arrangenent, if the systel deternines that the subject |ine
associated with the comuni cati on has unusual and/or suspi cious

char act eri st i ekpractopjgtiosy i @hdeash el arayecsne Hihqstemaetermacsdbaimhersubisgtilisn neet s
A out T er CORAAD ik 3 PRRBSLANGE wldaf BRUSYSLEDACLRLMAGE LAt @
subj ect |line assocrate articu conmruni catiron i s an or
enpty, the syswémrmaymdwwmﬂmunemmﬂﬁmomhmnmﬁwmmnfbanDmhwmembwnan outlier
condition. This may be because it may be unusual for a connunication t hat

| ncludes | §An- Pl ndMFARTRIGAN abilimBs SR Woldh AnPhAR@NGRT FRAK

subj ect I|ne I'n anot her exanple, i e systemdetermnes that a squect

| i ne associ at eenppmi¢gptign pdxlank@udl/alrermbynﬂmﬂy@tamlr@w detgurhinel et thereumimication or
non-specific uff . " - ma
deterglne thaﬁgé gnégﬁﬁﬁﬁ?%gé 6ﬁﬂnea é%&%gg?gﬁﬁmcoﬁﬁﬁy% Eﬁﬁﬂé é%8€1bey
because it naﬁMbmdumm$umbMﬂmnn®nmmnmuﬂw$aum0m¢ﬂﬂa&anmbtumﬁsmmmmt@ubﬂmc

information to he sent Wﬁttﬂe &:m (?eteSUer S at a s%bhect l[me aLsocrclteatwele 3[%9[1011 age

anotlicr | exampl
anount of non- pu orna IOﬂ Inct u COﬁﬂUﬂIC&tIOﬂ

eval uat ed. Fommamq&ﬂnem t1ﬁ&u(&ystwamumay aﬁﬁi‘direl’ mmpevifiet verdd hee. @,rmtfmliff of

non- publ i c |nfor i on jnc inth onmu tion exceeds a threshold.
o Penst | orase e e S voh i de BT raRtco R E e dotn e
application rra@lﬂniraﬁmmmcmaj by bevdasel ikl e bb YinSYMANT & Co RS | thAX)indWas be
used to decrygt, %%» and/ or search the contents of the conmunication.
Subsequent | y, "gh* F“ﬁﬂ?@“@é@@?é?“@%b?@ ESBHEC YAY/ or text search operations
may be applied to the contents of the communication to identify non-public
i nformati[gs] (& sjep, 3390nhi: aho@eﬁmdntgnbrwm’ﬁemmonamaﬁn thel bdRmBnicaibe mhy dad/ or
count the anDunE ublic informati n i ncluded in the cognunl ? i on.
Wbl e

Addi tional Iy & 1%;'i‘Fefler r?éF Py, e BeY ﬁ‘@r% ¥hihG BpErart 8

applied to thafgeatientsivdtd tiheh€ QbRuhicaion0fkck&ls i Aentdhib. NaR-4puUBdst Gne
informati on. For instance, if account nunbers comonly begin with a

particul ar sefTHECHMYi ¢ 2ofiaregtool (e gg GNTU, %m:fwaf%@pb%ﬂpv mﬁ%‘fcorg@?rca%ly digits
may be sear cheghififé by SYMENTEINEORPORATTIGRNEMSPHIMA ©akOf; scamﬁd/gma@wst em

determ nes the anpunt of non-public information included in
comuni cat i onthecpendyefttigommuniatea riabicrecngEt e A7 HE reEsG AEPTePRs ad/or

threshold. If t&h?eaﬁﬁ%ﬂ&tau&l% n’ﬂa?r%uiﬂbhéﬂ o HHOE SRt QF t%&ﬁﬁ%1éaﬂ§n taesire! d,

t he systen1nay determ ne that "the conmuni cation neets an outlier condltlon
[39] In at | eagtpubhie indprmaneieimnsocial pfouayammbenraseiiol munbarycth pandssdount

eval uati ng di ‘Ehfeeaégoﬂht 59’1{%%%ubl?c?ﬁgo%?lﬁt}ogzlﬁgﬁ(%rd%n & nRhEifafion. 2RA4iREnaty TES OF

conmmuni cati ons exa
alternatively, exact string matching operations may be applied to the contents of the

communication to identify non-public information. For instance, if account numbers
commonly begin with a particular set of digits (e.g., “ABCDE”), then the particular set of
digits may be searched for in the contents of the communication. Once the system
determines the amount of non-public information included in the communication, the
system may compare the determined amount with a threshold. If the amount of non-
public information exceeds the threshold, the system may determine that the

communication meets an outlier condition.

[39] In at least one arrangement, different thresholds may be used in evaluating different types,

sources, senders, recipients, and/or times of communications. For example, the threshold



11 agai nst which a communication is evaluated nmay vary based on one or nore
domai ns associated with one or nore recipients of the conmunication. In

ot her worwe®,20e/d05808t contmruni cati on sent to a first reci pceEnS20mp3izel

eval uated against a first threshold, while a second comuni cation sent to a
second recipient may be eval uated against a second threshold different from
the first threshold. In this exanple, the first threshold may all ow nore
non-public information than the secondllt hreshol d because an organi zati on
moni toring the communi cations, such as a financial institution, may expect
and/ or al | ow Agsinst iHish pudsmnEnioatialr eevilogicd apaargdnedt @ ensdyropors iamaids wi t h
the first rechRhgRty bARdnl UP rREC RAMEURhe BimmfiRlab NS LR VAR IR { hik?!

reci pient nay be a law firm engaged by the organization to perform

particul ar fupguinemsationsaht torpurst hapiontgeayi beat dlustedagingechst threghiotle phdbt e f or
a conmuni cat i ent. I fi that inclu u i

i nst ances of g%ﬂlﬁﬁﬁ‘gﬁ@m?“%? llcl)(rgﬁl’lté? ?3 nS%XVOCI}%l I{eﬁéle%t rlgﬁ]@f B?C]%%l?a%?dhg a}sngtc%r%éc/f%nd
reci pi ent may tho@hald titfferalt Hamthe Hofthrsiokl. e fdoexathlat thp fiovihdsebold exhniloal
support functions for the.qrgani zatio and s .t Qr gani zat i on _nay deem
L Enaccent ablrs Pt RS iRyt Hhinddis, 2R8nd AR SRR Y Sl endor
t o i ncl ude anyhohiigingniesnehunitatiernydich as 4 fihakchinktitation, 4@} ekpecedndloealidw one

addi tional arrangenent, the threshol d agaipst. which comruni catjon is
val uat od my "0 STEREE T SR g R R R R EG dbm o,
first communi gabhdrchNt BYr RsthideSthe FTRRAGEpITRYMBELEY Ahviatr@enggt vsttha first
threshol d, while a second communi cat}on- sent b){l a second sender y

P

be
eval uated agaPWaRiz408 de dIEOThPESRYIIEF NEr Vit TFY Bih UBRFHPS MY HIG8HGI d. 1 n
this exanpl e, adcBatfié 1St a thh s tdn NBYbcadchOW R gw NRhr MdblcfudénfP idTaté on
than the second threshold because an organi zati on nonitoring the
conmuni cat i ondst28ese BT BA-BULFiF fprEragen. | Q8 he eherdind. by scexseeeiDigN T bat | ow
mor e non- publ i BfPETRLEORNES BE pRSIEs RINARLLBHorBRAERs for MP dRididSt
sender than the second sender. In one or nore arrangenents, the threshold
associ at ed wi il thugthe pigenirasion vy deam trayacerptabéet fer heaneauricss eriscahtotthpethisénder ' s
job title, th [ IoEld G iRARdL | Wbl s Qrgani zation,
and/ or the se @&Bg%prr%\%mguso {flélhguteor 1n§€ dggegﬁfbﬁghhggnlpuoﬁﬁo information. [41]
For instance, with regard to the previous exarH)I e, the first sender may be
a fraud i#flestn gdeast ongnasiditiosal asrargemeain theubieshold srhubiclba comgpuaiRgiopdt ed
emai | s as par Evag{atehnﬁéf vARiphdedl ABhE WORE PG BRthuhRknt N& %Qﬁ&h}é‘&iﬁ?ﬂ nmay
deemit acceptable for a communication to be sent by the frau I'nvesti gator
that incl udescapmumgcation sinhby arficdserier manbpenaliatediagdinnt rdirit direshpld, whild @ast
one arr ange”eé‘éconcﬁ@orhlﬂﬁﬁi@dﬁ%g (f&it @PQ'SQ&%'s%nde}%lag%eowﬁh'te‘a”aéﬂﬁ%& Jelghgto a
custoner nanme, a custoner address, an account nunber, a socClal security
nunber, and/ othrahgld diffeemt Eom gheclirgti treghobf Imons gaatmbiecthe Afsothnabold may @how he
ot her hand, the second .sender e a technical .s ort speci al i.st. who
ahoul d not " be O SPReRT g i Py Mo feb BT ey SRR M -hligtiol he
organi zati on mayitaagnhd conmmaiee@tsadick af @ finacmb Mstitnti@aiap Rxgetdndly alidve
techni cal support specj.ali.st to jnclude any instances of .non-public
n or i on RS OHRO Hnglith frkeg byt SEHECRSR &aRORolE b ¢ ha
i ncludes siXx kdsidERES. Oh oROOr ORI ar@ndeffetts NBE HEEholl RS otiglee wathta faricaihol d
m ght not be exceeded and the fraud inyestigataqr's comunication m.ght not
be consi der edS Y8 B BRI %F&ﬁl}ﬂg%é%aﬁeaithe AU %&m@a al
support speci ?J)s'itﬁotn Wialifl $headteANAKIND 1 oL BRI denddFatprdvitik Uikesty lofReddipt @aces of
non-public information, the relevant threshold my be exceeded and the
t echni cal supp#tic ipEatigni st' s conmuni cati on may be considered to meet an
outlier condition. In this instance, the system may determ ne the sender's
job titlg4x]e. Gor inbyn@e &lith NeSPd A €hcO preliidE cthAlphd) ARE FirsAREMdeF nfl RN a fraud
information sources to determ ne eaéh sender's job tit]le based on_their

emai | addr ess)NVestigaior wRo Eyatisehy Ho BEImptiopaYa GRANEHGH Fetls APyt oKBfiECt t he

appropriate thsigshed dudc@bneasld GREMABI 6abdiRMoRSmENE SEenbad 1aRpMElc (BrJa, the
system may select a nore sensitive threshold for a technical _suPport
speci al i st t he¢mEuHieasgr tq & et pb gleéfa}ld investigator that includes up to ten instances of

non-public information. In at least one arrangement, an instance of non-public



[42] In another instance, and also with regard to the sane exanpl e above,
the first sender nay be a group nmanager who nust send non-public

i nf or mat WO 20i220088%ar ypt ed enails as part of their dailyPColsbunomsizons
(e.g., following up directly with custoners), and thus the organi zati on may
deemit acceptable for a conmunication to be sent by the group manager t hat
includes up to ten instances of non-public information. On the other hand,
the second sender may be a group assocl?ate who shoul d not be sending
non-public information via email (e.g., because they should be handing off
to the group HERTEGEIN Ay aefer i aplistomer e ta Qvmeheddrdss| anoigeermt NBmp&Equ r ed) ,
and thus the i i i 4 f o & ﬁHHH I gatdon sent
by the group %%g%%%gt I@gbﬁﬁ%rﬁﬁgﬁgng?ﬂgggﬁgéi&%#n gﬁ¥%ﬂ@ I C |h$%ﬁ%§tion
Thus, if the ghoupndethagerndemds may enc fogiptied sepaitispeckedist Wwincihedds106 bx

i nstances of - lLi.c | nf {.on el evant .th hol. 1.9h ot be
exceeded and ?ﬁ%“§$gJ%ﬁh%ﬁggéﬁﬁéhgéﬁﬁ%ﬁﬁgét%@hﬁw%5et&§%¥8%§1%% §#ggr%d to
meet an out | i enaccapratilet foomcomvheriedisn sdnt b éhegecbuipal asiodti sptoialisen dischaka any

encrypted email_ that .includes two .instanc 0 on-public information, the
ol evant ¢ b olhEP hEy TRt Gt bl en gt bl R e BSHAR L | on
may be consi demeaitlthhoinledds saningadckd &t noagublid infMmatich3thk melévahsthiedistidimight t he
system may detern ne th ender's. hierarchical position within the

of gani zat ] on (el 1 ccasgeckand b Fi IBHatEor s B e AR AR PR EOISIREH ©

i Rf ormation sméétc@@a)uu%r d@idﬁ{]om: @Eer@amlhths gagﬂlﬁédl suﬂpbﬁgpécﬁahlm@hdsm%&ﬂyp@dw t h: n
t he organi zation based on their emai| address), an e system subsequent|y
may det er i meeabNG: mgl_@ﬁeééwtnvféanafﬁp)rf SR PHRE PHopedhgy B TGO ey
comuni cat i onpasxA&RE hPBE t&RBNA (8o spedidlBe SYHhBMidHBYn §BY 86 LoRidoRE &
sensitive threshold for a group associate than a group nanaggr). [43] In
anot her i nst afiée, 2napdficacanstigne Hn iy dstineco therysiem meayedesimpine Bowpeer stffe fir st
sender may beyge fd § Shy QURLAYESnIRP hA3S BEEXEOUSIY SEM infibidl SufRi S t hat
i ncl uded non-public information as part of his or her dail ob functi ons,
and thus the deteanicz geahopenders tibeiile tbagedcemptthddl empidradgdregy ittty t o be

sent by the fj | Qyge atind NGlaugde tYRi ¢ &, 1d NSt es of
non- publ i c in?%gﬁgﬁﬁgn.igh(%ﬁe %%hefwﬁaﬁﬂgnt g S ggﬁgﬁgeﬁggﬁfhgé g%ﬁa
second enpl oyeanmhigcdias andsscripeévioye &g, thesystearmayrmalett atthere sdnnigibeidieaghold

non- public intor i [ I may deemit unacceptabl e
for a connuni%%?%%hhggS%%Gg5%¥Mﬁvhgﬁ§q%g%gh§%%%§$oyee t hat includes any

i nstances of non-public information (e.g., because conmmunications sent by
t he secoridRlenpl awther instprice.adntl plsd ovith gegaidrie thecremp examuild dbové, ifedirstetidgninay | n at
| east one arr a0 he 1 ypl

net ances of ooainupeaigtf Y ShEROHR ol RE Mol P b tRlgRta BUIRSE oot

enpl oyee by nohilewrdaiy j@ntiharonaiag.y fillegingr ey ilicacdy cotmansiosats), ongd teenthe by
each enpl oyee, Thus, if the first | gyee sends an encrypte mai | t hat
el udes twentATER s R HoRERTRR B E TS SRR PuaR brous
i nst ances of mamagouthht iacludet ap nateh ditainses Wi hibri-pubdin énformatio ©h aredalicd hand,
devi ations of .t he amount of non-public information the first enpl oyee

Lypi cal 1y sendls Ceong. sendor o s i dpesiay Wi ShpUld o] B, it

mont hs, et c.) inférh@tfior tie chll g¥.anbedatifeeitiobidull ightantiag olffeto ke g@de thaangdr t he
first enployee's conpuni cation mg not be considered to neet an outlier
condi tion. Hof#Fer, whiEh (e Bty fghﬁv oyed r%‘ﬁ_ﬁ@’ aH fgﬂ%}lwr%?&mé}m P2¥ hat

i ncludes fivedédsitrane@sptlc RN Qhhinficatind QnBY ithNgroam dssbéiatk ity ercluastaapces  of
non-public informatigon is not. wthin one or. two standard devi ati ons of the
amount of nonifsuies ©f inAr-Brhlst intoEMetios. sEWSNY tesysioBy wnegepises 1) csempted (e. g. |
based on a sapRhiemaf inblges!sBSihstRAL &8 noh@oblid MR e r@8@n) thredBNMidHe

rel evant threshold may be exceeded and the second enpl oyee's communi cation
may be consi déotelf exscavedenhficaieyn Brnageideanianication fhght nphie gemsidered fe
system may det el CoddftRinC fherBRMPEE upl NSTARCRRAC BERPRURLE that
information for communi cations sent by eaqﬁ enpl oyee by nonitoring and/ or
anal yzi ng pr ewicides twonmtanees @f hompubdie mformptiem die relgviant threshold may be exceeded

and the group associate’s communication may be considered to meet an outlier condition.



enpl oyee, and the system subsequently nmay determ ne the appropriate
threshol d for each comruni cati on based on the determ ned typical nunber of
i nst anceswof20reansgoubl i ¢ i nformati on for conmuni cati ons ®EmUSky1103%321

enpl oyee. [44] In one or nore additional arrangenents, the one or nore

t hreshol ds agai nst which the anmount of non-public information of one or
nore comruni cations is conpared may be nodified automatically and/or
updated autonatically by the system baSed on previously collected and/ or
anal yzed data. Anong ot her things, the system may autonatically determ ne
and/ or set ambuthis ipjtarice.sthepiiear mpy deferanesythp serideids higrarohigal pasities Kothisthpased
on such previ : , : im y
it the numBar g oRie £ hRCaBl e AR AR e AR sl

non- publ i ¢ i nflgenmand ) sendeats haergrelncal pesitam wither therangagetidn baxddipn themaimby or
alternatively r cy.kim.t i m h of,.co i .1.ons
Cand or the niidi! GRSy busfend) Mk, Al Ay Rt oBR b RIS
parti cul ar uséreshely feeach cumungatonpardescabddaabotd (@e., plersystdn nfagrselectamplre, Wit h

regard to the exi?ngsa%e ﬁ;\iﬁ?ye i nvol vi n% @he fraud inve)sti gator and the

t echni cal supPort spetial (48 S PRESLYEY e Aal B8RS ne, over a period of
tinme (e.g., two nonths), that the fraud investigator sends at |east five
ermai | s pd43]noit dnothkar ipktaicacdnd diso Miithtrggardis tlenems exdmphoabpud thedirsttmicmaty on

(i.e., thirty mre instances qf non-public information fha rmtted by
Che t henur » BRg s AHERE FhorHes RE RS b IG5 Tl el RERBERMLARRE BY

on el ect r oni cinf@antidsasghantoétision hankilyjobrfmiceodhatimlxasetsc ofghditatiah ey dednese
emails were determned to neet.an outlier condition and subsequentl.

Cou eved ¢ heSdoumaP doveBTuiabs Hen st b ) FIHEFEBURT G Ere by ew
process. Acconghlitgloy instafées S SbepubRYinfuhaival i @athe othep dhddy tandéad supdat e t he
threshold for the fraud investigator, such that the fraud investi .or may
send at | east “PYg%a_é‘i?ﬁ‘ilq gﬂrﬂ@feeﬁ%ﬁﬁiﬁﬁ A PEKORTRE PR Wl&tﬁatméh%f P%rfg@hees of
non- publ i ¢ i n{@srRLb0BndMhLNOY breamyatRh ndyQsen aMRbdcsphiad nY adehanficard b 0 neet
an outlier condition. Additionally or alternatjvely, the system may

configure thebt FieSHdhsergid qrploxer dhad inchirles piygpiaRces gk Ao prblic jifornpdon ¢ 5y

i nvesti gat or geg),do%ca_{ﬁ@é @qnhmﬁbaﬁsﬁé%eﬁwitﬁessewnhfamg%@e typdnyfdofolintingd @mces of
non-public information in a nmonth, and/or if the fraud investigator sends
an emai | w t hPwdicanforeaionle\larft Jeastpie ananeemett. He sysb ey detarmgperieitaical n a

month (e.g., Qfgh&ta agceg,eéfi g&ﬂ-ﬁfﬁli@qgféﬁna{tgﬁ {B?V%ohfﬁ{u%gﬁ@dng)sem[s Eg Nealth

comruni cation may be determned to neet an outlier condition. | FIG 4
il lustrates apmpieephbe metiteoel Bpdwhias#yzmge poaviows reemugeicazne ssepa Py beach

anal yzed accord] t e C, descr.i el n. nor e
arrangenents, E‘ﬂf’@geet ﬁgﬂlg’l]gq%ex ERW{J Frgglﬁz%hstggdsi 2f%l gl{scb}lﬁgetq e%ﬁlglﬁthﬁl lél{ﬁdze? Q\?%n(cﬁ;
exanpl e net hodsiahdes of n@twilic midFn@iond amdy thentypmsthimesreithdoypubhdihfrmatmon is
conjunction w t.ﬂ. one or. mre %f th§ conputin gefvi ces. descri bed pler ein

. within ong or two_standard. deviation ¢ amqunt O -publi¢ information the first
operating alone or In conbihati on’ ‘flf n step 4%%, 3 First udername ma
be conpared weimplogeestgpically sdsdr@@nbascihva 4 sangile oStar namemonthy labetwasaadthat ed

with a sender 0 co i cati.on nd. t he second ysern be.associ at ed
win a recipi s BeS e bR RupRORiEh Fob RE WBFeetEt aRE R, Mot R SE5S
system i npl emegthiniigcadoR nGght HHOf Be esRAEkS tOmetthe @itlfe osiia. Mywsonahe t he
first usernane with the second usernane by\nge.rforn‘itn one or%gorelﬂgheps of
the exanpl e neCRRHCTPIPYRSt RSP PIFripce, craeil (Rl pludles v iPHREICH RS B¥TIBREC bel ow.
By conparing uS&tRasEsnd if il Sst@¥s 08 n6n-putds ihferhdiBh idasCwithedndt e
and/or by inplenenting one qr nore aspects of the disclosure, an

or gani zat i on, S@RER devidions warks &MOrHse PANPIOHS IRRIMAIEN dbF 6°¢08d FBIPEDRT ne t he
probability t ty%tcaﬁ}hfenag 2L, bHRE LR ANEMRBHf B RsERGANast 8RS MRS, B8, R e
associated with a single entity. o

relevant threshold may be exceeded and the second employee’s communication may be

considered to meet an outlier condition. In this instance, the system may determine the

typical number of instances of non-public information for communications sent by each

employee by monitoring and/or analyzing previous communications sent by each



[47] In step 410, the probability that the first usernane and the second
usernane are both associated with a single entity may be determ ned based
on t he cowpapizgssokor exanpl e, a nunerical val ue represeQTiusgoiioas321
probability may be obtained by perform ng one or nore steps of the exanple
method illustrated in FIG 5. [48] In step 415, it may be determ ned

whet her the probability exceeds a threshold. For exanple, the system may
conpare the probability determned in %%ep 410 with a threshold
probability, and the system may determ ne whether the probability exceeds

t he threshol demmikgcet #ndgbhiys@mmrusceeniy é’@léﬂ@?rmllﬁefhe trorepriateiireshalddpigesalt zat i on

operating the sy @?rﬁl n Yasdihh Gl §s00k Iféd ic ﬁ%%r YR 39@%' Snon-public

aut omat i cal | y no "pased on previ ousl ana yzed 1 ncident data In step
430, which isiﬂermati@Tde@Bmurmdowebm\byeaqheamldyefast one arrangenent, the
threshold may be predeternmined to be sixty percent. [49] In step 420, in

response kg d?&ﬁ;{t [\h&@ al1@bnal Qﬁa QABRDI iéé 51|¥| b &X5689 e§h|8ﬁlsta 5ifs R, théL nmay

be determ ned t e first user ane an e second usernane are
associ at ed wi amourhef gonbéic erferintagion Flognee ammyé eqmmﬁmcdtien& hcewpaybdimpg bei xt y

percent, and {f ﬁ‘@(‘? altbid g:gil)hhﬁdy%r u@deﬁ@& ﬁﬁéﬂlﬂﬁﬂﬁa@eﬁgﬁﬁkﬁ%ﬂ&}’s&& Qﬁﬁ%vi%ﬁsﬁ ent,

then it may be eterm ne I'rTst user e secohd user nanme
are both assocolatted awd/bhandieedidagl eAmabg oiher thllfgS{ B10] sybtamsineyp avt@matidaly

response to det.ernini at _the rob 0 n xceed th reshol d,
ey e det YRS EREe B R e T L R B Rl B S

associ at ed W biehipheiossln gd)lE:c‘edl 'amd/gr anﬁmed extanphamoiuft 11hhteniﬂ1rrmsﬂne Ihadmbes 061 Xty

t, dif th b t dta be fj fi t
Phen 11 may. bEBAPGPRPRog s AR & TG R bie el iR ar e

not associ at egarw:tﬂah séremsi s’egdi EAﬁﬂhhbﬁaYly of 5H;drndt1ﬂel§tzeﬁe(fd3ﬁby lidie nafaniesitge d _nay
be aut onmati cal ﬁ?l fied based on ]gr evi o anal zed i ncj dent data. For

exanpl e, as |H SOgMUNICA{IoNS, (AaE ot thg mym %rc JPEIRG don-PeRlireliraatiqn e

system may autiBpdreeiidr Yisdd Pthgtsendaieih @k paraelilintinidRribir BshRhmplb 3wt e itd
previ ously anal zed incident data to inprove system performance and/or the

ef ficiency of AhecrgRiaA Y dnng Byifiayy pvetisder Yand the téchnical support specialst

the system may determine, over a period of time (e.g., two months), that the fraud
investigator sends at least five emails per month which include fifty instances of non-
public information (i.e., thirty more instances of non-public information than permitted by
the then-current threshold). In addition, the system may determine, based on electronic
records stored in one or more databases, that after these emails were determined to meet
an outlier condition and subsequently reviewed, these emails were determined to be
legitimate during the review process. Accordingly, the system may automatically modify
and/or update the threshold for the fraud investigator, such that the fraud investigator may
send at least five emails per month which include up to fifty instances of non-public
information without any of these emails being determined to meet an outlier condition.
Additionally or alternatively, the system may configure the threshold for the fraud
investigator such that if the fraud investigator sends more than five emails with more than
fifty instances of non-public information in a month, and/or if the fraud investigator sends
an email with more than seventy instances of non-public information in a month (e.g., one
standard deviation above the new threshold), such a communication may be determined

to meet an outlier condition.

[45] FIG. 4 illustrates an example method by which one or more usernames may be analyzed

according to one or more aspects described herein. In one or more arrangements, like the



[52] In at |east one arrangenent, for instance, on a nonthly basis, the
system may eval uate the nunber of communications determ ned to neet at

| east onewoubizmssogondi ti on based on one or nore usenmamPCEAISeHLOgS3eriteria
and referred to the review process that ultimately were determ ned to be

| egitimate during the review process. If this nunber is determned to be
too large (e.g., if nore than ten percent of the enmails referred to the
revi ew process based on the one or nor® user name- matching criteria were
ultimately deternined to be |eg |t|nate% then the system may automatically

e)/e

i ncrease the exwihepiod dlugratedfip difyis? evkeanethedillysteted-ip Fe paexbat )

such that a g BBﬂF r HEH@! et an
outlier condl %gﬁﬁé%ggor gi&%'3H%§ﬁﬁgﬁ#€§€FgﬁL¥glbe éfre%ggg%%ﬁggreV|ew
process. On t haciothentingahae of in combwatmunber is determ ned to be too snal
(e.g., if less than one percent of the emails referred to the review
process ed L h hn | r mat el y
et or m naat oD acl ag o B R A o S T Tee

t he t hr eshol dugegnage, ma‘yrtemssgplﬂtte§'wpera@e1ﬂpr ¢fcr doprfmupichiiane aglethe echl)d usgpethe t hat a
| esser probabil| 0 e

condi tion and S¥B¥aﬁ&n%§9g%%§%ﬁ %g??g%mggmg%’ré%%??é%”ggﬁ% g%%%$%£
process. O ceutese ;mplﬂntrhiing oaxamphefe aspectShef tlller@sﬁﬂshld gy abmﬁadyheaﬁrst
fifty-five pe{lce?nr;lt ea\gl § seco 0 %Seqﬁ)a{nge f:) I ormm edu%engorf léltrets exa
t hreshol d may owere&'t Plf C%R% T e dpﬁ S afready
at sixty-fi Verrﬁélbd:ﬂlm"straaﬂﬁintFﬁ(é 3, Imheﬁh@fudhersieioubérebdlmrBﬁS@ﬁbahug tlskmfamei he

iR RN T s L s N B R A S S
accordi ng to offc GkcloNFELaGRAGIa% ol @6chrak b Eidade@i @ktiutidn) mainBe §ble tasmeermme
b e Mot holiei e DA i e g i RGP b ed yi o

conj uncti on wihfleeiy.or more of the conputing devices described herein
operating alone or in conblnatlon [54] In step 505, it may be determ ned
whet her t rst e d the se ond usernane are an exact tc For
oxapl ¢, Wyt Sn HEIERERERAAGY OHE (6 b ineTaTh Aot dhetecy ot BT S Pa ray
conpare the f hsrssctlatetsertmasﬁﬁglaeﬁhty Ry 5€aanchitaDaRa R thiSdofPadiRe FOF exiie:,

character matching nctions and/or string matching functions.. If the
syst em det er nﬁﬁeglefﬂ%itva P, EePFGspIding d%f‘eprﬁawélqweym?eo Y RRBFRAEES0E an

exact match, HRg Spsbem Banmptahandi inguhRdin tibesprobability that the first
username and the second usernane are both associated with a single entity

is one-hundred percent., In this exanple, the s m may det this

pr obabi | il#8) tBlﬁg?éﬁethﬁﬂﬁ@dkﬁ@WE@%ﬁﬂﬁ%%%ﬁﬁé”%ﬁb@“b%?@%ﬁﬁhg@ghag F&pr esent
t he percent agexdsaipls hakatde sy b@ﬁﬁa@@gpﬂoea&m dSeEaRd lme%mwltﬁ DltesRI$0 are
included in the first usernane, and/or_ vice versa. On ot her hand, if

the system deP@bshilifusand fesysie may deermige whehe ﬂé?rmolfaﬁél%e@%ﬂ%@@ﬂlahﬂe are
not an exact mﬁé&b@shéla%lag%qﬁéheﬁﬁmn@@@tg wednt&%etze@oéé&rauﬁg%t gaﬁj oy or

alternatively, if the syStem determ nes first usernanme and

second user nafhs tiypsholdanayzs setediet bogt aptpmatippdly snoslifiechbaged len ptfetoeﬂﬁﬁlrf?éyz?%at t he
probabi 11ty thetiehiifilih (e 4uR SHARTE (A d0GiBEEABY. PR BRI En Rk f
associated with a single enti'ty is zero percent course, e system
det er m nes t hils tipeshbllyndyibepradeteyancide be paty pewaent. t he systen1subsequent|y may
updat e and/ or replace this probability determ nation in perform ng one or
more of éksq Ohhﬁ fasre@fonstehe daémhgthqﬂhe ?Qbmw%&&@aﬁﬂe e FoIE it fhay as
further escrlbe bel o I'n step fifrst usernane nay e par sed
on a delimtebe ﬂ@erpn@duhaé tl@ atrteeraians@ ruidw@e sqeond woeemplc @re bateassgaatehwitly use
a regular exp d/ ragt.

Functi on to purenefafRe 18f CAREH ne kbR i paRlR A1 FLe RIGIISS o an
under score. Olé¢teminkdltd bt tighty-thihaperpingthenbemay el déterntited thed rtlss firgt usmmbmece a
dash, a conma, t one arrangenent, by
parsi ng the fi E96§é¥ﬁ§é38%%m?R&Hg&?8££§WMEH%%mgk%%%3n1nay produce a
parsed string. The parsed string may include a series of characters that
represents all characters in the usernane up to the delimter. For

i nstance, if the usernane "AAAA BBBBBBB' were parsed (e.g., the usernane of
an emai |l address of "AAAA BBBBBBB@CCCC.cont') on a delimter of ".," the
parsed string produced may include "AAAA " which represents the characters
in the usernane up to the delimter



18 [56] In step 515, it may be determ ned whether the parsed string is a
substring of the second usernane. For exanple, the system nay conpare the
parsed stworrgr2zzs8othe second usernane usi ng one or norePCharsaati®ss3eat chi ng
functions and/or string matching functions to make a probability
determnation simlar to the one described above in step 505. In
particular, the system may determ ne the percentage of characters included
in the second usemare that are also inuded in the parsed string, and this
percenta represent the probability that the first username and the
second u Hered 29 o hiesaaise &g @awémlmﬁ&thatéhesnrﬁl@lbéltseéneﬁ ngt exergd therbreshelde, | f

t he parsed st r semane
o RAAA BBBBE@‘& (bg a%QHﬁlﬁgd fnk tgéngﬁ% §%&ag1§] and NS cog@ﬁgn{ahe 2Enct G&B0GeH

" AAAA, BBBBBB@Dh)Dlecsmgie)entIWh§nr txampkyié theriiradiplddesiety pencentt dnd ifghoprababilitt y t o

be forty percen e stri " y f the
tring * anan. Dutisalhed SR pat v pEPRELE S Re BRI ASEERE |
parsed stri ngalidsthmzmridmsémdeelarasotas@uibedmithghasmgidmt@econd usemane (e.

if the second usernane does not include the sequence of characters AAAA"),
then the ggth t ly, if
t he syst e%ﬁdeggsrtgn@#gga{gr{g?%t%h& 862%%%&%%03@1%%&%&; SL&IOI%E?@%E%% ngatb;sé%st ring
i n the secondigslemalar, Fohexagpkt &rmuﬂ@ltstardmaefrznd wel/dr hertordifgetoprsolizdblc] the y  t hat
the first usepane and the s qt iated with single
entity is per o per dn et EB liReHRAT pATR P DR aR Bh Es Eny
probabil ity t endyzedéficideperiaend, 1rn'ph)®e ws&mmﬁbhmqmenﬁ/d)rythemfﬁmmmcﬁ‘ taad/ or
replace this robablllt determination in performng one or nore of the
other steps o UPIH IRAMAVEMRSYSSd i1l ustrated in FIG 5. [57] In step 520,
it may be determ ned whether a left substring of the first usernane is

i ncl uded [$2 theatﬂ;@stmnd al(ll&%ﬂlﬁﬂ& foFmstarex,acmm monthlfy bhdire theisyg¢m uae pwdimtd the
"ABCDEFG " and if t se ne js " FZ " the syste y

successi vel y Buis L sRE GRS B E L ek P hgot BF SRR ERGL o8 ¢ he
first usemaneoagaien@krnhine nia&iﬂnngrﬁtﬁhaChfndtrHErr&BtbOﬁhd réiS@npItecsk ahad elt@iiaidlyie t he
length (e.g t he, nunbe f characters) of the | ong | eft substring of
Lhe first useaeicREne] ' Paige A GHEds Thip N ErsBtofdhin U peeermined

Subsequent | 'y, td o8 Jsdeq B M@ WHall @nt R cht@TdHetn@bls dlred tOMestiew pibtess
substring by the length of the shorter of the first use ng and the second
usemane to caP¥f a8 éheaonﬁé)f‘ Q¥ ByEName RptehEnssCribia it Higene E:Ey SIPEd dpbe t he

robability t r
p y th;%ftm{ak@ théd & S?JI tyf}ﬁ’dgf‘a vathitdl® BECARGUHRLAA R AT BolQidly

associ at ed WI a single en instance, if the first usernane is
" ABCDEFGH, " aReicqnf thexy¥drenperessr nashe thas 2 Apatserpobability Henregweed| Sigest

left 19 SUbSEéﬂnﬂ&néa%on RBGRERR outiB ©RditiSh ShdforGOhAES fhSnik08 1o URREGUENt Y,
in this exanple, the systemmay cal culate a percentage by dividing six

(e.g., the | emgtﬁlh reyfevt precdspn@edhe pthdrihagdEthis mgnber istdsterined to gstep naak t hat
is also incl uge%j 1f Ess tﬂzﬁl 0?1% 91@91‘[ U?@lg %H@rei@%e ogltﬂi[re&l@vv%rdcestsggsehgﬁ'ﬁlte%ngf the

shorter of the ¥irst usern ne and the second usernane e system may
det er mi ne t hi sripereemanpematchimgcricripSvare ulgemaiehtdgtefmmned @éxecl@mmatéimhel then this

exanpl e, the %?e&neﬁrl]a ”%%to%g‘&c%h}gndgc?%atsp %e t&lgghd?({ g f%bfr&{lt ﬁ(t)p I)erggﬁ? to hﬁi?w% .
user name and second user nane berng associ ated sirngle entity is
seventy-five pata@nsuch that a lesser probability is required for a communication to meet an outlier
condition and/or for the communication to be referred to the review process. Of course,
in this example, if the threshold is already at fifty-five percent and the threshold is to be
reduced further, the threshold may be lowered to fifty percent, and if the threshold is
already at sixty-five percent and the threshold is to be increased further, the threshold may

be increased to seventy percent, and so on.

[S3] FIG. 5 illustrates an example method by which one or more usernames may be compared

according to one or more aspects described herein. In one or more arrangements, like the



[58] In at | east one arrangenent, if the systemdeterm nes that there is no
| eft substring of the first usernane that is included in the left side of

t he secomlouseraasme and that also is at | east two charaeCems20m/obsagt h,
then the nmethod may continue to step 525. Additionally or alternatively, if
the systemdetermnes that there is no left substring of the first usernane
that is included in the left side of the second usernane and that also is
at least two characters in length, thel’system m ght determne that the
probability that the first usernane and the second usernane are both

associ ated w ?Wﬂmlesmh@@(bﬂ]@ﬁiﬁtqdym|F§Gzerﬂ@ﬁ pamplenmethgikillpsirated ap FEQ55 may be he
system det er Q Yont [T ree "]

subsequent | ynh‘%}%ﬂgﬁg’f%‘%n dnEt ace Ctgt?]hl%s gtagcgé% %Eﬂfpu %gt62¥%§%ggtr}b8% in
per form ng onberolnOnﬂatelgodonbhem@bmbmatgtneps of the exarrpl e method illustrated
in FIG 5. [59] In step 525, it may be determ ned whether a right substring
of the THEH HPGHMRAE ISy bRl MichlShSHAAREMHACHIM ool WPGAS

step 525, ﬁhe sy tentnaéyperforntsteﬁs g?nt ar to t%ose Sesc#ﬁﬁﬁé&%g%

with respect t ecsgceémaich), Fex capipla hatystehieinpyenatingraye s enae raspghts @utb@tru ng
rat her than a i

" ABCDEFG - e Pl of P BBER sy SR b B A e
successi vely dmmm&remummgdmwnmmemwhcmeagnmghmgﬁungmml@mmesnbmtdﬁmgmwof t he
first userna ainhst the r t he second usernane to. determne
the 1 engtn (e Be IS vttt o teisf R e FRTRAESHHEROR ™ SREPEHELL g
of the first daamm&rmattthaprobﬂaﬂay $101t thedirstdseiname trieths e@omjusftﬁﬁmaarmboth
Subsequently, the system de the his | ong st

substring by EHESHELGHR SRR P P i i SepRECE® SETRE second
usernanme to catteii@l éhid ppBasiBRt a)gse oaadurtdtﬁdSp@eafnc&iataag@ t}ﬁmpelrcaﬁt@saat t he
probability that the first usern he second usernane a e oth

associ at ed wi fqareae%.ttfgpecemgmotc tftﬁterf udd dn ther secppd psepape § Qi s

" ABCDEFCH, " anfudéd tmaememuaerm vice v COBIr @ othtMBdd! ttetht: QR@est
right substrlng is " "“which is six characters long. In this exanpl e,

t he | ongest séttermeﬁghatr&g? f’ttét userppmeopid he socqadb USSR jaFrgnat latbﬁi“tchélatchg‘ﬁ? si de
of 20 each styindg nagt@!omué f@)gstetpog"l@r daqitibgunl &f hiernab¥E, GHhe kyktdnh&etdrRRBE St
string of characters matched in both strings. Subsequently, in this

exanpl e, the 8ysthefishapmencend Be sccanpeCHBRE AFa0hin atingitgthe |sttf(naemgght t he
| ength of theLong6eSkat t | so

i ncluded in tlcﬂléet secon(jttheggltohidr#@?tﬂ&/ﬁ%lfgﬁ Js%kga%é fruﬁi tﬁygei%eng rIIaPl@taéﬁot orter
of the first esedistehwithadinglvenstcsaeopswemarky)couand! thheysens tietenmveey this
determ ne thi ] C sakn this
exanpl e the ryogtﬁﬁlr?rt?% ﬁgger%gofﬁglﬁed%ﬁém %@o‘é@cﬁ%ﬁﬂ I}{ft il ﬁﬂhot I Ir%ﬂnk

user name and ptmba‘taleyoim&rmlsaronameﬁ@nmg assoohat ef thei cttlhﬁratess pfythe eeaple y i s
seventy-five g}%{hgﬁqfustritedﬂlﬁ sﬁuﬁﬁ"St Sgn > Jakf.angenent, if the system
determ nes tha I'S no Ti’g rlngo "t he first usernane that is

included in the right side of the second usernane and that also is at |east
two char d8iler & §tep § ngheHirsttuhanmendmayrbe pasetdromye dﬁdimiti:mtue)r«tctuce;a epsBREINg.

Fignt subst i ng SRPREH KElok sk T8 SUIHEILARE TMIGE R SSDELRANE, G o1

t he second useltamtmmtmﬁm‘glﬁatcnat m@arsstmmrdtGMame\m aglelim@et arch as mpdredgt h, t he
system m ght dete mne t&i %ﬁl {) t b|l ég t hat. t e first Lkderngng and the
second user nafit" eéSCBrSt §sOCiired %u‘?‘t% SIHG8 BRPITYS Y0 ey Rent |
As in step 50byminé, dnbi@r aysbtenr detetcil Neat tebstSOneraab@grenientt Yy tparsthg thHe fiest
percent, the system su uently may update and/or replace. this prabability
Gt or i hat i on T PR R ARG Bclo oot B PoUHe bt Trgpa o PpHb ERan! ¢
net hod i1l ust may @@lidd akérfes oBchalfetls thdtEepr&ehth bl shaiatcasinale @¥anpt ep tedt e

i ncluding sampl e results of usernane anal ysis accordlng to on
aspects descr FHERftcherter arstapes lgﬁlﬁﬂﬁFréam‘asxéé@nBBﬁ B&BI’ é"’eéi‘t)@arsqdnga‘i’rn;g%arrpl e

si tuation V\heﬁematﬂer&tan kAsH @REP3NYA SARIBEEBIISB@T e .dont"Pon a delimiter of
"first.last @ersonal.com"” a systeminplenenting one or nore aspects of the

di scl osure may- dBe BrFadnEeRsduesenpsBedn A MAAL wﬂn@erﬁ@ré&entséhegcharattﬁe in
characters tOﬂkQ§ﬂﬁ£&%quﬂkQ@mnﬂ& synbol , which here are flrst last") is a
one- hundr ed percent natc to the usernanme of the recipient (i

"first.last") by perform ng one or nore steps of the exanple nethod
illustrated in FIG 5. Thus, in this exanple situation, the systemfurther
may determne that the probability that the first usernanme and the second
usernane are both associated with a single entity is one-hundred percent.
Additionally or alternatively, the system m ght determ ne that the emai
comuni cation in this exanple neets an outlier condition, as the threshold



21 [62] As also seen in table 600, in another exanple situation in which
"fl ast @onpany. conl’ sends an email to "first.|ast@ersonal.com" the system
may det erwoOree1zdosto4t he usenmane of the sender (i.e., "fl &sT/US2013/033321

ei ghty-three percent match to the username of the recipient (i.e.,
"first.last") by perform ng one or nore steps of the exanple nethod
illustrated in FIG 5. Thus, in this exanple situation, the systemfurther
may determine that the probability thatd the first usemame and the second
username are both associated with a single entity is eighty-three percent.
Addi ti ond$ly v stenl 216 Haraywhel dptermined whethes hamagied sdiag éy ariubstring af the Kecoadrai |
communi cation| I SpEex i it QR t shol d
descri bed abogéeeﬂlr?%%' blse&s‘ig{%bﬁp{eﬁr%gs %?lﬁnrf‘%gf&@h% (lt}l%t estreh;%glenﬁa?lg tggg%ég{l%oo, in
yet anot her exgnphe siitgiand on mere wihppktet' fmatching, fuastidn@rodpanyringomiitckiepds an
email to "fir . e .1 ) det erm t he
asermme of -t hingihRls MERELBRBRS Aeanibliy LD FEYnL ST B Rk "
to t he usemanB0oflnpheiculecihpisgirdm (nay deterniidd the p&cchagt df dhataytependiaicdnimge one or

nore steps of the, exanple thod illustrated in . FIG 5. Thus, in this
exanpl e si t uat®oK WHE Jlr‘ﬁaé"r %Fr%flnch‘gia‘ge#“mhlﬁé”{sﬁ%tsmt“ﬁ’ea“ rOBABTEIES PR%t t he
first usemanerephidert e pabaitty ubemhneirar eschainh aag e isedoad usdrhdina ai bigh e
entity is fifty-fiv ercent. Additionally .qr alternatively, . the stem

mi gt det er i feosist viha SBaientfo FrL i aiey s HeirAse fi e Rt St meet
an outlier congdiiiAgNandas tHehRednangshahdisdesCAA BBBBBROVE. gllie RernshX bY an
percent. [64] FIGS, 7A-7B illustrate an exanpl e 6[érleéhod by which one or nore

domai ns may bemalaidiest e Ak AATHERPEGDIRD e hghen the petens maw detmiidhher ei n.

I'n one or nor groBiYiRkD S BRI perobrt Cas s £A MR OshstituteUstty per&dt binE! G 2,
t he exanple nethod illustrated in FIGS. 7A-7B may be perforned by and/or in

Nnog ‘ . y be perf
conj uncti on whtiRg oNeASrBRBBRB of Onnle ¢tbsriand. dlgthe avstee deteraduc ithsé éhernarsed n

operating al ofgn®fs doPineRARI LAtk Bringlif He sbfbnd tuERnahiBe ¢l tif tHBYecHR Heheha ned
whet her the recipient domain has been previously ranked. In at |east one

arrangenent , tops neeiatlpdethe siveree 9f phayacises tAeABbthgn aintethed geryi ceneiewp t h a
reci pi ent of i . angethel (We]g L t .

i npl enenti ng gtﬁlgg%ér' ‘%@Jngfsf}gect ang@e;l)ﬁgf tﬁ??@ggﬁ}?g Ellggtrhg?/trl%gp %%ezies?lmgfls a
reci pi ent of aotoushwdediag atsulsingsn theiseeond lusgsnagipe the opddm ought Uetepang tel the ent
domai n may be " par | ..com " | [ e , yst.em may
det or i o wheP BT Pk st ah e e TR G A AORETE Bt ol Ay BARHCIT
gueryi ng a datiapassatity vaterspancces Aoimestap 00 SiK theapkem gstemonesphie probatslity to anked

domai ns. A dogealzgro rrpa ceﬁtfjl t keegys%rsn su%lsgluent

lryI r%!sfy update and/or replace this probability
determination in performing one or more of the other steps of the example method

illustrated in FIG. 5.

[57] In step 520, it may be determined whether a left substring of the first username is
included in the second username. For example, if the first username is “ABCDEFG,” and
if the second username is “ABCDEFZ,” the system may successively compare one or
more increasingly long left substrings of the first username against the left side of the
second username to determine the length (e.g., the number of characters) of the longest
left substring of the first username that is also included in the second username.
Subsequently, the system may divide the length of this longest left substring by the length
of the shorter of the first username and the second username to calculate a percentage, and
this percentage may represent the probability that the first username and the second
username are both associated with a single entity. For instance, if the first username is

“ABCDEFGH,” and if the second username is “ABCDEFXYZ,” then the longest left



22 "noderate" risk, and/or "low' risk based on automated and/or nanual

anal ysis. For instance, a donmain may be ranked automatically by the system
via a prowessizessehi ch the system cross-references the #OowFAiSR01ayai3xst a
trusted vendor |ist, one or nore other security assessnents, and/or other
previously stored data. Additionally or alternatively, a domain nmay be
ranked manual ly by a risk analyst using simlar and/or other information.
[66] In step 710, if the recipient do n has been previously ranked, it
may be determ ned whether the rank was high. For exanple, if the system

det er mi nes t habstring is ' @dIQIRIENT Wi sk @m@ctp%é@ngo@bwqmeaﬂke@tMSeexgmpleué@ed on
one or nore d?}{}%ﬁfiﬁﬁy QUETLES Opeﬁ%nﬂgéﬁ;? W Wﬁ?‘(@% thtpn&gg?]li’ ot %@‘1&%@& IE@y

det erm ne whe reci prent domal n"was ran
on the sane amdbbsiong ofige Grst womemethaers atﬂatrablasblnqhﬁaeccmé)lser{w@@]) by nlglstt(eg 715

Tt he. recipi rétle %ﬁ} tﬁ'e Ql%ﬁern Fne %FS“[ uSBIrIIgIP' Ihg sdcBh {gs%gnla%n%)égﬁcy 1h§%}éstteni1 east

det erm ned whe e recl pien een ca

one arr angemeniay deteisofid marperc'emmge to be1OI5 @B seVRlﬂﬁﬁE&)éﬁ@ﬂRCB;usvmnlﬁh e)iamphsade
commercially gvailable by MAfe nc n_conju ion th t he
cystem For” eBhnrEn ThetebFtie e iEcondt PEA°ES: hRrSRR 405kt Sath) "one
or nore risk aategebkingbisodisied with ogiegloenthpiseewelysive@srcand/ or domai ns. The
risk categorizations may be determ ned by the softvvare tool, and in

addi ti Onéifﬁ aﬁqor Ioznlerall al?%(;nnll%rlltnﬁ the S "tem%e ermmeskthat t}(lfre 1s no lefLsu%ggtHngozpélg r

"l ow' e B WarE €gori ze domain ase
or gani zat i on figpeseframg.that fid inelndad,in niestt algelﬁma semhcﬂ nerr&hrepmd it alkeslat hcar e,

ot been pr evieBMILry i peg: 0 R ERARRRY by PN S RO R ey

be desirabl e bigermsiecls, if ihskystah agaidiZs iad thekeds o leftébabs%mfgadfhhd)ﬁ@ﬂﬁlsSﬁl@rﬂaar d

agai nst which _the recipien mal n y be anal yzed ven though the risk
cat egor i zat i of'@hiy"f/ad f-‘d‘elfletii?ﬁﬁj Hdeb&?% wsandrieagnpd {fat glge i Fs!CPROSTED

SCURCE and/ or civefcee in Iddgh, theatigi hhian ddhempe adati datjresabilitys @lat he [R8] 1N
step 720, if the recipient donmain has been categorized, the recipient

dormai n may beUsHWEY a9 e saroRe fgenarag arcnth @ssepipted Withr a spigler @EIBHISFRT donai n

has been cat egQringeds aNdéPs0si ff RNGstbBUeRiBiRgs tﬂ@@ébﬁblh@sto 'B@tzerg%@ﬂaeﬂtatﬁged
the systemmay add the recipient domain to a ranking list, which

may
represent oneSWThorRsCaHSAEN HEayt 8pdséc ARdPK Feca nd)sopropahiiks ddaigymngion in
organi zati on g&f&rﬁl goﬂé EF fore bPRAE ofnBr 3 ggftﬂgéxan{plj e it dﬁﬁ&s‘t&!g&p%FrI@nga' n has

not been categorize e recilplent domal n my De SU mitte

categorization, and it nmay be determ ned that an outlier condition is net.
[59] In step 525, it may be determined whether a right substring of the first username is

included in the second username. In performing step 525, the system may perform steps
similar to those described above with respect to step 520, except that the system may use
a right substring rather than a left substring. For example, if the first username is
“ABCDEFGH,” and if the second username is “ZYCDEFGH,” the system may
successively compare one or more increasingly long right substrings of the first username
against the right side of the second username to determine the length (e.g., the number of
characters) of the longest right substring of the first username that is also included in the
second username. Subsequently, the system may divide the length of this longest right
substring by the length of the shorter of the first username and the second username to
calculate a percentage, and this percentage may represent the probability that the first
username and the second username are both associated with a single entity. For instance,
if the first username is “ABCDEFGH,” and if the second username is “ZYCDEFGH,”
then the longest right substring is “CDEFGH,” which is six characters long. In this
example, the longest substring may be “CDEFGH” because starting from the right side of



23 For exanple, if the recipient domain has not been categorized (e.g., by
the software tool, such as TRUSTED SOURCE), the system may submt the

reci pi entwoaneyesgoer categorization (e.g., the system nR¢TAshM103EB2r equest
to TRUSTED SOURCE and/ or MAfee, Inc., to categorize the domain).
Additionally or alternatively, the systemmay deternine that an outlier
conditionis nmet. It may be desirable to determ ne that an outlier
condition is nmet in a situation where 4he recipient domain has not been
categori zed and/ or ranked because in such a situation, the recipient donain
may represent caghpwRyang meyingtteveds potlefht CRIEFORY anthetlongestsaingeaf ich#iaaiese ur i ty.
As descri bed n n i aresult
in the particu gyg%onﬁhﬁlca %o%uﬁggﬁmﬁy gﬁ%%f%%mﬁgmﬂék |ewﬂa¥§%ml step
730, if the reorpiagntbydbwding shas-&. ﬂlan\dmgdlf ofhihgHongest mehy sidstrigtadrthd fisd t hat
an outlier cop [ I n y

reci pi ent doma% Ihﬁlgqldb%s ﬁ?o o Qg%fr llﬁlztg%%gé%a &elﬁ&k@eﬁy é}é]k (g!F’ the lgng%}pgf the

det er m ned t hsltortanofotht tﬁrsemsamurtw a:ndolne sex;omiaﬂsernﬁme) exdtip sestenn fmay metemgnae em
determ ned (e he reci pient anked as a
"hi gh" ri sk, ‘ﬁseﬁeéﬁ?%&a%%oﬁzﬁ%gé’{ %‘?Vﬁ?‘% i REEin %‘ﬁthq%? e’%?%‘#?}géaﬁﬁ SRS et |
Agai n, as desdﬁmhem:ahoﬂede@memmbﬂMngﬁmhakm&nmoumlmeme@mmdmﬁhmm:bSnget may
result in the ﬁartl ul ar mruni cati on pbeing submtted for review [71] In
step 735, if CREFELY %ﬂPgEEWﬁﬁﬁsﬂﬁgg N6PFdVe a rank of high, it may be
determ ned that an outller condition is not net. For exanple, if the system
deterninqdﬂ(ehgnkmmnmsaﬁmg&ﬁaﬁifhmkyﬂ@mdm@ﬁmnhemtmdﬁmaknn@msmmmhgbbmked as
a "high" risk_.and/ or det (e.q., in ste 5) that the
ect prent  dondihsems it dadHEHTERE Febas b Sfgine Pt ahl g e,

m ght not det eadtithe clidraterain @gﬂal 1heﬂi themdiomn@@ cosinieto stdp/2b. ¥aditionslyaspect s

descri bed herein ma enbodi d as a_nethod, an apparatu as one or
more conput er 2SI Vé? heaSET %?WH’@S% FIF By 1O RHE PPt e PR USETERG

Accor di ngly, tﬂapgeinaﬁ@a%&herrﬁghttsaiéeofttb@séc@ﬁdm@fnaal@ aﬂﬂltﬂhd‘[ alsy ihar dnamgo
enbodi nent, an entlrel sof t war e enbodi nent,  or nmbodi nent. conbi_ni ng

software and 5@cﬁ@3SﬁﬁwléﬂﬁﬁdkmﬁpmedﬁmtﬁéIﬁ@?ﬁ@&’§?&ﬂ§ d8&cri bed
herein may beu&ﬁﬁﬁfé'ﬁfé e s@&ﬂ@%@rﬁarﬁ‘&@fé%cﬁl@'a@obﬁt@& M»lﬁlth(%ﬂr%le éﬂﬁqaﬂsdketré on,
vari ous si gnal S repr esenting data or events as describ ereln may be
transferred bé@rﬁi@énA&ms%@riQ% ity wstg@sleieraingsohisiprobelibityfte bezesp pplicgmthand/ or
el ectromagnet | I n as
kst %‘éﬁ&?%eri m@ 89&&@%9@0 iRl - &R %%B&dllﬂg %egflngla?déﬁ:hn air

netal wres, optica or wmrel e transm ssi o
and/ or spac e) perfapaping one or more of the other steps of the example method illustrated in FIG. 5.

[61] FIG. 6 illustrates an example table including sample results of username analysis
according to one or more aspects described herein. For example, as seen in table 600, in
an example situation where “firstlast@company.com” sends an email to
“first.last@personal.com,” a system implementing one or more aspects of the disclosure
may determine that the username of the sender (e.g., the characters to the left of the “@”
symbol, which here are “first.last”) is a one-hundred percent match to the username of the
recipient (i.e., “first.last”) by performing one or more steps of the example method
illustrated in FIG. 5. Thus, in this example situation, the system further may determine
that the probability that the first username and the second username are both associated
with a single entity is one-hundred percent. Additionally or alternatively, the system
might determine that the email communication in this example meets an outlier condition,

as the threshold described above may be sixty percent.



[ 73] Aspects of the disclosure have been described in terns of illustrative
enbodi nents thereof Nunmerous ot her enbodi nents, nodifications, and

vari at i orwowntdiossothe scope and spirit of the appended eCaiusgomioBis2bccur to
persons of ordinary skill in the art froma review of this disclosure. For
exanple, one of ordinary skill in the art will appreciate that the steps
illustrated in the illustrative figures may be perforned in other than the
recited order, and that one or nore st&dps illustrated may be optional in
accordance W|th aspects of the disclosure. 25 Wiat is clained is: 1. A

met hod, d@Hpr iAsiakg:seen in tablg ef¥nin anpthagexatplezsitaaiopur whighdéest@eompany.com”
Che comput i ng" Baut et e RaRBRBN Bl b it Rl ferrming AF LA, | 7Y,
condi ti on t hatf thetwendemdis., i‘iger éssenm sightyrthek pefcentniaetchh oo itheethediags eofi that i on
of the nonDUbh:icﬁoieinp rn%rét?e@t”) % performing one or more steps of the example method
illustrated in FIG. 5. Thus, in this example situation, the system further may determine
that the probability that the first username and the second username are both associated
with a single entity is eighty-three percent. Additionally or alternatively, the system

might determine that the email communication in this example meets an outlier condition,

as the threshold described above may be sixty percent.

[63] As further seen in table 600, in yet another example situation in which
“first].lastl@company.com” sends an email to “first2.lastl @personal.com,” the system
may determine that the username of the sender (i.e., “firstl.lastl”) is a fifty-five percent
match to the username of the recipient (i.e., “first2.lastl”) by performing one or more
steps of the example method illustrated in FIG. 5. Thus, in this example situation, the
further may determine that the probability that the first username and the second
username are both associated with a single entity is fifty-five percent. Additionally or
alternatively, the system might determine that the email communication in this example

does not meet an outlier condition, as the threshold described above may be sixty percent.

[64] FIGS. 7A-7B illustrate an example method by which one or more domains may be
evaluated according to one or more aspects described herein. In one or more
arrangements, like the example method illustrated in FIG. 2, the example method
illustrated in FIGS. 7A-7B may be performed by and/or in conjunction with one or more

of the computing devices described herein operating alone or in combination.

[65] In step 705, it may be determined whether the recipient domain has been previously
ranked. In at least one arrangement, the recipient domain may be the web domain
associated with a recipient of a particular communication being analyzed by a system
implementing one or more aspects of the disclosure. For instance, if a recipient of a
communication is “first.last@personal.com,” the recipient domain may be
“personal.com.” In one or more arrangements, the system may determine whether the
recipient domain has been previously ranked by querying a database that stores domain

risk rankings for previously ranked domains. A domain may ranked as “high” risk,



In response to determning that the comunication neets the at |east one
outlier condition, submtting, by the conputing device, the conmunication
for revi ew0202/00389¢ net hod of claim 1, wherein determ niPal/Usheét loas32t he
conmmuni cation nmeets at | east one outlier condition includes determ ning
whet her the communi cation was sent froma user with privil eged access to
one or nore databases in which non-public information is stored. 3. The
met hod of claim1, wherein determ ni ng?Ahet her the comunication neets at
| east one outlier condition includes evaluating the tinme at which the
comuni cat i on“Wederai@ntisk, and/orTHewfraisk dascd foncquidnpmter], angrps mednpal ceaelypip fiong
whet her the cgupynl | : ' condif | es
conparing a first Uggéﬁgﬁenﬂgg%%&% édtalélgﬁ% I%ﬁ&g)yg%%ggrg&gga {]ﬂjgéégg%lﬁn&ctg‘?i on
Wi th a secondsyser parercissoes @it admaint dgamst edivpicénendi lishene @mmme edter on.

5. The nethod_of .cl ai | 21 M. N et her.. C l.catlon
meets at | east e%grrll a%ﬁépﬂ]egtrs Vgé g)r’?glbtp?rgﬁ&?é\uc ylrj%)ggsh dg&\}alﬁu@fqohggaor%%{&h%&é
associ at ed w tibman mag bpiagkdd rodnusllyebycoisandlysa idiggsimilf .andieotive itfathaodn. cl ai m

1, wherein determ ning whether the communication neets at | east one outlier
condi t100ed)CHIAGS 7 8Y 3 HESR a3Hfh L pbh IR ARRRUALA D thaly el rmined
comruni cg? |]on. %§ %ﬁe rret%fgtgenofl claim E . %relﬁ, deter m na&ngﬁ3 wﬁetrar{lﬁlgr t he
comuni cat i onwiretbtrsthatrankeest higine FougAaipie, cfothdisyitom detaphindebatetialresgtisnng t he
armunt  of ”Onaé’n‘%abu'a s Il)r%ifiglrlsﬁryp}ahl?er& ('e.Q.? L)éjsg(? gn bk otrr}r?org QB4 c(fuae;[icles?g]s' described

above), the system then may determine whether recipient domain was ranked as a “high”

risk (e.g., based on the same and/or one or more other database queries).

[67] Instep 715, if the recipient domain has not been previously ranked, it may be determined
whether the recipient domain has been categorized. In at least one arrangement, a
software tool, such as TRUSTED SOURCE, which is made commercially available by
McAfee, Inc., may be used in conjunction with the system. For example, the software
tool may store (e.g., in a database) one or more risk categorizations for one or more
websites and/or domains. The risk categorizations may be determined by the software
tool, and in addition to categorizing domains as “high” risk, “medium” risk, and/or “low”

risk, the software tool also may categorize domains based on organization type (e.g.,

finance, news agency, online shopping, healthcare, education, etc.). In one or more

arrangements, where a recipient domain has not been previously ranked (e.g., internally
by the organization), it may be desirable to use a risk categorization (e.g., as a fall back
standard against which the recipient domain may be analyzed, even though the risk

categorization may be determined by an external entity, such as TRUSTED SOURCE

and/or McAfee, Inc., rather than the organization itself).

[68] In step 720, if the recipient domain has been categorized, the recipient domain may be
added to a ranking list. For example, if the recipient domain has been categorized and/or
if the recipient domain has not been ranked, the system may add the recipient domain to a
ranking list, which may represent one or more domains to be analyzed and/or ranked by

the organization in the future.

[69] Instep 725, if the recipient domain has not been categorized, the recipient domain may be

submitted for categorization, and it may be determined that an outlier condition is met.
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categorization (e.g., the system may submit a request to TRUSTED SOURCE and/or
McAfee, Inc., to categorize the domain). Additionally or alternatively, the system may
determine that an outlier condition is met. It may be desirable to determine that an outlier
condition is met in a situation where the recipient domain has not been categorized and/or
ranked because in such a situation, the recipient domain may represent a newly
encountered potential threat to information security. As described above, determining
that an outlier condition is met may result in the particular communication being

submitted for review.

[70] In step 730, if the recipient domain has a rank of high, it may be determined that an
outlier condition is met. Additionally or alternatively, if the recipient domain has been
categorized as a “high” risk, it may be determined that an outlier condition is met. For
example, if the system determined (e.g., in step 710) that the recipient domain was ranked
as a “high” risk, the system may determine that an outlier condition is met. Again, as
described above, determining that an outlier condition is met may result in the particular

communication being submitted for review.

[71]  In step 735, if the recipient domain does not have a rank of high, it may be determined
that an outlier condition is not met. For example, if the system determined (e.g., in step
710) that the recipient domain was not ranked as a “high” risk and/or if the system
determined (e.g., in step 715) that the recipient domain has not been categorized as a

“high” risk, the system might not determine that an outlier condition is met.

[72] Various aspects described herecin may be embodied as a method, an apparatus, or as one
or more computer-readable media storing computer-executable instructions.
Accordingly, those aspects may take the form of an entircly hardware embodiment, an
entirely software embodiment, or an embodiment combining software and hardware
aspects. Any and/or all of the method steps described herein may be embodied in
computer-executable instructions. In addition, various signals representing data or events
as described herein may be transferred between a source and a destination in the form of
light and/or electromagnetic waves traveling through signal-conducting media such as

metal wires, optical fibers, and/or wireless transmission media (e.g., air and/or space).



10. The apparatus of claim8, wherein determ ning whether the comunication
neets at | east one outlier condition includes evaluating the tine at which
t he conmmiOcatoossmas sent. 11. The apparatus of cl ai mP8T/Ushen®B33321
determ ni ng whet her the comruni cati on neets at | east one outlier condition
i ncl udes conparing a first usemane associated with a sender of the

comuni cation with a second usenmane associated with a recipient of the
communi cation. 12. The apparatus of c}%ai m 8, wherein determ ni ng whet her
t he communi cation neets at |east one outlier condition includes eval uating
a domai n [BYsodseecedofuine Wisglosweigveecnodeserhed ciarmimi efatliugretive gabodiments
apparat us of St RunbSL i dRKRHTL REAMBIAC ok VL ERITUANAR Qbpireet o
at |least one outlier condition |nc e$ evaluati'ng a subject Tine

associ at ed wi tuhl g of dwrnpinded ¢lams w1114ccuﬂ't®a>eaq9psa®fatrdmarmskldInathmaa fromher ei n
et ot ol 10 PHSINEL GG Hor BB, URSHS dlud SAPL, AN OHLLHELEON L1 on
i ncl udes eval uatin e anount ubl i mtormation I ncraded i

comruni cat i onthe sﬂebs iltrdteslais ttheoiliastraove ﬁglmsna;ydxewecfonmndtmrothleemdlabieeeqmedjl um
storing conput%r §ﬁﬁqtable |nstru n_execut ed §ast

one processor B RS B sl BE pp P REGFHIG s

conmmuni cat i ont}tehlattlommel udes non-public information;



det erm ne whether the comuni cation neets at |east one outlier condition
that, when net, represents a risk of unauthorized di ssem nation of the
non- publ iwoi2nf2o0ssti on; and in response to deter nPrirug2aihasssche
conmmruni cation nmeets the at | east one outlier condition, submt the

comuni cation for review. 27 16. The at | east one non-transitory
conput er -readabl e nmedi um of cl ai m 15, wherein determ ni ng whet her the
communi cation nmeets at |east one outli®r condition includes determ ning
whet her the communi cation was sent froma user with privileged access to
one or noYeatdelaampedsie's in which non-public information is stored. 17. The
at | east one non-transitory conputer-readabl e nedi um of claim 15, wherein
det er m nilng whAendikqd, edreprisgnuni cati on neets at | east one outlier condition
includes evaluating the time at which the conmmuni cati on was sent. 18. The
at | east one montifymarhyiacompuiggrisvice e coamyalsiton s inghdesmopipablin 15, wherei n
det er m nijng.ywaef.her the comuni cation neets at |east one outlier condition
i ncl udes conparing a first usemane associated with a sender of the

communi cat i on gk ifhnife $§ 4RIMPFETABCA IR ED it fbaflod B& LI RAL AE T he

communi cation.
outlier condition that, when met, represents a risk of unauthorized dissemination of the non-

public information; and

in response to determining that the communication meets the at least one outlier

condition, submitting, by the computing device, the communication for review.

2. The method of claim 1, wherein determining whether the communication meets at least
one outlier condition includes determining whether the communication was sent from a user with

privileged access to one or more databases in which non-public information is stored.

3. The method of claim 1, wherein determining whether the communication meets at least

one outlier condition includes evaluating the time at which the communication was sent.

4. The method of claim 1, wherein determining whether the communication meets at least
one outlier condition includes comparing a first username associated with a sender of the

communication with a second username associated with a recipient of the communication.

5. The method of claim 1, wherein determining whether the communication meets at least
one outlier condition includes evaluating a domain associated with a recipient of the

communication.

6. The method of claim 1, wherein determining whether the communication meets at least

one outlier condition includes evaluating a subject line associated with the communication.

7. The method of claim 1, wherein determining whether the communication meets at least
one outlier condition includes evaluating the amount of non-public information included in the

communication.
8. An apparatus, comprising:
at least one processor; and

at least one memory storing computer-executable instructions that, when executed by the

at least one processor, cause the apparatus to:
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determine whether the communication meets at least one outlier condition that,

when met, represents a risk of unauthorized dissemination of the non-public information; and

in response to determining that the communication meets the at least one outlier

condition, submit the communication for review.

9. The apparatus of claim 8, wherein determining whether the communication meets at least
one outlier condition includes determining whether the communication was sent from a user with

privileged access to one or more databases in which non-public information is stored.

10. The apparatus of claim 8, wherein determining whether the communication meets at least

one outlier condition includes evaluating the time at which the communication was sent.

11. The apparatus of claim 8, wherein determining whether the communication meets at least
one outlier condition includes comparing a first username associated with a sender of the

communication with a second username associated with a recipient of the communication.

12. The apparatus of claim 8, wherein determining whether the communication meets at
least one outlier condition includes evaluating a domain associated with a recipient of the

communication.

13. The apparatus of claim 8, wherein determining whether the communication meets at least

one outlier condition includes evaluating a subject line associated with the communication.

14. The apparatus of claim 8, wherein determining whether the communication meets at least
one outlier condition includes evaluating the amount of non-public information included in the

communication.

15. At least one non-transitory computer-readable medium storing computer-executable

instructions that, when executed by at least one processor, cause the at least one processor to:
identify a communication that includes non-public information;

determine whether the communication meets at least one outlier condition that, when met,

represents a risk of unauthorized dissemination of the non-public information; and

in response to determining that the communication meets the at least one outlier

condition, submit the communication for review.
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16. The at least one non-transitory computer-readable medium of claim 15, wherein
determining whether the communication meets at least one outlier condition includes determining
whether the communication was sent from a user with privileged access to one or more databases

in which non-public information is stored.

17. The at least one non-transitory computer-readable medium of claim 15, wherein
determining whether the communication meets at least one outlier condition includes evaluating

the time at which the communication was sent.

18. The at least one non-transitory computer-readable medium of claim 15, wherein
determining whether the communication meets at least one outlier condition includes comparing
a first username associated with a sender of the communication with a second username

associated with a recipient of the communication.

19. The at least one non-transitory computer-readable medium of claim 15, wherein
determining whether the communication meets at least one outlier condition includes evaluating a

domain associated with a recipient of the communication.

20. The at least one non-transitory computer-readable medium of claim 15, wherein
determining whether the communication meets at least one outlier condition includes evaluating a

subject line associated with the communication.

21. The at least one non-transitory computer-readable medium of claim 15, wherein
determining whether the communication meets at least one outlier condition includes evaluating

the amount of non-public information included in the communication.



