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APPLI CATI ON LEVEL SECURI TY SYSTEM AND METHOD
BACKGROUND OF THE | NVENTI ON 1. Field of the Invention
This invention relates to a system and nethod for . est abl i shi ng

secured comungedn2e¥s pat hways over an unsecured 5 open pegineétors:

2. Description of Related art
t he use of

The present invention involves

"smart card" technology to facilitate the sendi ng of

aut henti cat abl e docunents over the Internet. It may be used with the
systens and net hods 10 describes in copending U S. Patent Application
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08/ 285,134, filed August 3, 1994, and 08/416, 045, filed
1995. The first of the two copendi ng applications describes

use of smartcard technology to digitally sign information for

APPLICATION LEVEL SECURITY SYSTEM AND METHOD
BACKGROUND OF THE INVENTION

1. Fiela of the Invention
This invention relates to a system and method for
establishing secured communications pathways over an unsecured

open network.

2. pescription of Related Art

The present invention involves the use of "smartcard”
technology to facilitate the sending of authenticatable documents
over the Internet. It may be used with the systems and methods
describes in copending U.S. Patent Application Serial Nos.
08/285,134, filed August 3, 1994, and 08/416,045, filed April 4,
1995. The first of the two copending applications describes the
use of smartcard technology to digitally sign information for
electronic authentication, while the second of the ¢two
applications described the use of smartcard technology to
facilitate electronic payments and protect account information
transmitted over the Internet in connection with the payments.

The present application involves the same smartcard technology



el ectronic authentication, while the second of the two 15
applications described the wuse of smartcard technology to

facilitate el ectronic paynments and protect account information
transmtted over the Internet-in connection wth the paynents. The
present appl] ' I nvol ves the same smartcard technol ogy
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generation o a SeSSI on ey 1n order to secure the channel.
The | nt er netenaurimdtial @&mmﬁmﬁ&lmswémwmdmmmel, anddthe

each individual user may possess one or nore conputers of any type,
Wi t h access generhtionsotns csessiameyhinughdeh o isequfecthedchannel.t 0 as a
"client node." When a sensitive file is transmtted. over an
unsecured network such as the Internet, not only nust the 10 sender

ensure.that the 'Iec-nnt e W4 (41 but
the recipient i st‘rb‘Ft' Eﬁ@ d%&ﬁﬁg %{%‘:«%ﬁa‘!&g?ﬁng%f UREFP1 y%%
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sender is the actual origlnator t he docunent
type, with access to the system occurring through vhat is referred
to as a "client node." When a sensitive file is transmitted over
an unsecured network such as the Internet, not only must the
10 sender ensure that the file cannot be accessed by unauthorized
parties, but the recipient is often faced with the challenge of
verifying that a received document has not been tampered with, and

that the purported sender is the actual originator of the

document.

15 Current digital signature generating and file encryption
methods, including DES and private/public key cryptosystems,
provide adeguate protection if both parties have the capability
of generating the necessary Xeys. However, since the protection
provided by a key is generally a function of the relative

20 computing power between the key generator and those attempting to
defeat the key, and since key generation technology often cannot
be exported, key generation is best left to agencies known as "key
servers,® having the capability both of generating and protecting
the keys thus generated.



15 Current digital signature generating and file encryption

met hods, including DES and private/ public key cryptosystens, provi de
adequate protection if both parties have the capability of
generating the necessary keys. However, since the protection

provi ded by a wewmsrgenerally a function of the relative 2@crmusésagpsti Ng

power between the key generator and those attenpting to defeat the
key, and since keya graknessoottaph aysten wiich rediest on key sdxversplieedin
key generation is best left to agencies known as "key servers,"

havi ng the caphéiinitiabtestablishuenti of commmninatdangg between the payties
t hus gener at ed. - 2
VO 97?23972 to the communication and the key serveye1/ The5ame problems noted

Poitral oot anhpayee ARvET iR dhrinkizafian R 26 A4 R0 d' communiphEfon,
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i nvol vi ng aut tication of the parties to a comunication, = 5 are al so
present in coBouR cedmmunsidetiionenand ethes agenhcye yialdh eprovides encpyption
communi cati on and the agency which provides encryption services to

t hose parti espervices htbagithose nartiesycrevengHthough the key server might
possess its own secured network. Also, once the parties to the
communication are' authenticated, there remains the problem of key

10 distribution. Distribution of keys over the public network is
obviously the most convenient method of key distribution, but such
electronic transfer is generally less secure than distribution of
keys by means other than electronic transfer or by means of a
completely secured network line. The present invention seeks to

15 address the problems of authentication and key distribution by
providing a secured gateway or firewall between the key server and

the Internet.

While the present invention is particularly weil suited to

the establishment of secured communications channels over the

20 Internet itself, those skilled in the art will appreciate that the
principles of the invention are generally applicable to any
communications carried out over an unsecured network, in which a
firewall needs to be established between at least one of the

parties to the communication and the unsecured network. The

. 25 invention can in general be used to protect any private network

for which an Internet node is desired without compromising the



possess its own secured network. Al so, once the parties to the
comuni cation are authenticated, there remains the problemof key 10
distribution. Distribution of keys over the public network is

obvi ously the nost convenient method of key distribution, but such

el ectronic tgﬂp§%£§nis generally | ess secure than distribution of
keys by means ot Her than electronic transfer or by means ofPGI/US96/19752
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provi di ng a reteserkd.gateway or firewall between the key server and

the Internet. Wiile the present invention is particularly well
suited to t he establishnment of secured comruni cati ons channel s over
the 20 Internet itself, those skilled in the art will appreciate that
t he pri ncfhpepresent dnventiionoisathuy designed Lopenabbe cpaxties) on

comruni cations carried out .oyer an un ecureq network, in which a

firewal | neé‘d?eFBrﬁé ne&vaxk eﬁmeaﬁ’ BetRe Inkexdiet; gF other publig os
toth ' ' . ' ti

D Lo WSROy DDA UeP BELBI parli <88, goclfif e

gnt ernet NOGad StRESipa@ey 6HO0the” OPEHDIE SindkwbPR, while maintaining an
otherwise impenetrable "firewall" between the public network and

the secured network.

SUMNARY OF THE INVENTION
10 It is accordingly an objective of the invention to provide
a system and method of establishing secured communications
pathways across an open unsecured network, without compromising
the security of any parties to the communication, by establishing
secured gateways or firewalls between the Internet and any party
15 which desires protection.

It is a further objective of the invention to enable parties
on an unsecured network to exchange authenticatable files
instantaneously using a key server to generate digital signatures
and/or encryption keys, and without initial certainty by either

20 party as to the legitimacy of the purported key server.

It is a still further objective of the invention to enable
parties on an unsecured network to exchange authenticatable files
instantaneously using a key server to generate digital signatures

and/or encryption keys, and without initial certainty by the key
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privacy of the network, including governnent and commer ci al

net wor ks. The present invention is thus designed to enable
parties on a secured network to conmunicate via the Internet or

ot her public woo9m23es work by establishing safe passage bet wpefkdspospcur ed
net wor k and the party on the public network, while maintaining an

ot herw se i npsegiwenbhe tédi thealdéntidiynesnthecpprbies raguestiinghdhe digitahe
secured net worKk. SUMVARY OF THE | NVENTI ON 10
It is accordi sjgpatureprdtor &eyS.t he i nvention to provide a system
and nethod of establishing secured comuni cations pat hways across an
open unsecured network, w thout conprom sing the security of any

arties to the co Nk cag,Len t | S : e
Pi rewal | s bet menn?ﬁekgn&é?ng?%#aﬁ?fl%ar ‘}y&gofS the \%ﬁ%ﬁiggg??%s%}%m& a
protection. gystem and methbd fordestdlblithioly S6éhréd eomlificaY £OAS PathWays

enabl e parties on an unsecured network to exchange aut henti catabl e
files § betweehaoa qrisiateunetwork land anr open unspearedt netivork Alin order
si gnat ures and/or encryption keys, and without initial certainty by

either 20 tpaenpble dataheommpicationsotothe pawpind antbetweenca party
on the unsecured network and a party on the secured network, while

minimizing the complexity and hardware requirements of the system.

These objectives are accomplished, in a preferred embodiment
10 of the invention, by
1.) Using a smm:t card to distribute shared secret keys
between a computer which serves as the above-mentioned firewall
and a client node on the Internet;
2.) Using the shared private keys to establish mutual
15 authentication between ‘the gateway and the smartcard;
3.) Generating a Eession or temporary secret key for use in
further communications between the gateway and a client node once
communications have been established;

4.) Encrypting further communicatione using the session key.

20 Still further security can be obtained by arranging the key
server to perform partial digital signing while allowing the

smartcard to perform the remainder of the digital signing.
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It is astill further objective of the invention to enable parties
on an unsecured network to exchange authenticatable files

i nstant aneously using a key server to generate digital signatures

and/ or encryption keys, and without initial certainty by the key
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network and a party on the secured network, while m nim zing the
conpl exi ty dihe lgatewaycprogessamwiidd néticommandicete with anyone unleShcthe
obj ectives are acconpljshed, in a preferred enbodi nent 10 of the

i nvent Pon, 1§ser and his or jher smarf card,Rass,A] G ldeRgprEasponse rtest,
20Tl KOV untng, R R, TR iRl BFRFoRRCLE 89 ChEAE " o
possession of the user and may easily be further protected by a

secret code. These and other advantages of the invention will

become more apparent based on the following description, although

10 it should be appreciated by those skilled in the art that not all

of the advantageous features are mandatory, and that portions of

the invention may be omitted or varied without departing from the

intended scope of the invention.

BRIEY DESCRIPTION OF THE DRAWINGS
15 Figure 1 is a schematic diagram of a system constructed in
accordance with the principles of a preferred embodiment of the

invention.

Figure 2 is a flowchart showing a method of preparing a
smartcard for use in implementing the principles of a preferred

20 embodiment of the invention.

Figures 3a and 3b are a flowchart showing a method of
establishing the identity of both the gateway processor and a
client and of generating a session key for use during transfer of
a digital signature or decrypted encryption session key between

25 the gateway processor and the client sender or receiver.



2.) Using the shared private keys to establish nutual 15

adt henti cati on between the gateway and the smartcard, 3.)
Generating a session or tenporary secret key for use in further
comuni cati ons between the gateway and a client node once
communi cat i onsyiyamazkeen est abl i shed; 4.) EncryRpicrifdedissdner

- communi cations using the session key. 20 Still further Security
can be obtained by apgROOLNY SEECRIPYION OF TIES PREFERREDC EMSODIRRNTS 2l
digital signing while allow ng the smartcard to performthe

remai nder of the dihg prlefergednembodiment of the invention is practiced on an

5

WO 97/ 23972

PCT/ US96/ 1975ensecured puhliﬁscmwtﬂaﬁiemt neﬂmléf &uchqagythe Fnteanat, heRr

a highly
on
attacks
unl ess the
test,

secured Vir n i s _ohtained in whi rtie

eltﬁ%?n%?ftfé‘%f t F‘h&ﬁé ar% 'b*teB o 3a| n%*t‘dbufg 38&‘:&‘ is
t h

sequinfed’¥ K? CEGRSRO 2 aha'R sRAPTURNECHEnily el PREaIng

Mféﬁnim:ﬁmat fiaedsti-tw ' Hnartcaka pLot ect ed by being in the

possession of the user and nmay easily be further protected by a

10

20

. 25

Those skilled in the art will appreciate that the term

sgmartcard® as used herein is intended to refer to a variety of

media, including both integrated circuit "chipcards" and PCMCIA

cards. Each client node may communicate with any other client
node on the Unsecured network using appropriate communications
software, and without any prior relationship between the parties

to the communication.

The smartcard has stored thereon a shared secret key which
is preferably inaccessible even to the user possessor of the card,
and which is associated with a corresponding secret key stored in
a form accessible to a gateway processor or firewall situated at
another Internet client node. .'I'he gateway processor controls
communications, in the illustrated embodiment, with clients of a
secure network 6, including a data server 7 containing information
to which access is restricted, and a private key server 8. It
will be appreciated by those skilled in the art that the “secure
network" need not take the specific form illustrated, but in

practice can be any computer or group of computers to which

controlled access is required. In whatever form, however, no data
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secret code. These and ot her advantages of the invention wll becone

nore apparent based on the foll ow ng description, although 10 it should
be appreciated by those skilled in the art that not all of the
advant ageous features are mandatory, and that portions of t he

I nvention tted or varied w thout departing fromthe :

i nt ended sgg%'gl}g?gﬁ]e i nventi on. BREUSHIFEZRI PTI ON

OF THE DRAWNGS . 15 Fig 1.is.2a.s mati.c di agram of system

const ruct ed % a1iGwed a’é%opagﬁce%\%‘st h’lfiﬁ'?wﬁﬁ'?ﬁci Y ags are
enbodi ment  QlydHimticated tR¥SEJH Xhe use of a se%ref'l&‘y.e 2 is a flowchart
showi ng a nethod of preparing a smartcard for uUse in inplenenting
the principles of a preferred 20 enbodi ment of the invention.

Figures 3a and 3b are a flowhart showi ng a net hod of est abl i shi ng
the identity of Bstlin theymyster described imdthe above-citeshtUsS.d Ratent
generating a session key for use during transfer of a digital

si gnat ure oPRRIdCAtien oRclypt0&Si28addfon tas SMARNSITdsUsed: HEo gmaoNIP
gr ocesgor ar}:%@%i%'a. eg}xssﬁp e 1ds Ceait\éﬁrénbodinent of the invention must
be initialized before it can be used, i.e., the keys necessary to

establish initial communications must be pre-stored ofx the card

before the card is transferred to the client. Those skilled in

the art will appreciate that after a secured communication has

10  been established, it is possible to arrange for cnanging of the
keys in a manner unobservable by the cardholder using encrypted

keys, so as to providé greater protection for the server, although

for many putposes such additional security may not be necessary.

Generally, initialization will be carried out by the private

15 gateway processor at a physically secure location in which is

situated a card initialization terminal 7. Initialization

involves storing on the card information which will be used later

for the purposes of .authenticating communications between the key

server and the client, as well as for developing the actual keys

20 used to encrypt files for sending. The information includes, for

the illustrated embodiment, a unique user I.D. and the card’s DES

master key (CMK) (used by the sender of a file to generate a DES

session key (SES) each time a file is sent). 1In addition, the

smartcard may be encoded with additional information or keys, such

25 as is described in copending U.S. Patent Application s.'n.
08/416,045, filed April 4, 1995.
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DETAI LED DESCRI PTI ON OF THE PREFERRED EMBCDI MENTS The
preferred enbodi ment of the invention is practiced on an unsecur ed
publ i c communi cations network such as the Internet, for connecti ng
a plurality ofwol9eresszz nodes 1, each of which is 5 equi peeaisyd fofsra
conputer 2 and a smartcard reader for reading I nformati on and
files froma snart xaitdidlly, as illustrated Thofieke [2/,ca smartheazdt (ox lother
appreciate that the term "smartcard" as used herein is intended to

refer to a vafiCchiprbased mediumy(isnch A8 ani 46 iR vhieh has besn zemoved
"chi pcards" and P | A 0 cards.. .Each,client, node. communi cat.e

Wi t hpan_y ot her™¥0M Efig card) is i%%%?ﬂl jﬁ%@ geﬁﬁ%d“ﬂ%ﬁ%k‘ﬁ'&?ﬂ&e’mlnus
appropriate C%‘P&“k&ﬁ&%{;“gstep 10) anaof:ﬁl"aéfghetvﬁ&ép S%EQQHBraQymi’éﬁ&r DES key

rel ati onshi p between t art’l es onmuni cat i on.

The smarg card (amk)ShRacthé heiffie aseiamdd ayecgehekstedhistep 24). The next

preferably inaccessi ble even to the user possessor of the card,
and which i s atepcintthe cari niddaldzatidnpromss=tiskty sttorecthemmaster DES

a formaccessible to a gateway processor or firewall situated at
anot her | nter Koy §FEht(uhded. igtthe gamaAs Thecgateyay procsesor’s naster DES

cecure netvor ey VMR Y onRd SR oD S T Font SprR e tfkn fafeeT wnien
be appr eci af oy SRS, He” Frafffafil e kip N GR (@kep 50) . Preferantl)
10 the information stored on the card is protected during the
transfer by a non-secret cbde which can be changed upon receipt

by the cardholder to ensure that only the original cardholder will

be able to use the card.

When a client wiéhes to establish communication with a party

15 on the secured network, for example to obtain a digital signature
for use in sending an authenticatable file to another unsecured
client node, the client node 1 sends a reguest toc the gateway
processor in order to begin a mutual authentication procedure

wvhich involves using master DES keys (CMK) and (SMK), and random

20 numbers RND,, and RND, generated respectively by the gateway
processor and the client, to establish to their mutual
satisfaction the identity of both the gateway processor and the

client and to generate a DES session key (SES).

When the gateway processor receives the request for
25 establishing communications with a party on the secure side

of the gateway, it retrieves the master DES key (SMK) associated



net wor k" need not take the specific formillustrated, but in

practice can be any conputer or group of conputers to which 25

control | ed access is required. In whatever form however, no data
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conmuni cations are aut henti cated through the use of PI/US6AWE2 ey,

Aol cat on RS, E687HERE 19" 1CnA KRR, difhe | (Shed T568),  The, gatevay
conmmuni cat i Ghfoddksdie thienl gehakates 'dOHNEA rRimbele (RRBSH! I(Qaeﬁvéio; , and

be initialized before it can be used, i.e., the keys ne'(‘,’essary
est abl i sh i rsdnas themnﬁmntnunhemwnnngqe o it elddntmode Jcattlempting to
before the card is transferred to the client. Those skilled in t he

art will apmetaklish the EPF!Fr%P%iéBUr(@GBEoﬁﬂﬂhé c&heclient node 1|pagses

t abl | shed bl.e t f fqthe keys, i
ﬁznﬁerésnibsmaw@”o‘éisriw%ea?@%nﬁe 85, 38, 5h8n EigpreRra 3 insgrted ‘G e o
provide gre %o‘?‘ﬂ" O'Eaiﬁﬂr %93 er &' Vifile M%‘iﬁ@r J.s proLBEe&raQB’ enter

pur poses suc a I t1Tonal securil may not be necessary
his or her secret code or password (step 550) which was

established when the initialized smartcard was initially obtained
from the key server. If the user is not authorized, the procedure
10 terminates (step 550B). If the secret code is validated (step
S550A), enabling access to the smart card, the smart card encrypts
the random number (RND,) using the card’s master DES key (step
560) and generates another random number (RND.) which is combined
with the encrypted first random number (RND,;) using an exclusive
15 OR function and encrypted using the card’s master DES key to
obtain a DES session key (SES1) (step 580). The smart card passes
the encrypted gateway processor random number (E. (RND.)), and
random number RND. to the client node 1 (step 590) which forwards
Ex(RND,) and RND, to the gateway processor (step 600).

20
In order for the gateway processor to verify the identity of
the smart card, and thus of the client, the gateway processor
encrypts the gateway processor’s random number (RND,,) using the
gateway processor’s master DES key (SMK) (step 610) and compares
25 the result with the encrypted random number (E., (RND,) )received

from the client node 1 in order to vefify whether the card’s DES
key (CMK) is the same as the gateway processor’s master DES key

(SMK) (step 620). If they are the same, the client node’s smart

10



Generally, initialization will be carried out by the private 15 gat eway
processor at a physically secure location in which is situated a
card inhitialization termnal 7. Initialization i nvol ves storing on
the card information which will be used |ater for the purposes of
aut henti cat i ngwoow2em cat i ons bet ween the key server pogubkdsaemshi ent,
as well as for devel oping the actual keys 20 used to encrypt files for
sendi ng. The bpafdar it accepted e authentic (steptmn)l.l Maitﬁed:lmybaﬂ'ennut,
a unique user |I.D. and the card's DES mast er (CW) (used hy the
sender of a fthe ebiepts Mardaipprejected ass‘&%‘}‘g’d’% $BEPPG4IB) iapd &
file is sent). In addit t he rtcard be encoded W

addi tional i nFOPRRPLGH i) n  Lexminated b!S%HH gateyay c%%occﬁs&?& &f Ebsnﬁ?ﬁ‘b
U S. Patent Appl i,gRhbfRPis; Nehe gateway Shrodes¥or gg#%ggép fthie @araQQSrandom
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Initiallgy, asnuhbes!(MBy withi ghécenbryptedbghtevay pPicésdsYf random nhkber
chi p- based nmedi um such s an I C chi p whi ch has been renoved from

the card) is Egge(RNDl)nhtusing ther dame; axalusﬁvamatmm:s as used bprtlhe
reader (step 10) and theﬁgat eway processor's master DES_key ;qo
and the uni quéagderstePasd e tor Stainsangther. se?ﬁé"ﬁe%ley (szsz=§mgz, R

h d
whioh 1's' ¢ ne RBBHE 0. (e CRRERR  PRoBegEF ikl anampes mun, i k)
and user 1D of ! b5, TP ahaC8kfas Si€batd) torkhe" ol node.

10 Finally, in order to verify that the party with which the
client is communicating is in fact the legitimate gateway
processor, the smart card encrypts RND, with CMK (step 650) and
compares the result with E, (RND,) sent back by the gateway
processor (step 660) at which time the host is either

15 authenticated (step 660A), after which the session keys SES1 or
SES2, whiéh are the same, are used by the respective parties to
encrypt further communications (step 670), or the host is rejected

and the communication terminated (step 660B).

In summary, the illustrated mutual identification procedure

20 allows the gateway processor to verify the legitimacy of the
client by determining whether a random number RND generated by the
gateway processor and encrypted using the client’s DES master key

is properly encrypted, while the gateway processor is
authenticated by the client upon return of the encrypted RND,

25 generated by the client. Although preferred, however, those

skilled in the art will appreciate that a number of the above-

1



the card may be transferred to the client (step 50). Preferably, 10 t he

I Af ormati on stored on the card is protected during the transfer by a
non-secret code which can be changed upon receipt by the cardhol der
to ensure that only the original cardhol der wll be able to use the
card. When a client w shes to establish comunication with a

party 15 WOPRRB2 secur ed network, for exanple to obtain RCTAISM19752
si gnature

i Ln_sendi hep i & fil .3pot h
inSocurea  descriiia, KESpBCRSERT A VAEE, (Rt G Fhehioue Gmcta FHRteg cene

: . . qest:
procedure  evel YECERSxLEy JutRideR BOUTe BrBtiFeacio oy X5t Sreieg
random 20 twonwdier sutibitcicaltiond YD Kot | alwaps abed refiiieed,v amily the

gat eway processor and the client, to establish to their mnutual
sati sf act i orrandon sunbers céulsbtie replace dnnpthevceedes, aandd tthe exclusive
client _and to generate a DES session ke& (SI%%. When t he
gat ewa¥ pr ocdR Speratdep,goulq, be repdaced py ofher metheds for,cegbining the
comuni cat i qns_ wi t.h h cur [de of the gateway,
it retri evesr?ﬁpeecr%sﬁ%e?gbéémk'gy )“}eﬁc?&%a c*
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This method may be used in a variety of ways to protect

communications between the client node 1 and clients of the
10 secured network behind the gateway, for example to pass
iﬁfomation to the lprivate Xey server 8 for the purpose of
generating a digital signature and perform at least a partial
signing of the file to be sent over the Internet to another client
{the use of partial digital signing by the key server is known as
15 “coupon" generation). The resulting coupon can then also be
protected by the session key and sent back to the smartcard for
completion, although it i also within the scope of the invention
to rely entirely on the private key server for the digital

signing.

20 Having thus described a preferred embodiment of the invention
in sufficient detail to enable those skilled in the art to make
and use the invention, it is nevertheless intended that the above
description not be taken as 1limiting, but rather that the
invention be defined solely by the appended claims.

12



with the user IDit has been sent (step 500). The gateway
processor then generates a random nunber (RNDlerr]) (step 510), and
sends ‘'t he random nunber (RND{err]) to the client node 1 attenpting to.

establish the conversation (si mlﬂmmmlmment node 1 passes 5 t he
random nunber wddfserr]) on t flm ' inserted in theq/useen97s2

client node's card reader. The*cafdhbl d&r s *pronpted to enter hi s
or her secretygQemai: password (step 550) which was est abl i shed when
the initialized smartcard was initially obtained fromthe key

server. |f the.usek system for estahidshing sesuredr somppnications npathkways
(step 550B). If the secret code is .wvalidated te 550A nabl 4
access to thcaShHes$ [ ropen H@Wﬁdcé’?&wgﬁfryéﬁ‘gegn a se%""‘?a&%‘é‘% nurf#)eq’rq
RND[ err usi ng_t card' S t s esd SSERAL
gnoﬂ\er ]r;ndoﬂ?%ﬁﬁg& W%%%h*?ﬁggﬁbgﬁgﬁrmml@%ﬁ%e yer
encr ypt gd i r gl eR@PIGH RHE0BartRUD] Ctbnpribing: aNnseXilatiosed FeaderOind

function and encrypted using the card' s master DES key to obtain a
DES sessi on kagpafr€esrd Icdated@t) a Tldentanbdeanf phesuwsecured party, the
encrypted gateway processor random nunber (E[err](RND[err])), and

C

random nunber saAEeard hayinge stpredthereon a shaped ReCrgh KeYr sngupdto the
E RN d RN to th t 600). .20

| LGEE her E)Erer Q]g%?ﬁgé f 5t L 8EBEHoY PRRSARYT| WL Gt Ep 1B acoess £rop, the
smart card, an us, of : s

the gat evay pPEERc el pbtuatk ed UEAITL U pREETRa naving aBRERENC

processgr ' s ebhiFeu KdcrketMiey(; St arafsOFoR NauBreitaiicat indd commui€catSons
W th tﬁ@r enc??%tge%hr andom nunber (Ef err] (RN%[ err]) )received

between the respective parties based on said shared secret key and

for generating session keys,
wherein. the smartcard reader inclﬁdes means for prompting a
card holdeﬁ to enter a secret code and for confirming the code in
15 order to authenticate the .card holder before permitting further
communications, and |
wherein the means for authenticating communications between
the respective i:arties and for generating the session keys
comprises:
20 means associated with i:he gateway processor for
generating a first number and sending the first number
to the .snart card;
means on the smartcard for encrypting the first
number by the shared secret key;
25 means on the smartcard for generating a second
number and encrypting a combination of the encrypted
first number and the second number;

13



fromthe client node 1 in order to verify whether the card' s DES
key (CWK) is the sanme as the gateway processor's master DES key

(1§NK) ‘(step 620). MQ%?%Q?HI'III“"" mmm"”m client node's smart

PCT/ US96/ 19732, ganagy,  Card i's accept'®d ®as *faut hentic (step 62 OA), but if

t hey are not, the client's card is rejected as unaiG4s? SX step
620B) and the conmunicatjon termnated by th e rocessor. |f
the card s aORBR | 40 (I (IPERNSY [ BEeShEBPt  Jfhr nSErARYInG
random 5 numhge %ﬂ ] ¢ h NQRKP i 4 SRV 1Y SPhe! @andom
nunber E[ er rﬁ D[??ér] ﬁ%si ﬂghtsﬁg sﬁéﬁe excl usive m?ﬁﬁ%t i 0?1 as
used by the shardd (8kepet30key)y Obkldrelnot Aathenticatingy theS2=
E[err] (R XOR RNDerr])).  The gateway processor then encrypts

RND[ err] with SMgmartcard;E[err] (RND[err]) and sends it back to the client
node. 10 Finally, in order to verify that the party w th which

the 5 client is @s#Amniiarthey gateway; PEOCERECF o SO rating9
Compares. the restbieet « RORFER) REKDRS: roomttiathnd SR8 n SRPREPERT Lidpee
(stop 660A) ,  aft cinndt, WIKE" CdT delifnd] Shunhr” BAET ericrypr g R, 2 0
t he sane, are usesbaBiddtdongspective parties to
means in the gateway processor for encrypting the
10 second number by the shared secret key;

" means in the smartcard for verifying whether the
second random number has been encrypted by the shared
secret key and thereby authenticating the gateway
processor; and |

15 means in the smartcard for conbining the encrypted
first number with the second number and encrypting same
to generate a second session key_ corresponding to the
first session key generated by the gateway processor;
and

20 means for encrypting further communications

between the respective parties using the first and

second session keys.

2. A system as claimed in claim 1, wherein the secured party is
connected by means of a secured communications line with a key
25 server, and the further communications include a portion of a
digital signature generated in part by the key server and a

portion generated by the smartcard.

14



encrypt further communi cations (step 670), or the host is rejected
and the communi cation term nated (step 660B). . In summary,

the illustrated mutual identifi ' g 20 al l ows t he gateway
processor to verify the |egi tlnﬁmm!]'l[)“ﬂﬂm”“l client by determning
whet her a ranqggyspsgeer RND generated iy mthe * gat enaypd¥eseaees and
encrypted using the client's DES master key Is properly

encrypted, while ,t p.s g3l 9MVest148RIAS al Becured coibkivifiiaitdshepabivape
client upon réturn o Fﬂe encrypted RND{err] 25 generated by the
client. Al t paeghenr af Paray, dwvavprivatesnetwork andkia |partyn omeanr ppen
w Il appreciate that a nunber of the above- WO 97/ 23972
PCT/ US96/ 19752insecured dmstmorked comprising ithe skepsd, ofi t readipg fqam 2
sacrificing the | evel of securit rovi ded by, t he. preferred had.
For exanpl e, smartcard,g. ghared meﬁar‘el%ﬁ rra?uﬁb n%*%w ecmlf’gg‘gc’gg

while ti )

excl usi b 5 betumel EREUBIEILEaFt1ts baReR Gn Whe chiairolQESretRoy' B

ComDi Nl 19 41 generatihg SPESLIYS KeyMlo B PRanpL TP £ cdra b T w0’ knter
'S netno

e used in a variety of ways to protect
comruni cat i ongdedieteesdé hints ithe ssattcirdceaidrcaingt conflizming the code in

order to authenticate the card holder before permitting further
.comnunications, wherein:

10 the step of authenticating communications between
the respective parties and generating the session key
comprises the steps of:

the gateway processor generating a first number
and sending the first number to the smart card;

15 the smartcard encrypting the first number by the
shared secret key; _

the smart card generating a second number and
encrypting a combination of the encrypted first number
and the second number;

20 the gateway processor verifying whether the first
number has been encrypted by the shared secret key,
thereby authenticating the smartcard;

the gateway processor generating a session key by
combining the encrypted first number with the second

25 number and encrypting the result;

the gateway processor encrypting the second number

by the shared secret key;

18



10 secured network behind the gateway, for. exanple to pass

I hformation to the private Key server

r
generating a digital signatur :
FIRI A GRY
y a8

signing of the file to be sen

(the use of WH‘H’%}& gital 'signieg

"coupon" generd

€, pur pose of

| east a parti al
El"et to another client

@y server is known as 15
The resulting coupon can then al so RECT/USIENITS2

protected by the sessi F@ Velo t ﬂ‘?mfs r 0
al t hough :tt?’ai éﬁé SO W ﬁ%’%ﬁ%&gsg%%e 0 %ée%?r?g’ght ?ﬁd‘m

conpl eti on, to
rely entirely on ruiheld' ineii chbéh eREYPHtéd®’ by hendi HHatea secrets! aH4NI-

20 Havi ng thus described a preferred enbodi nent of the invention

in sufficient detthereby suthenticating ltihd gdtevay processor nwngd and
use the invention, it is nevertheless intended that the above

description not be tafbf smarteand ggmbining fhe-enerypted Lirst numbenyent i on

?g defgined sol el 3@% ?g?zggegﬂgexgum%&i 2nd encrypting same to generate

PCT/ US96/ 19752

10

16

20

a seconds&s&id xey corresponding to the first session

key generated by the gateway processor; and

further comprising the step of encrypting further
communications between the respéctive parties using the first and

second session keys.

4. A systenm as claimed in claim 1, wherein said first and second
numbers are random numbers.

S. A system as claimed in claim 1, wherein said combining means
in the gateway processor and said combining means in the smartcard
each comprises means for performing an exclusive or operation on

the encrypted first number and the second number.

6. A method as claimed in claim 3, wherein said first and second

numbers are random numbers.
7. A method as claimed in claim 3, wherein the respective

combining steps comprise the step of performing an exclusive or

operation on the encrypted first number and the second number.

16



1. A systemfor establishing secured communi cati ons pat hways acr oss

an open unsecured network between a secured party and a possi bly
unsecured party, without. conpromising the security of 5 either of the
parties, conprising: a smartcard reader and a smartcard | ocated at
a client nodeyiyeidigrpunsecured party, the smartcard hspiinigesdrer ed
thereon a shared secret key known to the secured party; a gateway
processor which controls access fromthe /4 open unsecured network to
said secured party and having access to 10 t he sha ecre V.

means for authenticating comrunications bet we
parties based on said shared secret key and f segsi on

keys, wherein the smartcard reader inglddges Me]RRerO pr §npti ng
a card hol dgr r-secrey code ang~for donfirmng the cqde in
15 order to authent]

communi cati ons, and

comuni cati ons bet espectiveljparties and for generating
t he session keys ' i means associated with
t he gateway processor for g a first nunber and sending
the first nunber tp the smart card nmeans on

the smartcard for encrypting the first e shgred
her agi ng
e ercrypt ed

secret key; 25 npans on the §nartcar:

‘'second number ing a conbi natijon ™
first nunber and the seconf Frauall; 5 '

Client 1
Node Ciet | -1
_ Node
— 2
2/""\ PC . of
MAC

FIG. 1




13 WD 97/ 23972

RPCT/ US96/ 19752 nmeans in the gateway processor for
verifying whet her the first nunber has been encrypted by the
shared secret key, thereby authenticating the smartcard,

5 w@Bagnl N the gateway processor for generati ngp@rasosne?s2
first session key by conbining the encrypted first nunber wth
t he second nunber and encrypting the 2/4 conbi nat i on;

means in the gateway processor for encrypting the 10 second nunber
by the shared secret key; means in the smartcard for
verifying whether the second random nunber has been encrypted
by the shared secret key and thereby authenticating the gateway
processor; and 15 means in the smartcard for conbining the
encrypt ed first nunber with the second nunber and encrypting
sane to generate a second session key corresponding to the

DI 0CEeSSor ; and 20
bet ween t he

first session key generated by the gatema
means .for encrypting further co
respective parties using the first ang

The smart card is inserted into the card
initiolization terminal's card reader.

A master DES key, a session key code, and l
o unique user D are generated. 20
Fi rewal processor<= master DES key + 7 30
session key code + user ID
- Smart card<= moster DES key + 40
session key code + user D

|

| The user is_given his/her newly initialized card ] 50

10

FIG. 2



second sessi on keys. 2. A systemas clained in claiml1, wherein
the secured party is connected by neans of a secured conmuni cati ons
line with a key 25 server, and the further communi cations include a
portion of a digital signature generated in part by the key server
and a Reo biB320ener at ed by the smart card. PCT/US96/19752

14 WD 97/ 23972 3/4

PCT/ US96/ 19752 3. A nethod '
pat hway between a party on wor k andElp@_ty OSA open
unsecured network, conprising the steps pf: reading fro tcard
a shared secret key authentlcatlng cqQ ni cations bet ween the
respective parties 'Btﬁs te they Server retdeves theymamr DES kmenéiau ng
session keys; and pr ornusonmtadcmtld the dser tiD itnhes been sent. secr¥i code

into the snmartcard reader and confirm ng*the code in order to

[ ng a secured comruni cati on

aut henticate the card hol der before perngtting further

conmuni cat i ons, t he ste L i& nti,catjn
communi cat i ons bet Eey server genergies, @ srando é'ﬁﬂﬂ er '@m er&&ti ng
t he session key conprises thg steps of: t he
gat eway processor generating a first nunper

The key server sends RNDks to the client node  53p
attempting to establish the conversation

The client nods passes RNDks onto the smori card

inserted in the client node's card reader. 530

The cord holder is prompted to enter his/her secret code. 540

S50B

The user is rejected
The user is aquthenticated 550A

|

Smart card performs: R = EqpudRNDys) 560

4

The smart card generotes a random number (RND.). 570

- &

Smart card performs: SES1 = Eq (R XOR RND.) 580

Is the code
confirmed ?

The smart card passes R and RND, to the client node. 590

The client node sends R and RND. to the key server 600



and sending the first nunber to the smart card; 15 ' t he

smartcard encrypting the first nunber by the shared secret key;
the smart card generating a second nunber and encrypting a
conbi nation of the encrypted first nunber and the second
nunber; 20 woe23972 t he gateway processor verifying wheichrisedivesaiirst
nunber has been encrypted by the shared secret key, t her eby
aut henticating the smartcard; 4/4 t he gat eway processor
generating a session key by conbi ning the encrypted first
nunber with the second 25 nunber and encrypting the result;

the gateway processor encrypting the second nunber by the
shared secret key; 15

WD 97/ 23972 CT/ US96/ 19752

the smartcard verifying whet her theF{cG}d r B nunber has
been encrypted by the shared secret and t hereby aut henticating
t he gateway processor; and the smartcard conbi ning the

encrypted first nunber

Key server performs: R' = Egyi(RNDyg) 610

6208 .
The card is rejected

{

C e )

The cord is authenticated 620A
Key server performs: SES2 = ESMI@ XOR RNDc) 630

Key server performs: Rg = EsMi(RND¢) 640
R, is sent to the client node, which passes it along to the smart card.

l

Smart card performs: Rz = ECMK(RNDc) 650

17¢c
The host is rejected
660B

(_END )

The host is authenticated &80A

]

Further communications are encrypted
using SES1 or SES2 670



Ky

5.
a second

generated by the gateway processor;
step
respective parties using the first and
A systemas c
nunbers are random nunbers. -

t he
4,

wi th the second nunber and encrypting sanme to generate

ssion key corresponding to the f
and

se

of encrypting further

10
|'@d i n cl aioanDIN

conmuni cat'i ons bet we gk ah

Al] BB

s iy e A

irst session
further

second session k¢
@REANIZATIOMNd SecOoNs

wher ei n sai BNTERNSTIONAG ARPLIGATION PUBLIS]
conbi ni NgsiyRamkitchdl PitdieCtEAREos 8f d 15 d ) Interaiiiral BublkatéiRiibert OF  PEWID HTRIRT2
an excl siv»ﬁoﬁgmejﬂﬂtion on t hai1gncrypted first nunber and the
second nlunber. 6. A method fs {4 tiong! Ruplication Bate: i o - o 7 {4l I%7 (§3.07.97)
first ang—second nunbers are randonj nunbers. _ 7. A net hogTB
as I a1 s oo st Nombar,( ECYSRBE | P Dot s, G SR B 4T 2
conpri se %}ﬁm ngfatel OF 33 HAEtmBeR 1968(@d.1 e orer,sg. . operation on the
encr ypt eé Irst nunber and the second nunber.
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A system and method for establishing secured communications pathways across an open unsecured network, without compromising
the security of any parties to the communication, involves cstablishing sccured gateways or firewalls between the Intemet and any party
which desires protection by 1.) using a smart card to distribute shared secret keys between a computer which serves as the above-mentioned
firewall and a client node on the Intemnet; 2.) using the shared private keys to establish mutual authentication between the gateway and the
smart card; 3.) generating a session or temporary secret key for use in further communications betwe_en the gateway and the client node
once communications have been established; and 4.) encrypting further communications using the session key.




