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1 DESCRIPTION DATA PROCESSING METHOD AND ITS
APPARATUS 5 TECHNICAL FIELD The present invention relates to a
data processing method, its apparatus, its program a semiconductor
circuit, and an authentication apparatug useful in the case of conducting
a transaction through a network using anlIC. 10 (integrated circuit) built
into a card or a mobile terminal appasatys: BACKGROUND ART At the
present time, communication systems using IC cards etc. for transactions
through the Internet and other 15 networks are being developed. In such
a communication systems, a server receives from for example

reader/writers0fAC sariseR 8 (RREe08! SAMPHIeIShIPERSSING
requests using the IC cards and performs user authentication, data

encryption and decryption, 20 and other processing. In the above
explained communication system, however, it is envisioned that
processing reguests foradarge number of IC cards will be received
simultaneously or in short time periods. 25 In this case, the server has to

be able toiefficientles dandle.auGhRroLe$aIRY LEQULSIS data processing
method, its apparatus, its program; a semiconductor circuit,

and an authentication apparatus useful in the case of-
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conducting a transaction through a network ‘using;aﬁ' I
{integrated circuit} built into a card or a mobile terminal
apparatus,

BACKGROUND ART

At the present time, communication systems using IC
cards etc. for transactions through the Intewxnet and other
naetworks are being developed.

In such a communication systems, a server receives
from for example reader/writexrs of IC cards or PCs (persoﬁal
computers) processing requests using the IC cards and
performs user authentication, data encryption and decryption,
and other processing,

In the above suxplained ceﬁmunicatien system, however,
it is envisicned that processing regquests for a large numberx
of IC cards will be received simultanecusly or in short time

periods.

In this case, the server has to be able to efficiently
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Further, a server sometimes executes a plurality of application programs

for processing for procedures relating to a plurality of settlement

businesses and performs 5 processing using selected application

programs in accordance with the pro“ce%sf’ng requests. Such processing
requests also have to be efficiently handled. Further, in the above

exptaiied sommnupicatien sistenyetheesislication program executed by

the server has to 10 describe codes using key information for accessing

IC cards Eandtdeeratienal covenandsifor opestigeathe t€carnd pHere L iy of
key information and operational commands can be known only by the
raarsgerat ilnnspreg faxp dotingesumeiss o a dheudivesadnyahen€lating -
cards. 15 Therefore, in the past, the manager of the server produced and

- chistomirdartivel agpticafios prddramendpdm sdapesss fanfid asovEorms

service providers. With the manager of the server producing and ‘
LR Zingrep picbtigregrbgrding anhisigat ioweragtrme 20 gaherdance
problem that the load on the manager becomes great. Further, in the

apbbh Siphaiptdcenmintnreangsies applicitior prrFahDizegasddis also
of credit card companies or other businesses run. Such application
gregrantakee pefiiiced drythy ibdividbatbusinesses and downloaded to

the 25 server using personal computers etc. 3 As explained above,

however Fihdh ere, abovilexpilinye explained communication system,

the application program executed by the server has to

describe codes using key information for accessing IC cards
and operational commands for operating the IC cards. Here,
‘the key information and operational éommands can be k;rlown
only by the manéger of the server if expecting security of
transactions using the IC cards.

Therefore, in the past, the manager of the server
produced and customized the application programs upon
request‘ from the above service providers.

With the manager of the serxrver producing and
customizing application programs in this way, however, there
is the problem that the load on the manager becomes great.

Further, in the above explained server, for example,
application p“rograms of a plurality of credit card companies .
or other businesses run. Such application programs are
produced by the individual businesses and downloaded to the

server using personal computers etc.
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server runs application programs of a plurality of businesses, itis

necessary to ensure that the processing of each application program not

be monitored or tampered with by 5 angther application program. On the

other hand, there is a demand for pro’vi&in@ diverse services while

transferring data between application programs. Further, individual

businessis dovinieddekinkbo vpplibatsypmograenothe stpporetiosrplained
debug them in accordance with need. When individual businesses

dRRFYSH HppHcansd iste fiansis g aus erfor debugahéda apblvatibnesses,
programs 'in this way, however, it is necessary to prevent programs 15 in

thd s R ReRFBARY ilkeitipratpercthaih. tiwa Radpareifng redizrch

this, for example, there is the technique of authentication processing
(RRRIRSR frferm RIIowWREN Rete bangeic §aved Lnxatipmprha@dywith by
information is stored in the memory of a terminal apparatus 20 (personal °
cRTies, ReRddetadd aierBFeeeaBossibility of illicit use and there is a
problem in security. Further, the LSI forming the above explained server

has a bufftinttbeu othe e MarsemetibrEsct8ssedenaofosuriivéiding
the LSI chip. 25 In such a case, data flows over the bus provided between
Aiver ps|chhyane & wbrhientanpsf epthaaidateahdtwsenapplication

programs.

Further, individual businesses download their
application programs to the server, then debug them in
accordance with need.

When individqal businesses downlocad application
programs to the server or debug those application programs
in this way, however, it is necessary to prevent programs
in the server from being illicitly tampered with.

As a technique for realizing this, for example, there
is the technique of authentication processing using key
information when accessing the server. Usually, such key
information is stored in the memory of a terminal apparatus
{personal computer), however, so there is the possibility
of illicit use and there is a problem in security.

Further, the LSI forming the above explained server
has a built-in CPU. The CPU sometimes accesses a memory
cutside of the LSI chip.

In sucha casé , data flows over the bus provided between



16

15

20

25

by probing the bus. When the above explained server performs
e-commercial transactions, personal authentication, and other highly 5
confidential processing, however, as explained above, there is a problem
in security if the data is probed. Furtherd tiie above explained server is
sometimes comprised of a single computer. In this case, a single

compuierrahsp pitchldx 0& hiarogaamsy elatin g-toad pllahtycefisdreicesewed
provided by different businesses. When those services handle highly
cowfigeniial watdbechhas with settlements, there is the problem that there

is a possibility of the highly confidential data owned by each business

being illiGitherl X aeqaivedrer ¢apparatedithedyanotherifvsmese famthss rcial
there have been the following problems when using a conventional

dgenena sohijputer, apthcsaiake expthiaadicempuie;. FGd138showsighly
basic configuration of a general 20 computer 601. In the computer 601
shomffiiddT Gi 4B nadield S0y parfomerssprocessimgnisaigntnd mbtuetiorchere
and data of a program read from a memory 603. The CPU 602 outputs an
aderespiorlateessim thecmmty 26 608:todataddrespbub684. 5

Further, the CPU 602 reads from the memory 603 or writes

Further, the above explained server is sometimes
comprised of a single computer.

In this case, a single computer runs a plurality of
programs relating to a plurality of services provided by
different businesses. When those services handle highly
confidential data such as with settlements, there is the
problem that there is a possibility of the highly
confidential data owned by each business being illicitly
acgquired or tampered with by ancther business.

Further, there have been the following problems when
using a conventional general computer as the above explained
computer.

FIG. 133 shows the basic configuration of a general
computer 601.

In the computer 601 shown in FIG. 133, a CPU 602
performs processing using the instructions and data of a
program read from a memory 603.

The CPU 602 outputs an address for adcess in the memory

603 to an address bus 604.
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in it according to a control signal S602. The module A, module B, and

module C stored in the memory 603 are processing units of a program

having specific 5 functions. A debugger 605 checks the operation of the
CPU 602 at the time of developmenf015a Pprogram. It uses a HALT signal

to temporarily halt the operation of the CPU 602, read internal information

of the CRU:88Rean dtihfo @Pth 020 tefadw oot o:-the peagram 6@8atopetr-ites
Here, in FIG. 133, it is assumed that the module A has a basic function
ubediy thegrodlile®B tethe moddledd. g assafiti2that the routine of

the basic function included in the module A is highly confidential. In such

15 a cas@hsinsethelmobiulend i 4aBic fandiomdud@cCesdaryed in the
provide an environment enabling the developer of the module B or

MeiEY ¢8 dcacopitoprograng Asbhs maaspimrghiantiereinthepecific
method of distributing a library. This is expressed in an intermediate
|&magieieomstween 20 a higher language and machine language (normally
called an "assembly language"”) , but analysis is relatively easy. There is

a high pdssisthtygigatthé pPocassrigsrotitine opartgram afesirbe tEPE 602
kept confidential will end up becoming known. Further, as another means,
thd deic ravdutef (el 8brexainpl§, thpmogthdm AXLiE steesd aHAET signal
memory 603 in advance 6 and, rather than using it as a library, the
davetspepoeaeliohg halt the operation of the CPU 602, read

internal information of the CPU 602, and inform that
informatibn to the program developer.

Here, in FIG. 133, it is asgsumed that the module A
has a basic function used by the module B or the module C.

Here, assume that the routine of the basic function
included in the module A is highly confidential. In such
a case, since themodule A is a basic function, it is necessary
to provide an environment enabling the developer of the
module B or module C to develop its program. As one means
for this, there is the method of distributing a library.

This is expressed in an intermediate language between
a higher language and machine language {(normally called an
"assembly language"), but analysis is relatively easy. There

is a high possibility that the processing routine of a program

- desired to be kept confidential will end up becoming known.

Further, as another means, the basic module (in this

example, the module A) is stored in the memory 603 in advance



the software assuming that the basic module is present at a specific
-location. Even with this means, however, there is the problem that it is
not that hard for the developers of the modules B and C to read the
module A stored in the memory 603. At this time, the read content is in a
machine language of a level which the CPU 602 executes, but there are
and, tobistfof Eofverting #ii8 Imakhingé languagead an ddsenibly fahgage CFE 1 0P s
routine can be analyzed relatively easily. Further, there is the problem
the thatfthedeveldpeisiofitie Thedulés'B ahd T camefpdrarily haliesnt at a
execution by the CPU 602 in the middle of execution of the module A at
specthel gevélopment stage of their programs so as to learn the data handled
or the content of the same and thereby learn the entire processing routine
ofithéproram ofthé nidiile A. FGHRES an appfic&tionprogantiumhiigr that
. onthe above explained server handles key data, charging data, log data,
it lghdétherlhigh seddfity ‘data SBEDY heSENIEE %rdiﬁdé‘"r, So"thereas B and C
been a demand for protecting it from illicit tampering or monitoring. ,
to 1Hagodiftfentsosfthe plesthtfventich prodid@ Ffdts Srocessing rhethod= e
semiconductor circuit, and program able to efficiently perform processing

£he iRgRCoRRMCEWith-? o large Hafberof processing requéstsveL which the

_ Embodiments of the present invention provide a_ data_ ' .
CPU 607 executes, but there are *tools for ccenverting this

machine language to an assembly language. The routine can be
analyzed relatively easily.

Further, there is the problem that the developers of the
modules B and C can temporarily halt the execution by the CPU
602 in the middle of execution of the module A at the
develcopment stage of ftheir programs so as toe learn the data
handled or the content of the same and thereby learn the
entire processing routine of the program of the module A.

Further, an application program running on the above
explained server handles key data, charging data, log data,
and other high security data set by the service provider, so0
there has been & demand for protecting it from illicit
tampering or monitoring.

Embodiments of the present invention provide a data
processing method, semiconducter circuilt, and program able to

efficiently perform processing in accordance with



processing method, semiconductor circuit, and program enabling a user
to produce and customize an application program of the user to be
executed by a server without allowing the user to learn highly confidential
T_La@f%rrqlq}%%éIlgmt%odiryggéssgfitge p?[%s%rgsir%vsention provide a data
pf;ocessmg met%bd? semiconductor cﬁcuit, and program able to prevent
eaeh, ndividud) application program igm bejng Jnfluenced by gnafler . oo,
application program when the same semiconductor circuitruns a gluréaity
procgLanplivalion pragrams, Fobodiments of e presentiovenlion BIQVIdR 4,1 s g
ata processing method, semiconductor circuit, and program allowing
+ usignsley of daia hetween anplicatin,programs in aceardance, WG, = cne
while preventing each application program from being Illicitly tampered
userWith, monitored. etc. pythe usergof another. application programwhen fhe .« ¢
same semiconductor circuit runs a plurality of application programs.

1earFMpogiments gf the present inveation prqyide a data processing method,

semiconductor circuit, authentication apparatus, and program enabling

thegontent.of access to gy, server.guather semicondugior circyittabe o gacq

restricted in accordance with rights to the same. 8 Embodiments of the

procRIEseRLinyentionprovide a-semiconductar circuitand data processinganie to
method enabling the confidentiality of data to be maintained even when

prevent each individual application program from being

a

influenced Dby another application program when the same
semiconductor  circuilt runs a plurality of applicatiocn
programs.

Embodiments of the present Iinvention provide a data
processing method, semiconductor circuif, and program alliowing
transfer of data between applicaticn programs 1n accordance
with need while preventing each application program from being
illicitiy tampered with, monitored, etc. by *tThe user of
ancther application program when the same semiconductor
circuit runs a piurality of applicaticn programs.

Embodiments of the present invention provide a data
processing method, semiconductor circuit, authentication
apparatus, and program enabling the content of access to a
server or other semiconductor cilircuit to be restricted in

accordance with rights to The same.



transmitting highly confidential data between the semiconductor circuit
and a semiconductor storage circuit Eghrough an external bus.
Embodiments of the present invention provide a data processing

apparalys.enahling the confidentiality of Instructipns anddgrato e . 5o 4

maintained between programs when executing a plurality of programs.

semi EQIRQdiImsnts of he, presentinyention proyide a; SeMcONdUGIOL GItEYIt 1o 1 1,e

enabling the confidentiality of a program to be executed to be improved.

contEQMIIMENtS,of the presentinvention proylde a,0aia proGeSSINGeven  ywhen

apparatus, its"method, and its program enabling the security of an

c ran@ARlication program ynning qn,thesseriertobe improved whenproviding .r,
a service using an IC or other integrated circuit. DISCLOSURE OF THE

semiNVENTIQN Disclosed herein is adata pracessing-methodperformed by ., «

a semiconductor circuit in accordance with a plurality of processing

throl@auests, comprising thesteps of: generating job management data
including job execution order data showing an order of 9 execution of a

pleliy ohiobsdorming praeessing in. ACCoRdanee Witha PFOCRsSINg = data

request and status data showing the state of progress of execution of the
procBlukality of jobsfor eagh of the plyrality;of pregessing.requests, selecting o«
instructions and data to be maintained between programs when
executing a plurality of programs.

Embodiments of the present invention provide a
semiconductor circuit enabling the confidentiality of a
program to be executed to be improved.

Embodiments of the present invention provide a data
processing apparatus, 1ts method, and its program enabling the
security of an application program running on the server to be
improved when providing a service using an IC or other
integrated cilircuirt.

DISCLOSURE OF THE INVENTION

Disclosed herein is a data processing method performed by
a semiconductor circult 1In accordance with a plurality of
processing reguests, comprising the steps of: generating job
management data including job execution order data showing an

order of



one job management data from the generated plurality of job
management data based on a predetermined rule, selecting a job to be
executed next based on the status data and the processing order data of
the selected job management data, executing the selected job, and

execupdating the status dataraf: the seleeted-joly manggemeny dafarifcessing  in
accordance with the execution of that job. The semiconductor circuit

accogeneratesjoh managementgatacincludingdeb executien otder dataes showing
showing an order of execution of a plurality of jobs forming processing in

the accardance with aquresessing requestand-staits data spowingl the/state -cbs
of progress of execution of the plurality of jobs for each of the plurality of

for pracessing reguestsliNext] thessenticoncictos €irauit selects one,jobselecting
management data from the generated plurality of job management data

one based onmspredetermifedaulé rNextthe sgriconduetodr pircuitdalects the - ob
job to be executed next based on the status data and the processing

managrelee datadefithe iselectedbjobamanagementdatadl O Next, thelecting a job
semiconductor circuit executes the selected job. Next, the semiconductor

to cdireuitapelatesethe status date sofdhe selectetob maagementtdata imd  the
accordance with execution of that job. The data processing method may

prod@ﬁhéngonqnﬂmﬁasuﬂi@f of the selected Job management data,

executing the selected Jjob, and updating the status data of

the selected FJob management data in accordance with the

execution of that job.

The semiconductor circuit generates Job management data
including Jjob execution order data showing an order of
execution of a2 plurality of Jobs forming processing in
accordance with a processing reguest and status data showing
the state of progress of execution of the pluraiity of -obs
for each of the plurality of processing reguests.

Next, the semiconductor circuit selects one Job
management data from fThe generated plurality of -“cb management
data based on a predetermined rule.

Next, the semiconductor circuit selects the FJob to be

executed next bkased on the status data and the processing

order data of the selected job management data.



updating the status data of the selected job management data, then

selecting one job management data from the plurality of data modules.
Further, the data processing method may further comprise a step of

selecting one job management data from the plurality of data modules
afteratpdating:thesstatus-dataof she selected jobdnanagementdata. selected

Further, the data processing method may further comprise a step of
job . deleting the job management data when all jobs forming the processing in
accordance with the processing request finish being executed. Further,
thesdata processing method mayr-furthercamprisedaistep ofireceivingithe data
processing requests from an integrated circuit having a storage unit
of stbeng data:to:kelusedfor processingrfor a procedute: pedarmedinithdhe with
semiconductor circuit 11 or a communication apparatus inputting and
execoutputtingtdataawith ¢he integrated circuit. Disclosed herein is a
semiconductor circuit for processing data in accordance with a plurality of
proicessing areguestss eomprisingraniinterfaceé for imputtingnthe plgraltysokp of
processing requests, a storage circuit for storing job management data
updainchugingjeb ekecutioncerter ddta shewirglar torderioflexesutigreokat data,
plurality of jobs forming processing in accordance with a processing
therreqeest@nd statsaateol management data from the plurality of
data modules.
Further, the data processing method may further comprise
a step of selecting cone job management data from the plurality
of data modules after updating the status data of the selected
job management data.
Further, the data processing method may further comprise
a step of deleting the +job management data when all Jobs
forming the processing in accordance with the processing
request finish being executed.
Further, the data processing method may further comprise
a step of receiving the processing requests from an integrated
circuit having a storage unit storing data to bpe used forx

processing for a procedure performed with the semiconductor

clircult



showing a state of progress of execution of the plurality of jobs, and a
control circuit for generating the job management data for each of the
input plurality of processing requests 1and storing it in the storage circuit,
selecting one job management data from the generated plurality of job
or dnanagementdaiarseleeting-and executing thejeb torbe executedriext data
based on the status data and the processing order data of the selected
withjobrmanagementdatas and wpdating the status data of the selected job
management data in accordance with the execution of that job. in the
semicohdaetor cireditethe interface mputsanplaralitys ot processingcuit  for
requests. Next, the control circuit generates job management data
prociachiding jobexedution orderddatashewing aa orderr2! of exectitiomwotassing
plurality of jobs forming processing in accordance with a processing
requreguest anchstatusi data showimgear State of progiessiofceéxecutibr obtherality
plurality of jobs in accordance with the plurality of processing requests
of @andcstoses:themanthestorage cireuitrNext, the contral cifcuit selectsione Jjob
job management data from the plurality of job management data. Next,
man athrercoritrotieireuitisetgctsiand executes titeijobcdto berdrecuted aexttiiaseds an
on the status data and the processing order data of the selected job
ordemandgerwentidataand fpdates thes stdtus dedta obie selectédjobprocessing
management data in accordance
in accordance with a processing reguest and status data

showing a state of progress of execution cf the plurality of
jobs, and a control circuit for generating the job management
data for each of the input plurality of processing reguests
and storing it in the storage circuit, selecting one Job
management data from the generated plurality cof job management
data, selecting and executing the Job to be executed next
based on the status data and the processing order data oi the
selected Job management data, and updating the status data of
the selected Jjob management data 1n accordance with the
execution of that Job.

In the semiceonductor circult, the interface inputs a
plurality of processing requests.

Next, the control c¢ircuit generates -ob management data

including jeb executiocon order data showing an order



with execution of that job. Disclosed herein is a program to be executed
by a semiconductor circuit for processing data in accordance with a
plurality of processing requests, co &rising a routine for generating job
management data including job execution order data showing an order of

execui;icqn of a dntlurality of jobs formingpracessing.in accordance with a .
of exedution =] rel l=af L %O ﬁ Orml][l IOC@FS:LI}Q in
processing request and ~status data showing the state o grogfjress 0

accoBXEglion of ihe £'F¢r94!%y QfJobs for each of the glurality oL prc%:g%ﬁieggowing a

requests, aroutine for selectingone job management data from

stat%enc?fatgp‘i:%é%%'g of jab %@Qé&%ﬂgﬁ't daja, ?gg“;ﬁ;}%ﬁ?&%eé%c“%%th?obs in

job to be executed next based on the status the proctessing

accoQ0g) data af the selected job management 13, data, arautine fat, .o+ ¢ ang

executing the selected job, and a routine for updating the Status data of

storihe selegted joh management data in accordance with the execution of

the job. Disclosed herein is a data processing method performed by a

seqmicondugfor cireyit pinning an, application Program far,Processiigent data

relating to a procedure using an integrated circuit, wherein the
£ ronSSRICOpgUCtor circuit,can view, correspandencerinstructing data indicating

correspondence between operation codes used for the application
Program to aperate theqintegrated cirguit and the pamesofthe s thne 501 to

operations, that is, the operation names, having the semiconductor circuit
pe deeeiveas inputanoperationdesgbing -+ ys data and the processing
order data of the selected Job management data and updates the
status data of the selected job management data in accordance
with execution of that job.

Digclosed herein is a program to be executed by a
semiconductor circuit for processing data in accordance with a
plurality of processing requests, comprising a routine for
generating 7job management data including Jjob execution order
data showling an corder of executicon of & plurality of fdobs
forming processing in accordance with a processing regquest and
status data showing the state of progress of execution of the
plurality of “obs for each of the plurality of processing
requests, a routine for selecting one Job management data Ifrom
the generated plurality of Jjob management data, a routine for
selecting the job to be executed next based on the status data

and the processing order data of the selected job management



program describing the operations of the application program using the
operation names, and having the semiconductor circuit obtain the
operation codes corresponding to th%operation names described in the
operation describing program by viewing the correspondence instructing

satadata and pse the cobtained operafion codes tq QSCP%% the processing of the. . .
5 ho 1 i

application program. The data proctessing met may]further comprise

for W&rggtm%m{h Sp%‘%%%iﬁ "&%E&‘a?“%gfdaé%é“r@%é’&%"%éhe'ob management

correspondence between the operation names and key infor ation use

cataWhen the inagrated gircyjt performs. 14, .operatigns earresgonding to

those operation names and having the semiconductor circuit obtain the

key; iformation, corresponding 19 the operationnagmes, deseribedlindie, .4y

operation describing program by viewing the correspondence instructing

= sdata-apdiuse that obtained key.information fo define;the.processing of the ¢

application program. Further, the data processing method may further

proceBRrse hayingthe semicondyctoy.circuitigenerate joh management o o 4t eq

data including job execution order data showing an order of execution of

circ@ plurality,of Jobs forming, processing of the application pragram and, ., ey

status data showing the state of progress of execution of the plurality of

corriobsselectthe job, to be executed pgxtbased on the stajus dafp.and theqerce

processing order data of the job management data, execute the
between operation codes used for the application program to

operate tThe integrated circuit and the names of the
operations, that is, the operaticn names, having the
semiconductor circuit recelve as input an operation describing
program describing the operations of the application program
using the operation names, and having the semiconductor
circuit obtain the operation codes corresponding to the
operation names described in the operation describing program
by viewing the correspondence instructing data and use the
cbtained cperation codes to define the processing of the
application program.

The data processing method may further comprise having
the correspondance instructing data further show the

correspondence between the operation names and key information

used when the integrated circuilt performs



selected job, and update the status data of the selected job management
data in accordance with the execution of that job. Disclosed herein is a
semiconductor circuit for running an application program for performing
processing relating to a procedure using an integrated circuit, comprising

oper@slorage Sireuit forstaring correspandence instrycting datg.indicaling naving
correspondence between operation codes used for the application

the Progiam-o-eperatethe integrated circuit-15 -and pames gfthe operations, « i on,
that is, operation names, an interface for inputting an operation describing

corrRrQgram; dgscribing the operatien of thenapplication program-using the r,  +pe
operation names, and a control circuit for obtaining the operation codes

ope ré@rfesponding 1o he-operation names, deserikeg [ip the input operationsndence
describing program by viewing the correspondence instructing data and

instusing thgobigined gperationecodesto definethe-processing efthernztion to
application program. In the semiconductor circuit, the interface inputs the

def 1QREratioNn geserbing program descriking the-aperation f the, application
program using the operation names. Next, the control circuit obtains the

operatins €pdes, €omesponsiing-tostheroperationsrames,descrbed in thenprise
input operation describing program by viewing the correspondence
haviingtracting stata. INexdtheceontrok-eiruit usesdhe obtained epefatioent data
including Jjob execution order data showing an order of
execution of a plurality of Jobs forming processing of the
application program and status data showing the state of
progress of execution of the plurality of 7jobks, sslect the ob
to be executed next Dbased on the status data and the
processing order data of the Jjob management data, execute the
selected Jjob, and update the status data of the selected Job
management data in accordance with the execution of that Jjob.
Disclosed herein is a semiconductor circuit for running
an application program for performing processing relating to a
procedure using an integrated circuit, comprising a storage
circuit for storing correspondence instructing data indicating

correspondence between operation codes used for the

applicaetion program to cperate the integrated circuit



codes to define the processing of the application program. Disclosed
herein is a program to be executed by a semiconductor circuit running an
application program for performing processing relating to a procedure

and using.an integrated %&9&%%@%&95‘?‘“9&ﬁa@UtH‘&fo%@M&!@%ﬁ names, an

operation describing program describing an operation of the application

intePrOgrAM using 16, names gtoperationsiar thesintegrated Cirewit, 1hat is,r o g ram

operation names, a routine for viewing correspondence instructing data

descindicating copespondence between, gperation codesusgdbythe using the

application program for operating the integrated circuit and the operation

operBames to,ohtain the ;operationcodes corresppnding torthe operation ing the
names described in the operation describing program, and a routine for

operésingnthephiained operationscodes:te define pracessingoffhi@es described
application program. Disclosed herein is a data processing method

in Pedormedby asemisenddctoncireyit executing:an,application progiamg  the
comprising the steps of: protecting each of a plurality of program modules

corriosmingitheapplicationpregram by afirgwalk allocated tosthe pregrambtzined
module in advance in a plurality of firewalls, registering a program module

operlinkeshwithJirewalk ideatification infermationderideptifying thesfirewall i cation
allocated to the program module, and executing the program module
progéerditional on the registration being performed.

In the semiconductor circuilt, the interface inputs the
operation describing program describing the operation of the
application program using the operation names.

Next, the c¢ontrol circuit obtains the operation codes
corresponding to the operation names described in the Input
operation describing program by viewing the correspondence
instructing data.

Next, the control circuit uses the obtained operation
codes to define the processing of the application program.

Disclosed herein 1s a program to be executed by a
semiconductor circuit running an  application program for
performing processing relating teo a procedure using an
integrated circuit, comprising: & routine for Inputting an
operation describing program describing an operation of the

applicaticn program using



The data processing method may further comprise a step of allowing data
transfer or data viewing among a plurality of program modules registered
linked with the same firewall identification information and prohibiting data
transfer 17 or data viewing among a plurality of program modules
name gegistereddinked withsdifférent firewall idertificatiord information., Thédata 1s,
processing method may further comprise the steps of: registering a
operpiogram micdude further linkediwithdowdiload key dnforrationto besyseudence
when downloading the program module from the outside of the
instsemiconductsreirciit to-the- Semiconductap encliitand, whengeceivingaation
download request for the program module, using the download key
codemformation pEgistered linked Withtheprograpy vduld fojudgedfrating  the
download is possible and downloading the program module when judging
intefia gownlead 8 pdssibles Disclése P RéiEHt is°a seRfEsidudter citsUiefor the
running an application program, protecting each of a plurality of program
overfodilesToRhgthE Zpplieaton progfarh by eofrelalll @llotaikdto @aghribed
program module in advance in a plurality of firewalls, registering a
in HiBgrant hodute linkedcwiths firsivalt “ide hfiflcatiéh thférmatibr fo  for using
identifying the firewall allocated to the program module, and executing the
the prgyrant frod (B ToRbitioRal 6R WS registrafish befg pei ing of the

Disclosed herein is a program to be executed by a
application preogram.

Disclosed herein is a data processing method performed by
a semiconducteor clrcult executing an application program,
comprising the gsteps of: protecting each <of a pluraliify of
program modules forming the application program by a firewall
allocated to the program module in advance in a plurality of
firewalls, registering a program module linked with firewall
identification information for identifyving the firewall
allocated to the program module, and executing the program
module conditional on the registration being performed.

The data processing methoed may further comprise a step of
allowing data transfer or data viewing among a plurality of
program modules registered linked with the same firewall

identification information and prohibiting data transfer



semiconductor circuit for 18 executing an application program, comprising
a routine for protecting each of a plyr/ality of program modules forming the
application program by a firewall allocated to each program module in

or cej lurality of firewalls, a routine for, registerin ram _ ;
%g%yl #&e -% gﬁg%av 2 Eytggﬁgtgﬂmﬁﬁ 3 R odules

module | with firewall identification inform or identifying the

reqs frewall allgcated fo the program,medule, and %{%%%elfffr eé%%%@f%uon

program module conditional on the registration being performe
1nfolisclased herein is a data processing method performed by a
semiconductor circuit for executing an application program, comprising

the,steps of: ;B?%%%‘Q&DH}_{; execyting a plurality. of applicalion pLOgraMS o+ o <

protected by firewalls, regiStering in advance a condition for allowing

of : COMUnication between the, application programs periopmed rotgh g, ) o aq

firewalls, judging if a communication request satisfies the registered

key €oRYIUAR When an application prAgram generates a4equest I gram module
communication with another application program, and executing

£ romCOMMWNication betweep the application, programs.in accordancg withidhe +pe
communication request when judging that it satisfies the registered

sem: Gondition JPisclosed;hereinyis a spmiconduetor gireyit Whichynlcad request
independently executes a plurality of application 19

for the program module, using the download key information

registered linked with the program module to Jjudge if downlocad

is possible and downloading the program module when Jjudging

that download is possible.

Disclosed herein is & semiconductor clrcuit for running
an applicaticn program, protecting each of a plurality of
program modules forming the application program by a firewall
aliocated to each program module in advance in a plurality of
firewalls, registering a program module linked with firswall
identification information for identifying the firewall
allocated to the program module, and executing the program
module conditional on the registration being performed.

Disclosed herein 1is a program to be executed by a

semiconductor circuit for



programs protected by firewalls, registers in advance a condition for
allowing communication between the application programs performed
through the firewalls, judges if a corhfunication request satisfies the
registered condition when an application program generates a request for
execcommunieationpwith andthen appticatiem prograny mineliexecutesroutine for
communication between the application programs in accordance with the
protegrogunication request whemjudging that it satisfies thedregisteredrming the
condition. The semiconductor circuit may independently execute a
app pladlityof application programs. proteeted by fitewalise d-utthergthall - program
semiconductor circuit registers in advance a condition for allowing
modugemrmunigéaticm between thecapplicaticly prégramssperformedihrough thee for
firewalls. Further, that semiconductor circuit judges if a communication
reggnestsatisfiés theregistered condition svhen lan pplication tprografi rewall
generates a request for communication with another application program.
1dentifhers that'semicoREUEDF Eiveuit eketutes- ¢ohirhidnicaton betweenttheewall
application programs in accordance with the communication request
alloghérfudgingthat itsatishies the fegisteredcbnditispiDiscloséd hereffeisut ing
a program for making a semiconductor circuit execute a routine 20 for
the jngepeRdéntly exbeufing @Ppltrdlitybfapplication e registration being

performed.

Disclosed herein 1s a data processing method performed by
a semiconductor circuilt for executing an application programn,
comprising the steps of: independently executing a plurality
of application preograms protected by firewalls, registering in
advance a conditicn for allowing communication between the
applicaticon programs performed through the firewalls, sudging
if a communication reguest satisfies the registered condition
whean an application program generates a reguest for
communication with another application program, and sxecuting
communication between the applicaticon programs in accordance
with the communication reguest when Jjudging that it satisfies
the registered condition.

Disclesaed herein 1s & semiconductor circuit which

independently executes a plurality of application



programs protected by firewalls, a routine for registering in advance a
condition for allowing communicationdpetween the application programs
performed through the firewalls, a routine for judging if a communication

progreguest satisfliesthe registered.copgdition when.gn applicationprogigfnce 2
generates a request for communication with another application program,

cond @Pd afoutine fan executing cemmunicationbetween,the, application,1 i cation
programs in accordance with the communication request when judging

progthatit satisfiesthesdegistered conditioneDisclosed,herein is ajdatges if a

processing method by which a semiconductor circuit or a semiconductor

commioTage apparatus; aceessible by the semiconductar circt dowiioads,a when
program running in the semiconductor circuit, comprising the steps of:

an =havingthe semigenductor cifedit have a seftwarg structure rcompfised of &t i on
plurality of layers and having download signature verification key

withinformatien cemespandingto eaeb dlayer, abletp bexdewed by thenmunication
semiconductor circuit, having the semiconductor circuit verify download

betwsighature dnformation generated irvaecordancenwith acdownload request  the

using the download signature verification key information when receiving
commtheidewnload requestzand hawing thesemiconductar apparatus 2ifaklow the

the issuer of the download request to download a program of a layer
regiearesponding ta:thendownload signature

The semiconductor <ircuit may independently execute &
plurality of application programs protected by firewalls.

Further, that semiconductor circult registers in advance
a condition for allowing communication between the application
programs performed through the firewallis.

Further, that semiconductor circult judges if a
communication reguest satisfies the registered condition when
an application program generaties a request for communication
with another application progran.

Further, that gemiconductor ircuit exacutes
communication between the application programs in accordance
with the communication reqguest when Jjudging that it satisfies
the registered condition.

Digclosed herein 1s a program for making a semiconductor

clrcuit execute a routine



verification key information used for that verification conditional on the
download signature information being legitimate. The data processing
method may further comprise a step; ©f: having an authentication
apparatus store access master key information corresponding to a layer

for towhichaprogran allowedto bedownloaded belongs, haying the1: cation

authentication apparatus transmit the download request to the
progSemiconduetor cirguit, and; having the authentication apparatusse-that ng in

access master key information to generate the download signature

advalifermation angd:transit that dawnload-signatyre, jnformation todhe weern  the
semiconductor circuit. The data processing method may further comprise

appl@sien af: having,anputheptication-apparatys stofe identificationrewalls, a
information of the semiconductor circuit and having the authentication

rout @pRaratus engivpt yge the identifieation: informationag plain textusing the the
access master key information to generate download master key

regibfermationand: use thag; dewnlgad master key informationtogegeraieates a
the download signature information. 22 Disclosed herein is a

requsemicenducter gifeuit havinga sefiware -steuckwe cemprised of aplufatityram,
of layers, wherein the semiconductor circuit is able to view download
and Sighaturguverificatian key information gorrespenging to-eaeh layertween  the

verifies download signature information generated in
application programs in accordance with the communication
request when Judging that 1t satisfies the registered
condition.

Disclosed herein 1s a data processing method by which =z
semiconducter circult or a semiconductor storags apparatus
accessible by the semiconducter c¢ircult downloads a program
running in the semiconductor circuit, comprising the steps of:
having the semiconductor circult have a scftware structure
comprised of a plurality of layers and having download
gignature vwverification key information corresponding to each
layer able to be viewed by the semiconductor cilrcuit, having
the semiconductor circuit verify download signature
information generated 1in accordance with a download request
using the download signature verification key information when
receiving the download reguest, and having the semiconductor

apparatus



accordance with a download request using the download signature
verification key information when receiving a download request, and
allows the issuer of the download redquest to download a program of a
layer corresponding to the download signature verification key information
allowseadhfor thatuwerification4o thatrsemsdondugtar<circuit od@semiednductorogram
storage circuit accessible by the semiconductor circuit conditional on the
cf dewnldad/signature:imfosmationbeing tegitimate: Thelsemiconductorignature
circuit, when receiving a download request, verifies the download signal
veriinferatation gekerated rcorresponding totral downloadrbquest usingf ication
download signature verification key information. Further, that
condgemicoaductoncirctiitcallowsthe isstier ofi theadownload réquaesttg o beling
download a program of a layer corresponding the download signature
Legivyerification key information used for that verification to that semiconductor
circuit or a semiconductor storage circuit accessible by the semiconductor
ciféuit conditiomaloretheidownicad:28 sighatufe informationbainge a step
legitimate. Disclosed herein is an authentication apparatus used for
of: agthénticationaviier:townAkating & prsgramuainAingin s Sefficontyelorr key
circuit to a semiconductor circuit having a software structure comprised of

infogmhiraity of fayers dpaideémmiconductcr starage apparatusiaiceassible [y ogram
that
allowed to be downloaded belongs, having the authentication

apparatus transmit the download reqgquest to the semiconductor
circuit, and having the authenticaticn apparatus use that
access master key information to generate the download
signature information and transmit that download signature
information to the semiconductor circuit.

The data processing method may further comprise a step
of: having an authentication apparatus stecre identification
informaticon of the semiconductor circuit and having the
authentication apparatus encrypt use the identification
information as ©plain text using the access master keay
information to generate downlcocad master key information and
use that download master key information to generate the

download signature Iinformation.



semiconductor circuit, storing access master key information
corresponding to a layer to which a program allowed to be downloaded
belongs, transmitting the download reguest to the semiconductor circuit,
and using that access master key information to generate the download
Discsigpature; mfermatipn andstanspiing-that dewnload:sighatuiey a software
information to the semiconductor circuit. The authentication apparatus
strumayfisst tangmit 4be dewnlead request ia the semicendictgr Ciktuitrein  the
Further, the authentication apparatus uses access master key information
semitocgeneraterdownload signature infdranation. Rurther, thevauithenticatiomnzture
apparatus transmits the download signature information to the
verigemiconductor eircuit.n Pisclesed-hereivisaprognam:tg betexectteth by eaver,
semiconductor circuit having a software structure comprised of a plurality
veridfilayers, compiisiag 24 airgutineifor verifyirig-download signaturerated  in
information generated in accordance with a download request when
acconegetvirg sudhta downloddweduest usingdhe download signature  download
verification key information of a corresponding layer in the plurality of
s ignlayerss and arodtine forcallowirgythe isstierof thedownload requesttoing 2
download a program of a layer corresponding to the download signature
downverificatior &ey sinfornzation useddferthativerificationeto that serpiconddetor 1 cad

circuit or a semiconductor storage circuit accessible by the
reguest to download a program of a layer corresponding to the

download signature verification key informaticn used for that
verification to that semiconductor cilrcuilt or a semiconductor
storage circuit accessible Dby the semiconductor circuit
conditional on the download signature informaticn being
legitimate,

The semiconducter c¢ircuit, when receiving a download
request, verifies the downlcad signal information generated
corresponding tce  that download request using download
signature verification key information.

Further, that semiconductor circuit allows the issuer of
the downlcad reguest to download a program of a layer
corresponding the download signature verification key
information used for that wverification to that semiconductor
circuit or a semiconductor storage clrcuit accessible by the

semiconductor circult conditional on the download



semiconductor circuit conditional on the download signature information
being legitimate. Disclosed herein is a semiconductor circuit having a data
processing circuit and data input/outjgut processing circuit, wherein the
data processing circuit inputs and outputs data with a bus outside of that
signaemiconduetoreiredib throughdhe edata imputoutput processing circuit,
and the data input/output circuit encrypts data input from the data
pmicessingeeirctit ineunitsiaf psedetermined date: 'l engths@andz outputssthe for
same to the bus, decrypts data input from the bus and outputs the same
aut htanthecdata grocessiag circuityand: performs datadnputéioutputirensagtions: a
through the bus in units of m number of data input/output transactions
semiwheduNcNb=rcwhere the bus widttsefrthedousiis Nbrand thedata leagthng  a
is Nc and the smallest whole number of n or more is m. 25 The
sof tsemiconrductareircait nputs-asd dutpdts data withzal buy outsSide efthes or 2
semiconductor circuit through the data input/output processing circuit. At
senithisitimel the datesinput/gatput ciropitencnpts the cdatadnapdtefrom the  that
data processing circuit in units of predetermined data lengths and outpuis
semithershmeé torthe busuFarthes ftheldata mpotestpateciicait déerypts etamat ion
input from the bus and outputs it to the data processing circuit. At this
cor rfrapptivat data inputfouiput @pparatug pedorms  program allowed to be

downloaded belongs, transmitting the download reqguest to the
semiconductor circuit, and using that access master key
information to generate the download signature information and
transmitting that download signature information to the
semiconductor circuit.

The authentication apparatus may first transmit the
download reguest to the semiconductor circuit.

Further, the authentication apparatus uses access master
key information to generate download signature information.

Further, the authentication apparatus transmits the
download signature information to the semiconductor circuit.

Disclosed herein 1s a program to be executed by a
semiconductor c¢lrcuit having a software structure comprised of

a plurality of layers, comprising



data input/output transactions through the outside bus in units of m
number of data input/output transactions when Nc/Nb=n where the bus
width of the bus is Nb and the data dength is No and the smallest whole
number of n or more is m. Further, in the semiconductor circuit, the data
a roputiedtputiireuit, whenfgceessing a-semieandustoystorage circuformation
based on a first address input from the data processing circuit, converts
genethe st address to-dsecond iaddressiseas te.accessithetsemicondusteri ving
storage circuit in units of storage areas in which the data of No is stored
suchand usesthat second aedresstto aceessthe sémicontuctdrestdrage 26nature
circuit. Disclosed herein is a data processing method performed by a
veri$emiconductbr girclitiwhere accessing assemiconetictordtorage acircuit 1 the
when a semiconductor circuit and the semiconductor storage circuit are
olurednnected thteyghra buspcomprising thes steps oflenoryptingtdeta isbaer of
written in the semiconductor storage circuit in units of predetermined data
the |edgthsiard. outpulting the $amedoting bas), detryptingadata input from  laver
the bus, and performing data input/output transactions through the bus in
corrantsofifumber of data inpeioltput transactivnsrwhe NG/Nbea Wihete key
the bus width of the bus is Nb and the data length is Nc and the smallest
infowhatelmamberwt n B mokdds mYBistlosed herain isca damtprécessifgductor

apparatus comprising a storage circuit for storing instructions and data
circuit or a semiconductor storage circult accessible by the

semiconductor c¢ircuit conditicnal on the download signature
information being legitimate.

Disclosed herein is a semiceonductor c¢ircuit having a data
processing circuit and data input/output processing cilrcuit,
wherein the data processing circuilt inputs and ocutputs data
with & bus outside of that semiconductor circuilt through the
data input/ocutput processing circult, and the data
input/output circuit encrypts data input from the data
processing circuit in units of predetermined data lengths and
outputs the same to the bus, decrypts data input from the bus
and outputs the same to the data processing circuit, and
performs data input/output transactions through the bus in
units of m number of data input/cutput transactions when

Nc/Ne=n where the bus width of the bus is Nb and the data

length 1s Nc and the smaellest whole number of n or more is m.



of a plurality of programs, a computation circuit for accessing the storage
circuit through a transmission line and using the instructions and data of
the plurality of programs to executezthe plurality of programs, a
connection switching circuit interposed between the transmission line and
then starage cirodit farcsetting-the transmissicn linedanditheu storage-eircuitth  a
to one of a connection state and disconnection state based on a control
bus Signadialeonnéctioneontrahdcircuiti fartgenerating 27+ the: controlrsighakforcdata
control to set the transmission line and the storage circuit to one of a
inputgdnneagiion statecand idisconihectian state based on access range defining
data defining an address range in the storage circuit able to be accessed
while thel sompuotation circuitsis @xecuting/ the t plutality ofprograms forpts  the
each of the plurality of programs, an address in the storage circuit for
datawhiclpthte cdmputatione cirdait sups @reaccess requestiand executimg ts of
program instructing information which which program in a plurality of
predprogransdte comaputation: ciscuitis exetnting; ahdkars dnputfcutplite dus.
interface circuit for inputting and outputting data with the computation
cifeuitthreugh thectradsrmissionnfiné andtippatting Bndwidiputing data withdata
the outside of that data processing apparatus. Further, in the data
inpuprodessing Hpparatys, the:€onAsEtvh: Toritiol cireuitigeneratdsithereritrst s 1ng

signal indicating to set
circuit.

At this time, that data input/output apparatus performs
data input/output transactions through the outside bus in
units of m number of data input/output <transactions when
Nc¢/Nb=n whers the bus width of the bus is Nb and the data
length is Nc¢ and the smallest whole number of n or more is m.

Further, in the semiconductor circult, the data
input/output circuit, when accessing a semiconductor storage
circuit based on a first address input from the data
processing circuit, converts the first address to a second
address so as to access the semiconductor storage clrcult in
units of storage areas in which the data of Nc 1s stored and

uses that second address to access the semiconductor storage



the transmission line and the storage circuit in a connection state when

the address in the storage circuit for which the computation circuit issues

an access request is inside the addtéss range corresponding to a

program being executed defined by the access range defining data and
circgemnerates the control signal indicating to set the transmission line and the

storage circuit in a disconnection state when it is not inside that address

rainge: P8s htla fiestaspectofdhelatventondherelisprovdedd performed by

semiconductor circuit for executing a program, said semiconductor circuit
a segomprisingtafirstiransiissiomtine,cac28a istgrage chcuit forcstoting storage

instructions or data for executing said program, a computation circuit for
clrcgpératingebased cresaitbinsttactions read-thidughsdid fifst tragsniissiofuctorn

line from said storage circuit, a first connection switching circuit for
storgattingrdaid ikt tranemissiondinecghd Saidh stdrage ciresit inoreafigsing the

connection state and disconnection state based on a first control signal, a
stepsecohd connastiohl switching citcuitfer settifg-&sedondtFansamssierliggctor

outside of that semiconductor circuit and said first transmission line in one
storgfig conheetion stafe akd ldisconhechion 36t Based dn dxeeonteddttrot and

signal, and a connection control circuit for outputting said second control
outpsigharifistrbictingpdiscorheklion B Saiddeeshd ebAfiectivh? 1nput from the

bus, and performing data input/output transactions through the
bus in units of m number of data input/output transactions
when Nc/Nb=n where the bus width of the bus is Nb and the data
length i1s Nc and the smallest whole number of n or meore is m.
Disclosed herein is a data processing apparatus

comprising a storage circult for storing instructions and data

of

a plurality of ©programs, a ccmputation circuit for
accessing the storage circuit throcugh & transmission line and
using the instructions and data of the plurality of programs
to execute the plurality of programs, a connection switching
circuit interpossed between the transmission line and <the
storage c¢ircuit for setting the transmission line and the
storage circuit to one of a connection state and disconnection

state based on a contrcel signal, a connection control circuit

for generating



switching circuit when outputting said first control signal instructing
connection to said first connection switching circuit and outputting said
second control signal instructing cohfection to said second connection
switching circuit when outputting said first control signal instructing
the disconmection ¢osaid fiest copmdctioh switchi®gr citcudt, whereingaid ion  line
storage circuit stores a plurality of function modules for executing said _
and program andsstering arplutdlity tof instrdctionS iacluding distommiectigrete  and
release instructions positioned at their heads and disconnection start
discimstracticns:positicriet atothiehctail @nds candesaid connectiordednitrolng  data
circuit outputs said first control signal instructing connection to said first
de £128krconnectiof switchingcireuit whemsaid compatation eiredit exeditesco be
a disconnection release instruction and outputs said first control signal
accefpstrdcting diseonridttion 10 8RIHrst @onnéctiobis\itchirig citeiitwhémy  the
said computation circuit executes a disconnection start instruction.
plurpgher, inth® seaicortluétor cifeuit: thelse€drd eonkeetion switchingZorans,
circuit is connected through the second transmission line to a storage
an  pparals afthé batsilecsiare semicondictordircit iFditheRgn reputation
semiconductor circuit, when the computation circuit reads instructions
circfigi the forage dfcuit?theedshnetton esfitrol ciretit obitistits tHe first Program

instructing information which which program in a plurality of
programs the computation clrcuit i1s executing, and an
input/output interface circult for inputting and outputting
data with the computation circuit through the transmission
line and inputting and outputting data with the outside of
that data processing apparatus.

Further, in the data processing apparatus, the connection
control circuilt generates the control signal indicating to set
the transmissicon line and the storage circult in a connection
state when the address in the storage circuit for which the
computation circult issues an access request 1s inside the
address range corresponding to a program being executed
defined by the access range defining data and generates the
control signal indicating to set the transmission line and the
storage circuilt in a disconnection state when it is not inside

that address range.



control signal instructing connection to the first connection switching

circuit and outputs the second control signal instructing disconnection to

the second connection switching cirédiit. Disclosed herein is a

semiconductor circuit for executing a program, comprising an
eRAéryptioh/det by plibAcireuifor SiGring erctypted institRiéns -6r datgvided a
‘the program, encrypting data to be output through a first transmission line

seniggsidedithat sémicondtictor Eféuit t6& 3toFage apparatus P afE T am said
_decrypting encrypted instructions or data input through the first .
senlfaRsiHission Imerfrorhithe STatagE appardtus, id TCompiitatidh eifcitfor ine, 2

performing computation using the decrypted instructions or data, a

selection circuit for selecting whether to allow communication between a
second transmission line outside of the semiconductor circuit and the
computation circuit based on a control signal, and a control circuit for
outputting to the selection circuit the control signal for instructing to

disallow communication 30 between the second transmission line and the
computation circuit while the computation circuit is performing processing
using instructions or data of the program. Disclosed herein is a data

processing apparatus comprising a storage circuit for storing in

predetermined storage areas a plurality of application programs each
comprised of a plurality of data modules including processing



routine data describing processing routines for communicating with an
integrated circuit to provide a service and storing management data
showing linked together a data modtfié, first key data used for using
another data module in processing according to that data module, and ‘
storgsbond-Keydata Liked Tor° fransterfirig da@ with theditedtated dreugrecut ing
. processing according to that data module and a semiconductor circuit
sa1dperbAAig processingrelating f5'a service based dn £855% moile§ased  on
. viewing the management data in that processing, using the first key data
Saldcoh%gSHﬂiE@%%aF&&t% n%ﬁ{ﬁélﬁﬁlus%aéﬁon%érro%&a rheateT afd tihg L ine
_ the second key data corresponding to that data module to transfer data ,
Erompith e intB§REEF Birc it Fufther, inthe datairocESSiRG apparatusSthd ching
. __Storage. circuit stores as a data module at least onge of log data of .
C1rShessiy p&fdrmet pefforfied usiig the Hafmbdtie® Progran daa3y said
a routine for registering the data module in a storage area, _
ré\gro‘ﬁiné o datEiy fhistition 8fthe datgCrmect1on

gram data showing a routine for

e dppiication program’ EUrti&t e ¢t tom
line

showin ti
STOTGggram data Showing
. tmo ule frﬁm the storggée area, and r(rjli
statutitaife Storade arbtor SO S
. tthﬁ’ data prqceﬁss%n apparatus, when prqcessirrlf? in ?fccgrmdanceiwith
SWitghother datamodule is 6 be® Executdd by a SEMEARdutor CirEuit THha™
circuit and said first
connection state arnd
and a

emiconductor circuit ,
outsség of‘ tﬁa%, semiconductor
line in one of a

transmission
disconnection state based on a second contrel signal,
circuit for outputting sald second control
connection

connection control
to said second
control signal

instructing disconnection
switching

first

signal
switching circuit when outputting said first
saild connection

to

instructing connection
clrcult and cutputting sald second control signal instructing
connection to said second connection switching circuit when
outputting said first control signal instructing disconnection
to sald first connection switching circuit, wherein said
storage circuit stores a plurality of function modules for
executing said program and storing a plurality of instructions
disconnection release instructions positioned at
instructions pcsitioned at
outputs

including
their heads and disconnection start
and said connection control circult

their tail ends,
salid first control signal instructing connection to said first



uses the management data to obtain first key data corresponding to the

predetermined data module and the first key data corresponding to the

other data module and uses the otBékdata module from the

predetermined data module being executed conditional on the obtained
CONNgS-fifdk ke§vata Mathing. Disebsedteteinsis Edatzpioetssding ethogcuit

whereby a semiconductor circuit for communicating with an integrated
eXeCHrELt 16 pEHSFRPrECEssTHY thpredite alderied frahsfers atdWitRa-s said
_. storage circuit, comprising the steps of: , when the storage circuit stores
L1rsiy prédetéfminéd Sittage areas st plitdlity ofappication Programs eaeh first

comprised of a plurality of data modules including processing routine data
connggderibing Procdestiriefroutings forcoMfihicatfng with P fiitegretéd circuit

circuit to providing a service and stores management data showing linked
exeCihyether £datanoade first Keyrdatatised 32t #6iusing another data

module in processing in accordance with that data module, and second

kéy*dataSised fortranshetring® SRt RRtA e tegratedSictit in the  second

processing according to that data module, having the semiconductor
CONNG Rt Perfdtm- processing relating to a service based on the data

modules, having the semiconductor circuit view the management data in

the processing relating to the service and use the first key data

corresponding to a data module to use another data



module, and having the semiconductor circuit use the second key data
corresponding to the data module in processing relating to the service to
transfer data with the integrated cirguit. Disclosed herein is a program to
be executed by a semiconductor circuit for communicating with an
circintegrated: eirpuit te: perfor precessmgderproyiding semvicesiand 1ine to a
transferring data with a storage circuit, comprising, when the storage
storeeuibstores inpredeterminedistorage areasra: pluiality-ofapptication. rcuit.
programs each comprised of a plurality of data modules including
pracessiag,routine datahdescribing processingroutines faricommunicating the
with an integrated circuit to provide services and stores management
compdatarshowing linked togethes @sdata modtile; fitstrkey datamusedfer usingrage
another the data module in processing according to that data module,
circand secohd keycdata usédfor transfep 0f data withtthec33 pntegratede first
circuit in processing according to that data module, a routine for
contperforming piocessinguelating ta:thexsehvice:baseddrethé data modutesacion
routine for viewing the management data in processing relating to the
switsérvice and wusing:thedirst keywdata torrespendisg toothdt datawtnodlle toignal
use the other data module, and a routine for using the second key data
insteorraespondingtothatedsdta sirodufe i processing drelating tothecservive tohing
transfer data with the integrated
circuilt.

Disclosed herein 1s a semiconductor circulft for executing
a program, comprising an encryption/decryption circuilt for
storing encrypted instructions or data of the program,
encrypting data to be output through a first transmission line
outside of that semiconductor circuilt to a storage apparatus,
and decrypting encrypted instructions or data input Through
the first transmission line from the storage apparatus, a
computation circuit for performing computation using the
decrypted instructions or data, a selection circuit for
selecting whether to allow communication between a second
transmission line outside of the semiconducter circuit and the
computation circuit based on a control signal, and a control
circuit for outputting to the selection circult the contrel

signal for instructing to disallow communication



circuit. The following effects can be achieved by embodiments of the
present invention: It may be possible to provide a data processing
method, semiconductor circuit, andsgrogram able to efficiently perform
processing in accordance with a large number of processing requests. It
betwdaay bepossibie-tmprovidesa gatasprocessihgmethadyl sentieonductprtation
circuit, and program enabling a user to produce and customize an
circapplicatioheprogeant efithecuserdo bei exeduted by the semmpiwithputcessing
informing the user of highly confidential information. It may be possible to
usin@ravide adata precessingamethod, tdemiconduetor circuit, and program
able to prevent each 34 application program from being influenced by
anothelr capplicationpragram ivhen eunnidg asplurality okbapplicationapparatus
programs on the same semiconductor circuit. It may be possible to
comp ptovide a datasprocessing miethod t sefticonductor ciccuit, andoprogeamrmined
made in consideration of the above explained prior art and allowing the
stortransfer ok data among application prdgramsHn Bcebrdance Withdiaess  each
while preventing each application program from being illicitly tampered
compwithgmoniforaed pétorby atusepéf aliothermapplication progrdinwhey ocessing
running a plurality of application programs on the same semiconductor

routéineuitdata describing processing routines for communicating
with an integrated circuit to provide a service and storing
management data showing linked together a data module, first
key data used for using another data module in processing
according to that data medule, and second key data used for
transferring data with the integrated circuit in processing
according to that date module and a semiconductor circuit
performing processing relating to a service based on a data
modules, viewing the management data in that processing, using
the first key data corresponding to that data module to use
another data module, and using the second key data
corresponding to that data module teo transfer data with the
integrated circult.

Further, in the date processing apparatus, the storage
circuit stores as a data module at least one of log data of
processing performed performed using the data module, program

data



it may be possible to provide a data processing method, semiconductor

circuit, authentication apparatus, and program able to restrict the content

of access to a semiconductor circuit of a server etc. in accordance with its

right. It may be possible to provide a semicondugctor circuit and data
oo g a5 Ao (o R tE coNUeIfty Of it everwiidPF2e

arearASMitng highly confidential data hetween ihe semicondutor gr%us![%ration
and’§émiconductor storage Cicdit through anéxternal bus. 35 Ttay be

- Jossible.to proinjd_ a data processin paratus able to maintain the .
°F R RdurEalty of ISrUCTARS and Gata betwoen progams when exeditiig 422
a plurality of programs, It may_.he possihle to provide a semiconductor :
S KA oV the STty BT the o8 ain Batret a2
fhe %% %%ig e.tgrpr%ig%&gﬁta processing apparatus, method, and
p o%ram able to Improve the security of an application program running
on-a seryer when providing a service usin .qQr.other | I
circ%lt. B%?IEF DESCRIPﬁgON %%FL!TEHE %R%%I%\I%S%IG.%%%%%V%%‘ the
procQuarall gonfiguration,of:a .communigation system of anembodiment of the,, 1,

present invention. FIG. 2 is a view for explaining the software

execgwg@u@i(w Qg&ﬂ%’%%@ﬂ[%t?@?"\@ﬂggﬁgt} E:II% 3si§n@if<lf@ﬁg%@<piocnl§ircuit

lagram of an IC of an IC

when

uses the management data e obtain first key  data
corresponding to the predetermined data module and the first
key data corresponding to the other data module and uses the
other data module from tThe predetermined data module being
executed conditicnal on the obtained two first key data
matching.

Disclosed herein is a data processing method whereby a
semiconductor circult for communicating with an integrated
circult to perform processing to provide a service transfers
data with a storage circuit, comprising the steps of: , when
the storage cilrcuit stores in predetermined storage areas a
plurality of application ©programs each comprised of a
rlurality of data modules including processing routine data
describing processing routines for communicating with an
integrated circuit to providing a service and stores
management data showing linked together a data module, first

key data used



card shown in FIG. 1. FIG. 4 is a view for explaining information stored in

a storage unit shown in FIG. 3. FIG, 5 is a view for explaining information

stored in an external memory of the’SAM unit shown in FIG. 1. FIG. 6 is a

view for explaining service definjtion table data shown in FIG. 5. - 36 ,
for BRI Gielrfor SxpRaifing theprote8SRG P & - 8AM Ehif TSy iRce with

service definition table data and script program shown in FIG. 5. FIG. 8 is
thaty Gifforesplamingcohnidiod sed 7 a B <&iptSiograht FIGI§ie4Srring
~ functional block diagram of the SAM chip shown in FIG. 1. FIG. 10 is a
datayigly for ekprainilt: TRE Aaf'stdred 7 a stofagé LRt Showhdn B a6t

_FIG. 11 is a view for explaining the format of IC card_entity data .

thatgeﬂ@Faﬁed“B&FH?eesAl\}FgFﬁb%GF 15 is 3L BANSITiGH chartof the 1cPer Torm

card, entity data shown in FIG. 11. FIG. 13 is a view for explaining a
PrOCHRithEEing ToltiE 45 b7 arfIC Caid bricedar-mardbeiriont 8k Shawi oS
" .in Flghlo. FIG. 14 is a view fO[; ex laining.the O\éerall ogeration Oftth% e

2V - ESmmuinicAliSH SyRersiown A FIG 1. Fit: 15 18'8 vigw for expiaining =

the overall.operatiaon _ . . .
the proce551ﬂ% réﬁatlng te the service and use the first key

data corresponding to a data mecdule to use another data
module, and having the semiconductor clrcult use the second
key data corresponding to the data module in processing
relating to the service to transfer data with the integrated
clrcuit.

Disclosed herein is a program to be executed by &
semiconductor circuit for communicating with an integrated
circult to perform processing for providing services and
transferring data with a storage circuit, comprising, when the
storage circuit stores in predetermined storage areas a
plurality of application programs each comprised of a
plurality of data modules including processing routine data
describing processing zroutines for communicating with an
integrated circuit to provide services and stores management
data showing linked together a data module, first key data
used for using another the data module in processing according
To that data module, and second key data used for transifer of

data with the



of the communication system shown in FIG. 1. 20 FIG. 16 is a view for

explaining communication protocol §§tween an IC card and SAM chip.

FIG. 17 is a functional block diagram showing more specifically the
integk“a‘]’%'% b'oéféﬁiyf},e SAM ng&@%%‘gﬁ%”@a@c -FIG, 185 aviewfor ..,

xplaining another mode of e SAM chip. FIG. 19 is a view

nodu9Ethe gverall configuration 8_&@&%8%“”%09888%%&?% AALting to the
embodiment of t e pres.ent invention. 5 EI .201s a vie for explamlng
serviNeSoftware configuration of the SAM.chip shown in;FIG. %%-f"éié%i%z% the
functl_ona block dlggram of an IQ of the IC car_d shown in FIG. ;9. FIG. :
manal$MeW for.gxplaining information stored 11.Q in the storagg unitshawnin .4
IG. 21. FIG. 23 is a view for explaining an external memory of the SAM

usinHNitahown IFIG, 19. BIG. 24.is aview for explainingthe format of noguie o

module management data shown in FIG. 23. 15 FIG. 25 is a functional

use Rlack diagram of the GAM ghip shawn.in FlG: 1EIG 26 is avew ol secong

explaining tasks executed by the CPU shown in FIG. 25.

key data corresponding to tThat data moduie 1n processing

relating tc the service to transfer data with the integrated
circuit.

The folliowing effects can be achieved by embodiments of
the present invention:

I't may be possible to provide a data processing method,
semiconductor circuit, and program able to efficiently perform
processing in accordance with a large number of processing
reguests.

It may be possible to provide a data processing method,
semiconductor cirxcuit, and program enabling a user to produce
and customize an application program of fthe user to be
executed by the server without Informing the user of highly
confidential information.

it may be possible to provide a data proce;sing method,

gsemiconducter circuit, and program able to prevent each



FIG. 27 is a flow chart for explaining the operation 20 for downloading an

application program from the personal computer to an external memory

shown in FIG. 19. FIG. 28 is a flow cifart for explaining the operation of

the SAM chip executing an application program shown in .FIG. 19. 25 ‘
SPPLlERS 3PTs a vieW fr@kplainiythe dferdfion dbifthd 2 ¥8-Sékecutivn ofddiP ther

application program. FIG. 30 is a view for explaining the overall operation
apP L of el QUmniliriication sYstei shoWniREIG 18161315 atdnctiRa) i cation

block diagram showing more 5 specifically the function blocks of the SAM
ProgERBSHIWNACFRE™SS, FBL 39118 & 6rexpidihing another mode of

use of the SAM chiép. FIG. 33 is a view of the overall configuration of the

16 coMmunieatidi & stermof an drfisotimentiof te-preB&it firentign. method,

FIG. 34 is a view for explaining the software configuration of the SAM -
SeMLERBEHGWATIn FI6. 33 F1G.%35%s BuActhalBlotk didgranof afFEbr "
the 15 IC car showg in FIG. 33. FIG. 36 is a view for explaining the
theiﬁ%

Pation Stored” M th& Stotageinit shbwn MFIG 357 FIG %37 I VRew ™ °F

of the external memory of the SAM : ; .
data among appfgcatfgn programs in accordance with need while

preventing each application program from being 1llicitly
tampered with, monitored, etc. by a user of ancther
application program when running a plurality of application
programs on the same semiconducter circult.

It may be possible to provide a data processing method,
semiconductor circuit, authentication apparatus, and program
able to restrict the content of access to a semiconductor
circuit of a server etc. in accordance with its right.

It may be possible to provide a semiconductor circuit and

data processing method able to maintain the confidentiality o

-ty

data even when <transmititing highly confidential data between
the semiconductor circult and semiconducter storage clrcult

Through an external bus.



unit shown in FIG. 33. 20 FIG. 38 is a view for explaining AP selection
data shown in FIG. 37. FIG. 39 is a view for explaining inter-AP
communication data shown in FIG.37. FIG. 40 is a functional block
diagram of the SAM chip 25 shown in FIG. 33. - 39 FIG. 41 is a view for
It magplamirktPRdks execiited BV HHECPUSSHoWFAR FIBS 200 BIGPER 4 Us able
view for explaining the functions of the settlement processing routine task
CO BROWRIAEIGTAE 5 RRETASIEE fiew'chart fof expliting e Proteséing  9at2
~of the inter-AP communication task shown in FIG. 41. FIG. 44 is a view for
oet W BB AT IRt SSAME E6mtturiCatiorPthsk Showh il FIBT4F FBS 45 is
a view for explaining the overall operation 10 of the communication o
systerf‘@owtfin BIS 533 HG 46 i€atinctiondl bISER digram stowing * €2+t
more specifically the function blocks_of the SAM chip shown in FIG. 40.
ablepi@ 47REViBWHOT explainiig another mode of (e AEGFHB SAN Thip® -

FIG. 48 is a view of the overall configuration of the communication

system'BF&n effboditérit ot thie preSent’invdnfioh, 2 ¢-8 Pprocessing

apparatus, method, and program able to improve the security of
an application program running on a server when providing a
service using an IC or other integrated circuilt.

BRIEY DESCRIPTION OF THE DRAWINGS

FIG. 1 is a view of the overall coniiguraticn of a
communicatlon system of an embodiment of the present
invention.

FIG. 2 is a view for explaining the software

configuration of a SAM chip shown in FIG, 1.

G

FIG. 2 4is a functional block diagram of an IC of an IC
card shown in FIG. 1.

FIG., 4 is a view for explaining information stored in a
steorage unit shown in FIG. 3.

FIG., &% is a view for explaining information stored in an
external memory of the SAM unit shown in FIG. 1.

FIG. & is a wview for explaining service definition table

data shown in FIG., 5,
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FIG. 49 is a view for explaining the software 20 configuration of the SAM
chip shown in FIG. 48. FIG. 50 is a functional block diagram of an
authentication unit of a business using the application program shown in
FIG. 48. FIG. 51 is a view for explaining&he function of the 25 mutual
authentication unit shown in FIG. 50. 40 FIG. 52 is a view for explaining

the functiéhtof te idovenlvaeprdeassaxplritishiovwn ithd Go bOcEKsinYiSin a

a functional block diagram of an authentication unit of a software

- A sl pfastianglléhsé yev shewddl F1® LA T IEGalhl sdnviavatof scr::.pt

explaining-the function of the download processing unit shown in FIG. 53.
FEteeg5amashastiondhbBER didgram of the authentication unit of the
manager of the SAM chip shown 10 in FIG. 48. FIG. 56 is a view for
explaining¥@e f@hctivnafthewdvroecpliccesing umitshanmsinFd&d55n a
FIG. 57 is a view for explaining the external memory of the SAM unit
SHewAPH MEcd8ams FIG. 58 is a functional block diagram of the SAM

chip shown in FIG. 48. FIG. 59 is a flow chart for explaining the operation

for down®bB@indPan appliCarortpogrdmificnek peisgnam of the SAM chip

shown in FIG. 1.

FIG. 10 is a view for explaining the data stored in

~ a storage unit shown in FIG. 9.

FIG. 11 is a view for explaining the format of IC card
entity data generated by the SAM chip.

FIG. 12 is a state transition chart of the IC card
entity data shown in FIG. 11.

FIG. 13 ié a view for explaining a processing routine
of an IC card procedure management task shown in FIG. 10.

FIG. 14 is a jriew for explaining the overall operation
of the commu‘nication system shown in FIG. 1.

FIG. 15 is a view for explaining the overall operation

of the communication system shown in FIG. 1.

FIG. 16 is a view for explaining communication protocol

between an IC card and SAM chip.

FIG. 17 is a functional block diagram showing more
specifically the function blocks of the SAM chip shown in

FIG. 9.

FIG. 18 is a view for explaining another mode of use
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computer to an external memory shown in FIG. 48. 20 FIG. 60 is a view
for explaining processing for a transaction using an IC card of the
communication system shown in FIG. 48. FIG. 61 is a functional block
diagram showing more specifically theftnction blocks of the SAM chip
shown in 25 FIG. 58. - 41 FIG. 62 is a view for explaining another mode

obysef thenaAM, ¢lip- FIG. 63 is a view for explaining a modification of
the communication system shown in FIG. 48. 5 FIG. 64 is a view of the

overall capfguralonaf L, sQBUNIEALOD PYSIeN of AN PINRAIDERL L, ne

the present invention. FIG. 65 is a view for explaining the are
cenfigration efbe SAVM<hip skowy @:Eﬁ%a%&%”&_ R N
explaining the external memory of the SAM unit shown in Fl R4TRTG.
67rs&durelipnal block diagram of the SAM chip shown in FIG. 64. FIG.

68 is a view for explaining the relation between 15 the CPU, bus

scrambleging, apd exieraal/memORy ShYRIn G G0 EIC- S5 Aview |
for explaining the address space between the CPU"and external memory
SBQﬂ@ﬂBﬁyth%n of the SAM chip shown in FIG. 19.

FIG. 21 is a functional block diagram of an IC of the
IC card shown in FIG. 19.

FIG. 22 is a view for explaining inforﬁation stored
in the storage unit shown in FIG. 21.

FIG. 23 is a view for explaining an external memory
of the SAM unit ghown in FIG. 19.

FIG. 24 is a view for explaining the format of module
management data shown in FIG. 23.

FIG. 25 is a functional block diagram of the SAM chip
shown in ﬁIG. 1.

FIG. 26 is a view fér explaining tasks executed by
the CPU shown in FIG. 25.

FIiGc. 27 ié a flow chart for explaining the operation
for downloading an application program from the personal
computer to an external memory shown in FIG. 19.

FIG. 28 is a flow chart for explaining the operation

of the SAM chip executing an application program shown in

"FIG. 19.

FIG. 29 is a view for explaining the operation during
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FIG. 70 is a functional block diagram of the bus 20 scramble unit shown in
FIG. 67. FIG. 71 is a view for explaining a write operation of the external
memory by the bus scramble unit shown in FIG. 67. FIG. 72 is a flow
chart of the operation shown in FIG.-28&1-42 FIG. 73 is a view for
explaining a read operation of the external memory by the bus scramble

Weshovdbin |IS. £y {1 {4da-adlovpehayiafihe operation shown in

FIG. 573. FIG. 75 is a view for explaining switch processing of a

scramblepisey. insa scramble ky#Banagemenh YRl SbRWL ML EIG1790E G tion

76 is a view for explaining switch processing 10 of a scramble key in a

ssrarehle keymianaeapeounibshoan A&IE. 19 e 7748 a view for

explaining switch timing of a scramble key in the scramble key

managemeat. unit SRR INEFAG £ {@nka FI3 offkiS WEW-IAr SXRIGUWY more
switch timing of a scramble key in the scramble key management unit .
sheudtipi BHA.140. £1G. FRATR MY BN cXPLAIRIRY PIREIIBRIPIAESTS NGhown in
FIG. 25.

FIG. 32 is a view for explaining another mode of use

of the SAM chip.

FIG. 33 is a view of the overall configuration of the

- communication system of an embodiment of the present

invention.

FIG. 34 is a view for explaining the software
configuration of the SAM chip shown in FIG. 33.

FIG. 35 is a functional block diagram of an IC of the
IC card shown in FIG. 33.

FIG. 36 is a view for explaining the information stored
in the storage unit shown in FIG. 35,

FIG.737 is a view of the external memory of the SAM
unit shown in FIG. 33.

FIG., 38 is a view for explaining AP selection data
shown in FIG. 37.

FIG. 39 is a view for explaining inter-AP communication
data shown in FIG. 37. |

FIG. 40 is a functional block diagram of the SAM chip

shown in FIG. 33.
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by a pipeline processing control unit shown in FIG. 70. 20 FIG. 80 is a
view for explaining the overall operation of the communication system
shown in FIG. 64. FIG. 81 is a functional block diagram showing more
specifically the function blocks of the S¥M €hip shown in FIG. 67. 25 FIG.
82 is a view for explaining another mode of use - 43 - of the SAM chip.

FIG. 83 igpafungtional blockidiagrauy-oba1c 0PG5 UL N IBRLMNICed by

settlement forming a related art of the present invention. 5 FIG. 84 is a

vt forexpiaiping the seitware gtructure of a computer of FIG. 83 and an
embodiment of the present invention. FIG. 85 is a view for explaining the

types of i eardse handied bydhe seMue SOV INRIS 8 dPifs 85 the

is a view for explaining the storage state of the memory shown in FIG. 83

 hefernwhidag: Heo8éds andpwiiaxplainingthe slarags statef the

memory shown in FIG. 83 after writing. FIG. 88 is a view for explaining the

correspopgence 315 Heiweesdneraplicainn Rigaians Ang ResPfdeessing
cards shown in FIG. 84. 'FIG. 89 is a view of the configuration of a ‘

eEMpHer acceiding teanmmbadinenhofthg Presrkinventien . 41.

FIG. 44 is a view for explaining the inter-SAM

_communication task shown in FIG. 41

FIG. 45 is a view for explaining the overall operation
of the communication system shown in FIG. 33.

FIG. 46 ia a functional block diagram showing more
specifically the function blocks of the SAM chip shown in
FIG. 40. |

FIG. 47 is a view for explaining another mode of use

of the SAM chip.

FIG. 48 is a view of the overall configuration of the
communigation system of an embodiment of the present
invention.

FIG. 49 is a view for explaining the software
configuration of the SAM chip shown in FIG. 48.

FIG. 50 is a functional block diagram of an
avthentication unit of a business using the application
prégram shown in FIG. 48.

FIG. 51 is a view for explaining the function of the

mutual authentication unit shown in FIG. 50.
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FIG. 90 is a view of the configuration of a judgment 20 circuit shown in
FIG. 89. FIG. 91 is a view of the configuration of a fetch judgment circuit
shown in FIG. 90. FIG. 92 is a view for explaining fetch access range
defining data shown in FIG. 91. 25 RIG483-is a view of fetch inter-AP call
relation 44 defining data shown in FIG. 91. FIG. 94 is a view of the

configurgiipg of soread Judgiuentelcull Shownda fIGLRQ- %@1@@1‘8@ fE the

view for explaining read access range 5 defining data shown in FIG. 9

RiGw 28 dna e i exnlaning 1ead iiaiAR calreelatign defining et

shown in FIG. 94. FIG. 97 is a view of the configuration of a write

judgmentaiecuitsshonsn i G, 90s 3 E10H 93152 yieyy for,explainjgg write

access range defining data shown in FIG. 97. FIG. 99'is a view for

aplaiang yieiNar-aRielb relatin, defining. da P EE. a97h§£<é1er

100 is a view for explaining another embodiment 15 of the present

invgationskiGnl Gliisprewsfgr explaining another embodiment of the
present invention. FIG. 102 is a view of the configuration of a

FIG. 54 is a view for explaining the function of the
download processing unit sﬁown in FIG. 53.

FIG. 55 is a functional block diagram of the
authentication unit of the manager of the SAM chip shown
in FIG. 48.

FIG. 56 is a view for explaining the function of the
download processing unit shown in FIG. 55.

FIG. 57 is a view for explaining the external memoxry
of the SAM unit shown iﬁ FIG. 48B.

FIG. 58 is a functional block diagram of the SAM chip
shown in FIG. 48.

FIG. 5% is a flow chart for explaining the operation
for downloading an application program from a personal
computer to an external memory shown in FIG. 48.

FIG. 60 is a %iaw for explaining processing for a
transaction using an IC card of the communication system‘
shown in FIG. 48.

FIG. 61 is a functional block diagram showing more
specifically the function blocks of tﬁe SAM chip shown in

FIG. 58.
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semiconductor chip of a first embodiment of the present 20 invention.

FIG. 103 is a view for explaining the software configuration of the
semiconductor chip shown in FIG. 102. FIG. 104 is a view for explaining

the con-figuration of a program modulesghewn in FIG. 102. 25 FIG. 105 is

a view of the configuration of a 45 semiconductor chip of a second

embodi of I il an. IS.a Vi r explaining t
configum{nteif)trt‘;l' o??f p%%%%ﬁﬁ%ﬁhgﬁ%% %QI%SH%OSQ%%C? 1 7°i(si% oF use

@@N{@{eemn'@gitgg unit of encryption and decryption performed by the
encryption/decryption circuit shown in FIG. 105 and parity data. FIG. 108

is a viewgegexpiaining keyinformationdable beld by the enernnfio s on of

/decryption circuit shown in FIG. 105. 10FIG. 109 is a view of the overa

QNG 0HIRn:f & SQBINWYSAGN S of fhepresegiembodiment.

FIG. 110 is a view for explaining another SAM chip which the SAM chip .

shown gl 10P eaminyniggtesivithe FiGetLh 5 eamoégifa@@&mngf the
another SAM chip 15 which the SAM chip shown in FIG. 1

eummeRicales with sFlG ekl 26 afiinglinny fleclkdiggram of 891G card
shown in FIG. 109. FIG. 113 is a view for explaining the memory shown
invention.

FIG. 65 is a view for explaining the software
configuration of the SAM chip shown in FIG. 64.

FIG. 66 is a view for explaining the external memory
of the SAM unit shown in FIG. 64.

FIG. 67 is a& functicnal blodk diagram of the SAM chip
shown in FIG. 64.

FIG. 68 is a view for explaining'tha relation between

the CPU, bus scramble unit, and external memory shown in

FIG. 66.

FIG. 69 is a view for explaining the address space
between the CPU and external memory shown in FIG. 68.

FIG. 70 is a fungtional block diagram of the bus
scramble unit shown in FIG. 67,

FIG. 71 is a view for explaining a write operation
of the external memory by the bus sgramble unit shown in
FIG. 67.

FIG. 72 is a flow chart of the operation shown in FIG.

71.
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in FIG. 112. 20 FIG. 114 is a view for explaining the software structure of
the SAM chip shown in FIG. 109. FIG. 115 is a view for explaining the
storage areas of the external memory shown in FIG. 109. FIG. 116 is a
view for explaining an application 25 pgagram AP shown in FIG. 115. - 46
FIG. 117 is a view for explaining the types of the application element data

APE showpdn Fg. 1165FIG5 1 & 5.2 yiew ot gxplaining the, processi
of the SAM chip shown in FIE 109.5 F@éilw IS §v?ew or ext é“iﬁf’r‘ugg"“ of

IBR&OMM&!S%&&%‘@{) Igﬁqu@ﬁﬁiﬁt'%%qgo nand, %rmb in FIG.

program shown in FIG. 118. FIG. 120 is a view for explaining t
panagement storage area shown in FIG. 115. 10 FIG. 121 is a view for
explaining the AP management table data shown in FIG. 120. FIG. 122 is

a view fopgaplamingdhe $AM,IRREIG 198 5.2 iV freymlaining. e n ria.
APP table data shown in FIG. 120. 15 FIG. 124 is functional block

eiggram of the SAM chip shown in FIG. 109. FIG. 125 is a view for
explaining tasks, programs, and data stored in the memory shown in FIG.

124. FIG. 75 is a view for explaining switch processing
of a scramble key in a scrawble key management unit shown
in FIG. 70.

FIG. 76 is a view for explaining switch processing
of a scramble key in a scramble key management unit shown
in FIG. 70.

FIG. 77 is a view for explaining switch timing of a
sdrambie key in the scramble key management unit shown in
FIG. 70.

FIG. 78 is a view for explaining switch timing of a
scramble key in the scramble key management unit shown in
FYG. T70. |

FIG. 79 is a view for explaining pipeline processing
by a pipeline processing control unit shown in FIG. 70.

FIG. 80 is ajvieW'for explaining the overall operation
of the communication system shown in FIG. 64.

FIG. 81l is a functional b;ock diagram showing more
specifically the function blocks of the SAM chip shown in
FIG. 67.

FIG. 82 is a view for explaining another mode of use
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FIG. 126 is a view for explaining the format of the 20 IC card entity data
73-x. FIG. 127 is a view for explaining the state transition of the entity
status data shown in FIG. 126. FIG. 128 is a flow chart of the processing
performed by the IC card procedure mgmhagement task. 25 FIG. 129 is a
view for explaining the processing which 47 the SAM chip performs when
AEEFHAI PARFESFH]Y O data defined by other application element data
APE in accordance “with a routine defined by application element data

APE whepy exegufing,a AO*%%%@E&W%F'Qcp]lzﬁié;&ml%% S35 uter

for explaining the processing which the SAM chip performs when
- 3pgessing Iecesing 9rdata: pefined by e PG SEIPLA R e the
APE in accordance with a routine defined by ap catlon element data

?E’:Egg}?@ £X6e4fing g job at step ST4 of FIG. 128. 10 FIG. 131 is a view

r explaining the overall operation of the communication system shown

in FIG. 189:F1G4182 is 3 MSWoL explaining {h %ﬁéaQSE%E?%@Q QG ture

communication system shown in FIG.109. FIG 33 is aview

@@@n@ ﬁQQQr 8¢ ﬂ?(:BEg?E I\AQQ Eaﬁogf&’é)ﬁ%@ﬁ T&F the present

INVENTION Next, embodiments of the present invention will be explained
Witk Lefesence to the attached drawings. First Embodiment

FIG. 85 is a view for explaining the types of IC cérds
handled by the computér shown in FIG. 83.

FIG. 86 is a view for explaining thg storage state
of the memory shown in FIG. 83 befére writing.

-FIG. 87 is a view for explaining the storage state
of the memory shown in FIG. 83 after writing.

FIG. 88 is a view for explaining the correspondence
between the application.prqgrama and types of IC cards shown_
in FIG. 84.

"FIG. 89 is a view of the configuration of a computer
according to an embodiment of the present invention.

FIG. 90 is a view of the configuration of a judgment
circuit shown in FIG. 89.

FIG. 91 is a viéw of the configuration of a fetch
judgment circuit shown in FIG. 90.

.FIG. 92 is a view for explaining fetch access range
defining data shown in FIG. 91.

FIG. 93 is a view of fetch inter-AP call relation
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The present embodiment is an embodiment corresponding 20 to the first
to sixth aspects of the invention. FIG. 1 is a view of the overall
configuration of a communication system 1 of the present embodiment.
As shown in FIG. 1, the communicatio gystem 1 uses a server 2, IC card
3, card reader/writer 4, personal computer 25 5, ASP (application service

RIQEEER REVEl 6, B AM i A84ggcugs application module) unit 9 to

communicate through the Internet 10 and perform settlement processing

or procepsigg fauother pragedyresusing e it eaild dsoigied.claly

of the present invention). 5 The SAM unit 9 has an”external memory

;2A0MERiP (semicandusiQigircyil offae pggent invention) 8. The SAM

chip 8 has the software configuration as shown in FIG. 2. As shown in

FIG. 2, ther§AMbghip 8 has, fiom adiotiam 110 laygrfopard atap daver, an oo

HW (hardware) layer, OS layer, lower handler layer, higher handler layer,

AukARaveradipe lawehandlerdayer iggludes a driver layer. Here, the
AP layer includes application programs APi, AP-2, and AP-3 defining

procedurepdor uee 9Gthg 1¢::card 45,3 BySiedit0ald CRIRANISS QU ARE! ca11
businesses 15 1, 15 2, and 153 shown in FIG. 1. In the AP layer, the

IPISRUQM PEREANS P dafB 2:naNh ADn- 3l the higher handler layer

are provided between

FIG. 97 is a view of the configuration of a write
judgment circuit shown in FIG. 90.

FIG. 98 is a view for expiaining write access range
defining data éhown in FIG. 9?.

FIG. 89 is a view for explaining write inter-AP call
relation defining data shown in FIG. 97.

FIG. 100 is a view for expléining another embodiment
of the present invention.

FIG. 101 is a view for explaining another embodiment
of the present invention.

FIG. 102 is a view of the configuration of a
semiconductor chip of a first embodiment of tﬁa present
invention.

FIG. 103 is a view for explaining the softwaré
configuration of the semiconductor chip shown in FIG. 102.

FIG. 104 is a view for explaining the configuration
of a program modulé Shown in FIG. 102.

FIG. 105 is a view of the configuration of a
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8
~ through agSCSI port,ltﬁeaEﬁw%?r‘feth t. %0 ea,&gl’-’gs%rvg}%.cr%%

them with firewalls FW. 20 The application program AP-1 is defined by a
later explained service definition table data (correspondence instructing
data) 201 and script program (operation describing program) 211 stored
in an external memory 7. The applicatipfn program AP -2 is defined by a
later 25 explained service definition table data (correspondence - 49

ipsirycting data) 202,and script program (opetation describing program)
212 stor('e%i ?lnct 2(’é":ex(;[’gr?rﬁgl PnEerﬁor?/%?QPﬁl(e %ﬁ%ﬁ’c‘%%ﬁrbvoé’rgmt P Bygsent
defi %@ later explained service definition table data (correspondence

5 instructing data) 203 and script program (operation describing program)

213 storgd in t xternal memory.7. The SAM. chip 8 is_ connected )
Fegn %% % %'&.gr_.}ratlon

ver § 1 ected through the Inter 0 plurality of terminal 10
SEVE' BI> AOURHERIIOURANE 11 Be0 ek |

apparatuses Iin Ing a personal computer 5 € end user and

personal.cempyer 161, 162 d 163 of the businesses 15 1,152, and, .
15 3. The persona com?irutae‘r‘t ,?gr%ﬁg?“napsféﬁg go%%%c?é‘& %tﬁouﬁﬁcaryptmn

Sl BOLYEN98, PO BA DU Iypeysald de eaderluniord, The card

. F e
reader/writer 4 realizes for example wireless co unica

SN ARG NEPIPICa! JReel W h0,1C g 3 Qperational
commands to the IC card 3 and responsg

FIG. 108 is a view for explaining key information table
held by the encryption/decryption circuit shown in FIG. iOS .

FIG. 109 is a view of the overall configuration of
a communication system of the present embodiment.

FIG. 110 is a view for explaining another SAM chip
which the SAM chip shown in FIG. 109 communicates with.

FIG. 111 is a view for explaining another SAM chip
which the SAM chip shown in FIG. 109 communicates with.

FIG. 112 is a functional block diagram of an IC card
shown in FIG. 109,

FIG. 113 is a view for explaining the memory shown
in FIG. 112.

FIG. 114 is a view for explaining the software
structure of the SAM chip shown in FIG. 109.

| FIG. 115 is a view for explaining the storage areas

of the external meinory shown in FIG. 109.

FIG. 116 is a view for explaining an application

program AP shown in FIG. 115.
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packets from the IC card 3 are generated and analyzed at 20 the SAM
unit 9 side. Therefore, the card reader/writer 4, personal computer 5, and
ASP server 6 interposed between them only act to store the commands
or response content in data payload ggrtions and relay the same. They
are not involved in encryption or decryption of data, authentication, 25

and oth tual.qperations in the IC card 3, - 50 . The personal compute
To1 163 TS R e for pmarning RS Hepad Bf the

SAM chip, 8 to customize their application program -1, AP-2, and AP
?%&%ﬁﬁg%ﬁnﬁ%&eﬁ% %o{ﬁn in FIC .p‘I?‘\'fvfh e e?é%iheﬁf?lc Card 3]
FIG. 3 i%%éunqual blockg;_aeg&a c}of an IC‘lcar!(Ijiz?{. A ﬁhownci)régls%i%, of
the IC card 3 has an 1C (T‘ntegrate “fo & wt?éa prgvi g vith a storag

ppi SQﬁpdC%rféegﬂggfu@%S]EI@;e SigLage unit 50, as shown in FIG. 4,

has a storage area used by a’credit card company or other business,

151, a sjgrage %??gzé'sg_ﬁ!é’% %Q%Si2§§3£§%'i% %8%-5 ARG AS Aused

553 used by a business 153. Further, the Storage unit 50 stores key
ifoupaten dised fglﬁia%da?@o em%‘&?éségh@%&%g‘es%‘?ﬁ%? Y3 Kown
information used for judging the access right to the
in FIG. 118. |

FIG. 120 is a view for explaining the AP management
storage area shown in FIG. 115. |

FIG. 121 is a view for explaining the AP management
table data shown in FIG. 120,

FIG. 122 is a view for explaining the SAM ID.

' FIG. 123 is a view for explaining the APP table data

shown in FIG. 120.

FIG. 124 is functional block diagram of the SAM chip
shown in FIG. 1089.

FIG. 125 is a view for explaining tasks, programs,
and data stored in the memory shown in FIG. 124.

¥FIG. 126 is a view for explaining the format of the

IC card entity data 73_x.

FIG. 127 is a view for explaining the state transition

of the entity status data shown in FIG. 126.

FIG. 128 is a flow chart of the processing performed
by the IC card procedure management task.

FIG. 129 is a view for explaining the-processing'which
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storage area 552, and key information used for judging the 20 access right
to the storage area storage area 553. That key information is used for
mutual authentication, encryption and decryption of data, etc. Further, the
storage unit 50 stores identification-infgrmation of the IC card 3 or the
user of the IC card 3. 25 Next, the SAM unit 9 will be explained in detail. -

Bhe [%ix&@”@lﬁé,e@g%ﬂx@%gﬁéé view dar %%a}gi“ Ié&%&f&ﬁ@% data

programs storéd in the external memory 7 sho hown'in

B 5.1 B SO0 L SHYE S AU Y 098 X0t e

and IC card operation macro command script program

husness Aale hetheLhg sxtepal Meraary /s sipres seivise Qaeﬁgit% [ghen

table data 202 and IC card operation macro command Script progra

ekihehusiness 157, LFwiller, tipexiempkmentory 7 stores service

definition table data 203 and IC card operation macro command script

prograny2&3 oiﬁ@epy%n@a%%a;h&gmmﬁ' ion ghle dara 20 which

202, and 203 have the same format. 15 Further, the. IC Card operation

%r@ﬁﬁm@ﬂj §g£%9598 YRS L 1&02:%%5?:&@92 : g@e\ggqﬁ.@ USING g, ¢4
common macro commands. Further, the service definition table data 20
éeggﬁ%djby other application element data APE in accordance
with a rﬁutine defined by application element data APE when
executing a job at step ST4 of FIG. 128.
| FIG. 131 is a view for explaining the overall operat:lnon

of the communication system shown in FIG. 109.

FIG. 132 is a view for explaining the overall operation
of the communication system shown in FIG. 109.

FIG. 133 is a view for explaining the prior art.

BEST MODE FOR WORKING THE INVEHTION

Next, embodiments of the present invention will be

'explained with reference to the attached drawings.

First Embodiment

The present embodiment is an embodiment corresponding -
to the first to sixth aspects o.f the invention.

EIG. 1l is a view of the overall configuration of a
communication system 1 of the present embodiment.

As shown in FIG. 1, the communication system 1 uses
a sexver 2, IC caxrd 3, card readexr/writer 4, personal computer

5, ASP (application service provider) server 6, and SAM
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and 203 and IC card operation macro command script programs 20 21_1,
212, and 213 are scrambled to be stored in the external memory 7. The
scrambled data and programs are descrambled at the SAM chip 8. In the
present embodiment, the script prograggs 21_1, 212, and 213 are
produced using the personal computers 25 161, 162, and 163 shown in

- t ' s, 1571, 5 d 453 and are downlgade
ghs%ugfatshéa%gﬁ'esﬁi%% e ) iR 988 bt .&mugh

M chip 8 to the external memory the sérvice ™ -
erfinitigr Lahle da§g 2Q] 2 440 roduced by the manager of
the SAM unit 9 upon 5 ins?r%(ﬁion fro%%&gﬁgﬁgsgs syfffsl%in nd153.
F6c8 53 NipvH i xplaining e satvice.definjion fable data, 201, A
shown in FIG. 6, the servic:%efinition tabsle%g%a %Ol%aaspgltﬁgg ggf%

PR ReSleReRin R CI RABER). 4l AGIRASR B A5 Y 0 numbers

(operation codes), key version information, and key information. The

"serviceryRelpmen 580w dhg nange assidned.pdhs seryics %rogﬁ?d;hip

by the application program of the business 151. The sérvice type element

(s anidasiiigbta viewedinsieadofing SS%%Q‘H“PSQSB@?&%?{‘S%‘?

which the application program of the business 151 can use. Int

' presentmbgm%ﬂ&ﬁ%sﬂ%\@néﬂg G bR e Rie ;\é/\g;'a dWVEs aé%own

used as the service type elements
in FIG. 2,

As shown in FIG. 2, the SAM chip 8 has, from a bottom
layer toward a top layer, én HW (hardware) layer, OS layer,
lower handler layer, higher handler layer, and AP layer.

The lower handler léye:: includes a driver layer.

Here, the AP layer includes application programs AP 1,
AP_2, and AP 3 defining procedures for use of the IC card
3 by credit card companies or other businesses 15 1, 152,
and 15 3 shown in FIG. 1.

In the AP layexr, the application programs AP 1, AP 2,
and AP_3 and the higher handler layer are provided between
them with firewalls FW.

The application program AP _1 is defined by a later
ekplained service definition table data (correspondence
instructing data) 20_1 and script program (cperation
describiné program) 21_1 stored in an external memoxry 7.

The application program AP 2 is defined by a later

.explained service definition table data {correspondence
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of the service definition table data 20_1 corresponding to 20 the business
151. In the present embodiment, the IC card operation macro command
script program 211 define service content combining a plurality of service
type elements and reflects this into_ thfglag_er explained IC card entity data
(job management data) 25 so as to be able to provide a service combining
services - 53 corresponding to a plurality of service type elements. For
EREHPRCEINgyita Banitling R8sty ReTbPlearRI R ffoPaTa tEaard
(g and a service for writing data in the server 2 can be defined in the IC
GRPEARY P P ATeRentde Ruiberpdnd Relthe aefmroriattennry 7.
2071 is apn operational command issued to the IC card 3 and analyzable
by the ICREr@BRINSGAEEBRRIEENARR_FotRicdefimed hasister
The "address" in the service definition table data_10 201 indicates the
SRR WHST AGe FRfPbEH o ddhte rdatay irprrespondence
corresponding service type element is stored. The "key version '
TSR RO (0P 520 <R iARE TSR PIOTERB BRI ATof

he key . 15 information used when providing that service. The "key
%n oﬁ% o In ke ggﬂi@e At sHRERE AR 358 i LHERRAdIRTReSY 7

used when providing that_service.
I%%epé)méj cgnt»p 8 Es connected through a SCSI port, the

Ethernet, etc. to the ASP servér 6. The ASP server 6 is
connected through the Internet 10 to a plurality of terminal
apparatuses including a personal computer 5 of the end user
and personal computers. 16 1, 16_2, and 16_3 of the businesses
15 1, 15 2, and 15 3.

The personal computer 5, for example, is connected

through a serial port or USB port to a Dumb type card

reader/writer 4. The card reader/writer 4 realizes for

example wireless communication corresponding to the physical
level with the IC card 3.

Operational commands to the IC card 3 and response
packets from the IC card 3 are generated and analyzed at
the SAM unit 9 side. Therefore, the card reader/writer 4,
personal computer 5, and ASP server 6 interposed between
them only act to store the commands or response content in
data payload portions and relay the same. They are not
involved in encryption or decryption of data, authentication,

and other actual operations in the IC card 3.
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For example, key information used when accessing the 20 storage area
551 of the IC 3a of the IC card 3 shown in FIG. 3 by the service definition
table data 201 is set. Further, in the service definition table data 202, key
information used when accessing the gtgrage area 552 of the IC 3a is set.
25 Further, in the service definition table data 20_3, - 54 key information
area 553 of the IC 3a is set. Next, the

used wh@,ﬁ gcceesrssiré%tf}e storagﬁ

IC card opération macro cSMMaNd &Gt fprbgrari-24 1 il Belbphifam

3dh ript prtogram 21 1 is a program for defining the application )

progrga%] %| tf%‘ §u§ﬁ%§§" %%ﬁﬂ%ggoﬁ?ﬁé‘gﬁmr(ﬂﬁﬁ% tifde SAM chip

Rroggdure of process; erformed by the IC card 3 when executing that

app icaﬁgﬁ%‘r%élrgr%. #%Rerpra ?ﬁt"g§568f?né?ﬁf’g§éﬁﬁaﬁ%d]iateﬁg + and
10 in FIG. 7, the SAM chip 8 uses the service definition table data

20t-and script program 21_1 to generate IC card entity template data ’

301, an jppyt.daja block 31 x1. output data block 32 x2, log data block

33 x3, and co?n%?]taét%ﬁn Hgﬁ'rﬁﬁié: Sdggaoﬁ’l%cﬁrég%fmgo"fb}%h??n%f@&ﬁ‘rbned'

relating t&t@ec%Sgug ess 151. FIG. 8 is a view for explaining the

commands uséd for escribing the IC card operation macro command

SCHptpﬁ%ﬁ@ﬁ@lggqgl%u%% gégél block diagram of an IC card
3.

As shown in FIG. 3, the IC card 3 has an Ié (integrated
circuit) 3a provided with a storage unit 50 and processing
unit 51.

The storage unit 50, as shown in FIG. 4, has a storage
area 55 1 used by a credit card company or other business
15 1, a storage area 55 2 used by a business 15 2, and a
storage area 55_3 used by a business 15 3.

Further, the storage unit 50 stores key information
used for judging the access right to the storage area 55;1,
key information used for judging the access right to the
storage area 55_2, and key information used for Jjudging the
access right to the storage area storage area 55 3. That
key infoimation is used for mutual authentication,
encryption and decryption of data, etc.

Further, the storage unit 50 stores identification
information of the IC card 3 or the user of the IC card 3.

Next, the SAM unit 9 will be explained in detail.
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In the commands, commands for the SAM chip 8 itself 20 are given the
first letter "S", while commands relating to operation of the IC card 3 are
given the first letter "C". Further, the second letter is selectively used in
accordance with the application. Far egample, for an issuer setting
declaration of the IC card 3, it is "I", for a service 25 type element
declaratj xé@% ) %fﬁraﬁgimpllz;read - 55 declaration from the IC card 3,

itis "R", for a swﬁp white a&clafation to the IC card 3, itis "W", and for a

iy e T R T

used for describing the script progr C

SCLAAMANG RO g&@% e sRERIRAAGSF fommand,

Cl command, CS com CR command, an command. The SC

commagd isicamppapd dedlaripg the aumber;of the maximum number .
of IC card entity data which the SAMF%#p ]% g R pro eissgores service

SUpdlarneRysv EQ1 examele JYon U SAN CiRg nggﬂgrg%%gg%éyré

process 1000 IC card entity data;"SC:1000" is descri
SommaRd isa-£p Lgesaring fhe data black for farming the

output data block 32x2 i which tle 15 data read from the IC card 3 is

stored YRR L IARDlacks, PLAMOIGLILDG SANERRE YISl ; co
performing processing using the IC card 3 based on the later exp][alned
deGad enlily €a3ite data 20_2 and IC card operation macro
command script program 21 2 of the business 15 2.

Further, the external memory 7 stores service
definition table daté 20 _3 and IC card operation macro
command script program 21 3 of the business 15 3.

The service definition table data 20_1, 20_2, and 20 3
have the same format.

Further, the IC card operation macro command script
programs 21_1, 21_2, and 21 3 are written using common macro
commands .

Further, the service definition table data 20 1, 20 2,
and 20_3 and IC card operation macro command script programs
21 1, 21 2, and 21 3 are scrambled to be stored in the
external memory 7. The scrambled data and programs are
descrambled at the SAM chip 8.

In the present embodiment, the script programs 21 1,

21_2, and 21 3 are produced using the personal computers

16_1, 16_2, and 16_3 shown in FIG. 1 by the businesses 15 1,
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For example, when the data blocks 1 to 10 are provided, 20 when storing-
the data read from the IC card 3 in the data block 1, "SO:1" is described.
The SI command is a command for declaring the data block for forming

the input data block 31 xI in which thes plata to be written in the IC card 3 is
stored among the data 25 blocks provided in the SAM chip 8 when
psriormugPregessinga S8 -using e Ka g8l 1R2SLAN i 1l chip 8

explained IC card entity data. For example, when the data blocks 1 to 1

e prwidad;cwhan sgmﬁgg,_?en'ﬁgta to be written in the IC card 3 inthe 5
data blocks 2, 3, "Sl:2,3" is described. The SL command is a command for

declaringdbertaq kiRekJfapnnedheleg:0a6a Bloak3»a frsiogag ihezo 2,

log data relating to an operation among the data blocks provided n the

&AM i3 Banlee p peHaERR LY OcRSSINENINANOA G et $R232d0Rpon

the later explained IC card entity data. For example, when the data blocks

dds tfreipevicedn Whad siedng dhe log dajain thesdata blogk 4,5'S4:4"

is described. The SF command is a commandTor providing the data™15

block fogming #he somputationsielinipy 8ot gCkid*xde 863 DIAE #1811 tion
definition of the relation between the service type elements relating to the

tawped dathe zontent of the computation defining data block

As shown in FIG. 6, the service definition table data
20_1 has entries of service type elements (operat:ion names) ,
addresses, service numbers {(operation codes), key version
information, and key information.

The "service type element" shows the name assigned

' to the service provided by the application program of the

business 15 1. The service type element is an identifier
viewed instead of the service number of the service which
the application program of the business 15 1 cén use.

In the present embodiment, as shown in FIG. 6, "Rc",
"R4", "Wd", and "Wc" are used as the service type elemex;ts
of the service definition table data 20_1 corresponding to
the business 15 1.

In the present embodiment, the IC card operation macro
command script program 21 1 define service content combining
a plurality of service type elements and reflects this into
the later explained IC card entity daté {job management data)

so as to be able to provide a service combining services
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34x4 becomes the pre-processing information of the IC card .20 entity
data. The Cl command is a command for declaring the issuer of the IC
card 3 (business). The information specifying the business defined by the
Cl command becomes the IC card typssinformation of the 25 IC card
entity data. - 57 The CS command is a command for declaring

sinytansons s arReraton %MM%E%%}? fé%%%@cé%iggcgrd fe%é%@‘st‘g

service type elements. The CS com can also a function

defininggypcessi ong ice, ts. 5 For example, itis _ ..
possible to decl%?g%g:gRﬁfqgva%%%vr%ﬁ%%%gda Az?f#f g:'c?r?tre)r:]ct’%ﬁ e ding

SSCORRANCLRENIEE WRRCISMAIA gSAYIC oA AIING 1Ga e 1n
card entity data and processing order information are getermlnela. 10 The

iz command dedaresda siredalaread R e G e¥ ARy data.

designated data block when the relation among service type elements Is .

not defikgd (WReR BECHBMBAL IS NOLHESHINaH) 0TI WheR a1 e
storing the data read from the IC 15 card 3 in the data block 1,

deBaSQLTRes” indlesgrbed s Tha £\Wspnunand dsclatesdd Wile 92 carg
stored in"a designated data block to the IC card 3 when the relation

[NQR0 SRRISE BiPELIBeRtis isteotdsiined v hen performing a service
provided by the business 15 1.

The "address" in the service definition table data
20_1 indicates the address at which data relating to a
procedure relating to the corresponding service type elamént
is stored.

The "key version informatioﬁ" in the service
definition table data 20_1 shows the version of the key"
information used when providing that servicé;

The "key information" in the service definition table
data 20 1 is the key information used when providing that
service,

For example, key information used when accessing the
storage area 55 1 of the IC 3a of the IC card 3 shown in
FIG. 3 by the service definition table data 20 1 is set.

Further, in the service definition table data 20 2,
kéy information used when accessing the storage area 55 2
of the IC 3a is set.

Further, in the service definition table data 20_3,
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For example, when writing data stored in the data block 20 2 in the IC
card 3, "CW:SI:2="We" is described. The CF command declares the data
block describing computation content spanning services. For example,
when describing computation content spanning services in the SF data
block 1, "CF:CES FUNC=SF:1" 25 is described. 58 Further, the SF data

lock 1 has described in it, for example, ""Wc"=If ("Wc">10) then
qc\ﬁg iﬁgﬁ\ﬂ’% SRR R01:2 20, s o 1{?§ﬁﬁﬁﬁ1§e§ﬁ%s§é§ﬂ’%g8péﬁéﬁ6n55*3
o‘;guggg\c&r&g gfrf)sgn tréetvalue of We when the 5 remain@ng number of
services We is larger tharm 10 and adding a number of points

correspopding to,8% e as cumulative, points to Wd. [SAM Chip 8] .
FIG. 9 ig,%gl?gﬁttig?ﬁ g’{éygll?&’égra?rﬁ%?ﬁwtelé)ﬁl\ﬁ“éﬁﬁlﬁ%“g%% ifEfept

interface ur%tigf)?g’&g}%g r%:#‘&%%gln%%zrizgslz?nt(é?frggul?ﬁtagi? bus :
oD B ST hEn SC SR Sl ght fh BEORRAR O B EA TN Ehe
B R R R S P45 87t T b WA YR A the s
chip 8 and the procedure of processing performed by the IC
card 3 when executing thaﬁ application program.

In the present embodiment, as explained later, as shown

in FIG. 7, the SAM chip 8 uses the service definition table

data 20_1 and script program 21 1 to generate IC card entity

template data 30 1, an input data block 31_x1, output data
block 32_x2, log data block 33 %3, and computation defining
data block 34 x4 used for the procedure relating to the
business 15 1.

FIG. 8 is a view for explaining the commands used for
describing the IC card operation mécro command script
programs 21 1, 21 2, and 21_3.

In the commands, commands for the SAM chip 8 itself
are given the first letter "S", while commands relating to
operation of the IC card 3 are given the first letter "Cv.

Further, thé second letter is selectively used in
accordance with the application. For example, for an issuer
setting declaration of the IC card 3, it is "I", for a service .

type element declaration, it is "S", for a simple read
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server 6 shown in FIG. 1. 20 The external memory communication
interface unit 61 is an interface used for input and output of data with the
external memory 7. The bus scramble unit 62 scrambles output data and
descrambles input data when inputting,gnd outputting data 25 through the
external memory communication interface unit - 59 - 61. The random

arober generation Unit 03 generates random, nwﬁhefsfg%eg aﬁtége me ite
i it 64 encr

of authentication processing. The encryptionidecryption uni Ypts

lﬁ%@laépaéi%%rmtst%r%egagxg aBThgétggggﬁmitS%ﬁgg fﬁ(]g laénpeidfggice

ater, stores tasks, programs, and data used by the C e

%%@t%aa&é%q;etggggﬁg rgg;grgé%rolggq_rrg of the present invention) to

eXécute the later explained 10 script down oad t’ast, Script interpretation

task, entjty gensrationtaskdiop wapa sg‘@piﬂﬁﬁ??gra?gcg%%?@ §eﬁggms

IC card procedure management task (job management data managemeént

tapk), anghother MSle%Xti%@aﬁs,ﬂog@@mq?ga} O_fceglrmﬁﬁ%, sI

15torage init 65 wili berexplained. FIG. 10 is a view for‘explaining the

Bt 29" « SR AR Sred N INGH0Tage WL A SRR IkIGia,
10, it stores a script download task
CR command, and CW command.

The SC command is a comanfi declaring the number of
the maximum number of IC card ent:;l.ty data whichlthe- SAM chip
8 can process simultaneocusly.

For example, when the SAM chip 8 can simultaneously
process 1000 IC card ent;ity data, "SC:1000" is described.

The SO command is a command for declaring the da-‘l;a
block for forming the output data block 32 x2 in which the
data read from the IC card 3 is stored among the data blocks
provided in the SAM chip 8 when performing processing using
the IC card 3 based on the later explained .IC card entity
data.

For example, when the data blocks 1 to 10 are provided,
when gtoring the data read from the IC carxrd 3 in thé data
block 1, "80:1" is described.

The SI command is a command for declaring the data
block for forming the input data blo#k 31 _x1 in which the

data to be written in the IC card 3 is stored among the data

blocks provided in the SAM chip 8 when performing processing
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69, script interpretation task 70, entity generation task 20 71, IC card
procedure management task 72, IC card operation macro command

script programs 211 to 21_3, service definition tables 201 to 203, IC card
entity template data 301 to 303, IC casg entity data 73-x, an input data

block 31 xl, output data block 32x2, log data block 33_x3, and 25
aecRigaken.dghning £ata binck -t -Gl TheectPLaawgiond2960%a g
as shown in FIG. 7, downloads the service definition table &ata 1to :
A3 frepn. dargxample, the computers of businesses and loads them in

the SAM chip S. 5 The script interpretation task 70 uses the service
definitiongigble faia,2ad SHIPL RIAD LY $ANELAE @%AQB%Q:‘S”E%’ovided,

plate data, an input data block, output data block, log data block, an

caBpUiatien defningedaiadioel 106 eaeh pusiness. 18 Ihecwnbar of 55 the

data blocks generated for each business is not particularly limited. When |

thewntihgenasation sk gl receives; oMok 1ample, the ASP server
6 an entity production request, it conducts polling with the IC card 3, then

generatepHBe € IRt datadasrhionriacesangof ANgcedleyata

between that IC card 3 and a business using the IC card entity plate data
BUERIPOPEINEI RGN ehBUSIBESaALNISIUAR. B9 I€3 captenity plalg dalR 10g
becomes the class, and IC card entity -

data relating to an operation among the data blocks provided
in the SAM chip 8 when performing processing using the IC

card 3 based on the later explained IC card entity data.

For example, when the data blocks 1 to 10 are provided,

when storing the log data in the data block 4, "SL:4" is

described.

The SF command is a command for providing the data
block forming the computation defining data block 34 x4
describing the definition of the relation between the service
‘type elements relating to the IC card 3.

The content of the computation defining data block
34 x4 becomes the pre-processing information of the IC card.
entity data.

The CI command is a command for declaring the issﬁer
of the IC card 3 (business).

The information specifying the business defined by
the CI command becomes the IC card type information of the

IC card entity data.
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data is generated as an instance of that class. 20 The processing for
generation of the IC card entity data by the entity generation task 71 will

be explained in detail later. The IC card procedure management task 72

uses the one or more IC card entity-dgta 7.3-x present in the storage unit

25 65 to execute processing for a procedure between the IC card - 61 - 3

and busipgsses; 19,10-408-410 thepresent.embodiment, a. pluralit

processing for procedures f:lierfor?he’%ngé}[?ve%]%ra%?ﬁﬁtf/logﬁf %%‘é)it?neous
spbibedisinesees Jphigdtidyosged sipuliancous, pIedCaard 5 4y
procedure management task 72 executes the plurality of processing for
Rpesdyesinpataliel J0e 1G gard orogrduredmanagement task, 72
deletesl('!{he IC card entity data 73_X when théz%ﬁlé@% ‘gr‘é%é‘dﬁ%ess%%\%’ lare

heensepplaied. 19 106 ?e,@saaiggﬂwsélgﬁrwﬁggggﬁe elements.

management task 72 wi explained’n later programs

211 to 243 are. gy by e ot JQWRIGRHI25%63 o, for example, the

external memory 7 to the storage unit 65. 15 The service definition table

daia 20110263 -arg«jfptik by the script download task 69 from, for
example, the external memory 7 and stored in the storage unit 65. The IC

card entiy templaie data 3L 103Q3 e the CS command, service type

element designating information of the IC card entity data
and processing order information are determined.

The CR command declares-to store datd read from the
IC card 3 in a designated data block when the relation among
service type elements is not defined (when SF comménd is
not desgribed);

For example,‘when storing the data read from the IC
card 3 in the data block 1, "CR:S0:1="Rc"" is described.

The CW command declares to write data stored in a

designated data block to the IC card 3 when the relation

among service type elements is not defined.

For example, when writing data stored in the data block
2 in the IC card 3, "CW:81I:2="Wc"" is.described.

The CF command declares the data block describing
computation content spanning services.

For example, when describing computaiion content
spanning services in the SF data block 1, "CF:CES_FUNC=SF:1"

is described.
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generated by the script interpretation task 70 and used as 20 templates
(classes) when generating the IC card entity data 73-x of the procedures
relating to the respective businesses. The IC card entity data 73-x is
generated by the entity generation task;71 using the IC card entity _
template data 301 to 303 as for example classes as an instance of the

25 classes. -.62 The, input data block 31 xl, output data block 32-x2, log
data bloc?lf“ an%r anﬁwc%égué?i‘éﬁ Gy HabisidRSeAPER 10 1, for

genera d by,the seriptinterpretation tagk 70. Next, the IC card entity data
%‘\}ﬁ?ﬁé ex%ﬁ?ne—d?% Errﬁg‘i (!:l;ar etr?ffta‘)}ldata 73 x is generated using
ICycard entity template d f.a garresponding business alread .
o ey e o A TSR A B (ngitesees the

generated by entity genera sk 71°in th

R R A S OB b imtin ene
R IRATRIES B 1A 1 YR ORI S pading
o L A SR 8 b cargpative

@ng@iog@?wéervice type element designating information 84,
processing order information (processing order data) 85, pre-processing

informatim,&@l po%sjt-processing

FIG. 9 is a functional block diagram of ﬁha SAM chip
8 shown in FIG. 1.

As shown in FIG. 9, the SAM-chip 8 has an ASPS
communication interface unit 60, external memory
communication interface unit 61 . bus scr.amblé unit 62, random
number generation unit 63, encryption/decryption unit 64,
storage unit 65, and CPU 66.

The SAM chip 8 is a tamper-resistant module.

Tﬁe ASPS communication interface unit 60 is an
interface ﬁsed for input and output of data with the ASP
server 6 shown in FIG, 1.

The eiternal memory communication interface unit 61
is an interface used for input and output of data with the
external memoxry 7. |

The bus scramble unit 62 scrambles output data and

descrambles input data when inputting and outputting data

through the external memory communication interface unit
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information 87. 20 The management pointer information 80 is a
bidirectional pointer for managing the IC card entity data 73-x in the
storage unit 65. The entity ID information 81 is used for a request for
generation of IC card entity data 73.x, sgnfirmation 25 of the state of
progress, deletion, or the rest of a series - 63 of processing using the IC
Gy d entity data 73_x. The entity 1D information 81 also becomes a return
value given to the end user. The entity ID information 81 corresponds to

the desqiploruhen.epeniaaa fle i 8 asneral ile YglPm. 2 The eIy oot
status information 82 shows the State o Progress of a procedure refating

gg%&ga@s%@aetb@% S&a{s-% ofth ea&ﬁ@e;rq 3.%@@9%@ :é’r')t%%%gﬁd\%gs.

own in FIG. 12, the state of processing O'F nvestigati
which thglC card 3 G058 state 10 of processing by, which the
SAM chip 8 alﬁﬁen |caté%§ﬂ1/§%c) rc%%?&l)‘fﬂﬁleést%%g of| f):ro gzsgl’ng8 %}: 2 :and
\ggi&g)}g%c ‘__Qggq__%@g eggq%[e_s the SAM chip 8 (A2), the state of

proceSSing for reading data from the IC card 3 (R), and the state of

processipg JoL wiifing dafJn the 1C.qard, 10922 2 AR P res casks,

embodiment, the processing for investigating t usiness, the

psgaang forhg Sai.enip Biauibpaticats thg e card 3, the
procéssing for the IC card 3 to authenticate the SAM chip 8, the
pmmeSS@géOE?U 66 executes a predetermined program (program
of the present invention) to execute the later explained
script downlecad task, script interpretation task, entity
generation task (job management data production task) and
IC card procedure management task (job management data
management task), and other tasks.

Next, the tasks, programs, and data stored in the
storage unit 65 will be explained.

FIG. 10 is a view for explaining the tasks, programs,
and data stored in the storage unit 65.

As shown in FIG. 10, it stores a script download task
69, script interpretation task 70, entity generation task
71, IC card procedure management task 72, IC card operation
macro command script programs 21_1 to 21 _3, service
definition tables 20_1 to 20_3, IC dard.entity—template data
30_1 to 30_3; IC card entity data 73_x, an input data block

31_x1, output data block 32 x2, log data block 33 x3, and

computation defining data block 34 x4.
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reading data from the IC card 3, and the processing for 20 writing data in
the IC card 3 correspond to jobs. A "job", as explained later, is a unit of
processing for which an order of execution is determined by the IC card
procedure management task 72. Note that Al and A2 form the mutual
authentication 25 processing between the IC card 3 and SAM chip 8. 64
Further, in, the present embodiment, considering the communication time

on the IntatRetTF MRE BBYEISEARi Rk biSle RiteSBAY N SIEhIMEFiN the

state tcansifion chart of FIG. 12, managed divided into post-startup (after

iég:h‘gh%gqﬁ%f c%'rﬁ m%ﬁﬁ}'é‘fé?eéiﬁd“%%?é}ea’% r@pé‘é'iﬁ n@qeié&%eg 0.3

siates. S@ecificall : ﬂﬁie state of processing using the IC card entity data
414 maﬂﬁggﬁ%nyrf & st CHBRMERSR (T’Cg BRF&RRT ¥af and loads

ge neration) tslt}ate %? p8 st-startup state, 10 RS completed state, Al
c

pos?—lgta:‘ffhp S ﬁtea'? eted state, A2 post-startup state, A2

complete state, R post-startup state, R completed state, W post-startup _
state, qugg)?n psfé:tlé%iggtaf'e’f %%ng’l RSEREER Eadfently HSET dRBofervice

state. The IC card type information 83 is information for 15 specifying the
A S S IR e TERERS ARl ETSEE R e

ig@rénaaéign dgf.ined by the C] command.in the above-mentioned script

program atthe firte B &5 AT6R ofifle TERUK ERHR #4@ck, output data

block, log data block, and computation defining data block
for each business.

The number of data blocks generated for each business
is not particularly limited.

When the entity generation task 71 receives from, for
example, the ASP server € an entity production request, it
conducts polling with the IC card 3, then generates the IC
card entity data used for processing of a procedure between
that IC card 3 and a business using the IC card entity plate
data corresponding to that business. At this time, the IC
card entity plate data becomes the class, and IC card entity
data is generated as an instance of that class.

The processing for generation of the IC card entity
data by the entity generation task 71 will be explained in
detail later.

The IC card procedure management task 72 uses the one
or more IC card.entity data 73_x present in the storage unit

65 to execute processing for a procedure between the IC card
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73-x. 20 The service type element designating information 84 shows the
service type elements of the service defined in the service definition table

data used in processing using the IC card entity data 73-x. The service

type element designating information %4 25 is set with one-or more

service type elements designated - 65 6y the CS command in the
above-mentioned script program at the time of generation of the IC card
ehtiypdateEire I¥Rprdeedsitg ofder Information 85 shows the order of
execution of services (jobs) used in the processing using 5 the IC card

entity dafeP7 Fhetnites ané sembadinanh, shorhurFld ty2 othamieoanssing
processing order information 85 uses the service type elements to show

theprddiosiakeEato P BrEpsnes&sforeaty © héweakidperaforcCofapads

IC card 3. 10 Here, the jobs, as explained earlier, correspond to the RS,

A, ApdRthfRd By shBRAIRFIGS12. $eedific Sparmtsssebretnuttaneausly -
are realized by the order of processing designated using the jobs. For  *
exampleTh? ptBceasifgREarpdnie BarrIrRRDhIEASHiRg itkasmtes the
mutual authentication, 15 the processing order information 85 is set with
RSIEREL LyirREr BE deeesda gt EalimranPAnLeg Wit mamallel.

authentication, the processing order information 85 is set with
"RS->A1TBR KR sayd procedure management task 72 deletes the

IC card entity data 73_x when the series of procedures have
been completed.

The processing of the IC card procedure management
tgsk 72 will be explained in detail later.

The script programs 21 1 to 21m3 are input by the script
download task 69 from, for example, tha external memory 7
to the storage unit 65.

The service definition table data 20 1 to 20_3 are
input by the script download task 69 from, for example, the
extafnal memory 7 and stored in the storage unit 65.

The IC card entity template data 30_1 to 30 3 are
generated by the script interpretation task 70 and used as
templates {classes) when generating the IC card entity data
'7‘3_x of the procedures relating to the respective businesses.

The IC card entity data 73 x is generated by the entity
generation task 71 using the IC card entity template data
30 1 to 30_3 as for example classes as an instance of the

classes,



10

15

20

25

The processing order information 85 is set with the 20 order of jobs
shown in FIG. 12 corresponding to the order of service elements
designated in the CS command in the above-mentioned script program
when generating the IC card entity dat&Z73-x. The pre-processing
information 86 is set from the, ASP 25 server 6 side with management

data for peRiOrEWRG Breaeesineh ook - yBingithe 4G Gaed eV AU’ I3X 32 x2,

For example, the pre-processing information 86 is set with points of a

coew UiRtien sl oA sevicendeianaiad 48 1be STe3aia AlofkiRta block

Further, when an inter-service computation function is not defined, the

B pracessinGaismatien 46 iseet With-thsvegresled RQERSSNY task 70.
charge. For example, in the case of settlement, the state relating to the

amount af&kerga-nenomeld RaEs Gl 44 918 18 $8l11hBe explained.
post-processing information 87 is set with data of tRe processing result of.

the IC carthentiy daiad 3eh teeyirethaathe AP §§r\§é1§e§!‘@@:é:cpru31ng Ic
example, in the case of settlement, it is set with data showing the

exigtenen tirof tehpalead i the @%ﬁ@éﬂ%ﬂﬁiﬁé@ﬂ Bef¥ss already
processing by the IC card procedure management task 72 shown in FIG.

Keietatingda aplusalied «of |gandesd UsinowBirality ohlGRardamitthip 8
data 73-x ) :

when for example the SAM chip 8 receives a processing request
for processing using the IC card 3 and the application proéram
of a predetermined business from the ASP server 6.

FIG. 11 is a view for explaining the format of the
IC card entity data 73 x.

As shown in FIG. 11, the IC card entity data 73 x has
management pointer information 80, entity ID in‘fomation
81, entity status information (status data) 82, IC card type
information 83, service type element designating information
84, processing order information {processing order data)
85, pre-processing information 86, and post-processing
information 87.

The management pointer information 80 is a
bi&irectional pointer for manéging the IC card entity data
73_x in the storage unit 65.

The entity ID information 81 is used for a request

for generation of IC card entity data 73_x, confirmation

of the state of progress, deletion, or the rest of a series
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will be explained. 20 The IC card procedure management task 72 is for
example constantly being started up on the CPU 66 of the SAM chip 8
shown in FIG. 9. FIG. 13 is a flow chart of the processing performed by
the IC card procedure management tagk 72. 25 Step ST1: 67 The IC card
procedure management task 72 selects one IC card entity data 73-x for

cutlng the next rocessmg out of the plurality of IC card entity data
PEEFRISRe T &a%e‘cﬁﬁ.ﬁ&c@’fﬂeﬁﬂ&m B4 SPdRoddortof ThE (Entity
%gd ,eng by dat% 73- x )é) successively select IC card entity data

-X pres’e:mtanntﬁe s orag §§ 8?‘%%?3.5&5%?6&%?&rgéﬁﬁgef‘é‘at the
by priority in th order hes riority. ,Step ST2: 10 The IC card
T i BT U3 [LBGREPAF & B G RRREA cita Ehe

73-X sel.ec d at ST1 has alre een started up. When judging that
R R e el W e S vy S

h thtth t.b started ds 15 to th
Z)Vroi“eé‘éd%%gf R e e R TR B

task 72Au%gesffrom the e |t‘¥~ status information 82 shown in FIG 11 of
lﬁ;]:é*cu_:p: ss” of a procedure relating to an IC car

The basic states of the IC card entii:y data 73_x include,
as shown in FIG. 12, the state of processing for investigating
the services which the IC card 3 can use (RS), the state
of processing by which the SAM chip 8 authenticates the IC
card 3 (Al), the state of processing by which the IC card
3 authenticates the SAM chip 8 (A2}, the state of processing
for reading data from the IC card 3 (R), and the state of
processing for writing data in the IC card 3 (W).

In the present embodiment, the processing for
investigating the business, the processing for the SAM chip
8 to authenticate the IC card 3, the processing for the IC
card 3 to authenticate the SAM chip 8, the processing for
reading data from the IC card 3, and the processing for
writing data in the IC card 3 correspond to jobs.

A "job", as explained latexr, is a unit of processing
for which an order of execution is determined by the IC card
procedure management task 72.

Note that Al and A2 form the mutual authentication

processing between the IC card 3 and SAM chip 8.
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IC card entity data 73-x selected at step ST1 which state 20 of the state
transition chart shown in FIG. 12 the processing relating to that entity
data is in and decides on the job to be executed next from the processing
order information 85. At this time, thegyfocessing order information 85 25
defines the order of execution of jobs using the service 68 elements set in
the service definition table data as explained earlier. Step ST4: The |C
card proc8diTaFhandgenBfit RER Y HaATHRa B on S9RAEHSTERG the
ST3. The IC card procedure management task 72 executes the job using
%%“Féfﬁ’b?&‘%‘?glaﬁﬁﬁ%?ﬁaﬁ&% iNE A el PenfiBRedRXR Rpp t1oned
glock 31 x], qutput data block 32-x2, log data block 33 x3, and. .

BRpGtaTion definfitats S1G BRI SPxs A ikt MRatEthign chart

r re. management task . 72, whep issuing a command to.the IC card
B o TSI AR P ES AP ER SO ARESE dgpuance

jg as a kexélz ssegr%h through the Sfrvic dgggitt_jgn table 15 data to

comma .gtates and com =) ¥ receiving response
o taln'fﬁ“e service numger correspgng'lng o that™ service efemer% P )

%o e&t;onal command of IC card 3 able to be analyzed by the IC card 3) .
uﬁher, the IC card procedure management task 72 uses the obtained

service number_to issue . .
gpecgffca v, the state of processing using the IC

card entity data 73_x is managed by the instance generation
A{XIC card entity data generatioﬁ) state, RS post-startup state,
RS completed state, Al post-startup state, Al completed state,
AZ post-startup state, A2 completed state, R post-startup
state, R completed state, W post-startup state, W completed
state, and instance (IC card entity da'ta). deletion state.

The IC card type information 83 is information for

‘specifying the business issuing that IC card 3.

The IC card type information 83 is set with information
defined by the CI command in the above-mentioned script
program at the time of generation of the IC card entity data
73 _=x.

The service type element designating information 84
shows the serwvice type elements of the service defined in
the service definition table data used in processing using
the IC card entity data 73 x,.

The service type element designating information 84

is set with one or more service type elements designated



10

15

20

25

a command to the IC card 3. 20 Further, the IC card procedure

management task 72, as explained using FIG. 4, when key information is
required for accessing a storage area of the IC card 3a, uses the service
element corresponding to that job to search through the service definition
table data and obtain the key 25 inforfifation corresponding to that service
element. Further, - 69 the IC card procedure management task 72 uses
thatidey Tfornatiomtd perfaine nalitcakauthsnticatied withrthetl Goagdk3m at
encryption and decryption of data, and other processing and obtain the

Hght tbiacees$ aguedetetininedb sthragé@rea ofithenlCidcardBa t8tep3_x.
ST5: Step ST5 is performed when the IC card procedure management

task 72 Bsaeprccmsmand totheiC tafd Bremti mw8ingforwhe the order
processing result of the IC card 3. 10 When the IC card procedure
aRasagerndictask 7 Z reoeivess thid grsdessing résuk o mtios G sar3uging
sets this in the IC card entity data 73-x. Step ST6: The IC card procedure
Mematfementiask FRtupdiass tid_¥o ehtig/tsthtus feynsdtiohe82 patheiltion
card entity data 73_x shown in FIG. 11. In this way, in the present
ehonlimenfi¢e I3 8ard procedure management task 72 performs

. processing for a

That is, the processing order information 85 uses the
service type elements to show the order of execution of jobs
corresponding tc the basic operations of the IC card 3.

Here, the 7jobs, as explained earlier, correspond to
tha RS, Al, A2, R, and W shown in FIG. 12. Specific operations
on the IC card 3 are realized by the order of processing
designated using the jobs. For example, for processing using
an IC card 3 with oﬁly reading with no mutual authentication,
the processing order information 85 is set with "RS->R",
F\:;rther, in the case of reading and writing with mutual
authentication, the processing order information 85 is s.et
with “"RS->A1->AZ-D>R-DWY.,

The processing order information 85 iz set with ;:he
order of jobs shown in FIG. 12 corresponding to the order
of service elements designated in the CS command in the
above-mentioned script program when generating the IC card
entity data 73 x.

The pﬁe—processing information 86 is set from the ASP

server 6 side with management data for performing processing
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plurality of IC cards 3 present in the SAM chip 8 in parallel 20 while

selecting in order the IC card entity data 73_x for the plurality of IC cards

3. Therefore, the SAM chip 8 can simultaneously proceed with the
processing even when receiving processing requests for procedures

using a plurality of IC cards 3. 25 Ne&6, the overall operation of the
communication - 70 system shown in FIG. 1 will be explained. FIG. 14
WedigGLis are dawa fenexptainiagthe pyesall operation of the
communication system 1 shown in FIG. 1. Step ST21: 5 The businesses
151 to Ma&-oeafmslya cqurated-by phose HHINGSSOF PHMHICESCIPS is set
programs.21_1, 212, and 213 describing processing for transactions
pethrpeihys ihe husinepsastidiog thedfoubadcEfar examplecoddid gnated
personal computers 161, 162, and 163 shown in FIG. 1. 10 Further, the
mandger OF thin BANbEbipI8. produces service definition table data 201,

202, and 203 corresponding to the businesses 151 to 153. Step ST22:
The servicetdeiinitionhiableatiatarPOdy 282 rand280eohfpproduted ifsteption
ST21 are stored in the external memory 7. Further, the script programs

24 10312 defth A&d praduecephat -gtep &4 24 iarg donfloatedifrom8lie is set
personal computers 161, 16 2, and 163 through the Internet 10, ASP

with the requested processing charge.

For example, in the case of settlement, the state
ralating to the amount of charge or number of points giﬁen
etc., is set.

The post-processing information 87 is set with data
of the processing result of the IC card entity data 73 _x
reguired at the ASP server 6 side. For example, in the case
of settlement, it is set with data showing the existence
of a normal end to the settlement.

Next, a routine for processing by the IC card procedure
management task 72 shown in FIG. 10 relating to a plurality
of IC cards 3 using a plurality of IC card entity data 73 x
will be explained.

The IC card procedui:e management task 72 is for example
constantly being started up on the CPU 66 of the SAM chip
8 shown in FIG. 9.

FIG. 13 is a flow chart of the processing perxformed
by the IC card procedure management task 72.

Step ST1:
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server 6, and SAM chip 8 to the external memory 7. That 20 download
processing is managed, as shown in FIG. 7, by the script download task

69 in the SAM chip 8. Step ST23: The script interpretation task 70 in the

SAM chip shown in FIG. 7 uses the service definition table data and

script, 25 program to generate the lCe¢ard entity plate data, input 71 data
block, output data block, log data block, and computation defining data

block forkach G®usinaispFhegduetated dajeis=siorathiskhesteraedtiit one
65 of the SAM chip 8 shown in FIG. 9. 5 Step ST24: The user is issued

ek R cdra8tAsyhdaiain T Gx 4f the stosageciniy S0taf theid€ Jarotdhwssing
IC card 3-stores key information used for transactions with the business
thetusdt ddnrgelsiwith ity Nofe @itat daedsendrictg bistres? inay plsesent
contract with each other after issuance of the IC card 3 through the

imetriet 19teiva8epu®i25:6%0r example, when the user uses the personal
computer 15 5 to access the server 2 through the Internet 10to try to -
purchasileprstitietdheSepmt@atdves aprédessiif recmedt ¢mbugl thata
Internet 10 to the ASP server 6. When the ASP server 6 receives a
Phocessiy keguestsuccessively select IC card entity data 73 x
present in the storage unit 65 or to assign a priority order
and select by priority in the order of the highest priority.

Step ST2:

The IC card procedure management task 72 judges if
the job of the IC card entity data 73 x selected at step
ST1 has already been started up. When judging that it has
been started up, it proceeds to the processing of step ST5,
while when judging that it has not been started up, proceeds
to the processing of step ST3.

Step ST3:

The IC card procedure management task 72 judges from
the entity status information 82 shown in FIG. 11 of the
IC card entity data 73_x selected at step STl which state
of the state transition chart shown in FIG. 12 the processing
relating to that entity data is in and decides on the job
to be executed next from the processing order information
85,

At this time, the processing order information 85

defines the order of execution of jobs using the service
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from the server 2, it accesses the personal computer 5 through 20 the
Internet 10. Further, as shown in FIG. 16A, a processing request issued
by the card reader/writer 4 for the IC card 3 is transmitted through the
personal computer 5, Internet 10, and ASP server 6 to the SAM chip S.
Step ST26: 25 The ASP server 6 outpilis to the SAM chip 8 an entity - 72
production request. That entity production request stores information
shicwing tiae sstiet. af thed Gseard ik Stap STyt baheanie SAM ehips3
receives an entity production request, as shown in FIG. 16B, it conducts
potiriguiitadheafldard 3. Step ST28: The entity generation task 71 of the
SAM chip 8 judges 10 if the number of the IC card entity data 73-x
present itdye SR chip 8 after the end of the polling is within the
maximum number defined by the SC command of the script program. If
within th&keaXifuna ndmzesdeproce etsiedmprocessial Gfstep £129, up
while if not, it ends the processing. 15 Step ST29: The entity generation :
ek 71alpesdibsateich alusitess' 8¥8ard entity plate data to use based
on the information showing the issuer of the IC card 3 stored in

The IC card procedure management task 72 executes the

job using the data blocks relating to that job in the
above-mentioned input data block 31 x1, outputrdata block
32 x2, log data block 33 x3, and computation defining data
block 34 x4. |
At this time, the IC card procedure maﬁagement task
72, when issuing a command to the IC card 3 in execution
of a job, uses the service element corresponding to that
job as a kej to search through the service definition table
data to obtain the service number corresponding to that
service element (operational command of IC card 3 able to

be analyzed by the IC card 3). Further, the IC card procedure

. management task 72 uses the obtained service number to issue

a command to the IC card 3.

Further, the IC card procedure management task 72,
as explained using FIG. 4, when key information is required
for accessing a storage area of the IC card 3a, uses the
service element corresponding to that job to search through
the service definition table data and obtain the key

information corresponding to that service element. Further,
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the entity production request for example and uses that 20 specified IC

card entity plate data to generate the IC card entity data 73-x. This
corresponds to the instance generation shown in FIG. 12. Step ST30: 25
The SAM chip 8 outputs to the ASP server 6 the entity 73 ID of the IC

card entity data 73-x generated at Stéf’ST29. Step ST31: The IC card
procedure management task 72 of the SAM chip 8 investigates the
Seeviaes whicH thedCehud S aam dguseehisisgiroi@sskmesortbspordiyg
to the job RS shown in FIG. 12. Step ST32: The IC card procedure
indagemeanidasio 7 pef flea-s Advh thladhip 8rdnghéntiveté o thewlgghintdoy ofC
the IC card 3. This is processing corresponding to the job Al shown in
¢4@d1 3., StepSFR.ithe Khdadkeg authetvivates tHe tegitiraady oftliver

SAM 15 chip 8. This is processing corresponding to the job A2 shown in
PGtz By gtopsd Titand J8S, tiayld chel 2andSAM ghfpdetermined

storage area of the IC card 3.

Step S8T5:

Step STS5 is performed when the IC card procedure
management task 72 issues a command to the IC card 3 and
is waiting for the processing result of the IC card 3.

When the IC card procedure management task 72 receives
the processing result from the IC card 3, it sets this in
the IC card entity data 73 x.

Step 87T6:

The IC card procedure management task 72 updates the
entity status information 82 of the IC card entity data 73 x
shown in FIG. 11.

In this way, in the present embodiment, the IC card
proceduré management task 72 performs processing for a
plurality of IC cards 3 present in the SAM chip 8 in parallel
while selecting in order the IC card entity data 73_x for
the plurality of IC cards 3. Therefore, the SAM chip 8 can
simultaneously proceed with the processing even when
receiving processing requests for prccedurés using a
plurality of IC cards 3.

Next, the overall operation of the communication
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8 mutually authenticate each other. This corresponds to FIG. 20 16C.

Step ST34: The IC card procedure management task 72 of the SAM chip

8 reads and writes data necessary for the procedure with the IC card 3.

25 This is processing corresponding to the jobs R and - 74 W shown in

FIG. 12 and FIGS. 16D and 16E. Furttfer; the IC card procedure
management task 72 uses a computation formula specified based on the
ye-peocessown inforrgditon 86wk e e candpdmtiypddta 73-x to perform 5
predetermined processing for computation using the data read from the

IC card BIStepHaA88. Pishdvm reFGek6Ff ted@rckad piocedire overall
management task 72 of the SAM chip 8 outputs the processing result of
df=ster BIB446 tirbA SR umvei Ga Blam SFE6Heor dxarhglenthenCGFddid 1.
procedure management task 72 deletes the IC card entity data 73-x. As
explainéd-abod¥ @kcording to the communication 15 system 1, it is

possible to generate the IC card entity data 73-x for each processing for:a
procedfbacbusibnesite thd 3Ckake 3idndBodrnve thatCare prsctere by

management task 72 use the plurality of IC card entity data 73-x to
those businesses produce script programs 21 1, 21 2, and

21 3 describing processing for transactions performed by
the businesses using the IC card 3 for example on the personal
computers 16 1, 16 2, and 16_3 shown in FIG. 1.

Further, the manager of the SAM chip 8 produces service
definition table data 20 1, 20_2, and 20_3 corresponding
to the businesses 15 1 to 15 3.

Step ST22:

The service definition table data 20_1, 20 2, and 20_3
produced in step ST21 are stored in the external memory 7.

Further, the script programs 21 1, 21 2, and 21 3

produced at step ST21 are downloaded from the personal

computers 16 1, 16 2, and 16 3 through the Internet 10, ASP

server 6, and SBM chip B to the external memory 7. That

- download processing is managed, as shown in FIG. 7, by the

script download task 69 in the SAM chip 8.

Step ST23:

The script interpretation task 70 in the SAM chip shown
in FIG. 7 uses the service_definiticn table data and script

program to generate the IC card entity plate data, input
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simultaneously proceed with processing for a plurality of 20 IC cards 3.
Further, according to the authentication system 1, since it is sufficient to
store the IC card entity data 733 actually used for the processing of the IC
cards 3 in the storage unit 65, it is possible to use the storage areas 25
of the storage unit 65 efficiently. 75 Rurther, according to the
authentication system 1, as shown in FIG. 12, since the IC card

dHescdsMmanagarpertt Bska’HMakRges e states shexaeutiqnef the
jobs processed divided into post-startup states and completed states, it 5

deppasbleitestad e exerulionotnedrbsibensias hediaeassing
relating to another job in the state while waiting for data from the I1C card

3. Therefigee dhispassie daelimiratedhedvaitiimeaused by dangierof 6s
data with the IC card 3 through the Internet 10. 10 Further, according to
dife enéheshidaiion pyHernbwihe senwiae definition table data describes a
name showing the type of service provided by each business, that is, the
service gypeg-elenrent, the number of that service used in the IC card 3,

and the key information used when providing 15 that service. This is held

in the extesnaldaemory 1 skheefare businassas 451 to 153 not
developers of the SAM chip 8 can produce their own application

programs farHeRAINgOIF e SAMwhd 8dryrthgScipt prognams e 218, 3a
and 213
of the IC card 3 stores key information used for transactions
with the business the user contracts with.

Note that the user and a business may also contract
with each other after issuance of the IC caxd 3 through the

Internet 10 etc.

Step ST25:

For example, when the user uses the personal computer
5 to access the server 2 through the Internet 10 to try to
purchase a product, the server 2 issues a processing request
through the Internet 10 to the ASP server 6.

When the ASP server 6 receives a processing request
from the server 2, it accesses the personal computer 5 through
the Internet 10. Further, as shown in FIG. 1634, a processing
request issued by the card reader/writer 4 for the IC card
3 is transmitted through the perscnal computer 5, Internet
10, ahd ASP server 6 to the SAM chip 8.

Step ST26:

The ASP server 6 outputs to the SAM chip 8 an entity
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and download them through the SAM chip 8 into the external 20 memory
7 for customization. That is, without being informed of key information,
operational commands for directly operating the IC card 3, or other highly
confidential information to the businesses 151 to 153, these businesses
can customize their own applicatiorr prdgrams. Further, when 25a
business customizes its application program, it does not - 76 need to
rewlitles: kew inferpation.or card operational commands, so the load on
the business is lightened. Further, according to the authentication system

1, sincernhistpassibieo getiaim cdiputatiogueasnte it ispaaninin barplatalibn
of services, it is possible to provide diverse services combining a plurality
cshsericgs ttha rasgeset sefvitézedecutaddindultaneously with approval
at the IC card 3 side. Further, according to the authentication system 1,

10 by int¢emeisF #i€: concept of a data block, the data input and output
with the IC card 3 and the log data can be easily managed. FIG. 17 is a -
function@fitisocketiag & shbignd moseesipeedicatly dvetfutgtipnbtbeks bbn
the SAM chip 8 shown 15 in FIG. 9. As shown in FIG. 9, the SAM chip 8
sespmaetiecathrebglivran mt€dal bLSM0 fccandBRE tonpndditagowith the
interface unit 60, external memory communication interface unit 61, bus
IC card 3.

Step ST28:

The entity generation task 71 of the SAM chip 8 judges
if the number of the IC card entity data 73 x present in
the SAM chip 8 after the end of the polling is within the
maximum number defined by the 5C command of the script program.
If within the maximum number, it proceeds to the processing
of step ST29, while if not, it ends the processing.

Step 5T29:

The entity generation task 71 specifies which
business’ IC card entity plate data to use based on the
information showing the issuer of the IC card 3 stored in
the entity production request for example and uses that
specified IC card entity plate data to generate the IC card
entity data 73 x.

This corresponds to the instance generation shown in
FIG., 12.

Step ST30:

The SAM chip 8 ocutputs to the ASP server 6 the entity
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scramble unit 62, random number generation unit 63, 20
encryption/decryption unit 64, storage unit 65, and CPU 66. In the SAM

chip 8 shown in FIG. 17, for example as shown in FIG. 18, it is also

possible to connect a card I/F unit 91 connected to the internal bus 90 to

an RF reception/transmission unit 92 ddtside of the SAM chip 8 25 and
transfer data with the IC card 3 by a noncontact system - 77 through an
aPterhatda dCtheaRE recdption/datsmit3ion yih&2aBedond step ST29.
Embodiment The present embodiment is an embodiment corresponding 5

to the séifegth &F'Aihth aspects of the invention. FIG. 19 is a view of the
overall configuration of a communication system 101 of the present
embodirfbat. ME stowh iRiGzdereheneoagrmigatiohaykte? 10f usks SAM
the server 102, IC card 103 (integrated circuit of the present 10 invention)
chdil rBadlevwrteiaate peidonabesmpgares 186iABPHappiCtionrstriicean
provider) server 106, SAM (secure application module) unit 109, personal
B&mputers 1161, 1162, and 1163, and authentication units 1171, 1172,

and 1173 to communicate through the Internet 110 and perform 15
settlemd&fh bFodesgmporsthingrocessirplond ingcddurthashighaRiC shown
card 103. The SAM unit 109 has an external memory 107 (semiconductor
EwrEgécirdidt-of the present invention)

Step ST32:

The IC card procedure management task 72 of the SAM
chip 8 authaenticates the legitimacy of the IC card 3.

This is processing corresponding to the job Al shown
in FIG. 12.

Step ST33:

| The IC card 3 authenticates the legitimacy of the SAM

chip 8.

This is processing corresponding to the job A2 shown
in FIG. 12,

By steps ST32 and ST33, the IC card 3 and SAM chip
8 mutually authenticate each other. This corresponds to FIG.
16C.

Step ST34:

The IC card procedure management task 72 of the SAM
chip 8 reads and writes data necessary for the procedure
with the IC dard 3.

This is processing corresponding to the jobs R and
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and SAM chip 108 (semiconductor circuit of the present 20 invention).
The SAM chip 108 has the software configuration shown in FIG. 20. As
shown in FIG. 20, the SAM chip 108 has, from the bottom layer toward
the top layer, an HW (hardware) layer, 25 OS layer, lower handler layer,
higher handler layer, and - 78 - AP {ayk¥ in that order. The lower handler
layer includes a driver layer. Here, the AP layer has application programs

WRsheRZ, iandeaB . 3 Tiefining preeeduresnisiigihedf card 103 by the 5
credit card companies or other businesses 1151, 1152, and 1153 shown

in FIG. ¥xdenlee AR layerctiae applicliuped ANSARHe AP 2a 82 yses
AP-3 and-the higher handler layer are provided between them with
frewalisEitfisawads-abihe ppasent Iwemiarkd0the AN bR 188dsing
connected through a SCSI port, the Ethernet, etc. to the ASP server 106.

Thedsh seatersibis agnwerteddbraghbedptenell Haioa@ pRIBEY-form
of terminal apparatus including a personal computer 105 of "an end user.

pRd@eteonal el puioseEihd k62 anddd@d thi%af husingsees 4bah read
1152, and 1153. The personal computer 105, for example, is connected
frenghveseral patdr 1) SB port to a Dumb type card reader/writer 104.
The card reader/writer 104 realizes for

Step ST35:

As shown in FIG. 16F, the IC card procedure management
task 72 of the SAM chip 8 outputs the processing result of .
step 8T34 to the ASP server 6.
Step ST36:

For example, the IC card procedure management task

72 deletes the IC card entity data 73 x.

As explained above, according to the communicatién
system 1, it is possible to generate the IC card entity data
73_x for each processing for a procedure occurring with the
IC card 3 and to have the IC card procedure management task
72 use the plurality of IC card entity data 73 x to
simultaneously proceed with processing for a plurality of
IC cards 3.

Further, according to the authentication system 1,
since it is sufficient to store the IC card entity data 73 3
actually used for the processing of the IC cards 3 in the
sterage unit 65, it is possible to use the storage areés

of the storage unit 65 efficiently.
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example wireless communication corresponding to the physical 20 level
with the IC card 103. The operational commands to the IC card 103 and
response packets from the IC card 103 are generated and analyzed at
the SAM unit 109 side. Therefore, the card reader/writer 104, personal
computer 105, and ASP server 25 106 between them only act to store the
commands and response - 79 content in the data payload portion and

relay theraatRand are-aeuinNglved inthe aneypiea ek decyPigRebm 1,
data, authentication, or other actual operations in the IC card 103. 5 The

hesierseses 1A58 14153 29nd 1483 usedhelr peisonHtcaE PRI Snkbktlgement
1162, and 1163 to produce the application programs AP 1, AP 2, and AP
£hakddbwaloagdbet heoducatbappiicatierprogianE thioagiolBe processed
authentication units 1171, 1172, and 117_3 through the SAM chip 108 to
d@preceteimitedistarage tieanin heapdernahthosaylldieAtdhistixae, it
since the businesses 1151, 1152, and 1153 have no relation with each :
Dthepahe Sidrageareas it ththextexealnaemansfO sukeiothe then start
application programs AP 1, AP 2, and AP -3 can be downloaded to are
theidpatdicds ativgnesaad ivhigther aishasihejpghtia dokelcachtbeSuehile
a storage area is verified by the SAM chip 108. Further, while the
applicatignEpiogtams Afoh Ak21and AP 33 giedhirifig execited shessible
firewalls FW restrict the

to eliminate the wait time caused by transfer of data with
the IC card 3 through the Internet 10.

Farther, according to the authentication system 1,
the service definition table data describes a name showing
the type of service provided by each business, that is, the
service type element, the number of that service used in
the IC card 3, and the key information used when providing
that service. This is held in the external memory 7. Thereforé,
businesses 15 _1 to 15 3 not developers of the SAM chip 8
can produce their own application programs for running on
the SAM chip 8 by the script programs 21 1, 21 2, and 21 3
and download them through the SAM chip 8 into the external
memory 7 for customization. That is, without being informed
of key information, operational commands for directly

operating the IC card 3, or other highly confidential

information to the businesses 15_1 to 15_3, these businesses

can customize their own application programs. Further, when

a business customizes its application program, it does not
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transfer and viewing of data among the application programs 20 AP 1, AP

2, and AP 3. When downloading the application programs AP 1, AP 2,

and AP -3 to the SAM chip 108, the authentication units 1171, 1172, and
1173, as explained later, perform mutual authentication with the SAM

chip 108, produce the download 25 siffhature verification key information,

etc. - 80 Next, the components shown in FIG. 19 will be explained. [IC

Uasd M8 kindts . el ke Junationakdtoacknding ranr-af dpe G €awh 51103mhSnds ,
shown in FIG. 21, the IC card 103 has an IC (integrated circuit) 103a
poovitied Mwthd storage:ubit 220 eand pcesghgatddl51. The storage

unit 150, as shown in FIG. 22, has a storage 10 area 1551 used by a

credit caraoonengnaaicathel hysinestlkl Hvu alsiaehe-ateand Sbysices 1,
by a business 1152, and a storage area 1553 used by a business 1153.

Fimiber itheistopagesthbil 4 50cstdeasikey svagmation cseddatpginghening
existence of the right to the storage 15 area 155 1, key information used
foplidging ihe acfese tighttostheistotag areailoh? , o ddwyvitdemaiiobrse
used for judging the access right to the storage area 1553. That key
sderniaion ieapettitally ased toraiittil of services in a range of
services executed simultaneously with approval at the IC
card 3 side.

Further, according to the authentication system 1,
by introducing the concept of a data block, the data input
and output with the IC card 3 and the log data can be easily
managed.

FIG. 17 is a functional block diagram showing more
specifically the function blocks of the SAM chip 8 shown
in FIG. 9.

As shown in FIG. 9, the SAM chip 8 is connected through
an internal bus 90 to an ASPS communication interface unit
60, external memory communication interface unit 61, bus
scramble unit 62, random number generation unit 63,
encryption/decryption unit 64, storage unit 65, and CPU 66.

In the SAM chip 8 shown in FIG. 17, for example as
shown in FIG. 18, it is also possible to connect a card I/F
unit 81 connected to the internal bus 90 to an RF

reception/transmission unit 92 outside of the SAM chip 8

and transfer data with the IC card 3 by a noncontact system
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authentication, encryption and decryption of data, etc. 20 Further, the
storage unit 150 stores identification information of the IC card 103 or IC
card 103 user. Next, the SAM unit 109 will be explained in detail.
[External Memory 107] FIG. 23 is a view for explaining the storage areas
25 of the external memory 107. - 81 A< shown in FIG. 23, the storage
areas of the external memory 107 include an AP storage area 120_1
Shragahrea forstorag Be applidatioREpograptiRa) of theshuisisess unit
115, an AP storage area 1202 for storing the application 5 program AP-2
Bfthe business 1152, an AP storage area 120_3 for storing the
applrcatron program AP -3 of the business 1153, an AP management

. ey Betinanager of the SAM chip 108, and a key
information storage area 122 The application program AP -1 stored in the
AP stordqe B afaptoonbe démpnsed Dianphmbiit bhiendg cor neodetesiing
Access to the AP storage area 1201 is restricted by the firewall FW 1. -
thetdipliestsniiogiamnan th serpe it theokP therageversbit20? is
comprised of a plurality of program modules. 15 Access to the AP storage
area 1282 rek¥ridied dyvhewfirefatiiy v ahelsbplicatfdryprogtamn of a

AP-3 stored in the AP storage area 1203 is comprised of a plurality of
ProFraRLPRlify, system 101 of the present embodiment.

As shown in FIG. 19, the communication system 101 uses
the server 102, IC card 103 (integrated circuit of the present
invention), card reader/writer 104, personal computer 105,
ASP (application service provider) server 106, SAM (secure
application module}) unit 109, personal computers ile 1,
116 _2, and 116 3, and authentication units 117_1, 11i7_2,
and 117_3 to communicate through the Internet 110 and perform
settlement processing or other processing for a procedure
using an IC card 103.

The SAM unit 109 has an external memory 107
(semiconductor storage circuit of the present invention)
and SAM chip 108 (semiconductor circuit of the present
invention) .

The SAM chip 108 has the software configquration shéwn'
in FIG. 20.

As shown in FIG. 20, the SAM chip 108 has, from the
bottom layer toward the top iayer, an HW (hardware} layer,

OS5 layer, lower handler layer, higher handler layer, and
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Access to the AP storage area 1203 is restricted by the 20 firewall FW 3.
In the present embodiment, the above program module is the minimum
unit downloaded for example from the outside of the SAM unit 109 to the
external memory 107. The number of the program modules forming each
application program can 25 be freely’determined by the corresponding
business. - 82 Further, the application programs AP 1, AP 2, and AP -3
Agtorkalve the exteladl medery. 107 are scrambled. They are descrambled
when read into the SAM chip 108. Further, the application programs AP 1,
AP 2, afilAR 8vesr anarfdil exarhpies praduckddyysthe klisinesses shibit
1152, and 1153 using the personal computers 1161, 1162, and 1163
shown Befti€, MharftPalaviewtieadegribioughibe ANy cas108 to thep 2,
external memory 107. Access to the AP management storage area 121 is
a0t ARiclediby i fipvratioRgdd ridctethanige fiiewalls Exrd, FOB2bp\Wthe
3, and FW 4 correspond to the firewalls FW shown in FIG. 20. The AP :
anadddemantsoragpaniss]18t sittestHounddde smarag@nientidaia 2 30and
shown in FIG. 24. 15 The module management data 130 registers the
Irh8dHe shawas b tHRE progt@m modules downloaded from the personal
computers 1161, 116 2, and 1163 in advance and the download
signatuavshfic &P kyeinfotrhatiepddwaldadheyrograms AP 1, AP 2,

and AP 3 and the higher handler layer are provided between
them with firewalls FW (firewalls of the present invention) .

The SBEM chip 168 is connected through a SCSI port,
the Ethernet, etc. to the ASP server 106. The ASP server
106 is connected through thg Internet 110 to a plurality
of terminal apparatus including a personal .computer 105 of
an end user and personal computers 116_1, 116 _2, and 116 3
of businesses 115 1, 115 2, and 115 3.

The personal computer 105, for example, is connected
through a serial port or USB port to a Dumb type card
reader/writer 104. The card reader/writer 104 realizes for
example wireless communication corresponding to the physical
level with the IC card 103.

The operational commands to the IC card 103 and
rasponse packets from the IC card 103 are generated and
analyzed at the SAM unit 109 side. Therefore, the card
reader/wrfi.ter 104, personal computer 105, and ASP server

106 between them only act to store the commands and response
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information of the present invention). 20 That is, download of a program
module is allowed conditional on the module management data 130
having the download signature verification key information registered in it
in advance. Further, the module management data 130 has the module
25 names of the program modules eXécuted by the SAM chip 108 - 83
and the execution signature verification key information registered in it.
chindtas, ttherighit forda programlvad uetotieosxeadededpthetBAM ghip and
108 is obtained conditional on the module 5 management data 130
atravimg thelexeelivied signative rficubdd ey infodeatiarpregistered] idatta,
in advance. The module management data 130, as shown in FIG. 24, .
agrgventheasobieapondencetbiethediréwall napves bl dies fitewahreshictipgrd
access to the program module (firewall 10 identification information of the
I8rdsent invention), start address, address length, download signature
verification key information, execution signature verification key
informatos, mm@ﬁaﬂqwgieaéﬁéjé’gramﬁoé&@_& thge their
application programs AP 1, AP 2, and AP -3 stored in the AP 15 storage

reRBaonad1 comy beysl 2056 Here 1he fhewahduiiber 3hbwseieduamekhe

of the firewall by which access to that program module is restricted.
application programs AP 1, AP_2, and AP_3 and download the

produced application programs through the authentication
units 117 1, 117 2, and 117 3 through the SAM chip 108 to
predetermined storage areas in the external memory 107.

At this time, since the businesses 115 1, 115 2, and
115 3 have no relation with each other, the storage areas
in the external memory 107 where the application programs
AE“I, AP 2, and AP 3 can be downioaded to are decided in
advance and whether one has the right to download to such
a storage area is verified by the SAM chip 108.

Further, while the application programs AP _1, AP 2,
and AP 3 are being executed, the firéwalls FW restrict the
transfer and viewing of data among the application programs
AP 1, AP 2, and AP 3.

When downloading the application programs AP 1, AP 2,
and AP 3 tc the SAM chip 108, the authentication units 1171,
117_2, and 117_3, as explained later, perform mutual
anthentication with the SAH chip 108, produce the download

signature verification key information, etc.
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The start address shows the start address of the 20 storage area for

which access is restricted by that firewall. The address length shows the
address length of the storage area for which access is restricted by that
firewall . The download signature verification key information is the key
information used for the signature vefification 25 performed when
downloading a program module through the SAM 84 - chip 108 to the
externaieremoryikd 7cdhpareettons sigmture \BRfcatich keydihfdrenation

is used for verifying the signature information given to a program module
aprdraéxecliting that program module by the 5 SAM chip 108. In the

present embodiment, for example, each program module is given

signatuld faférargtiohOshbwing its legitimacy. When that program module
has been illicitly modified or tampered with, it is possible to use the
executiBA GsigRatute verificutioriieapihfdrivtiondsd aarifyhaf 10hsy J&turard
information to confirm the legitimacy of that program module. The module
e is the name assigned to that program module. The key information
storage area 122 stores the 15 encrypted key information K Cl used when
accessifyg trbostorae &e6 1551 ofthe IECarg 193 Ehdwhas RG. 28 by
execution of the application program AP 1, the encrypted key information

W ntegsaderhariasuettinglihdasiprjeigted with a storage unit 150

and processing unit 151.

The storage unit 150, as shown in FIG. 22, has a storage
area 155 1 used by a credit card company or other business
115 1, a storage area 155 2 used by a business 115 2, and
a storage area 155 3 used by a business 115 3.

Further, thé storaée unit 150 stores key informatiocn
used for judging the existence of the right to the storage
area 155 1, key information used for judging the access right
to the storage area 155 2, and key information used for
judging the access right to the storage area 155 3. That
key information is specifically used for mutual
authentication, encryption and decryption of data, etc.

Further, the storage unit 150 stores identification
information of the IC card 103 or IC card 103 user.

Next, the SAM unit 109 will be explained in detail.

[Exterral Memoxry 107}

FIG. 23 is a view for explaining the storage areas

of the external memory 107.
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1552 of the IC card 103 shown in FIG. 22 by execution of 20 the

application program AP 2, and the encrypted key information K -C3 used
when accessing the storage area 1553 of the IC card 103 shown FIG. 22

by execution of the application program AP 3. The key information K CI, K
_C2,and K -C3 are encrypted 25 byatﬁe key information K -X. - 85

Access to the key information storage area 122 is allowed only by the
manag&®Softhe"SAR cEG108 38 AMC RO IE8] F I 98sisof fiitiometernal
block diagram of the SAM chip 5 108 shown in FIG. 19. As shown in FIG.
mepery SAY chipclosifasan MBS PEaasamunkation dtefacd orrdeoarea
external memory communication interface unit 161, bus scramble unit

g s&igrdthre ghﬁeéaﬂbiﬁﬁttf‘efm REasHREISF pfoctEsikelPusiiness
164, encryption/decryption unit 165, storage unit 166, and CPU 167. The

G AIchipn A8RisSERIdES - ARsRtah B ot e T TREISRY ddmapichiien tion
interface unit 160 is an interface used for input and output of data with the
prog e RRt ff6 Chevhiinimes 1 FhedoxtemaEnehtsrgge area 120_3
communication interface unit 161 is an interface used for input and output
a5 /R Ee t@&emmy%proqrm AP 3 of the business

115 3, an AP management storage area 121 used by the manager
of the SBM chip 108, and a key information storage area 122.
The application program AP 1 stored in the AP storage

area 120_1 is comprised of a plurality of program modules.

Access to the AP storage area 120 1 is restricted by the

firewall FW 1.

The application program AP 2 stored in the AP storage
area 120 _2 is comprised of a plurality of program modules.
Access to the AP storage area 120_2 is restricted by the
firewall FW 2.

The application program AP 3 stored in the AP storage
area 120 3 is comprised of a plurality of progz;am modules.
Access to the AP storage area 120_3 is restricted by the
firewall FW 3.

In the present embodiment, the above program module
is the minimum unit downloaded for example from the outside
of the SAM unit 109 to the external memory 107. The number
of the program modules forming each application program can

be freely determined by the corresponding business.
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The bus scramble unit 162 scrambles output data and 20 descrambles
input data when inputting and outputting data through the external
memory communication interface unit 161. The signature processing unit
163 as explained later produces a signature and verifies a signature
when 25 downloading an applicatien eogram through the Internet 110 -
86 in the external memory 107 and when executing the application

prograneukhe, authanticatiopinresessingg filhGdnasaxplaingd latehnd ar 3

performs mutual authentication with the other party 5 When déwnloading —

SPARplicalioR R W arLRRRUthedpiernet; 11040 he-exiereal Memey are
107. The encryption/decryption unit 165 encrypts data and decrypts

®astpiat datd. Jiherstewmae unittlbatfar examnpia sforesghe key 10
information K _X for decrypting the key information K C1, KC2, and K

_C3 stoped-thte key fgppation sisageraigaakdrd the ap 2, and AP 3
above-mentioned external memory 107. The CPU 167 executes tasks as

£xplpiredlairabases, ardaRdeie By NeRlD BN dpogsamIee the 115 2,
present invention) 15 and executes a designated application program in

asgomipsce wiheyeenippeitberdaskedipuibisavia for expiningand
the tasks executed by the CPU 167.

116 3 shown in FIG. 19 and are downloaded through the SAM
chip 108 to the external memory 107.

Access to the AP management storage area 121 is
restricted by the firewall FW 4.

Note that the firewalls FW 1, FW 2, FW 3, and FW 4
correspond to the firewalls FW shown in FIG. 20.

The AP management storage area 121 stores the module
management data 130 shown in FIG. 24.

The module management data 130 registers the module
names of the program modules downloaded from the personal
computers 116_1, 116 _2, anc'i 116_3 in advance and the download
signature verification key information (download key
information of the present invention).

That is, download of a program module is allowed
conditionél on the module management data 130 having the
download signature verification key information registered
in it in advance.

Further, the module management data 130 has the module

names of the program modules executed by the SAM chip 108
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As shown in FIG. 26, the CPU 167 executes the download 20 task 170,
system task 171, AP task 172 (program of the present invention), and
settlement processing routine task 173. The download task 170, as
explained later, performs processing for downloading tan application
program from outside of the SAM-un#3L09 through the SAM chip 108 to
the 25 external memory 107. - 87 The system task 171 is a task for

EHf OB GGt IS g ENENERRETJUQNSFYRIGYE 0 thealE GG 0dn
other processing. The AP task 172 comprehensively manages the

WG CHRT&HIofitheapplication programs AP 1, AP 2, and AP -3 performed
when the SAM chip 108 receives a processing request from the ASP

server 1itaer elspvdirierdujhiderohihe SAMehip HABiulhe settlednertlecuted
processing routine task 173 decides which of the application programs

AP thAPs2nanehAB -2 08 LG use vhendar exarapleitba SAMichitht0&odule
receives a processing request relating to the IC card 103 from the ASP

reehRfcidn N adraxaBplasaf ihg oprativnnidie samamunicatione
system 101 will be explained. [Operation for Downloading AP to External

WMenonddbilds. idyis anffayrhad dar @gdairing:tba operationi ff advance.
downloading an application program AP -1 from the personal computer

1161 shavn abE ol himbgemdamaisemaryol 04 sSipbQhleh FIc. 24,

shows the correspondence of the firewall number of the
firewall restricting access to the program modiule (firewall
identification information of the present invention), start
address, address length, download signature verification
key information, execution signature verification key
information, and module name for each program module of the
application programs AP_1, AP 2, and AP 3 stored in the AP
storage areas 120_1, 120 _2, and 120 3.

Here, the firewall number shows the number of the
firewall by v}hich access to that program‘mod.ule is
restricted.

The start address shows the start address of the
storage area for which access is restricted by that firewall.

The address length shows the address length of the
storage area for which access is restricted by that firewall.

The downlocad signature verification key infbmation
is the key information used for the signature verification

performed when downloading a program module through the SAM
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The personal computer 1161 shown in FIG. 19 transmits 20 to the SAM

chip 108 a download request designating the module name of each

program module to be downloaded through the authentication unit 1171.

Step ST102: The download task 170 running on the SAM chip 108 shown

25 in FIG. 26 performs mutual authefitfcation with the 88 authentication

unit 1171 connected to the personal computer 1161. Further, when each
cithpersilegititeacytie centieck I ydisecaytublguthentication, the

processing of step ST103 is performed. 5 Note that, in the present

embodPhentetés=pogsibles ignsdvarous techinpicsas hevtechfiqueddiion

that mutual authentication, but for example the following technique is
isseds 8dtif ot theeatit Fignitigatioha nstihiEtanc:SAM opa £0. 408dwikn  to

identification information of the SAM chip 108, that is, the SAM ID, and
ahpmmgtosiranthdnlieatidremasterchéidorbatiorp Fegtham thedule by the

authentication unit 1171 encrypts the 'SAM ID by the mutual
Sihehtigatibd8naster ¥y ipfoeratitn ek add rantmitEartosthang@An .crﬁplch

108. The SAM chip 108 decrypts the received encrypted SAM ID by the
Prosknuthedtdsticns ngEstenkeigne tompalesfio withithe S AMdBing its

holds itself. If matching, it confirms the legitimacy of the authentication
legitimacy. When that program module has been illicitly

modified or tampered with, it is possible to use the execution

signature verification key information to verify that

.signatura information to confirm the legitimacy of that

program module.

The module name is the name assigned to that program
module.

The key iﬁfomation storage area 122 stores the
encrypted key information K Cl used when accessing the

storage area 155 1 of the IC card 103 shown in FIG. 22 by

" execution of the application program AP 1, the encrypted

key information K C2 usc_ad when accessing the storage area
155_2 of the IC card 103 shown in FIG. 22 by execution of
the application program prz,' and the encrypted key
information K C3 used when accessing the storage area 155 3
of the IC card 103 shown FIG. 22 by execution of the
application program AP_3.

The key information K Cl, K C2, and K_C3 are encrypted

by the key information K X.
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unit 1171. Further, reverse to this, the SAM chip 108 20 encrypts the SAM
ID by the mutual authentication master key information and transmits it to
the authentication unit 1171. The authentication unit 117_1 decrypts the
received encrypted SAM ID by the mutual authentication master key and
compares it with the SAM ID it holds #sSelf: If matching, 25 it confirms the
legitimacy of the SAM chip 108. - 89 - Step ST103: The download task
170 judgesuhethss edcd megulemasie designated by dee dowalopel? is
request at step ST101 is registered in the module management data 130
sldreded thm3 AR atiag emens gtarage atea:12haf tieiexteowl memory
107. Step ST104: The download task 170, when judging at step ST103
that it if saMrathstpred)®hds the processing without performing the
download processing, while when judging that it is 10 registered, performs
the prod@ssin@6f stepaSTHOLL Stea 5 THOScEha iadirenticafiothieniBAM/ thip
encrypts the SAM ID as plain text using the AP master key KEY-A to
Heserdtewhne idovllGad $@nature verification key information. 15 Further,
it transmits that download signature verification key information or
signatufesinfdronationnpittiGiced Sisingnihasdsivelobd sigriatteesverificAsms
key information to the SAM chip 108.

communication interface unit 160, external memory
communication interface unit 161, bus scramble unit 162,
signature processing unit‘163, authentication processing
unit 164, encryption/decryption unit 165, storage unit 166,
and CPU 167,

The SA& chip 108 is a tamper-resistant module.

The ASPS communication interface unit 160 is an
interface used for input and output of data with the ASP
server 106 shown in FIG. 19.

The external memory communication interface unit 161
is an interface used for inpﬁt and output of data with the
external memory 105.

Thé bus scramble unit 162 scrambles output data and
descrambles input data when inputting and outputting data
through the external memory communication interface unit
i61.

The signature processing unit 163 as explained later .
produces a signature and verifies a signature-when

downloading an application program through the Internet 110
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Step ST106: 20 The download task 170, when receiving the download
signature verification key information at step ST105, judges if the
received download signature verification key information matches with the
download signature verification key information of the corresponding
module name in the 25 module man&§ement data 130. - 90 Further, the
download task 170, when receiving the signature information at step
1R THIO eptdesrthe dawnloagd SIghakdewrasiiicakienkeyrinfateatigp di thetion
corresponding module name in the module management data 130 to
pudge e 5 legitimacy of that signature information. Step ST107: The
download task 170 proceeds to the processing of step ST108 when
judgingrthat theyhmatchad stem S 06 svihgn judying that dlse sgpdrnreed
information is legitimate 10 and ends the processing in other cases. Step
18468 phefdamaload tasid 1 2t speaitiss Hiciatidressin ties extdreal party
memory 107 corresponding to the module name designated at step
whEhOddwnlieaihipiycamehid insnagempricls datd i 80wyl tbwrlodds-net
the program module from the personal computer 1161 to the specified

~ 1dddress ohd¢heexiermal 1 mesnaryy O¥0 fOperation for Execution of

Application Program]
The encryption/decryption unit 165 encrypts data and

decrypts encrypted data.

The storage unit 166 for example stores the key
information K X for decrypting the key information K C1,
K €2, and K C3 stored in the key information storage area
122 of the above-mentioned external memory 107.

The CPU 167 executes tasks as explained later based
on a predetermined program (program of the present invention)
and executes a designated application program in accordance
with execution of the tasks.

FIG. 26 is a view for explaining the tasks executed
by the CPU 167.

As shown in FIG. 26, the CPU 167 executes the download
task 170, system task 1;71 . BP task 172 (program of the present
invention), and settlement processing routine task 173.

The download task 170, as explained later, performs
processing for downloading tan application program from
outside of the SAM unit 109 through the SAM chip 108 to the

external memoxy 107.
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FIG. 28 is a flow chart for explaining the operation 20 by which the SAM

chip 108 shown in FIG. 19 executes the application program AP 1. Step
ST111: When the SAM chip 108 receives a request for execution of the
application program AP -1 for exarpplge,]from the ASP 25 server 106, the

AP task 172 shown in FIG. 26 executes the - 91 - processing of step

ST112. Step ST112: Before the AP task 172 executes a program module

of the HFicaliGtamdraskAbZl idcarroamkefautipabisigninme driver
verification key information corresponding to the module names of the
HBGEAT Adul @By Fefekaid to et dite thand§enterd dfid 13nSiefher
ST113: The AP task 172 uses the execution signature 10 verification key
hrforifafid@btained at step ST112 to verify the legitimacy of the signal
information of that program module. That is,.it judges if the program

module TR BEefraiftkith/Ateramrrabapriveimasaies $helsxppagion
the AP task 172 verifies at step ST113 that the signature information is
Wgithraerre pistrbisto e Prskss Ay bf sBh_S71 eodvAfe FHeprE ormed

judges it is not )
when the SAM chip 108 receives a processing request from

the ASP server 106 or elsewhere outside of the SAM chip 108.

The settlement processing routine task 173 decides
which of the application programs AP 1, AP 2, and AP 3 to
use when for example the SAM chip 108 receives a processing
request relating to the IC card 103 from the ASP server 1086.

Hext, examples of the operation of the communication
system 101 will be explained.

[Operation for Downloading AP to External Memory]

FIG. 27 is a flow chart for explaining the operation
of downloading an application program AP 1 from the personal
computer 116 1 shown in FIG. 19 to the external memory 107.

Step STi01:

The person'al computer 116 1 shown in FIG. 19 t;:ansmits
to £he SAM chip 108 a download request designating the module
name of each program module to be downloaded through the
authentication unit 117 1.

Step ST102:

The download task 170 running on the SAM chip 108 shown

in FIG. 26 performs mutual authentication with the
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legitimate, it ends the processing. 20 Step ST115: The AP task 172

executes the program module for which the signature information has

been judged to be legitimate. Note that, the program module may also be
executed by the CPU 167 shown in FIG. 25 as a subroutine in the

program. 25 [Operation During Execfiflornt of Application Program] - 92

FIG. 29 is a view for explaining the operation for execution of an
applieativhceroyeamiBieplIT1 21 pWhencthed\ Bdaske p2 exediid sconpiitce r
in a program module 5 through the processing shown in FIG. 28, it judges
Viltether ¥hvertbee to bberceutel netkh ésca cdeg instrugtiyy tatacdrafitiared
or data viewing with another program module. Step ST122: When the AP
hasiche2qudgeslthat tessddectoti@rxetitedp 1o rexsdoes nét MsEpCET103
data transfer or data viewing with another program module, it proceeds to
iise peocessimgdf step ST124, while when it judges that it does instruct

the same, proceeds to the processing of step ST123. Step ST123: 15

The APRasle 1thakecatestthet podseStep8he24dmend APitasksl Fofesible
example performs error processing without executing that code.

to use various techniques as the technique for that mutual
authentication, but for example the following technique is
used.

Both of the authentication unit 117 1 and SAM chip
108 hold identification information of the SAM chip 108,
that is, the SAM ID, and the mutual authentication master

key information.

Further, the authentication unit 117 1 encrypts the

‘SAM_ID by the mutual authentication master key information

and transmits it to the SAMchip 108. The SAM chip 108 decrypts
the received encrypted SAM ID by the mutual authentication
master key and compares it with the SAM ID it holds itself.
If matching, it confirms the legitimacy of the authentication
unit 117 1. Further, reverse to this, the SAM chip 108
encrypts the SAM ID by the mutual authentication master key
information and transﬁits it to the authenticationunit 117 1.
The auth.entication unit 117 1 decrypts the received
encrypted SAM ID by the mutual authentication master key
and compares it with the SAM ID it holds itself. If matching,

it confirms the legitimacy of the SAM chip 108.
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Next, the overall operation of the communication 20 system 101 shown in
FIG. 19 will be explained. FIG. 30 is a view for explaining the overall
operation of the communication system 101 shown in FIG. 19. Step

ST131: The businesses 1151 to 1153 or a party requested 25 by these
businesses produces the application %?ograms AP 1,93 AP-2, and AP -3

for enabling the businesses to perform processing relating to transactions
perfornf&eeEsifgd H9SIC card 103 on the personal computers 1161, 1162,
and 1163 shown in FIG. 19. 5 Further, the manager of the SAM chip 108
generafike thevbRfciniail chiéntidsgessovbiedhe h Eachogodule name
scrambles it, and stores it in the external memory 107. Step ST132: The
dsplieaadieprderafsamevabord riceaPas firé §0emin| §ddeti thiGugh

the authentication units 1171, 1172, and 1173 from the personal
remplteret 6r e Beduhe i aeesantcHiptEodt 24 thisames the the
processing explained using FIG. 27 is performed. 15 Step ST133: The °
AR ararngaeaitic AERBAPL03 RS shéh R Hiie 2oxfirraiBladtemarysa 07 -

of the IC 103a of the IC card 103 stores the key information used for
Step ST104: '

The download task 170, when judging at step ST103 that
it is not registered, ends the processing withéut performing
the download processing, while when judging that it is
registered, performs the précessing of step ST1i05.

Step ST105:

Tﬁe authentication unit 117 1 encrypts the SAM ID as
plain text using the AP master key KEY~-A to generate the
download signature verification key information.

Further, it transmits that download signature
verification key information or signature information
produced using that download signature verification key
information to the SAM chip 108.

Step ST106:

The download task 170, when receiving the download
signature verification key information at step ST105, judges
if the received download signature verification key
information matches with the download signature verification
key information of the corresponding module name in the

#odule management data 130.
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transactions by the user with the contracting business. 20 Note that, the

user and a business may also conclude a contract through the Internet

110 etc. after issuance of the IC card 103. Step ST134: For example,

when the user uses the personal co uter 25 105 to access the server

102 through the Internet 110 to - 94 ry to purchase a product, the server

102 sends a processing request through the Internet 110 to the ASP

server Fy&: thige ASrhsederndeaghsn sicdhiflg ahrete &S Fictirgt the
from the server 102, accesses the personal computer 105 5 through the
SR une. Pufinsrakd procdssiear B0 for tHETE chi® 109 18stedd

by the card reader/writer 104 is transmitted through the personal
THEREETEOS ehidihes 1100 dpvASrEssmatigmte héSAMTREF tpgnding
Step ST135: 10 The SAM chip 108 selects an application program by the
radithee MaRecassifl romatdarrganesiddrtawii th& procidamgthe
request received at step ST134 and executes that selected application °
Irgdraimae pockbsity ekppaistesing FrEm28 598 £1G. 29 15 in the
execution of that application program is then performed. Step ST136: The
SAM ch-ep8 BEHSULS the result of execution of

The download task 170 proceeds toc the processing of
step ST108 when judging that they métch at step ST106 or
when judging that the signature information is 1egitiﬁate
and ends the processing in other cases.

Step-STloﬂz

The download task 170 specifies the address in the
external memory 107 corresponding to the module name
designated at step ST101 by viewing the module management
data 130 and downloads the program module from the personal
computer 116 1 to the specified address on the external
memory 107.

[Operation for Execution of Application Program]

FIG. 28 is a flow chart for explaining the operation
by which the SAM chip 108 shown in FIG. 19 executes the
application program AP 1.

Step STI1il:

When the SAM chip 108 receives a request for execution
of the application program AP 1 for example from the ASP

server 106, the AP task 172 shown in FIG. 26 executes the
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the application program to the ASP server 106. 20 As explained above,
according to the communication system 101, as explained using FIG. 27,
since the SAM chip 108 uses the authentication units 1171, 1172, and

1173 to authenticate the downloagergclf the application program and

allows the download of the application'program only to 25 an authorized
storage area in the external memory 107, it - 95 is possible to prevent an
RERERTHZRY SftysFeR it 2exchanging or tampering with an

application program in the external memory 107. Further, according to the
commufife@Rof E}4tem 101, 5when the SAM chip 108 runs a plurality of
application programs, since data transfer and data and code viewin

among BppretiotsroBPantia ake febfri@¥ e B e fife RARER™, e of
and FW 3, it is possible to prevent processing of each application
HhegaprrdRrhding iIRSEPFRBrigRdwitd o SrRaRBSRH BB ARd MR
application program. Further, it is possible to improve the confidentiality of
THERAAYFR ARFIbGRI OBURAE: L OTIAS IO hE REF RGN to the
system 101, as explained using FIG. 28, when executing an application

madLErRARDS SeriARRIRIRGTIRE AP RRIoR BFGFEATE f&inghe modute

- tampered with, it is possible to avoid identity theft or other illicit acts

nrRaggrentifatkramifered with application program.

Step S8T113:

The AP task 172 uses the execution signature
verification key information cbtained at step ST112 to verify
the legitimacy of the signal information of that program
module.

That is, it judges if the program module has been
illicitly altered or tampered with.

Step ST114:

When the AP task 172 verifies at step ST113 that the

%

signature information is legitimate, it proceeds to the

. processing of step $T115, while when it judges it is not

legitimate, it ends the processing.

Step &8TI115:

The AP task 172 executes the program module for which
the signature information has been judged to be legitimate.

Note that, the program module may also be executed
by the CPU 167 shown in FIG. 25 as a subroutine in the program.

[Operation During Execution of Application Program]
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Further, according to the communication system 101, 20 by comprising

each application program by a plurality of program modules, it is possible

to download to an external memory 107 in units of program modules.
Further, according to the communication system 101, by performing the
usual scrambling on the highly confid@ftial 25 key information used for
operations on an IC card 103 to 96 encrypt it and storing it in the external
memonF 167, it 9s possibrsieimprovetielsetnindetdieofepamadion for
information. Further, according to the communication system 101, 5 since
e appicionpregratrpLifeaird encypaorald decryption at the time of
code access by a bus scramble function, it is possible to prevent an
applicatfieprodfddlstored in the external memory 107 from being illicitly
analyzed etc. while halting the processing of the SAM chip 10 108. FIG.

31 is a fiefoRBPLIR IE ARy rhfZsRBRAREMBre 2peeifcally Brearargpodule
blocks of the SAM chip 108 shown in FIG. 25. As shown in FIG. 31, the °
Smaealp e irearrtiddastreigH anidiemd busioorfgrsagpgther
communication interface unit 160, external memory communication
herfsedanieLde mseevdinticwmiitlds encApfenidecitohiag daba
storage unit 166, and CPU 167.

transfer or data viewing with ancther program mocdule.

Step S5T122:

When the AP task 172 judges that the code to be executed
next does not instruct data transfer or data viewing with
énother program module, it proceeds to the processing of
step ST124, while when it judges that it does instruct the
same, proceeds to the processing of step ST123,

Step S8T123:

The AP task 172 executes that code.

Step ST124:

The AP task 172 for example performs errox'processing
without executing that code.

Next, the overall operation of the communication
system 101 shown in FIG. 19 will be explained,

FIG. 30 is a view for explaining the overall operation
of the communication system 101 shown in FIG. 19.

Step ST131:

The businesses 115 1 to 115 3 or a party requested

by these businesses produces the application programs AP 1,
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Part of the functions of the signature processing unit 20 163 and
authentication processing unit 164 shown in FIG. 25 are realized by, for
example, the CPU 167. In the SAM chip 108 shown in FIG. 31, for
example as shown in FIG. 32, it is-al98 pessible to connect the card I/F
unit 191 connected to the internal bus 190 to an RF 25

Aeceptiopdsansmissien pnin k32 euisidenef the SAMhiR108,9439% rm

transfer data with the IC card 103 by a noncontact system through an

rrseRNss194p pbihedRhgeeepiqniiiansmission poitAdnddifdsing the IC

Embodiment 5 The present embodiment is an embodiment corresponding
dafe 10th nl Ahaspestoakihedsuntian,E1G133 is aviay of thg.overaly 3
configuration of a communication system 201 of the present embodiment. — -
AoshowmnindTks. 3Bs the communication. system 201 uses 10 a server
202, IC card 203, card reader/writer 204, personal computer 205, ASP .

(applicatien sestice pHevide sg8LT ZB6t A MARe e e PPigaliRtherates
module) unit 209, personal computers 2161, 2162, and 2163, and

taheRiicatien s ddddn 2 d2e and 34 T3igwommupicate fyough igbies
Internet 210 15 and perform settlement processing or other processing for

iz pragailuse usieg the 1Gcard 203 The A Mk PP haszan external
memory 207 and SAM chip 208.

Step ST132:

The application programs AP 1, AP 2, and AP_3 are
downloaded through the authentication units 117 _1, 117 _2,
and 117_3 from the personal computers il16_1, 116_2, and 116_3
to the SAM chip 108.

At this time, the processing explained using FIG.'27
is performed.

Step ST133:

The user is issued the IC card 103.

As shown in FIG. 22, the storage unit 150 of the IC
103a of the IC card 103 stores the key information used for
transactions by the user with the contracting business.

Note that, the user and a business may also conclude
a contract through the Internet 110 etc..after issuancé of
the IC card 103.

Step ST1i34:

For example, when the user uses the personal computer

105 to access the server 102 through the Internet 110 to
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The SAM chip 208 has the software configuration shown 20 in FIG. 34.

As shown in FIG. 34, the SAM chip 208 has, from the bottom layer toward
the top layer, an HW (hardware) layer, OS layer, lower handler layer,

higher handler layer, and AP layer iff that order. 25 The lower handler

layer includes a driver layer. - 98 Here, AP layer includes application
HirogramsuAlkHa s&Pa 3 aoduii? ; 3idefinieg prcahres sy theocaking
203 by the credit card companies or other businesses 2151, 2152, and
rathdashovh itoldéh 36hd Inithe AR:layeLdhe applicatiosrpregiaras AROE, .
AP 2, and AP-3 and the higher handler layer are provided between them
with fireshad| 9. EW s &keSAMEhHIWEBBE isconfeding HebgbasSChy postuest
the Ethernet, etc. to the ASP server 206. The ASP server 10 206 is
fossmettes theatigdnthednteraei-2:tosa pheality 0f teralinalanpatainse® 5
including the personal computer 205 of the end user and personal
ttorepidiarsthko 1T 2d62nand 12163 BhtheHaisinasses 2ibcé s2k5%y anskquest
2153. The personal computer 205, for example, is connected 15 through
fibe sehial part eab@BLOG i adadnbitypdearda rehdeshdder/204. the 104
card reader/writer 204 realizes for example wireless communication

icortasposdaingtedhelphyaighl tavelpsitsthealC eait?(33r 105, Internet

110, and ASP server 106 to the SaM chip 108.

Step ST135:

The SAM chip 108 selects an application program by
the settlement processing éoutina task 173 in accordance
with the processing request received_at step ST134 and
executes that selected application program.

The processing explained usinngIG. 28 and FIG. 29
in the execution of that application program is then
performed.

Step ST136:

The SAM chip 108 outputs the result of execution of
the application program to the ASP sexrver 106.

As explained above, according toe the communication
system 101, as explained using FIG. 27, since the SAM chip
108 uses the authentication units 117 1, 117_2,.and 117 3
to authenticate the downloader of the application program
and allows the download of the apélication program only to

an authorized storage area in the external memory 107, it
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The operational commands to the IC card 203 and the 20 response
packets from the IC card 203 are generated and analyzed at. the SAM
unit 209 side. Therefore, the card reader/writer 204, personal computer
205, and ASP server 206 interpasegkbetween them only act to store the
commands or response contents in data payload portions and relay the

- gg)gam They are not involved in the encryption or decryption %% of .

B e e e e
Jpusinesses 215 J{:&%%%Q and 213 use the ersoQaI computers 2161’th

< 2162, §n§%163 to pr uéen%ewapp icatiort 5 plrcc):g?ra%nosnAB f%\rﬁlﬁ and o

eﬁ%i@lggdg&\rfy&%adl@? produced application programs through the
authentication units 2171, 217 2, and 2173 and through the SAM chip

208 topregeiarmined. storegs Argay e slemalmenary 207 Ahisy

time, since the businesses 2151, 2152, and 10 2153 have no Telation wit

wiRae AlhenthesioragRareas Inhe exterw wmgyl%%éwbc?kegﬁggmms,

application programs APpt, AP-Z, and AP -3 can be downloaded are

sfedetgupined, \Vbether ey Bays, the,doltda download to thesg storage

areas is verified by the SAM chip 208. 15 Further, the transfer and viewing

2 £ RINGIDE,RRICALON OGNS fkd A6 2R0AES3AT s Fu 1,
restricted by the firewalls FW. The authentication units 2171, 2172, and-
Fig__li_y ?@&c@ﬁ}i@?dﬁét% %@g%lfgtlé%l %@Q@Qﬁ@’&!‘oces sing of each
application program from being illicitly interfered with
or tampered with by another application program. Further,
it is possible te improve the confidentiality of each
application program.

Further, according to the communication system 101,

as explained using FIG. 28, when executing an application

program, by verifying whether that application program is

being tampered with, it is possible to avoid identity theft

or other illicit acts based on an illicitly tagpered_with
application program.,

Further, according to the communication system 101,
by comprising each application program by a plﬁrality of
program modules, it is possible to download to an external
memory 107 in units of program modules.

_Further , according V'to the communication system 101,
by performing the usua*l scrambling on the highly confidential

key information used for operations onm an IC card 103 to
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with the SAM chip 209, produce download signature 20 verification key
information, etc. when downloading application programs AP-1, AP-2,
and AP-3 to the SAM chip 208. Next, the components shown in FIG. 33.
will be explained. 25 [IC Card 203] 4400 FIG. 35 is a functional block
diagram of the IC card 203. As shown in FIG. 35, the IC card 203 has an

IC (integrated circuit) 2Q3a provided wijth a storage uni
SRR AROST CPRE Bfbrdgo Uit 050, 5% CRORAIN

. storage . area 2551, used by a credit card cqmpany or, other business
LS RITRBEE T et S R SR o MRy
. 2;53 used by a business 2153. Further, the 10 storage unit 250 stores

l’}e?/lfﬁﬁ%tr:rﬁg 10n used for judging the existence of a right to the storage

area 255 1, key information used fqr,judging an access righttothe = ;44
storag%é?u]<':'1—%ehae féSf‘,céﬁodﬁééjﬁﬂfc?ﬁ%%ﬁ l%%%‘?g%ﬁa%boan ggcsesgmrig_ t’
fo the storage area 2553. That key information is_15 specifically us r

sE1ince ?he h%eﬁﬁilcailon %ﬁgﬁ%%la ger‘%%ms ﬁgg‘:t?gé}.xg ﬁgl&)

muttal aut cation, encr ecryption o tc. Further, the
d%%%égéjgrl} 220 ¥Ries g, dsptification nfolpatigh of e C cud. 205 Y

t250 5a ]
oy b7, st

function, it is possible to prevent an application program
stored in the external memory 107 from being illicitly
analyzed etc. while halting the processing of the SAM chip
108.

FIG. 31 is a functional block diagram showing more
specifically the function blocks of the SAM chip 108 shown
in FIG. 25. |

As shown in FIG. 31, the SAM chip 108 is connected
through an internal bus 190 to the ASPS communication
interface unit 1606, external memory communication interface
unit 161, bus scramble unit 162, encryption/decryption unit
165, storage unit 166, and CPU 167.

Part of the functions of the signature processing u;xit

163 and authentication processing unit 164 shown in FIG.

. 25 are realized by, for example, the CPU 167.

In the SaM chip 108 shown in FIG. 31, for example as

shown in FIG. 32, it is also possible to connect the card

I/F unit 191 connected to the internal bus 190 to an RF

reception/transmission unit 192 ocutside of thée SAM chip 108
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of the IC card 203. 20 Next, the SAM unit 209 will be explained in detail.
[External Memory 2071 FIG. 37 is a view for explaining the storage areas
of the external memory 207. As shown in FIG. 37, the storage areas of the
external 25 memory 207 include a sjgrage area 2201 in which the - 101
application program AP -1 of the business 2151 is stored, a storage area
2§30 0,hich the apnlicalion,program A7 2, gfhe business 215208, or
stored, a storage area 2203 in whicli tHe application program 78 §¥RE
business 2153 5 is stored, and an AP management storage area 221 .
CRESHEE” L Ak SRRt A POl P ER e e AT g on
uﬁllét in the AP storage area 2201 is comprised of a plurality of
program modules. Access to the AP storage area 2201 is restricted by

the 1Qr{i1r§¥vc§l Oldirnil'lgn%pplication program AP -2 stored in the AP
storageﬁreaé%—lﬁomm' ised of a plurality of program modules. ;
'Acces&. 0, the AP storage area 22(11_2 is restrictgdo@/. the Qrewall FW2 1

The app |calt1|15‘nasper"ggram AP -3 Stored I The storéngeen area 220 8is ¢

cSOmRLSe Al apluplinotpradian madulss, Aggasedodis AP storage
area 22 IS restricte yt irewal .
FIG. 33 is a view of the overall configuration of a
communication system 201 of the present embodiment.
2As shown in FIG. 33, the communication system 201 uses

a server 202, IC card 203, card reader/writer 204, personal

computer 205, ASP {(application service provider) server 206,

SAM (secure application module) unit 209, personal computers

216_1, 216 2, and 216 _3, and authentication units 217_1,
217 2, and 217 _3 to communicate through the Internet 210
and perform setﬁlement processing or other processing for
a.procedure'using the IC card 203.

The SAM unit 209 has an external memory 207 and SAM
chip 208.

The SAM chip 208 has thé software configuration shown
in FIG. 34.

As shown in FIG. 34, the SAM chip 208 has, from the
bottom layer toward the top 1ayer,j an HW (hardware)} layer,
0S8 layer, lower handlgr layer, higher handier layer, and
AP layer in that order. |

The lower handler layer includes a driver layer.
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In the present embodiment, the above program module 20 is the
minimum unit downloaded for example from the outside of the SAM unit
209 to the external memory 207. The number of the program modules
forming each application program-ca be freely determined by the
corresponding business. Further, the application programs AP 1, AP 2,

and ARe3e25 Riored e ihe; exdeinal Demayy 204 a8, s ciambiedmthapare,
- 102 - descrambled when read into the SAM chip 208. Further, the ™

ampplicalion Woegrmras Athl oP P 888 HR-8sakes I LXenwadreduceth 03
by the businesses 215 1, 2152, and 2153 using the personal computers

byt 216 00¢0:24 GdapawA d1 e cdhandisue deuwplnaded irqugh1s 2,
the SAM chip 208 to the external memory 207. Access to the AP~

addarageneniisdenagernrea@21as restricted by the firewall FW 4. Note
that the firewalls FW 1, FW 2, FW 3, and FW 4 10 correspond to the

firewalimFshawn iviels, 3t d hppR ivanagampriogewmgs Nﬁgﬁ,ZJAP__z ,
stores the AP selection data 231 and the inter-AP communication data’

arZ822.8S 3haud istd Gh Sfh&leras-hd pelectiep ata 231 previedbe tween
communication 15 data 232 are, for example, registered in advance at

tHbea tinerpf settiagapither’sAM chip 208. Further, the AP selection data

231 and inter-AP communication data 232 can only be rewritten by the

managefedfdner SAMEhipn808.s connected through a SCSI port,
the Ethernet, etc. to the ASP server 206. The ASP server
206 is connected through the Internet 210 to a plurality
of terminal apparatuses inc-ludiﬁg the personal computei: 205
of the end user and personal computers 216 1, 216 2, and
216_3 of the businesses 215_1, 215 2, and 215 3.

The personal computer 205, for example, is connected
through the serial port or USB port to a Dumb type card
reader/writer 204. The card reader/writer 204 realizes for
example wireless co;umunication correspondi'ng to the physical
level with the IC card 203.

The operational commands to the IC card 203 and the
response packets from the IC card 203 are generated and
analyzed .at. the SAM unit 209 side. Therefore, the card
reader/writer 204, personal computer 205, and ASP server

206 interposed between them only act to store the commands

or response contents in data payload portions and relay the

 same.’ They are not involved in the encryption or decryption
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FIG. 38 is a view for explaining the AP.selection data 20 231. As shown
in FIG. 38, the AP selection data 231 shows the IC card type information
and AP identification information linked together. The IC card type
information shows the type of the .2%4C card 203 shown in FIG. 33 and,
for example, is - 103 identification information of the credit card company

erforming the, settlement.for a transaction using the I1C_card 203. The A
o s Ol A S Shiaranne T Ene
¢ dnformation,gf the application program operating at the AP layer of the

SAM chi,p 2(_)8°. FIG. 39 is a vie_vv for explaining the ir_1ter-AP
commiicalion Aala ¢3¢ Je 'Eterzﬁw% CQE“QPHQ'Ei@”adééaezéées?a%";‘c’%gnal

whether 10 communication among the-application programs AP 1, AP

cHGASRSBN i1 FiGe34 Is Q&ésl_‘ﬂ% Specifically s{is sPRWSE G cation

communication Tequest to an application program at a row item Issued by

p RSy #RRICalRN Progriamyat g galumn ke, Shoyn A FUG 3% 15 Alaneds

or not. For example, acommunication request by the application program

aﬁ%%fés% %%%%%%%%Q%@Hhéﬁ'&h@ alawed, PUL2RIMINGANI9 7 1,
217 2, and 217_3 and through the SAM chip 208 to predetermined
storage areas in the external memory 207.

At this time, since the businesses 215 1, 215 2, and
215 3 have no relation with each other, the storage areas
in the external memory 207 where the application programs
AP 1, AP 2, and AP 3 can be downloaded are predetermined.
Whether they have the right to downlocad to those storage
areas is verified by the SAM chip 208.

Further, the transfer and viewing of data among the
application programs AP 1, AP 2, and AP 3 are restricted
by the firewalls FW. The authentication units 217 1, 217 2,
and 217 3, as explained later, perform mutuai authentication
with the SAM chip 209, produce download signature
verification key information, etc. when downloading
application programs AP 1, AP 2, and AP 3 to the SEM Ichip
208, |

Next, the components shown in FIG. 33 will be
exp}.-a-ined.

[IC Card 203]
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program AP -2 is rejected. 20 Further, as shown in FIG. 37, the AP
management storage area 221 has an inter-AP communication storage
area 233 used for communication (transfer of data) with an application
program. [SAM Chip 208] 25 FIG. 4@ a functional block diagram of the
SAM chip - 104 - 208 shown in FIG. 33. As shown in FIG. 40, the SAM
chip 2088dhas3m ASRES matanusicalion iieKasa 48k 260 eXtERRAlIC card
memory communication interface unit 261, bus scramble unit 262, 5
20gignature processing unit 263, authentication processing unit 264,
encryption/decryption unit 265, storage unit 266, and CPU 267. The SAM
chip 28 ishAdampetrasistantmpdutee Tle ASRS cOBRNEMCaiiONIC
interface unit 260 is an 10 interface used for input and output of data with
{ithedHf tsefveri2GmshowR i3 & r33.iteelexietialanemorpge unit 250
communication interface unit 261 is an interface used for input and output
andf qatawithdhagexiemnal Afimory 207. 15 The bus scramble unit 262
scrambles output data and descrambles input data when inputting and
outpuiting datarthyeughithez&ieraal slemeryicORTGUNRE ideiateraterage
unit 261. :
area 255 1 used by a credit card company or other business
215 1, a storage area 255 2 used by a business 215 2, and
a storage area 255 3 used by a business 215 3. Further, the
storage unit 250 stores key information used for judging
the existence of a right to the storage area 255 1, key
information used for judging an access right to the storage
area 255 2, and kéy information used for judging an access
right to the storage area 255 3. That key information is
specifically used for mutual authentication, encryption and
decryption of data, etec.

Further, the storage unit 250 stores the
identification information of the IC card 203 or the user
of the IC card 203.

Next, the SAM unit 209 will be explained in detail.

[External Memory 2047]

FIG. 37 is a view for explaining the storage areas
of the external memory 207.

As shown in FIG. 37, the storage areas of the external

mémory 207 include a storage area 220 1 in which the
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That is, the external memory 207 stores data in a 20 scrambled state.

The signature processing unit 263, as explained later, produces a

signature and verifies a signature when downloading an application

program through. the Internet 210 16 the external memory 207 and when

executing an application 25 program. - 105 The authentication
agPp0eessinGHNE 264 ram explainesk latge nekioims Mutbiakautherticatioped,

with the other party when downloading an application program through

a thedntegacta 230 t 2e exiainahnemaii < 0dph IR YaNIdecHpien 2
unit 265 encrypts data and decrypts encrypted data. The storage unit 266

ofstates the<da wquies for the presessingofihefdid 26feiha £iP3 2614
executes later explained tasks based on 10 a predetermined program

wHpeagraneofapp piesani divesntion) anheXeTutss ahapphcaiing ps0gres 3
designated in accordance with execution of the tasks. FIG. 41 is a view

i Josexplaidjntaiadka exacuiediygiae:aP 2ok akeAa sBawpin Risedl by
the CPU 267 executes a download task 270, system task 271, AP task
thiy hasalilpmend pratrssamgd reutine tesk 273, inter-AP communication task

274, and inter-SAM communication task 275.

The application program AP _1 stored in the AP storage
area 220 1 is comprised of a plurality of program modules.
Access to the AP storage area 220 1 is restricted by the
firewall FW 1.

The application program AP_2 stored in the AP storage
area 220 2 is comprised of a plurality of program modules.
Access to the AP storage area 220 2 is restricted by the
firewall FW 2.

The application program AP_3 stored in the AP sﬁorage

area 220 3 is comprised of a plurality of program modules.

.Access to the AP storage area 220 3 is restricted by the

firewall FW 3.

In the present embodiment, the above program module
is the minimum unit downloaded for example from the outside
of the SAM unit 209 to the external memory 207. The number

of the program modules forming each application program can

be freely determined by the corresponding business.

Further, the application programs AP 1, AP 2, and AP 3

stored in the external memory 207 are scrambled. They are
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The download task 270, as explained later, performs 20 processing for
downloading an application program from outside of the SAM unit 209
through the SAM chip 208 to the external memory 207. The system task
271 is a task performing driver mapggement, operations unique to the IC
card 203, or other 25 processing. - 106 The AP task 272, for example,

aLMRIRIEONVENIHANAdes 1 §xerulion,ef thg application programs
AP-11 AP-2, and AP -3 performed when a program request is received by

the Sﬁ%@ﬁ@go%ﬂ@@égﬁﬁc_.szf)t§%weé§9€xoa[moéhﬁﬁ Placg,Quiside, p0fp 3

the SAM chip 208. As s own in FIG. 42, when the SAM thip-208 receives-
ar2PressssighiRgyest ielaling o dhs JCsard 203 Tn dhe AR sprvey206,

the settlement processing routine task 273 obtains identification

arjafosmatian of the ABcoresponding 1Q.ig-the d¢£asd bype infoypmagon , 4

included in that processing request based on the AP setection data 231

2 IVLIFIG- 138 Rig Selpets, aad LXeCHSR NG, aRRIFAlRR YIRS sam
AP-1, AP 2, and AP -3 corresponding to that AP identification

cHRPrPHOR 1 31 B dUELATGOMBIBIGATRG-Jask 274 manages
communication among the application programs. FIG. 43 is a flow chart
for exRlainiag the,Prace SeipImaliRg JNeh £ Pty pIYRIcaHg] 1894254
restricted by the firewall FW 4.

'Note that the firewalls FW 1, éWHZ, FW _3, and FW 4
corraespond to the firewalls FW shown in FIG. 34.

The AP management storage area 221 stores the AP
selection data 231 and the inter-AP communication data 232
as shown in FIG. 37.

Here, AP selection data 231 and inter-AP communication
data 232 are, for example, registered in advance at the time
of setting up the SAM chip 208. Further, the AP selection
data 231 and.inter—AP communication data 232 can onlf be
rewritten by the manager of the SAM chip 208.

FIG. 38 is a view for explaining the AP selection data
231.

As shown in FIG. 38, the AP selection data 231 shows
the IC card type information and AP i&eﬁtification
information linked together.

The IC card type information shows the type of the

IC card 203 shown in FIG. 33 and, for example, is
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Here, the explanation will be given illustrating the 20 case of the
application program AP -1 issuing a communication request for writing
data in the AP 2. Step ST201: When an application program AP-1 being
executed issues a communicationjgguest for writing data to AP-2, the 25
processing of step ST202 is performed. 107 - Step ST202: The

: SARTHDICAIN eSS ISer Al SIsb HZOLIS Jegeadly G IAP

communication task 274. Step ST203: 5 The inter-AP communicatio

pbbYiRIRINRNCLAE, FOMINIEoLIYUR A2 NG, FIAN rc
judges if the application program AP_1 can communicate with the AP-2.
ca2@P295204: When the inter-AP communication task 274 judges at 10

step ST203 that communication is possible, it executes the processing of

step S0 whiguben 4d0as; a0l i,ePde e RIAcesinGdBilS in FiG.

example, from FIG. 39, the application program A- P-1 can communicate

3aWithdheyal 2 $9 NeRIgcess g flal2 518 £ B B £XGEUed oG ogram
ST205: Under the control of the inter-AP communication task 274, the
op¥IRLERHGN REOUAD AB-LUWPIES R W USAP AR 208.

FIG. 39 is a view for explaining the inter-AP
communication data 232.

The inter-AP communication data 232 shows whether
communication among the application programs AP 1, AP 2,
and AP _3 shown in FIG. 34 is possible

Specifically, this shows if the communication request
to an application program at a row item issued by an
application program at a column item shown in FIG. 39 is
allowed or not.

For example, a communication request by the
application program AP 3 to the application progrém AP.1
is allowed, but a communicaticon request to the application
program AP 2 is rejected.

Furtﬁer, as shown in FIG. 37, the AP management storage
area 221 has an inter-AP communication storage area 233 used
for communication (transfer of data} with an application
program.

| [sAM Chip 208]

FIG. 40 is a functional block diagram of the SAM chip
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communication storage area 233 shown in FIG. 37. 20 Step ST206: The
inter-AP communication task 274 notifies the fact of the data being written
to the application program AP 2. Step ST207: The application program
AP -2 reads data from the 25 inter-AB£ommunication storage area 233 in
accordance with - 108 the notification received at step ST206. Due to

2 olgis sy unication between the application programs AP_i and AP-2
relayed through the firewalls is completed. 5 The inter-SAM
commugicatiendask? ibr@s showndn & SamMdcil peensdanceswith neegs
can for example start up the inter-SAM communication task 275 of an

codehip20@n0utsitler phithe SANKCHIB )8 anddssiia aemetey
command to the inter-SAM communication task 275 of that SAM chip

cdffuniQ-5Ueba renaie £asunand is i2gied Buthedniin®AM unit 262
communication task 275 of the SAM chip 208 to the inter-SAM

sngﬁmtuméamwskﬂﬁgofﬁh&smBhlpﬁi&dﬁﬁe&mﬂ&hatpmﬁcﬁék’hng
. chip 208x execute at least part of the processing assigned to the SAM

wiehip 268 whersiofexaopleiterpietessingnlbdoadf the SAMehim 208266,
becomes large and it cannot suitably perform the processing. Next, the
aro¥e@iomsgation of the communication system 201 shown in FIG. 33 will
be explained.

The SAM chip 208 is a tamper-resistant module.

The ASPS communication interface unit 260 is an
interface used for input and output of data with the ASP
server 206 shown in FIG. 33.

The external memory communication interface unit 261
is an interface used for input and ocutput of data with the
external memory 207.

The bus scramble unit 262 scrambles ocutput data and

descrambles input data when inputting and outputting data

through the external memory communication interface unit

' 261.

That is, the external memory 207 stores data in a
scrambled state.

The signature proc_:essing unit 263, as explained later,
produces a signature and verifies a éignature when
downloading an application.pﬁogram through. the Internet 210
to the external memory 207 and when executing an applicaﬁion

program.
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FIG. 45 is a-view for explaining the overall operation 20 of the
communication system 201 shown in FIG. 33. Step ST231: The
businesses 2151 to 2153 or a party requested by these businesses
produce application programs AR 11&% 2, and AP-3 for those businesses
to perform processing for 25 transactions using the IC card 203 on the

personalCompuersciQ 216, 34@%@&%&6%%%5&% FlGs 33y i8R nea
ST232: The application programs AP 1, AP 2, and AP -3 are downloaded

ldﬁ%g@@gﬁb‘mmayrﬁ@&i@&t&é&%iﬁ@@i&i%ﬁ@%@ﬁer party
personal computers 2161, 2162, and 2163 to the SAM chip 208. Step

wheh2d3wheusany isausgihe (e €aih203048 SAMLDGE 36 HietGnet
203a of the IC card 203 10 stores the key information used for

2ansactions Witk arhusingsmvwhichpie user has contracted with. Note
that the contract between the user and a business may be concluded

after issuansratype icLAHL20FHouah uihe inteEmele2 Q- oiCr 15 HIER and

ST234: For example, when a user desires to use the personal computer
de2d5iotaccens g seiyesd@a through the Internet 210 and purchase a

product, the server 202 issues a processing

The storage unit 266 stores the data required for the
processing of the CPU 267.

The CPU 267 executes later explained tasks based on
a predetermined program (program of the present invention)
and executes an application program designated in accordance
with execution of the tasks.

FIG. 41 is a view for explaining tasks executed by
the CPU 267.

As shown in FIG. 41, the CPU 267 executes a download
task 270, system task 271, AP task 272, settlement processing
routine task 273, inter-AP communication task 274, and
inter-SAM communication task 275.

The_download task 270, as explained later, performs

processing for downloading an application prrog:r:am from

outside of the SAM unit 209 through the SAM chip 208 to the

external memory 207.

The system task 271 is a task performing driver
management, operations unique to the IC card 203, or other

processing.
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request through the Internet 210 to the ASP server 206. 20 When the ASP
server 206 receives a processing request from the server 202, it
accesses the personal computer 205 through the Internet 210. Further,
the processing request for the I€ cb?@ 203 issued by the card
reader/writer 204 is sent through the personal computer 205, Internet

210, Z%andABReryar206d4e tha ol chipdeBrehli s Sien $Tedhages
The SAM chip 208, in accordance with the processing request received at
tisie2ddad iselects theapaligalinta piegiaprbyy thasetiement pwcessiagd
routine task 273 and 5 executes the selected application program. In the

AEXBCpEOT okthatiapplicatiangregiosm arypeenmunicakareiedeined the

between application programs is performed by the inter-AP
smenahilpicaten fasin? ¢h a ASO WS rindlre A2 ermettiere g FAGe48utide
Step ST236: The SAM chip 208 outputs the results of execution of the.
ofapplieatixprentign 20 he ASP server 206. As explained above,
according to the communication system 201, as shown in FIG. 34 and
FIG. & sthehapplicatonr Ith, piRjfamBAP-Ah APS2ManchAB- 2 8k nestriciacks
from accessing each other by firewalls, so it is possible to prevent
a appleaiioni pregmmaésm behgtliay teonitosed @andatadn@&rad fivithe  the
Further, it is possible to improve the
ASP server 206, the settlement processing routine task 273
obtains identification information of the AP corresponding
to the IC card type information included in that processing
reqgquest based oﬂ the AP selection data 231 shown in FIG.
38 and selects and executes the application programs AP 1,
AP 2, and AP 3 corresponding to that AP identification
information.

The inter-AP communication task 274 manages
communication among the application programs,

FIG. 43 is a flow chart for explaining the processing
of the inter-AP communication task 274.

Here, the explanation will be given illustrating the
case of the application program AP 1 issuing a communication
request for writing data in the AP 2.

Step ST201:

When an application progr_am AP_1 being executed issues

a communication request for writing data to AP 2, the

processing of step ST202 is performed.
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confidentiality of each application program. 20 Further, according to the
communication system 201, by the inter-AP communication task 274
shown in FIG. 41 using the AP management storage area 221, of the
external memory 207 shown in FIG037 to perform the processing shown
in FIG. 43, communication between application programs is allowed 25
ina pgeaggwggigage. - 111 Therefore, it is possible to provide diverse
services by synchronization and cooperation of a plurality of application

prografs. AS ke addiverse sehderer example, therg ishes®201 is
automatic selection of application programs by the settlement processing

rdQUERR P2 A3 AW KL EKe HomhbiatiisaWhis thessame fayel of

computation content, for settlement processing differing in settlement
protocet fecarding to the issuer of the IC card 203, if the type of 10 the IC
card 203 is known, the corresponding application program can be

autompjgally, deterninedntaaraiore: by reaistering esailemenh ter-ap
processing at the level of the settlemént processing routine task 273, the

cduR@RE thed Cosark 203 an¢ the seresRORdiay application uageen £an the
be 15 automatically determined. Due to this, the load on the developer of

aphe ApRISioNogtam crRB be UghierephniHIbAkACRAIENGRNEP 2.
communication system 201, since the information stored in the external
memogy-207 45204 :

When the inter-AP communication task 274 judges at
step ST203 that communication is possible, it exjacutes the
processing of step ST205 while when it does not, it ends
the processing.

In this example, from FIG. 39, the application program
AP 1 can commﬁnicate with the AP 2, so thé processing of
step ST205 is executed.

Step ST205:

Under the control of the inter-AP communication task
274, the application program AP 1 writes data in the inter-AP
communication storage area 233 shown in FIG. 37.

Step ST206:

The inter-AP communication task 274 notifies the fact
of ﬁhe data being written to the.application program AP 2.

Step ST207:

The application program AP_2 reads data from the

inter-AP communication storage area 233 in accordance with
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scrambled by the bus scramble unit 262 of the SAM chip 208 20 shown in
FIG. 40, there is confidentiality with respect to analysis from the outside.
Further, according to the communication system 201, by the provision of
the inter-SAM communication task 2?8 shown in FIG. 41, it is possible to
disperse the processing 25 load of the SAM chip 208 to other SAM chips.
thigh aneford, Wwladri 52 rraoantrgithetSAkehisPO84dn a store server etc.
which has to simultaneously handle processing requests for settlement
proces$sieg fromth piurakityroiteritinaliappadsatteesyit ishposgiple ieaseon
the function of the inter-SAM communication 5 task 275 to improve the
pegianenfitodesaiay 3&pabilitylagind agplualighoft®&Mchipsea08.4-|Gs
46 is a functional block diagram showing more specifically the function
cipdatsidhe SAM chip 208 shown in FIG. 40. 10 As shown in FIG. 46,
the SAM chip 208 is connected through an internal bus 290 to the ASPS
commbhiedtivbe ptéAdt comr@eicakttomalbaen @Y commurhicatiorin FIG.
interface unit 261, bus scramble unit 262, encryption/decryption unit 265,
4&toroneasicasharne GRYIDGTee8 Parsof thefurestionslef tisd-sighatyse the
processing unit 263 and authentication processing unit 264 shown in FIG.
infceareShM exampla iamiza d b ybinekCP1H 267 . TheSB M bhip 208 showhsinde
FIG. 46, for example as shown
of the SAM chip 208 and 1ssue a remote command to the 1nter-—SAM

communication task 275 of that SAM chip 208x.

Such a remote command is issued by the inter-SAM
communication task 275 of the SAM chip 208 to the inter—-SAM
communication task 275 of the SAM chip 208x to request that

the SAM chip 208x execute at least part of the processing

- assigned to the SAM chip 208 when for example the processing

load of the SAM chip 208 becomes large and it cannot suitably
rerform the processing.

Next, the ovei:all operation of the communication
system 201 shown in FIG,_ 33 will be explained.

FIG. 45 is a view for explaining the overall operation
of the communication system 201 shown in FIG. 33.

Step ST231:

The businesses 215_1- to 215 3 or a pari:y requested
by these businesses produce application programs AP 1, AP 2,

and AP 3 for those businesses to perform processing for

,t'ransactions using the IC card 203 on the person.al conputers
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in FIG. 47, may also connect the card I/F unit 291 connected 20 to the
internal bus 290 to an RF reception/transmission unit 292 outside of the
SAM chip 208 and transfer data with the 1C card 203 by a noncontact
system through an antenna 292a dtRe RF reception/transmission unit
292. Fourth Embodiment 25 This embodiment is an embodiment
21%rfespdhfing toIRE - 118_B3thhowstt AsFadEs oBthe invention. FIG. 48
is a view of the overall configuration of the communication system 301 of

the pré&&it efmBotiment. As shown in FIG. 48, the communication system
301 uses 5 the server 302, IC card 303 (integrated circuit of the present
inventiol , BBRT Fziriet ARitBSE Petsdal Eonfbitet 30BnAEF_3 are
(application service provider) server 306, SAM (secure application
datisdasiarit ShgepgRomdrcGHHtiertirat iste i B3, 3164 landPB2 .
authentication units 3171, 10 3172, 3173, 3174, and 3175 (authentication
ang g hnb S Bt (FRHRREAPARE AP HIRFALIEE fin-Afcittomendof)t 6__3

318 to commupnicate through the Internet 310 and develop or customize
taotirard VY SRV fip 308, perform settlement processing using the

IC card 303, etc. 15 The SAM unit 309 has an external memory 307

(semi(?cfrﬁﬂjc%f?s?érége circuit of the present invention) and SAM chip

308 (semiconductor circuit of the present invention).
The user is issued the IC card 203.

As shown in FIG. 36, the IC 203a of the IC card 203
stores the key information used for transactions with a
business which the user has contracted with.

Note that the contract between the user and a business
may be concluded after issuance of the IC card 203 through
the Internet 210 atc.

Step ST234:

For example, when a user desires to use the personal
computer 205 to access the server 202 through the Internet
210 and purchase a product, the server 202 issues a processing
request through the Internet 210 to the ASP server 206.

When the ASP server 206 receives a processing request
from the server 202, it accesses the personal computer 205
through fhe Internet 210. Further, the processing reguest
for the IC card 203 issued by the card reader/writer 204
is sent through the personal computer 205, Internet 21b,

and ASP server 206 to the SAM chip 208.
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The SAM chip 308 has a software configuration such 20 as shown in FIG.
49. As shown in FIG. 49, the SAM chip 308 has, from the lower layer to
the upper layer, an HW (hardware) layer, OS layer, lower handler layer,
higher handler layer, and applicatiohXAPy layer in that order. 25 The
lower handler layer is a layer defining the - 114 processing not dependent
on the applicadmpigegram and corresponds to the transport layer,
network layer, and data link layer in the OSI protocol. The lower handler

layer inttuslesradenardapes 5 The sbverlayecis alaysr ReIEOPIessing

processing relating to the operation of the LSI. The higher handler layer is
radayes defisingitbedprocessiag dependentanibe@pplisalionpograme 454

corresponds to a layer higher than the transport layer in 10 OSI protocol.
pregdhe DS layer serespandsdophe fiesi dayey of dhe present iwertignang

the lower handler layer, driver layer, and higher handler layer correspond
elettetsssontdaysrbichedragentiavaniion, padiemnP layer

corresponds to the 15 third layer of the present invention. The AP layer

includesnthetappligatiarcimgrass @tat, Hhpdiand-ABn3 gelijpathe any
- procedures for use of the IC card 303 by credit card companies and other
cbusmessestion performed between application programs is
performed by the inter-AP communication task 274 as shown
in the above-mentioned FIG. 43.

Step ST236:

The SAM chip 208 outputs the results of execution of
the application program to the ASP server 206.

As explained above, according to the communication
system 201, as shown in FIG. 34 and FIG. 37, the application
programs AP 1, AP 2, and AP 3 are restricted from accessing
each other by firewalls, so it is possible to prevent
application programs from being illicitly monitored and
tampered with. Further, it is possible to improve the
confidentiality of each application program.

Further, according to the communication system 201,

by the inter-AP communication task 274 shown in FIG. 41 using

_tha AP management storage area 221 of the external memory

207 shown in FIG. 37 to perform the processing shown in FIG.

43, communication between application programs is allowed

in a preallowed range.
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315 -API, 315 AP2, and 315 AP3 shown in FIG. 48. 20 In the AP layer, the
application programs AP 1, AP 2, and AP -3 and the higher handler layer
are provided between them with firewalls FW (firewalls of the present
invention). In the software configuratian shown in FIG. 49, the AP layer
defines processing specific to each business, for 25 example, the content

of setdigmenkpiacessing Usipgdhgses 1 530@!;@%8@- A0GLRACeRING, IQle 5
directly operating the IC card 303 is defined by the layers of the higher

h layak £RAWN- ke SAM.ChiR 8084s senneqied witp i
g
byNaRdlehla¥as 28 al Mchip Cér e ASP
server 306 5 through a SCSI port, the Ethernet, etc. The ASP server 306
apprcanpected thraughathe Internet 310 with the personal computers 305,
3161, 3162, 3163, 3164, and 3165. The personal computer 3161 is used
by the\Rusiness ol i3le ARL of the,apRlicarign REqYrapy AP-krxecuted byhe
the SAM chip 308. The personal computer 3162 is used by the business

audbmAP20f 189 aRRICAHI0S Draga Al sloexesHiasRnthesgAML hip 308.
15 The personal computer 3163 is used by the business 315 AP3 of the

sefRAICANAR BEARnSXRAWE, BY thesRAM £hin, 308: The raigonal |

computer 3164 is used by the software

That is, while the same level of computation content, for

settlement processing differing in settlement protocol

according to the issuer of the IC card 203, if the type of
the IC card 203 is known, the corresponding application
Program can be automatically determined. Therefore, by
registering the settlement processing at the level of the
settiement ?rocessing routine task 273, the type of the IC
card 203 and the corresponding application program can be
automatically determined. Due to this, the load on the
developer of the application program can be lightened.
Further, according to the communication system 201,

since the information stored in the external memory 207 is

scrambled by the bus scramble unit 262 of the SAM chip 208

shown in FIG. 40, there is confidentiality with respect to
analysis ffom the outside.

Further, according to the communication system 201,
by the provision of ﬁhe inter-SAM communication task 275
shown in EIG.'41,‘it is possible to disperse the processing

load of the SAM chip 208 to other SAM chips. Therefore, when
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developer 315 MID able to develop a higher handler layer 20 and lower
handler layer including the driver layer shown in FIG. 49 of the SAM chip
308. The personal computer 3165 is used by the manufacturer of the
SAM chip 308, that is; the softwareldedefoper 315 SUP having the right to
manage the SAM chips 308 as a whole. 25 The businesses 315 AP1, 315
moMR2 iyl 8he ARSMushk ipe 206 personatcempikaresd 6dt3162hdnrth has
3163 to produce the application programs AP-1, AP-2, and AP-3 and
tadgwmiobtizhe oqurativcedraphlicationprogram scgmieghtther anthanticd e n t
units 3171, 3172, and 3173 to storage areas allocated 5 in advance in the
proxteral menfogn8ey trowghl iHeySAK thipm3081Abhisbimenthes, it is
businesses 315 AP1, 315 AP2, and 315 AP3 are parties with no relation
powith kdeh bthessothise Storage arcafintthe dxteenat PAMMoowBd0Riccation
which the 10 application programs AP 1, AP 2, and AP -3 can be :
tagdwiAdaddd drapketormitbe irsadvaimee it gihrercersctran echasath Yight
to download to such a storage area is verified by the SAM chip 308.
usfmdher, gt didaution ¢fAMe abplicatidd$rograms 15 AP-1, AP-2, and
AP-3, the firewalls FW restrict the transfer and viewing of data between
the agiii€atidré picgraméuviiR ticAR 2, hidAP Slikys softwhiedeveglopere
315 MID downloads a
specifically the function blocks of the SAM chip 208 shown

in FIG. 40.

As shown in FIG. 46, the SAM chip 208 is connected
through an internal bus 290 to the ASPS communication
interface unit 260, external memory communication interface
unit 261, bus scramble unit 262, encryption/decryption unit
265, storxage unit 266, and CPU 267.

Part of the functions of the signature processing unit
263 and authentication processing unit 264 shown in FIG.
40 are for examp_le realized by the CPU 267.

The SAM chip 208 shown in FIG. 46, for example as shown
in FIG. 47, may also connect the card I/F unit 291 connected
to the internal bus 290 to an RF reception/transmission unit
292 outsida of the SAM chip 208 and transfer data with the
IC card 203 by a noncontact system through an antenna 292a
of the RF reception/transmission unit 292.

Fourth Embodiment

This embodiment is an embodiment corresponding to the
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predetermined program into the SAM chip 308 through the 20
authentication unit.317 4 in accordance with need to customize the higher
handler layer and lower handler layer including the driver layer shown in
FIG. 49 of the SAM chip 308 etc. Rurther, the software developer
315-SUP-downloads a 25 predetermined program into the SAM chip 308

1 301pugl the ¢4} 11 BUIBeDtcalion,un 31 75,0 customize allof the layers

shown in FIG, 49. The authentication units 3171 to 3175, as explained

later, gygiallygaytheqticate, Ak pEgalice, dgwlpad SINAIULE, L VSLITISalioR o
key information etc. with the SAM chip 308 when downloading a

cRHRIABENVESPTOGAN.{T 0y the perspaal, compHers 84 {Q 3165 to the
SAM chip 308. The personal computer 305, for example, is used by the

ownerzof thed{ncaryd 2893 thag is.hie endsal: L3 s Ps0palCAPRYRl e «

305, for example, is connected through a serial port or USB port to a

evumbyee susl, readerigites 34 khe,cardsaaderiutier 3p4ealizes far, «

example wireless communication corresponding to the physical level with

ib8de 84 303ala Theopsraqnal Lomypands, 1o el cughaiand s,

response packets from the IC card 303 are generated and analyzed at

agbe GaMUULR08dg . Thstelote e ) readalivitgh 804 sRRISelakure

computer 305, and ASP server :
application module) unit 309, personal computers 316 1,
316 2, 316_3, 316 4, and 316 5, authentication units 317 1,
317 2, 317_3, 317_4, and 317_5 (authentication apparatuses
of the present invention), and the ICE (in-circuit emulator)
318 to communicate through the Internet 310 and devélop or
customize software of the SAM chip 308, perform settlement
procassing.using the IC card 303, etc.

The SAM unit 309 has an external memory 307
(semiconductor storage circuit of the present invention)
and SAM chip 308 (semiconductor circuit of the present
invention).

The SAM chip 308 has a software configuration_such'

as shown in FIG. 49.

As shown in FIG. 49, the SAM chip 308 has, from the

lower layer to the upper layer, an HW (hardware) layer, OS

layer, lower handler layer, higher handler layer, and

.application (AP) layer in that order.

The lower handler laver is a layer defining the
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306 interposed between them only act to store the commands 20 or
response contents in the data payload portions and relay the same. They
are not involved in the encryption or decryption of data, authentication, or
other operations in the IC card 303.1Rurther, the ICE 318 is an emulator
used when debugging 25 a program running on the SAM chip 308. 118

pridedsthengprapenents shawndn HIG A8 Wilhpe :expaigad JEnG 303 a

The IC card 303 stores the key information etc. 5 necessary for the

cosatipenyy oceseiy wsing 4he SAN Ghit- 308 Awthanticalion Unitss3di a

1to 317 5 FIG. 50 is a functional block diagram of the authentication unit

113k’ 11 49AS shown i bET §34keaythentication unit 3171 has a storage
unit 3501 and processing unit 3511. As shown in FIG. 50, the storage unit

3501 stRees ewdAMVhEhdndyah ayentcatipadaaster key infermatiaaKl,
and access master key information KA. 15 The SAM ID is identification,

informekienof 1he SAM ybip 898 aThe puitug) arEdenticalop MAsierdEyy
information Kl is, as explained later, used for generating mutual
relating to the operation of the LSI.

The higher haﬁdler layer is a layer defining the
processing dependent on the application program and
corresponds to a layer higher than the transport layer in
08T protocoi.

| Here, the 0S5 layer corresponds to the first laver of
thepmesentinvention,thelowerhandlerlayer,driverlayér,
and higher handler layer correspond to the second layer of
the present invention, and the AP layer corresponds to the
third layer of the present invention,

The AP layer includes the application programs AP 1,
AP 2, and AP 3 defining the procedures for use of the IC
card_303 by credit card compapies and other businesses
315_aPl, 315 _AP2, and 315 AP3 shown in FIG. 48.
| in the AP layer, the application programs AP 1, AP 2,
and A3m3 and the higher handler layer are provided between
them with firewalls FW (firewalls of the present invention} .

In the software configuration shown in FIG. 49, the
AP layer defines processing specific to each bﬁsiness, for

example, the content of settlement processing using the IC
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authentication key information K2. 20 The access master key information
KA, as explained later, is used for generating download signature
information used when downloading a program in the external memory
307. The access master key informatian KA is key information necessary
for downloading to the external memory 307 a 25 program of the AP layer

cofthesoftweiR spuaum g the %%%-M&@EFQ%QQQWE.{E{ Ale4Pc T8 ra

processing unit 3511, as shown in FIG. 50, haS a mutual authentication

3@@“@%@‘%@%@9&0%&?% UQE 3?.5&11: %I&ﬁ‘é@uw&dler layer

authentication unit 352_1, as shown in FIG. 51, when downloading a
oRre@am. to the external memory 307, encrypts the SAM ID as plain text
using the mutual authentication master key information Kl to generate the

mutuairiethenticaligipkey ifoumation K2@ang usasthal sl J0r-ver 306

authentication key information K2 for mutual authentication with the SAM

£i0hi:308. T hecdawplead pregassinghiuiha®3l, y¢hen downloading a

program to the external memory 307, as shown in FIG. 52, encrypts the

SAM IPnas plein text-valng3be acsess Mastalalp kax-lgmation KAdQ rnee

generate the download key information K DA. Further, the download

3 proeasegLwalt Bedkuses theodpwrload keydnfosmation KeRA L 316 3,
generate the download signature information and trarismits it to the SANI
308iM30&nd 316 5.

The personal computer 316_1 1is used by the businéss
315 AP1 of the application program AP_1 executed by the SAM
chip 308.

The personal computer 316_2 is used by the business
315 AP2 of the application program AP 1 executed by the SAM
chip 308.

The personal computer 316 _3 is used by the business
315 AP3 of the application program AP 1 executed by the SAEM
chip 308.

The personal computer 316_4 is used by the software
developer 315 MID able to develop a higher ﬁandler layer
and lower handler layer including the driver layer shown
in FIG. 49 of the SAM chip 308.

The personal computer 316 5 is used by the manufacturer
of the SAM chip 308, that is, the software 'd.eve.loper 315 _SUP

having the right to manage the SAM chips 308 as a whole.

The businesses 315 AP1, 31$;AP2; and 315 AP3 use the
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The authentication units 3172 and 3173 are 20 configured the same as
the above explained authentication unit 3171. However, for example, the
content of the access master key information KA differs for each
authentication unit. FIG. 53 is a f_un%q%na_l block diagram of the 25
authentication unit 3174. - 120 As shown in FIG. 53, the authentication

unit 3174 has a storage unit 3504 and processing unit 3514. As shown in

PRRS B, SR EE it 3584 5t0rdk6aBAMTIS, ALfus! abthartiedisle the

%gfter key information K1, 5 and access master key information KA and
@ .lﬁagtéﬂﬁl RY, sfttaPabihehticifor? maxtet BR._ihierAatievricadd the
access master key information KA are the same as those explained

PEBOVS S h P RECCE S HABr REP FFGMatihomas kEp tigHsRRIHE L1oa6i on

downlogading, a program of the higher handler layer and the lower handler
?ay%lr in%ﬁjﬁ%g tl‘?el%m?e’r BN oﬁﬂ&%o“fﬁvﬁ@%ﬁﬁﬁfﬁréﬁ?ﬁ% gAkreaed

ir€>08c§hown in FIG. 49 to the external memory 307 or SAM chip 308. The _
BrSCeseME Ui ste St BRECOSY Q7 15hrmvgla the SAM chip
thentication unit 3524 and download processing unit 3534. The mutual
authentication unit 3524 is the same as the mutual authentication unit

3521 laiped in FIG. 51.
%égekgls time, the businesses 315 _APl, 315 AP2, and

315 AP3 are parties with no relation with each other, so
the storage areas in the external memory 307 to which the
application programs AP 1, AP 2, anddAPWS can be downloaded
are determined in advance. Whether or not one has the right
to download to such a storage area is verified by the SaM
chip 308.

Further, during execution of the application programs
AP 1, AP 2, and AP 3, the firewalls FW restrict the transfer
and viewing of data between the application programs AP 1,
AP 2, and AP 3.

The software developer 315 MID downloads a.
predetermined program into the SAM chip 308 through the

aﬁthentication ﬁnit_317uﬁ in accordance with need to

rcustomize the higher handler layer and lower handler layer

including the driver layer shown in FIG. 49 of the SAM chip
308 etc.
Further, the software developer 315_SUP downlcads a

predetermined pregram into the SAM chip 308 through the
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The download processing unit 3534, when downloading 20 a program to
the external memory 307, as shown in FIG. 54, encrypts the SAM ID as
plain text using the access master key information KA to generate the
download key information K _DA. Next; the download processing unit
3534 encrypts the download key information K -DA as plain text using the
afBtRss ehduesisk ke informalian KM asnagiedng fpwnload CyizL
information K _DM. Next, the download processing uni 534 1965 ghey
sdewnload kpydnfoggation K _DM to generate the download signature
information and transmits it to the SAM chip 308. 5 FIG. 55 is a functional
block diagragy ehihier autentgation Yaits3lf5, Asshown in FIG, Eégsf#fgined
authentication unit 3175 has a storage unit 3505 and procéssing urfit

13245 Ansbawniy BlGeBon the-slpaga 4 @J&%@Q?c%mf éw%%a%%'}’ié'? 'ature

mutual authentication master key information K1, and access master Key

vERAEIAloniith, KM, antelPnd 8 SOMID, MYLR! @H_Q‘%'}H?%fk?d{‘pm?éb%hen

key information K1, and access master key information KA and "KM are

dthane fadhase,exiaipedboxs. E)@JQQQQC%%Q Bl K8 rsonal

information KS is the key information required for downloading a program

c8hihedds slaye60ohthesodygre siyclre ogm'%lyg,c%gqs shown in
FIG. 49 to the external memary 307 or SAM chip 308.

The personal computer 305, for example, is used by

the owner of the IC card 303, that is, the end user.

The personal computer 305, for example, is connected
through a serial port or USB port to a Dumb type card
reader/writer 304. The card readex/writer 304 realizes for
example wireless communication corresponding to the physical
level with the IC caz.;ci 303.

The operational commands to the IC card 303 and the
response packets from the IC card 303 are generated and
analyzed at the SAM unit 309 side. Therefore, the card
reader/writer 304, personal cbmputer 305, and ASP server
306 interposed between them only act to store the commands
oxr résponse contents in t_ﬁe data payload portions and relay
the same. They are not involved in the encryption or
decryption of data, authentication, or other operations in
the IC card 303.

Further, the ICE 318 is an emulator used when debugg:_i,ng

a program running on the SBM chip 308.
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The processing unit 3515, as shown in FIG. 55, has 20 a mutual
authentication unit 3525 and download processing unit 353 5. The mutual
authentication unit 3525 is the same as the mutual authentication unit
3521 shown in the above-mentioned FiGg. 51. 25 The download
processing unit 3535, when downloading 122 a program to the external

memory as shown in FIG. 56, encrypts the ID as plain text
using the§ gc%cﬁe’ss%&%st%é%?ﬂﬁ (grirﬁaﬁ%r%; E}{A t%ngibﬁ%%ratefﬁsew oE\?v]hlgaed
magon K_DA. Next, the download processing unit 3535 encrypts
the' 5 download key information K -DA as plain text using the access
master key informatiny KM to generate the download key information K

-DM. Nextthedowntoad processing unit 3535 encrypts the download key
informatipp K {2M a3 plaily xtsygpgsthghagcgaim%gﬁlg%gn@gmgﬂgﬁ
-DS."Next,

KS to generate the 10 download key information e

drulaad posessing. TR dNg Aouioad key IVQunation KodpSns
to generate the download signature information andrransmits this t6- the
Sk _chip 308. In the present embodiment, the authentication units 15

3171, 3174, and 3175 store information in the storage units 3501, 3504,
and 3508 i ASpEyietals, Wign these, ugits areestipyed by outside

factors or forced oper, it and the
informatioRSIogsl 35 a functional block diagram of the
aﬁthentication unit 317 1.

As shown in FIG. 50, the authentication unit 317 1
has a storage unit 350 1 and processing unit 351 1.

As shown in FIG. 50, tﬁe storage unit 350 1 stores
a SAM ID, mutual authentication master key information Ki,
and access master key information KA.

The SAM ID is identification information of the SAM
chip 308.

The mutual authentication master key information KI
is, as explained later, used for generating mutual
authentication key information K2.

The access master key information KA, as expléined

later, is used for generating download signature information

used when downloading a program in the external memory 307.

The access master key information KA is key iﬁfomati'on :
necessary for downloading to the external memorY-BO? a

program of the AP layer of the software structure of the
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in the storage units 3501, 3504, and 3505 is deleted. 20 SAM Unit 309
[External Memory 307] FIG. 57 is a view for explaining the storage areas
of the external memory 307. As shown in FIG. 57, the storage areas of the

external 25 memory 307 include an AR storage area 3201 in which the
123 application program AP-1 of the business 3151 is stored, an AP

gggpg&g&ga;@é)@ggymcqgh%%olicggon program AP-2 of the business

3152 is stored, an AP storage area” 3203 in which the application program

- ' 3153 ] d an AP ement storage
A7 U DR SOV ot a0 0 AF RSOETEN O 1

area 321 used by the mar?adle? of the

r P- red in the AP storage .area 3201 is comprised of a )
T R L Y i, A seb g oes sing
{gsfrictad py the 10 firewall FW 1. The application program AP -2 stored

in the AP storage area 3202 is comprised of a plurality of program

module C the stqrage area 3202, is restricted by the firewall
W 5. e B S Th A 16, 20 Homn 1.

. . ; he AP ‘
$203 imeamagsed shapiyalyalaiodian Magules, ALCeSHOIR AT, 507,
storage area 1203 is restricted by the firewall :

encrypts the SAM ID as plain text using the mutual
authentication master key information K1 to generate the
mutual authentication key information K2 and uses that mutual
authentication key information K2 for mutual authentication
with the SAM chip 308.

The download processing unit 353_1, when downloading

a program to the external memory 307, as shown in FIG. 52,

‘encrypts the SAM ID as plain text using the access master

key information KA to generate the download key information
K_ﬁAd Further, the download.pfocessing unit 353 1 uses the
download key information K DA to generate the download
signature information and transmits it to the SAM chip 308.
The authentication units 317_2 and 317 3 are
configured the same as the above explained authentication

unit 317 1. However, for example, the content of the access

master key information KA differs for each authentication

unit.
FIG. 53 is a functional block diagram of the

authentication unit 317._.4'
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In the present embodiment, the above program module 20 is the
minimum unit downloaded for example from the outside of the SAM unit
309 to the external memory 307. The number of the program modules
forming each application program can, g?frgely determined by the
corresponding business. Further, the application programs AP 1, AP 2,
and AP -3 25 stored in the external memory 307 are scrambled. They are
124 - deRFarfiBREWHEN FER- inRRthetbaVPeHiB 8RB Fartiamtiieni € 317 4
ap lication programs Al' 1, AP 2, and AP -3 are, for example, produced

ygﬁe BuSiheteges Y81 B1EP_Ah PSP LSRG 156 PerdvmatcGhpuérs
3161, 3162, and 5 3163 shown in FIG. 48 and are downloaded through
the SAMZ6hiF BBE%0 e EXRrndlInefbR) S0P adesynd the3RP_4 stores
management storage area 321 is restricted by the firewall FW 4. Note
tRathe-fitewall Eir L, pRFbepii satierirasterohegpsnd ermetion K1,
firewalls FW shown in FIG. 49. The AP management storage area 321
FOresITERP® iRt talsss™atd ap HanageE-data 330
includes,fr r example the SAM ID, mutual authentication key information
K2 (or muttal %ﬂen%ﬁ%ﬂ%ﬁﬁ@hﬁ&mﬁﬁmﬂéﬂ?ﬁﬁd key
download g__ignatu&g verification key information K -DA, KDVM, and KDVS.

“dowilodd sightuRSRFFCaliHFESF iSRG RIENARKER are

I—Jfélre? e OWI"]]|O&
iré&?tramgg%ré fqa{sveLMg% tréeexplained abo{r .

The access master key infomatién KM is key information
for downloading a program of the higher handler layer and
the lower handler layer including the driver layer of the
software structure of the SAM C:]:lip 308 shown in FIG. 49 to
tlfa external memory 307 or SAM chip 308.

The processing unit 351__4, as shown in FIG. 53, has
a mutual authentication unit 352 4 and download processing
unit 353 4. ~

The mutual authentication unit 352_4 is the same as
the mutual authentication unit 352_1 explained in FIG. 51.

The download processing unit 353__;4, wilen downloading
a program to the external iuemory 30'7,'al.s shown in FIG. 5'4,
encrypts the SAM_ID as plain text using the access master

key information KA to generate the download key information

: K____DIX. Next, the download processing unit 353 4 encrypts the

downlcad key information K DA as plain text using the access

master key information KM to generate the download key
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legitimacy of the signature information generated using the 20 download

key information K DA. The download signature verification key information

K DVM is key information for verifying the legitimacy of the signature
information generated using the download key information K -DM. 25 The
download signature verification key-info?dation 125 K _DVS is key
information for verifying the legitimacy of the signature information

gemErated tbing thendwNend keyhiafamaiDadd S dhesdownlead ¢ 353 4
signature verification key information 5 is key information used for -
Sigraturehverficatido pdriReged nykemdewslpadingthabpeerane Medug e

through the SAM chip 308 to the external memory 307. [SAM Chip 3081

FMGwbBdnd fangiianak b cadiagiast abine-adMihip k3 888 SHOWH iBhe sAM
FIG. 48. As shown in FIG. 58, the SAM chip 308 has an ASPS

coimimpuiigation interface unit 360, external memory communication

interface unit 361, bus scramble unit 362, encryption/decryption unit 363,
storage W¥GE364BNUsCRUL4b36bokhe SAMEhi30Tisat of the
tamper-resistant module. The ASPS communication interface unit 360 is

am titerf&de asédfoninput &i7olput of data with the ASP

As shown in FIG. 55, the authentication unit 317 5
has a storage unit 350 5 and processing unit 351 5.

As shown in FIG. 55, the storage unit 350_5 stores
a SAM ID, mutual authentication master key information K1,
and access master key information KA, KM, and KS.

The SAM ID, mutual authentication master key

information K1, and access master key information KA and

"KM are the same as those explained above.

The access master key information KS is the key

information required for downloading a program of the 0S

‘layer of the software structure of the SAM chip 308 shown

in FIG. 49 to the external memory 307 or SAM chip 308.
The processing unit 351 5, as shown in FIG. 55, has
a mutual authentication unit 352_ﬁ‘and.download.processing
unit 353 5. |
The mutual authentication unit 352 5 is the same as
the mutual authentication unit 352 1 shown in the
above-mentioned FIG. 51.

The download processing unit 353_5, when downloading
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server 306 shown in FIG. 48. 20 The external memory communication
interface unit 361 is an interface used for input and output of data with the
external memory 307. The bus scramble unit 362 scrambles output data
and ,descrambles input data when inquztging and outputting data 25

through the external memory communication interface unit 126 - 361. The
encryption/decryption unit 363 encrypts data and decrypts encrypted

FatB TPHE 8br&Ge GhRr staiesaldgwcey fdlthe Sprobesting by HiG. 56,
CPU 365. The CPU 365 executes various processing including execution
SrrIiRafde prfffatth\pherd A s 368 Bateg dihe access master
predetermined program (program of the present invention) in the form of

t5&Ns tREarRiciep S 3sborsianeniie, shadeynldmvhisay tasiE Se8ation
for performing processing for downloading program modules through the
i té’f@fg\ie%ﬁ}méiamﬁﬁ%fa BFaanss brgrograth Adufeepgapts the
download task 365a of the CPU 365 will be explained. 15 FIG. 59 is a

RV RALA ok eXp AR Bt ot dloRd agcrtmAnFartiotoieg the access

embodiment, the explanation will be given of the operation when a
BETISE 367 APRARASHRn KM to generate the download key

information K DM. Next, the download processing unit 353 5
encrypts the download key information K DM as plain text
using the access master key information KS to generate the
download key information K_DS. Next, the download processing
unit 353 5 uses the download key information K DS to generate
the download signature information and transmits this to
the SAM chip 308.

In the present embodiment, the authentication units
317u;, 317_4, and 317 5 store information in the storage
units 350_}, 350_4, and 350 5 in arsecure state. When these
units are destioyed.by'outside factors or forced open, this
is detectéd by a detection unit and the information stored
in the storage units 350_1, 350 4, and 350_5 is deleted.

SAM Unit 309

"{External Memorxry 307]

" FIG. 57 is a view for explaining the storage areas

of the external memory 307.

As shown in FIG. 57, the storage areas of the external

memory 307 include an AP storage area 320 1 in which the
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program modules of the application program AP-1 shown in 20 FIG. 49
and FIG. 57. Step ST301: The personal computer 3161 shown in FIG. 48
transmits a download request designating the module name of each
program module to be downloaded comprising the application 25 program
AP 1through the authentication unit-3%28 Internet 127 310, ASP server
306, and ICE 318 to the SAM chip 308. Step ST302: The mutual

apthduiticatiooniniS6g+:0 ther plocessitge UBL 320k o5 therauthenticalipl yoq
unit 3171, as shown in 5 FIG. 51, encrypts the SAM ID as plain text usmg

the rakualkauthgatication magerkey inkrmatioptd tggspetate fhe, program
mutual authentication key information K2. Step ST303: The mutual

arhentcatichendwoPd«f $he PEOGESSEIgs $6 18l 3514 Qﬁ’h%torage area
authentication unit 317_1 performs mutual authentication with the

MHJEadltaﬁlh36&&&&@&3551@H}}91%M&h|ﬂ§_9§ UHNGINE business
mutual authentication key information K2 generated at Step ST302. Step

STS04 15 \¥tenthe, maiithldegiimacyna deemeniualcauthentisation 861 used
step ST303 is confirmed, the unit proceeds to the processing of step
BY30Hewhileaben noff itignrdssihe ploTpsSI0g..

The application program AP 1 stored in the AP storage
area 320_1 is comprised of a plurality of program 'modules.
Access to the AP storage area 320_1 is restricted by the
firewall FW 1.

The application program AP_2 stored in the AP storage
ar'ea 320_2 is comprised of a plurality of program modules.
Access to the AP storage area 320_2 is restricted by the
firewall FW 2.

The application program AP 3 stored in the AP storage
area 320 3 is comprised of a plurality of program modules.
Access to the AP storage area 120_3 is restricted by the
firewall FW 3.

In the present embodiment, the above program module
is the. minimum ﬁnit downloaded fox_: example from the outside
of the SAM unit 309 to the external memory 307. The number
of the program modules férming gach application program ca_ﬁ
be freely determined by the. corresp@nding business.

Further, the application programs AP 1, AP 2, and AP 3

stored in the external memory 307 are scrambled. They are
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Step ST305: 20 The download processing unit 3531 of the processing

unit 3511 of the authentication unit 3171 shown in FIG. 50, as shown in

FIG. 52, encrypts the SAM ID as plain text using the access master key
information KA to generate the down key information K -DA. 25 Step
ST306: 128 The download processing unit 3531 uses the download key
information K DA generated at step ST305 to generate the download

5RO RSt hRn sheR S T30 %S e JdBAI st BrodRSsing unit 3531
transmits the download S|gnature information generated at step ST306 to
the SAMESHiF 208 Sk SPRdst anbigswhrag tagie3bBa bi thE GRUAZEEAP_3
of the SAM chip 10 308 shown in FIG. 58 uses the download signature
Faifticafion ReFMRmathadersdshewkhe PresinesrrgeIhs_1, 315_2,
legitimac of the download signature information received at step ST307.
APfhigime hasdaiohibhe iRasenibdgerr e towhiéad reqiikét Ras and

geen made at the AP la ﬂféer based on the 15 module names received at
SO &Pediffs thiidhtoadsigiatnd srrifichibhn@yah the saM

803\/%’?&; §Q K E)V@heStee}etSeI%%Q II“ Ié:'f oj]l:,lgged at step ST308 that the

Access to the AP management storage area 321 is
restricted by the Ffirewall FW 4.

Note that the firewalls FW 1, FW 2, FW 3, and FW 4
correspond to the firewalls FW shown in FIG. 49.

The AP management storage area 321 stores tbe AP
management data 330.

‘The AP management data 330 includes for example the
SAM;ID, mutual authentication key information K2 {or mutual
authentication master key informaﬁion K1), and download
signature verification key information K DA, KDVM, and KDVS.

Here, the download signature verification key
information K;DVA is key information for verifying the
legitimacy of the siénature information generated using the
download key information K DA.

The download signature verification key information

K DVM is key information for verifying the legitimacy of

the signature information generated using the download key

information K DM.

The download signature verification key information
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of step ST310, while if not, it ends the processing. Step ST310: The _
download task 365a of the CPU 365 of the SAM chip 308 shown in FIG.

58 specifies the address in the external 25 memory 307 corresponding to

a module name designated at step 124281301 by viewing the module
management data 330 and downloads the program module received from
tﬁ‘e,%g?soiaa| k6wipiitef 312 tibthaf specifietifddnegs théhd egtictnalacy of
memory 307. Note that when the software developer 315 MID 5

dotiIsd@ plogranimbauies bl te tiher Atrden ey atiblelaiveml oad key
handler layer shown in FIG. 49 to the external memory 307, at step

ST dewnieadd%key information K _DM is generated by the routine
explained using FIG. 54. Using this, at step ST306, the download

signature’ Ffﬁoﬁ%ﬂﬂﬁﬁQ§‘iO?giéh@?éiééﬁFHﬁhér;fépsmp®Tmirit’ﬂéoSﬁtMtion
chip 308, the -download signature verification key information K DVM
shokRYi e Fatire Prerk Ay Theidnativas sigrdfrcatidonationformed
Further, when the software developer 315 SUP downloads 15 a program :
HBEHed R ersityer Shditn RrPEE: a0 mrte et nadmdlyeS(FhMt chip
step ST305, the routine explained using FIG. 56 is used to generate the

#Rn158d T(é? ISRt KemSEYsiithis, at step ST306, the

~ download signature
T Sak

Chip 308]

FIG. 58 is a functional block diagram of the SAM chip
308 shown in FIG. 48.

As shown in FIG. 58, the SAM chip 308 has an ASPS
éémmunication interface unit 360, external memory
communication interface unit 361, bus scramble unit 362,
enqryption/decryption unit 363, storage unit 364, and CPU
365,

The SAM chip 308 is a tamper-resistant module.

The ASES communication interface unit 360 is-an
interface used for input and ocoutput of data with fhe ASP
server 306 shown in FIG. 48.

The external memory communication interface unit 361
is an interface used for input and output of data with the
gxternal memory 307.

The bus scramble unit 362 scrambles output data and

_descrambles input data when inputting and outputting data

through the external memory communication interface unit
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information is generated. Further, at step ST308, in the 20 SAM chip 308,

the download signature verification key information K _DVS shown in

FIG. 57 is used to verify the download signature information. Note that

the software developers 315 MID and g}g SUP can use the access

master key information KA to download "25 the program module of the AP

I gr to the external memory 130 - 307. Further, the software developer -
1'SUP can use the access master key information KA and KM to

download program modules of the higher handler layer and lower handler

layer 5 t0 e %&m%@%ﬂfﬁﬁﬂg@ﬂ?t%é@ir@%msﬁm and

Eei!n the IC card 303 by the communication system 301 shown in FIG.
%H’Bgsexﬁfh?ﬁéﬁ? €. 83 %a view for explaining the overall operation

10 of the_ communication system 301 shown in FIG. 48. Step ST331: The

businessea3 151538 3 WAt feqilkrtsrbgakas@ padingssesthe

prgg%%esggalic tionﬁograms AP 1, AP 2, and AP -3 for those
Bushiessestd petffo ?Jrggéésﬁw%sfor 15 transactions using the IC card

303 on t%ge&sggagé mputers 3161, 3162, and 3163 shown in FIG. 48.
At this time, downloa %prgé‘e%%ﬁh'beéxﬁfﬁiﬁbﬂ‘ﬁ%i@P@SSQWpéf%"rmng

execui;ion of an application program by the SAM chip 308 basead
oniapredeterminedpmbgram(progrwmof1ﬂwapreseﬁtinvention)
in the form of tasks etc.

The CPU 365,-for example, executes a download task
365a for performing processing for downloading program
modules through the Internet 310.

Next, the download operation of program modules by
the download task 365a of the CPU 365 will be explained.

FIG. 59 is a flow chart for explaining that download
operation.

In the following embodiment, the explanation will be
given of the operation when a business 315 APl downloads
program modules of the application program AP 1 showh in
FIG. 49 and FIG. 57.

Step ST301:

The pers'onal computer 316 1 shown in FIG. 48 transmitﬁs
a download request designating'the module name of each
pProgram module to be downloaded comprising the application

program AP_1 through the authentication unit 31'7__1 r Internet
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Step ST332: 20 The application programs AP 1, AP 2, and AP -3 are
downloaded through the authentication units 3171, 3172, and 3173 from
the personal computers 3161, 3162, and 3163 to the SAM chip 308. At
this time, the processing explainedﬂusér%%FlG. 56 25 is performed. - 131 -
Step ST333: The user is issued the | rd 303. The IC card 303 stores

the key information used for transactions with a business which the user
RALcoMHCtEF Y fith 3Rbte thRABtHECEortRt betviden HaMisehand 308 .
business may be concluded after issuance of the IC card 303 through

the InterR&CBLFERPStep ST334: 10 For example, when a user desires to

use the personal computer 305 to access the server 302 through the

Internet %"ﬁ) 1 hurchaseth proeies thenarnsradn shexfatheocessingssing
request through the Internet 310 to the ASP server 306. When the ASP

BV Er 369 rdcefestR proveklmpptiégadsons wohtthtlderter 362, $hown in
accesses the personal computer 305 through the Internet 310. Further,

TS rocdssigTEyRsst Hﬁhéwd%@?%gaéu B§Hke vaing the mutual

reader/writer 304 is sent through the personal computer 305, Internet
gﬁfhentlcatlon master key information Kl to generate the

mutuai authentication key information K2,

Step S5T303:

The mutual authentication unit 352_1 of the processing
unit 351 1 of the authentication unit 317 1 performs mutual
authentication with the download task 365a of the CPU 365
of the SAM chip 308 using the mutual authentication key
informatio# K2 generated at step ST302.

Step ST304: |

When the mutual legitimacy in the mutual

authentication of step ST303 is confirmed, the unit proceeds

- to the processing of step ST305, while when not, it ends

the processing.

Step ST305:

The download processing unit 353_1 of the processing
unit 351 1 of the authentication unit 311“1 shown in FIG.
50, as shown in £IG. 52, encrypts the SAM ID as pléin text
using the access master key information KA to génerate the
download key information K DA.

Step ST306:
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and ASP server 306 to the SAM chip 308. 20 Step ST335: The SAM chip

308, in accordance with the processing request received at step ST334,
selects an application program by the settlement processing routine-task

and executes the selected application program. 25 Step ST336: 132 The
SAM chip 308 outputs the result of ededfition of the application program

to the ASP server 306. As explained above, according to the
commuriibatieiowytesd 30T ol Hhiei adtheatcatiprunitsa3bel , fHd 2dant load
5 3173 holding the access master key information KA, the authentication

kaiy 3id4daiding the Actassgaasieakeyi informatgn KbRdbe to generate
authentication unit 3175 holding the access master key information KS,

#hd, akexyllainédsahnve typesfoimngrpiatesaing for downloading a

program module to 10 the external memory 307, it becomes possible to
downloagitepprag@en modules in accordance with rights given in

accordance with the software hierarchy shown in FIG. 49. Therefore, itis
possiblertoeprdvemilandn guthorzedi payr tysritom BECH exchanginigter the
tampering with program modules 15 to be executed by the 'SAM chip 308.
&orthénadcerdng toithe conflaunisaiion systeen3atedaaexplamedsT306 to
earlier, the authentication units 317. 1, 3174, and 3175 store information

rha sebdirecdtate iAQBe storage

Step ST308:

The download task 365a of the CPU 365 of the SAM chip
308 shown in FIG. 58 uses the download signature verification
key information K_DVA shown in FIG. 57 to judge the leqitimacj
of the download signature infomatioh received at step ST307.

At this time, the downloéd task 365a judges if the

download request has been made at the AP layer based on the

"module names received at step ST301 and specifies the

download signature verification key information K DVA.

Step ST309:

If it is judged at step ST308 that the download
signatﬁre information is legitimate, the task proceeds to
the processing of'step ST310, while if not, it ends the
processing; |

Step ST310:

The download task 365a of the CPU 365 of the SAM chip
308 shown in FIG. 58 specifies the address in the external

memory 307 corresponding to a module name designated at step
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units 3501, 3504, and 3505. When such a unit is destroyed 20 by an

external factor or forced open, this is detected by a detection unit and the
stored information in the storage units 3501, 3504, and 3505 is deleted.
Therefore, illicit use of the key information used for downloading to the

SAM chip 308 can be avoided. 25-Fartker; according to the

communication system 301, - 133 when the SAM chip 308 operates a
Phyalinsgf apRUCATL N LIRS <SSR ARG HARSIRI Y Yewind T HAlR 1 0ads
and codes between application programs is restricted by the irewalls FW
hE W fne Wb dulllicitintasfererce A5 ARPe NG With 2 theiparssing16 1
of each application program by another application program can be -

erevaned. fputher ibis RREsINIG doghhanee tha seqety RERATY 307.

application program. Further, according to the communication system 301,

by configuiing eash aRRIGAtIERPrA8IE YA RIMAITLSk 10-PIegiath

modules, it is possible to download to the external memory 307'n
ARGTaRLdlesie. Fudbale 2CeediLtoHhgHOMMUNEAUaN SRR and
301, by encrypting the highly confidential key information used for _
peeaaticuekine iC1card 303hswadditoriathegusyd) knhsCiantlipgaNtGhemory
storing it in the external memory 307, it is possible to improve the security

Jeve| ohtheshayp inferoation:iraridsiacsaalingo therbieinetidil. kthem is

‘generated by the routine explained using FIG. 54. Using this,

at step 5T306, the download signature information is

generated. Further, at step ST308, in the SAM chip 308, the

download signature verification key information K DVM shown

in FIG. 57 is used to verify the downlocad signature
information.

Further, then the software developer 315_~SUP downloads
a program module of the 0S5 layer shown in FIG. 49 to the
external memory 307, at step ST305, the routine explained
using FIG. 56 is used to generate the download key information
K DS. Using this, at step ST306, the download signature
information is generated. Further, at step ST308, in the
SAM chip 308, the downlcaﬁ signature verification key

information K DVS shown in FIG. 57 is used to verify the

. download signature information.

Note that the software developers 315 MID and 315_SUp
can use the access master ‘key information KA to download

the program module of the AP layer to the external memory
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application program can execute encryption and decryption 1 20 when
accessing codes by the bus scramble function, so it is possible to prevent
an application program stored in the external memory 307 from being
illicitly analyzed etc. while processing of the SAM chip 308 is halted. FIG.
61 is a functional block diagram showidg more 25 specifically the function
blocks of the SAM chip 308 shown - 134 - in FIG. 58. As shown in FIG.
84;7the SAM chip 308 is connected - through an internal bus 390 to the
ASPS communication interface unit 360, external memory communication

interfacerb a3, BHE ssearahlenditidie ERsBPtigNKlesHplionNise the
365, storage unit 364, and CPU 366. In the SAM chip 308 shown in FIG.

8dctos xample sk ROWAHB et 83nit InalsADeasikle taseR8aldNSrogram
card I/F unit 391 connected to the internal bus 390 to an RF 10 reception/

MAASINSS I T UBH S92 Qs hahiheSA VLR 308qandwershitia Withyer
the IF card 303 by a noncontact system through an antenna 392a of the

BF rereptci/éansinisaiato kit 892, The present invention is not limited to
the above 15 explained embodiment. For example, in the above

explaineterabodimepxbee sasagf downadirgryagaiomadiiesiiate 1C
the personal ‘

card 303 by the communication system 301 shown in FIG. 48
will be explained.

FIG. 60 is a view for explaining the overall operation
of the communication system 301 shown in FIG. 48.

Step ST331:

The businesses 315 1 to 315 3 or a part requested by
these businesses produce application programs AP 1, AP 2,
and AP 3 for those businesses to per‘form_ processing for
transactions using the IC card 303 on the personal computers
316_1, 316_2, and 316_3 shown in FIG. 48.

At this time, download'proc.;.essing explained using FIG.
59 is performed.

Si:-:ep ST332:

Thg application programs AP 1, AP 2, and AP_3 are
dowﬁl_oade‘d through the authentication units 317 1, 317_2,
and 317_3 ﬁrom the personal computers 316_1i, 316 _2, and 316_3
j:o the SAM chip 308.

At this time, the progessing explained using FIG. 56

is performed,
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computers 3161 to 3165 through the SAM chip.308 to the external
memory 307 was illustrated, but the present 20 invention can similarly be
applied using the function of the above explained download task 365a
even when downloading program modules from the personal computers
3161 to 3165 to a storage unit 364 intthe SAM chip 308. Further, in the
above explained embodiment, the case 25 of providing the authentication
units 314149 3373 fay:- 135 the Internet 310 at the personal computer
3161 to 3166 side was illustrated, but as shown in FIG. 63, it is also
possiblerppravide the agthantigationuids 3hL44atoz3kr/5 in the SAM chip
308 and allow access to the authentication units 3171 to 3175 to the
correspadng geesoral aeIPLiesT 3L 6dne Hop. kifbdemhedimienidde for

present embodiment is an embodiment corresponding to the 17th and
t8thraspecioaldhrinyetion: d0-IGs 64nis anviewoMthe PVBEY contracted
configuration of the communication system 401 of the present

empediment. As shown in FIG. 64, the communication system 401 uses

the server 402, IC card 403, card reader/writer 404, personal computer

405, ASRAepplination rerdes pradde D senes i d 5AM £5RCWusiness
application module) unit 409, personal computers 4161, 4162, and 4163,

‘ALY dEhelicalioddaitagtdl, dddanad 44 £3 tasommunicatebmugirough

the Internet 410
the Internet 310 etc.

Step S8ST334:

For example, when a user desires to use the personal
computer 305 to access the server 302 through the Internet
310 to purchase a product, the server 302 issues a processing
request throﬁgh the Internet 310 to the ASP server 306.

When the ASP server 306 receives a processing request
from Ehe server 302, it accesses the personal computer 305

through the Internet 310. Further, the processing request

for the IC card 303 issued by the card reader/writer 304

is sent through the pérsonal-computer 305, Internet 310,

- and ASP server 306 to thé SAM chip 308.

Step ST33S:

The SAM chip 308, in accordance with the precessing
request received at step ST334, selects an application
program by the settlement processingrroutine-task and
executes the selected application program.

Step ST336:
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and perform settlement processing or other processing for a procedure
using the IC card 403. 20 The SAM unit 409 has an external memory 407
and SAM chip 408. The SAM chip 408 has a software configuration
shown in FIG. 65. As shown in FIG. 65, the SAM chip-408 has, from a

“bottom layer toward a top layer, arr HY8 ¥hardware) layer, 25 OS layer,

lower handler layer, higher handler layer, and 136 - AP layer. The lower
handlerTayersastuded p dsyer layepuldere;ilae APslayer iIBEludRScution of
application programs AP 1, AP 2, and AP -3 defining procedures for use
ehthealftptdrdai 4063 by coedibeardCcopppaePOLatihee busioesses 4151,

4152, and 4153 shown in FIG. 64. In the AP layer, the application -
progranresABxl; 15 e AndbAR-S  andiberdiighey andigidayeimi@nication
provided between them with firewalls FW. 10 The SAM chip 408 is
sgBnReatedtirpugh adbies 419-Heingia LG Skparh e ERIETNEt, efL 10 the and
ASP server 406. The ASP server 406 is connected through the Internet

310 ta ahpludakiy ottmnu&ai@@@aﬁatumlmb@|rig;&@ﬁt&oﬂﬂbmomputefhe
405 of the end usér and personal computers 4161, 15 4162, and 4163 of
thethesingssosi4iby#i 62 3and 415c3.dihg peisonatcemputes 40bxfdkey
example, is connected through a serial port or USB port to a Dumb type
taftbrmation KM, the authentication unit 317 5 holding the

access master key information KS, and, as explained above,
performing processing for downloading a program module to
the external memory 307, it becomes possible to download.
a program modules in accordance with rights given in
accordance with the software hierarchy shown in FIG. 49.
Therefore, it is possible to prevent an unauthorized party
from illicitly exchanging or tampering with program modules
to be executed by the SAM chip 308.

Further, éccordingrto the communication system 301,

as explained earlier, the authentication units 317.1, 317 4,

and 317 5 store information in a secure state in the storage

units 350 1, 350_4, and 350_5. When such a unit is destroyed
by an external factor or forced open, this is detected by
a detection unit and the stored information in the storage
units 350 1, 350_4, and 350_5 is deleted. Therefore; illicit

use of the key information used for downloading to the SAM

chip 308 can be avoided.

Furthef, according to the communi.cation system 301,

7
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reader/writer 404. The card reader/writer 404 realizes for example

wireless communication corresponding to the physical 20 level with the IC
card 403. Operational commands to the IC card 403 and response

packets from the IC card 403 are generated and analyzed at the SAM

unit 409 side. Therefore, the card readé@@writer 404, personal computer

405, and ASP server 406 interposed 25 between them only act to store
WROMMANGRIT (25101508 ISF-canient i ¢ata PaVIoag ROKINSANG A tion

relay the same. They are not involved in encryption or decryption of data,

guibgrteations ahdotharactabeparaions-indhedCrprd £403: 22 Th8d codes
businesses 4151, 4152, and 4153 use the personal computers 4161,

- R 4363 te-protbsetheppplication JUogiaBe AR by AP #1d-ARa11s

-3 and download the produced application programs through the

awthentieation unia 44713 4172 iai0t4dd 8dhioegbibe SAMChiP 40849 with
preassigned 10 storage areas in the external memory 407. At this time,

sinee fivbasipeasesod] Bladi 52ppnd AEBdnveriyrelalianwith el -

other, the storage areas in the external memory 407 where the

applichtian Psagpaiag rAR LahPbe, pe AR 8«4an be dongioadediaigossible
decided in advance 15 and whether one has the right to download to such

astasapanareath yerbied by the>8AMheNp4081 FuHebihg Fagsiamand
viewing of data among the

Further, according to the communication system 301,
by configuring each application program by a plurality of
program modules, it is possible to download to the external
memory 307 in program modules units.

Further, according to the communication system 301,

by encrypting the highly confidential key information used

‘for operation of the IC card 303 in addition to the usual

s@rambling and storing it in the external memory 307, it
is possible to improve the security level of the key
information.

Further, aacordiﬁg te the Interget 301, the
application program can execute encryption and decryption

3

when accessing codes by the bus scramble function, so it
is possible to prevent an application.prograﬁ stored in the
external memory 307 from being illicitly analyzed etc. while
processing of thé SAM chip 308 is halted.

FIG. 61 is a functional block diagram showing more

specifically the function blocks of the SAM chip 308 shown
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application programs AP 1, AP 2, and AP -3 are restricted by the firewalls
FW. 20 When downloading the application programs AP 1, AP 2, and
AP-3 to the SAM chip 408, the authentication units 4171, 4172, and 4173,
as explained later, perform mutual authentication with the SAM chip 408,
produce the download signature ver¥i¢gdtion key information, etc. 25 Next,
the SAM unit 409 shown in FIG. 64 will be 138 - explained in detail.
fixtarnel_Memory 407 FIG. 66 is a view for explaining the storage areas of
the external memory 407. 5 As shown in FIG. 66, the storage areas of the

externah mesnendGhinekisle ayAPwgleragamarea #g0ider stariegitected
application program AP-1 of the business 4151, an AP storage area 4202

torstagng e aprlisalian pEREIagpAP L3 ofthe DupessnGAiaaAPon
storage area 4203 for storing the 10 application program AP -3 of the

DHEIBeES 44 58 28 BFD AR ntRRageINeBhsipiagRARmdZh tsethbyite rface
manager of the SAM chip 408. The application program AP -1 stored in

e AP3s0rape saerdddlis enimprised of ampburpiityieip ag@mypedulesanit
15 Access to the AP storage area 4201 is restricted by the firewall EM -1.
Jbe applicatierepiogiam3d ;2 sipfedutheeid? storage

In the SAM chip 308 shown in FIG. 61, for example as
shown in FIG. 62, it is also possible to connect the card
I/F unit 391 connected to the internal 5us 390 to an. R¥
reception/transmission unit 392 outside of the SAM chip 308
and transfer data with the IF card 303 by a noncontact system
through an antenna 392a of the RF reception/transmission
unit 392,

The present invention is not limited to the above
explained embodiment.

For example, in the above explained embodiment, the

case of downloading program modules from the personal

éomputers-3lq“1 to 316 5 through the SAM chip 308 to the

-external memory 307 was illustrated, but the present

invention can similarly be applied using the function of
the abéve explained download task 365a even when downloading
program modules from the personal computers 316 1 to 316 5
to a s?orage unit 364 in the SAM chip 308.

Further, in the above explained embodiment, the case

of providing the authentication units 317_1 to 317 5 for



10

20

25

area 4202 is comprised of a plurality of program modules. Access to the

AP storage area 4202 is restricted by the 20 firewall FW 2. The -

application program AP-3 stored in the AP storage area 4203 is

comprised of a plurality of program modules. Access to the AP storage

area 4203 is restricted by the firewaltBW 3. 25 In the present

embodiment, the above program module - 139 is the minimum unit
tbwnbated derte)x@difple ¥roarh¢houtsitea bf thenBANRUNIBAGI f0 the 316 6
external memory 407. The number of the program modules forming each
appication piddrastecartet frbely deterstinethby théteresionding is also
business. 5 Further, the application programs AP 1, AP 2, and AP -3 are,
Forsssdimpie bHoreioceddy tHeebasinbssesidist i 4a5@nians 4153 Using tBe7 5
personal computers 4161, 4162, and 416_3 shown in FIG. 64 and are
dowhlvaddtiMhrhuigh eSS Akt chbleds wrthesxtdmathremoryddytifation
Access to the AP management storage area 421ais allowed only by the
nihbge? bf e BARLGhIE 488 behedrewalr FllihdNperthantik frenplisers
FW 1, FW 2, FW 3, and FW 4 correspond to the firewalls FW shown in
PIG_685. 15 B AP-management storage area 421 stores the module
management data 421 shown in FIG. 66. Here, the AP management data

421 is uEed b tHesadiment

The present embodiment is an embodiment corresponding
to the 17th and 18th aspects of the invention.

FIG. 64 is a view of the overall configuration of the
commpnication system 401 of the present embodiment.

As shown in FIG. 64, the communication system 401 uses
the sexrver 402, IC card 403, card reader/writer 404, personal
computer 405, ASP {application service provider) server 406,
SAM (secure application module)} unit 409, personal computers
416_1, 416 2, and 416 3, and authentication units 417 1,

417_2, and 417 3 to communicate through the Internet 410

_ and perform settlement processing or other processing for

a procedure using the IC card 403.

Tha SAM unit 409 has an axternal‘memory 407 and SAM
chip 408.

The SAM chip 408 has a software configuration shown
in FIG. 65. As shown in FIG. 65, the SAM chip- 408 has, from
a bottom layer toward a top layer, an BHW (hardware) layer,

OS layer; lower handler layer, higher handler layexr, and
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chip 408 for managing execution of the application programs AP 1, AP 2,

and AP 3. 20 In the present embodiment, the application programs AP_|,
AP-2, and AP-3 and AP management data 421 stored in the external

memory 407 are, as explained later, scrambled by the bus scramble unit

461 in the SAM chip 408 using the séfmble key K. When read into the

SAM chip 408, they are 25 descrambled using the scramble key K. 140 -
BAM &hi-408 FIG. 67 is a functional block diagram of the SAM chip 408
shown in FIG. 64. As shown in FIG. 67, the SAM chip 408 has an ASPS 5
commurinatiaoiéarfacendlie46Q,husrsaambleiwiit 46 Hrsigaaturayer .
processing unit 462, authentication processing unit 463,
encryptinaiclecryponpINlibded, sioragrivritA65] iangtGBh de6gklheamsSAly 1,
chip 408 is a tamper-resistant module. 10 Here, the CPU 466 corresponds |
aptie, datapracessinie £imtingf theopredentEavadtionwhilethehbesIC card
scramble unit 461 corresponds to the data input/output circuit of the

prssent invedtianckudheortherSAM ohipp4dt:ednespaedsstostia $51, 4152,
semiconductor circuit of the present invention, while the external memory

404 colrbspordsotenthrseiGondidctor storage circuit of the present

invention.
In the AP layer, the application programs AP 1, AP 2,

and AP 3 and the higher handler layer are provided between
them with firewalls FW.

The SAM chip 408 is connected through a bus 419 using
a SCSI port, the Ethernet, etc. to the ASP server 406. The
ASP server 406 is connected through the Internet 410 to a
plurality of terminal apparatuses including a personal
computer 405 of thé_end user and personal computérs 416~1r
416 2, and 416_3 of the businesses 415 1, 415 2, and 415 3.

The personal‘computer 405, for example, is connected
through a serial port or USB port to a Dumb type card
reader/writer 404. The card reader/writer 404 realizes for
example wireless communication corresponding to the physical
level with the IC card 403.

Operational commands to the IC card’403'and response

packets from the IC card 403 are Qenerated and analyzed at

the SAM unit 409 side. Therefore, the card reader/writer
404, personal computer 405, and ASP server 406 interposed

between them only act to store the commands or response
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The ASPS communication interface unit 460 is an interface used for input
and output of data with the ASP 20 server 406 shown in FIG. 64. The bus
scramble unit 461 scrambles data to be written in the external memory
407 and descrambles data read from the external memory 407. That is,
the external memory 407 stores dataiin@a 25 scrambled state. 141 The
processing of the bus scramble unit 461 will be explained in detail later.

IBg sigpature ioeessing, yBil 465,83 £XAl i@ggggéig{,odc%?ss%me. They

signature and verifies a Signaturé when 5 down ing an application

Riagragdhiquolhe dnternet A1Q and when exgcufing an applisation. .,

program. The authentication processing unit 463 asexplained later

as@a%&%&@&v}h%%ayewmﬁ@beeggc}xtvmm downigading an, ;4
application program through the Internet 10 410 to the external memory
494. The encryption/decryption unit 464 encrypts data and decrypts

encrypted data. The storage unit 465 for example stores the data

necessagy, I05,INe; HOCEaUNgHQf the GPY) 466,15 The CRY 406 fXEEUESonal
the application programs AP 1,"AP-2, and AP-3 whileaccessing thé

eYiRpAlMaMOry; 497 irgugh g bus gCramiiepuhdel aulPelpiiSation
various

programs AP 1, AP 2, and AP_3 and download the produced
application programs through the authentication units 417 1,
417 2, and 417 3 through the SAM chip 408 to preassigned
storage areas in the external memory 407.

At this time, since the businesses 415 1, 415 2, and
415 3 have no relation with each other, the storage areas
in the external memory 407 where the application érograms
AP 1, AP_2, and AP_3 can be downloaded are decided in advance
énd whether one has the right to download to such a storage
area is verified'by the SAM chip 408.

Further, the transfer and viewing of data among the
application programs AP 1, AP 2, and AP 3 are restricted
by the firewalls FW. -

When downloading the application programs AP 1, AP 2,
and AP_3 to the SAM chip 408, the authentication units 417 1,
417 2, and ;11'7__‘_3, as explained later, perform mu.tual
authentication with the SAM chip 408, produce the download
signature veiification key information, etc.

Next, the SAM unit 409 shown in FIG. 64 will be
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processing corresponding to the services of the SAM chip 408. 20 Next,

the processing of the bus scramble unit 461 will be explained in detail.

Note that, in the present embodiment, the case of use of the bus

scramble unit 461 when accessing .the external memory 407 is

illustrated, but the bus scramble uniti4gil 25 can also be applied in the

case of inputting and outputting - 142 data with the outside by another
SpVchi408 threggh an. I/O bus etc. The bus scramble unit 461

encrypts the data input from the CPU 466 using a predetermined
scrambiadyrkathanamdies 3 dthrough the bus 419 in the external

memory 407. Further, the bus scramble unit 461 decrypts the data read
throughethe buset 1sframybeexierpabmenoin /04 usig dhe salgihlecas
key K and outputs it to the CPU 466. [Address Space] 10 The encryption
dioaknlengibeefthe Enseriiep algerithm used by the bus scramble unit

461 is made Nc, while the data bus width of the bus 419 is made Nb. In

the follavdnghewample Faansider, thithease ¥hgsR: NorisasWhol e Fu IiRlecfna 1
Nb, that is, a whole number n (=Nc/Nb). 15 Note that the address space of
rba&RYU 466 (peldiefge SRACREN SAMLD 408handdhe agdiesstsatey the
used when the bus scramble unit 461 accesses the external memory 407
application program AP 1 of the business 415_1, an AP storage

area 420 2 for storing the application program AP 2 of the
business 415 2, an AP storage area 420 3 for storing the
application program AP 3 of the business 415 3, and an AP
management storage area 421 used by the manager of the SAM
chip 408.

The application program AP 1 stored in the AP storage
area 420 1 is comprised of a plurality of program modules.
Access to the AP storage area 420_1 is restricted by the
firewall FW 1.

The application program AP 2 stored in the AP storage
agea 420 2 is comprised of a plurality of program modules.
Access to the hP storage area 420 2 is restricted by the
éirewall FW 2.

The application.program‘AQ_B stored in the AP storage
area 420 _3 is comprised of a plurality of program modules.
Access to the AP storage area 420_3 is restricted by the
firewall FH_B!

In the present embodiment, the above program module
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(hereinafter also referred to as the "external memory address space")
differ due to the addition of parity and scrambling 20 of the address.
Therefore, the bus scramble unit 461, as shown in FIG. 68, converts an
address CPU ADR input from the CPU 466 (first address of the present
invention) to an address MEM ADR df3the-external memory address

space (second address of the 25 present invention) using a predefined

inapch@addrasnid3uadtyersianagaddng 7 hedagacapiia utildutside
uses the address MEM ADR to access the external memory 407. This

oapth éorsaanpletad shown ioHd G H0e imddfinesmeply wioen ththe number
address al, which is an address CPU ADR, is 5 "al mod Nc/ Nb=0". For

e ethermdsfeamarotheledematmiegn ey ajspactessdbhyd {fad{ah can
mod Nc/ Nb)). Here, "x mod y" is the remainder after dividing x by Y That

Ise therbled gcrambiemiii b lng adh andariies pbd dateqg it fmedernal
memory 407 in units of the encryption block length Nc. Here, when
Nc/Nb=nmrandliee smalesipiidle atirbe pbabgamBorPisin, e Bysand ap_3
scramble unit 461 performs transactions accessing the external memory "
4@ thboighetherdiblleys 18 ddatadnpyt/etitpubiransaciisas of Ik presens 2,
invention) in units of m number of transactions. [Configuration of Bus
Sorhnile Unitdbibly the personal computers 416 1, 416 2, and
416 3 shown in FIG. 64 and are downloaded through the SAM
chip 408 to the external memory 407.

Access to the AP management storage area 42la is
allowed only by the manager of the SAMchip 408 by the firewall
FW 4.

Note that the firewalls FW_I, FW 2, FW 3, and FW 4
correspond to the firewalls FW shown in FIG. 65.

The AP management storage area 421 stores the module
management data 421 shown in FIG. 66,

Here, the AP management data 421 is used by the SAM
chip 408 for managing execution of the application programs
AP 1, AP 2, and AP_3.

In the present embodiment, the application programs
AP_1, AP 2, and AP_3 and AP management data 421 stored in

the external memory 407 ére, as explained later, scrambled

by the bus scramble unit 461 in the SAM chip -408 using the

scramble key K. When read into the SAM chip 408, they are

descrambled using the scramble key K.
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FIG. 70 is a functional block diagram of the bus scramble unit 461. 20 As
shown in FIG. 70, the bus scramble unit 461 has an encryption unit 431,
decryption unit 432, address management unit 433, scramble key
management unit 434, parity processing unit 435, pipeline processing
control unit 436, work memory 437, aAd control unit 438. 25 The

encryption unit 431 encrypts data input from the 144 CPU 466 using a
predetefifiiedistpariBl key K. The decryption unit 432 decrypts data

read from the external memory 407 using the predetermined scramble

key K. FTBe &ddressanfnagarentadnib 188 kodverds tne afidtess €M) chip
ADR input from the CPU 466 to the address MEM ADR explained above.
308 seharwbleike\Fh@nagdment unit 434 manages the scramble key K

used at the encryption unit 431 and decryption 10 unit 432 and suitably
switched thesbcrambiae KB K. TH@ parite paFdgsshgunttMBhaddsapatg Ps
data to the data to be written in the external memory 407 and verifies the
panrydtaatited té iber feaceromihbe £t ndmenorpndilie 16re 461,
pipeline processing control unit 436 divides the processing of the bus
ségmisioomitesidassd plurakity tofididges utlientittol thesystenres sing

that the pipeline
unit 463, encryption/decryption unit 464, storage unit 465,

and CPU 466.

The SAM chip 408 is a tamper-resistant module.

Here, the CPU 466 corresponds to the data processing
circuit of the present invention, while the bus scramble
unit 461 corresponds to the data input/output circuit of
the present invention.

Further, the SAM chip 408 aorresponds to the
semiconductor circuit of the present invention, while the
external memory 407 corresponds to the semiconductor storage
circuit of the present invention. '

The ASPS communication inﬁerface unit 460 is an
interface used for input and output of data with the ASP
server 406 shown in FIG. 64.

The bus scramble unit 461 scrambles data to be written
in the external memory 407 and descrambles data read froﬁ
the exterﬁal memoxry 407.

That is, the external memoxry 407 stores data in a

scrambled state.
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processing is performed in units of stages. The work memory 437 is used

for the processing of the 20 bus scramble unit 461. The control unit 438
comprehensively controls the processing of the bus scramble unit 461.
[Write Operation to External Memory 407] FIG. 71 is a view for explaining

the operation of the 25 bus scrambld dihit 461 when the CPU 466 shown

in FIG. 67 writes 145 - data in the external memory 407. FIG. 72 is a flow
chart forexplainiigthe:i Rerafon b omikindd Ganfil1 Steh$£44%k15 4021 be
CPU 466 outputs to the bus scramble unit 461 the data DATA to be

MEtteR; Hhad is.nd3d2: 204 the eddress CPU ADR, that is, "a3". That data
"d32" is written in the work memory 437 shown in FIG. 70 of the bus

scrambleninis 464 210 Step S lA02s WheaNae>Nbothe 8ddi@Stained 1ater,

management unit 433 shown in FIG. 70 uses the address "a3" to find the

PraflESs(a3 BegnNeni))atkatiedheraap & (ad-dhard veesthat map f

(a3-1) as the address MM ADR of the external memory address space.
d5wiep STANP kb e ppnticlanil«3$ shawann flocdgnisasdhemnddrass: 410

MEM ADR f (a3-1) obtained at step ST402 to read from the
and when executing an application program.

The authentication processiné unit 463 as explained
later performs mutﬁal authentication with the other party
when downloading an application program through the Internet
410 to the external memory 407.

The encryption/decryption unit 464 encrypts data and

decrypts encrypted data.

The storage unit 465 for example stores the data

-neéessary for the processing of the CPU 466.

The CPU 466 executes the application programs AP 1,
AP 2, and AP _3 while accessing the external memory 407

through the bus scramble unit 461 and performs various

processing corresponding to the services of the SAM chip

408.

Next, the processing of the bus scramble unit 461 will
be explained in detail. |

Note that, in the present embodiment, the case of.use
of the bus scramble unit 461 when accessing the external -
meinory 407 is illustrated, but the bus scramble unit 461

can also be applied in the case of inputting and ocutputting
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external memory 407 the encrypted data block e ((X1, X2}) and writes

this in the work memory 437. 20 Step ST404: The decryption unit 432

shown in FIG. 70 decrypts the data block e ((X1, X2}) read from the work

memory 437 to generate the data block (X1, X2}. Further, the parity

processing unit 435 uses the parity daté acdlded to the data 25 block e

((X1, X2}) for parity processing, then writes the 146 data block {X1, X2}

BgeiD sthe WK neeipeiud3 by SIeR-SR40S shive eanrol4td 438 eMutesin

the "X2" corresponding to the address "a3" in the data block {X1, X2}

coespaending 5 to the address read from the work memory 437 and

already decrypted to the write data "d32" to generate the data block {X1,

d32} anghwiiasshis-iathesodnnenaery 4363805 tARO ke PARilht from

processing unit 435 generates the parity 10 data of the data block {X1,

3] bien & 434nde pravRionwiih4a3l LOcamNs R Latr blegletXdri tes

d32} read from the work memory 437 using the scramble key K. 15 Step

T 408 dhgrcoptiel Bk 438 gvrifas hadatatleckaiX hdsdiatdoe .

address MM ADR f (a3-1) of the external memory 407 ‘
Further, the bus scramble unit 461 decrypts the data

read through the bus 419 from the external memory 407 using
the scramble key K and outputs it to the CPU 466.
[Address Space]

The encryption block length of the encryption

- algorithm used by the bus scramble unit 461 is made Ne¢, while

the data bus width of the bus 419 is made Nb. In the following
example, consider the case where Nc¢ is a whole multiple of
Nb, that is, a whole number n (=Nc/RNb).

Note that the address space of the CPU 466 (address
space in SAM chip 408) and thg address space used when the
bus scramble unit 461 accesses the external memory 407
(hereinafter also referred to as the "external memory address
space’) differ due to the addition of parity and scrambling
of the address.

| Therefore, rthe bus scramblie unit 461, as shown in FIG.
68, converts an address C?U___ADR input from the CPU 466 (first
address of the present invention) to an address MEM ADR of
the external memory address space (second address of the

present invention) using a predefined map f (address
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and writes parity data generated at step ST406 in a predetermined area -

of the external memory 407. 20 Note that the control unit 438 judges if the
address next input from the CPU 466 is "a3-1" before encrypting the data
block at step ST407. If "a3-1", it rewrites the data block Xl by the write

data, then encrypts itand writes it n #fe3external memory 407. 25 Due to

this, it is possible to reduce the number of - 147 steps in the case of
apiing tes Soocastarerdddmesse Thieuibier, svemmibiba wikiting da@a afses the
data length Nb in the external memory 407, the control unit 438, for

asidmelss pElS AR bycthecdata of (e Nb) te phisin deisafkiheaata 5

length No, then encrypts it and writes it in the external memory 407. That

is, a stoEigesanegpof 2 Hata dengtp No, irthelexerhial meaoK9401sSdefined
assigned even to data of a data length Nb. 10 [Read From External
MergowhiY] Ei6. Adidrastevalor expiathing @ readapbraticn ffom KR, is
external memory 407 to the bus scramble unit 461. FIG. 74 is a flow chart
ferlexptainig (hatre@Y . opemtibhel » SbeprS24dteke &P 466 outptitsrnal
to the bus scramble unit 461 the address CPU ADR "a3" to be read from.
memory 407 is accessed by £ (aZ2- (a2 mod Ne/ Nb}) .

Here, "x mod y" is the remainder after dividing x by

That is, the bus scramble unit 461 reads and writes
data with the external memoxry 407 in units of the encryption
block length Nec.

Here, when Nc¢/Nb=n and the smallest whole number of
n or more is m, the bus scramble unit 461 performs
transactions accessing the external memory 407 through the
bus 419 (data input/output transactions of the present
invention}) in units of m number of transactions.

[Configﬁrétion of Bus Scramble Unit 461]

FIG. 70 is a functional block diagram of the bus
scramble unit 461.

As shown in FIG. 70, the bus scramble unit 461 has
an encryption unit 431, decryption unit 432, address
management unit 433, scramble key management unit 434, parity
processing unit 435, pipeline processing control unit 436,
work memory 437, and control unit 438.

.. The encryption unit 431 encrypts data ihput from the
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Step ST412: When Nc>Nb, the address management unit 433 shown in
20 FIG. 70 uses the address "a3" to find the map f (a3-(a3 mod No/ Nb)),
that is, the map f (a3-1), and uses that map f (a3-1) as the address MEM
ADR of the external memory address space. Step ST413: 25 The CPU
466 shown in FIG. 67 uses the address4MEM ADR ].48 f (a3-1) obtained
at step ST402 to read the encrypted (scrambled) data block e ((d31,

&B8h dedn e gytemnal  DemAYA N WHGS IS lhe york memory
437. Step ST414: 5 The decryption unit 432 shown in FIG. 70 decrypts the

data blogk & (3 H3Rihiead fiam4he Vﬁghﬂgﬁﬂgfyd%%t%@&&e@% the

{d31, d32}. Further, the parity processing unit 435 uses the parity data

&4ddad 42 ihedaia,Rl0dog (e H331L 19 PRI RIQEERIAT s EDWHIES k oy
the data block {d3I, 10 d32} again in the work memory 437. Step ST415:

g he control unit 438 fetches the data "d32" corresponding to the CPU
ADR "a3" in the data block {d31, d32} read from the work memory 437

and alrepgly desawied 2 A0dauinyisdig sames R GEVAG: I Nalif o s
it fetches the "(a3 mod Nc/ Nb) +1" th data in the data block and outputs it
(tfi’ﬁl%ﬁulﬁ%t from the CPU 466 to the address MEM ADR
explained above.

The scramble key management unit 434 manages the

-scramble key K used at the encryption unit 431 and decryption

unit 432 and suitably switches the scramble key K.

" The parity processing unit 435 adds parity data to
the data to be written in the external memory 407 and verifies
the parity data added to data read from the external memory
407.

The pipeline processing control unit 436 divides the

Vprdcessing of the bus scramble unit 461 into a plurality

éf stages and controls the system so that the pipeline
processing is performed in units of stages.

The work memory 437 is used for the processing of the

"bug scramble unit 461.

'I.‘he control unit 438 gompre.hensively controls the
brocessing of the bus scramble unit 461.

{Write Opex_:ation tl:o External Memory 407}]

FIG. 71 is a view for explaining the operation of the

bus scramble unit 461 when the CPU 466 shown in FIG. 67 writes
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[Management of Scramble Key] The scramble key management unit 434
shown in FIG. 20 70 manages a scramble key used in the encryption unit
431 and decryption unit 432 as follows. The scramble key management

unit 434 may use a different key.for every address in the external memory
407. Therefore, it is necessary to holdt& pturality of scramble 25 keys.

One example of the method for this is shown below. - 149 The scramble
Hemanngerent Wol 441 aashewp indiG. 75, stores a plurality of
scramble keys Kl, K2, and K3. It switches the key used according to the
addressefrmn the GRU 2466 ardadpetsebe saips t0i e il tion
431 and 5 decryption unit 432. Specifically, when accessing the address
sdoviusas fhesscrample key K1, when accessing the address "a2", it

uses the scramble key K2, and when accessing the address "a3", it uses

the scragiap key &@1 1.0 Further, as shown in FIG. 76, the computation
circuit 434ain the scramble key management unit 434 performs
processigeusing thes keyltsdauningthencdass:and diaaddessninpul E@Mehe
the CPU 466 and outputs the computation result as the scramble key K to
drecanopriortanibd 3k andtkn Jeetyption sinit U322 Thakepmpulatigadiays s
include encryption or decryption of a padding address number by Ks,
dnrtingiiRe exblugives, "a3".

That data "d32" is written in the work memory 437 shown
in FIG. 70 of the bus scramble unit 461. .

Step ST402:

When Nc>Nb, the address management unit 433 shown in
FIG., 70 uses the address "a3" to £ind the map £ (a3-(a3 mod
Nc/ Nb)}, that is, the map £ (a3-1) and uses that map f (33?1)
as the address MEM ADR of the external memory address space.

Step ST403:

The control unit 438 shown in FIG. 70 uses the address

MEM ADR £ (a3-1) obtained at step S$T402 to read from the

external memory 407 the encrypted data block e ({X1, X2})

and writes this in the work memory 437.

Step 5T494:
The decryption unit 432 shown in FIG. 70 decrypts the
data block e ({X1, X2}) read from the work memory 437 to

generate the data block {Xi, X2}. Further;lthe parity

 processing unit 435 uses the parity data added to the data

block e {{X1, X2})} for parity processing, then writes the
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OR (XOR), or other computation. Further, the bus scramble unit 461 may
hold the 20 scramble keys at a predetermined location of the bus and

input the scramble key corresponding to the address issued by the CPU
466 through that bus. In this case, since the data bus for transmitting the

- scramble key is the same as the bus of the bus scrambler, control by a

memory controller 25 becomes neces ay- The location for holding the
scramble 150 keys may be anywhere inside or outside of the SAM chip

4Q8, but if outside of the chip, to ensure the security of the path to the
cRPthR&FTs dittyptdd byagaanspor kiye anedeorgstedt #37time of
arrival at the bus scramble 5 unit 461. The bus scramble unit 461 holds

the transﬁdﬁ?e?qmﬁé form of hardware or software. In the bus scramble

unit 461, however, even if changing the scramble key for each address

input front tfe BP-486, Wibhikdgiy aredsehny SkertiRiddressetponding
pgssibility 10 rises of'the scrambling of the address area being analyzed

by SpehiiRg SBfstinR3 ThiRefdte, trtackbsstk kKe¥lis 762 Jaconstanponding
ope. Ié is made variable by a technique as shown below for example. The
scranBi® RS HhaRsg&neRt freastier uratkprensrya £3E thed already
generation of a random number when powering up the SAM chip 408 or )

thE TkRESR tPgkherdts L dnitie "HER ‘THosermehia keytimsidala block

nﬁ?fixorl%g? ke?r?cvivnwg%:éges this in the work memory 437,

Step ST406:

The parity processing unit 435 generates the parity
data of the data block {X1, d32}.

Step ST407:

The encryption unit 431 encrypts the data block (X1,

d32} read from the work memory 437 using the scramble key

K.

Step ST408:

- The control unit 438 writes the data block {X1, d32}
a# the address MEM ADR f (a3-1) of the external memoiy 407
and writes pa:ity data generated at step ST406 in a
predetermined area of the external mémory 407.

Note that the control unit 438 judges if the address
next input from the CQU 466 is "a3-1" before encrypting the
data block at step ST407. If "a3-1", it rewrites the data
block X1 by the write data, then encrypts it and writes it
in the external memory 407.

Due to this, it is possible to reduce the number of



10

15

20

25

bus scrambler, so the problems of delivery of the key, synchronization,
etc. do not arise. 20 Further, the scramble key management unit 434
switches the scramble key used for every access to the external memory
407. In this case, it is necessary that the key for encrypting data already
in the external memory 407 and the currently held key not be the same.
25 Therefore, for example, the scrarrlblgﬁyjs updated - 151 - as shown
in FIG. 77 and FIG. 78. [1]: The encryption unit 431 inputs the data "d3"
frqmeg;lg Clgu 66, while the bus scramble unit 461 inputs the address
"al" from the CPU 488 5 [ THE bid RerdrRv s irmeslizecadea trses .

address H%I}: of];he external memory 407. [3]: The data "e ({dl, d2})" is
read from the a]aﬁre’sse“'fetﬁl)mg‘ﬁﬂe“é?&é?hﬁﬂm‘éﬁﬁyQW%fﬂﬁ’é:a length Nb

degrypl nel}Jcrtl:iéé?a 10 [4]: The decryption unit 432 decrypts the data "e
{dl, ggﬁ% 10 genarate medatatdi: OKZE;G'T APHIE fhanké miflekexample,

nggement unit 434 selects the scraq_nble key K1, while the decryption
gﬁt 4:%2@6£ ourb s%?iégry‘%ﬁgﬁ Ring i Erhndtte Refadn datatied, the data
rej{gglgghls erfo%rned bg the data "d3", and_the data "(d3, d2)" is

gener ted.‘FﬁfT & Dus RFEEBE U1 6P Ehaffgesqfe SErablehe external

memory 40°7.

That is, a storage area of a data length Ne in the
external memory 407 is assigned even to data of a data length
Nb.

[Read From External Memory 407]

FIG. 73 is a view for explaining a read cperation from
the external memory 407 to the bus scramble unit 461.

FIG. 74 is a flow chart for explaining that read
opération.

Step ST411:
| The CPU 466 outputs to the bus scramble unit 461 the
address 'CPU_A‘DR "_a3“ to be read from.

Step ST412: |

When Nec>Nb, the address management unit 433 shown in
FIG. 70_gses the address "a3" to find the map £ (a3-(a3 mod

Na/ Nb)), that is, the map f (a3~1), and uses that map £
(a3-1) as the address MEM ADR of the extez_:‘nal memory a;idresé
sSpace,

Step ST413:

The CPU 466 shown in FIG. 67 uses the address MEM ADR
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key from K1 to K2. The scramble keys K1 and K2 are values of timers,
values stored at the addresses, or values 20 generated by random
number- generation or other techniques. [6]: The encryption unit 431
encrypts the rewritten data {d3, d2}" using the changed scramble K2 to
generate the data "e ((d3, d2))" [7] FHEPdata "e ({d3, d2})" is written at the
address 25 "f (al)" of the external memory 407. - 152 [Parity Processing
of Redityl Prodessimgednia 35t &phaTWAiBngdatemdo tileredemaypted
memory 407, the parity processing unit calculates in advance the parity
Ot apitiedhtalbdfare dnciyptor &dd vritdS &idt peritynddfass imthernal
external memory 407 along with the encrypted data. Due to this, when
regneecsord OF physicalitioubte bduwsim thbexternll memory 483 7data is
tampered with, etc., this is detected at the time of readout, whereby more
secure $xeputidid#a program becomes possible. 10 Further, due to the
addition of the parity data, even if the length of the plain text and the
length dFhiee dacrydd dextarctthe3dambotme dddBES spi@edsfchy PP the
466 and address space of the external memory 407 will never completely
dadehb Idiskisshelcedid it , fot3xkbimple adhém emitityeatvbe hddress b 437 to
the data "lll", at the same time as writing the Nc portion at f (al), it is
grevessdry td ddite tBparityFpk tbiee , Nphef tharddty "t somesies imit
the external memory 407.
435 uses the parity data added to the data block e ({d31,

d32}) for parity processing, then writes the data block {d31,
d32} again in the work memory 437.

Step ST415:

The control unit 438 fetches the data "d32"
corresponding to the CPU;ADﬁ "a3" in the data block {d31,
d32} read from the work memory 437 and already decrypted
and outputs the same to the CPU 466.

That is, it fetches the "{a3 mod Nc/ Nb) 41" th data
in the data block and cutputs it to the CPU 466.

[Management of Sc#amble,Key]

The scramble key management unit 434 shown in FIG.
706 managgs a scramble key used in the eﬁcryption unit 431
and decryptidn uhit 432 as foi%ows.

 The-scramble key management unit 434 may use a
different key for every adaress in the external memoxry 407.
Therefore, it is necessary to hold a plurality of scramble

keys. One example of the method for this is shown below.
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The parity data is stored at any storage area in the external memory 407

in for example the following case. 20 The parity data is placed

immediately next to the data obtained by encrypting the corresponding

plain text. In this case, the bus scramble unit 461 reads the data "e (dl) "

from the address "f (al)" of the exterdd tnemory 407, then reads the

parity data "pl" from the address "f (al) +Nc/Nb". In 25 this case, the bus
scramblhmit4Ghabae rothavedapaitonn I g spesial salswlaticnsrc.
other than the map f of the address. Further, in addition, the external
Hemeryattyshas whensdd iyt HFadvanosa elokages args, exdysivaly frB . 1t
the parity data. The parity data "pl" is written in that exclusive 5 storage
avectdihés theekthe huedceambledinily] 6lhak dpRriergs PRGasSE: CPU
based on the parity address map fp. The parity data "pl" is written in the

4 66resadp dal)pirt thetbxde rrahanamoyhd) 7e Mg Hisopaniy PEOESBINgnd
unit 435 detects a parity 10 error, it halts the processing of the CPU 466
dtectypievent ulhidit pdiessing of the data or program. Note that the

content of the parity processing is not particularly limited. [Pipeline _
Processifigebyi PipslihbyProdessing:Cesttoh dnihd364idbda the presedtt uses
embodiment, for example, under the control of the pipeline processing
thetreemtdde: fdeexiipledpsocessingefithg btissciaablessnit 4@ is it
divided

uses the scramble key K2, and when accessing the address
"a3", it uses the scramble key K3.

Further, as shown in FIG. 76, the computation éircuit
434a in the scramble key management unit 434 performs
processing using the key Ks forming the class and the address
input from the CPU 466 and outputs the computation result
as the scramble key K to the encryption unit 431 and
decrypt,ioa_n unit 432.

That computation may include encryption or decryption
of g padding address number by Ks, finding the exclusive
OR (XOR) . or other computation.

E‘uither, the bus scramble unit 461 may hold the
s-crahblé keys at a predetermined location of the bus and
input the scramble key corresponding to the acidress issued

by the CPU 466 through that bus. In this case, since the

. data bus for transmitting the scramble key is the same as

the bus of the bus scrambler, control by a memory controller

becomes necessary. The location for holding the scramble
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into a plurality of stages and a pipeline is formed using the stages as

units so as to enable the access time to the 20 external memory 407 as

seen from the CPU 466 to be shortened. That is, when not forming a
pipeline, at least the time required for processing one encryption block is
required for one access of the mem %6m the CPU 466 to the external
memory 407. 25 For example, if forming a pipeline for the processing 154
kvl Bebassekersicldmtiasy pracotrgdasse afthtdredinsihdaior08
of data of the address "al" issued by the CPU 466, for example, when the
Iy ¥66qeadsis dafa She highiop .adiresn sominuthelysieomahdy of the
address "al" by program codes 5 etc., if the bus scramble unit 461 reads

e bHvdircetine datdrof thbhadirsssi's (AnNEyRbydfiey the bddrspokt key
(al)", itis possible to eliminate the overhead of the encryption and

FRdngrionyrdestsivly. Fer ekampleff considerhgahe thsehere atrmble

the 10 time for the memory access is ignored, encryption of each data is
wetbrihed inThedmareczarenles Wil trigie DiEsldstHdkkd dagispiept key
required for one round of encryption, and Nc/Nb=1, the CPU 466 issues '
instithaofie vesighathiy dHe sRidrRzses£&M aBeH", and "al+2" for reading

data 15 consecutively from the external memory 407. At this time, three
rounds &PJERS/ fih eEaifelfderidadf hndprey epbekavgs ik fitepging

for decrypting each
the scramble key for each address input from the CPU 466,

if continually accessing a certain address, the possibility
rises of the scrambling of the address area being analyzed
by spending some time. -‘I_‘herefore, the scramble key is not

a constant one. It is made variable by a technique as shown

. below for example.

The scraﬁble key management unit 434, for gxample,
causes the generation of a random number when powering up
the SAM chip 408 or the like so as to generate a scramble
key. The scramble key_ basically ﬁeed only be known by. the
bus scrambler, so the problems of delivery of the key,
synchronization, etec. do not arise.

Further, the scrgmble key management unit 434 switches
the scramble key used for every access to the external memory
407. In th;‘._s casé, it is necessary that the key for encrypting
data already in the external memory 407 and the currently
held key not be thé same ..

'l‘heréfo_x:e . for example, the scramble key is updated
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data. If pipeline processing is not performed, as shown in 20 FIG. 79A,

three clocks after the CPU 466 issues the first read instruction, the data

"e3 (dI)" read from the external memory 407 using the address "al" is
decrypted three times to obtain the data "dI" which is then input to the

CPU 466. Next, after another three c:'réc]ks,"the data "e3 (d2)" read 25

from the external memory 407 using the address "al+I" is - 155 decrypted
fReshmes (drofdiF thd datnt F Léhicl &-then input to the CPU 466.

Next, after another three clocks, the data "e3 (d3)" read from the external
memory 4J07: uSing thecatitlebert sl is4fbbryped thrddhtndste distdih £rom
the data 5 "d3" which is then input to the CPU 466. That is, all of the data

e GRY A& d s puthe the CRICYEsInkwe vindls 4fdr thersrig 486e

issues the first read instruction. As opposed to this, in the present
enboeiteriadit fTogupdine BEeddifg control unit 436 converts the
decryption processing of the decryption unit 432 into pipeline processing

~in three $&besHseshown pom@lybs widd c463 paneasesstthe. Bddress

to this, on the other hand, while it takes three 15 clocks from which the
tPU(ads firstissties erebeinstuapmerr th@data corresponding to the

address "al" to be input to the CPU 466, subsequently data
Correspdrﬂﬁg?@ﬁ]élata "a ({dl, d2})" is read from the address

"f (al)" of the external memory 407 to the decryption unit
432.

{4]: The decryption unit 432 decrypts the data "e ({d1l,
d2})" to generate the data "{(dl, 4d2}".

At this time, the scramble key management unit 434
selects the scramble key Kl; while the decryption unit 432
performs decryption using the scramble key K1.

Further, rewriting is performed by the data "d3", and
the data "{d3, d2}" is generated.

. {51: Tﬁe bus scramble unit 461 changes the scramble
key from K1 to K2. The scramble keys K1 and K2 are values

of timers, values stored at the addresses, or values

'generated,by random number-generation or other techniques.

{6]: The encryption unit 431 encrypts the rewritten
data "“{d3, d2}“rusing thé changed scramble K2 to generate
the data "e ({d3, d2})".

[7] The data e ({d3, d2})" is written at the address

£ (al}" of the external memory 407.
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addresses "al+|" and "al+2" are input successively to the CPU 466 every
clock. 20 Due to this, all of the data "dI", "d2", and "d3" is input to the CPU
466 five clocks after the CPU 466 first issues a read instruction. Note
that, when the CPU 466 requests data of the address "a2" far from the
address "al" after "al", the data onrth525 pipeline is discarded and the
data of the addresses "a2", 156 - "a2+1"... is packed in the pipeline.
[AddregeSemmble by Addie agy Man age ey Upi skssk sAhgn tha 8AM5 ]
chip 408 repeatedly accesses specific consecutive address areas in the
externatmamenyidihd becomaspossibledan predisiitomearitain £xeNt the
that this is a subroutine or array. If an array or other data, it becomes
peasydormicaitackenty ahiatndenedtat gitical davhaceperdingsidey data
data by focusing the attack on it. To avoid this, in the present
o@Mbhdiment A hB eflsires se A 8:hystieiwesndhe:cPtb 46 RAE SAM LB data

408 is passed through the bus scramble unit 461 and the address
imanageaenkuitik Y 3ddaaindoscianhle tedditcsesmsiweltsd addta .

make it possible to prevent access to consecutive areas in the external )

memorpdld 7/ d ik serambliig sortespoirds ¢d thd 5 abavetnentidredccurs

map f. If not scrambling the addresses, the map f becomes a map of only
ithetreas seeurnd foridaqayityd Gaja.deore xhmpltediye F@ Pi atidressc. ,

space] , f (a) = (1+p) all. _
this is detected at the time of readout, whereby more secure
execution of a program becomes possible.

Further, due to the addition of the parity data, even
if the length of the piain text and the length of the encrypted
text are the same, the address space of the CPU 466 and address
space of the external memory 407 will never completely match.
This is because, for example, when writing at the address
"al" the data "d1" , at the same time as writing the Hc portion

at £ (al}, it is necessary to write the parity "pl" (size

Np) of the data "dl" somewhere in the external memory 407.

. The parity data is stored at any storage area in the external

~memory 407 in for example the following case.

The parity data is placed immediately next to the data
obtained by encrypting the corresponding plain text. In this
case, the bus scramble unit 461 reads the data "e (dl1}" from

the address "f (al)" of the external memoxry 407, then reads

the parity data "pl" from the address "f (al) +Nc/Nb". In

. this case, the busg scramble unit 461 does not have to perform
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Here, p is the alignment size of the parity data. Next, the overall operation

of the communication 20 system 401 shown in FIG. 64 will be explained.

FIG. 80 is a view for explaining the overall operation of the

communication system 401 shown in FIG. 64. Step ST431: The

businesses 4151 to 4153 or a party fegitiested 25 by these businesses

produce the application programs AP 1, 157 AP-2, and AP -3 for the
aprpceseingddr tmhsadtionsperforthed: o) die bhsinegses vsinhthealdress .

card 403 for example on the personal computers 41 61, 4162, and 4163

shown FuElGhe4. 5 RurHels tiomanager akibermal chimd09 georraies
AP management data 421, scrambles it, and stores it in the external

smemuzd 407 . Btef S BBRafhe applicatiageragemeAdids APl y@ddr the
AP-3 are 10 downloaded through the authentication units 4171, 4172,

pand-£1738tem theepprsohaycdaipalters 4164 , Wil 6fandihl 6Bad $ie-3AMi ve
chip 408. Step ST433: The user is issued the IC card 403 15 The IC of the

si&>cagelG8rsiaresiihe Key snfoamatjortlusadder tansadiibas by ile a6ar has
with the business contracted with.

to perform processing based on the parity address map fp.

The parity data "pl" is written in the address "fp (al)"

in the external memory 407.

When the parity processing unit 435 detects a parity
error, it halts the processing of the CPU 466 etc. to prevent
illiecit processing of the data or program. Note that the
content of the parity processing is not particularly limited.

{Pipeline Processing by Pipeline Processing Control
Unit 436]

In the present embodiment, for example, under the
control of the pipeline processing control unit 436, for
example, processing of the bus scramble unit 461 is divided
into a plurality of stages and a pipeline is formed using
the stages as units so as to enable the access time to the
external memory 407 as seen from the CPU 466 to be shortened.

That is, when not forming a pipeline, at least the
tii:a’e required for processing one encryption block is required
for-.ona access of the memory from the CPU 466 te the external

memory 407.

For example, if forming a pipeline for the processing
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Note that, the contract between the user and a business may also be
concluded after issuance of the IC card 403 20 through the Internet 410
etc. Step ST434: For example, when the user uses the personal computer
405 to access the server 402 through the Internet-410 to try to purchase a
product, the server 402 issues a proéégssing 25 request through the
Internet 410 to the ASP server 406. - 158 When the ASP server 406
pecevemadiBpdsangouabl & on e se1vandQ2dbaceassesiien a read
personal computer 405 through the Internet 410. Further, a processing
ineguesiig selabig dathe lCrcaii«lQ3daseadsirognthe cardiradey/ WHiter Ty
404 is transmitted through the personal computer 405, Internet 410, and
4R8P seyveeAQhgd e SR CHip408U Step TR J6e SAVLCBIP 408igher
selections an application program in accordance with the processing
artduests eceiveiimiciell Y Fooa34mnhamnaies thal selecisd appliratiQiies
program. In the execution of that application program, the SAM chip 408
eantl extefnahmdmerny-asmnaunicaledsmsedaa e nueessing afikedata
above-mentioned bus scramble unit 461. Step ST436: 15 The SAM chip _
o40& betpatkithesexecatiga1esidis oidihe agplicationpragiassiosthes ARy -,
server 406. FIG. 81 is a functional block diagram showing more
it is possible to eliminate the overhead of the encryption

and decryption processing.
For example, if considering the case where when the

time for the memory access is ignored, encryption of each

data is performed in three rounds such as with triple DES

or the iik.e, i clock is required for one round of encrypﬁion,
and Nc/Nb=1, the CPU 466 issues instrﬁctions designating
the addresses “al", "al+1l", and "al+2" for reading data
consecutively from the external memory 407.

At this time, three rounds of decryption become
necessary, and th-fee clécks are required fo:r; decrypting each
data.

If pipeline processing is not performed, as shown in
FIG. 79A, three clocks after the CPU 466 issues the first

read instruction, the data "e3 (d1}" read from the external

| memory 407 using the address "al" is decrypted three times

to obtain the data "dl" which is then input to the CPU 466.
Next, after another three clocks, the data "e3 {d2}" read

from the external memory 407 using the address "al+l" is
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specifically the function blocks of the SAM chip 408 shown in FIG. 67. 20

As shown in FIG. 81,.the SAM chip 408 is connected through an internal

bus 490 to a card I/F unit 491, ASP communication interface unit 460,

bus scramble unit 461, encryption/decryption unit 465, storage unit 463,

and CPU 466. 25 Part of the funétioh%%lf’the signature processing unit

159 462 and authentication processing unit 463 shown in FIG. 67 are for
dexargpitadatiba:by thei€F 1 d 66b Thé s Al hip 488 SkidWivinilelt i34 then

for example as shown in FIG. 82, may connect the card I/F unit 491
iegnniected theb GRUINMEB al Bas Y06 tamrRame tdyptiorittiaesmisbiorkisnit the

492 outside of the SAM chip 408 and transfer data with the 1C card 203
data nomgorntit) systemithfough dhantertra4@da mpftlhha-RF4 07 using the

reception/transmission unit 492. As explained above, according to the
achhnmenicoaibh2 10 systdae 49D Heydgivingsih e tabove -rhentibriedi lunctiensia ta

to the bus scramble unit 461 in the SAM chip 408, the following effects
“gi2"obthinel. Thattibeacconging td-¢hecbem@®Mickdibn system 401, itis

possible to store for example confidential data 15 relating to processing :

using tA&4E casd 40Blincen bheerdalt smémidty 4081 'a seedré diiiteis input

Further, according to the communication system 401,
to the CPU 466 nine clocks after the CPU 466 issues the first

read instruction.

As opposed to this, in the presént embodimenﬁ, the
pipeline processing contreol unit 436 converts the decryption
processing of the decryption unit 432 into pipeline
processing in three stages as shown in FIG. 79B using each
round as a stage.

bue to this, on the other hand, while it takes three
clocks from which the CPU 466 £first issues a read instruction
for the data corresponding to the address "al" to be input
to the CPU 466, subsequéntly data cqrresponding to the
addresses "al+l" and "al+2" are input successively fo the
CPU 466 évery clock.

- Due to this, all of the data "dl", "d2", and "d3" is

'ihput to the CPU 466 five clocks after the CPU 466 first

iééues a read instruction.
Note that, when the CPU 466 requests data of the address
"aZ" far from the address “"al" after "al", the data on the

pipeline is discarded and the data of the addresses "a2",
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by forming the processing of the bus scramble unit 461 into a pipeline, it
is possible for the SAM chip 408 to access 20 the external memory 407 at
a high speed. Further, according to the communication system 401, by
giving the bus scramble unit 461 a parity function, it is possible to improve
the reliability of the data read from- the éxternal memory 407. 25 Sixth
Embodiment - 160 The present embodiment is an embodiment

‘cepresponding stodherlh aarediof g iveption. [Related Art of Present
Embodiment] First, a computer for executing a transaction business 5

progrant sginges| G eaihefinralted aitatthepraseninioyention willhes

explained. FIG. 83 is a functional block diagram of a computer 501 used

in eIectmse_tﬂamgmot:ﬁ{%Jat@@'aafi:ewﬁte@%?@mg@g@ 83ific
shown in FIG. 83, the computer 501 has a CPU 502, memory 503, and

Sonyaeicaten selibad eGP UP Q4 dneipeniad3: hory 407, it

communication circuit 504 are connected to a CPU data bus 506. The

Helldl? yuheammuintigpLicuit 504 ale capReGigdelt hd Gildt this
address bus 507. The CPU 502 comprehensively controls the operation _
iof theeBFputanf b operdes besed o ipsustialef Adata, it becomes
easgy for an attacker to obtain beneficial (critical for the
operating side) data by focusing the attack on it.

To avoid this, in the present embodiment, the address

bus between the CPU 466 and SAM chip 408 is passed through

the bus scramble unit 461 and the address management unit

433 is made to scramble the addresses as well so as to make

it possible to prevent access to consecutive areas in the
external memory 407. This scrambling corresponds to the

above-mentioned map f£. If not scrambling the addresses, the

~map £ becomes a map of only the areas secured for the parity

data. For example "Va € [CPU address space], f(a) = (i+p) a".

- Here, p is the alignment size of the parity data.

Next, the overall operation of the communication

- system 401 shown in FIG. 64 will be explained.

FIG. 80 is a view for explaining the overall operation
of the comﬁunication system 401 shéwn in FIG. 64.

étep ST431:

The businesses 415_1 to 415_3 or a party requested

by these businesses produce the application programs AP 1,



10

15

20

25

program stored in the memory 503, and accesses the memory 503 during

its operation. 20 The communication circuit 504 communicates with the

IC card 508 by the contact system or noncontact system. In the contact

type, the IC card 508 and the communication circuit 504 are connected

by electrical contacts. Further, inthé hdncontact type, the IC card 508

and the communication 25 circuit 504 are connected through
rediomagencIvaves tlie Hdockghl ttg Fhae datanecaiaibiienpitedbrmed

card 508 through the communication circuit 504 is processed by the CPU

P2 He aboaiUaaee B4t RHPraRestne kride 408mps:- 58k ampikeron the
the data obtained by the processing by the CPU 502 is transmitted

paaghdhe conpataieatian eirauit ZsktetheakkacamsS08. Snsther ithe FIG.
CPU 502 writes the results of settlement generated by communication
anith the IC card 508 in the memory 10 503. FIG. 84 is a view for
explaining the software configuration of the CPU 502 shown in FIG. 83. In
FIG. 84rthechettommwst layrkigdhedardivaresayeichibat ispthegeardwaree s
component of the CPU 502 shown in FIG. 15 83. Above the hardware )
Aayerds pgatiened datomarmicatiopadbinerdayar, Thedoprnnpicatien in the
driver layer has positioned
external memory 407.

Step ST432:

The application prégrams AP 1, AP 2, and AP 3 are
downloaded through the au{:hentication units 417 1, 417 2,
and 417 3 from the personal computers 416_1, 416_2, and 416_3
to the SAM chip 408.

Step ST433:

The user is issued the IC card 403

The IC of the IC card 403 stores the key information
used for transactions by the user with the business
contracted with.

Note that, the contract between the user and a business
may also be concluded after issuance of the IC card 403
through the Internet 410 etc.

Step ST434:

For example, when the user uses the personal 'computer
405 to access the server 402 through the Internet 410 to

try to purchase a product, the server 402 issues a processing

request through the Internet 410 to the ASP server 406.
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in it a communication driver layer for controlling the communication circuit
504 connected to the CPU 502. The 20 program of the communication
driver layer is usually stored in a nonvolatile memory. Above the
communication driver layer is an operating system (OS) layer for
providing the program-forming the- fawalation for the operation of the
CPU 502. The OS layer 25 provides the highest application (Al') layer with

higher w164, GaNCeRsFELUCRRCONPAreLWAR Jag I%N(_?E@r).(grsss fx?% request

example, the later explained function "get card type () ", "read card data

£roRNtnWrile c3td:0aig)" are exanyues Fuiher,abave e QSJRVEIdS 405

an AP layer defining 5 the specific functions (services) realized by the

& ol ThehRaye 19s, RiSample A @e&gggw@%esmg
MAIN, AP1, AP2, and AP3. In the present embodiment, the explanation

24l De; giyansilustrating heyprewsion abseklement,r 08 A0ader /writer

transactions using the IC card 508 as the application program. For

fxample dpdhe S lever eRdARyieyehdhelunctan sfordatermining e,
type of the IC card 508 is defined by "get card type O ". 15 In the OS

HayerandeARlayeratie e ofhalG-cargle S@3 canbesneciivd by eadling
up this function. For example, assume that there are three types of IC
cards 588ethag#435

The SAM chip 408 selections an application program
in accordance with the processing request received at step
ST434 and executes that selected application program.

In the execution of that application program, the SAM
chip 408 and external memory 407 communicate based on the
processing of the above-mentioned bus scramble upit 461.

Step ST436:

The SAM chip 408 outputs the execution results of the

application program to the ASP server 406.

FIG. 81 is a functional block diagram showing more

'Spec:ifié:ally the function blocks of the SAM chip 408 shown

in FIG. 67.

As shown in FIG. 81, -the SAM chip 408 is connected
through an internal bus 490 toc a card I/F unit 491, ASP
communication interfaée unit 450; bus scramble unit 461,
Encrypfzion/deCryptioﬁ unit 465, storage unit 463, and CPU
.466.

Part of the functions of the signature processing unit



10

15

20

25

Types A, B, and C. The return values of the function for the IC cards 508

are defined as in FIG. 85. 20 For example, assuming that the Type B IC

card 508 is used, the return value of the result of execution of the

function "get card type O " becomes "2". Further, in the OS layer and AP
layer, "read data (*rp) is defined as the%uriction for reading data from the
internal 25 memory of the IC card 508. - 163 Here, "*rp" is similar in
ivhcapdoanpbpndrisaic @ apyoage singhowd that tFe filewingn FIG.
variable is a pointer variable, and "rp" shows a specific location in the
Giitemrs Femeyabihe Greatizosd \biverthep GEMhdi€fted, this 5 shows

the content of the "rp address” in the memory of the IC card 508. Assume
now thdthise SAdd rabilipeithysdioras datdF & sBdwniinF IS B Fargersiiown
assuming that "rp=102H", the return value of the function "read data (*rp)"
ivedofes SAH MY iefnnegostivte arrshdithE dma of 483" waMrected to
address". Further, in the OS layer and AP layer, "write data (*wp, wdata)"
thelefindenn e Rmetid? forterithny &farscepidand Adamssbition unit
internal memory of the IC card 508. Here, "*wp" is similar to the concept :
54 poisrtlde 19%hdelafitage ip HifcaesdiHar anes forovidd-sandsie the
is a pointer variable, and "wp" indicates a specific address of the internal
ﬁﬁeﬁﬁ?o?ﬂ% mcgrmg;%ﬁéﬁamq§em through an antenna 492a

of the RF reception/transmission unit 492,

As explained above, according to the communication
system 401, by giving the above-mentioned functions to the
bus scramble unit 461 in the SAM chip 408, the following
effects are obtained.

That is, according to the communication system 401,
it is possible to store for example confidential data
relating to processing using the IC card 403 in an external
memory 407 in a secure state.

Further, according to the communication system 401,
by forming the processing of the bus scramble unit 461 into
a pipeline, it is possible for the SAM chip 408 to access
the external memory 407 at a high speed.

Further, according to the communication system 401, -
by giving the bus scramble unit 46i-a parity function, it
is possible to improve the reliability of the data readnfrom_
the external memory 407.

Sixth Embediment
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indicated, the content of the wp address of the internal memory of the IC
card 508 is indicated. "wdata" is a variable 20 in the write data. Assume
now that the memory of the IC card 508 stores data as shown in FIG. 87.
Here, if "wp=102H" and "wdata=73H" and executing the function "write
data (*wp, ,wdata)", as shown in FIG587,the data of the "102H address"
of that memory is rewritten to "73H". 25 The application programs AP1,
AP2, afithd R8-sisamrt ieidbddiiterd defime epdrations:iot tramseetgrsrding
relating to different types of IC cards 508. The correspondence is shown
tin RiBe 83 SibH-I&6sBdcthecdptivatian peagranmMAIN is executed 5 first at
the time of startup of the computer 501. The application program MAIN
uses théRsbbyeearic ArdnedfuBekoren jeEsdrddpe=it 10 determine the
type of the IC card 508 used. The CPU 502 selects and executes the
correspandiny, applvatokerofrnerawetidagce trthnhe typeof theslithess
10 card 508 determined based on the correspondence table shown in
PEIGy88nIfumagmirgra SRuatiordinaghish 1€ batdsic 68 bf e Thpepresent
Type B, and Type C are handled by different businesses, the application
imvgredmonPRIAR2 hendexP3ataedoduced by 15 the individual
businesses. Further, the storage areas of the internal memory of the IC
card 508%4re Sharddsby theunpblicatich prbgrdmdi®Iram? odndAPGNPhd&er
application

501 used in electronic settlement of a related art of the
present invention.

As shown in FIG. 83, the computer 501 has a CPU 502,
memory 503, and communication circuit 504.

The CPU 502, memory 503, and communication circuit
504 are connected to a CPU data bus 506.

The CPU 502 and communication eircuit 504 are connected

to a CPU address bus 507.

The CPU 502 comprehensively controls the operation

of the computer 501, operates based on instructions of a

program stored in the memory 503, and accesses the memory
503 during its operation.
‘The communication circuit 504 communicates with the

IC card 508 by the contact system or noncontact system. In

the contact type, the IC card 508 and the communication

circuit 504 are connected by electrical contacts. Further,

-in the noncontact type, the IC card 508 and the communication

‘circuit 504 are connected through electromagnetic waves or



programs use portions assigned to them in advance. As explained above,
the application programs API, AP2, 20 and AP3 are produced by the
individual businesses, but sometimes there is an error in a program, an
application program of another business is read by a business with
malicious intent by an illicit program dféthat-business, or a storage area in
the IC card 508 for which one is not 25 allowed access is illicitly accessed.
1653n {Embediment of the Present Invention] FIG. 89 is a view of the
configuration of the computer 551 according to an embodiment of the

present Mveniata AW HtoBtihe qempuleaS6ddacrreléh the
552, 5 memory 553, communication circuit 504, judgment circuit 560, and

swilahaictieh HarectherCRbM552 cprrespansisdonihe eamputaliono2 in
circuit of the present invention, the memory 553 corresponds to the

steragriskhedt eithe present e niion: de il enpnmidaieation oEculk-&b4her,
corresponds to the communication circuit of the present invention, the
EislgMment £irewit 260 O rEBSPERES ia-the:eenneftiby cenkobrcutod the
present invention, and the switch circuit 561 corresponds to the

- eaaneation savdtchingaRikghl it ¢ dhe-praserd dwepdan.cixr-&hd CRd datte the
bus 506 has a CPU 552, switch circuit 561, judgment circuit 560, and
zomawdcaion circuit 504 connected to it.

Further, the CPU 502 writes the results of settlement
generated by communication with the IC card 508 in the memory
503.

FIG. 84 is a view for explaining the software
cénfiguration of the CPU 502 shown in FIG. B83.

In FIG. 84, the bottommost layer is the hardware layer,
that is, the hardware component of the CpPU 502 shown in FIG.
83.

Above the hardware layer is positioned a communication
driver layer. The communication driver layer has positioned
in it a communication driver layer for controlling the
communication circuit 504 connected to the CPU 502. The
program of the communication driver layer is usually stored
in a nonvolatile memory.

Above the communication driver layer is an operating
system (0S) layer for providing the program .forming the

foundation for the operation of the CPU 502. The 0S layer

. provides the highest application (AP) laver wi{:h higher
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The CPU data bus 506 corresponds to the transmission line of the

present invention. 20 Further, the switch circuit 561 is connected through

a memory data bus 562 to the memory 553. Further, the CPU address

bus 507 has a memory 553, judgment circuit 560, and communication

circuit 504 connected to it. 25 Whentfh® CPU 552 accesses the memory

553 or a peripheral 166 device outside of the computer 551 etc., the CPU
aritresst Isus: 5@ ¢drmrsmits aPii AD R sk Olving thezgdsiress il a8 L e,
the communication circuit 504 and IC card 508 given the same reference
Humértsasaenle1 8 dré e 5isambged-thesedetpipiaed)ift FICr83d card
Further, the CPU 552 has the software structure as explained above
dsstrrg RIG'. 84 nkhat vg; Bsctheapgdlication pyograms ARbrieand AP3,

ones which define processing for transactions relating to three types of IC
cards 588 id=that mhdypetheBoand &y care iisednThA® datgyrecelefining
from an IC card 508 through the communication circuit 504 is processed
HyetherERWUHE? mactdraacd settva pecgramestbiedth e mbmorpdp8ter
Further, the data obtained by the processing by the CPU 552 is 15
Sfehsniihed A tHea i vaklE08 traughctrrdommapichiion tdirouitb0dgramns
Further, the CPU 552 writes the result of settlement
MAIN, APL, AP2, and AP3.

In the present embodiment, the explanation will be
given illustrating the provision of settlement or other
transactions using the IC card 508 as the application
program.

For example, in the 0S8 layer and AP layer, the function
for determining the type of the IC c'arci 508 is defined by
Y"get card type ()".

In the OS layer and AP layer, the type of the IC card
508 can be spec’ified by calling up this function. For example,
assume that there are three types of IC cards 508, that is,
Types AR, B, and C. The return values of the function for
the IC cards 508 are defined as in FIG. 85.

For example, assuming that the Type B IC card 508 is
used, the return value of the result of execution of the -
function "get card type ()" becomes "2".

Further, in the O0S layer and AP layer, "read data (*zrp)"

is defined as the function for reading data from the internal

memory of the IC card 5408.
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generated by communication with the IC card 508 in the memory 553. 20

The switch circuit 561 switches the CPU data bus 506 and memory data

bus 562 between the connection state and disconnection state based on

a judgment result signal S560 from a judgment circuit 560 (control signal

of the present invention). 25 Further, XA CPU 552 executes the

instructions (codes) - 167 of the programs of the OS layer, program

MAIN, aHewpplitdtgrt' pregraims ARL AR2candAP8 shownpio EhEedd in the
fetched (read) from the memory 553. The CPU 552, in accordance with

the ergoution, of Hbosh dvimsthuctiddse garklates g instrustidretypea pointer
instructing signal S552a, executing AP instructing signal S552b, and if
Neceszshiea calldd" AR Instwstm st $552¢ amdaduitpotsi thédeetd thisernal
judgment circuit 560. Here, the instruction type instructing signal S552a

e yignal frldicalilgaeih&dRhicHinéthe' fetgh insrudnehi,cetdd, this
instruction, and write instruction the CPU 552 executed. Here, the fetch
pheHetidihe arvinbtattion forfthe "CP USSR msietch-thetihstraetormgodef the
through the CPU data bus 506. 15 The read instruction is an instruction _
foF the P B0852R6 sune daew tiplvaghtthe GRUadata bus=586: {1 ebwrites data

instruction is an instruction for the CPU
as shown in FIG. 86.

Further, if assuming that "rp=102H", the return value
of the function "read data (*rp)}" becomes "56H" and it is
possible to read the data of the "102H address".

Further, in the O0S layer and AP layer, "write data
(*wp, wdata)" is defined as the function for writing data
at a specific address of the internal memory of the IC card
508. Here, "*wp" isg similar to thercqncept of a pointer in
the C language, "*" indicates that the following variable
is a pointer variable, and "wp" indicates a specific address
of the internal memory of the IC card 508. When "*wp" is

indicated, the content of the wp address of the internal

-menory of the IC card 508 is indicated. "wdata" is a variable

in the write data. Assume now that the memory of the IC card
508 stores data as shown in FIG. 87. Here, if "wp=1l02H" and

"wdata=73H" and executing the function "write data (*wp,

wdata)", as shown in FIG. 87, the data of the Y102H address"

of that memory is rewritten to "73H",.

The application programs APl, AP2, and AP3 shown in
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552 to write data through the CPU data bus 506. Further, the executing
AP instructing signal S552b 20 is a signal showing of which program the
instruction being executed by the CPU 552 belongs in the instructions of
the application programs APi, AP2, AP 3y and MAIN and OS programs
shown in FIG. 84. The called AP instructing signal S552¢ shows which 25

rogram of the application programs API, AP2, AP3, and MAIN 168 and
%ggproafgarﬁ‘?ﬁ?é‘ﬁ'o%?&ﬁaiﬁbﬁﬁlé Fote ExpasArEliBRSHEABAGSHREN tO
program module being executed by the CPU 552 calls up another

ot&h o tirter the TPLF 552 thaldthe e PERGRANIR™STS AfidsBown

its ogpration when as explained later the switch circuit 561 enters a
dRcETfectiBA state. Next, the judgment circuit 560 will be explained in
detail. The judgment circuit 560 generates a judgment result 10 signal

S560 bas8d bhheHstrittorPHBE TRtk ARg RIS B53P i § s executed

executing AP instructing signal S552b input from the CPU 552 and the
Eidiets hUADH HPt HroH ISR aHRFeSRSEFr5iihe TIU

552 and outputs this to the switch circuit 561. 15 FIG. 90 is a view of the =~ -
BERbrRiohosy REJIEGRMP Bl bR eBoRIR AP RVEC Rt Angd fiipc tion

FIG. 90, the judgment circuit 560 has a
"get card té%e ()" to determine the type of the IC card 508

used. The CPU 502 selects and executes the corresponding
application program in accordance with the type of the IC
card 508 determined based on the correspondence table shown
in FIG. 88.

If imagining a situation in which IC cards 508 of the
Type A, Tfpe B, and Type C are handled by different businesses,
the application programs APl, AP2, and AP3 are produced by
the individual businesses. Further, the storage areas of
the internal memory of the IC caxd 508 are shared by the
application programs APL, A?Z, and AP3. The épplication
programs use portions assigned to them in advance.

As explained above, the application programs AP1, AP2,
and AP3 are produced by the individual businesses, but
sometimes there is an error in a program, an applicétion

program of another business is read by a business with

malicious intent by an illicit program of that business,

or a storage area in the IC card 508 for which one is not

allowed accessg is illicitly accessed.
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selection circuit 570, fetch judgment circuit 571, read judgment circuit

572, and write judgment circuit 573. 20 The selection circuit 570 connects

the switch 574 to one terminal of the terminals 5751, 5752, and 5753

based on the instruction type instrt_;cthn signal S552a input from the

CPU 552 shown in FIG. 89. Specifically, the selection circuit 570 connects

the 25 switch 574b to the terminal 5751 when the instruction type - 169
instructind-&gASSSTd, pllicthes BrerantstinryienrtiBudto this, the

fetch judgment result signal S571 output from the fetch judgment circuit

571 is odipGr-tHf8uyh hEievipll SEs1certsointrtionsafietheymenputer
result 5 signal S560 from the judgment circuit 560 to the switch circuit

561 FAffRF RS cleivh cebrdmenhnedisthe smerests fnention.
terminal 575.2 when the instruction type instructing signal S552a

indicate& réR®WtRHEASL0 Blie thhRiscomprebejul§hehersult@ghdi52 .,
5572 output from the read judgment circuit 572 is output through the
f&ﬁ*ﬁﬁrﬁ?agﬁs% aRPERRA SFEiLT feghie G suk digRarss6o Fomni the 60
judgment circuit 560 to the switch circuit 561. 15 Further, the selection
BRIttt tswifth- 574 to the terminal 5753 when the

instruction type instructir‘ljg signal S552a indicates a write instruction.
Here, the CPU 552 corresponds to the computation

circﬁit of the present invention, the memory 553 corresponds
to the storage circuit of the present invention, the
communication circuit 504 corresponds to the communication
circuit of the present invention, the judgment circuit 560
corresponds to the connection control circuit of the present
invention, and the switch circuit 561 corresponds to the
connection switching circuit of the present invention.

The CPU data bus 506 has a CPU 552, switch circuit
561, judgment_éircuit 560, and communication circuit 504
connected to it.

?he CPU data bus 506 corresponds to the transmission
line of the present invention.

Further, the switch circuit 561 is connected through
a memory data bus 562 to the memory 553.

Further, the CPU address bus 507 has a memory 553,
Judgment circuit 560, and communication ciracuit 504
connected to it.

When the CPU 552 accesses the memory 553 or a peripheral
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Due to this, the write judgment result signal S573 output from the write
judgment circuit 573 is output through 20 the terminal 5753 and switch

574 as the judgment result signal 5560 from the judgment circuit 560 to

the switch circuit 561. The fetch judgment circuit 571 uses the executing

AP instructing signal S552b, called AP énstructing signal S552c¢,. 25 and
address CPUJADR input from the CPU 552 to generate the 170 fetch
ugghaentsaslt dignalfSThe andmpiyid e tiSiS 1owaskel. thectesmirz Sd8d0és s
the selection circuit 570. FIG. 91 is a view of the configuration of the fetch
Judgnsait cirewih Snil showndpUFIEDROshAsisipwihia BlddSds the fetch
judgment circuit 571 has a storage unit 5811 and judgment unit 5821.

The stomgeruat 58%), sttresdbmiewhaccess raigewietinitpldatab84l card
and fetch inter-AP call relation defining data 58. 10 The fetch access

sy eyilefringidata Sid Ldefimeantne acdtiessdsimtieimenary 358 are the
accessible when the CPU 552 is executing the fetch instruction for each
sase \dherathes&€ RixH b3 inededutingnerogadns of the OS layer and
application programs MAIN, API, AP2, and AP3 shown in FIG. 84. 15

FIG. 92 ws:avlew:f,orexplahmug 5 fdtels atbesssrafigeadefinitgdataire as

- 5841. The column (vertical) direction in FIG. 92 shows the

explained above using FIG. 84. That is, ag the appllcatlon
programs APL, AP2, and APB; ones which define processing

for transactions relating to three types of IC carxrds 508,
that is, Types A,.B, and C, are used.

The data received from an IC card 508 through the
communication circuit 504 is processed by the CPU 552 in
accordance with a program stored in the memory 553. Further,
the data obtained by the processing by the CPU 552 is
transmitted to the IC card 508 through the communication
circuit 504,

Further, the CPU 552 writes the result of settlement
generated by communiéation with the IC card 508 in thé memory
553 .

The switch circﬁit 561 switches the CPU data bus 506
and memory data bus 562 between the connection state and
disconnection state based on a judgment.result signal S560
from a judgment circuit 560 (control signal ef the present
invention) .

Further, the CPU 552 executes the inastructions (codes}
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programs of the OS layer and the application programs MAIN, AP1, AP2,
and AP3 shown in FIG. 84. 20 The "FROM" in the row (horizontal)
direction shows the start address of the storage area in the memory 553
where storage of the program of Ehel o;rre_sponding column is allowed.
The "FROM" in the row direction shows the start address 25 of the
address range of the. memory 553 where the program - 171 of the

- 2brFdsBRaBgEBuRH I8BRdd Hetesp A arOM i the 1o\ apedibRation

shows the end address of the address range of the memory 553 where
RO FFGRantOF théBSrredpchddiRg coRfHR is-BIGHST aBledetbgd (read)

example, the application program APi is allowed access to the range of
kremdihessBemgo0IPED - "2FFFH" of the memory 553. The fetch inter-AP
call relation defining data 5851 shows the combinations of programs to
which pF&Gdns théddles* RoARRREFARF BechbdHisneoreGiitiiteIghg those
when a program module is called up when the CPU 552 is executing a

e hrivstiensh. Iene33La%idR (dnSigramhy e WReR idRrhpiching
relation defining data 5851. 15 The column direction of FIG. 93 shows the
HHGAMIS B e OBIBFEEIRT PRI CRDIPHGE T RiETR2APP XL - afidd

AP3 shown in FIG. 84. ) .
if necessary a called AP instructing signal $552c and outputs

these to the Jjudgment circuit 560.

Here, the instruction type instructing signal S§552a
is a signal indicating whether which of the fetch instruction,
read instruction, and write instruction the CPU 552 executed.

Here, the fetch instruction is an instruction for the
CPU 552 to fetch the instruction codes through the CPU data
bus 506.

The read instruction is an instruction for the CPU
552 to read data through the CPU data bus 506.

The write instruction is an instruction for the CPRU
552 to write data through the CPU data bus 506.

Furthei:, the executing AP instructing signal S552b
is a signal showing of which program the instruction being
exec:u.tad by the CPU 552 belongs in the instructions of the
application programs APl, AP2, AP3, and MAIN and OS5 programs
shown in FIG. B%4.

‘The called AP instructing signal S552c shows which

 program of the application programs APl, AP2, AP3, and MAIN
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The row direction of FIG. 93 shows the programs of the Os layer and
application programs MAIN, APi, AP2, and 20 AP3 shown in FIG. 84. The
intersecting positions of the columns and rows show whether a program
module of a program of the corresponding column is allowed to call up a
program module of a program of the £®fresponding row. The "o" indicates

25 that call up is allowed, while the "x" indicates that callup - 172 - is not
alloived horeyaane thregragramduleiafiibeappibatiaa yrogeam ARition
is allowed to call up a program module of an OS program, MAIN, and
apqlisaten yieg a3y hith insaud allbwed dowad dipta: drégrabhenaiie 552
of the application program AP2. The judgment unit 582_1 judges if the
address G b ADR s ipohddpckin theddléess range of the memory 553
defined by the "FROM" and "TQO" of the column shown in FIG. 92 10
correspandlirtthtartheireq e irgicathe by sha-kxe QRINGIAR ainbirgcti®p and
signal S552b based on the executing AP instructing signal S552b and
dddresp &Rt AR wipeh fram thep CRPLLEE2 Shown itkdGs83 bnl tha rouit
fetch access range defining data 5841 read from the storage unit 5811.

B% Wherntieidging asitiminelutiednn siatfedgment, the judgment unit

5821 for example generates a fetch judgment result signal 5571
instructimtzgannedtien andgment circuit 560 will be explained in
detail.

The judgment circuit 560 generates a judgment result
signal 8560 based on the instruction type instructing signal
S552a and executing AP instructing signal S552b input from
the CPU 552 and the address CPU_ADR input through the CPU
address bus 507 from the CPU 552 and outputs this to the
switch circuit 561,

FIG. 90 is a view of the configuration of the judgment
circuit 560 shown in FIG. 89,

As shown in FIG. 90, the judgment circuit 560 has a
selection circuit 570, fetch judgment circuit 571, read
judgment circuit 572, and write judgment circuit 573.

The selection c¢ircuit 570 connects the switch 574 to
one terminal of the terminals 575_1, 575_2, and 575_3 based
on the instruction type instructing signal S552a input from
the CPU 552 shown in FIG. 89.

Specifically, the selection cirxcuit 570 connects the

switch 574b to the terminal 575 1 when the instruction type
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outputs it toward the terminal 5751 of the selection circuit 570 shown in

FIG. 90. 20 On the other hand, when judging that it is not included in that
judgment, the judgment unit 5821 generates for example a fetch

judgment result signal 5571 instructingﬁdisconnection (break) and outputs

it toward the terminal 5751 of the selédnircuit 570 shown in FIG. 90.

25 Further, when a program module of a program being 173 executed by

the SR SERnglls ipre bra3fsRansddiasi tasther fproghanptieruction.
judgment unit 5821 judges if that callup is allowed by the combination

shown bdse fetch-inter,ARhall freetattomidelgimen tatecs8 Bl tshoigmmlFISs 71
93 based on the 5 executing AP instructing signal S552b and called AP
iastkiretih o sigmat-BE50e ipu tifegigrthe ICRLEER21 $h6W insFGLBa anchrough
the fetch inter-AP call relation defining data 5851 read from the storage '
diiesSEeryihed i d thand isalidwdd fivthaa pidgneenjuiigné t result
judgment unit 5821 for example generates a fetch judgment result signal
SEANAstr8&hTYy dorarectibe anddutsuts this rowitd Ffdtcrmindi&75& 0éch
the selection circuit 570 shown in FIG. 90. On the other hand, when
jadginyikaSieh-not allowed 15 in that judgment, the judgment unit 5821
generates for example a fetch judgment result signal S571 instructing
disconndttishhigm-otitpats tis wdvianl tieemhin&M7§bnnects the switch

574 to the terminal 575é2 when the instruction type

instzﬁcting signal S552a indicates a read instruction.
Due to this, the read judgment result signal S572

ocoutput from the read judgment circuit 572 is output through

the terminal 575 2 and switch 574 as the judgment result

‘signal 5560 from the judgment circuit 560 to the switch

circuit 561.
Further, the selection circuit 570 connects the switch
574 to the terminal 575 3 when the instruction type
iﬁstructing siénal S552a indicates a write instrﬁction.
Due to this, the write judgment result signal S573
bﬁtput;from the write judgment circuit 573 is output thr&ugﬂ'

the terminal 575 3 and switch 574 as the judgment result

signal S560 from the judgment circuit 560 to the switch

circuit 561.
The fetch judgment circuit 571 uses the executing AP
instructing signal $552b, called AP instructing signal S552c,.

and address CPU_ADR input frow the CPU 552 to generate the
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of the selection circuit 570 shown in FIG. 90. The read judgment circuit
572 uses the executing AP 20 instructing signal S552b, called AP
instructing signal S552¢, and address CPU ADR input from the CPU 552
to generate the read judgment result signal S572 and outputs this toward
the terminal 5752 of the selection circui?§706. FIG. 94 is a view of the
configuration of the read 25 judgment circuit 572.shown in FIG. 90. - 174

Aeeahen/midgie:9d, thasiepd j4dgment et i NasahalPRa8, 414t 88kara

2 and judgment unit 5822. The storage unit 5812 stores the read access

ramge elefiningdate i842 and rend inler LR galhrelation definig 5 data

5852. The read access range defining data 5842 defines the addresses in
the memeryeasdacaassle-ndendlre GRU 53243 AXLLYIRK L84 he Fotch

instruction for each case where the CPU 552 is executing programs of

the@pulayer angd sppicaipn ABoke0ramsYAINgAPI, AP2, and AP3
shown in FIG. 84. FIG. 95 is a view for explaining the read access range

defining dada£ifidhdn ThA colteNN Hrerticalhdisention iR fdGnanshaysdis e s71
programs of the OS layer and the application programs MAIN, 15 AP1,

AR andARZ shewans £1G884 1Than FRQMR e tav thasizenial)
direction shows the start address of the storage area in the memory 553
where The storage unit 581 1 stores the fetch access range
defining data 584 1 and fetch intexr-AP call relation defining
data 58. |

The fetch access range defining data 584 1 defines
the addresses in the memory 553 accessible when the CPU 552
is executing the fetch instruction for each c_asé where the
_CP{}’ 552 is executing programs of the 0S5 layer and application
programs MAIN, APl, AP2, and AP3 shown in FIG. 84.

FIG. 892 is a view for e:_cplaining the fetch access range
defining data 584_1.

The column {vertical) direction in FIG. 92 shows the
programs of the 0S layer and the application programs MAIN,
#PI, AP2, and AP3 shown in FIG. 84.

The "FROM" in the row (horizontal) direction shows

the start address of the storage area in the memcry 553 wheré_

- storage of the program of the corresponding column is

allowed.
The "FROM" in the row direction shows the start address

of the address range of the, memory 553 where the program
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storage of the program of the corresponding column is allowed. 20 The
"FROM" in the row direction shows the start address of the address range
of the memory 553 where the program of the corresponding column is
allowed access. The "TO" in the row direction shows the end address of
the address range of the memory 553 WHere the program 25 of the
corresponding column is allowed access. 175 The read inter-AP call

relatioheledibingedqia b85R gshavisuthe Gambinatiwesiohpi@asams to which
program modules which may call from or be called from belong when a

program Theduleds catied:up When e (R Do isIeXesURadedd Ridress
instruction. FIG. 96 is a view for explaining the read inter-AP call relation

aeffinitgedaidhibls ThawghnaF diadliceald . S6shans e dHeIRRY ramn
of the OS layer and application programs MAIN, APi, A22, 10 and AP3
shbwirhia RiGr Bdspbadaudglirestiamal EK>. 061 shaws thesaregrams of the
OS layer and application programs MAIN, APi, AP2, and AP3 shown in

FIG. 84. Fbe intessqetiag pesiioasef e eqlumns:angd-tawnBd SSOVe1 1 owed
whether a program module of a program of the corresponding column is

allovesitotoalltipa piegians Moghle i @pregam d 00 80TespOnERgH" of
row. The "0" indicates
the memory 553.

The fetch inter-AP call relation defining data 585 1
shows the combinations of programs to which program modules
wHiCh may be called from or called beiong when a program
module is called up when the CPU 552 is executing a fetch
instruction.

FIG. 93 is a view for explaining the fetch inter—AP
call relation defining data 585 1.

The column direction of FIG. 93 shows the programs
of the 0S layer and application programs MAIN, APLl, AP2,
and AP3 shown in FIG. 84.

The row direction of FIG. 93 shows the programs of
the OS layer and application programs MAIN, APl, AP2, and
AP3 shown in FIG. 84.

The intersecting positiqns of the columns and rows
show whethei a program module of a program of the
corresponding column is allowed to call up a program module
of a program of the corresponding row. The "o indicates

that call up is allowed, while the "x" indicates that callup
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that callup is allowed, while the "x" indicates that callup is not allowed. 20
The judgment unit 5822 judges if the address CPU ADR s included in the
address range of the memory 553 defined by the "FROM" and "TO" of the
column shown in FIG. 95 corresponding to the program indicated by the
executing AP instructing signal S552b”ased on the executing AP 25
instructing signal S552b and address CPU ADR input from the - 176 CPU
552 shdwa i 6#@d89 and the read access range defining data 584 2

read from the storage unit 5812. When judging that it is included in that
judgmerife thegrignient Umirs83Pfamexaxiplegerforates apgsdijoagment

5 result signal S572 instructing connection and outputs it toward the
teronnalb 782 b ite sdlbowenricitauitsd(. shpva pdea@E: 90, udthiothd an
hand, when judging that it is not included in that judgment, the judgment

Qfit 82y generadtdd for dddxapple aadad judognegrnans@PSignbh$51z not
instructing disconnection (break) and outputs it toward the terminal 5752
eflthewedk thonahtuipsd @ showamakdGu D . oE urine @ prinkixa priogmgprog ram
module of a program being executed by the CPU 552 calls up a program
Addule of another 15 program, the judgment unit 5822 judges if that

callup is allowed by the combination shown by the read inter-AP call

relation &fninydmes852rshbwWalih LG usRisasdd orhtheaddress CPU_ADR

is included in the address range of the memory 553 defined
by the "FROM" and "TO" of the column shown in FIG. 92
corresponding to the program indicated by the executing AP
instructing signal S$552b based on the éxecuting AP
instructing signal $552b and address CPQ_ADR input from the
CPU 552 shown in FIG. 89 and the fetch access range defining
data 584;1 read from the storage unit 581 1.

" When judging that it is included in that Jjudgment,
the judgment unit 582 1 for example generates a fetch
judgment result signal §571 instructing connection and

outputs it toward the terminal 575 1 of the selection circuit

570 shown in FIG. 90.

On the other hand, when judging that it is not included
in that judgment, the judgment unit 582 1 generates for
example a fetch judgment result signal S571 ;i.nstruct-i.ng
disconnection (break}) and outputs it toward -the terminal
5;75_._1 of the selection circuit 570 shown in FIG. 90.

Further, when a program module of a program being
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executing AP instructing signal S552b and called AP instructing signal

S552c¢ input from the CPU 552 shown in 20 FIG. 89 and the read inter-AP

call relation defining data 5852 read from the storage unit 581-2. When
judging that it is allowed in that judgment, the judgment unit 582_2 for
example generates aread judgment /&8It signal S572 instructing

connection and outputs this 25 toward the terminal 5752 of the selection
circeit Bres hgwhhley Crin 553. 80108 the athsr bgndmheajudging thabither
is not allowed in that judgment, the judgment unit 5822 generates for
exaniens, retitud gagat tasulimign B &5 72 InsaddngiFdissarneddionup is
and outputs this toward the terminal 575 2 of the selection circuit 570
stidwwvindFiy. $hel bembsie jtdogrmesheikanithy T HecEa-RXQRHNG AR a1l
instructing signal S552b, called AP instructing signal S552c and address
CRU=ARRnNderfairifedaRy Hstoganssae the Hrelitapdgasd on the
result signal S573 and outputs this toward the terminal 5753 of the
selectioni ¢iec UMES Ah $4Gu8ting viewsahhesumdigusatione{the arike
judgment circuit 573 shown in FIG. 90. As shown in FIG. 97, the write
fudlghment:titagt 5ZgnkEBh&s axstorhgpunittatds ailthjudgmensankR8¥A. in
The storage unit 5813 stores the write access range defining data 5843
anGwrig® irted AbhealFectationi dedinthP call relation defining data

585 1 read from the storage unit 581 1.
When judging that it is allowed in that judgment, the

judgment unit 582 1 for example generates a fetch judgment

result signal S571 instructing connection and outputs this

toward the terminél 575 1 of the selection circuit 570 shown
in FIG. 90.

On the other hand, when judging that it is not allowed
in that judgment, the judgment unit 582 1 generates for
example a fetch judgment result signal S$571 instructing

disconnection and outputs this toward the terminal 575 1

~of the selection circuit 570 shown in FIG. 90.

The read judgment circuit 572 uses the executing AP
instructing signal $552b, called AP instructing signal §552¢
and address CPU_ADR input from the CPU 552 to generate the

read judgment result signal $572 and outputs this toward

. the terminal 5?5_2 of the selection circuit 570.

FIG. 94 is a view of the configuration of the read

judgment cirxcuit 572 shown in FIG. 90.

f
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data 585.3. The write access range defining data 584 3 defines 20 the
addresses in the memory 553 accessible when the CPU 552 is executing
the write instruction for each case where the CPU 552 is executing
programs of the OS layer and application programs MAIN, API, AP2, and
AP3 shown in FIG. 84. FIG. 98 is a-vig#4for explaining the write access
range 25 defining data 5843. 178 The column (vertical) direction in FIG.

98 showashenyegraims pithe @3 layelandihe SRRIGRUONRPODIRNSt 572
MAIN, API, AP2, and AP3 shown in FIG. 84. The "FROM" in the row

thosizantehddicagdionshewssd the stait 3ddigesakthensieragg-area in the

memory 553 where storage of the program of the correspondirig column

is allowegtieT ha:5:RQM"dm ihe KWy diregtionshowsheslad agddiesss Okange
the address range of the memory 553 where the program 10 of the

eeiraspnnging calwnn i2alawed-acressedReAP Qalthed P AIRCUINE i ning
shows the end address of the address range of the memory 553 where
thetprogesn 2of the corresponding column is allowed access. The write
inter-AP call relation defining data 5853 15 shows the combinations of

programeie whish pregrass medies dulrich 1Ry galker becafieddiomes the
belong when a program module is called up when the CPU552 is

axenidingess read tHdruRlNBry 553 accessible when the CPU 552 is
executing a read instruction for each case where the CPU
552 is executing programs of the 0S layer and application
programs MAIN, APl, AP2, and AP3 shown in FIG. B84.

FIG. 95 is a view for explaining the read access range
defining data 584 2,

Tﬁe column (vertical} direct:ion in FIG. 95 shows the
programs of the 0§ layer and the application programs MAIN,
AP1, AP2, and AP3 shown in FIG. 84,

The "FROM" in the row {horizontal) direction shows
the start address of the storage area in the mexﬁqry 553 where
sf:orage of the program of the corresponding column is
allowed..

The "FROM" in the row direction shows the start address
of the address range §f the memory 553 where the program
of the corresponding column is allowed acce.;ss..

The "TO" in the row 'di.-rection shows the end address
of the address range of the memorir 553 where the program

of the corresponding column is allowed access.
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FIG. 99 is a view for explaining the write inter-AP call relation defining
data 5853. 20 The column direction of FIG. 99 shows the programs of the
OS layer and application programs MAIN, API, AP2, and AP3 shown in
FIG. 84. The row direction of FIG. 99 shows the programs of the OS layer
and application programs MAIN, APi, AP, and 25 AP3 shown in FIG. 84.
179 The intersecting positions of the columns and rows show whether a

programTheduleadamegranaef the: covesanding gekmn ispllawed 8gs -
call up a program module of a program of the corresponding row. The "o

isHisatex-h éhaleallipde abowed rwhiledhams iDdisatesth Y YRn Sl u1es
allowed. The judgment unit 582_3 judges if the address CPU ADR is

whlLdRdna jhe-addressdange Mdhedmeearypa’ dsiineqbyike FRM g ram
and "TO" of the column shown in FIG. 98 10 corresponding to the

plegiars indicaied hydhaexeruiNG-AR Mstyusting signakSandh Rased QRaq
the executing AP instructing signal S552b and address CPU ADR input
framthaec€RPbh52 shown in FIG. 89 and the write access range defining
data 5843 read from the storage unit 5813. 15 When judging that it is

includedrim¢hatgadgraest, vthequmeakwlh%&%&)r%nm&e&%{@@-z\p
a write judgment result signal S573 instructing connection and
call relation defining data 585_2.

The column direction of FIG. 96 shows the programs
of the OS layer and application programs MAIN, AP1, APZ,
and AP3 shown in FIG. 84.

The row direction of FIG. 96 shows the programs of
the 0S8 layer and a?plication programs MAIN, AP1, AP2, and
AP3 shown in FIG. 84. |

The intersecting positions of the columns and rows
show whether a program module of a program of the
corresponding column isg éllowed to call up a program module
of a program ofbthe corresponding row. The "o" indicates
that callup is allowed, while the "x" indicates that callup
is not allowed.

The judgment unit 582 2 judges if the address CPU_ADR
is included in the address range of the memory 553 defined
by the "FROM" and "TO" of the column shown in FIG. 95
corresponding to the program indicated by the executing AP
instructing signal'3552b based on the executing AP

instructing signal S$552b and address CPUMADR.input"from,the
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outputs it toward the terminal 5753 of the selection circuit 570 shown in
FIG. 90. 20 On the other hand, when judging that it is not included in that
judgment, the judgment unit 582_3 generates for example a write
judgment result signal S573 instructing disconnection (break) and outputs
it toward -the terminal 5753 of the seletfion circuit 570 shown in FIG. 90.
25 Further, when a program module of a program being - 180 executed

byetieSSR Ushazrfialis: Up meRragragh anoghie pEaROHEE Y RH AN e Fining
judgment unit 5823 judges if that callup is allowed by the combination

show 5B thewritesiater AR call o elativndalining ¢atgdBs3 shown in FIG.
99 based on the 5 executing AP instructing signal S5526"and called AP

instructinghsignahifidegnpHbionthe LR Sheslowhine iz 8althent

the write inter-AP call relation defining data 5853 read from the storage

urlitbgidgien judging sizatdt fvallewsddn &gbivdarent 18l judgment

judgment unit 5823 for example generates a write judgment result signa

SEARINSIreeidRg QO ETHOnaataliRI sdhiSo e d 1be inY S753¢f it
the selection circuit 570 shown in FIG. 90. On the other hand, when

jtdgiagdahené isaahaiares7$5 in drative gregric hRdNgmant YRItSRR chown
generates for example a write judgment result signal 5573 instructing

discarreection and outputs this toward the terminal 5753

On the other hand, when judging that it is not included
in that judgment, the judgment unit 582 2 generates for
example a read judgment result signal S572 instructing
disconnection (break) and outputs it toward the terminal
575 _2 of the selection circuit 570 shown in FIG. 90.

Further, when a program module of a program being
executed by the CPU 552 calls up a program module of another
program, the judgment unit 582 2 judges if that callup is
allowed by the combination shown by the read inter-AP call
relation defining data 585 2 shown in FIG. 96 based on the
executing AP instructing signal S$552b and called AP
instructing signal_8552c input from the CPU 552 shown i#
FIG. 89 and the read inter-AP call relation defining data
585_2 read from the storage'unit 581;2.

When judging that it is ailowedAin that judgment, the

judgment unit 582 2 for example generates a read judgment

result signal S572 instructing connection and outputs this

toward the terminal 575 2 of the selection circuit 570 shown
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of the selection circuit 570 shown in FIG. 90. Next, the selection circuit
570 will be explained. 20 The selection. circuit 570 connects the switch
574 to one of the terminals 5751, 5752, and 5753 based on the
instruction type instructing signal S552a from the CPU 552. Specifically,
when the instruction type instructing signal-S552a indicates a fetch
instruction, the selection 25 circuit 570 connects the switch 574 to the
tesminat 5764 181 and outputs the fetch judgment result signal 5571 as
the judgment result S560 to the switch circuit 561. Due to this, the

connectigh/diseoBrgiomahde §Mﬁhﬂr&a5{.§é leiga £0Roled Byt 1 owed

fetch judgment result signal 5571. 5 Further, when the instruction type

nstresling sigagheRb2a dMlicaleaadead insiiuctiops the spledtiondicut, -
570 connects the switch 574 to the terminal 5752 and™outputs the read

resutesianghRifdaasthedydgrpent gouk 860 tostheWileh; ng

circuit 561. Due to this, the 10 connection/disconnection of the switch

digokleisccontralied yuhedead dudamenkreslt signatazid nEurthes o

when the instruction type instructing signal S552a indicates a write

istruakionsdhe selestior: cireut 6790PNNestshe SVieQ 57ddto the
terminal 5753 and outputs 15 the write judgment result signal S573 as the

judgmentreswi i3R5 05 iedhaailchiGeuil 6647 Pussodhi @ xecuting AP
connection/disconnection of the switch circuit 561 is

instructing signal $552b, called AP instructing signal S552c
and addréss CPU_ADR input from the CPU 552 to generate the
write judgment result signal 8573 and outputs this toward
the terminal 575 3 of the selection circuit 570.

FIG. 87 is a view of the configuration of the write
judgmept circuit 573 shown in FIG. 90.

"As shown in FIG. 97, the write judgment circuit 573
has a storage unit 581 3 and judgment unit 582 3.

The storage unit 581 3 stores the write access range
defining data 584 3 and write inter-AP call relation defining
data 585_3.

The write access range defining data 584 3 define_s
the add're.sses in the memory 553 accesgible when the CPU 552

is executing the write instruction for each case where the

- CPU 552 is executing programs of the 0S layer and applicatibn

- programs MAIN, APl, AP2, and AP3 shown in FIG. 84.

FIG. 98 is a view for explaining the write access range

defining data 584 3.
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controlled by the write judgment result signal 5573. Next, examples of the
operation of the computer 551 20 will be explained. [First Example of
Operation] Next, an example of the operation where the computer 551
executes a fetch instruction in the process of execution of a program
module of the application program_AR% @nd 25 designates the address
"2100H" of the address memory 553 - 182 - will be explained. In this case,
a CPU ARR indi 9 %10Qx' ro S the CPU addr 07 and

2 ng@m q; %{égfa |ndp catlng %stc%ch in the

an instruction type mstructlng S|gn struc?on

| S552b indicating AP t
R e e T

to the ju gmenrfL Circunt er
ﬁgg 1 Wn NHGH H}d es if. theFraIcEi "2100x" is included in the
address rahge "2000x" to " the memory 553 defined by the 10

"FROM'z) d 26 ﬁt.the cotL[!lmn show |n FIG 9 ond| to th
API based on the executlng AP instruct ng S|gngl ﬁ b anﬁ d9 élsssgows

GRYARR inputirom the CRL 5oz and feteh SR éh%%%%g}rk?ﬁ%atahere

5841 shown in FIG. 92 read from t eagtorage unit 5

fet d t Its | S571
unit 3823 9 %&%%%a@%méuc%m%esgj;ma ”%fi‘ n is

mstru clng connection and outputs it tOW&I‘ t

Selegliga circuit

The "FROM" in the row direction shows the start address
of the address range of the memory 553 where the program
of the corresponding column is allowed access.

The "TO" in the row direction shows the end address
of the address range of the memory 553 where the program
of the corresponding column is allowed access.

The write inter~AP call relation defining data 585 _3

shows the combinations of programs to which program modules

which n:lay call or be called from belong when a program module

'is called up when the CPU 552 is executing a read instruction.

FIG. 99 is a view for explaining the write inter-AP

call relation defining data 585 3.

The Colﬁmn direction of I;Z‘IG. 99 shows the programs
of the OS layer and application programs MAIN, AP1l, AP2,
and'APB- shown in FIG. 84.

-The row direction 'of FIG. 99 shows the progi‘ams of
th'e‘los layer and application programs MAIN, AP1, AP2,_ and

AP3 shown in FIG. 84.
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570 shown in FIG. 90. Further, the selection circuit 570 connects the

switch 20 574 to the terminal 5751 since the instruction type instructing
signal S552a indicates a fetch. Due to this, a fetch judgment result signal

5571 instructing connection is output through the selection circuit 570 as

the judgment result signal S560 to thg gwitch 25 circuit 561 shown in FIG.

89. 183 Further, the switch circuit 561 places the CPU data bus 506 and
memory iata bys 562 dn. e, conneaction state to glow the,CPU 552 t

access the memory 553. Not% t%%t, in the %bo(\)/e ex{[l)?air?g& gg?es, WEWe% the s
saddresmARUAQRIdates 3A0QN. sioethaladdiss s nel,

included in the addre%s rgnge "2000H" to "2FF "?glr;éatlghojudgmgnt

skl sigialanhl GG d>9inerlien s auipy! e the selglion

circuit 570 to theJszitch circuit 561. Due to this, the s"1 itch grc%%%%? é‘é?gule
e GPHAata 10 bus 596.and menpry, dag hus 562 indhe disconnegtion
state to prevent the CPU 552 from %cc?essin% the memory 553, ocares
Kperatian ofpeconchBxapale] Nexd.Aq fxample %EE‘&%Q%%“%@]Q&*‘&JL lup
case where a program module of the application program AP2 calls up ‘
13 ajyearam of,the application program APi when the computer 551
executes a read instruction will be explained. In this case, the executing

AP Instraling 9@gakaeodlit 582_3 judges if the address CPU ADR

is included in the address range of the memory 553 defined
by the "FROM" and "TO" of the column shown in FIG. 98

corresponding to the program indicated by the executing AP

instructing signal S552b based on the executing AP

instructing signal $552b and address CPU_ADR input from the

CPU 552 shown in FIG. 89 and the write access range defining

data 584 _3 read from the storage unit 581 3.

When judging that it is included in that judgment,
the judgment unit 582 3 for example generates a write
judgment result signal S573 instructing connection and

outputs it toward the terminal 575 3 of the selection circuit

‘570 shown in FIG. 90.

On the other hand, when judging that it is n.ot included
in that judgment, the judgment unJ;,t 582 3 geri.erates for
example a write judgment result signal 8573 instructing
disconnection (brea;k) and outputs it toward the terminal
575 3 of the selection circuit 570 shown in FIG. 90,

Further, when a program module of a program being
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showing AP2 and the called AP instructing signal S552¢ showing AP1 are
output from the CPU 552 to the read judgment 20 circuit 572. The
judgment unit 5822 of the read judgment circuit 572 views the read _
inter-AP call relation defining data 5852 shown in FIG. 96 and judges if a
call from the AP2 to API is allowed. 2&sBurther, the judgment unit 5822
generates a read - 184 judgment result signal $572 ins_tructi_ng c_onnection
aad auadspiciaantineie aind 2 152 of EsRIgaion SIS Qno thex
shown in FIG. 90. Further, the selection Circuit 570 connects the switch 5
“bin-thie teimina) adagsiteedhe ihsiyetian fype Instyietigg signaly 5 o
%55%2: indicates :ﬁ reagﬁlnstruction. Due tO‘thiss,ngrgead judgmer_lt resgﬁ :up e
SIPD8LE HyNElUCUREIMACHGN IS Uiy aual (nesseleqlign. Sirgwt o 1
570 as the judgment result signal $560 to the ‘switch 10 circuit 561 shown
el B9 Faether {hg sudfeh ognit $6115605,the CRIMaEPYS, 20§ and he
memory data bus 562 to the conneclion state, whereby the CPU 552 can
aserssdha Mamonn323- X theotherhand.da &b, abave case yhepthe
program 15 module of the appll_cqtlon program AP2 callsf up a program of
thesaprlicalioy PLagfaRNABS sibis Jyﬂg%frf%m%@dcwe%éﬁ’ HMown in

relation defining data 5852 shown in
FIG. 89 and the write inter-AP call relation defining data
585 3 read from the storage unit 581 3.

When judging that it is allowed in that judgment, the
judgment unit 582 3 for example generates a write Judgment

result signal S573 instructing connection and outputs this

toward the terminal S?ﬁmﬁ of the zelection circuit 570 shown

in FIG. 90.

On the other hand, when judging that it is not allowed
in that judgment, the judgment unit 582 3 generates for
example a write judgment result signal S573 instructing

disconnection and outputs this toward the terminal 575 3

'0of the selection circuit 570 shown in FIG. 80.

Next, the selection circuit 570 will be explained._
The selection circuit 570 connects the switch 574 to
one of the terminals 575w1, 575 2, and 575*3 based,og the
instruction type instructing signal S552a from-the CPU 552.
ASpecificaily, when the instruction ﬁype instructing
sigﬁal $552a indicates a fetch insfruction, the selection

circuit 570 connects the switch 574 to the tétminal 575_1
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96 that a call from the AP2 to AP3 is not allowed. Further, the judgment
unit 5822 generates the read 20 judgment result signal S572 instructing
disconnection and outputs this toward the terminal 5752 of the selection
circuit 570 shown in FIG. 90. Due to this, a read judgment result signal
$572 instructing disconnection is autpgtithrough the selection 25 circuit
570 as the judgment result signal $560 to the switch 185 - circuit 561

SBVRINEIG S EurPgL. e ;w&ﬁgegﬁ{e%é%f@%me GRYglalg ?%% the

506 and memory data bus 56Z°to t sconnection State 6 preven

Ghbbmes 1OPL 36985 HRG N NRINOTY 2PB:R A3 SXRInedkabope, the ) thss

judgment circuit 560 and switch circuit 561 determine the connection

siate Bs&v\c?@&tekjswg%ééé&@oﬁpyfdaéﬁé’ugéi)@c%a%‘?&%%%tastﬁl is

defined in advance in accordance with each program in accordance wi

e&w&m@&i%ewt%%%ﬁhg ggéénéﬁ%- @elﬁﬁf@f%ffgd%%fpg. icafion

program being executed by the 52 can be prevent om lllicitly

accessiigAsltCtpRAN A ALanalle: AP KAl RIOBIAID AINEC. My

the memory 553 and a high security can be obtained among applic

§W§m§rﬁi@8é’@w @%&QH %‘éﬁ%&ﬁ%’)& a{:.l'l?eo lg@ycgion circuit-
application programs. The present invention is not limited to the above
&1plaloethePeANEN witch 574 to the terminal 575 2 and outputs
the read judgment result signal S572 as the judgment result
8560 to the switch circuit 561. Due to this, the
connection/disconnection of the switch circuit 561 is
controlled by the read judgment result signal S572.

Further, when the instruction type instructing signal
SSS2a indicates a write instruction, the selection circuit
570 connects the switch 574 to the terminal 575_3 and outputs
the write judgment result signal S573 as the judgment result‘
8560 to the switch circuit 561. Due to this, the
connection/disconnection of the switch circuit 561 is
controlled by the write judgment result signal 8573.

Next, examples of the operation of the computer 551
wiil be explained.

iFirst Example off Operation]

Next, an example of the qperation where the computer

551 executes a fetch instruction in the process of execution

- of a program module of the application program APl and

designates the address "ZI.OOH" of the address memory 553
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For example, in the above explained embodiment, the case was
illustrated where the judgment circuit 560 stored 20 fetch access range
defining data 5841, fetch inter-AP call relation defining data 5851, read
access range defining data 5842, read inter-AP call relation defining data
5852, write access range defining.dgtg-5843, and write inter-AP call
relation defining data 5853, but as shown in FIG. 100, 25 it is also
Qiﬁjbgetoeusel%n L&a ard 558 storing such data 186 in a state encrypted
using key information K. In this case, the judgment circuit 560 holds the

imoughifs CHS cBB At B06 Ad AR B reAl GBA. rcBbE e o
R AERR TR B LW 58 Al i s et apring
e e A S EREA Ak R D o AR OTH 10 apasasing
A ST SR R S TR A o AR o

apgv%l?q)e(gg&ti% program irglan encrypted state in.the IC card 558, 15
read this through s[)he com uun?gﬁ%% é[ricﬁﬁ%b e{‘l#; CPU data bus 506

into theﬂ‘ﬁ%ﬂ%@_t,""&ﬁg 5@?& SSPUINNS B 4 I4AQMSNECIuitof - oy
using predetermined key information, - -
Jjudges if the address “2100H" is included in the address
range "2000H" to "2FFFH" of thé memory 553 defined by the
"FROM" and "TO" of the column shown in FIG. 92 corresponding
to the AP1 based on the executing AP instructing signal S552b
and address CPU_ADR input from the CPU 552 and fetch access
range defining data 584 1 shown in FIG. 92 read from the
storage unit 581

Fuarther, the judgment unit 582 1 generates a fetch
judgment result signal $571 instructing connection and
outputs it toward the terminal 575_1 of the selection circuit
570 shown in FIG. 90. |

Further, the selection circuit 570 connects the switch

574 to the terminal 575 1 since the instruction type

« - instructing signal S$552a indicates a fetch.

Due to this, a fetch judgment result signal S571
instructing connection is output through the selection

circuit 570 as the judgment result signal S560 to the switch

_ circuit 561 shown in FIG. 89.
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store the decrypted decryption program in the memory 553, and have the
judgment circuit 560 read and execute the 20 decryption program from the
memory 553. Further, in. the above explained embodiment, the case was
shown of the CPU 552 outputting to the judgment circuit 560 an executing
AP instructing signal S552b-and calledsAP- instructing signal S552c, but
these signals may also be 25 generated,, as shown in FIG. 101, by the

judgmentgiieit 187 R0 manitoping sbe GRY §@§fe§]i£8és50€he5 Wata

Embodiment The present embodiment is an embodiment corresponding

tnthes3eihand 2lsiaspesisg tﬂﬁéﬂ%@dﬂi%%{é-éQ%A%éyé%V{VhZLEha e to

configuration of a semiconductor chip 631 of an embodiment

RIAKNT dAUERINR- A6 shownin LG, 108, hgsgmigordugtor chip 631 has

an internal memory 632, switch circuit 633, switch Circuit 10 634,

judgmegigaieculsf3p, selectisn CteliL 838,406 R4 631 cthe ipferpaly, o

memory 632., switch circuit 633, switch circuit 634, judgment circuit 635,

AddLR CorRARIRNIRAEda 0a CGPH 6lgipbus 640 LS THe NieiReL s s
memory 632, judgment circuit 635, and CPU 637 are connected to an _
ReEreaspuabAli J NenBIg el SIGmeLy, (32 JWRANLE e YEPRR«ANY £otch
judgment result signal SS?l'instructing disconnection is
output from the selection circuit 570 to the switch circuit
561. Due to this, the switch circuit 561 sets the CPU data
bus 506 and memory data bus 562 in the disconnection state
to prevent the CPU 552 from acces#ing the memory 553.

[Operatioh of Second Example]

Next, an example of the operation in the case where
a program module of the application program AP2 calls up
a program of the application program APl when the computer

551 executes a read instruction will be explained.

In this case, the executing AP instructing signal S552b

lShowing AP2 and the called AP instructing sigmal 8552c¢

showing APl are cutput from the CPU 552 to the read judgment

-gircuit 572,

'lThe‘judgment unit 582 2 of the read judgment circuit

572 views the read inter-AP call relation defining data 585 2

shdwn in FIG. 96 and judges if a call from the AP2 to APl

is'alloWed.

Further, the judgment unit 582 2 generates a read
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CPU 637 are connected to a signal line 642. Further, the internal memory
632 is further connected 20 to an internal data bus 643. Further, the

switch circuit 634 is further connected through an external data bus 644

to an external memory 660. Further, the selection circuit 636 is further
connected through an external data bug £45 to a debugger 25 661. - 188
Here, the semiconductor chip 631 corresponds to the semiconductor
Sughlibe A appegiells endoRn NG GEct iR 1on and
corresponds to the first transmission line of the first demiconaucior circuit,
Bedyoarrmanule s b T eshonssde aa78sudiendReexelng fon
program  of the first aspect of the invention, the internal memory 6

cqQrresponds-ig the, storags, cisgult ofghe first aspect of the invention, the

CPU 637 corresponds to the processing circuit of the first aspect of the

invention, {heugich3Q.cicylL 843 Serasnonds 74 JURLEONNEGHOD oy s ton

switching circuit of the first aspect of the invention, the switch circuit 634

garjesRoNgdsdo Lhe-secand eppmestian switching %%wéféiﬂf,stgg#gﬁt

of the invention, the judgment circuit 635 corresponds to the conn
sontealelreyit S.of ey firskaspect pf e-lvantion. 1ag selpeien qitedit |

636 corresponds to the third connection switching circuit of the first
aSpedIﬁ&ﬁfEWGEW¥$}h%e%E%BaHHQEEE£t result signal $572
instructing connection is output through the selection
circuit 5?0 as the judgment result signal 8560 to the switch

circuit 561 shown in FIG. 89.

Furthex, the switch circuit 561 sets the CPU data bus

506 and memory data bus 562 to the connection state, whereby

the CPU 552 can access the memory 553.

On the othei hand, in the above case, when the program
module of the application program AP2 calls up a program
of the applidation program AP3, it is judged from. the read
inﬁer—AP call relation defining data 585 2 shown in FIG.
96 that a call from the AP2 to AP3 is not allowed.

Further, the judgment unit 582 2 generates the read

judgment result signal S572 instructing disconnection and

-‘,oﬁtputs‘this toward the terminal 575 2 of the selection

circuit 570 shown in FIG. 90.

Due to this, a read judgment result signal 5572
instructing disconnection is output through the selection

circuit 570 as the judgment result asignal 5560 to the switch
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660 corresponds to the storage apparatus of the first aspect of the
invention, and the debugger 661 corresponds to the 20 external
apparatus. of the first aspect of the invention. Further, the signal line 642
corresponds to the third transmission line of the first aspect of the
invention, while the address bus 641 resresponds to the fourth
transmission line of the first aspect of the invention. 25 Further, the

slgment resit SigRAlS632aearresggnds - 189 to the first control signal
of the first aspect of the invention, the judgment result signal S635b

correspargsdethe serond.qantiol signal o the,first aspect.of ey data bus

invention, and the judgment result signal S635c corresponds to the

& senualsigaalnlfheliist agaectfshe veptonHIG, 103 s g viewfor, o ¢,

explaining the software configuration of the semiconductor chip 631

shawainFiG.e 108uinddS. £03-thehattommastlayerisine pariware

layer, 10 that is, the hardware component of the semiconductor chip 631

shown ik |&§931638V§5B%Q?r@}ﬁ’érﬁd@ﬁé‘%&éﬁEQ?.{*{QH?Q@S60 and switch

communication driver layer. The communication driver layer has

9sitianeds Bnit A eUPRILNCAIRD driNaklaye LiPLeUNERG Hig, gl_Sthe memory -

communication. The program of the communication driver layer is usually

5@36@11{11?1 OpoVelalle mawoss Aloyedhe samEaunicalion; driver Javel iR ance
an operating _
in accordance with each program in accordance with a program
being executed by the CPU 552.

Therefore, an application program being executed by
the CPU 552 can be prevented from illicitly accessing
instructions and data of another application program stored
in the memory 553 and a high security can be cbtained among
application programs even when the CPU 552 is executiﬁg a
plurality of application programs.

The present invention is not limited to the above
explained embodiment.

For example, in the above explained embodiment, the

case was illustrated where the judgment circuit 560 stored

fetch access range defining data 584___1, fetch inter-AP call

relation defining data 585 1, read access range defining

data 584 2, read inter-AP call relation defining data 585 2,
write access ragge defining data 584 3, and write inter-AP
ca_ll relation defining data 585_3, but as shown in FIG. 100,

it is also possible to use an IC card 558 storing such data
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system (OS) layer for providing the program forming the foundation for
the operation of the semiconductor chip 631. 20 The OS layer provides
the highest application (AP) layer with higher concept services compared

. with the lower layers. Further, above the OS layer is an AP layer defining

the specific functions (services) realizé8%y-the semiconductor chip 631.
The AP layer has, for example, 25 application programs API, AP2, and
AR 3 ealizeckh e theryEie Proganymesi esirl AM &n apd PM -3
shown in FIG. 102. The internal memory 632 stores the program module

PM -1 afihenpplicatios pregearn vignshaweinElE 1186 5 Ro it IS fe key

view for explaining the configuration 5 of the program module PM 1. As

Shawmin Ekonl 04, dhel passapoBedueRMalds: comprised af adiuraliye 1c
of function modules. FIG. 104 shows the case where it is comprised of n

cambes bBfutkiongiootins €M - LiEMo sl GH8 SRRWNABGlEn104 488 o
instruction (code) at the head of each of the function modules FM i to EM

erl.iscani tinfabk, inetadicrhavifiectie falldasiustionls adeskDslfuslien-ssq 1,
Here, a lock instruction is an instruction instructing 15 a later explained _
fedgrbe abtieot P8040 Date therswiichfierit A3 HRRSeINECiHaR ces s
until the next unlock instruction.
range defining data 584 2, read inter-AP call relation
defining data 585_2, write access range defining data 584 3,
and write inter-AP call relation defining data 585 3 from
the IC card 558, and uses the same decrypted using a
pPredetermined decryption program 590 and key information
K.

Further, the present invention may store the above

decryption program in an encrypted state in the IC card 558,

read this through the communication circuit 504 and CPU data

bus 506 into the judgment circuit 560, decrypt this. by the

judgment circuit 560 using predetermined key information,
store the decrypted decryption program in the memory 553,
gnd have the judgmenﬁ circuit 560 read and exécute the
decryptioﬁ program from the memory 553.

Furthér, in the above explained embodiment, the case

was shown of the CPU 552 outputting to the judgment circuit

- Bb60 an executing AP instructing signal S552b-and called AP

instructing signal $552c¢, but these signals may alsc be

generated, as shown in FIG. 101, by the judgment circuit
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Further, an unlock instruction is an instruction instructing the switch circuit
633 to switch to the 20 disconnection state. The switch circuit 633 is
interposed between the CPU data bus 640 and the internal data bus 643.
The switch circuit 633 becomes either the connection state or
disconnection state based on the juddifiéntresult 25 signal S635a input
from the judgment circuit 635. - 191 The switch circuit 634 is interposed
béteernth& DAl gd dthd USESH Oaaietk-e@xterak slatobus 644. The switch
circuit 634 becomes either the connection state or disconnection state
based ofi¢hvenidynBadisdsmeptsignal S635b input from the judgment
circuit 635. The judgment circuit 635 monitors the address bus 641 and
signal lirfhe42 rdtemttrerdeeie se sifg Nk caip wiyolitn &t 63746 St nding
address bus 641 indicates the address where the program module PM -1
fostblesl iBQt& irtorhal rtmerydd-632, e dthe instruatien dype
instructing signal S637a output by the CPU 637 to the signal line 642
indicate§ BdetchOhsirachoryiegenefatelsean judgmbgi rectiicgigrat S635a
instructing connection. In other cases, it generates a judgment result
siynarsedseirsructiig dEddndttian. bHbdjindgmentcittii Gabesent
outputs the judgment result signal S635a to the switch circuit 633.
Fuveatigten the judgment circuit 635 generates a

As shown in FIG. 102, the semiconductor chip 631 has
an internal memory 632, switch circuit 633, switch circuit
€34, Judgment circuit 635, selection circuit 636, aﬁd CPU
637.

.The internal memory 632, switch circuit 633, switch
circuit 634, judgment circuit 635, and CPU 637 are connected
to a CPU data bus 640.

The internal memory 632, judgment ciréuit 635, and
CfU 637 are connected to an address bus 641.

- The internal memory 632, judgment circuit 635, and

CPU 637 are connected to a signal line 642,

Further, the inte;nal memory 632 is further.conhected
to an interual'data.bus 643.

Further, the switch circuit 634 is further connected
through an external data bus 644 to an external memory 660 .

Further, the selection circuit 636 is further

connected through an external data bus 645 to a debugger

 661.
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judgment result signal S635a instructing connection, it generates a _
judgment result signal S635b instructing 20 disconnection and outputs it to

the switch circuit 634. Further, when the judgment circuit 635 generates a
judgment result signal S635a instructing disconnection, it generates a
judgment result signal S635b instruétiﬁ%fﬁoﬁnection and outputs this to

the switch circuit 634. 25 Further, when the judgment circuit 635
generateBerE02 jhdyrmemicsulisighar S6B5pindLctdg ceBReRlids, Ko the
generates a judgment result signal S635c instructing
ifpaERpRktohractdrand bufutshihisctorthe seleetion @fcﬂi{§3ﬁ15_ention .
Further, when the judgment circuit 635 generates a judgment result signal
$Ess £ R8trdattivy Bissofddctiors: tegprardtesta judgmeitresukt sigiehi s sion
S635c instructing validity/connection and outputs this to the selection

dificft 6596. dloerfanart roriadamsbiohamoduledn te ptdgram awpdate module
PM -1 is called up by a branch instruction included in another function
TatieRmTG RS Hed By the GRS Ba¥cduripny dxecutivaad tingregrarogram
module PM 1 shown in FIG. 104 by the CPU 637, the judgment circuit

- 835 Shpuisia riightarrcts afsulisigial 8836 adanstrudtiagioohaestidn teemory ‘

the switch circuit 633 conditional on the instruction at the head of the
EdfedRrariProdsictrstbaratpadsgengimneisit of the first aspect

of the invention, the CPU 637 corresponds to the processing
éircuit of the first aspect of the invention, the switch

circuit 633 corresponds to the first connection switching
circuit of the first aspect of the invention, the switch

circuit 634 corresponds to the second connection switching
circuit of the first aspect 6f the invention, the judgment
circuit 635 corresponds to the connection control circuit
of the first aspect of the invention, the selection circuit
636 corresponds to the third connection switching circuit
of the first aspect of the invention, the external memory
660 co£r35ponds to the storage apparatus of the first aspect
of the invention, and the debugger 661 corresponds to the
external'appgratus‘of the first aspect of the invention.

Further, the signal line 642 corresponds to the third

. transmission line of the first aspect of the invention, while

the address bus 641 corresponds to the fourth transmission
line of the first aspect of the invention.

Further, the judgment result signal S635a corresponds
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when a branch instruction designating the instruction at the head of the

called function module is being executed). 20 As explained using FIG.

104, since the head of each function module has an unlock instruction
(disconnection release instruction of the first aspect of the invention)
positioned at it, the judgment circuit-63®eutputs a judgment result signal
S635a instructing connection to the switch 25 circuit 633 based on the
unloasipsiryction wishihsaexas lodkdneetipn (disconpetion s,
instruction of the first aspect of the invention) is executed. At this time, as
explained sarliepHbe fYIhSICUIA3AIE ISSURE-A Tudgment result si ”"’% "
S635b instructing disgsgr%inection, 5 while the ls{%(;\%lgléaction circuit éas%xi?‘,slgg)u% "=
aiularaenhie W eigae! SARReINsEUSIDENMAIdIYdisconneqhon ;50,8 ¢ 5
temporary halt of the operation of the CPU 637 by thlg debugger 6&%1 or nEon

F

aswisifenieldha &RU-ntemal st ifernalion S19m e CRUES TR 1 ra

not possible. Therefore, the function 10 modules FM - to FM -n shown in

R6h dfdrcannghhe aseessed Fomstibeuparem gwdules B,2.31d,BM

-3 present in the external memory 660 or the debugger 661. Further,

when a fpetionmadule in the arogram wegyles PVLd isgalled Wy fhe

CPU 637 executing a branch 15 instruction included in another function

wefelegihilelenChE @36 issxprelnadhia-BLo gadle AMJIShWF1c.
in FIG. 104, when first fetching an instruction other than the
102.

In FIG. 103, the bottommost layer is the hardware layer,
that is, the hardware component of the semiconductor chip
631 shown in FIG. 102.

Above the hardware layer is positioned a communication
driver layer. The communication driver layer has positioned
in it a cbmmunicaﬁion driver layer for controlling tﬁe
communication. The program of the communication driver layer

is usually stored in a nonvolatile memory.

Above the communication driver layer is an operating

~system (0S) layer for providing the program forming the

- foundation for the operation of the semiconductor chip 631.

Th_g 0S5 layer provides the highest application (AP} layer
with highexr coricept' services cOmpar;ad with the lower layers.
Further, above the 0S léyer is an AP layer defining
the specific functions .(servic:es) realized by the
semiconductor chip 631. The AP layer has, for example,

application programé AP1l, AP2, and AP3 realized by the
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instruction positioned at the head of the function module of that call
destination, the judgment circuit 635 outputs 20 a judgment result signal
S635a instructing disconnection to the switch circuit 633. Further, in this
case, the judgment circuit 635, for example., halts the operation of the
CPU 637 or performs predetermined E#fbr processing. When the

judgment result signal S635c from the judgment 25 circuit 635 indicates
PveldipidiseshnbetioreMha ; 188 geleatien ercuit Gifbinxalidategéhe 102 .
HALT signal S661a input from the debugger 661 (operation halt request

of first agipecti oteherinlenkan)and dResot oyt H3-they GRUWESG1e PM 1
Here, the HALT signal S661a is a signal instructing a 5 temporary haltto ™

the dperangpdfidetGod G3roien feljudgsent msulksignal 835¢C
from the judgment circuit 635 indicates invalidity/disconnection, the
selectioF tkcuit636 iwalidateethe 6P LbigiaraabSialystiRAdIEIEeSura tion

signal S661b and CPU internal status rewrite 10 request signal S661c
mbuthrenpthegisbuggedtdabti dbes not output them to the CPU 637,

Here, the CPU internal status read request signal S661b is a signal for
requestihg isforwatiomsiFaGng 1iod intetnal pstaigs ab theodRULIM 1D i s
The CPU internal status rewrite request signal S661c is a signal for
regresiingd rfvrtedianfokmeriontsifowinyi. e interaakstatus of. theo@PRihows
ng-elcase where it is comprised of n x.mmber of function modules
FM 1 to FM n.

As shown in FIG. 104, the instruction (code) at the
head of each of the function modules FM 1 to FM n is an unlock
instruction, while the tail instruction is a lock
instruction.

Here, a lock instruction is an instruction instructing
a later explained judgment circuit 635 to hold the switch
circuit 633 in the connection state until the next unlock
instruction.

Further, an unlock instruction is an instruction
instructing the switch circuit 633 to switch to the
disconnection state. |

The.switch circuit 633 is interposed between the CPU
data bus 640 and the internal data bus 643.

The switch circuit 633 becomes either the connection

state or disconnection state based on the judgment result

signal $635a input from the judgment circuit 635.
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On the other-hand, when the judgment result signal S635c from the
judgment circuit 635 indicates 20 validity/connection, the selection circuit
636 outputs the HALT signal S661a input from the debugger 661 to the
CPU 637. When the judgment result signal S635c¢ from the judgment
circuit 635 indicates validity/connectiod,%he selection 25 circuit 636
outputs the CPU internal status read request - 195 signal S661b and

CPU interhal statbisshweterequesisagnak Sﬁ@ggi@mgg@rgg@g%ugg% CPU
661 to the CPU 637. Further, the selection circuit 636 outputs the CPU

idketzalistatus 4%ig aald a7 Ednpaliirem ¢he il 634 in accordance with
the 5 CPU internal status read request signal S661b to the debugger 661.

The CPUIB87 outifih thei addiess €3 NeEiinakMeMay 6320 M nection
address bus 641 and instruction type instructing signal S637a showing

theaype oftheisstsunieatpsig Htexecwgddathamsignd 56 ff2d Posul ¢

accordance with the same performs processing using the instructions and
daitgnafithe §36grathpwdulerdM -tHead fagmiiednierpalnemgsy 632
through the switch circuit 633 and CPU data bus 640. Further, the CPU _
637 outpliethimddaress of the-t3 exEIDahBMYY S60:0 hesddessus 641

bus 641 and the instruction type instructing signal S637a to the signal line
84@landginaicchidencBARith WieSANER PesQEPs PLOGESHNA VSN by the
CPU 637 to the address bus 641 indicates the address where
the program module PM 1 is stored in the internal memory
632, and the instruction type instructing signal $637a output
by the CPU 631 to the signal line 642 indicates a fetch
instruction, it generates a judgment result signal S635a
instructing cénﬁection. In other cases, it generates a
judgment result signal S635a instructing disconnection.
The judgment circuit 635 outputs the judgmént result

signal S635a to the switch circuit 633.

Further, when the judgment circuit 635 generates a

. Judgment result signal S635a instructing connection, it

generates a judgment result signal S$635b instructing
disconnection and outputs it to the switch circuit 634,

Further, when the Judgment circuit 635 generates a

judgment result gignal 8635a instructing disconnection, it

geﬁerates a judgment result signal S635b instructing
connection and outputs this to the switch circuit 634.

Further, when the judgment circuit 635 generates a
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instructions and data of the program modules PM 2, PM 3 read from the
external memory 660 through the external data bus 20 644, switch circuit
634, and CPU data bus 640. When a HALT signal S661a is input through
the selection circuit 636 from the debugger 661, the CPU 637 halts the
operation of the CPU 637. Further, whea:the CPU 637 receives as input a
CPU 25 internal status read request signal S661b through the 196

RBELCYLE30 g i delioner 681, | auiuls an intermal satus
owing t

signal S637d including information sh e Interngl TSt iHSBpUtt

designated by {hat signal_S661h through th tion circuit 636 to
S O N s e e

the debugger 66 ther, when ] TCP
aizvaal aialuy FavdedeaUetl Al POl GINQUONINE, seieclion UKL es0n
636 from the 'debugger 661, it rewrites the Mitormation showing the

ipterna) statys of the CPU 637 by the content designated by that signal

S661c. Due to this, 10 the operation of the CPU 637_ is controlled_ by the
debuggef 6%, Ihe Qﬂﬁé&g%ﬁéﬁé H&S&&%%Héo%cs&ﬂa' gpolaln

accordance with the debugging object’to contr e operation go?’fﬁé:?:ﬁf a
ER{agrnitors dhe preafion.of the SV 634 é‘é&r@t]i%lg‘gg%%ré‘%gg@fon, it

read request signal S661b and internal status signa

gishapizesdhg CRIAGREDY 1he GRY: 19ERal SKS SQWHIeJEUETY; g
signal S661c.
validity/connection and outputs this to the selection
circuit 636.

Further, when a function module in the program module
PM 1 is called up by a branch instruction included in another
function ﬁodule being executed by thé CPU 637 during
execution of the program module PM 1 shown in FIG. 104 by
the CPU 637, the judgﬁent circuit 635 outputs a judgment
result signal $635a instructing connection to the switch
circuit 633 conditional on the instruction at"the head of
the called function module first starting a fetch (that is,
when a branch instructiqn designating the instruction at
the head of the called function module ig being executed) .

As expiained using FIG. 104, since the head of each
function module has_én unlock instruction‘(disaonnection
release ingtructign of the first aspect of the invention)
positioned at it, t.lie‘judgment circuit 635 oﬁtputs a judgment
result signal S635a instructing connection to the switch

circuit 633 based on the unlock instruction until the next
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Next, examples of the operation of the semiconductor chip 631 will be
explained. 20 [First Example of Operation] For example, consider the case
where the debugger 661 outputs to the selection circuit 636 one of the
HALT signal S661a, CPU internal status read request signal S661b, and
CPU internal status rewrite request signak S661c. 25 In this case, when
the CPU 637 accesses the internal - 197 memory 632 through the CPU
dedahus R4 AMSIIEN AU B3R BaLE When | hesw'égrgé [CHIL 533 s

f the
in the connection state, due to the judgment result S|gnz§‘f| 56 from the

J@Q‘B%ntagg‘élg@"g’f ﬂquéelgﬁ%qjﬁ%w 631§sb%ggegc]:% A is time,

‘invalidity/disconnection state, and the se ectlon circuit dd8S no

Quipulipe HAllsignah $881a, GRU infetngl staus r f]]%sf){sg%est S'E”a' a

S661b, and CPU internal status rewrite” request sigha to'the THLF

Qﬁzdg;h@fﬁ@&eemee@ 92[166§é§7§go£ ¢qess the CPU 637 10 (i!;lon
e ore

r C
cannot access the internal memory 632 eit er On e%ther

the GRUGRY isdwlacegssing 10g inegaal memory 632, that is, Wheﬂt_th rosule

1
switch circuit 633 is in the disconnection state, d?Je tot eJE]EI1 rest

signal 56356 fmm 1he udamen §reuL 435 Joe sale fQ%Q&éeC'VEé'ﬂ'éEéQ%

becomes the validity/connection state, and the “selection circuit

Qi&ﬁ@@ﬂﬂ%ﬁAJ&I_@@E-%ﬁ@@ﬁe&?&dﬂt%@%ﬁ&aww%%%ﬁé Ige ugger
S661b, and CPU internal

661 or acquisition of the CPU intérnal status information.
from the CPU 637 are not possible. Therefore, the function
modules FM 1 to FM n shown- in FIG. 104 cannot be accessed
from the program modules PM_Z and PM 3 present in the external
memory 660 or the debugger 661.

Further, when a function module in the program module
PM 1 is called up-By the CPU 637 executing a branch
instruction included in another function module while the
CPU 637 is executing the program module PM 1 shown in FIG.
104, when first fetching an instruction other than the
instruction positioned at the head of the function modﬁle
of that call de.stina‘tion, the judgment circuit 635 outputs
a judgment result signal S635a instructing disconnection

to the switch circuit 633. Further, in this case, the judgment

_circuit 635, for example, halts the operation of the CPU

637 or performs predetermined error processing.
When the judgment result signal $635c from the judgment

circuit 635 indicates invalidity/ disconnection, the
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status rewrite request signal S661c to the CPU 637. Therefore, the
debugger 661 can monitor and set the 20 operation of the CPU 637, but
since the switch circuit 633 is in the disconnection state, cannot access
the internal memory 632. [Second Example of Operation] For example,
consider the case where the CPU 637184-25 accessing the external
memory 660 through the switch circuit 198 - 634 and external data bus

G4 di: His gaserdye todhe Idoment Lesuult E@Q%ﬁ@ﬁ%t@gg S883% input

from the judgment circuit 635, the switch circuit 634 and sélection circuit

Eoheeanadiseuiedion she.a PYbiuRde thpdudqruent reeyit gignal Lo o

S635a, the switch circuit 633 becomes the disconnection state.

Birerefare ihee igloa) MemrTi 882 GanpoLheggeesseddomyhe epgmal;

data buses 644 and 645. As explained above, in the semiconductor chip

tlse]0 whenHheintgina memew1832 and the; GRY datg Mﬁ@é@ﬂ{i@

the connection state, external access from the external data buses 6

aRchPS irpotaliDweth ThrEeTa . QGNP the Seatigprghistor chip
631, itis possible to reliably protect the program module PM -1 15 stored

in the interaal meagueRRfren disinaceesnitanseyside phiehe judgment
semiconductor chip 631 and therefore possible to maintain the
ednfislentay ©f fipipwgra® Madule M dy /disconnection, the
selection circuit 636 invalidates the CPU internal status
read request signal S661b and CPU internal status rewrite
request signal S661lc input from the debugger 661 and does
not output them to the CPU 637.

Here, the CPU internal status read request signal S661b
is a signal for requesting information showing the internal
status of the CPU 637.

The CPU internal status rewrite request signal S66lc
is a signal for requesfing a rewrite of information showing
thg'internal status of the CPQ 637.

On the other hand, when the judgment result signal
5635¢c from the judgment circuit 635 indicates
validity/connection, the selection circuit 636 outputs the
HALT signal S66la input from the debugger 661 to the CPU
637.

When the j.udgz_rient result signal S635c from the judgment
circuit 635 indicates validity/connection, the selection

circuit 636 outputs the CPU internal status read request
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Further, according to the semiconductor chip 631, the process of
execution of the program module PM -1 by the CPU 20 637 cannot be
monitored and analyzed from the outside. Further, according to the
semiconductor chip 631, it is possible to prevent a confidential program
module PM 1 from being illicitly accesped from program modules PM 2
and PM -3 stored in the external memory 660. 25 Eighth Embodiment

199, %he piesan embodpentisan.ey bggmfgt&%eéf’egdiﬁqeqqﬁ%g € signal

20th and 21st aspects of the invention. FIG. 105 is a view of the

cgaﬁgwaﬁep&ét%é@r@ﬁgnﬁ%@%ggg &et dangmbagdienipithe 0 o

present 5 invention. As shown in 105, the semiconductor chip 61

hasear encvPlign/dectuntion cGrsyit 8184, judogent gng“i%]ééml. status
selection circuit 6136, and CPU 6137. The encryption/decryption Circuit

&l3gand SBY5613 h 0 ae conngeleding £RY t%Q%%@ég%cLh%ith the

judgment circuit 6135 and CPU 6137 are connected to an address bus

G ithedrdamentciieyit G136 And.CRY 6437.a% seRiected (102 Sigal (o x
line 6142. 15 Further, the encryption/decryption circuit 6134 i1s further
aeeected through an external data bus 6144 to an external memory

6160 ‘
The CPU 637 outputs the address of the internal memory

632 to the address bus 641 and instruction type instructing
signal S$637a showing the type of the instruction being
executed to the signal line 642 and in accordance with the
same perfoms processing using the instructions and data
of the program module PM 1 read from the internal memoxry
632 through the switch circuit 633 and CPU data bus 640.
Further, the CPU 637 outputs the address of the

external memory 660 to the address bus 641 and the instruction
type instructing signal S637a to the signal line 642 and
in accordance‘ with the same performs processing usj.ng the
instructions and data of the program modules PM 2, PM 3 read
from the external memory 660 through the external data bus
644, #witch-circuit 634, agd CPU data bgs 640 .

| When a HALT signal-SGGIa is input through the selection
circuit 636 from the debugge:} 661, the CPU 637 halts the
operation of the CPU 637.

Further, when the CPU 637 receives as input a CPU

internal status read request signa}l S661b through the
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Further, the selection circuit 6136 is further connected through an
external data bus 6145 to a debugger 20 6161. Note that in the
semiconductor chip 6131 as well, the software structure shown in FIG.
103 is similarly applied. Here, the semiconductor chip 6131 corresponds
to the semiconductor circuit of the secaygl aspect of the invention, 25 the
external data bus 6144 corresponds to the first 200 transmission line of
thefitstasnect ol ihe;ipvention, the external memory 6160 corresponds to
the storage apparatus og the %&%%d%‘s%ec??'g?lﬁ%?nvgﬁ ioh, e BrigPRRs an
MRdule, PM oL geurespands jnsfruction fqr executing a program 5 of

s B e T e e R R e e otaina

the second aspect of the“invention, the encryp r

@@{éem%qsntglth&s%wpﬂ?%%%nggoeé"?V nggiég%iggr%’%ﬁs %‘.r%‘;]-ﬁnal

the invention, the judgment circuit 5 corresponds to

fthe invention, the 1Q selection circuit 6136
@@@%W%{Q Jq&ec,thn (ﬁ 1% 6e§g Qo %%?t eeﬁ]le/gﬂﬁ:drn,ﬁﬁl.

cu
corresponds tothe selection circuit ]tﬁe second aspect 0

the CP rr ds.jot C computation circuit, and the
L%‘ﬁl:%?léi@, &R %:{ze rﬁéi?t Og%lq rege&%’%ﬁs%lsssjfgir?lﬁHE%f CPU

external data bus 6145 correspon the secon

thersacongd aspechaf r@svmwgiopeéﬁgs"étg&ﬁagéfff%aé &9emery 6169 will,

be explained. As shown in FIG. 105, the external memory 6160507
HE&E@%K@QrE@@HﬁiEm&§6P%&%mmgkgwhébugger 661, it rewrites

the information showing the internal status of the CPU 637
by the content designated by that signal S66lc. Due to this,
the operation of the CPU 637 is controlled by the debugger
661.

The debugger 661 uses the HALT signal S66la in
accordance with the debugging object to control the operation
of the CPU 637, monitors the operation of the CPU 637 using
the internal status read request signal S661b and internal

status signal S$637d, and customizes the CPU 637 by the CPU

internal status rewrite request signal $66lc.

Next, examples of the operation of the semiconductor
chip 631 will be explained.

[First Example of Ope¥ation]

For example, considér the case where the debugger 661
outputs to the selection circuit 636 one of the HALT signal
s66la, CPULinterﬁal status read request signal SGGib, and
CPU internal status rewrite request signal S66lc.

In this case, when the CPU 637 accesses the internal
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In the present embodiment, the case where the program module PM -1
has confidentiality will be illustrated. 20 The confidential program module
PM i is encrypted and stored in. the external memory 6160. The
nonconfidential program modules PM 2 and PM -3 may be encrypted or
not. FIG. 106 is a view for explaining {keycaonfiguration of the program
module PM 1. 25 As shown in FIG. 106, the program module PM 1 is 201
ise a,plurality. of f ncg'!gq medules. FIG. 106 shows the case. .
&v%%?el igggm‘gﬁggg%}ln%%?nber 0 u#ci P5038R RN Y5 EffneAgeuit
wn, in FIG. 106, the heads of the function modules 5 FM -] to FM -n .
e i s TR S Ko I RonaT Bds g the gonnection
rs. 7he ID_nymber.designating instructions are not encrypted.
IQ—I%%;é,)ga'n %‘ﬁurﬁ%e%%ﬁn 1?35 |8ﬁ4fogr]riﬁ’e3hltllf§;’|nﬁ’ag%%?réggﬁd?n&mtiﬁﬁe
?9%’” xplained later,, when the 10 encryptjon/decryption circuit
13 S glgcuﬁm CEERN: L?Iegé??[ecuodl glr%%l’f)}in Rehiggomes the

decrypts the function ‘mo IS used for'sp

' ' c for that d ion. Furt at the tail ends of the .
iqqgﬁg.@t?/ggyégﬁn%c a eCsrfYQ lon. Fuf eélﬁ%ng,% %ﬁﬁéﬁﬁ‘g fh]ercult

on = an
function modules FM M~n are p acé_d Instru _
3 nher O L trug#em indicating.t theO‘Ii lJowin '
' instrgltii(z:g[ion;1 %j% %%lt%%% kqe%/lg that is. él%nrﬁ)?%n%%&é %%Jhléﬁgﬁgﬁ‘&% status

%%@'%%aﬁ?a%@‘%&&hﬁ'ﬁéé&@feand CPU internal status rewrite
request signal S66ic to the CPU 637.

Therefore, the debugger 661 cannot access the CPU 637
and cannot access the internal memory 632 either.

On the other hand, when the CPU 637 is not accessing
the internal memory 632, that is, when the switch circuit
633 is in the disconnection state, due to the judgment result
signal S635c from the judgment circuit 635, the selection
circuit 636 becomes the validity/connection state, and the
selection circuit 636 ocutputs the HALT signal 866la, CPU
internal status read request signal S661b, and CPU internal
status rewrite request signal $661c to the CPU 637.

Therefo:ﬁe « the debugger 661 can monitor and set the
operation of the CPU 637, but since the switch circuit 633
is in the disconnection state, cannot access the internal
memory 632. |

‘{Sec:ond Example of Operation]

For examp_le ; consider the case where the CPU 637 is

accessing the external memory 660 through the switch circuit
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encrypted in units of block data of predetermined data lengths. The block

data 1 to n have parity data 1 to n added 20 to them. The _
encryption/decryption circuit 6134, for example, encrypts the functllon _
modules shown in FIG. 106 of the program module PM 1 to be written in

the external memory 6160, as shownjg41G. 107, in units of _ o
predetermined block data. 25 At this time, the encryptipn/decryptlon circuit
634 20z enepiIs gqchy lunctign black using any key information and

sets at the heat)z%%f§l each}%‘uqrigticl})gr? Sloc%c%(%hencrypted (plain text) ID

number gesi ing instructions, (infqgrmation) desjgnating.the ID number

for identifyinlgt?r%g fgﬁl%t‘i%h é‘ﬁo&%le%gs LS m%%%ﬁﬁig?garé_in@lﬁ@é]lﬁéaasb
Ryihers the.eparyption/decryption circuit 6134 rates and holds the, ,
I?éy in%f)rgn%ion %%égg‘i’dga‘é %I\?v%n?:n Fige iﬂBtsgr?(%%mg g Iﬁ"ﬂtﬁﬁﬂe%‘r cuit
desiongladdan Diedyagion fuadyes dkey speciyng,formaton of e v
second aspect 10 of the invention) and key information used for : !
SREEYRENY Lhe fypeti gg&ggg[%s linked,toggther. Further, when the
encryption/decryptiongcircuit 6134 encrypts e Block 3t as {S:ngﬁ‘iﬁ tch
RGO iaengialesaaibndala for the blogk data and storgs thatparity -
data 15 linked with the corresponding block gta in the external memory'
GHQ Aldhisdime.Lhe £95TRIRNCECHPtoN CIrg il HI34 gengrates parity

data so that the sum total of the block

‘data buses 644 and 645.

As explained above, in the semiconductor chip 631,
when the internal memory 632 and the CPU data bus 640 are
in the connection state, external access from the external
data buses 644 and 645 is not allowed.

Therefore, according to the semiconductor chip 631, '
it is possible to reliably protect the program module PM 1
stored in the internal memory 632 from illicit access from
outside of the semiconductor éhip 631 and therefore possible
to maintain the confidentiality_ of the program module PM 1.

Further, éccording to the semiconductor chip 631, the
process of execution of the progi:am module PM 1 by the CPU
637 cannot be monitored and analyied from the outside.

Further, according to the semiconductor chip 631, it

is possible to prevent a confidential program module PM 1

from being illicitly accessed from program modules PM 2 and
PM 3 stored in the external memoxy 660.

Eighth Embodiment
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data and parity data becomes a predetermined value. Further, the

encryption/decryption circuit 6134 20 obtains key information for the

function module input from the external memory 6160 by viewing the key

information table 6190 shown in FIG. 108 using as a key the ID number

designated by the ID number designating instruction at the head of that

function module. Further, the encryption/decryption circuit 25 6134 uses

that key informationdq engryi fhatfupction 203 o%tggin nits of the .

above-mentior{nig{i block data. Further. the gr%r?éggn e&?pgti(c)’r? Er&fponding
Stat rermledne lugipmadile endwdgas g edilipacy of the

parity data corresponding to thatfunction module. 5 AT ﬁme, if judging

it legitimage gt oyipeits; thay, degrypted data to the CPU 6137 . Qn?t,%e other

hand, if judging it is not legitimate, It ha%ethg%ggcriaﬁ%ﬁao 56 C §i’§7

os pRifernsRradatermingd gfrof pg}ceggingﬁglo that, in the present
embodiment, the data Iﬁgth 10 of the block data and lifh_heo atgﬁgné:fﬁ%?ent
the ftsictionmodule may be the same or different. The judgment circuit

6135 generates a judgment result signal 56135 instructing .

invalidity isconnestion angk OURIES itipdneselection cireyit 6136 w ‘
the CPU 6137 15 is accessing (for example, fetching) a contidentral Qﬁ%l has

pueOEAD PR ALl A R AR B TR EGREI S frcus ¢ 6135
selection circuit 6136, and CPU 6137.

H

The encryption/decryption circuit 6134 and CPU 6137
are connected to a CPU data bus 6140.

The judgment circuit 6135 and CPU 6137 are connected
to an address bus 6141.

The judgment circuit 6135 and CPU 6137 are connected

to a signal lige 6142 .

Further, the encryption/decryption circuit 6134 is
further connected through an external data bus 6144 to an
external memory 6160 |

Further, the selection circuit 6136 is‘fuither
connected through an external data bus 6145 to a debugger

6161.

Note that in the semiconductor chip 6131 as well, the

software structure shown in FIG. 103 is similarly applied.

Here, the semiconductor chip 6131 corresponds to the
semiconductor circuit of the second aspect of the invention,

the external data bus 6144 corresponds to the first
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result signal 56135 instructing validity/connection and outputs it to the
selection circuit 6136 when the CPU 6137 20 is not accessing (for

example, fetching) a confidential program module PM 1. The judgment

circuit 6135 monitors the addresses and instructions output by the CPU

6137 and flowing over the address_bu;%l%l and signal line 6142 and,

based on the same, 25 judges if the CPU 6137 is accessing the program
r%o%ggulfM ..204 When the judgment result signal 56135 from the
jUdgment EREaT s15BSnatatdeintikdiy AfRERfe ot el B¥eRisien, the
circuit 61316_3 invalidates the HALT signal 56161a input from the debugger
ﬁ’éﬁe(ﬁﬁgrat%%'ﬁ?ﬁy redti@d GHE EEHRPShetP ot e iRtETRFS aABParatus

%otes r}% ouéput itdto the CPU 6137. Here, the HALT signal S6161a is a

Signal TnsfFacimeg to ERSSOFafy hiltihd BESRbAT e TRy gRym module
\éjgeg tgg}'%%%ment restl:JIt sé%nal_56135 from the judgment 10 circuit 6135
indicates invandiydscSinSEo IS FERR GRS PSS ARl ARrogran

tQ?_ Q;Fﬁ% irgteeér})allgteggserggd r qu%}st signal 56161b and CPU internal
status rewrite requéstaighal 361618 inpti TR i d&tifyger 6161 and
%%eérnokgggw&taherm t(%é;lencggrgltz&?. 1 Iéere, the CPU internal status
read réfuest signal 381616 is B&iGhal Fe§teding R REBRAENERINGARe
IQH%Q@E%Q%@/&&Q%§%¥{§%3éircuit of the second aspect of the
invention, the judgment circuit 6135 corresponds to the
control circuit of the second aspect of the invention, the
selection circuit 6136 corresponds to the selection circuit
of the second aspect of the invention, the CPU 6137
corresponds to the second computation circuit, and the
external data bus 6145 corresponds to the second transmission
line of the second aspect of the invention.

First, the external memory 6160 will be explained.

As shown in FIG. 105, the external memory 6160 stores
the program modules PM 1, PM 2, and PM 3.

In the present embodiment,; the case where the program

module PM 1 has confidentiality will be illustrated.

The confidential program module PM 1 is encrypted and

"stored in. the external memory 6160. The nonconfidential

program modules PM 2 and PM 3 may be encrypted or not.
FIG. 106 is a view for explaining the configuration
of the program module PM 1.

"As shown in FIG. 106, the program module PM 1 is
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The CPU internal status rewrite request signal S6161c is a signal
requesting rewrite of the information showing 20 the internal status of the
CPU 6137. On the other hand, when the judgment result signal S6135
from the judgment circuit 6135 indicates validity/connection, the selection
circuit 61'36 outputs the HALT signal 6l1a input from the debugger
6161 to the CPU 25 6137. 205 When the judgment result signal 56135
from the.jud mefnt cirfuit 6135 indicates validity/connection, the selection

circul 6136 ou putsthe' WefHaStamtienaredudst ssighafsei8 ehshows

ecgysin}eé;%al stagzus rewrite reque_sté)"s}gnal 536161c ir%?ut from the
debugger 8161 {0 the CPUFETRE FiRthat hawshetnkitncsisem modules
Quipyts k(])e &Id?l%linternal status signal 36137d input from the CPU 6137

in accordance-with the CPU internal status read request signal S6161b to

the debwer 6161..10FThe CPU 6137 outputs to the address bus 6141

the addréss "o e &ieFrs meffory s and tothetdigninnretdrmn sadules

igsfryction type instructing signal S6137a showing the type of the )
instruction being é‘fe%u?é% a‘gg‘%’n SecovgERes s i adihegpdngermation

6§ 351Ng. Ysing,instryctions and data, 15 of the program modules PM 1,
PM 2,%#@ PM3 Fepé% #@mﬂﬁ'é?bée)ﬁgmaqf%en:{&y AhrsigRiApating

prigpaldaahys 614" 3ad eneRlion/decryption circuit 6134.

Here, an ID number is information for identifying a
dorresponding function module. As explained later, when the
encryption/decryﬁtion circuit 6134 decrypts the function
modules, it is used for specifying the key information to
be used for that decryption.

Further, at the tail ends of the function modules FM 1
to FM n are placed instructions designating the ID number
as "#0" (instructions indicating that the following
instructions do not use keys, that is, are not encrypted}.

The function modules, as shown in FIG; iO?, are
encrypted in units of block data of predetermined data
;engths. The block data 1 to n have parity'&ata 1l ton édded
to them.

The encryption/decryption circuit 6134, for example,
encrypts the function modules shown in FIG. 106 of thé program
module PM 1 to be written in the external mEmory 6160, as
shown in FIG. 107, in units of predetermined block data.

At this time, the encryption/decryption circuit 6134
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When the CPU 6137 receives as input the HALT signal S6161a t.hrough
the selection circuit 6136 from the debugger 20 6161, the pperatlon of the
CPU 6137 is halted. Further, when CPU 6137 receives as mput thg CEU
internal status read request signal 56161b through the select_lon circuit
6136 from the debugger 6161, it outpug, she. internal status signal S6137d
including information 25 showing the internal status in the CPU 6137

desi i 361610 throuygh the selection circuit 6136
1 e deougge CLeL LI, Bhen e CPUGISY 6eth g8 fRrepbion and

' ' | lection 5
[ al r t | S6161c through the se _
crﬁg}?t G%Stﬁiﬁweﬁllée%%ie%%;%%rc 1%? e e LRI IRREETRbRfhg(Plain

i sl ignated by the
thestgrnabstg tha LRY 6137 by the ontent_de&gna;e .
signaIaS61610. Due to this,ll%iur(gS operation of the CPOB13fi8 Eahmaitom)

tlr delguggeingl h ger 6161 uses the HALT signal S6161a
clacﬁarezponding %o %%xee}j%gugﬁd%?gg %%je%cr?ﬁ) Sheror i Wperatn Jripstion

' i ing the internal
GRI46134, mendossithe.pneratign 9tipe, CPU 6137 using
status read reques?signal S6161b a?*\d interna s%i[tﬁs sighal S6137d, and

customizes HmePV LhO13{ Iy ihe;GRY Jaternal ?taglés ewrite reduest,
signal S6161c. Next, examples of the operation of the sermicoHddcéH
generates and holds the key information table 6190 shown
in FIG. 108 showing the ID numbers designated for the function
modules (key specifying information of the gecond aspect
of the invention} and key information used for encrypting
the function modules linked together.

Further, when the encryption/decryption circﬁit 6134
encrypts the block data, as shown in FIG. 107, it generates
parity data for the block data and stores that parity data
linked with the corresponding block data in the external
memory 6160. At this time, the encryption/decryption circuit
6134 generates parity data so that the sum total of the block
data and parity data becomes a predetermined value.

Further, the encryption/decryption circuit 6134
obtains key information for the function module input from
the external memory 6160 by viewing the key information .t:a.ble
6190 shown in FI.G. 108 us:';ng as a key the ID number designated
by the ID nunber designating instruction at the head of that
function module. F’urtﬁer, the encryption/decryption cirecuit

6134 uses that key information to encrypt that function
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chip shown in FIG. 105 will be explained. [First Example of operation] 20

In this example of operation, the case where the CPU 6137 writes into the

external memory 6160 data of the program module PM -1 will be

explained. The CPU 6137 outputs the write data through the CPU data
bus 6140 to the encryption/decryptian giguit 6134. 25 _Further, the
encryption/decryption circuit 6134 207 encrypts the write data:c, as

i i I | i [ he function
explained aafligr, ¥l ey information corresponding to t
modules in unitsnof% block da%gean writes § ﬁ]%%g?ﬁlg #u @]J@?ﬁ']éiéftémal
data busgqlédin the gxternal memory 6160. 5 Further, information
relating to the key ihformationcﬁggde %? %e %ﬁ&%ﬁ%ﬁ i gdd:éﬂ*fbtthé]r(%
infarRatnntaplg, 6490 shown in FIG, 108, At this.time, th(_-:‘ judgment,
circuit 6135 outputs a judgmen?cr)(-g{s‘ﬁ tesﬁgr?g%l%%rg %%r‘fé]ﬁolegft”';‘acy
) ST . ) 0 ALT signa
invaliginy/diseonnection,to the selection circuit 6136, and j;_he HAI .
S6161a, Cig% inte%cnal status rea Srgagegtnggngl b,‘éﬁﬁ?’fﬂﬂ_ module
infernal statyg fgewrite Fequy §igpa£ +3G161c issued from t_Ehe selection that
circuit 6136 are not outp?Jt ?%}%he CPU 6137 15 Bifter-SinRE W (iirdha

- dade isgpatancriedondhe 8%&?@%5%%%”%&%‘%? ex%%ﬁ‘%ﬁ’i‘?%'dginé

data bus 6144 is illicitly probed, the confidentia e progra

it is not legitimate, it halts the operation of the CPU 6137
or performs predetermined error processing.

Note that, in the presenﬁ embodiment, the data length
of the block data and the data length of the function module
may be the same or different.

The judgment circuit 6135 generates a judgment result
signal S6135 instructing invalidity/disconnection and
outputs it to the selection circuit 6136 when the CPU 6137
is accessing (for example, fetching) a confidential program
module PM 1.

Further, judgment circuit ‘6135 geﬁerates a Jjudgment
result signal S6135 instructing validity/connection'and‘
outputs it to the selection circuit 6136 when the CPU 6137
is not accessing (for example, fetching) a confidential
Program module PM 1.

The judgment circuit 6135 monitors the addresses and
instructions output by the CPU 6137 and fiowing over the

address bus 6141 and signal line 6142 and, based on the same,

- judges if the CPU 6137 is accessing the program module PM 1.
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module PM -1 is not lost. [Second Example of Operation] 20_|n this _
example of operation, the case where the CPU 6137 reads |nstruct|pns or
data of the program module PM i from the external memory 6160 will 'be
explained. Due to a read instruction issued by the CPU 6137, instructions
or data of the program module PM i_argggad 25 from the designated
address of the external memory 6160 and 208 output through the

external bus 6144 to the .encryption/decryption gircuit 6134. Further,
the encryqpﬁ%r?/ zt:?yﬁﬁéﬁ%ﬁgﬁttfé%\ﬁ&ﬁsg‘?ﬁg keShafFramthe@udgnent
6&9@3{19\@/%@@'& %88 based on 5 the ID number shown by the ID

L

number designating INsStuction et Sfe SrEstPRRciceModiiee

inpu obtains _the.key information corresponding to that_ID number.
Furthgg %ﬁé) r(t‘a ncryphon deé%%#ioﬁ"éf Al 15N EM T inshgaihstl61a

SR UL A0y pleduspy b ooty

units of block data an erformsp

IBLRrec ata.or.instructionsare output through the CPU data
Do 11D (R AU 15T M he NEbHEREIESY se360Mus o

. apdrjusign sult,signal $6135 indicatin invalidity/discqnn_ectior] to
the selectioerﬁmcégdit g%gg,’an% Gf‘hzl%g& 3 ﬂgllséfél%l,‘tﬁtflrﬂerﬁégnal

Siz?xtytg,fﬁ@(i:{%%uet% temporarily halt the operation of the CPU
6137.

When the judgment result signal $6135 from the judgment
circuit 6135 indicates invalidity/disconnection, the
selection circuit 6136 invalidates the CPU internal status
read request signal S6161b and CPU internal status rewrite
request signal S6161lc input from the debugger 6161 and does
not output them to the CPU 6137. |

Here, the CPU internal status read request signal
S6l6lb is a signal requesting information showing the
internal status of the CPU 6137.

The CPU internal status rewrite request signa;l §6161c
is a signal requesting rewrite of the information showing
the internal status of the CPU 613'7..

On the other hand, when the judgment result sigﬁal
56135 from the judgment circuit 6135 indicates
validity/connection, the selection circuit 6136 outputs the
HALT signal S6l16la input from the debugger 6161 to the CPU

6137.
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signal 86161b, and CPU internal status rewrite request signal S6161c
issued from the selection circuit 6136 are not output 20 to the CPU 6137.
Further, since the write data is not encrypted on the external data bus
6144, even if the external data bus 6144 is illicitly probed, the
confidentiality of the program module M -1 is not lost. 25 As explainegl
above, according to the semiconductor 209 chip 6131, even when storing

a confideptial ram module PM -1 in an external memory 6160 outside
of the se rﬁ%é%rr‘?é: Sg?o? uc%ﬁ‘ %?L% TR CEFLERRHIS O e frogdanbadmuent

< Id, 5 That is, wh confidential program module PM -1
L AR B S0 LR PR AR e w8 S g ion

stored  in the exterriaf memory 616 i
e B B AR LS R ket orkating bra Taavost
oo e G SRR SR S thng proteeb g ane
O Chen I B VAR & LEBUBOIBARE . Pwr eher,
i (1 o B JetSCEaq by I PRt ROLEbH e Ly EBA it 1
signal $6137d input from the CPU 6137 in accordance with
the CPU intexrnal status read request signal S6161b to the
debugger 6161.

The CPU 613‘7 cutputs to the address bus 6141 the address
of the external memory 6160 and to the signal line 6142 an
instruction type instructing signal S6137a showing the type
of the instruction being executed and, in accordarce with
the same, performs processing using instructions and data

of the program modules PM 1, PM 2, and PM 3 read from the

external memory 6160 through the external data bus 6144 and

~encryption/decryption circuit 6134,

When the CPU 6137 receives as input the HALT signal
Sélela through the selection circuit 6136 from the debugger
6161, the operation of the CPU 6137 is halted.

Further, when CPU 6137 receives as input the CPU
internal status read request signal S6161lb through the
selection circuit 6136 from the debugger 6161, it outputs
the internal status signal 86137d including information

showing the internal status in the CPU 6137 designated by
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The present invention is not limited to the above explained embodiment.
20 For example, in the above explained embodiment, the case was
illustrated in which the key information table 6190 shown in FIG. 108, that
is, the key information, was held in the judgment circuit 6135, but it is
also'possible to encrypt the key informggiion table 6190 and store it in the
25 external memory 6160. 210 - Ninth Embodiment The present

ephadi iS,a iment corresponding_ to the 22nd to 24th aspects
of the in%gﬁ'ﬁl(?r{ rNgegﬁgﬂg?s (ta% %‘éﬁnerﬁhoe? tf"‘iég rstthehBsHi Bl5e to

egg@iq%wgg égfeégr})(ie to the attached drawings. FIG. 109 is a view of
the overall configuration 'of the communication system 701 of the present

embodimgnt. As shoyn.in EIG. t mmunication system 701 uses

the server 702, 1C ta%?ﬁs%éarj read%i/év?it&raff?&‘i%sp BnSFionipternal
790, &SP (application service praviden) seryer. 719, and SAM (secure )
app?ication module) frﬁ??(?&qiosclo%xr%gjnﬁ:éé%’ﬁoﬁ&ﬁﬂ%ﬂht Rt ¥ghection

and Rer I nt processing. or othey prqocessing for a procedure
using th%q%ghgg %%ﬁn%gﬁatgg%%ggi?gf t#wgﬁéreséﬁt TEYVEHBn e

SV 1R R OR VAL DR S" DE P SL W EBL B 37 by
the content designated by the signal S616lc. Due to thig,
the operation of the CPU 6137 is controlled by the debugger
6161.

The debugger 6161 uses the HALT signal S6161a
corresponding to the debugging object to control the
operation of the CPU 6137, monitors the operation of the'

CPU 6137 using the internal status read request signal S6161b

and internal status signal S6137d, and customizes the CPU

6137 by the CPU internal status rewrite request signal

S6lé6lc.

Next, examples of the operation of the semiconductor
chip shown in FIG. 105 will be explained.

[First Example of Operation]

In this example of operation, the case where the CPU

6137 writes into the external memory 6160 data of the program

module PM 1 will be explained.
The CPU 6137 outputs the write data through the CPU
data bus 6140 to the encryption/decryption circuit 6134.

Further, the encryption/decryption circuit 6134
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circuit of the present invention) and SAM chip 708 (semiconductor circuit
of the present invention). 20 The SAM chip 708, if necessary,_transfers
data with another SAM chip 708a (other semiconductor circuit of.the
present invention) . The SAM chip 708a, for example, as shown in FIG.
110, is connected with another ASP-s@®@r #19a different from the SAM
chip 708 or, as shown in FIG. 111, 25 is connected to the same ASP

senverybEasihe SAN €hiRid08., 211 Q}gpchﬂgg@tg@r@‘j'gg% !SAM fﬁi key
708a is basically the same as the SAM chip 708. Next, the component

SﬁmﬁbﬁmEﬂiohO&Mﬁkagp%ﬂHQMthé[KﬁgquggglgHBmgﬁ§§é§ in units
functional block diagram of an IC card 703. As shown in FIG. 112, the IC

cafdl BOShashtIC sfirtegiated €irehit) £03a PeAvidadvith,a naerpawy, 780 v a
and 10 CPU 751. The memory 750, as shown in FIG. 113, has a storage

dpws 7534 dséd byzeecreﬂité:afdxmomﬂﬁaypr@ﬂ@j:service business
71511 a storage area 7552 used by a service business 7152, and a

storage afex 7663 Usknlflyrasensee vk ReSIRgs 4188 WIRE e rmation
memory 750 stores key data used for judging an access right to the

storadefarea igbénkey fatbon is added to the key information ta,ble.
6190 shown in FIG. 108.

At thisrtime, the judgment circuit 6135 outputs a
Judgment result signal $6135 showing
invalidity/disconnection to the selection circuit 6136, and
the HALT signal S616la, CPU internal status read rgquest
signalSGlGMo,andCPﬁinternalstatusrewritexequestsignal
S6161c issued from the selection circuit 6136 are not output
to the CPU 6137.

Further, since the write data is not encrypted on the
external data bus 6144, even if the external data bus 6144
is illicitly probed, the confidentiality of the program
module PM 1 is not lost.

[Second Example of Operation]

In this example of operation, the case where the CPU
6137 reads i#structions.or data of the program module‘PM_l
from the external memory 6160 will be explained.

Due'to a-read instruction issued by the CPU 6137,

instructions or data of the program module PM 1 are read

. from the designated address of the external memory 6160 and
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used for judging an access right to the storage area 7552, and key data
used for judging an access right to the storage 20 area 7553. That key
data is used for mutual authentication, data encryption and decryption,
etc. Further, the memory 750 stores identification information of the IC
card 703 or user of the IC card 703. Next, the SAM unit 709 will be
explained in detail. 25 The SAM unit 709, as explained earlier, has an
external.212 memory 707 (storage circuit of the present invention) and
S%\I(If/lt% ﬁ) %‘é“((’su lqicgé uESF ER8At o RED rBYS Sk anioh) tisoftware
%orpfigurqgiggnof C§AM chti:p 708] 5 The SAM chip 708 has the software
configdration a5  showh in P16 S REshdd in FIG. 114, the SAM chip

708 has, gon&he bg: om Iarzeer toward the top layer, an HW (hardware)
layer, OSTayer: lower fafil %’r%éﬁ@ﬁﬁ&ﬁ%&%ﬁ%ﬁﬁ&%@ 64P4 views

layer. il;ge .Iciw%ro%ndégr layer jnclude a driver layer. Here, [n the AP
layer, application progranis APPLEAR 20 PRBIS i hid&ionG®ghaned on
of the efgpnggvegﬂg% %efiqin procedures for use of the IC card 703
by credit 15 Card companied or SthaP Mg SedeAsanairarideizmction
owndp FiR. 1h9arezad g apd un from the el memon 10 e aine
the key information corresponding to that ID number.

Further, the encryption/decryption circuit 6134
decrypts the instructions or data read from the external
memory 6160 using that key information in units of block
data and then performs parity processing.

Further, the parity processed data or instructions
are output through the CPU data bus 6140 to the CPU 6€137.

At this time, the judgment circuit 6135 outputs a
judgment result signal S6135 indicating
invalidity/disconnection to the selection cirecuit 6136, and
the HALT signal S616la, CPU internal status read request
signal S6161b, and CPU internal status rewrite request signal
S56161ic issued from the selection circuit 6136 are not output
to the CPU 6137.

Furthe;, since the write data is not encrypted on the
external data bus 6144, even if the external data bus 6144
is illicitly probed, the confidentiality of ‘the program

module PM 1 is not lost.

As explained above, according to the semiconductor
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In the AP layer, the application programs AP 1, AP-2, and AP-3 and the
higher handler layer are provided between 20 them with firewalls FW.
[External Memory 707] FIG. 115 is a view for explaining the storage areas
of the external memory 707. As shown in FIG. 115, the storage areas of
the external 25 memory 707 include a3 §\P_storage area 72201 in which
the 213 application program AP-1 of the service business 7151 is stored,
aghég Qrage area 72202 in which the application program AP-2 of the _
service business 71521s HoftC A A PSR S SRR EAh PRoRaR thodule
grplicatign program AP-3 5 of the service business 7153 is stored, and an
APmanagement storage afey 7322 18 PRFHE R S ddto fRRisrductor

IR £0 e lication_program AP-1 stored in the AP storage area
g"rz}‘zgo‘i igjé%-#fpﬁ:gg‘a &%“%ge‘%o?e BldddBIuPHinF e dppnexioh Bedile PM_1
data APE {;de ta modules of the present 10 invention)- Access to the AP
storage area 72201 is restricted by the firewall FW 1. The application
program hF;g storecHn the AP %toffiage area 72202 .is comprised of a
SPHCATST S RFEAERPEOALLEsBNy the tored

later explained plaraity of apph

AR sieragg.area 13 72202 is restricted by the firewall FW 1. The
application J&ggfg?niAﬁ??gﬂe(? ]|in6(i AP 3TagE e 87 PR PV 6137,

%%pggggggg‘égteéieggtlxa;{%e%ngéagt%ocﬂtibits the debugger 6161 from.

communicating with the CPU 6137, so it is possible to prevent

-the processing of the program module PM 1 being executed

by the CPU 6137 from being illicitly monitored by the debugger
6161 .

Further, since parity processing is performed after
decrypting data and instructions read from the external
memory 6160, wl;en unsuitable key information is used for
the decryption or when the data and instructions are
destroyed or tampered with, this can be detected by the parity
procagsing and suitably dealt with. |

The present invention is not limited to the above
explained embodiment.

For example, in the above explained embodiment, the
case was illustrated in which the key inférmation table 6190
shown in FIG. 108, that is, the key information, was held
in the judgment ciréuit 6135, but it ig also possible to
gndrypt the key information table 6190 énd- store it in the

external memory 6160,
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application element data APE. Access to the AP storage area 72203 is
restricted by the firewall E'W 1. 20 In the present embodiment, the
application element data APE is the minimum unit downloaded for
example from outside of the SAM unit 709 to the external memory 707.
The number of application element d@ APE forming each application
program can be freely determined by the 25 corresponding service
business. 214 Further, the application programs AP 1, AP 2, and AP -3
stored mﬂﬁ%&tmm,tt 707 are scrambled. They are descrambled
when read into the SAM chip 708. Further, the application programs AP-1,
AP-2, anthRPPESESRE RieEHIse thict dee eBY pd RenfccBrsiReRRRding
7151, 7152, and 7153 using the personal computers 7161, 7162, and
F5FBGAIEFES #AEnG 3BRAkARE thitstighhrensdmnchip 708 to

the external memaory 707. Next, the application programs AP 1, AP 2, and

AP 3 10Vilfite &thiSingHRedeRER Fhefe ReoRFBPRIbFe AppREdtbAn will

‘programs far each service husiness in the SAM. The application

programs AP TIaBY Y EeAB TS nFR rdifafibeael arched Hrawimdse,

as showg i%]FICi‘.O%S_llﬁ each comprised identification data AP ID for
appli

identifying the cAffo pldgtinAP thgaCXPENIMCOiRg HREion of

‘number of the,a}%)Lication element data APE included in
the communi ion system 701 of the present embodiment.

As shown in FIG. 109, the communication system 701
uses the server 702, IC card 703, card reader/writer 704,
personal computer 705, ASP (application service provider)
server 719, and SAM (secure application module} unit 709
to communicate through the Internet 710 and perform
settlement processing or other progessing'for-a procedure
using the IC card 703 (integrated circuit of the present
invention) .

The SAM unit 709 (data processing apparatus of the
present invention) has an external memory 707 (storage
circuit of the present invention) and SAM chip 708
(semiqonductor cixcuit of the present invention).

The SAM chip 708, if necessary, transfers data with

another SAM chip 708a (other semiconductor circuit of the

.present invention) . The SAM chip 708a, for example, as shown

in FIG. 110, is connected with another ASP server 718a

different from the SAM chip 708 or, as shown in FIG. 111,

is connected to the same ASP server 719 as the SAM chip 708.
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that application program, and one or more application element data APE.

20 The identification data AP-ID is set to be different for each service

business. As shown in FIG. 116, the application element data APE is
comprised of data APE SIZE showing the data size of that application

element data APE, identification data 25 APE-ID for identifying that

application element data APE, 215 - and the data proper APE PL. Here,

the identiqfr}%tion datg APE-ID is comprised of data APE_TYPE showing

the type of the SppicatiBhtMBne HathaPEhFintrd AQINSNUMasically
SQ vg!in amle identification 5 number (instance identification number) of the
application elameht Yatt MpehirninQRat type. The data INS NUM is
managedNbYT}:he gnd user (service business) side. For example, when the
application éfethe it 8aZoRPRRRAES fiheyteredifiGuration, thildatbe

A(I;’}I{Ep Y:E:Eeb comes 10 "2" and the data INS NUM becomes "1". Due to

this, 1 flie Samie SAM, it is possible to specify the application element

data APE bigyoysly by the identification data APE ID. The external
memory %ﬁi@%ﬁ#.ﬁ% 115 stores the 15 above explained application
program (AP;1, AP-2, and AP-3) encrypted by the encryption key .
data K -A gut':\ll;l)le%of1 thé st thi ol dirdpsitatsmpronfamn IC card
ppgkage APP. As the encryption key data KAP, encryption key data

As shown in FIG. 112, the IC card 703 has an Ic
(ihtegrated circuit) 703a provided with a memory 750 and
CPU 751. |

The memory 750, as éhown in FIG. 113, has a storage
area 755 1 used by a credit card company or other service
business 715 1, a storage area 755 2 used by a service
business_?lsmﬁ, and a storage area 755_3 used by a service
business 715 3.

Farther, the memory 750 stores key data used for
judging an access right to the storage area 755_1, key d;ta
used for judging an access right to the storage area 755 2,
and key data used for Judging an access right to the storage
area 755 3. That key data is used for ﬁutual authentication,

data:enéryption and decryption, etc.

Further, the memory 750 stores identification
information of the IC card 703 or user of the IC card T03.

Next, the SAM unit 709 will be explained in detail.

The SAM unit 709, as explained earlier, has an external
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differing for each application program is used. 20 Next, the types of the
application element data APE explained using FIG. 116 will be explained.
FIG. 117 is a view showing an example of the application element data
APE stored in one AP area. As shown in FIG. 117, the AP area stores
card access 25 key data, file system Sggfig_uration data, SAM mutual 216
authentication key data, inter-SAM key package key data, IC card
%e%%ﬂon Maero c%mmand script program (processing rout[ne data of the
presentinventioh] o8 FRsFRoR dicitibh REy bhek e arstreipstestiohdwey and
%agﬁ.are%%eletion 5 key package, service registration key package,
Servics aeletion kéF PRERLICURHORP Fagsiiéd kef dsheK PARSeadthe
anJi‘gngn element data ARE. Next, the application element data APE
Shown IR EIE. " 117 will be explained. 10 o Card Access Key Data The
card access %@ data is the key data used for a read or write operation
with respect o%?errene?r?&?ﬁbr(ﬁtﬁfé’ﬁ@@arﬁ%fkﬁﬁhéﬁ$<éy data to
be viewed by Iat%r, exp{lﬁined IC card operation macro command script

% ih thagahten pebrupproaroniiancat totm as

program 15 is"also fntitde
APE as the %afg aceess key data. o File System Configuration Data The
SNOWD 1n - .

ﬁle system configuratiori data, for example,

As shown in FIG. 114, the SAM chip 708 has, from the
bottom layer toward the top layer, an HW (hardware) layer,
0S layer, 19wer handler layer, higher handler layer and AP
layer.

The lower handler layer include a driver layer.

Here, in the AP layer, applic:aﬁion programs AP_1, AP 2,
and_AQ“B (application programs of the present invention)
defining procedures for use of the IC card 703 by credit
card companies or other businesses 715 1, 715_2, and 715 3
éhown‘in F1G. 109 are read out and run from the external
memory 707.

In the AP layer, the application programs AP 1, AP 2,
and AP 3 and #he higher handler layer are provided between
them wiﬁh firewalls FW.

[External Memory 707}

FIG. 115 is a view for éxplaining the storage areas

of the external memoxy 707.

As shown in FIG. 115, the storage areas of the external

memory 707 include an AP storage area 7220 1 in which the
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includes log data, negative data, and genre data. 20 The log data is for
example data of the history of use of the application element data APE,
the negative.data is for example expiration information of the IC card, and
the genre data is for example the record of execution at the SAM. 25 For
example, the file system configuratign gelects 217 the type of the file
access (record key designation sort ring) and, if a record key, sets the

reg fgaetnumber of records as a whole, record signature version,

re% signature Metiod Type- +ecotd dale sP8 AiFFedord SRpmsurdkps_1 is
kg)é.olirlérgwrawhﬁg W@tir%ata from the outside in the file system, it ‘
designate’s whether 16 PERBMIRE Bigheddre? vémtiedtirhetthRcfPRL ication
"record” is t jnimum unit of writing/reading of file data. o SAM Mutual
AEG%? rﬁﬁ:”‘fati%%—?ey"[%tﬁgﬁ THRE 1 SRoVESF ulda sitientebassd, an
bﬁENg n_APs in the SAM. The SAM mutual authentication key data

is key %%3[:; Lséd ﬁﬁ:ﬁ%g)cegsﬁ% e EBSoRBRY i Ao R ERGHam AP_3
data ARE Jrom another AP in th e SAM or another SAM. 150
Inter%ﬁl\/?eK%‘;cha%tlga'ﬁséﬁggf ?h%f%@r-éﬂl\ﬁ ®REFAckane Ry AP management

e Lo S0 S LA B Lo

The application program AP 1 stored in the AP storage
area 7220 1 is comprised of a later explained plurality of
application element data APE (data modules of the present
invention) . Access to the AP storage area 7220 1 is
restricted by the firewall FW 1.

The application program AP 2 stored in the AP storage
area 7220 2 is comprised of a later explained plurality of
application element data APE. Access tc the AP storage area
7220 _2 is restricted by the firewall FW_1.

The application.program.ARWB stored in the AP storagé
area 7220 3 is comprised of a later explained.pluiality of
application element data APE. Access to the AP storage area

7220 3 is restricted by the firewall FW 1.

In the present embodiment, the application element

~data APE is the minimum.upit downloaded for example from

outside of the SAM unit 709 to the external memory 707. The
number of application element data APE forming each
application program can be freely determined by the

corresponding service business.
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0 IC Card Operation Macro Command Script Program 20 The IC ca_lrd
operation macro command script program is generated by_.the service
business itself and describes the order of processing relating to the IC_
card 703 or transactions with the ASP server 719. The IC card operation
macro command script program is set4i the SAM unit 709, 25 then
analyzed by the SAM chip 708, whereby the corresponding 218 - IC card

entity data,is ggagrateg, o, Memory Division Key Package The memory
division key p%%kaéet?g%ftg%ﬂs% %or'?" WRESFIE P ardfs B i@d AP_3

exesnalynemory, L0£ of .3 memory of the,%g,?aarld 703 before a service

d. Th
business starts to run a service using the 1C cafd 705 5 #rkd = ey are

ReaiRlan S FREIPILINC 2GR SYiRI AN Ky pagigge 1o data used

when performing area registration in a s‘taorage ar memory 10 of

the IC cagd /PR heforg,a seryice business starts running a servi.c_e usin
the IC card 703. 0 Area D&&%ﬁ?@lggcﬁﬁagfﬁ&rﬁd&é&nﬁn) AP_3

degefio kage is kage which can. be automatically
e e B B e P OB bp arnags 7151,

Rq@iﬁqti_g%éeylwtgr@&%n%@gOﬁgr-l:;ba%gl r\g%?x%{)s;g{i%tgg%n%?%, 716 2 ,v
package is used for~ registering application element data
@HAMAL6 3 shown in FIG. 109 and downloaded through the SAM
chip 708 to the external memory 707.

Next, the application programs AP 1, AP 2, and AP 3
will be explained in detail.
| There are one or more application programs for each
service business in the SAM.

The application programs AP _1, AP 2, and AP 3
(hereinafter also referred to as AP) ére, as shown in FIG.

116, each comprised identification data AP ID for

identifying the application program AP, data APE NUM showing

 the number of the application element data APE included in

that application program, and one or more épplication element
data A.PE‘..

The identification data AP _ID is set to be different
for each service business.

As shown in FIG. 116, the applicat;,ion element data
APE is comprised of data APE SIZE showing the data size of
that application element data APE, identification data

APE _ID for identifying that application element data APE,
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memory 707 before the service business starts running a 20 service us_ing
the IC card 703. The service registration key package is a package which
can be automatically generated in the SAM from card access key data. o
Service Deletion Key Package (Internal Generation) 25 The service
deletion key package is used for deleting219 application elem_ent data
APE registered in the external memory 707. The service deletion key

. . : . M
p is a,package which_can be automatically generated in the SA /
fr%%hl%g%eac%%%g § 8? ﬁﬁtf%%)}‘Data K -APE The key data K -APE is

used as ap.encryption k hen. setting the application eIe_r_nent data
APE. Diﬁqé]r%%? keghc%tégl%’%ﬁgﬁg%% e‘&af§ﬁsé&*ﬁg%bphﬁaﬁ6’ﬁﬂpﬂsed of
e ntdata 1Q for every AP area. Next, the above explained IC
cgré(;&%peratlonﬁri%crg Comman sﬁ:ri%?og?gmteh‘éréﬁm&%%feﬁé&ment
t ipt program) will be lajined in detail. The script programis a
p%og;rgmﬁ%%o degﬂ% néll \é\l%p |ca%§%—p¥8§$amoﬂﬁnﬁ Ao, &r‘?&ﬁpl-@‘d?;tﬁé‘m

: . . i 7
SELVES Pusingss 715 Jigélt?gigng:g%% running on the SAM chip 70

nce

and procedures of processing performed. By‘fﬁ@ﬁ’é’éhr&%d@ﬁh@ﬂplication‘
XECHUNG 106 BRAUSRIONAIOI St type. The data INS NUM is managed

by the end user (service business) side.

For example, when the application element data APE
is the file system configuration, the data APE _TYPE becomes
"2" and the data INS NUM becomes "1". Due to this, if the
same SAM, it is possible to specify the application element

data APE unambiguously by the identification data APE ID.

The external memory 707 shown in FIG. 115 stores the
above explained application programs AP (AP_1, A2_2, and
AP 3) encrypted by the encryption key data K AP outside of
the SAM unit 709 as the application program package APP.

'As the encryption key data K AP, encryption key data
differing for each application pProgram is used.

Next, the types of the application element data APE.
explained using FIG. 116 will be explained.

FIG. 117 is a view showing an éxample of the application
element data APE stored in one AP area.

As shown in FIG. 117, the AP area stores card access

key data, file system configuration data, SAM mutual
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In the present embodiment, as explained later, as shown_ 20 in FIG. 118,
the SAM chip 708 performs processing based on the script download task
769 and script interpretation task 770 and generates from the AP
management table data and script program the IC card entity template
data 730_1, input data block 731_xI, sugout data block 732 x2, log data
block 733x3, 25 and computation defining data block 734 x4 used for -

' ' | d 7153
220 psacaduses slaiiag theseryicg businasses 7151, 7152, an
FIG. 119 is a view for I(%%plaining the commands Used P 0ad&idiey uata.

: . ds
I€-cayghQpey; 3 M1G{0,L0 a ript, 5 programs. In the colmman .
commands fgfgthe SAM chigy%@%gé% Eéfrie sgﬁllé%% I SIEREY “PropREsing

cmBRds dalating £0 qperatian of the,1C ca_rg 703 are given the first._ L.
letter "C". Further, the secogd letter Is selectivaly Used h ATeEbrdhngksion

; i~ati an i ' claration of the
7“&“%5?‘?%?,%“?5'?ﬁﬂ%%?%%?%%%%ﬁﬁ%‘%f%pﬁ%%%%%%eérﬁﬁlpﬁﬁtm
Corm S SO T AT
aaltleAlb:l weylpAnkige anaBPlelaLalgmen gaia AEE cpmppiaton
definition, it is "FIT. The commands used for descrlgﬁngdt%e Scrip
fIaRwtion element data APE.

Next, the application element data APE shown in FIG.
117 will be explained.

o Card Access Key Data

The card access key data is the key data used for a
read or write operation with respect to tha.memory 150 of
the IC card 703. Further, key data to be viewed by the later
explained IC card operation macro command script program
is also included in the same type of application element
data APE as ﬁhe card access key data.

© File System Configuration Data

The file system configuration data, for example,

includes log data, negative data, and genre data.

The log data is for ekample data of the history of
use of the application element data APE, the negative.data
is for'example expiration information of the IC card, and
the genre data is for example the record of execution at
the SAM.

For example, the file system configuration selects
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721 1, 7212, and 7213 include the SC command, SO command, 20 SI
command, SL command, SF command, Cl command, CS command, C;R
command, and CW command. The SC command is a command declaring
the number of the maximum number of IC card entity data WhiCh the SAM
chip 708 can process simultaneously; 25 When the SAM chip 708 can )
simultaneously process 1000 - 221 sets of IC card entity data, "SC:1000

[ | di d for.declaying the data
Siock T Taring T onEAR dB it PIBCHEH e 498 MR TPt

block for forming the output nw

t c 03.will be_stored among the data, 5 blocks provided in the
gflr\lﬂgéhlaé%%é ﬁvﬁengpé%%r%ﬂ%r%?ﬁes%?ng%ﬁ r% HERCEGH FFpaditmber

' ' hen the data
Fthe, plained rd entity daja. For example, wher
blocks 'ﬁ?ﬁ( a% p%oﬁgg?e\'/vhgﬁ%?gﬁds e Gata read frofit e icregard

iLhedala, "SQ:1" is described. The SI command is a
gg r%]ir%and for de%%é%ogf ?r%édalfa? %?6’8?‘%?@‘ formiAg th%qﬁpﬂ?(?gﬁdbﬁ)’cﬁl"i%ﬁur e
j ' a iften in the 1C card 7Q3 is stored among the
et Dipeke Do T S 05 eh SEAcT NS phobbin g1
ygioadhe 1G caih 203 hased onydhe ater explained IC card entity data

For example, when the data blocks 1 to 10 are provided, whefi St e
date; teskey wiiign i the '@a‘i%!? D3Dg oo ran is the minimum unit of
writing/reading of file data.

© SAM Mutual Authentication Key Data

This is also used for mutual authentication between
APs in the same SAM.

The SAM mutual authentication key data is ];ey data
used when accessing the corresponding application element
data APE from another AP in the same SAM or another SAM.

© Inter-SAM Key Package Key

The inter-SAM key package key is encryption key data
used when exchanging card access key data or other data after
inter-SAM mutual authentication.

o IC Card Ope\_.ration Macro Cqmmand Script Program

‘The IC card operation macro command script prograiu
is generated by the service business itself and describes
the order of processing relating to the IC card 703 or
transactions with the ASP server 719. The IC card opei:ation
macro comanc’i-script program is set in the SAM unit 709,

then analyzed by the SAM chip 708, wﬁereby the corresponding
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blocks 2, 3, "Sl:2, 3" is described. 20 The SL command is a
tcr:)emdn?;d for declaring the data block formi.ng the log data block 733 x3
for storing the log data relating to an operatlpn among the datg blocks
provided in the SAM chip 708 when performing processing using the IC
card 703 based on the later explained I 8ard entity data. _25 For example,
when the data blocks 1 to 10 are provided, 222 when storing the log data

d is a command
in%Re datableak 4£3Sld4tis fesgdhed. iheSF comman
for providing the data block forming the computation defining data block

the application
734x4 5 destsibingythedlefeition adhesglafign between
element data APE relating to the IC card 703. gfhe content of the

computatmhedeﬁéﬁwtamtéﬁﬂé%éyb?%@]?&é@eP (€ (%ai CeSSII;%% aﬁar

information of the IC card entity data. 10 The CI Command is a ﬁo o
foldettaiinmg tlthdssalemaideeé_(;g@gd g§3t§ﬂ%rv&§'gursﬁ% 'eLo% a %ﬁz or
specifying the service business defined by the ClI command becontes

|@emrktypefinfoneationef te 7Escardetity daa, Jp;The £ Corgrrsnsangtarts
is a command for declaring simultaneous operation of a pIura :

sépvicasntodhe 4@ eaes 703 Dyg Citing the nameAREsN of the applicatllon
element data APE (service type elements) . The CS command can also
declare © Area Registration Key Package

The area registration key package is data used when
performing aréa registration in a storage area of the menory
of the IC card 703 before a service business starts running
a service using the IC card 703,

o Area Deletion Key Package (Internal Generation)

The area deletion key package is a package which can
be automati-cally‘ generated in the SAM from the éard access
key data.

© Service Registration Key (Internal Generation)

The service registration key package is used for
registering application element data APE of the éxternal

memory 707 before the gservice business starts running a
service using the IC card 703.

The service regis tratiqn key package ig a package which

can be automatically generated in the SAM from card access

key data.

o Service Deletion Key Package {Internal Generation)

The service deletion key package is used for deleting
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a function defining processing among application element 20 data APE
designated by the name APE N. For example, it is possible to declare
"CS:"Rc"+"Wd'+"WdIIT'Based on the content of the CS command, APE -H
designating information of the IC card entity data and 25 processing order
information are determined. 223 The ZRicemmand declares to store data
read from the IC card 703 in a designated data block when the relation

amppiiapiitation eleveerd daleARpis nalglefingd (whep Sk, command
is not described). 5 For example, when storing the data rea}ﬁ%mefé%elﬁnal
cawand@Y invTe_data block 1, "CR:SO:1="Rc"™ is described. The CW

command declares to write data stored in a designated data block to the
C card PBeniaerr e lalions emanacanp fsalanslement A9 ARE IS 0l o
g%locﬂgﬁ in

defined. 10 For example, when writing data stored'in the dat

theiCloardu83n2Waay Wends desarined. dilie Shyraramand deglares |
the data block for describing computation. content spanning services. For
gseynpie bwhen describing computation content 15 spanning services in

the SF data block 1, CF:CES FUNC=SF:1" is described. Further, the SF

data bloek Kagsniesaritediweit, for example, s"Wc"=I ("Wc">10) then
("Wc"-10; "wd"="Wc"*0.08+"Wd")". This formula expresses the operation

The key data K APE is used as an encryption key when
setting the appl;i.cation element data APE. Different key data
K APE is assigned for setting application element data APE
for every AP area.

Next, the above explained IC card operatioﬁ macro
command script program (hexeinafter also referred to as a
script program} will be explained in detail.

The script program is a program for defining
application programs AP 1, AP 2, and AP 3 of the service
Susingss 715 1, 715_2, anq 715 3 running‘on the SAM chip
708 and procedures of processing performed by the IC card
703 when ekxecuting the application programs.

In the present embodiment, as explained later, as shown
in FIG. 118, the SAM chip 708 performs processing based on
the script download task 769 and script interpretation task
770 and generates from 'é:he AP management table data and script
program the IC card entity template data 7301, input data
block 731 x1, output data block 732 x2, loé data block 733 x3,

and computation defining data block 734 x4 used for



10

15

20

25

20 of subtracting 10 from the value of We when the remai_ning number of
services We is larger than 10 and adding a number of points
corresponding to 8% of We as cumulative points to Wd. Next, the data -
stored in the AP management storage 25 area 7221 of the external
memory 707 shown in FIG. 115 will-224&¢be explaine_d. Access to the AP
management storage area 7221 is restricted by the firewall FW 4. Note

t tmcﬂ{gwgllxlama&gg egRoRes tg b rewalk FEW show F
1@1ﬂjoFlG 120 is a view fo@E explalnlnggde?é%%% e data ¢ s?oredi%—t%é ATI!'S 2,

nafagerwen storage area 722. The AP management storage area 7221,
as shown in FIG. 120, stores the AP-management table data 73001,

73002, %6rand ﬁgog_g”ngn@g@qge@gga@x tgggr%se |nvent|on rcwﬁ used
the APP table data 73101, 73102, and 731 3(usage al owmg he

' ) 73002
reseridavaniion:deife N-ABMaNAgRIPER;ahle data 73001, 7301 .
nd 73003 anc e AR a0 Gata 9 1, 73102, and 75103 TR §F=1P

i i hip 708. Further,
exaayampeeregistered at the time of setup of the SAM ¢
the AP management table data 73001, 73002, and 73003 and the APP

table date: IHY., J3dQ24 qaNd ISHAGATSPR LEVIHEN OOl By He-mpgnager,
of the SAM chip 708.

are given the first letter "8", while commands relating to
operation of the IC card 703 are given the first letter "C".

Further, the second letter is selectively used in
accordance with the application. For example, for an issuer
setting declaration of the IC card 703, it is "I", for a
declaxatiog of the application element APE (service type
element declaratign); it is “S", for a simple read
declaration from the IC card 703, it is "R", for a simple
write declaration to the IC card 703, it is "W", and for
an application element data APE computation definition, it
is “Fv".

The commands used for describing the script programs
721 1, 721_2, and 721_3 include the SC command, SO command,
SI command, SI éommand, SF command, CI command, CS command,
CR command, and CW command.

The SC command is a command declaring the number of
the maximum number of IC card entity data which the SAMﬁchip
708 can process simultanecusly.

When the SAM chip 708 can simnltaneéusly'process 1000
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20 The AP management table data 73001, 73002, and 73003 are defined
for each application program A.P. Further, the APP table datg 73101,
73102, and 73103 are defined for each SAM mutual authentication key
data. FIG. 121 is a view for explaining the AP management 25 table data
73001. The AP management table dapz Y3002 and 225 73003 hav_e the
same format as the AP management table data 73001. As shown in FIG.

I d Sh@\/\@;thggq%wtg;ggggg dggq:éA’PE-éB,: %%rgallextigggzel_%%g%ﬁng

data IEl, 5 identification data SAM-ID, identification dats dta

K CARDA{sesend-kaydate afdhg niese] tA&V%EE}PA”%gé%%di“ﬁagﬁéﬁ@Mdata

(first key data of the present invention), data S ata

wubdriarbAESHRAIkeRdogs thJae@é:I'gﬁfJ{'E e APE N of f%:l:eh the

1
viewed application element 10 data APE used In the IC caf opé‘ra‘f’lB

aacso seRandacinle PEOEAITGTHEIYNE ARE N O hepoplicetion, . .
element data APE is the name assigned to the service &app icati

Bleowes gata-ARRLOrOMIderDYShG anpligation prgaram of the service 15
businessg? 71511 7152, and 7153. The hﬁame AP‘%%\'IH an igentner

pieweddesiegcielithg safuiceondmbenehiig, seivise which the applicagion =
program of each service business can use. Here, the identification data
APEEXS identificptiaR ta .

For example, when the data blocks 1 to 10 are provided,
when storing the data read from the IC card 703 in the data
block 1, "S$0:1" is described.

foe SI command is a command for declaring the data
block for forming the input data block 731 _x1 in which the
data to be written in the IC card 703 is stored among the

data blocks provided in the SAM chip 708 when performing

processing using the IC card 703 based on the later explained

. IC card entity data.

For example, when the daﬁa blocks 1 to 10 are provided,
when storing the data to be written in the IC ca._rd 703 in
the data blocks 2, 3, "SI:2, 3" is described.

The SL command is a command for declaring -the data
block forming the log data block 733 x3 fqr sf.oring the log
data reiating to an operation among the data blocks provided
in the SI;M chip 708 when performing processing using the.
IC card 703 based on the later explained IC cérd entity data.

For example, when the data blocks 1 to 10 are provided,
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20 data of the application element data APE. The internal/external
designating data IEl is a flag for differentiating between whether the APE
exists as an entity (internal designation) , or whether reference is made
from another SAM (external designation). 25 The identification data SAM
ID is identification data 226 of the SAAMat the other party transferring data
when the SAM chip 708 is performing processing relating to that

aiplinationetemeniata AP G 122 ia view forexplaining fh%%\&fl is
ID. 5 The SAM ID is 4 bytes of data and has a concept of a nét mas
slendlat-ibad CP/IP. The net mask can be set in bit units. For example,

that net mask, as shown in FIG. 122, is classified into three types, that is,

an A clashd3 skasgok@hand G §1ass JHEREIaLeMeSH- SAVE QI e, + o

same net mask is allocated, one type of key data used for mutual

atbertiansioniis guicersolidhe DEasst QIMGHINE AL SXIWRle. 18 54

same service business is allocated the same net mask. 15 In FIG. 122,

hestclHssmgt ohaskis Midicated DYoo 2a3mEXpet 228 olheughar L byigds |

assigned a predetermined value for specifying that class, and the lower 3

bylps bre tassigrerbyalues o spesibingdie individua) SAMSs belogging 703,
to that class. Here, "XX" can be set to any value. That is,

The content of the computation defining data block
734 x4 becomes the pre-—processing information of the IC card
entity data.

The CI command is a command for declaring the issuer
of the IC card 703 .(service business} .

The data specifj{iﬁg the service business defined by
the CI command becomes the IC card type information of the
IC card entity data.

The CS command is a command for declaring simultaneous

operation of a plurality of services to the IC card 703 by

- citing the name APE N of the application element data APE

(lser\'rice type eJ.ements) . The CS command can also declare
a function defining processing among application element
data APE. designated by the name APE N.

For exémple, it is possible to declare
"CS:"Re"+"Wa"+"Wdn ",

Based on the content of the CS command, APE N
designating information of the IC card entity-.data and

processing order information are determined.
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20 the net mask of. the A class can be used to define the 16777215 SAM

IDs belonging to that A class. Further, the B class net mask is indicated by
"255,255,XX,XX", the higher 2 bytes are assigned predetermined values

for specifying that class, and the lower 25 2 bytes are assigned values for
specifying the individual 227 SAMs belérging to that class. That is, the

net mask of the B class can be used to define the 65535 SAM IDs
belongindhe & B-otasznBurdeer] the:€ olasssteiraaglaisandieatedtides the
"255,255,255,XX", the higher 3 bytes are assigned predetermined values

fdiCspratgingRaticlass deavditmedtwer danyde kg assignedMallRs fFelation

specifying the individual SAMs belonging to that class. That is, the net
MESKOSE therd tlatican bbamed todiefineAlrE 255 SAN IDsdielergingten sF
that C 10 class. The identification data AP ID is identification data of an

Sppmeatsh grograrh edesatetbiedthe SAM of the other party transferring
data when the SAM chip 708 is performing processing relating to that

applicatidi?&letrampita AfiRn SStweiagdatack GARDAdRHCY Haid the IC
used for transfer of data with the memory 750 of the IC card 703 when :
the SAMOéhib7 ddrpedaitas biseekssihg réfRingao thatrapplicatiolle scribed.
element data APE. The key data K -SAM is key data used for transfer of -

The CW command declares to write data stored in a
designated data block to the IC card 703 when the relation
among application element data APE is not defined.

For example, when writing data stored in the data blcock
2 in the IC card 703, "CW:SI:2="We"" ig described.

The CF command.dedlares the data block for describing
computation content spanning services.

For example, when describiﬁg computation content
spanning services in the SF data block 1, CF:CES FUNC=SF:1"
is described.

Further, the SF data block 1 has described in it, for

example, ""WHeY=If ("Wc">10) then ("We"-10;

7_"Wd"m"ﬁc"*0.08+"ﬂd")". This formula expresses the operation

of subtracting 10 from the value of Wc when the remaining

number of services Wc is larger than 10 and adding a number

- of points corresponding to 8% of Wc as cumulative points

to Wd.

Next, the data stoxed in the AP management storage

area 7221 of the external mémory 707 shown in FIG. 115 will
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20 data with another SAM when the SAM chip 708 is performing
processing relating to that application element data APE. The data SET
APP is data for specifying the APP table data 73101, 73102, and 73103
used (viewed) when the SAM chip 708 performs processing relating to
that application 25 element data ARE.2228- The data FLAG IP is flag
data showing whether to disclose data managed (held) by the SAM chip
788 teapathensoiAM chip 708 etc. The data FLAG STR is flag data
showing whether to allow 5 data managed (held) by the SAM chip 708 to

be held byasaifier :SAMNiAL Uaklaq el W08 APE AL 'S5i0e; |
A" is the access key of the IC card 703 defined by the%pp?catlo

pregramio tthat SAMHO8 T he gy flatgofsthe "Service A" is set to be 10
not disclosed, so cannot be viewed by anapplication program of another

SAM or aneteramppticationeriogramof ihe-gage AN Further, the .,
"Service C" is the access key of the IC card 703 defined %y that

appleattohlprogramoMendhagsGAM; 12 is assigned the net mask of the
later explained C class, the key data of the "Service C" is disclosed to an

applicatiFrprogzgm D8 te.SAW having §_§6M.J‘ll?f éTTn" % fhe data

this time, the SAM mutual authentication key is urt
vettetiredorimot ehe ey alacradaald thekendattarea 722

The AP management storage area 7221, as shown in FIG.
120, stores the AP nanagement table data 7300_1, 7300 2,
and 7300,_3 (management data of the present invention) and
the APP table data 7310_1, 7310 2, and 7310_3 (usage allowing
data of the present invention}.

3ere, the AP management table data 7300 1, 7300_2,
and 7300_3 and the APP table data 7310_1, 7310 _2, and 7310_3
are for examplé Preregistered at the time of setup of the
SAM chip 708. Further, the AP management table data 7300 1,
7300_2, and 7300_3 and the APP table data 7310_1, 7310 2,
and 7310 can be rewritten énly by fhe nanager of the SAM
chip 708. |

The AP management table data 7300_1, 7300_2, and 7300 _3
are defined for each application program AP.

Further, the APP table data 7310_1, 7310 2, and 7310 _3
are ciefn.ned for each SAM mutual authentication key data.

FIG. 121 is a view for explaining the AP management

table data 7300_1. The AP management table data 7300 2 and
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20 of the "Service C" until the next use is determined. When possible,

when the other SAM next uses the "Service C" on the card, it is not
necessary to obtain the card access key again from the SAM. The access
key of the Service B is obtained not from that SAM, but from the SAM

having the SAM ID 25 "43,13,137,xx"%As the mutual authentication key
between 229 - SAMs, "SS1... SSn" is used. Whether or not the access
RAPOLBhsepyiEb B saae eomia turmts thi sekbusaindeterminecibla data
flag designated by that SAM. 5 The "Service B Log" indicates the file in

VG Mg data to which the SAM ID of "43,13,137,XX" is assigned is

stored. The "Service B Log" is the same SAM net mask as the "Service

B", so thesmtfeaakheRfcatid? keyisesh®61 . the Snlehble AR iahledata
data is provided for each mutual 10 authentication key. In this example,
PEFitEion ¥ortarseds e tirerrseivide B oy bhdg Sdatice BETK, defined in
the APP table data 7310 of the other SAM which the AP management

e tai G trke Bt AR, FidemtaiBicvibicir dxpriting e key
APP table data 15 73101, The APP table data 73102, 73103, and 7310

fave 1feSARRMoifarasthdarrdabie ofia 32 0prasshowirindiGion) ,

123, the APP table data 7310_1 shows, for each application element data
ﬁﬁé,%?&erﬁjﬁ%ﬁ%n‘flrSt key data of the present invention) ,

data SET APP, data FLAG_IP, and data FLAG STR linked together
for each of the name APE N of the viewed application element
data APE used in the IC card operation macro command scrxipt
program. |

The name APE N of the application element data APE

" is the name assigned to the service (application element

data APE)} provided by the application program of the service
businesses 715H1, 715 2, and 715 _3. The name APE N is an
identifier viewed instead of _ the service number of the
service which the application pfogram of each service
business can use.

Here, the identification data APE ID is identification
data of the application element data APE.

The internal/external designé.ting data IEXI is a flag

for differentiating between whether the APE exists as an

-entity (internal designation), or whether reference is made

from another SAM (external designation) .

The identification data SAM ID is identification data
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20 data APE_ID and whether that application element data APE can be
read, written, or executed from another application program (another
application element data APE). For example, the APP table data 7310
1shown in FIG. 123 shows for the "Service B log" that reading is possible,
25 writing is possible, and execution (@&tetion) is impossible. 230 Further,
the AP management storage area 7221 of the external memory 707

Hovenin it 146 fenexanlesty ffpteeﬁgmea@gs@atgg BRI the
card type data and AP ID linked together. S The IC card type data shows

threy p@ O theolE ee%é%eh&wadnﬂﬁcég%%g FRLPATRE 1§60 that

identification data of the credit card company performing settlement for

HPRIACHS8S H5INgIBRLG €agd £Q3akkthe present embodiment, the IC
card operation macro 10 command script program defines (describes) in

it a servieeccontent gamainingtheName ARG N of,8 PiwaliyQf 1p .
application element data APE. By reflecting this in the later expfained IC

card entity datmolr managemept data)eitds, £QSaRIE Iayoyide g, aaLvice, ¢

combining services 15 corresponding to a plurality of application element _
daige f\Ria Jior £xainle; asewietermbininhthe.savieef readingadafa. in

from the IC card 703 and the service of writing data to the server 702 can
beé defined in the IC card entity data.

For example, that net mask, as shown in FIG. 122, is
classified into three types, that is, an A class, B class
and C class. Further, between SAM's -to which the same net
mask is allocated, one type of key data used for mutual
authentication is sufficient. In the present embodiment,
for example, the same service business is allocated the same
net mask.

In FIG. 122, .the A class net mask is indicated by
."2_55,}{}{,)0(,){}{" + the higher 1 byte is assigned a predetermined
value for .specifying that class, and the lower 3 bytes are
assigned values for specifying the indiviciual SAMs belonging
to that class. Here, "XX" can be set to any value. That is,
the net mask of the A class can be used to define the 16777215
SAM IDs belonging to ithat A class.

Further, the B class net mask is indicated by

- "255,255 XX,XX", the higher 2 bytes are assigned

25

p:!_:edetermined values for specifying that class, and the lower

2 bytes are as-sigrxed values for specifying the individual
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20 Further, the APE -H or its service number is an operational command

issued to the IC card 703 and able to be analyzed by the IC card 703

when performing a service provided by the service businesses 7151, 715

and 7153. The application program AP -1 is defined by the AP 25

management table data 73001 and a pfédetermined IC card 231

operation macro command script program stored in the external memory

oM hedppichrion brodiaat APLS8Ss definad bisthethR maagaiBRNbE the

table data 73002 and a predetermined IC card 5 operation macro

EorfifaPdl sermt brogrambtbredda fieextdiral6 FRBs0OrgAlQ /1BBebelonging

application program AP-3 is defined by the AP management table data

F300-1324n & agragetermined IC card operation macro command script

program stored in the external 10 memory 707. [SAM Chip 708] The SAM

chip 70F ¥ grntctebthrdtighlaSE Sigorimahi Etlkerhet bia tedh®ASP

server 719. The ASP server 719 is connected through the Internet 710 to
apinal§o126bteltiinal ppatkiudestindudingespemsenalscompistdr 705

of an end user and personal computers 7161, 716 2 , and 7163 of service ,
BSAedsuamiped valare 8 i 7 1S3 ThEyiarsohhidombater 785 ddthe lower

exam le, is connected through a serial port or USB port to a Dumb type
e is assigned values for specifying the individual SAMs

belonging tg that class. That is, the net mask of the B class
can be used to define the 255 SAM IDs belonging to that C
class.

The identification data AP_ID is identification data
of an application program executed by the SAM of the other
party transferring data when the SAM chip 708 is performing.
processing relating to that application element data APE.

The key data K CARDA is key data used for transfer
of data with the memory 750 of the IC card 703 when the SAM
chip 708 performs.processing relating to that apﬁlication
element data APE.

The key data K SAM is key data used for transfer of

data with another SAM when the SAM chip 708 is performing

processing relating to that application element data‘APE,

The data SET APP is data for specifying the APP table
data 7310 1, 7310 _2, and 7310_3 used (viewed) when the SAM
chip 708‘performs procegsing relating to that application

element data APE.
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20 reader/writer. 704. The card reader/writer 404 realizes for example
wireless communication corresponding to the physical level with the IC
card 703. The operational commands to the IC card 703 and response
packets from the IC card 703 are generated and 25 analyzed at the SAM
unit 709 side. Therefore, the card 232 2i&&der/writer 704, personal
computer 705, and ASP server 719 between them only act to store the

comman@bandaespaIses cartenkindhaglaia payIoad wORIPNARLIRIRY to
the same and are not involved in the encryption or decryption of data, 5

alitiseritteationa brothen agital opatalpnsyndhe 1668/8h{93 7% to another
personal computers 7161, 7162, and 7163 can download the later

e@ditindd perigigoregrkam to the SAM chip 708 to customize the
application programs AP-1, AP-2, and 10 AP 3. FIG. 124 is a functional

block dighaniettha"SAM 6RO QAR & 16h JHPn §SHOMLI ElGa1 10w
124, the SAM chip 708 has an ASPS communication interface unit 760,

aladmakamergery 1B bAIMbRIGHIOBRIEEAGHUNET 6l 1S BUBTBS Wb thor
762, random number generation unit 763, encryption/decryption unit 764,
stdragehunit 768 aadcCPU 766. The SAM chip 708 is a tamper-resistant
module. The ASPS communication interface unit 760 is an

In FIG. 121, the APE N "Service A" is the access key
of the IC carq 703 defined by the application program in
that SAM 708. The key data of the "Service A" is set to be
not disclosed, so cannot be viewed by an‘ application program
of another SAM or another application program of the same
SBM.

Further, the "Service C" is the access key of the IC
card 703 defined by that application program. When that SAM
is assigned the net mask of the later explained C class,
the key data of the "Service C" is disclosed to an application
program on the SAM having the SAM_;_ID "43,17,19,XX". At this
time, the SAM mutu-al_ authentication key is "TT1..., TTn",
Further, whether or not another SAEM can hold the key aata
of the "Service C" until the next use is determined. When
possible, when the other SAM next uses the "Service C" on
the card, it is not necessary to 6btain the card access key

again from the SAM. The access key of the Service B is obtained

not from that SAM, but from the SAM having the SAM ID

. "43,13,137,X¥". As the mutual aﬁt.hentication ‘key between
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20 interface used for input and output of data with the ASP server 719
shown in FIG. 109. The external memory communication interface unit
761 is an interface used for input and output of -data with the external
memory 707. 25 The bus scramble unit 762 scrambles output data and -
233 descrambles input data when inpéi#tthg-and outputting data through
the external memory communication interface unit 761 The random
rANser geetation Bigh 763 geaewades a 5 random number used at the
time of authentication processing. The encryption/decryption unit 764

encryptsiiatthae deciyplts anpsypledaidaxtie slorage URELB2:8S B can
explained later, stores tasks, programs, and data used by the CPU 766.

16: ThelGPuh 68 extesUiendhalsiek explainadseint Bowiead stk SEHRL cea
interpretation task, entity generation task (job management data

prodébiEdn @slkd), and IC card procedure management task (job

management data management task) or other tasks based on

predeterfitieed’ programs 15 (eegramsdifdhe psesad itvendonh Netch log
tasks, programs, and data stored in the storage unit 765 will be u
dftaingd. FiSLIR5tba \Bam famexptainioy,the 1asks, programsa anfgata & s
stored in the storage unit 765.

stored. The "Service B Log" is the same SAM net mask as the
"Service B", so the mutual authentication key uses "S81...
SSn'". Here, APP table data is provided for each mutual
authentication key. In this example, permission for
accessing the "Service B log" and "Service B" is defined
in the APP table data 7310 of the other SAM which the AP
management table data on that other SAM views.

FIG. 123 is a view for explaining the APP table data
7310_1.

The APP table data 7310_2, 7310 _3, and 7310 have the
same format as the APP table data 7310 1.

As shown in FIG. 123, the APP table data 7310 1 shows,
for each application element data APE, its identification
data APE ID and whether that application element data APE
can be read, written, or executed from another application
program (another application element data APE) .

For example, the APP table data 7310_1‘sh6wn,in FIG.

123 shows for the "Service B log" that reading is possible,

writing is possible, and execution (deletion) is impossible.
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20 As shown in FIG. 125, it stores a script download task 769, script
interpretation task 770, entity generation task 771, IC card procedure
management task 772, IC card operation macro command script

programs 7211 to 7213, AP management table data 73001 to 73003,

APP table data 73101 to 73103, 25 I€¥8rd entity template data 7301 to

7303, IC card entity 234 data 773_x, input data block 731_xI, output data
block 732wz theg datehizlonlr 7d3nd phtkeampiiatag definiag datap hlagk the
734x4. The script download task 769, as shown in FIG. 118, 5 downloads
thetaRmadnagemcent tabfe daiaw300h ter7@003 {6 nesessaymiE-ARRores
table data 73101 to 73103) , for example, from the computer of each
Afrvmselloysiniess ahdklwashdkiinthethaMichip£08. EhpsceRita and AP ID
interpretation task 770 uses the service 10 definition table data (if -
heodssdrntdphe BiRB-table data 73101 to 73103) and script program to
generate the IC card entity template data, input data block, output data
block, |8trdaithloeldndreemdatatiosliedisingidataplackdar each 1c card
business. 15 The number of the data blocks generated for each service )
bUSireksgwnnbt pREUIA0Y lanith & MYhenrdhe Patifysgpdetation iasike i hfdata
example receives an entity production request from the ASP server 719,

thetforms petling Wit theck@npanaly7 @3: tifenrgdmeyatest t lement for

transactions using the IC card 703.

In the present embodiment, the IC card operation macro
command script program defines (describes) in it a service
content combining the name APE N of a plurality of

applicatién element data APE. By reflecting this in the later

explained IC card entity data (job management data), it is

possible to provide a service combining services

rcorresponding to a plurality of application element data

APE .

For example, a service combining the service of reading
data from the IC card 703 and the service of writing data
to the server 702 can be defined in the IC card entity data.

Further, the APE N or its service number is an

operational command issued to the IC card 703 and able to

be analyzed by the IC card 703 when performing a service

provided by the service businesses 715 1, 7152, and 715 3.
The application program AP 1 is defined by the AP

management table data 7300_1 and a predetermined IC card
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20 the IC card entity data to be used for the processing for the procedure
between that IC card 703 and service business using the IC card entity
plate data corresponding to that service business. At this time, the IC

card entity plate data becomes the class, and the IC card entity data is 25
generated as an instance of that class3235 The processing by the entity
generation task 771 for generation of the IC card entity data will be
SppInebA wietalblalshmbiRl 6 Sa1 ¢ PracedaNapagenent {35k e rnal
uses one 5 or more IC card entity data 773 x present in the storage unit
wébdeeXxequte the processing for a procedure between the IC card 703
and the service businesses 7151 to 7153. In the present embodiment, the
pluralityiefdraggssing febhrqsedyrespeiiormed bejueen e plyralify ofp
IC cards 10 703 and the service businesses 7151 to 7153 proceed

wsinubaneonslyc dbed Caaid pracasiuse managepiatiask fnén 848G e S ard

these plurality of processing for procedures in parallel. The IC card

dreseril @ Al agRaidas /d2xdaheteshg L G €afd 8Nty 1dalaathdXrnal

when the series of procedures have been finished. The processing of the
nGntarg pracedure management task 772 will be explained in detail later.
The script programs 7211 to 7213 are input by the

The application program AP 3 is defined by the AP
management table data 7300 3 and a predetermined IC card
operation macro command script progxfam stored in the external
memory 70°7.

[SAM Chip 708]

The SAM chip 708 is connected through a SCSI port,

.the Ethernet, etc. to the ASP séq:ver 719. The ASP server

719 is connected through the Internet 7-10 to a plurality
of terminal apparatuses including a personal computer 705
of an end user ;md personal computers 716 1, 716_2, and 716_3
of service businesses 715 1, 715 2, and 715 3.

The personal computer 705, for example, is connected

-through a serial port or USB port to a Dumb type card

reader/writer 704. The card reader/writer 404 realizes for

example wireless communication corresponding to the physical
level with the IC card 703.

The operational commands to the IC card 703 and
response packetg from the IC card 703 are generated and

analyzed at the SAM unit 709 side. Therefore, the card
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20 script download task 769 from for example the external memory 707

and stored in the storage unit 765. The AP management table data 73001

to 73003 are input by the script download task 769 from for example the
external memory 707 and stored in the storage unit 765. 25 The APP

table data 73101 to 73103 are input by3XBe 236 script download task 769

from for example the external memory 707 and stored in the storage unit
F63.dre/ - ddrele liddtenpplateosalh 130dia 4803 Ae , ganeraiebby there
script interpretation task 770 and used 5 as the templates (classes) when
Jéfetaihy¢he | Cloandentiy alata 73 3s xaf e psoeeduen 48/aling dbgonse
service businesses. The IC card entity data 773x is generated by the
entitfegdneratitir taskatAl painydhe |G«atd entityamplaiewaifel@ 7381 and

_ to 7303 as for example the class as an instance of that class. The input
‘dam ledk 18 od veulpundatadlecic?3p tPodog datreblogl 783%3 caNMa ta,

computation defining data block 734x4 are generated by the script
idiprathior tiskey,7 001 5de rthed Guedrd epéinadatans aville I1C card
explained. The IC card entity data 773x is generated by the entity )
d8deration task 771 in the SAM chip 708 using the already generated
corresponding IC card entity plate data of the service business for
exampléheRems SpMl chiprE08-receiVeb6_1, 716 _2, and 716 3 can
download the later explained script program to the SAM chip
708 to customize the application programs AP 1, AP 2, and

AP 3.

FIG. 124 is a functional block diagram of the SAM chip
708 shown in FIG. 109.

As shown in FIG. 124, the SAM chip 708 has an ASPS
communication interface unit 760, external memory
communication interface unit 761, bus scramble unit 762,
random number generation unit 763, encryption/decryption
unit 764, storage unit 765, and CPU 766,

The SAM chip 708 is a tamper-resistant module.

The ASPS communication interface unit 760 is an
interface used for input and output of data_with the ASP
server 719 shown in FIG. 109,

The extexnél memory communication interface unit 761
is an interface used for input and output of data with the

external memory 707.

The bus scramble unit 762 scrambles output data and
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20 from the ASP server 719 a processing request for processing using
the IC card 703 and application program of the predetermined service
business. FIG. 126 is a view for explaining the format of the IC card entity
data 773 x. 25 As shown in FIG. 126, the IC card entity data 773x - 237
has management pointer data 780, entisy ID data 781, entity status data
(status data) 782, IC card type data 783, APE -H designating data 784,

Peecessilgirdes dp@e’ 3t caraBocesaipd ceta 488, A LRSI 0GeFINL o
data 787. 5 The management pointer data 780 is a bidirectional pointer

torrBagagiog dhe G saihentiyes, 743n6da AR SIQ1ag e UiA6E, Jbeuni +
entity ID data 781 is used for requests for generation of IC card entity

Beda 773 X, confirmation of 10 the state of progress, deletion, and other of
the series of processings using the IC card entity data 773-x. The entity

D data 784 is-als@ciraiulowailgde be HMAIN0Ae €Nfs HSged0e ALY &
ID data 781 corresponds to a descriptor when opening a file in a general

fien GyskciuntiSekha audity slals dalae’82 showisdhe stale oHR rgaesSe s%fing .
the procedures relating to the IC card 703. The basic states of the IC card

entity datae? Ehinghtde @ARhombioi . ke t e a1als O P9cesang Ohna
investigating the services which the IC card 703 can use
decrypts encrypted data.

The storage unit 765, as explained later, stores tasks,
programs, and data used by the CPU 766,

The CPU 766 executes the later explained script
download task, script interpretation task, entity generation
task (job management data production task), and IC card
procedure management task (job management data management
task) or other tasks based on predetermined Programs
{(programs of the present invention).

Next, tasks, programs, and data stored in the storage
unit 765 will be explained.

FIG. 125 is a view for explaining the tasks, programs,
and data stored in the storage unit 765.

As shown in FIG. 125, it stores a script download task
769, script interpretation task ‘770, entity generation task
771, IC card procedure managemenﬁ task 772, IC card operation
macro command script programs 721 1 to 721 3, ‘AP management

table data 7300_1 to 7300_3, APP table data 7310_1 to 7310 3,

IC card entity template data 730_1 to 730 3, IC card entity
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20 (RS), the state of processing by which the SAM chip 708 authenticates

the IC card 703 (Al), the state of processing by which the IC card 703
authenticates the SAM chip 708 (A2) , the state of processing for reading

data from the IC card 703 (R), and the state of processing for writing data

in 25 the IC card 703 (W). 238 Inth&ptesent embodiment, the

processing for investigating the service businesses, the processing for
thet /AN Thip, 708gia eutheatibaiedler 1 card, 7603 chec RIAGRSENG M i x2,
IC card 703 to authenticate the SAM chip 5 708, the processing for

learlig datdioakieIC ea3d ik andihrcprorensiagfonwHinGdeld i1 ock
the IC card 703 correspond to jobs. A "job", as explained later, is a unit of
pBacesding for which the order of execution is determined by the IC 10

card procedure management task 772. Note that, Al and A2 comprise the
mutual dithestioaiivh Hinesksiag beiwren & |G sashdihand, SAchipr g,
708. Further, in the present embodiment, considering the communication
dmendiv thibs Itbn et 7 ki theyahevae-mantionath 45 hesiosaiRsaB®@S 3 (if
shown in the state transition chart of FIG. 127, managed divided into ,
sEtes aﬁeystarhqomzetammza:af'mmnand)aar@l@nmletqg,r example,
(response received) states. Specifically, the states of processing using

firoiC the computer of each service business and loads it in

the SAM chip 708.
The script interpretation task 770 uses the service
definition table data (if necessary, the APP table data

7310_1 to 7310 _3) and script program to generate the IC card

entity template data, input data block, output data block,

log data block, and computation defining data block for each
business.

The number of the data blocks generated for each
service business is not particularly limited.

When the entity generation task 771 for example

receives an entity production request from the ASP server

719, it performs polling with the IC card 703, then generates

t‘he IC card entity data to be used for the prbcessing for

_the procedure_between that IC card 703 and service business

- using the IC card entity plate data corresponding to that

service business. At this time, the IC card entity plate
data becomes the class, and the IC card entity data is

generated as an instance of that class.
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20 card entity data 773x are managed by the instance generation (IC

card entity data generation) state, RS post-startup state, RS completed

state, Al post-startup state, Al completed state, A2 post-startup state, A2
completed state, Rpost-startup state, R completed state, W post-startup
state, W completed 25 state, and instddée (IC card entity data) deleted

state. - 239 The IC card type data 783 is data specifying the service
businessissuingcibe d€ioegd HP3thbBedGrGars tyemdatara®hisset with7 1 for
data defined by a CI command in the above-mentioned script program at
geetimeichigentration aithedCrasd enéify datea’ 43-X1The SeRiaeRed in
element designating data 784 shows the AP management table data
A0Rith A30683-and application element data APE defined in the APP

table data 73101 to 73103 used in processing using the IC card entity

data 773keldThesedwiga-typechiemant dagignating dalax’8His setathhne
one or more application element data APE designated by the CS

commane inChe-abdventetionad sarpyprogryRsédie e ehe storage
generation of the IC card entity data 773-x. The processing order data 785

simgvirs HfbotderentdSuaxe ctitien pf serieein({p i) +1se 0o dkR: BINEE SBRBween |
using the IC card entity data 7737, that is, the state transition shown in

El®. 127 cehal i9QBe anocadsingsente datdd8insesdie MamelARE N5 3,
of the application element data APE to show the order

In the present embodiment, the plurality of processing
for procedures performed between the plurality of IC cards
703 and the service businesses 715_1 to 715 3 proceed
simultaneously.

The IC card procedure meinagement task 772 executes
these plurality of processing for procedures in parallel.

The IC card procedure managamént task 772 deletes the
IC card entity data 773 x when the sefies of procedures have
been finished.

The processing of the IC card procedure management
task 772 will be explained in detail later.

The script programs 721 1 to 721_3 are input by the
script downl.oad task 769 from for example the external memory

707 and stored in the storage unit 765.

The AP management table data '7300__1 to 7300 3 are input

' by the SCIipt download task 769 from for example the external

memory 707 and stored in the storage unit 76S5.

The APP table data 7310_1 to 7310 3 are input by the
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20 of execution of jobs corresponding to basic operations of the IC card
703. Here, the jobs, as explained earlier, correspond to the RS, Al, A2, R,
and W shown in FIG. 127. Specific operations on the IC card 703 are
realized by the order of processing 25 designated using the jobs. For
example, for processing using 24Q. ayl§¢xcard 703 with only reading with
no mutual authentication, the processing order information 785 is set to

s@?ﬁﬁd@ﬁf%&”ﬁgg 1967%\90% reoaﬂ:g.:I ?graggcgvn;gg% \é,gg ?xlé;%?xl:nal memory

authentication, the processing order information iS se

785 00528 We: The.Piopsasigd qudernfpgnation 785 is set with
127

the order of jobs shown in FI orresponding fo the order of service

I i i omm in the above-mentione ript
oo o SR B BRI T RIS e

a&%&%&&ir%)n@c@aygwéé i§ seLliromtpe ASK i LRpside yith 4

management data for performing processing using the IC card entity data

443K S PLAXITPIS: EIRISRLQTERAINY DIQIMAlion (8RS, 1Sl Wi, | ¢ s ¢y

points of a computation formula of a designated service in the SF data

&gk (gpplicatiop elemept-daARE) FUher\when an ipigr-sevice

processing function is not defined, the pre-processing information 786 is
158k wthsthesequested processing charge.

The IC card entity data 773 _x is generated by the entity
generation task 771 using the IC card entity template data
730 1 to 730 _3 as for example the class as an instance of
that class.

The input data block 731 x1, output data block 732 x2.,:
log data block 733 x3, and computation defining data block
734 x4 are generated by the script interpretation task 770.

Next, the IC card entity data 773 x will be explained.

The IC card entity data 773 _x is generated by the entity
generation task 771 in the SAM chip 708 using the already
generated correspbnding IC card entity plate data of the
service business for example when the SAM chip 708 receives
from the ASP server 719 a processing request for processing
using the IC card 703 and application program of the
predetermined service business.

FIG. 126 is a view for explaining the format of the
IC card entity data 773 x.

As shown in FIG. 126, the IC card entity data 773 x
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20 For example, in the case of settlement, the state relating to the

amount of charge or points given etc. is set. The post-processing

information 787 is,set with data of the processing result of the IC card

entity data 773x 25 required at the ASP server 719 side. For example, in

the 241 case of settlement, it is sét #ith data showing the existence of a

normal end to the settlement. Next, a routine for processing by the IC card
hscoames araryarrdmt task 37 2R ireRIG, 52 3 Feldarigtd 8 lursdityi. ty

5 of IC cards 703 using a plurality of IC card entity data 773x will be
shetaksediatize (G eata probedure Ti@nadementctiskyir? d=consiiitly APE N

being started up on the CPU 766 of the SAM chip 708 shown in FIG. 124.
degepimh a28ng diidva cRBn of theoprsessingqrediarmdd thy #851C card

procedure management task 772. Step ST701: The IC card procedure
RnanagEeesisthnk 742 teldid onen€ pardterpitedetasiz8x fdréreclBiing

the next processing 15 out of the plurality of IC card entity data 773x

presentThretheastaareemtit POS.Miwrmddtcd Jfeskldetion dftkdtiEcdardnal

entity data 773x may be to successively select IC card entity data 773x :
Rstéadetin fiee storaga imiy 76B<r X6 assipdl cepriority ofiddra 773_x in the

storage unit 765.

The entity ID data 781 is used for requests for
generation of IC card entity data 773 x, confirmation of
the state of progress, deletion, and other of the series
of processings using the IC card entity data 773 x. The entity

ID data 781 is also a return value to be given tc the end

‘user. The entity ID data 781 corresponds to a descriptor

when opening a file in a general file gsystem.

The entity status data 782 shows the state of progress
of the procedures relating to the IC card 703.

The basic states of the IC card entity data 773 _x
include, as shown in FIG. 127, the state of processing for

investigating the sexrvices which the IC card 703 can use

. (RS}, the state of processing by which the SAM chip 708"

éuthenticates the IC cérd.?OB (Al}, the state of processing
by which the IC card 703 authenticates the SBM chip 708 (A2),
the state of processing for reading data from the IC card
ﬁ03 {R), and the state of processing for writing data in

the IC card 703 (W).



20 and select by priority in the order of the highest priority. Step ST702:
The IC card procedure management task 772 judges if the job of the IC
card entity data 773x selected at step ST701 has already been started
up. When judging that it has 25 started up, it proceeds to the processing
of step ST705, 242 while when judgitiggthat it has not been started up,
proceeds to the processing of step ST703. Step ST703: The IC card

proceduft MRRAGATBARIBS ki 3 iSO he: thG-ERUY SIAYS For
information 782 shown in FIG. 126 of the IC card entity data 773x

Selactad gheteps il whichistatenabthestaus trapsligp chastshoyy For

FIG. 172 the processing relating to that entity data is in and decides on

#he jaknie haneyecried nexhitehdhe pragessingorger dd-aforgmliogas.
At this time, the processing order information 785 defines the order of

EXEedlion; algobs £15ing: the: Senice "Alemedtusela e sspdce HefiBiliANchip
table data as explained earlier. 15 Step ST704: The IC card procedure

ToRNageee i-ask 44 25t HP rhesairriad {ob atSiepchE/ G Thedf 703,
card procedure management task 772 uses the data blocks relating to

dhat jebd thedopdidalg HeeK writing data in the IC card 703

-.correspond to jobs.

A "job", as explained later, is a unit of processing
for which the order of execution is determined by the IC
card procedure management task 772.

Note that, Al and A2 comprise the mutual authentication
processing between the IC card 703 and SAM chié 708.

Further, in the present embodiment, cénsidering the
communication time on the Internet 710, the above-mentioned
basic states are, as shown in the state transition chart
of FIG. 127, managed divided into states after startup (after
issuance of command) and completed (response received)
states.

Specifically, the states of processing using the IC
card entity data 773_x are managed by the instance generati‘on
* {IC card entity data generation) state, RS post—startup state,
‘RS completed state, Al postwstartup state, Al completed state,
A2 post-startup state, A2 completgd state, R post-startup
state, R completed stéﬁe,'ﬂfpost—startup staﬁe, W completed

state, and instance {(IC card entity data) deleted state.
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20 731 x1, output data block 732X2, log data block 733x3, and
computation defining data block 734 x4 explained above using FIG. 125
to execute that job. At this time, the IC card procedure management task
772, when issuing a command to the IC card 703 in execution 25 of a job,
uses the service element correspondingto that 243 job as a key to
search through the AP management table data 73001 to 73003 to obtain

the serviamaumbeksarregpaNsling, tpgthat sefyice glemens (operatjonal .
command of IC card 703" able to be analyzed by thé TC ca?(’ %83?.‘1@! service

Biuthpidbe |€hseadpreseduie manageggnt task 772 uses the obtained
service number to issue a command to the IC card 703. Further, the IC

card progagiire managemepidask, £42.7as explaingd ysing Fé%t]ali%quxed
e

when key information is required for accessing the storage area of

esyd 4083, uansabitheiservice eleeateresngndipato that job to
search through the AP management table data 73001 to 73003 anc o at

antaindbakey infgenationcaresnonding RAhat servige, element, Fudher,
the IC card procedure management task 772 uses that key'information fo-"

perform whiual ewinenticaype 15 1tiuthe '@e‘&!&JQ@i&BCQQ%%:‘%zI shows

decrypt the data, or perform other processing and obtain the right to

mmmarg@&w&ﬂl&%@@%ééﬁ@% H‘%‘Q&‘WJ{P 33 SC&QB §E§Q§:cation -
Step ST705 is performed when the IC cardprocedure —
element data APE defined in the APP table data 7310_1 to
7310 3 used in Processing using the IC card entity data 773 x.

The service type element designating data 784 is set
with one or more application element data APE designated
by the CS command in the abovevmentioned script prcgram; at
the time of generation of the IC card entity data 773 x.

The processing order data 785 shows the order of
execution of services (jobs) used in the processing using
the IC card entity data 773 _x, that is, the state transition
shown in FIG. 127.

That is, the processing order data 785 uses the name
APE_N of the application element data APE to show the order
of execution of jobs corresj)onding ‘f..o basic operations of

the IC card 703.

Here, the jobs, as explained earlier, correspond to

- the RS, A1, A2, R, and W shown in FIG. 127. Specific operations

25

on the IC card 703 are realized by the order of processing

designated using the jobs. For example, for processing using
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20 management task 772 issues a command to the IC card 703 and is
waiting for the processing result of the IC card 703. When the IC card
procedure management task 772 receives the processing result from the

IC card 703, it sets this in the IC card entity data 773-x. 25 Step ST706:

244 The IC card procedure manageréfit task 772 updates the entity

status information 782 of the IC card entity data 773x shown in FIG. 126.

I Toissaay, rotherpraseniigmbesinagt whelGeakth thBORMKRntication,
management task 772 selects in order the IC card entity data 773x for the
phieality otk ednils 7OBdereseRts dret3AN chip 798 wWhile pesforping.ie .
processing for the plurality of IC cards 703 in parallel. Therefore, the SAM
Fhipt208rcanisimtiianeausly proceesliyitly thenprogesting &van. 10 whedal
receiving processing requests for procedures using a plurality of IC cards
703 hleles: 1128 tainehF | GEhES P At wiesisior ex@aining e N 06RsSINgs is set
defined by another application element data APE in accordance with a
toutifRetintd by Bppiication element 15 data APE or processing when
accessing data performed by the SAM chip 708 when executing a job at

~ step STTB4 inpthecaovengxplaiad ki okt Stem STdY 11 The SAMchip the

708, while executing processing in
order of jobs shown in FIG. 127 corresponding to the order

of sexrvice elements designated in the CS command in the
above-mentioned script program when generating the IC card
entity data 773 x.

The pre-processing information 786 is set from the
ASP server 719 side with management dﬁta for performing
processing using the IC card eqtity data 773 x.

For example, the pre-processing information 786 is

set with points of a computation formula of a designated

service in the SF data block (application element data APE) .

Further, when an inter-service processing function
is not defined, the pre—p;oceséing information 786 is set
with the requested processing charge. . |

For example, in the case of settlement, the state
relating to the amount of charge or points given etc. is
set,

The post-processing information 787 is' set with data

of the processing result of the IC caxrd entity data 773 _x

‘required at the ASP server 719 side. For example, in the
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20 accordance with predetermined application element data APE,

specifies an application program for use (access) and application element
data APE in that application program. Further, that use specifies one of
reading, writing, and execution of that application element data APE. 25

Step ST742: 245 The SAM chip 708 fitlges if the application element

data APE specified at step ST741 is present in that SAM chip 708. If
jegm@thaeitislvoterdsentt: it procseds trhtlis pHoshssing Of SRD SHidBence
while if judging that it is present, 5 proceeds to the processing of step '
S¥745 rSropad T 481 The SAM chip Z08méevs the AP management table

data 73001 to 73003 corresponding to the application program being
executetfex becmireothbikey Gata Kroddd €orrgIpertirg i@ éathe procedure
corresponding service (application element data APE) and uses that key
varageSANtd forinTlRldutkeniicaloe . with SheeSAMichip 703 aving i ty
the application element data APE to be used. Step ST744: 15 If the SAM

eHip3 7 08aarsts7 O8kBauthéntcatephahotherys degitimasy a thabiiyaldata
authentication of step ST743, the SAM chip 708 proceeds to the <
protessimgldl dasp 8XPARilhardt, it proceeds to step ST751. Step ST745:

The IC card procedure management task 772 is constantly
being started up on the CpPU 'F"SG of the SAM chip 708 shown
in FIG. 124.

FIG. 128 is a flow chart of the processing performed
by the IC card procedure management task 772.

Step ST701:

The IC card procedure management task 772 selects one
IC card entity data 773 _x for executing the nexi: processing
out of the plurality of IC card entity data 773 x preasAent
in the storage unit 765. |

T_he method of selection of that IC card entity data
773 _x may be to successively select IC card entity data 773 x
present in the storage unit 765 or to assign a priority orxder
and select by priority in the order of the highest priority.

Step ST702:

The IC card procedure management task 772 judges if
the job of the IC card entity data 773_x selected at step

ST701 has already been started up. When judging that it has

started up, it proceeds to the processing of step ST705,
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20 The SAM chip 708 views the AP management table data '7300_1 to

73003 corresponding to the application program being executed and

acquires the key data K -SAM corresponding to the service (application
element data APE). Further, for the application element data APE to be

25 used specified at step ST741 aswél2the SAM chip 708 246 similarly
views the AP management table data 73001 to 73003 corresponding to

thhi dgplidetionjeldgiong delia ARR: thasquie Hakey data-KaSHV proceeads
corresponding to the corresponding service (application element data
ARE):1t=F prthers i 84M>chip 768 cormaares the two acquired key data

K -SAM. Scrambler 746: When the SAM chip 708 judges at the

processidger s&7 &X745 that the two key data K -SAM match, the

routine proceeds 10 to the processing of step ST747, while when it does

not, it pRicectS tomteh BIFEEd8iep BAdddetba BAMIT 708 UINSE from
views the AP management table data 73001 to 73003 corresponding to
tHleeqsplitation € 59otograim §petifiad ahstepS Elbwand speaifies 16AEP the
table data 73101 to 73103 corresponding to the application element data .
APEasel e8leptSTAAZATHT AN ohle¢08 dra08ejpglgeB1he aaeess state
right of :

of the status transition chart shown in FIG. 1772 the
processing relating to that entity data is in and decides
on the job to be executed next from the processing order

information 785,

At this time, the processing order information 785
defines the order of ekecution of jobs using the service
elements set in the service definition table data as
explained earlier.

Step ST704:

The IC card procedure management task 772 starts up
the selected job at step ST703.

The IC card procedure management task 772 uses the

data blocks relating to that job in the input data block

731 x1, ocutput data block 132 _x2, log data biock 733 %3,

‘and computation defining data block 734 x4 explained above

using FIG. 125 to execute that job.

At this time, the IC card procedure management task
772, when issuing a command to the IC card 703 in execution

of a job, uses the service element corresponding to that
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20 the application element data APE to be used (accessed) based on the
APP table data 73101 to 73103 specified at step ST747. Specifically, it
judges the right for reading, writing, and executing the application

element data APE to be used. 25 Step ST749: - 247 When the SAM chip
708 or 708a judges at step ST748 “thatthere is an access right, it

proceeds to step ST750, while when it does not, it proceeds to the

prieessing deptdpSIFstch StbpSigiocHaanB Ak abigaeny H8dle data
uses the application element data APE specified at step ST741 for the

dsdde dpdcifigd o8t stepBSdP4h iSteptST b vi-Ehendid:chip 708 Gsonding
708a does not use the application element data APE specified at step

£F 78 ddr thervdage shasifiet daten STdiaFudbanavhbroexecuidng-a 703
job at step ST704 of the above explained FIG. 128, when the SAM chip

b3 erahefdre Endataarith the 1Cheartl¥03aindctoRlancEwithike routire 1C
defined by the application element data APE, the SAM chip 708 views the
AFnd gpgeavint caplerdatar@001 e si300R2 shewsa th&lCh a5 tedcgaifeice
the key data K CADR corresponding to that application element data APE
pHMlesEs timatdeywata command to the IC card 703.

Further, the IC card procedure management task 772,
as explained using FIG. 113, when key information is required
for aécessing the storage area of the IC card 703a, uses
the service element correéponding to that job to search
through the AP management table déta 7300_1 to 7300 _3 and
obtain the key information corresponding to that service
element. Further, the IC card procedure management task 772
uses that key information to perform mutual authentication
with the IC card 703, encrypt and decrypt the data, or perform
other processing and obtain the right tc access a
predetermined storage area of the IC card 703.

Step ST705:

Step ST'?(_)S is performed when the IC card procedure

‘management task 772 issues a command to the IC card 783 and

is waiti_ng for the processing result of the IC card 703.
When the IC card proceduré man:agement task 772 receives

the processing result from the IC card 703, ‘it sets this

- in the IC card entity data 773_x.

Step ST706:
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20 K -CARD to access the memory 750 of the IC card 703. Next, the
overall operation of the communication system 701 shown in FIG. 109 will
be explained. FIG. 131 and FIG. 132 are views for explaining the overall
operation of the communication system 701 shown in 25 FIG. 109 248 -
Step ST721: The service businesses 7144 te 7153 or a party requested
by these service businesses produce that script programs 721_1, 7212,

and 7213MesTDikG e PEAESANE HAHRNSACHRN T REROFHSINELEe s the

service businesses using the IC card 703 for example on the personal

comipiiters Fiotu s/ 16Rf ara £L 63:shoun i9F1@nrd0gFwiher @t‘?tlty data
manager of the SAM chip 708 produces the AP management table data

780081 #0 FB6@n3 £arreseondingto 10 the service businesses 7151 to
7153. Step ST722: The AP management table data 73001 to 73003

producedrat stepsSEaz], amnsterrd pribsaxieraabnanaty £07  EU el cara
the script programs 721_1, 7212, and 7213 15 produced at step ST721

asedombadeda‘fmgéh%ﬂer&mi\@k compeleie el 1164808 4403 rc cara
through the Internet 710, ASP server 719, and SAM chip 708 to the

eddrhalymaatery 705 . xThﬁbr%%Miﬁ&lﬂw@@dcéﬁégowrbresent
FIG. 118, is managed by the script download task 769 in the SAM chip
A)8.the SAM chip 708 while performing the processing for the
plurality of IC cards 703 in parallel. Therefore, the SAM
chip 708 can simul tanecusly proceed with the pProcessing even
when receiving processing requests for procedures using a
Plurality of IC cards 703.

FIG. 129 and FIG. 130 are views for explaining the
processing defined by another application element data APE
in accordance with a routine defined by application element
data APE oxr processing when accessing:data.performed.by'the
SAM chip 708 when executing a job at step ST704 in the above

explained FIG, 128.

Step. ST741:

The SAM chip 708, while executing processing in

accordance with predetermined application element data APE,

specifies an application program for use (access) and
applicatipn element data APE in that application pz;bgraxﬁ.

Further, that use specifies one of reading, writing,

‘and execution of that application element data APE.

Step ST742:
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20 Step ST723: The script interpretation task 770 in the SAM chip 708
shown in FIG. 118 uses the AP management table data 73001 to 73003
and script program to generate ICcard entity template data, an input data
block, output data block, log 25 data block, and computation defining data
block for each - 249 - service businessZzdtie-generated data is stored in
the storage unit 765 of the SAM chip 708 shown in FIG. 124. Step ST724:

5 The usartis issueddhe ;C raud 1Q34s shewrie FIG113 408 SEMWnent
750 of the IC 703a of the IC card 703 stores the key data used for

UAASACHINS dydbetiseqwih theserviepdausiness contracted Wit eNOS8s chip

that, the contract between the user and a service 10 business may also

bea®nciugegidenigseanae oithed Geard, 783 dpughdhg JYemei 10, vhe

etc. Step ST725: For example, when the user uses the personal computer

Obdeassassythe serwgy €92 4oughithe intefpeigiitenta thH!q s present,

purchase a product, the server 702 issues a processing request through

tpa-bemnat 710 tathe PBBsakwamEl b rVheahe AR server 719
receives a processing request from the server 702, it accesses the

personal seapudariqd: through the Internet 710. Further, a processing
requesting '

The SAM chip 708 views the AP management table data
7300_1 to 7300_3 corresponding to the application program
being executed to acquire the key data K _saM corresponding.
to the corresponding service (application element data APE)

and uses that key data K SAM to for mutual authentication

with the SAM chip 708a having the application element data

APE to be used.

Step ST744:

If the SAM chips 708 and 708a authenticate each other’s
legitimacy in the mutual authentication of step 8T743, the
SAM chip 708 proceeds to the proceésingrof step ST747; If
not, it proceeds to step ST751.

Step S8T745:

The SAM chip 708 views the AP ﬁanagement table data

"7300_1 to 7300_3 corresponding to the application program

being executed and acquires the key data K_SAM corresponding

to the service (application element data APE).
Further, for the application element data APE to be

used specified at step ST741 as well, the SAM'chip.708
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20 relating to the IC card 703 issued from the card reader/writer 704 is
transmitted through the personal computer 705, Internet 710, and ASP

server 719 to the SAM chip 708. Step ST726: The ASP server 719

outputs to the SAM chip 708 an entity 25 production request. That entity
production request stores 250 data shéffing the issuer of the IC card 703.
Step ST727: When the SAM chip 708 receives an entity production

redgdst At periotes pdihegAlithshadfecard:-703b16 3tep=STIA6: Thes 7300 3
entity generation task 771 of the SAM chip 708, after finishing the polling, ~—
jedgassisthendimpet oftthe tIGpgald eatityclnial AidvnR eketd IABRES M quire
chip 708 is within the maximum number defined by the SC command of

thd g (ksorigaim i afnNf edthire theondiing ot es iR epeeds ig the rvice
processing of step ST729, while if not, it ends the processing. Step

SEER9L Theteiniy gdearatitn deska/ HEHEOr.example, specifies, 15 based

on the data showing the issuer of the IC card 703 stored in the entity
productidiiretiuest, wiich Séiicshhysints Uctoisaie entilydemplata §gidi red
to use and uses that specified IC card entity plate data to generate the IC
derdl edadadBaSAES. x.

Scrambler 746:

_When the SAM chip 708 judges at the processing of step
ST745 that the two key data K SAM match, the routine proceeds
to the processing of step $T747, while when it does not,
it proceeds to step ST751.

Step ST747:

The SAM chip 708 or 708a views the AP management table
data 7300 1 to 7300 3 corresponding to the application
program.specified at step ST741 and specifies the APP table
data 7310 1 to 7310 3 corresponding to the.appliaation
element data APE used.

Step ST748:

The SAM chip 708 or 708a judges the égcess,right of
the application element data APE to be used {accessead) based
on the APP table data 7310 1 to 7310 _3 specified at step
ST747.

Specific_élly, it judges the right for reading, writing,

and executing the application element data APE to be used.

Step ST749:
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20 This corresponds to the instance generation shown in FIG. 127. Step
ST730: The SAM chip 708 outputs to the ASP server 719 the entity ID of
the IC card entity data 773 x generated at step 25 ST729 at step ST731.
251 The IC card procedure management task 772 of the SAM chip 708
investigates the services which canbé #ifilized by the IC card 703. This is
processing corresponding to the job RS shown 5 in FIG. 127. Step

ST732: WieelC eaidl [wamedinegnanageineniogsk Tddsd the BAM LhikT748
708 authenticates the legitimacy of the IC card 703. This is processing

adirgspehding thdhaiphndbshown- idhie FIGe 12705t T 633 skig G750,
card 703 authenticates the legitimacy of the SAM chip 708. This is
mioteesingenrrespansing Hothe 0 Al Sus Riffe 187ASCU TN of
to steps ST732 and ST733, the IC card 703 and SAM chip 708 are
mbityallgEUBIenticated. At this time, as explained earlier, in accordance

with the application element data APE being executed by the SAM

Step ST750:

The SAM chip 708 or 708a uses the application element
data APE specified at step ST741 for the usage specified
at step ST741.

Step STT51:

The SAM chip 708 or 708a does not use the application
element data APE specified at step ST741 for the usage
specified at step ST741.

Further, when executing a job at step ST704 of the
above explained FIG. 128, when the SAM chip 708 transfers
data with the IC card 703 in accordance with the routine
defined by the application element data APE, the SAM chip
708 views the AP management table data 7300_1 to 7300_3 shown
in FIG. 125 to acquire the key data K CADR corresponding

to that application element data APE and uses that key data

. K CARD to access the memory 750 of the IC card 703.

Next, the overall operation of the cémmunication
system 701 shown in FIG. 109 wili be explained.

FIG. 131 and FIG. 132 are views for explaining the
overall operation of the communication system 701 shown in

FIG. 109
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20 chip 708, the AP management table data 73001 to 73003 shown in
FIG. 121 are viewed, the key data K_CARD is acquired, and that key
data K -CARD is used for the mutual authentication between the SAM
chip 708 and CPU 751 of the 'IC card 703. Step ST734: 25 The IC card
procedure management task 772 of the18AM 252 chip 708 reads and
writes data required for the procedures with the IC card 703. This is
processirs:egrrégpraing to the jobs R, W shown in FIG. 127. 5 Further,
the IC card procedure management task 772 uses the processing formula

specifiedaseseanvthee prnpracessiag dats of thed Craard ity datgar ¢y
773x and uses the data read from the IC card 703 to perform the

predeterrhngdigonthisatonspioeessiNgui dep od B2olbdC Rt script
procedure management task 772 of the SAM chip 708 outputs the

rocessingsralt of steR T73440dhe2ASE stsveirii Riepy 3% d@ssing
For example, the IC card procedure management task 772 deletes the IC

dewd entinciata Fi/3u sAp explainediabgve hacsdiigde i sinesses using
communication system 701 and SAM unit 709, by configuring the
dpptickfona prbgram Aérusingnpluralitymfaprliication lemapudalas ‘716"_1. ,
716 2, and 716_3 shown in FIG. 109.

Furthex, the managér of the SAM chip 708 produces the
AP management table data 7300_1 to 7300 3 corresponding to
the service businesses 715 1 to 715 3.

Step 8T722;

The AP management table data 7300 1 to 7300 3 pr;)duced
at step ST721 are stored in the external memory 107.

Further, the script programs '7.’21‘__1, 721_2, and 721 3
produced at step ST721 are downloaded from the personal
computers 716_1, 716 2, and 716_3 through the Internet 710,
ASP server 719, and SAM chip 708 to the extetnal memory 707.
The processixig for that download, as shown in FIG, 118,‘ is
managed by the script download task 769 in the SAM chip 708.

Step ST723:

The script interpretation task ?'ﬁ’.O in the SAM chip
708 shown in FIG. 118 uses the AP manaéemént table déta 7300_1
to 7300_3 .and script program to generate IC ‘card entity
template data, an input ciéta block, output data block, log

data block, and computation defining data block for each
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20 APE and using the AP management table data and APP table data to
define the computation content of the application element data APE, it is
possible to provide diverse services using the IC card 703. Further,
according to the communication system 701, 25 it is possible to use the
AP management table data and APP 233 table data to flexibly realize
utilization of application element data APE in the same SAM and

uidi zatiope0tbapplication element data APE between different SAMs while
maintaining a high security. 5 Further, according to the communication

system THie weeieusingarplcatianselomenigaia ARR betwsen difgrent 465

SAMs, since mutual authentication is performed between the SAMs, it is

ressitie:tesimnprexs fhersecusitsRhthe.apaligatign programs. 10 Further,
according to the communication system 701, by allocating a SAM ID of

the sameselags satiresapplication programs of the same service business,
it is possible to prevent complicated mutual authentication processing

from beigepaitospedhefwasrapplication elgmgnygata APE of 15
application programs of the same business and thereby lighten the

burden cfsnanagement okkey informationapdRIcessivs giheSANC 703,
chip. Further, according to the communication system 701, it is possible
tofjenesale | GLodl OBt attel/ Phi0key data used for transactions
by the user with the service business contracted with.

Note that, the contract between the user and a service
business may also be concluded after issuance of the IC card
703 through the Internet 710 etc.

Step ST725:

For example, when the user uses the personal computer
705 to access the server 702 through the Internet 710 to
try to purchase a product, the server 702 issues a processing
request through the Internet 710 to the ASP server 719.

When the ASP server 719 receives a processing request

from the server 702, it accesses the personal computer 705

-through the Internet 710. Further, a processing requesting -

;‘elating to ﬁhe IC card 703 issued from the card reader/writer
704 is transxﬁitted through the personal compute:;* 105,
Internet 710, and ASP server 719 to the SAM chip 708.
Step 8T726:
The ASP server 719 outputs to the SAM chip 708 an eﬁtity

production request. That entity production ﬁec{uest stores
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20 each processing for procedures occurring with the IC card 703 and
have the IC card procedure management task 772 use the plurality of IC
card entity data 773x to simultaneously proceed with processing relating
to the plurality of IC cards 703. 25 Further, according to the authentication
system 701, 2.54 since it is sufficient &b$tore the IC card entity data 773x
actually used for the processing for the IC card 703 in the storage unit
/85 rtnestioragagarens of rusiprage Wik 7§% canbe ¢ffisiently utilized. 5
Further, according to the authentication system 701, as shown in FIG.
127, sincetbe statg2 ot execution of jobs processed by the IC card
procedure management task 772 are managed divided into post-startup

states areomplrteds Atatem fiey SIrHAR.L0; G¥RCULG 08F 19, )t ?roduction
possible 10 to start the processing for another job in the state waiting for

datgrfrenttheilC eaid fbms hpefarendf i pessikige toreliminate theqvait
time due to the transfer of data with the IC card 703 through the Internet
710. Furtheeracepidigg to the authentication system 701, 15 the AP
management table data 73001 to 73003 describe in them names showing

the typesTbbsenices proaaed-ay iha individuatgensiee usinegsesqiiat 7og,
is, the APE N, the numbers of services used in the IC card 703, and the
e/t datafuiseicsiher pthddipg thasesseryicagebhase diehgldiber of the
IC card entity data 773 x present in the SAM chip 708 is
within the maximum number defined by the SC command of the
script program. If within the maximum number, it proceeds
to the processing of step ST729, while if not, it 'énds the
processing. |

étep 57T729:

The entity generation task 771, for example, specifies,

based on the data showing the issuer of the IC card 703 stored

in the entity production request, which service business[

Al

IC card entity_ template data to use and uses that specifie&

IC card entity plate data to generate the IC card entity

data 773 x,

This corresponds to the ir‘).stancé generation shown in
FIG. 127.

Steg ST'?BO:

The SAM chip 708 outputs to the ASP server 719 the
entity ID of the IC card entity data 773 x genexfateci- at step

ST729 at step ST731.
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20 the external memory 707. Therefore, service businesses 7151 to 7153

not the developers of the SAM chip 708 can customize their own

application programs running on the SAM chip 708 by producing script
programs 7211, 7212, and 7213 and downloading them through the SAM

chip 708 to the external 25 memory“?&?.lTh'at IS, service businesses 7151

to 7153 can 255 customize their own application programs without the

service BiSnéSseepeingTeendug o kaptattoteskalidialof the SAM
commands for directly operating the IC card 703 or other highly

Shiedfl dRy st tee dhecevreireeseyBidtinetdmvedoknoli zed
the key data or card operational commands when customizing the
é’é’plitégﬁor?ﬁrdiﬁ‘aﬁ\s, 88 the load on the service businesses is lightened.
Further, according to the authentication system 701, since computation
content SPEFMIAG aRFGRREIMS reiess exPomdbaalcfinetihit isipbsdiisiedbown
provide diverse services combining a plurality of services in the range of
d&hicd§ -whith are executed simultaneous with allowance at the IC card

703 side, Further, according to the authentication system 701, 15 by
introducing®Re E6ASEt of the data block, the data input and output with

the IC c%rd 703 and the log data can be easily managed. 256 CLAIMS:

he IC card procedure management task 772 of the SAM
chip 708 authenticates the legitimacy of the IC card 703.

This is processing corresponding to the job Al shown

in FIG. 127.

Step ST733:

The IC card 703 authenticates the legitimacy of the
SAM chip 708.

This is processing correspondin§ to the job A2 shown
ih FIG. 127. |

According to steps ST732 and ST733, the IC card 703
and SAM chip 708 are mutually authenticated.

At this time, as explained earlier, in accordance with
t?he application element data APE being executed by the SAM

chip 708, the AP management table déta 7300_1 to 7300 3 shown

in FIG. 121 are viewed, the key data K;CARD is acquired,

and that key data K_CARD is used for the mutual authentication
between the SAM chip 708 and CPU 751 of the IC card 703.
Step ST734:

The IC card procedure management task 772 of the SAM



10

i5

20

25

1. A semiconductor circuit for executing a program, said semiconductor

circuit comprising: a first transmission line, a storage circuit for storing
instructions or data for executing said program, a computation circuit' for
operating based on said instructions read through said first transmission

line from said storage circuit, a first c6itfection switching circuit for setting
sajd first transmission line and said storage circuit in one of a connection
s%ﬁ%n@&sﬁ&ﬁ?@tt%ﬁ%t‘&@ﬁﬁedﬂ%ﬁaﬁ fievedned digmalthesepondedures
connection switching circuit for setting a second transmission line outside

Of A SR cdRASE citBdit and said first transmission line in one of a
connection state and disconnection state based on a second control

signal, an@ 4T drhBERSIPESHRT GREMTePoRPinm d-calthscoong BonWoshown
s,i%nal instructing disconnection to said -second connection switching
@l‘rcuﬁ%‘er}gﬂtputting said first control signal instructing connection to

said first_connection switching circuit and outputting said second control

signal in&PFdRGcontRetid’ FaZid Reersurmasaon aniteniby treiit 772

when oggputting said first cantrol signal instructing disconnection to said
m%?s € processing formula specified based on the

pre-processing data of the IC card entity data 773 x and
uses the data read from the IC card 703 to perform the
predetermined computation processing.

Step 8T735:

The IC card procedure management task 772 of the SAM
chip 708 outputs the processing result of step ST734 to the
ASP server 7T19.

Step ST736:

For example, the IC card procedure management task
772 deletes the IC carxrd entity-data 773 x.

%

As explainéd above, according to the communication

. system 701 and SAM unit 709, by éonfiguring the application

program AP using a plurality of application element data
APE and using the AP management table data and APP table

data to define the computation content of the application

-elemezit data APE, it is possible to provide diverse ser’t}ices

using the IC card 703.

Further, accotding to the communication system 701,

it is possible to use the AP management table data and APP |
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connection switching circuit, wherein said storage circuit stores a plurality

of function modules for executing said program and storing a plurality of
instructions including disconnection release instructions positioned at

their heads and disconnection start i ctions positioned at their tail

ends, and 257 said connection control Circuit outputs said first control

sigpal instructing connection to said first connection switching circuit

\t/\:/%? LalideinfRafidr iRty Serlican Uitddinadibprerfisapplication
instruction and outputs said first control signal instructing disconnection
BT Rist dBhfedih sWitdiity ERaAt SHEnRdd ebiblratioroeircedt
executes a disconnection start instruction. 2. A semiconductor circuit as
SRROAR TR L SPRakifeta RREnbebHRssticHffiectond-cifditsiswhile
connected through said second transmission line to a storage apparatus
2AhB RIDHB B BaRPBiBEFYIGEY circuit. 258 3. A semiconductor

circuit as set forth in claim 1, wherein said connection control circuit

outputs EXHEHRT coRFAGHAI %o gidther enmmensnatieningysirem IP1,

aﬁto set said first transmission line and said storage circuit continuously :
TR FhagisPelisation element data APE between different

SAMs, since mutual authentication is performed between the
SAMs, it is possible to improve the security of the
application programs.

Further, according to the communication system 701,
by allocating a SAM__ID of the same class to the application
programs of the same service business, it is possible to
prevent complicated mutwal authentication processing from
being performed between appliéation element data APE of
application programs of the same business and thereby lighten
the burden 6f management of key information and processing
of the SAM chip.

Further, according to the communication system 701,

it is possible to generate IC card entity data 773 x for

‘each processing for procedures occurring with the IC card

_ 703 and have the IC card procedure management task 772 use

the plurality of IC card entity data 773 x to simultaneocusly
proceed with processing relating to the plurality of IC cards
703,

Further, according to the authentication system 701,
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until said computation circuit next executes a disconnection start
instruction after executing said disconnection release instruction. 259 4.
A semiconductor circuit as set forth in claim 1, further comprising: a third
connection switching circuit connected with an outside apparatus issuing
at least one of a read request of arrinférhat state of said computation
circuit, a rewrite request of said internal state, and an operation halt
réduest oftsdid confitefien tinouistoo said-henyuniation Gyl epdiata 773 x
determining whether to output said read request, said rewrite request, -
areitseid laperaton fialt rebaeptroesetsang thsg candral Signakath3Aidn the
connection control circuit outputs to said third connection switching circuit
sakptrigleconmtict Jighal ibsustiogagbtapulipst saidrRadieskiegk Seith ¢ 765
rewrite request, and said operation halt request to said computation
chenitheherfdlitpating nidifirsl ¢eridol signal instructing connection to
said first connection switching circuit and outputs to said third connection
switching eirddiegaid avircb cdingl Signadtinstaudtinen td oatptibRaicieadm 701,
request, said rewrite request, and said operation halt request to said :
GonptHatbn iy CERGwhA Dutpdtting Sdickfisstbatobsignabinsttlieing £ jobs
processed by the IC card procedure management task 772 are
managed divided into post-startup states and completed
states, after starting to execute one job, it is possible
to start the processing for another job in the state waiting
for data from the IC card 703. Therefore, it is possible
to eliminate the wait time due to the transfer of data with
the IC card 703 through the Internet 710.

Further, according to the authentication system 701,

the AP management table data 7300_1 to 7300_3 describe in

them names showing the types of services provided by the
individual service businesses, that is, the APE N, the
numbers of services used in the IC card 703, and the key
data used when providing those services. These are held in
the external memory 707. Therefore, service businesses 715 1
to 715_3 not the developers of the SAM chi'p 708 can customize
their own application programs running on the SAM chip 708
by producing script programs 721 1, 721_2, and 721_3 and
downloading them through the SAM chip 708 to the externél

memory 707. That is, service businesses 715_1 to 715 3 éan
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disconnection to said first connection switching circuit. - 260 - ABSTRACT

In accordance with a plurality of processing requests, a SAM chip

generates IC card entity data including job 5 execution Qrder data o
showing an order of execution of a plurality of jobs forming processing in
accordance with a processing requ"ésl2 and Status data showing a state of
progress of execution of said plurality of jobs for each of said processing
rEgFEBiZFthbe e SV iseidcton (Poneyentity setatiomn Igid service
plurality of entity data, selects and executes the job to be executed next

6&%@6%%@%tél@é%téfvfmrpmdessﬁngbeddtmtamtaa}idﬁdﬁfé&_ﬁtional
entity data, and updates the status data in accordance with execution of
st for directly operating the IC card 703 or other

highly confidential data. Further, the .;service businesses
do not have to know the key data or card operational commands
when customizing the application Programs, so the load on
the service busginesses is lightened.

Further, according to the authentication system 701,
since computation content spanning a plurality of services
can be defined, it is possible to provide diverse services
combin“ing a plurality of services in the range of services

which are executed simultaneous with allowance at the IC

card 703 side.

Further, according to the authentication system 701,
by introducing the concept of the data block, the data input
and output with the IC card 703 and the log data can be easily

managed.
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CLATIMS:

1. &  semiconductor circuit for executing a
program,

said semiconductor circult comprising:

a first transmisgicn line,

a storage circult for storing instructions or data
for executing said program,

a computation circuit for operating based on said
instructions read through said first transmission line
from said storage circuilt,

a first connection switching circuilt for setting
said first transmission line and said storage circult in
one of a connection state and disconnection state based
on a first contrel signal,

a second connection switching circuit for setting a
second transmission line outside of that semiconductor
circuit and said first transmission line in one of a
connection state and disconnection state Dbased on &
second control signal, and

a connection control circuit for outputting said
second contrcl signal instructing disconnection to said
second connection switching circuit when outputting said
first control signal instructing connection to said first
connection switching circuit and outputting said second
control signal instructing connection t said second
connection switching circuit when ocutputting said first
control signal instructing disconnection to said first
connection switching circuit, wherein

said storage circult stores a plurality of function
modules for executing said program and storing a
plurality of instructions including disconnection release
instructions positioned at their heads and disconnection

start instructions positioned at their tail ends, and
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sald connection control circult outputs said first
control signal instructing connecticn te said first
connection switching c¢ircuit when sald computation
circuit executes a disconnection release instruction and
outputs said first control signal instructing
disconnection to said first connection switching circult
when said computation circuit executes a disconnection

start instruction.

2. A semiconductor circuit as set forth in claim
1, wherein said second connection switching circuit is
connected through saild second transmission line to a

storage apparatus at the outside cf sald semiconductor

clircuit.
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3. A semiconductor circuilt as set forth in claim

1, wherein s=aid connection control circuilt outputs said
irst control signal to said flrst connection switching

circuit so as to set saild first transmission line and
sald storage circuit continuously in the connection state
until said . computation clrouit next executes a
disconnection start dinstruction after executing saild

disconnection release instruction.
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4. A semiconductor circuit as set forth in claim
1, further comprising:

a third connection switching circuit connected with
an outside apparatus issuing at least one of a read
request of an internal state of said computation circuit,
a rewrite reguest of said internal state, and an
operation halt reguest of sald computation clrcuit to
said computation c¢ircuit and determining whether to
cutput said read request, said rewrite reguest, and saild
operation halt reguest based on a third control signal
and

said connection control circuit outputs to said
third connection switching circuit said third control
signal instructing not to output said read request, said
rewrite request, and saild operation halt reguest to said
computation circuit when outputting said £first control
signal instructing connection to said first connection
switching circuit and outputs to sald third connection
switching circuit said third control signal instructing
to output said read request, said rewrlte request, and
said operation halt reguest to said computation circuit
when outputting said first control signal instructing

disconnection to said first connection switching circuilt.
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ABSTRACT

In accordance with a plurality of processing requests,
a SAM chip generates IC card entity data including job
execution order data showing an order of execution of a
plurality of jobs forming processing in accordance with a
processing request and status data showing a state of
progress of execution of said plurality of jobs for each
of said processing requests. Further, the SAM chip selects
one entity data from said plurality of entity data, selects
and executes the job to be executed next based on the status
data and processing order data of said selected entity data,
and updates the status data in accordance with execution

of said job.



