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Drawings

[fig. 1]
RECEIVE AND PREPROCESS INPUT FILE - S1000
A
GENERATE ANALYSIS INFORMATION OF
MALWARE RELATED TO INPUT FILE 32000
e GENERATEPREDICTION INFORMATIONOF B
| ~ 53000

B MALWARE RELATED TO INPUT FILE N

____________ PR

PROVIDE INFORMATION ABOUT CYBER THREAT INFORMATION RELATED
TO INPUT FILE AFTER POST-PROCESSING OF ANALYSIS OR
PREDICTION INFORMATION

—~— 54000
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ANALYZE STRUCTURE INFORMATION OF INPUT FILE 52110
|
ANALYZE PATTERN OF INPUT FILE ~— 52120

\

ANALYZE INFORMATION RELATED TO PRODUCTION OF INPUT FILE [~ 52130

\

ANALYZE ENVIRONMENT INFORMATION OF INPUT FILE (52140

\

ANALYZE OTHER STATIC INFORMATION OF INPUT FILE,

AND THEN STORE FINAL STATIC ANALYSIS INFORMATION | 41
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FIG. 3

PREPARE DYNAMIC ANALYSIS ENVIRONMENT OF INPUT FILE [~ 52210

\

EXECUTE INPUT FILE IN ANALYSIS ENVIRONMENT 52220

\

COLLECT AND EXECUTE EVENT BY EXECUTING FILE ™~52230

\

RESTORE ANALYSIS ENVIRONMENT (52240
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FIG. 4

DISASSEMBLE EXECUTABLE FILE RELATED TO INPUT FILE [~ 52410
|
EXTRACT BLOCK-UNIT CODE FROM DISASSEMBLED CODE [~ 52420
\
IDENTIFY ATTACK TECHNIQUE OR ATTACK L9430
ACTIVITY (USING AI ANALYSIS) '
r- ]
\ IDENTIFY ATTACKER (USING AI ANALYSIS) ™~ 52440
L i 44444444444 J
PERFORM TAINT ANALYSIS (52450
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[T 3NN

EXE FILE

Disassembled code set

ATTACK TECHNIQUE
[DENTIFIER CODE
Techniques/Tactic 1D

FILE

0P CODE

T-ID | DESCRIPTION

nalware. exe

MOV DHORD PTR SS: [EBP-4] | 1
MOV DHORD PTR SS: [EBP-8] , 2
MOV EDX, DHORD PTR SS: [EBP-8]
LEA EAX, DWORD PTR SS: [RBP-4]

1022 | CHANGE SYSTEM NAJOR
REGISTRY

PUSH EBP

MOV EBP, ESP

SUB ESP, 18

AND ESP, FFFFFFFO
MOV EAX, 0

1077 | REGISTER STARTUP
PROGRAK

LEA EAX, DWORD PTR SS: [EBP-4]
OV EDX, DHORD PTR SS: [EBP-8]
LEA EAX, DWORD PTR SS: [EBP-4]
LEA EAX, DHORD PTR SS: [EBP-4]

1034 | TURN OFF WINDOWS
FIREFALL

PUSH EBP

MOV EBP, ESP

MOV EAX, DHORD PTR SS: [EBP+B]
ADD EAX, DWORD PTR SS: [EBP+C]
POP EBP

RETN

1090 | ADD NEK USER

CMP DWORD PTR SS: [EBP-4], 2
JNZ SHORT if. 00401035

PUSH if. 0040C008

CALL if.printf

ADD ESP, 4

JHP SHORT if. 00401042

2011 CREATE BACKDOOR

CMP DFORD PTR SS: [EBP-BI, 1
JE SHORT switch. 00401027
CHP DWORD PTR SS: [EBP-B],
JE SHORT switch. 00401036
CMP DRORD PTR SS: [EBP-BI, 3
JE SHORT switch. 00401045

JN¥P SHORT switch. 00401054

[

3744 SUSPEND OPERATION OF
SECURITY PROGRAM



FirAdilah
Rectangle


6/36

FIG. 6

[P CORRELATION

52510

\

HOST NAME CORRELATION

52520

\

URL CORRELATION

52530

\

CODE SIGN CORRELATION

52540

ATTACK TECHNIQUE CORRELATION

52950
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FIG. 7
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FIG. 8

PREDICT MALWARE CREATOR (USING AI ANALYSIS)

53110

\

PREDICT MALWARE TACTI

C (USING AT ANALYSIS)

53120

\

PREDICT MALWARE ATTACK GROUP (USING AT ANALYSIS)

53130

\

PREDICT MALWARE SIMILARITY

DEGREE (USING AT ANALYSIS)

53140

\

PREDICT MALWARE SPREAD DEGREE (USING AI ANALYSIS)

~— 53150
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FIG. 9

QUERY (A4)

"FILE IN WHICH WORD "ransomware*" [S INCLUDED IN
ANTI-VIRUS DETECTION NAME DETECTED IN
MALWARE DETECTING 40 OR MORE ANTI-VIRUSES
FROM 4 PM MARCH 1, 2020 TO 9 AM MARCH 2, 2020,
FILE TYPE IS EXE, DISTRIBUTION SITE (ITW) IS
"go.kr*", CODE SIGN SIGNATURE INFORMATION IS
PRESENT, AND FILE SIZE IS 10 MB OR LESS"

QUERY (B)

"FILE IN WHICH FILE TYPE IS HWP, DOC, PPT, PDF, OR
XLS, DISTRIBUTION SITE IS PRESENT, "powershell.exe"
OR "vbscript.exe" IS EXECUTED AS RESULT OF
ACTIVITY ANALYSIS, AND FILE SIZE IS 10 MB OR
LESS IN FILE DETECTING 10 OR FEWER
ANTI-VIRUSES ON MARCH 1, 2020"

Query (C)
"FILE IN WHICH FILE TYPE IS EXE 32 OR EXE 64,
DISTRIBUTION SITE IS PRESENT, DISTRIBUTION SITE
ADDRESS IS NOT "nexon.com", "nexon" IS INCLUDED IN
FILE NAME, ACTIVITY "CORRECT FIREWALL
SETTING" OR "REGISTER IN START PROGRAM" IS
EXECUTED TO ATTEMPT ACCESS TO 184.55.38.2 AS
RESULT OF ACTIVITY ANALYSIS, AND FILE SIZE IS
100 KB OR MORE IN FILE DETECTING FIVE OR MORE
ANTI-VIRUSES IN JANUARY TO DECEMBER 2019"

Query (D)
"DAILY STATISTICAL INFORMATION OF FILE IN WHICH
FILE TYPE IS DOCUMENT (HWP, DOC, PPT, XLS, PDF),
"not-virus” IS NOT INCLUDED IN DETECTION NAME OF
Kaspersky, DISTRIBUTION SITE ADDRESS INCLUDES
" kr*" N FILE DETECTING 20 OR MORE ANTI-VIRUSES
IN JANUARY TO DECEMBER 2019"
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FIG. 20

0P Code
Set #1

0P Code
Set #2

0P Code
Set #3

[j T1011 i} (, 12013 i] [j T1488 ‘}

0P Code
Set #N

TIXXX
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FIG. 22
OP-CODE® OP-CODE — CRC-16 ASM-CODE ASM-CODE — CRC-32
push 0x45E9 30 0xCI034Ar6
mov 0x10E3 8B EC 0x3012FD2C
lea 0xAACE 8D 45 0C 0x9214A6A7
push 0x45E9 50 0xBIGIBE79
push 0x45E9 64 00 0xDECB91D2
push 0x45E9 FF 75 08 Ox1DAARSTE
push 0x45E9 64 01 0xA9CCA144
call 0x09F8 FF 15 B0 20 40 00 (x284055E2
pop 0x7117 39 0xCOBS06DD
push 0x45E9 20 0xBIGIBET9
call 0x09F8 E8 AB FF FF FF 0x4452C315
add 0x8B0B 83 C4 10 OxAR137EES
pop 0x7117 )] 0xC7D8C2C4
retn 0x12B3 3 0xDOGF7C87
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FIG. 23

OP-CODE Vector ASM-CODE Vector
17897 201 3 74 246
4323 48 18 253 44
43726 146 20 166 170
17897 185 105 121 44
17897 222 203 145 210
17897 29 74 232 126
17897 169 204 161 68
2552 40 64 85 226
28951 192 181 6 221
17897 185 105 190 121
2552 68 82 195 21
3559 174 19 126 229
28951 199 216 194 196
4787 208 111 124 135
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2520~~~

/

2930~

6b30 <= 0.5
ginl = 0.397
samples = 44
value = [32,12]
class = T000

AN

gini = 0.257
samples = 33
value = [28,5]
class = T000

6162 <= 0.5
gini = 0.461
2510~ samples = 50
value = [32,18]
class = T000
5442 <= 0.5 gini = 0.0
gini = 0.435 samples = 3
samples = 47 value = [0,3]
value = [32,15] class = T0O01
class = T00O
gini = 0.0
samples = 3 9
value = [0,3] 2620
class = T0O1
gini = 0.463
samples = 11 |
value = [4,7] 2630
class = T001

-~ 2610
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FIG. 27

Label SHA-256 (size) N-gram
T-1D Attacker (OP-CODE + ASN-CODE) 's
(or Group) Fuzzy Hash
T10XX TAS04 389E03BIAIFDICS. . .. {"3736":1,"3645":1
"4563":1, "6344":1,
447271, 7255" 1
S2:TORCDrRBPORSE. .. | .
TAS04 E3EC2AAO4AFECCS. . . {"3736":1,"3645":1,

32: 7T6EcDrURBPQk8t GeollE. . .

"4563":1, "6344":1,
472" 1,"7255" 1,

"5552"11,"5242" 1,

50" 1
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FIG. 28

EuClidean Distance Matrix

T1027(T)

T1027(T)
- T1027(K)
- T1027(K)
- T1027(K)
- T1055(T)
- T1055(K)
- T1055(K)
- T1055(L)
- T1055(L)

T1027(T) 4

T1027(D 4

T1027(K)
T1027(K)

T1027(K)

T1055(T) -

T1055(K) -

T1055(K) -

T1055(L)

T1055(L) A
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FIG. 29

Gram Pattern Distribution by TID
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FIG. 30

Time Comparison
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FIG. 31

Cylance

eGanbit

SentinelOne (Static ML)
Symantec
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FIG. 33

OBTAIN DISASSEMBLED CODE BY DISASSEMBLING INPUT
EXECUTABLE FILE, AND RECONSTRUCT DISASSEMBLED CODE

~— 53110

)

CONVERT RECONSTRUCTED DISASSEMBLED CODE INTO
DATA SET IN CERTAIN FORMAT

~— 53120

DETERMINE SIMILARITY TO PRE-STORED MALWARE BASED ON CONVERTED DATA
SET IN CERTAIN FORMAT AND CLASSIFY CONVERTED DATA SET IN CERTAIN
FORMAT INTO AT LEAST ONE STANDARDIZED ATTACK IDENTIFIER
ACCORDING TO DETERMINATION

~—S3130
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FIG. 35

OBTAIN DISASSEMBLED CODE BY DISASSEMBLING INPUT EXECUTABLE FILE, AND ACQUIRE

53210
RECONSTRUCTED DISASSEMBLED CODE BY RECONSIRUCTING DISASSEMBLED CODE

PROCESS RECONSTRUCTED DISASSEMBLED CODE TO CONVERT RECONSTRUCTED DISASSEMBLED

3329
CODE INTO HASH FUNCTION, AND CONVERT HASH FUNCTION INTO N-GRAM DATA [ S320

PERFORM ENSEMBLE MACHINE LEARNING ON BLOCK-UNIT CODE OF CONVERTED
N-GRAM DATA TO PROFILE BLOCK-UNIT CODE BY IDENTIFIER OF ATTACK TECHNIQUE
PERFORMED BY BLOCK-UNIT CODE AND IDENTIFIER OF ATTACKER GENERATING
BLOCK-UNIT CODE

~— 53230



FirAdilah
Rectangle


36/36

oot _
| NS (00T)) l 4SVARLY |
B e —— K
| |
| |
| |
|
0621~ IO |
L] Tnor @i || vhooK ool || 00w Lsuld |
W N N N |
| |
| 0161 C0T6T 0161 Vo | |
00181~ 17 .
A — 0000 NOLLDIQRI QO SISKTIY SISKTNY | |
| |
| |
0011 |
oot~ ] |

9¢ D4

00081


FirAdilah
Rectangle


