
- 1 - DESCRIPTION COMMUNICATION APPARATUS,
COMMUNICATION METHOD, AND PROGRAM  Technical Field [0001]
The present invention relates to a communication  apparatus, a
communication method, and a program, and  relates to, for example, a
communication apparatus capable  of using near field communication of a
protocol of lower- order layers of an OSI (Open System Interconnection)
reference model from various protocols of higher-order  layers thereof, a
communication method for use therewith,  and a program for use
therewith. Background Art  [0002]  As a system for performing near field
communication, for example, an IC (Integrated Circuit) card system is
widely known. In the IC card system, a reader/writer  generates an
electromagnetic wave, thereby forming a so- called RF (Radio Frequency)
field (magnetic field). Then,  when an IC card approaches the
reader/writer, the IC card  receives supply of power by electromagnetic
induction and  also data is transmitted between the reader/writer and the
IC card. [0003] - 2  



As a communication protocol for performing near field  communication
typified by that of such an IC card system,  for example, NFCIP (Near
Field Communication Interface and  Protocol)-1 is known. NFCIP-1 is also
defined as ISO/IEC  18092. [0004]  For NFCIP-1, the following modes are
defined: an active  mode that is a communication mode in which each of a
plurality of communication apparatuses for transmitting and  receiving
data outputs an electromagnetic wave, modulates  the electromagnetic
wave, and thereby transmits data, and a  passive mode that is a
communication mode in which data is  transmitted by load-modulating an
electromagnetic wave  output by one communication apparatus among
the other  communication apparatuses of the plurality of communication
apparatuses. A plurality of communication apparatuses in  compliance
with NFCIP-1 perform communication in one of the  communication
modes of the active mode and the passive mode  (refer to, for example,
Patent Document 1 and Non-Patent  Document 1). [0005]  [Patent
Document 1] Japanese Unexamined Patent  Application Publication No.
2004-215225 [Non-Patent Document 1] Standard ECMA-340, "Near Field
Communication Interface and Protocol (NFCIP-1)", 2nd Edition, 3  



December 2004, ECMA Disclosure of Invention Problems to be Solved by
the Invention  [0006] NFCIP-l defines a physical layer of a first layer
(lowest-order layer) of an OSI reference model and a data  link layer of a
second layer thereof. Therefore, in theory,  it is possible to use NFCIP-l
from various protocols of a  network layer of a third layer, which is a
higher-order  layer. [0007]  However, a specific method (protocol) for
using NFCIP-1  from various protocols of a network layer has not been
proposed to date. [0008]  The present invention has been made in view of
such  circumstances and aims to be capable of using, for example,  near
field communication employing NFCIP-i or the like from  various protocols
of higher-order layers. Means for Solving the Problems  [0009] In a first
aspect of the invention, there is provided a  communication apparatus for
performing communication with  another communication apparatus that is
a communication  party, the communication apparatus comprising:
communication  means for performing communication in one of
communication  



modes of an active mode, which is a communication mode in  which each
of - 4  a plurality of apparatuses for transmitting and receiving  data
outputs an electromagnetic wave, modulates the  electromagnetic wave,
and thereby transmits data; and a  passive mode, which is a
communication mode in which one  apparatus among a plurality of
apparatuses outputs an  electromagnetic wave, modulates the
electromagnetic wave,  and thereby transmits data, and the other
apparatuses among  the plurality of apparatuses transmit data by load-
modulating the electromagnetic wave output by the one  apparatus; and
control means for performing control such  that an LLC packet that is a
packet of an LLC (Logical link  control) layer of a data link layer of an OSI
(Open System  Interconnection) reference model is capsulized to form an
MAC packet that is a packet of an MAC (Media Access Control)  layer of
the data link layer, the MAC packet is capsulized  to form a physical layer
packet that is a packet of a  physical layer, and the physical layer packet
is transmitted  in the active mode or in the passive mode, wherein the
control means limits the maximum length of the LLC packet so  as to be
smaller than or equal to a length that is  determined on the basis of the
maximum length of the  physical layer packet and the maximum number
of MAC packets  that can be transmitted continuously from the MAC layer
to  



the LLC layer without making a response. [0010] 5  In a second aspect of
the invention, there is provided a communication method for performing
communication with  another communication apparatus that is a
communication  party, the communication method comprising the steps of:
performing communication in one of communication modes of an  active
mode, which is a communication mode in which each of  a plurality of
apparatuses for transmitting and receiving  data outputs an
electromagnetic wave, modulates the  electromagnetic wave, and thereby
transmits data; and a  passive mode, which is a communication mode in
which one  apparatus among a plurality of apparatuses outputs an
electromagnetic wave, modulates the electromagnetic wave,  and thereby
transmits data, and the other apparatuses among  the plurality of
apparatuses transmit data by load- modulating the electromagnetic wave
output by the one  apparatus; and performing control such that an LLC
packet  that is a packet of an LLC (Logical link control) of a data  link layer
of an OSI (Open System interconnection) reference  model is capsulized
to form an MAC packet that is a packet  of an MAC (Media Access
Control) layer of the data link  layer, the MAC packet is capsulized to form
a physical layer  packet that is a packet of a physical layer, and the
physical layer packet is transmitted in the active mode or  



in the passive mode, wherein, in the control step, the  maximum length of
the LLC packet is limited so as to be  smaller than or equal to a length that
is determined on the  basis of the maximum length of the 6  physical layer
packet and the maximum number of MAC packets  that can be transmitted
continuously from the MAC layer to  the LLC layer without making a
response. [0011]  In a third aspect of the invention, there is provided a
program that is executed by a computer for controlling a  communication
apparatus for performing communication in one  of communication modes
of an active mode, which is a  communication mode in which each of a
plurality of  apparatuses for transmitting and receiving data outputs an
electromagnetic wave, modulates the electromagnetic wave, and  thereby
transmits data; and a passive mode, which is a  communication mode in
which one apparatus among a plurality  of apparatuses outputs an
electromagnetic wave, modulates the  electromagnetic wave, and thereby
transmits data, and the  other apparatuses among the plurality of
apparatuses transmit  data by load-modulating the electromagnetic wave
output by  the one apparatus, the program comprising: a control step of
performing control such that an LLC packet that is a packet  of an LLC
(Logical link control) of a data link layer of an  OSI (Open System
Interconnection) reference model is  



capsulized to form an MAC packet that is a packet of an MAC  (Media
Access Control) layer of the data link layer, the MAC  packet is capsulized
to form a physical layer packet that is  a packet of a physical layer, and
the physical layer packet  is transmitted in the active mode or in the
passive mode,  wherein, in the control step, the maximum length of the
LLC  packet is limited so as to be smaller than or equal to a  length that is
determined on the basis of the maximum length  of the physical layer
packet and the maximum number of MAC  packets that can be transmitted
continuously from the MAC  layer to the LLC layer without making a
response. 7  [0012] In a fourth aspect of the invention, there is provided  a
communication apparatus for performing communication with  another
communication apparatus that is a communication  party, the
communication apparatus comprising: communication  means for
performing communication in one of communication  modes of an active
mode, which is a communication mode in  which each of a plurality of
apparatuses for transmitting  and receiving data outputs an
electromagnetic wave,  modulates the electromagnetic wave, and thereby
transmits  data; and a passive mode, which is a communication mode in
which one apparatus among a plurality of apparatuses outputs  an
electromagnetic wave, modulates the electromagnetic wave,  and thereby
transmits data, and the other apparatuses among  



the plurality of apparatuses transmit data by load- modulating the
electromagnetic wave output by the one  apparatus; and control means for
performing control such  that an LLC packet that is a packet of an LLC
(Logical link  control) layer of a data link layer of an OSI (Open System
Interconnection) reference model is capsulized to form an  MAC packet
that is a packet of an MAC (Media Access Control) 8  layer of the data link
layer, the MAC packet is capsulized  to form a physical layer packet that is
a packet of a  physical layer, and the physical layer packet from an
apparatus for transmitting the physical layer packet is  received in the
active mode or in the passive mode, wherein  the maximum length of the
LLC packet is limited so as to be  smaller than or equal to a length that is
determined on the  basis of the maximum length of the physical layer
packet and  the maximum number of MAC packets that can be transmitted
continuously from the MAC layer to the LLC layer without  making a
response. [00131  In a fifth aspect of the invention, there is provided a
communication method for performing communication with  another
communication apparatus that is a communication  party, the
communication method comprising the steps of:  performing
communication in one of communication modes of an  active mode, which
is a communication mode in which each of  



a plurality of apparatuses for transmitting and receiving  data outputs an
electromagnetic wave, modulates the  electromagnetic wave, and thereby
transmits data; and a  passive mode, which is a communication mode in
which one  apparatus among a plurality of apparatuses outputs an
electromagnetic wave, modulates the electromagnetic wave,  and thereby
transmits data, and the other apparatuses among  the plurality of
apparatuses transmit data by load- modulating the electromagnetic wave
output by the one 9  apparatus; and performing control such that such that
an LLC  packet that is a packet of an LLC (Logical link control)  layer of a
data link layer of an OSI (Open System  Interconnection) reference model
is capsulized to form an  MAC packet that is a packet of an MAC (Media
Access Control)  layer of the data link layer, the MAC packet is capsulized
to form a physical layer packet that is a packet of a  physical layer, and
the physical layer packet from an  apparatus for transmitting the physical
layer packet is  received in the active mode or in the passive mode,
wherein  the maximum length of the LLC packet Is limited so as to be
smaller than or equal to a length that is determined on the  basis of the
maximum length of the physical layer packet and  the maximum number
of MAC packets that can be transmitted  continuously from the MAC layer
to the LLC layer without  making a response. 



[0014]  in a sixth aspect of the invention, there is provided a  program that
is executed by a computer for controlling a  communication apparatus for
performing communication in one  of communication modes of an active
mode, which is a  communication mode in which each of a plurality of
apparatuses for transmitting and receiving data outputs an
electromagnetic wave, modulates the electromagnetic wave,  and thereby
transmits data; and a passive mode, which is a  communication mode in
which one apparatus among a plurality  of apparatuses outputs an
electromagnetic wave, modulates  the electromagnetic wave, and thereby
transmits data, and  the other apparatuses among the plurality of
apparatuses  transmit data by load-modulating the electromagnetic wave
9a  output by the one apparatus, the program comprising: a  control step
of performing control such that an LLC packet  that is a packet of an LLC
(Logical link control) layer of a  data link layer of an OSI (Open System
interconnection)  reference model is capsulized to form an MAC packet
that is  a packet of an MAC (Media Access Control) layer of the data  link
layer, the MAC packet is capsulized to form a physical  layer packet that is
a packet of a physical layer, and the  physical layer packet from an
apparatus for transmitting the  physical layer packet is received in the
active mode or in  the passive mode, wherein the maximum length of the
LLC  



packet is limited so as to be smaller than or equal to a  length that is
determined on the basis of the maximum length  of the physical layer
packet and the maximum number of MAC  packets that can be transmitted
continuously from the MAC  layer to the LLC layer without making a
response. 10  [0015] In example embodiments, in a first communication
apparatus, a first communication method, and a first  program, an LLC
packet, which is a packet of an LLC layer of  a data link layer of an OSI
reference model, is 11  capsulized to form an MAC packet, which is a
packet of an MAC  layer of the data link layer. Furthermore, the MAC
packet is  capsulized to form a physical layer packet, which is a packet  of
a physical layer. Then, the physical layer packet is  transmitted in an
active mode or in a passive mode. In this  case, the maximum length of
the LLC packet is limited so as  to be smaller than or equal to a length that
is determined on  the basis of the maximum length of the physical layer
packet  and the maximum number of MAC packets that can be transmitted
continuously from the MAC layer to the LLC layer without  making a
response. [0016]  In a second communication apparatus, a second
communication method, and a second program, an LLC packet,  



which is a packet of an LLC layer of a data link layer of an  OSI reference
model, is capsulized to form an MAC packet,  which is a packet of an
MAC layer of the data link layer. The  MAC packet is capsulized to form a
physical layer packet,  which is a packet of a physical layer. The physical
layer  packet from an apparatus for transmitting the physical layer  packet
is received in an active mode or in a passive mode. In  this case, the
maximum length of the LLC packet is limited so  as to be smaller than or
equal to a length that is determined  on the basis of the maximum length
of the physical layer 12  packet and the maximum number of MAC
packets that can be  transmitted from the MAC layer to the LLC layer
without  making a response. Advantages  [0017]  In example
embodiments, it is possible to use, for example, near field communication
employing NFCIP-1 or the  like from various protocols of higher-order
layers of an OSI  reference model. Brief Description of the Drawings
[0018] Fig. 1 shows an example of the configuration of an  embodiment of
a communication system to which the present  invention is applied. Fig. 2
illustrates a passive mode.  



Fig. 3 illustrates an active mode. Fig. 4 is a block diagram showing an
example of the  configuration of an NFC communication apparatus 1. Fig.
5 is a timing chart illustrating an initial RFCA  process. Fig. 6 is a timing
chart illustrating an active RFCA  process. Fig. 7 illustrates an SDD
process. Fig. 8 shows a list of commands and responses. Fig. 9 is a
flowchart illustrating the outline of a - 13  communication process in
accordance with NFCIP-1.  Fig. 10 is a flowchart illustrating processing
performed in a passive mode. Fig. 11 is a flowchart illustrating processing
performed in an active mode. Fig. 12 shows an OSI reference model. Fig.
13 shows the format (structure) of an MAC packet  and a physical layer
packet. Fig. 14 shows the format of PFB information.  Fig. 15 shows the
format of PFB information. Fig. 16 is an illustration of processing of an
MAC  layer in an initiator and a target. Fig. 17 shows the format of an IF
packet.  Fig. 18 shows the format of an LLC packet.  Reference Numerals 



[0019]  1 to 3 NFC communication apparatus, 11 antenna, 1.2  receiver,
13 demodulator, 14 decoder, 15 data processor,  16 encoder, 17 selector,
18 electromagnetic wave output  section, 19 modulator, 20 load
modulator, 21 controller,  21A CPU, 21B EEPROM, 22 power-supply unit
Best Mode for Carrying Out the Invention  [0020] Embodiments of the
present invention will be described  below with reference to the drawings.
- 14 - [0021] Fig. 1 shows an example of the configuration of an
embodiment of a communication system (the system designates  a logical
assembly of a plurality of devices, and it does  not matter whether each
device is in the same housing) to  which the present invention is applied.
[0022]  In Fig. 1, the communication system is constituted by  three NFC
communication apparatuses 1, 2, and 3. Each of  the NFC communication
apparatuses 1 to 3 is designed to be  capable of performing near field
communication (NFC (Near  Field Communication)) by electromagnetic
induction using a  carrier wave of a single frequency with other NFC
communication apparatuses.  [0023] 



At this point, examples of a frequency of a carrier  wave used by the NFC
communication apparatuses 1 to 3  include 13.56 MHz of an ISM
(Industrial Scientific Medical)  band. [0024]  The phrase near field
communication means communication  that becomes possible when the
distance between apparatuses  that perform communication becomes
within several 10 cm, and  also includes communication performed with
(the housings of)  apparatuses that perform communication being brought
into - 15 - contact with each other. [0025]  The communication system of
Fig. 1 can be adopted as an  IC card system in which one or more of the
NFC communication  apparatuses 1 to 3 can be made to be a
reader/writer and the  other one or more can be made to be an IC card.
Also, each  of the NFC communication apparatuses 1 to 3 can be adopted
as a communication system of a PDA (Personal Digital  Assistant), a PC
(Personal Computer), a mobile phone, a  wrist watch, a pen, and the like.
That is, the NFC  communication apparatuses 1 to 3 are apparatuses that
perform near field communication and are not limited to an IC card, a
reader/writer, and the like of the IC card system.  [0026] The NFC
communication apparatuses 1. to 3 are capable of  



performing communication in two communication modes.  Examples of
the two communication modes include a passive  mode and an active
mode. For example, communication between  the NFC communication
apparatuses 1 and 2 among the NFC  communication apparatuses 1 to 3
will now be considered. In  the passive mode, similarly to the
above-described IC card  system of the related art, for example, the NFC
communication apparatus 1, which is one of the NFC  communication
apparatuses 1 and 2, modulates (a carrier wave  corresponding to) an
electromagnetic wave generated by - 16  itself and thereby transmits data
to the NFC communication  apparatus 2 that is the other NFC
communication apparatus,  and the NFC communication apparatus 2
load-modulates (a  carrier wave corresponding to) the electromagnetic
wave  generated by the NFC communication apparatus 1 and thereby
transmits data to the NFC communication apparatus 1.  [00271 On the
other hand, in the active mode, each of the NFC  communication
apparatuses 1 and 2 modulates (a carrier wave  corresponding to) an
electromagnetic wave generated by  itself and thereby transmits data.
[0028]  At this point, when near field communication employing
electromagnetic induction is to be performed, an apparatus  that starts
communication by outputting an electromagnetic  



wave first, that is, an apparatus that, so to speak, takes  the initiative of
communication, will be referred to as an  initiator. Near field
communication is performed in such a  manner that the initiator transmits
a command to a communication party thereof, and the communication
party  sends back a response to the command. The communication  party
that sends back a response to the command from the  initiator will be
referred to as a target. [0029]  For example, it is assumed that the NFC
communication - 17  apparatus 1 starts to output an electromagnetic wave
and  starts communicating with the NFC communication apparatus 2.  As
shown in Figs. 2 and 3, the NEC communication apparatus 1  becomes an
initiator, and the NFC communication apparatus 2  becomes a target.
[00301  In the passive mode, as shown in Fig. 2, the NFC  communication
apparatus 1 that is an initiator continues to  output an electromagnetic
wave. The NFC communication  apparatus 1 modulates the
electromagnetic wave output by  itself, and thereby transmits data to the
NFC communication  apparatus 2 that is a target. Also, the NFC
communication  apparatus 2 load-modulates the electromagnetic wave
output  by the NFC communication apparatus 1 that is an initiator  and
thereby transmits data to the NFC communication  



apparatus 1. [00311  On the other hand, as shown in Fig. 3, in the active
mode, when the NFC communication apparatus 1, which is an  initiator,
transmits data, the NFC communication apparatus 1  starts to output an
electromagnetic wave, modulates the  electromagnetic wave, and thereby
transmits data to the NFC  communication apparatus 2 that is a target.
Then, after the  transmission of data is completed, the NFC
communication  apparatus 1 stops outputting the electromagnetic wave.
Also, - 18  when the NFC communication apparatus 2, which is a target,
transmits data, the NFC communication apparatus 2 starts to  output an
electromagnetic wave, and modulates the  electromagnetic wave, and
thereby transmits data to the NFC  communication apparatus 2, which is a
target. Then, after  the transmission of data is completed, the NFC
communication  apparatus 2 stops outputting the electromagnetic wave.
[0032] In Fig. 1, the communication system is constituted by  three NFC
communication apparatuses 1 to 3. However, the  number of NFC
communication apparatuses constituting the  communication system is not
limited to 3, and may be 2 or 4  or more. Furthermore, the communication
system can include,  in addition to an NFC communication apparatus, for
example,  an IC card, a reader/writer, and the like constituting an IC  



card system of the related art. [0033]  Next, Fig. 4 shows an example of
the configuration of  the NFC communication apparatus 1 of Fig. 1. The
other NFC  communication apparatuses 2 and 3 of Fig. 1 are configured
similarly to the NFC communication apparatus 1 of Fig. 4,  and
accordingly, a description thereof is omitted. [0034]  An antenna 1]. is
configured to include a coil. of a  closed loop, and outputs an
electromagnetic wave as a result - 19  of electrical current flowing through
the coil being changed.  Furthermore, as a result of magnetic fluxes
passing through  the coil as the antenna 11 being changed, electrical
current  flows through the antenna 11. [0035)  A receiver 12 receives
electrical current flowing  through the antenna 11, performs tuning and
detection, and  outputs a signal to a demodulator 13. The demodulator 13
demodulates the signal supplied from the receiver 12 and  supplies the
demodulated signal to a decoder 14. The  decoder 14 decodes, for
example, a Manchester code or the  like as a signal supplied from the
demodulator 13, and  supplies data obtained by the decoding to a data
processor  15. [0036)  



The data processor 15 performs predetermined processing  based on the
data supplied from the decoder 14. Also, the  data processor 15 supplies
an encoder 16 with data to be  transmitted to another apparatus. [0037)
The encoder 16 encodes the data supplied from the data  processor 15
into, for example, a Manchester code, and  supplies the code to a selector
17. The selector 17 selects  either a modulator 19 or a load modulator 20,
and outputs the signal supplied from the encoder 16 to the selected unit.
20 - [0038] At this point, under the control of a controller 21,  the selector
17 selects the modulator 19 or the load  modulator 20. The controller 21.
controls the selector 17 to  select the load modulator 20 when the
communication mode is  a passive mode and the NFC communication
apparatus 1 is a  target. Also, when the communication mode is an active
mode  or when the communication mode is a passive mode and the NFC
communication apparatus 1 is an initiator, the controller 21  controls the
selector 17 to select the modulator 19.  Accordingly, the signal output by
the encoder 16 is supplied  to the load modulator 20 through the selector
17 when the  communication mode is a passive mode and the NFC
communication apparatus 1 is a target, and is supplied to  the modulator
19 through the selector 17 in other cases.  



[0039] An electromagnetic wave output section 18 supplies the  antenna
11 with electric current for allowing the antenna 11  to radiate
(electromagnetic waves of) a carrier wave having  a predetermined single
frequency. In accordance with the  signal supplied from the selector 17,
the modulator 19  modulates the carrier wave as the electric current
supplied  to the antenna 11 by the electromagnetic wave output section
18. This allows the antenna 11 to radiate carrier-modulated
electromagnetic waves in accordance with data output to the - 21 -
encoder. 16 by the data processor 1.5.  [0040] The load modulator 20
changes, in accordance with the  signal supplied from the selector 17, an
impedance obtained  when the coil. as the antenna 11 is externally
observed.  When an RF field (magnetic field) is formed around the
antenna 11 as a result of another apparatus outputting  electromagnetic
waves as a carrier wave, the impedance,  obtained when the coil as the
antenna 11 is observed,  changes, whereby the RF field around the
antenna 11 also  changes. This modulates (load-modulates) the carrier
wave  as the electromagnetic waves output by the other apparatus  in
accordance with the signal supplied from the selector 17,  and transmits,
to the other apparatus outputting the  electromagnetic waves, the data
output to the encoder 16 by  



the data processor 15. [0041]  At this point, for example, amplitude shift
keying  (ASK) can be employed as a modulation method in the  modulator
19 and the load modulator 20. However, the  modulation method in the
modulator. 19 and the load modulator  20 is not limited to ASK, and PSK
(Phase Shift Keying), QAM  (Quadrature Amplitude Modulation), etc., can
be employed.  The modulation factor of the amplitude is not limited to
numerical values, such as 8% to 30%, 50%, and 100%, and a - 22 -
suitable value may be selected.  [0042) The controller 21 controls blocks
constituting the NFC  communication apparatus 1. That is, the controller
21 is  constituted by, for example, a CPU (Central Processing Unit)  21A,
an EEPROM (Electrically and Erasable Programmable Read  Only
Memory) 218, a RAM (Random Access Memory) (not shown),  and
others. The CPU 21A executes a program stored in the  EEPROM 21B.
As a result, control of blocks constituting the  NFC communication
apparatus 1 and other various kinds of  processing are performed. The
EEPROM 21B has stored therein  a program to be executed by the CPU
21A and data that is  necessary when the CPU 21A operates. [0043)  A
series of processes performed by the CPU 21A by  



executing a program can be performed in such a way that  dedicated
hardware is provided in place of the CPU 21A and  the dedicated
hardware performs the processes. In addition  to being installed into the
EEPROM 21B in advance, a program  to be executed by the CPU 21A
can be temporarily or  permanently stored (recorded) in a removable
recording  medium, such as a flexible disk, a CD-ROM (Compact Disc
Read  Only Memory), an MO (Magneto Optical.) disk, a DVD (Digital
Versatile Disc), a magnetic disk, or a semiconductor memory,  and can be
provided as so-called packaged software. - 23  Furthermore, the program
can be transmitted to the NFC  communication apparatus 1 by near field
communication and  can be installed into the EEPROM 21B. [0044]  A
power-supply unit 22 supplies necessary power to the  blocks constituting
the NFC communication apparatus 1. In  Fig. 4, representation of lines
showing that the controller  21 controls the blocks constituting the NFC
communication  apparatus 1, and representation of lines showing that the
power-supply unit 22 supplies power to the NFC communication
apparatus 1 complicate Fig. 4. Accordingly, the  representations are
omitted. The power-supply unit 22 may  have incorporated therein a
battery, or may obtain power  that becomes a power source from the
electrical current  flowing through the antenna 11 without incorporating a  



battery. However, in the latter case, the NFC communication  apparatus 1
operates as only the target in the passive mode.  [0045] Although, in the
above case, the decoder 14 and the  encoder 16 can process the
Manchester code, the decoder 14  and the encoder 16 can selectively
process not only the  Manchester code, but also one of plural types of
codes such  as modified Miller code and NRZ (Non Return to Zero) code.
[0046] Next, all the NFC communication apparatuses 1 to 3 can - 24
become initiators that output an electromagnetic wave first  and starts
communication. Furthermore, in the active mode,  in both cases in which
the NFC communication apparatuses 1  to 3 are initiators or targets, they
output an electromagnetic wave by themselves.  [0047] Therefore, when
two or more of the NFC communication  apparatuses 1 to 3 output
electromagnetic waves at the same  time in a state in which the NFC
communication apparatuses 1  to 3 are in proximity with one another,
collisions occur,  and communication cannot be performed. [0048]
Therefore, each of the NFC communication apparatuses 1  to 3 detects
whether or not (an RF field by) an  electromagnetic wave from other
apparatuses exists. Only  



when the electromagnetic wave does not exist, the NFC  communication
apparatus starts to output an electromagnetic  wave, thereby preventing
collisions. Here, processing in  which whether or not an electromagnetic
wave from other  apparatuses exist is detected and only when it does not
exist, the output of an electromagnetic wave is started is  called an RFCA
(RF Collision Avoidance) process from the  purpose of preventing
collisions. [0049]  There are two types of RFCA process: an initial RFCA -
25  process that is performed first by the NFC communication
apparatuses (in Fig. 1, one or more of the NFC communication
apparatuses 1 to 3) that are going to become initiators: and  a response
RFCA process that is performed each time an NFC  communication
apparatus starts to output an electromagnetic  wave during
communication in the active mode. The initial  RFCA process and the
response RFCA process are the same in  that, before the output of an
electromagnetic wave is  started, whether or not an electromagnetic wave
from other  apparatuses exists is detected, and only when it does not
exist, the output of the electromagnetic wave is started.  However,
between the initial RFCA process and the response  RFCA process, a
time period until a timing at which the  output of an electromagnetic wave
needs to be started after  the presence of the electromagnetic wave
output by the other  



apparatuses is no longer detected differs. [0050]  The initial RFCA
process will be described first with  reference to Fig. 5. [0051]  Fig. 5
shows an electromagnetic wave whose output is  started by the initial
RFCA process. In Fig. 5 (the same  applies to Fig. 6 described later), the
horizontal axis  indicates time, and the vertical axis indicates the level of
an electromagnetic wave output by the NFC communication - 26 -
apparatus. [0052]  The NFC communication apparatus that is going to be
an  initiator always detects an electromagnetic wave from  another
apparatus. When an electromagnetic wave from  another apparatus is not
detected continuously for a time  period TIDT + n x TRFW, the NFC
communication apparatus starts  to output an electromagnetic wave and
starts transmission  (Send Request) of data (including a command) after a
time  period TIRFG has passed after the output. [0053]  At this point, TIDT
in the time period TIDT + n x TRFW is  called an initial delay time period.
When the frequency of  the carrier wave is denoted as f,, a value greater
than, for  example, 4096/fc, is used therefor. n is an integer of, for  



example, of 0 to 3, and is generated using a random number.  TRFW is
called an RF waiting time and, for example, 512/fe is  used. The time
TIRFG is called an initial guard time and,  for example, a value greater
than 5 ms is used. [0054]  By using n, which is a random number, for the
time  period TIDT + n x TRFW during which an electromagnetic wave
should not be detected, the possibility that a plurality of  NFC
communication apparatuses start to output an  electromagnetic wave at
the same timing is reduced. - 27 - [0055] When the NFC communication
apparatus starts to output  an electromagnetic wave by the initial RFCA
process, the NFC  communication apparatus becomes an initiator. In that
case,  when the active mode is set as a communication mode, the NFC
communication apparatus that has become an initiator stops  outputting
the electromagnetic wave after the transmission  of the data of the NFC
communication apparatus is completed.  On the other hand, when the
passive mode is set as a  communication mode, the NFC communication
apparatus that has  become an initiator continues, as it is, the output of
the  electromagnetic wave started by the initial RFCA process  until the
communication with the target completely ends.  [0056] Next, Fig. 6 shows
an electromagnetic wave whose output  



is started by a response RFCA process. [0057]  The NFC communication
apparatus that is going to output  an electromagnetic wave in the active
mode detects an  electromagnetic wave from another apparatus. When an
electromagnetic wave from the other apparatus is not  detected
continuously for a time period TADT + n x TRFW, the  NFC
communication apparatus starts to output an  electromagnetic wave, and
starts the transmission (Send  Responses) of data after an elapse of a
time TARFG from the - 28 - output. [0058]  n and TRFW in the time period
TADT + n x TRFW are the same  as those in the case of the initial RFCA
process of Fig. 5.  TADT in the time period TADT + n x TRFW is called an
active  delay time, and a value of, for example, greater than or  equal to
768/f0 and smaller than or equal to 2559/f0, is used.  The time TARPS is
called an active guard time, and a value of,  for example, greater than
1024/f0, is used. [0059]  As is clear from Figs. 5 and 6, in order to start to
output an electromagnetic wave by the initial RFCA process,  an
electromagnetic wave should not exist during at least the  initial delay time
TIDT, and in order to start to output an  electromagnetic wave by the
response RFCA process, an  



electromagnetic wave should not exist during at least the  active delay
time TART. [0060]  Whereas the initial delay time TIDT is a value greater
than 4096/f0, the active delay time TART is a value greater  than or equal
to 768/f0 and smaller than or equal to 2559/f0.  Therefore, when the NFC
communication apparatus is going to  become an initiator, a state in which
an electromagnetic  wave does not exist is needed for a time period
longer than  that when an electromagnetic wave is output during - 29
communication in the active mode. To say reversely, when  the NFC
communication apparatus is going to output an  electromagnetic wave
during communication in the active mode,  an electromagnetic wave
needs to be output without taking  much delay from when a state in which
no electromagnetic wave exists is reached when compared with the case
in which  the NEC communication apparatus is going to become an
initiator. This is due to the following reasons. [0061]  That is, when NFC
communication apparatuses perform  communication in the active mode,
one of the NFC  communication apparatuses outputs an electromagnetic
wave by  itself and transmits data, and thereafter stops the output  of the
electromagnetic wave. Then, the other NFC  communication apparatuses
start to output an electromagnetic  



wave and transmits data. Therefore, in the communication of  the active
mode, all the NFC communication apparatuses may  have stopped the
output of the electromagnetic wave. For  this reason, when the NFC
communication apparatus is going  to become an initiator, in order to
confirm that  communication in the active mode is not being performed
around that NFC communication apparatus, it is necessary to  confirm, for
a sufficient time period, the fact that the  other apparatuses do not output
an electromagnetic wave  around the NFC communication apparatus that
is going to - 30 - become an initiator. [0062]  In comparison, in the active
mode, as described above,  the initiator outputs an electromagnetic wave,
and thereby  transmits data to the target. Then, the target starts to  output
an electromagnetic wave after the initiator stops the  output of the
electromagnetic wave, and thereby transmits  data to the initiator.
Thereafter, the initiator starts the  output of the electromagnetic wave after
the target starts  the output of the electromagnetic wave, and thereby
transmits data to the initiator. Hereafter, similarly, data  is transmitted and
received between the initiator and the  target. [0063]  Therefore, when an
NFC communication apparatus that is  



going to become an initiator exists around the initiator and  the target that
are performing communication in the active  mode, if the time period from
when one of the initiator and  the target that are performing
communication in the active  mode stops the output of the electromagnetic
wave until the  other starts to output an electromagnetic wave is long, the
electromagnetic wave does not exist during the time period.  Therefore,
the NFC communication apparatus that is going to  become an initiator
starts the output of the electromagnetic  wave by the initial RFCA process.
- 31  In this case, the communication in the active mode,  which has been
performed previously, is impeded. [0064]  For this reason, in the response
RFCA process that is  performed during communication in the active
mode, an  electromagnetic wave needs to be output without taking much
delay after a state in which an electromagnetic wave does  not exist is
reached. [0065]  Next, as described with reference to Fig. 5, the NFC
communication apparatus that is going to become an initiator  starts the
output of the electromagnetic wave by the initial  RFCA process and
thereafter, transmits data. The NFC  communication apparatus that is
going to become an initiator  starts the output of the electromagnetic wave
and thereby  



becomes an initiator, and an NFC communication apparatus that exists in
proximity with the initiator becomes a target.  In order for the initiator to
transmit and receive data to  and from the target, it is necessary to specify
the target to and from which data is transmitted and received. For  this
reason, after the initiator starts the output of the  electromagnetic wave by
the initial RFCA process, the  initiator makes a request for, for example,
an NFCID (NFC  Identification) determined using a random number or the
like  as information for specifying each target to one or more - 32  targets
that exist in proximity with the initiator. Then,  the target that exists in
proximity with the initiator  transmits an NFCID that specifies the target to
the  initiator in response to a request from the initiator.  [0066] The initiator
identifies a target on the basis of the  NFCID transmitted from the target in
the manner described  above, and transmits and receives data to and
from the  specified target. [0067]  In the active mode, the initiator transmits
a command  (request) ATR_REQ (to be described later), with an NFCID
that specifies the initiator being contained therein, and  one target sends
back (transmits) a response ATR_RES (to be  described later) for the
command ATR REQ, with an NFCID that  



specifies the target being contained therein, with the  result that the
initiator and the target mutually recognize  their NFCID and identify each
other. [0068]  On the other hand, in the passive mode, the initiator
performs processing called an SDD (Single Device Detection)  process,
so that a target that exists around (in proximity  with) the initiator is
identified using the NFCID. [0069]  At this point, in the SDD process, the
initiator makes - 33  a request for the NFCID of the target. This request is
made  by the initiator by transmitting a frame called a polling  request
frame. When the target receives the polling request  frame, the target
determines, for example, its own NFCID  using a random number and
transmits a frame called a polling  response frame in which the NFCID is
located. The initiator  recognizes the NFCID of the target by receiving the
polling  response frame transmitted from the target. [0070]  Since the
target in the passive mode transmits data by  load modulation, the RFCA
process is not performed.  Therefore, in the SDD process, when the
initiator makes a  request for the NFCID to targets around the initiator, it
can occur that when a plurality of targets exist around the  initiator,
NFCIDS are transmitted simultaneously from two or  



more of the targets. In this case, NFCIDs that are  transmitted from the
two or more targets collide one another,  and it is not possible for the
initiator to recognize the  colliding NFCIDS. [0071]  Accordingly, the SDD
processing is performed by, for  example, a method using time slots in
order to avoid  collisions of NFCIDS as much as possible. [0072]  Fig. 7
shows an SDD processing sequence performed by a - 34  method using
time slots. In Fig. 7, it is assumed that five  targets #1, #2, #3, #4, and #5
exist around an initiator.  [0073] In the SDD processing, the initiator
transmits a  polling response frame. After completion of the  transmission,
time slots at intervals of a predetermined  time period T, are provided after
an elapse of a  predetermined time period Td. The time period Td is set to,
for example, 512 x 64/fe, and the time period T. as the time  slot interval is
set to, for example, 256 x 64/fe. Also, the  time slots are sequentially
numbered (integer) from zero  from, for example, the temporally preceding
slot, whereby  they are identified. [0074]  Although Fig. 7 shows four time
slots #0, #1, #2, and  



#3, for example, up to sixteen time slots can be set. The  number TSN of
time slots, set for a certain polling response  frame, is designated by the
initiator, and is transmitted,  with the number TSN of time slots being
contained in the  polling response frame, to a target. [0075]  The target
receives the polling response frame  transmitted from the initiator, and
recognizes the number  TSN of time slots. The target uses random
numbers to  generate an integer R in the range of zero to TSN-l, and - 35
transmits a polling response frame in which its NFCID is  located, at the
timing of the time slot #R determined by the  integer R. [0076]  As
described above, based on random numbers, the target  determines time
slots used as timing for transmitting  polling response frames. Thus, the
timing at which the  targets transmit polling response frames varies. This
can  avoid collisions of the polling response frames transmitted  by the
targets as much as possible. [0077]  Even if each target determines,
based on a random  number, a time slot as timing for transmitting a polling
response frame, time slots in which polling response frames  are
transmitted by a plurality of targets may coincide with  



one another. This may cause collisions of the polling  response frames. In
the embodiment in Fig. 7, a polling  response frame of target #4 is
transmitted in time slot #0,  polling response frames of targets #1 and #3
are transmitted  in time slot #1, a polling response frame of target #5 is
transmitted in time slot #2, and a polling response frame of  target #3 is
transmitted in time slot #3, so that the  collision between targets #1 and #3
occurs. [0078]  In this case, the initiator cannot normally receive the - 36
polling response frames of targets #1 and #3 between which  the collision
occurs. Accordingly, the initiator transmits  a polling request frame again.
This requests targets #1 and  #3 to transmit polling response frames in
which their NFCIDs  are located. Subsequently, until the initiator
recognizes  all the NFCIDs of targets #1 to #5 around it, transmission  of
polling request frames by the initiator and transmission  of polling
response frames by the targets are repeatedly  performed. [0079]  In a
case in which, when the initiator transmits a  polling request frame again,
all the targets #1 to #5 can  send back polling response frames, there is a
possibility  that polling response frames may collide with each other.
Accordingly, in a case in which, after each target receives  



a polling request frame from the initiator, the target  receives a polling
request frame again without taking much  time, for example, the target can
ignore the polling request  frame. However, in this case, in the
embodiment in Fig. 7,  regarding the targets #1 and #3, in which polling
response  collision occurs for the initially transmitted polling  request
frame, the initiator cannot recognize the NFCIDs of  the targets #1 and #3.
Thus, data exchange cannot be  performed between the targets #1 and
#3. [0080] - 37  Accordingly, targets #2, #4, and #5, in which their  polling
response frames are normally received and their  NFCIDs can be
recognized, are temporarily excluded (placed  in a deselected state) from
parties among which  communication is performed, whereby a polling
response frame  as a response to the polling request frame cannot be
sent  back. In this case, those which send back polling response  frames
to the polling request frame retransmitted by the  initiator are only targets
#1 and #3, whose NFCIDs cannot be  recognized through the
transmission of the initial polling  request frame. Therefore, in this case, all
the NFCIDs of  targets #1 to #5 can be recognized while reducing a
possibility that polling response frames may collide with  each other.
[0081]  



In addition, here, as described above, when a polling  request frame is
received, the target determines (generates)  its NFCID based on random
numbers. Accordingly, from  different targets, polling response frames with
identical  NFCIDs located therein may be transmitted to the initiator.
When the initiator receives, in different time slots, the  polling response
frames with identical NFCIDs located  therein, the initiator can retransmit a
polling request  frame, for example, similarly to a case in which polling
response frames collide with each other. - 38 - [0082] As described above,
according to NFC communication  apparatuses, even between an IC card
and a reader/writer  constituting the existing IC card system, data can be
exchanged at transmission rates employed by the IC card and  the
reader/writer. When a target is, for example, an IC  card in the existing IC
card system, SDD processing is  performed in, for example, the following
manner. [0083]  More specifically, in accordance with the initial RFCA
process, an initiator starts to output an electromagnetic  wave, and an IC
card as a target obtains power from the  electromagnetic waves and
initiates processing. In other  words, in this case, the target generates
operating power  from the electromagnetic waves output by the initiator
since  



it is an IC card in the existing IC card system. [0084]  After obtaining the
power and being operable, the target prepares for receiving a polling
request frame within,  for example, a maximum of 2 seconds, and waits
for the  polling request frame to be transmitted from the initiator.  [0085]
On the other hand, the initiator can transmit a polling  request frame
regardless of whether or not the preparation  for receiving the polling
request frame is completed in the - 39 - target. [0086]  When the target
receives the polling request frame from  the initiator, as described above,
the target transmits a  polling response frame to the initiator at a timing of
a  predetermined time slot. When the initiator successfully  receives the
polling response frame from the target, as  described above, it recognizes
the NFCID of the target.  Also, when the initiator fails to normally receive
the  polling response frame from the target, the initiator can  retransmit a
polling request frame. [0087]  In this case, the target generates operating
power from  electromagnetic waves output by the initiator since it is an  IC
card in the existing IC card system. Accordingly, the  



initiator continues the electromagnetic wave output  initiated by the initial
RFCA processing until communication  with the target completely ends.
[0088]  Next, according to NFC communication apparatuses,
communication is performed such that an initiator transmits  a command
to a target, and the target transmits (sends back)  a response to the
command from the initiator. [0089]  Accordingly, Fig. 8 shows commands
that the initiator - 40  transmits to the target, and responses that the target
transmits to the initiator. [0090]  In Fig. 8, those having the characters
REQ after the  underbar ( ) represent commands, and those having the
characters RES after the underbar ( ) represent responses.  In the
embodiment in Fig. 8, six types of commands, ATR REQ,  WUP REQ,
PSL REQ, DEPREQ, DSLREQ, and RLS REQ, are  available. Similarly to
the commands, also six types of  responses, ATRRES, WUPRES, PSL
RES, DEP_RES, DSLRES, and  RLS RES, are available. As described
above, an initiator  transmits a command (request) to a target, and the
target  transmits to the initiator a response to the command.  Accordingly,
the command is transmitted by the initiator,  and the response is
transmitted by the target. 



[0091]  The command ATR REQ is such that the initiator notifies  the
target of its attributes (specifications) and is  transmitted to the target
when the initiator requests  target's attributes. Here, the attributes of the
initiator  or the target include the transmission rate of data that can  be
transmitted or received by the initiator or the target.  In the command ATR
REQ, in addition to initiator's  attributes, an NFCID identifying the initiator
is located,  and the target recognizes the initiator's attributes and - 41 -
NFCID by receiving the command ATR REQ.  [0092] The response
ATRRES is transmitted as a response to  the command ATR REQ to the
initiator when the target  receives the command ATR REQ. In the
response ATR RES,  attributes, an NFCID, etc., of the target are located.
[0093] Transmission rate information as an attribute located  in the
command ATR REQ and the response ATR RES can include  all the
transmission rates of data which can be transmitted  and received by the
initiator and the target. In this case,  by exchanging the command ATR
REQ and the response ATR RES  once between the initiator and the
target, the initiator can  recognize a transmission rate at which the target
can perform transmission and reception, and the target can also  



recognize a transmission rate at which the initiator can  perform
transmission and reception. [0094]  A command WUP REQ is transmitted
when the initiator  selects a target with which the initiator will
communicate.  Specifically, by transmitting a command DSLREQ, which is
described later, from the initiator to the target, the  target can set to be in a
deselected state (a state in which  transmission (response) of data to the
initiator is  prohibited). The command WUP REQ is transmitted in the case
42  of releasing the deselected state and setting the target to  be in a state
capable of transmitting data to the initiator.  In the command WUP REQ,
the NFCID of the target whose  deselected state is to be released is
located. Among  targets having received the command WUP_REQ, a
target which  is identified by the NFCID located in the received command
WUP REQ releases its deselected state. [0095]  When, among the targets
having received the command  WUPREQ, the target that is identified by
the NFCID located  in the received command WUP REQ releases its
deselected  state, the response WUP RES is transmitted as a response to
the command WUP REQ. [0096]  The command WUP REQ is transmitted
only when the  



initiator is in the active mode, and the response WUPRES is  transmitted
only when the target is in the active mode.  [0097] A command PSL REQ
is transmitted when the initiator  changes communication parameters
concerning communication  with the target. Here, the communication
parameters include,  for example, the transmission rate of data exchanged
between  the initiator and the target. [0098]  The command PSL REQ
includes the value of a changed - 43  communication parameter located
therein, and is transmitted  from the initiator to the target. The target
receives the  command PSL REQ, and changes its communication
parameter in  accordance with the value of the communication parameter
located in the command. The target further transmits a  response PSL
RES to the command PSL REQ. [0099]  A command DEP REQ is
transmitted when the initiator  performs transmission and reception (data
exchange with the  target) of data (so-called real data). In this command,
data to be transmitted to the target is located. The  response DEP RES is
transmitted as a response to the command  DEP REQ. In this command,
data to be transmitted to the  initiator is located. Accordingly, the
command DEP REQ  allows data to be transmitted from the initiator to the



target, and the response DEP_RES to the command DEP_REQ  allows
data to be transmitted from the target to the  initiator. [0100]  The
command DSL REQ is transmitted when the initiator  sets the target to be
in the deselected state. The target  having received the command DSL
REQ transmits the response  DSL RES to the command DSL REQ and
enters the deselected  state, and subsequently becomes not responsive
(comes to  send back no response) to commands other than the
command - 44 - WUP REQ. [0101]  A command RLS REQ is transmitted
when the initiator  completely ends the communication with the target. The
target, which has received the command RLS_REQ, transmits  the
response RLS_RES to the command RLS_REQ, and completely  ends
the communication with the initiator. [0102]  At this point, both the
commands DSL_REQ and RLS_REQ  are common in excluding a target
from parties communicating  with the initiator. However, the target
excluded by the  command DSL REQ is set to be communicatable with
the  initiator again by the command WUP REQ However, the target
excluded by the command RLS REQ does not become  communicatable
with the initiator unless the initiator re- 



performs processing starting from the initial RFCA process.  In that point,
the commands DSL REQ and RLS REQ differ from  each other. [0103]
Next, the communication of the NFC communication  apparatus is
performed in accordance with NFCIP-1 defined as  ISO/IEC 18092. [0104]
Accordingly, a communication process in accordance with  NFCIP-1 will
be described with reference to Figs. 9 to 11. - 45 - [0105] Fig. 9 is a
flowchart illustrating the outline of a  communication process in
accordance with NFCIP-1. [0106]  At first, in step S1, an NFC
communication apparatus  serving as an initiator performs an initial RFCA
process and  proceeds to step S2. In step S2, it is determined whether  or
not the NFC communication apparatus serving as an  initiator has
detected an RF field by the initial RFCA  processing of step Si. When it is
determined in step S2  that the RF field has been detected, the process
returns to  step S1, and subsequently similar processing is repeated.  That
is, the NFC communication apparatus serving as an  initiator does not
form an RF field so as not to impede  communication by other NFC
communication apparatuses that  



have formed the RF field while the RF field is being  detected. [0107]  On
the other hand, when it is determined in step S2  that the RF field has not
been detected, the NFC  communication apparatus selects one of the
communication  modes of the active mode and the passive mode. The
process  then proceeds to step S3, where the NFC communication
apparatus functions as an initiator and selects, for example,  a
transmission rate. 46 - [01081 That is, in the NFCIP-1, it is possible to
select, for  example, a transmission rate used for actual communication
from among a plurality of transmission rates, such as 106  kbps, 212 kbps,
and 424 kbps. Accordingly, in step S3, the  NFC communication
apparatus serving as an initiator selects  a transmission rate. [0109]  More
specifically, in the case of performing passive  mode communication, the
NFC communication apparatus proceeds  from step S2 to step 53-1
between steps 53-1 and 53-2  forming step S3, becomes an initiator,
changes the  communication mode to the passive mode, and selects a
transmission rate. Also, in step 53-1, the NFC  communication apparatus
performs predetermined  



initialization and SDD processing, and proceeds to step 54-1  between
steps 54-1 and 54-2 forming step S4. [0110]  In step 54-1, the NEC
communication apparatus is  activated (starts up) in the passive mode,
exchanges the  command ATR_REQ and the response ATR RES with the
target in  the passive mode, and proceeds to step 5305. [0111]
Alternatively, in the case of performing active mode  communication, the
NFC communication apparatus proceeds from - 47  step S2 to step S3-2
between steps 53-1 and 53-2 forming  step S3, becomes an initiator,
changes the communication  mode to the active mode, selects the
transmission rate, and  proceeds to step 54-2 between steps 34-1 and
54-2 forming  step S4. [0112]  In step 54-2, the NFC communication
apparatus is  activated in the active mode, exchanges the command ATR
REQ  and the response ATR_RES with the target, and proceeds to  step
5305. [0113]  In step S5, when a communication parameter (for example,
a transmission rate) required for communication needs to be  changed
from the current communication parameter, the NFC  communication
apparatus selects the communication parameter,  



exchanges the command PSL REQ and the response PSL RES in  which
the communication parameter and the like are located  with the target,
changes the communication parameter, and  proceeds to step 3306.
[01141  In step S6, the NFC communication apparatus exchanges  the
command DEP_REQ and the response DEP_RES with the target  in
accordance with the communication parameter selected in  step S5,
performs data exchange (communication) based on a  data exchange
protocol in accordance with the communication 48  parameter selected in
step 5305, ends the data exchange, and  then proceeds to step 5307. In
step 5307, the NFC  communication apparatus exchanges the command
DSL REQ and  the response DSLRES, or the command RSL REQ and
the  response RSLRES with the target, is deactivated, and ends  the
transaction. [0115]  The NFC communication apparatus can be set by
default  to be, for example, a target. The NFC communication  apparatus,
which is set to be the target, forms no RF field,  and is on standby until a
command is transmitted from the  initiator (until the initiator forms an RF
field). [0116]  Also, the NFC communication apparatus can become an
initiator, for example, in accordance with a request from an  



application. For example, an application can determine  which one of the
active mode and the passive mode the  communication mode is, and can
select (determine) the  transmission rate. [0117]  The NFC communication
apparatus, which becomes the  initiator, forms an RF field if no RF field is
formed in the  exterior, and the target is activated by the RF field formed
by the initiator. [0118] - 49  After that, the initiator transmits the command
in the  selected communication mode and the transmission rate, and  the
target sends back (transmits) a response at a  communication mode and a
transmission rate identical to  those of the initiator. [0119]  Next, a
description will be given, with reference to  the flowchart in Fig. 10, of
processing of an activation  protocol in a passive mode (processing
performed by an NFC  communication apparatus in order to perform data
exchange in  the passive mode). [0120]  At first, in step Sll, the initiator
performs an  initial RFCA process, and the process then proceeds to step
512, where the communication mode is set to be a passive  



mode. Then, the process proceeds to step 513, where the  initiator
performs an initialization process and an SDD  process, and selects a
transmission rate. [0121]  At this point, the processing of step Sll
corresponds  to the processing of steps S1 and S2 of Fig. 9, and the
processing of steps S12 and S13 corresponds to the  processing of step
S3 (S3-1) of Fig. 9. [0122]  Thereafter, the process proceeds to step 514,
where the - 50  initiator determines whether or not a request for attributes
should be made to the target. Here, the term attributes is  information on
the specification of the NFC communication  apparatus, and examples
thereof include information on the  transmission rate that can be handled
by the NFC communication apparatus.  [0123] When it is determined in
step S14 that a request for  attributes should not be made to the target,
the process  proceeds to step S335, where the initiator performs
communication with the target in accordance with its unique  protocol.
Then, the process returns to step S14 and  subsequently, similar
processing is repeated. [0124]  When it is determined in step S14 that a
request for  



attributes should be made to the target, the process  proceeds to step
S16, where the initiator transmits a  command ATR_REQ, thereby making
a request for attributes to  the target. Then, the initiator waits for a
response  ATR_RES to the command ATR REQ to be transmitted from
the  target, and the process proceeds to step 517, where the  response
ATR RES is received. Then, the process proceeds to  step 518. [0125]  At
this point, the processing of steps S16 and S17 - 51  corresponds to the
processing of step S4 (54-1.) of Fig. 9.  [0126] In step 518, on the basis of
the response ATR RES  received from the target in step 517, the initiator
determines whether or not the communication parameter, that  is, for
example, a transmission rate, can be changed. When  it is determined in
step S18 that the transmission rate  cannot be changed, steps S19 to S21
are skipped, and the  process proceeds to step 522. [0127]  When it is
determined in step S18 that the transmission  rate can be changed, the
process proceeds to step 51.9, where  the initiator transmits the command
PSLREQ, thereby  requesting the target to change the transmission rate.
Then,  the initiator waits for a response PSLRES to the command 



PSL REQ to be transmitted from the target, and the process  proceeds
from step S19 to step 520, where the response  PSLRES is received.
Then, the process proceeds to step 521.  In step 521, the initiator changes
the communication  parameter, that is, for example, the transmission rate,
in  accordance with the response PSL RES received in step 520,  and the
process proceeds to step 522. [0128]  At this point, the processing of
steps S18 to S21  corresponds to the processing of step 85 of Fig. 9. - 52
- [0129] In step 522, the initiator performs data exchange, that  is,
exchange of the command DEP_REQ and the response DEPRES,  with
the target in accordance with a data exchange protocol.  [0130] At this
point, the processing of step S22 corresponds  to the processing of step
S6 of Fig. 9. [0131]  After data conversion has been performed in step
522,  the initiator proceeds to step S23 or S25 as necessary.  [0132] That
is, when the initiator sets the target to be in a  deselected state, the
process proceeds from step S22 to step  S23, and the initiator transmits a
command DSL REQ. Then,  the initiator waits for a response DSLRES to
the command  



DSL_REQ to be transmitted from the target and proceeds from  step S23
to step 524, where the response DSLRES is received.  The process then
returns to step S14 and subsequently,  similar processing is repeated.
[0133]  On the other hand, when the initiator completely ends  the
communication with the target, the process proceeds from  step S22 to
step 525, where the command RLS REQ is  transmitted. Then, the initiator
waits for the response RLS RES to the command RLS REQ to be
transmitted from the - 53  target, and the process then proceeds from step
S25 to step  526, where the response RLS RES is received. Then, the
process returns to step S11 and subsequently, similar  processing is
repeated. [0134]  At this point, the processing of steps S23 and S24 and
the processing of steps S25 and S26 correspond to the  processing of
step S7 of Fig. 9. [0135]  Next, a description will be given, with reference
to  the flowchart in Fig. 11, of an activation protocol in the  active mode.
[0136]  At first, in step 531, the initiator performs an  initial. RFCA process,
and the process then proceeds to step  



532, where the initiator sets the communication mode to an  active mode
and selects the transmission rate. [0137]  Here, the processing of step
S31 corresponds to the  processing of steps Sl and S2 of Fig. 9, and the
processing  of step S32 corresponds to the processing of step S3 (S3-2).
[0138] Thereafter, in steps S33 to 539, processes similar to  those in steps
S16 to S22 of Fig. 10 are performed,  respectively. - 54 - [0139] That is, in
step 533, the initiator transmits a command  ATR REQ, thereby making a
request for attributes to the  target. Then, the initiator waits for a response
ATR RES to  the command ATR REQ to be transmitted from the target,
and  the process proceeds to step 534, where the response ATR RES  is
received. The process then proceeds to step 535. [0140]  In step 535, on
the basis of the response ATRRES  received from the target in step 534,
the initiator  determines whether or not the communication parameter, that
is, for example, the transmission rate, can be changed. When it is
determined in step S35 that the transmission rate  cannot be changed, the
initiator skips steps S36 to S38 and  proceeds to step 539. 



[0141]  When it is determined in step S35 that the transmission  rate
cannot be changed, the process proceeds to step 536,  where the initiator
transmits the command PSLREQ, thereby  requesting the target to
change the transmission rate. Then,  the initiator waits for the response
PSLRES to the command  PSL_REQ to be transmitted from the target,
and the process  proceeds from step S36 to step S37, where the
response  PSLRES is received. The process then proceeds to step 538.
In step 538, the initiator changes the communication - 55  parameter, that
is, for example, the transmission rate, in  accordance with the response
PSLRES received in step S37,  and the process then proceeds to step
539. [01421  In step 539, the initiator performs data exchange, that  is,
exchange of the command DEP_REQ and the response DEP_RES,  with
the target in accordance with a data exchange protocol.  [01431 At this
point, the processing of steps S33 and S34  corresponds to the
processing of step S4 (54-2) of Fig. 9,  and the processing of steps S35 to
S38 corresponds to the  processing of step S5 of Fig. 9. The processing of
step S39  corresponds to the processing of step S6 of Fig. 9. [0144]  After
the data conversion in step S39, the process  



proceeds to step S40 or S44 as necessary. [0145]  That is, when the
initiator sets the target with which  communication is being performed to a
deselected state and  causes one of the targets that have already been
set in a  deselected state to wake up, the process proceeds from step
S39 to step S40, where the command DSL REQ is transmitted to  the
target to be set in a deselected state. Then, the  initiator waits for the
response DSL RES to the command DSL REQ to be transmitted from the
target, and the process - 56  proceeds from step S40 to step S41, where
the response  DSLRES is received. Here, the target having transmitted
the response DSLRES enters a deselected state. [0146]  Thereafter, the
process proceeds from step S41 to step  S42, where the initiator transmits
a command WUP REQ to the  target to be waked up. Then, the initiator
waits for a  response WUP RES to the command WUP REQ to be
transmitted  from the target, and the process proceeds from step S42 to
step 543, where the response WUP_RES is received. The  process then
returns to step S35. Here, the target having  transmitted the response
WUPRES wakes up, and the waked-up  target becomes an object for
which the processing of step  S35 and subsequent steps should be
performed thereafter by  the initiator. 



[0147]  On the other hand, when the initiator completely ends
communication with the target, the process proceeds from  step S39 to
step S44, where the command RLS REQ is  transmitted. Then, the
initiator waits for a response  RLS RES to the command RLS REQ to be
transmitted from the  target, and the process proceeds from step S44 to
step S45,  where the response RLS_RES is received. The process then
returns to step 531 and subsequently, similar processing is  repeated. 57 -
[0148] At this point, the processing of steps S40 to 43 and  the processing
of steps S44 and S45 correspond to the  processing of step S7 of Fig. 9.
[0149]  Next, a description will be given of the relationship  between
NFCIP-l and an OSI (Open System Interconnection)  reference model..
[0150]  Fig. 12 shows an OSI reference model. In Fig. 12, the  left side
shows an OSI reference model, and the right side  shows a protocol
hierarchy of the Internet that has become  popular in the world at present.
[0151]  The OSI reference model is a structural model of 7  



hierarchical layers, which serve as standards when a network  protocol is
constructed. The following are defined from the  lowest-order layer (first
layer) toward (the higher-order  layers): a physical layer (first layer), a data
link layer  (second layer), a network layer (third layer), a transport  layer
(fourth layer), a session layer (fifth layer), a  presentation layer (sixth
layer), and an application layer  (seventh layer). [0152]  For the data link
layer, two sub-layers exist. The - 58  higher-order sub-layer between the
two sub-layers is an LLC  (Logical link control) layer, and the lower-order
sub-layer  is an MAC (Media Access Control) layer. [0153]  On the other
hand, as the protocol hierarchy of the  Internet, a network interface layer,
an Internet layer, a  transport layer, and an application layer are defined
from  the lowest-order layer. The network interface layer of the  Internet
corresponds to the physical layer and the data link  layer of an OSI
reference model. The Internet layer of the  Internet corresponds to the
network layer of the OSI  reference model, and the transport layer of the
Internet  corresponds to the transport layer of the OSI reference  model.
The application layer of the Internet corresponds to  the session layer, the
presentation layer, and the  



application layer of the OSI reference model. [0154]  NFCIP-1 defines a
physical layer and a data link layer  of an OSI reference model. However,
in the current NFCIP-l,  for the data link layer, only the MAC layer between
the LLC  layer and the MAC layer, which are the two sub-layers thereof, is
defined.  [0155]  NFC communication apparatuses exchange a command
DEP_REQ and a response DEPRES in the data exchange of step - 59
S6 of Fig. 9 (step S22 of Fig. 10, step S39 of Fig. 11).  That is, the initiator
transmits a command DEPREQ, and the  target receives the command
DEP_REQ. Also, the target  transmits a response DEP RES to the
command DEP REQ, and the  initiator receives the response DEPRES.
[0156]  The initiator and the target that are NFC communication
apparatuses exchange the command DEP REQ and the response
DEPRES by using packets of the physical layer (hereinafter  referred to as
"physical layer packets" as appropriate),  which are defined by NFCIP-l.
[0157]  In the physical layer packet, packets (hereinafter  referred to as
"MAC packets" as appropriate) of a layer  higher than the physical layer,
that is, the MAC layer that  



is a lower sub-layer of the data link layer, which are  defined by NFCIP-1,
are capsulized. Furthermore, in the MAC  packet, packets (hereinafter
referred to as "LLC packets")  of a layer higher than the MAC layer, that is,
the LLC layer  that is a higher sub-layer of the data link layer, are
capsulized. [0158]  Fig. 13 shows the relationship of such capsulization as
that described above, and the format of each of the MAC  packet and the
physical layer packet defined by NFCIP-1. - 60 - [0159] In Fig. 13, an LLC
packet, with a CMDO field, a CMD1  field, a PFB field, a DID field, and a
NAD field being  attached thereto, is capsulized, and thereby an MAC
packet  is formed. Furthermore, the MAC packet, with a PA field, an
SYNC field, an LEN field, and an E2 field being attached  thereto, is
capsulized, and thereby a physical layer packet  is formed. [0160]  At this
point, in the NFC communication apparatus, an  LLC packet is capsulized
in an MAC packet. The MAC packet  is capsulized in a physical layer
packet, and the physical  layer packet is transmitted in the active mode or
in the  passive mode, and control thereof is performed by the  controller
21. Furthermore, in the NFC communication  



apparatus, the physical layer packet that is transmitted in  the manner
described above is received in the active mode or  in the passive mode.
Also, control thereof is performed by  the controller 21. [0161]  In NFCIP-l,
the physical layer packet is configured in  such a manner that, starting
from the beginning, a PA field,  a SYNC field, an LEN field, a transport
data field, and an  E2 field are arranged in sequence. [0162] - 61  A
preamble is located in the PA field, and a  predetermined synchronous
pattern (synchronous pattern  bytes) is located in the SYNC field. A value
equivalent to  1 added to the number of bytes of data located in the
transport data field is located in the LEN field. In NFCIP- 1, the value to be
located in the LEN field is assumed to be  in the range of 3 to 255.
Therefore, when 255 is located in  the LEN field, the size of the physical
layer packet becomes  maximum. In that case, the size of the data to be
located  in the transport data field, that is, the maximum amount of  data
that can be located in the transport data field of the  physical layer packet,
is 254 (= 255 - 1) bytes. (0163]  An MAC packet, which is data of the
higher-order layer,  is located in the transport data field. Code for
detecting  



an error of the physical layer packet, for example, CRC  (Cyclic
Redundancy Checking) code, is located in the E2  field. (01641  At this
point, as described above, in NFCIP-l, it is  possible to select a
transmission rate used for actual  communication from among the
transmission rates of 106, 212,  and 424 kbps. The physical layer packet
shown in Fig. 1.3 is  used in communication at a transmission rate of 212
or 424  kbps. For communication at a transmission rate of 106 kbps, - 62
a physical layer packet provided with an SB field in which a
predetermined start byte is located in place of the PA field  and the SYNC
field of Fig. 13 is used. [0165]  Next, in NFCIP-1, the MAC packet (the
MAC packet as the  command DEP REQ or the response DEPRES) is
configured in  such a manner that, starting from the beginning, a CMDO
field, a CMD1 field, a PFB field, a DID field, an NAD field,  and DBO,
DBI,..., and DBn fields, which are data fields of n  + 1 bytes, are located.
[07.66]  A value indicating a command DEP_REQ or a response  DEP
RES is located in the 1-byte CMDO field and in the 1- byte CMD1 field.
[0167]  



PFB information (control information for transaction)  for data transfer
control and error recovery is located in  the 1-byte PFB field. [0168]  At
this point, in data exchange during exchanging of  the command
DEP_REQ and the response DEPRES, there are  cases in which three
types of data are transmitted and  received, that is, data requested by an
application or the  like is transmitted and received, ACK (AcKnowledge) or
NACK  (Negative AcKnowledge) is transmitted and received, or data - 63
for managing the NFC communication apparatus is transmitted  and
received- The format of (the PFB information located  in) the PFB field
differs depending on each case. [0169]  DID (Device ID) information
differing from NFCID, which  identifies an NFC communication apparatus
for transmitting  MAC packets, is located in the 1-byte DID field. That is,
in NFCIP-1, the NFCID is set to be a maximum length of 10  bytes. Since
the 10-byte NFCID is long, 1-byte DID  information can be used as a
so-called alias for identifying  an NFC communication apparatus. [0170]
NAD (Node Address) information used in logical  connections is located in
the 1-byte NAD field.  [0171] 



An LLC packet, which is data of a higher-order layer,  is located in the
DBO, DB1,..., and DBn fields, which are  data fields of n + 1 bytes. [0172]
Next, Fig. 14 shows PFB information located in the PFB  field of Fig. 13
when data requested by an application is  transmitted and received in data
exchange in which a command  DEP_REQ and a response DEPRES are
exchanged. [0173]  All higher-order 3 bits, that is, all bits 7, 6, and 5, - 64
of the PFB information located in the MAC packet when data  requested
by an application is transmitted and received, are  set to 0. Furthermore,
in the fourth bit from the highest  order, that is, in bit 4, a 1-bit MI (Multiple
Information  link for Data Exchange Protocol) flag indicating whether or
not there are succeeding MAC packets is located. [0174]  At this point, the
MI flag is set to 1 when there are  succeeding MAC packets and is set to 0
when there are no  succeeding MAC packets. [0175]  In bits 3 and 2,
which are the fifth and sixth bits  from the highest order of the PFB
information located in the  MAC packet when data requested by an
application is  transmitted and received, an NAD flag and a DID flag are  



located, respectively. The NAD flag is set to 1 when  information of the
NAD field of the MAC packet (Fig. 13) is  valid and is set to 0 when it is
invalid. The DID flag is  set to 1 when information of the DID field of the
MAC packet  (Fig. 13) is valid and is set to 0 when it is invalid.  [0176] In
bits 0 and 1, which are lower-order bits of the PFB  information located in
the MAC packet when data requested by  an application is transmitted
and received, 2-bit PNI (Packet Number Information) is located. PNI,
whose initial - 65  value is set at 0, is incremented by 1 when succeeding
MAC  packets are transmitted. [0177)  That is, as illustrated in Fig. 13, in
the NFC  communication apparatus, an LLC packet is capsulized in an
MAC packet, the MAC packet is capsulized in a physical layer  packet,
and the physical layer packet is transmitted. [0178]  In NFCIP-1, when an
LLC packet is to be capsulized in  an MAC packet, the whole LLC packet
is capsulized in one MAC  packet. As a result, one LLC packet is
transmitted using  one MAC packet. In addition, the LLC packet is divided
into  a plurality of pieces of data. Each of the plurality of  pieces of data
obtained by the division is capsulized in one  MAC packet. As a result,
one LLC packet can be transmitted  



using a plurality of MAC packets. [0179)  When one LLC packet is to be
transmitted using one MAC  packet, the PNI of the one MAC packet is set
to 0. When one  LLC packet is to be transmitted using a plurality of MAC
packets, for example, four MAC packets, the PNI of the first  MAC packet
is set to 0, and the PNI of the second MAC packet  is set to 1. Then, the
PNI of the third MAC packet is set  to 2 (10 in the case of a binary
number), and the PNI of the  third MAC packet is set to 3 (11 in the case
of a binary - 66 - number). [0180]  For example, when the initiator
transmits one LLC  packet by using four MAC packets in the manner
described  above, it is possible for the target to reconstruct the  original
one LLC packet (LLC packet that is capsulized over  four MC packets) by
referring to the PNI of the MAC packets  from the initiator. [0181]  Since
the PNI, as described above, is two bits long,  the maximum number of
MAC packets in which one LLC packet  can be divided and located is 4 (=
22). [0182]  At this point, in the MAC layer, each time one LLC  packet
from the LLC layer is processed, the MAC layer  



responds to the LLC layer in order to report the processing result
(information on whether or not the LLC packet has  been normally
transmitted or received) to the (the LLC  layer). Therefore, the maximum
number of MAC packets that  can be transmitted continuously from the
MAC layer to the  LLC layer without making a response is equal to the
maximum  number of MAC packets in which one LLC packet can be
divided  and located, and is 4 in the manner described above. [0183]
Therefore, the LLC packets that are passed to the MAC - 67  packets by
the LLC layer need to be LLC packets that can be  located (contained) in
four MAC packets at most. [0184]  Next, Fig. 15 shows PFB information
located in the PFB  field of Fig. 13 when ACK/NACK is transmitted and
received  in data exchange during exchanging of the command DEP REQ
and the response DEPRES. [0185)  The higher-order bits 7, 6, and 5 of
the PFB  information located in the MAC packet when ACK/NACK is
transmitted and received are set to 0, 1, and 0,  respectively. Furthermore,
in the fourth bit from the  highest order, that is, in bit 4, a 1-bit ACK/NACK
flag  indicating ACK/NACK is located. [0186]  



At this point, the ACK/NACK flag indicates ACK when the  value of the
ACK/NACK flag is 1 and indicates NACK when the  value of the
ACK/NACK flag is 0. [0187]  In bits 3 and 2, which are the fifth and sixth
bits  from the highest order of the PFB information located in the  MAC
packet when ACK/NACK is transmitted and received,  similarly to the case
shown in Fig. 14, an NAD flag and a  DID flag are located, respectively.
Furthermore, in bits 0  and 1, which are the two lower-order bits of the
PFB - 68  information, also, similarly to the case shown in Fig. 14,  2-bit
PNI is located. [0188]  An MAC packet as ACK/NACK is transmitted so
that, for  example, when the initiator transmits an MAC packet in which
certain data is located to the target, the target informs  the initiator of the
received state (received result) of the  MAC packet from the initiator. For
this reason, the PNI of  the MAC packet as ACK/NACK is made to be the
same value as  that of the PNI of the MAC packet (MAC packet
transmitted by  the initiator) that intend to inform the initiator of the
received state using ACK/NACK. [0189]  Next, a description will be given,
with reference to  Fig. 16, of processing of an MAC layer in the initiator
and  



the target when the initiator divides one LLC packet into a  plurality of
pieces of data and transmits them to the target  by using a plurality of
MAC packets. [0190]  In Fig. 16, EDC (Error Deteciton Code) indicates
code  for detecting an error. [0191]  In Fig. 16, the illustration of
processing of a  physical layer (processing of capsulizing an MAC packet
in a  physical layer packet) is omitted. - 69 - [0192] In Fig. 16, it is
assumed that information on the NAD  field and the DID field of the MAC
packet (Fig. 13) is  invalid. Therefore, both the fifth and sixth bits from the
highest order of the PFB information located in the PFB  field of the MAC
packets, that is, bits 3 and 2, are assumed  to be 0. [0193]  Furthermore, it
is assumed in Fig. 16 that all the MAC  packets transmitted from the
initiator to the target are  normally received. Therefore, the target is
assumed to send  back (transmit) an MAC packet as ACK in reply to all
the MAC  packets transmitted from the initiator. [0194]  In Fig. 16, in the
initiator, one LLC packet is divided  



into three pieces of data and these are transmitted to the  target by using
three MAC packets. [0195]  That is, in the initiator, data
"01.23456789ABCDEF" as  one LLC packet is supplied from the LLC
layer to the MAC  layer. In the MAC layer of the initiator, data
"0123456789ABCDEF" as one LLC packet is divided into three  pieces of
data "0123456", "789ABC", and "DEF". These are  capsulized in a first
MAC packet, a second MAC packet, and a  third MAC packet and are
transmitted to the target. - 70 - [0196] At this point, all the first to third
MAC packets are  MAC packets for transmitting (receiving) data
requested by  the application. For this reason, all the bits 7, 6, and 5  of
the PFB information located in the PFB field (Fig. 13)  are set to 0, as
described in Fig. 14. [0197]  For the first and second MAC packets, MAC
packets  (second and third MAC packets) succeeding them exist.
Therefore, the MI flag of bit 4 of the PFB information is  set at 1, as
described in Fig. 14. On the other hand, for  the third MAC packet, no
succeeding MAC packets exist, and  therefore, the MI flag is set at 0, as
described in Fig. 14.  [0198] Furthermore, since the first MAC packet is a
first MAC  



packet of the three first to third MAC packets, the PNI of  bits 0 and 1 of
the PFB information are set at 0, which is  an initial value. Since the
second MAC packet is a second  MAC packet, of the three first to third
MAC packets, the PNI  of the PFB information is 1 such that the PNI of the
first  MAC packet is incremented by 1. Since the third MAC packet  is a
third MAC packet of the three first to third MAC packets, the PNI of the
PFB information is 2 such that the  PNI of the second MAC packet is
incremented by 1. [0199] - 71  On the basis of the above, the PFB
information of the  first MAC packet is 10 as a hexadecimal number
(00010000 as  a binary number), and the PFB information of the second
MAC  packet is 11 as a hexadecimal number (00010001 as a binary
number). The PFB information of the third MAC packet is 02  as a
hexadecimal number (00000010 as a binary number). [0200]  On the
other hand, the target receives the first MAC  packet from the initiator and
transmits an MAC packet  S(ACK)o as ACK indicating that the first MAC
packet has been  normally received. Furthermore, the target receives the
second MAC packet from the initiator and transmits an MAC  packet
S(ACK)1 as ACK indicating that the second MAC packet  has been
normally received. [0201]  



At this point, since the MAC packets S(ACK)0 and S(ACK)1  are MAC
packets for transmitting (receiving) ACK/NACK, bits  7, 6, and 5 of the
PFB information located in the PFB field  (Fig. 13) are 0, 1, and 0,
respectively, as described in Fig.  15. [0202]  Since no MAC packet to be
transmitted following the MAC  packet S(ACK)() exists and no MAC
packet to be transmitted  following the MAC packet S(ACK)1 exists, the
transmission of  bit 4 of the PFB information of each of the MAC packets
72  S(ACK)o and S(ACK), is set at 0, as described in Fig. 14.  [0203]
Furthermore, since the MAC packet S(ACK)o is ACK for the  first MAC
packet, the PNI of bits 0 and 1 of the PFB  information of the MAC packet
S(ACK)o is 0, which is the  same value as the PNI of the first MAC packet.
Since the  MAC packet S(ACK)1 is ACK for the second MAC packet, the
PNI  of the PFB information of the MAC packet S(ACK)1 is 1, which  is the
same value as the PNI of the second MAC packet. [0204]  On the basis of
the above, the PFB information of the  MAC packet S(ACK)o is 40 as a
hexadecimal number (01000000  as a binary number), and the PFB
information of the MAC  packet S(ACK)1 is 41 as a hexadecimal number
(01000001 as a  binary number). 



[0205]  The MAC packets S(ACK)o and S(ACK)1 transmitted by the
target are received by the MAC layer of the initiator. As a  result, the MAC
layer of the initiator recognizes that the  first and second MAC packets
have been normally received by  the MAC layer of the target. [0206]
Thereafter, the target receives the third MAC packet  from the initiator.
The MI flag of bit 4 of the PFB  information of the third MAC packet, as
described above, is - 73  0. As a result, the target recognizes that no MAC
packet  that follows the third MAC packet exists, that is,  recognizes that
the third MAC packet is a final MAC packet.  In this case, the target
connects, in the MAC layer, the  data "0123456" that has been capsulized
in the first MAC  packet, the data "789ABC" that has been capsulized in
the  second MAC packet, the data "DEF" that has been capsulized  in the
third MAC packet, the first, second, and third MAC  packets being
obtained thus far, in this order by referring  to the PNI, reconstructs the
data "0123456789ABCDEF" as the  original LLC packet, and supplies it
from the MAC layer to  the LLC layer. (0207]  Thereafter, in the LLC layer
of the target, an LLC  packet Answer as a response to the data
"0123456789ABCDEF"  



from the MAC layer is supplied to the MAC layer. In the MAC  layer of the
target, the LLC packet Answer is capsulized in  the MAC packet and is
transmitted to the initiator. [0208]  The MAC packet in which the LLC
packet Answer is  capsulized is a response from the LLC layer (or a
higher- order layer) for the entire data "0123456789ABCDEF" as the  LLC
packet from the initiator, and is an MAC packet for  transmitting (receiving)
data requested by the application.  Therefore, all the bits 7, 6, and 5 of the
PFB information - 74  located in the PFB field (Fig. 13) are 0, as described
in  Fig. 14. [0209)  Furthermore, since an MAC packet to be transmitted
following the MAC packet in which the LLC packet Answer is  capsulized
does not exist, the MI flag of bit 4 of the PFB  information of the MAC
packet is 0, as described in Fig. 14.  [0210] The PNI (Fig. 14) of the PFB
information of the MAC  packet in which the LLC packet Answer is
capsulized is 2,  which is the same as the PNI of the third MAC packet
that is  received just before from the initiator by the target.  [0211) On the
basis of the above, the PFB information of the  MAC packet in which the
LLC packet Answer is capsulized is  



02 as a hexadecimal number (000000].0 as a binary number).  [0212] The
MAC packet in which the LLC packet Answer is  capsulized, the MAC
packet being transmitted by the target,  is received by the MAC layer of
the initiator. As a result,  the MAC layer of the initiator recognizes that the
third MAC  packet has been normally received in the MAC layer of the
target. Furthermore, the initiator decapsulizes the MAC  packet in the
MAC layer and supplies the LLC packet Answer  obtained thereby to the
LLC layer. As a result, the LLC - 75  layer (or a higher-order layer) of the
initiator recognizes  that the data "0123456789ABCDEF" as the LLC
packet has been  normally received in the LLC layer of the target. [0213]
Next, the controller 21 of the NFC communication  apparatus shown in
Fig. 4 performs the above-described  processing of the MAC layer and the
physical layer of NFCIP 1, that is, for example, processing of capsulizing
an LLC  packet in an MAC packet, processing of capsulizing the MAC
packet in a physical layer packet, and others. Also, in the  processing of
the LLC layer, the controller 21 of the NFC  communication apparatus
limits the maximum length of the LLC  packet supplied to the MAC layer
so as to be smaller than or  equal to the length that is determined on the
basis of the  maximum length of the physical layer packet and the
maximum  



number of MAC packets that can be transmitted continuously  from the
MAC layer to the LLC layer without making a  response. [0214]  That is,
since the PNI of the PFB information, which is  used in the MAC layer of
NFCIP-l, as described in Figs. 13  to 15, is two bits long, the maximum
number of MAC packets  in which one LLC packet can be divided and
located is 4 22). As described above, the maximum number of MAC
packets  that can be transmitted continuously from the MAC layer to - 76
the LLC layer without making a response is equal to the  maximum
number of MAC packets in which one LLC packet can be  divided and
located, and therefore, is likewise 4. [0215]  On the other hand, since the
MAC packet is capsulized  in the physical layer packet, as described
above, the  maximum length of the MAC packet is limited on the basis of
the maximum length (of the transport data field (Fig. 13))  of the physical
layer packet, and is 254 bytes as described  above in this embodiment.
[0216]  Furthermore, in this embodiment, as shown in Fig. 13,  the 5 bytes
of the MAC packet are used as a CMDO field, a  CMD1 field, a PFB field,
a DID field, and an NAD field.  Therefore, the maximum length of the data
of the LLC layer,  



which can be capsulized in the MAC packet, is limited to 249  (= 254 - 5)
bytes. [0217]  As described in the foregoing, the maximum length of  the
data of the LLC layer, which can be capsulized in the  MAC packet, is 249
bytes, and the maximum number of MAC  packets that can be transmitted
continuously from the MAC  layer to the LLC layer without making a
response in the MAC  layer is 4. Therefore, in the MAC layer, if the size of
one  LLC packet supplied from the LLC layer exceeds 996 bytes (= - 77
249 bytes x 4), it is difficult to process the LLC packet.  [0218]
Accordingly, in the processing of the LLC layer, the  controller 21 (Fig. 4)
limits the maximum length of the LLC  packets supplied to the MAC layer
so as to be a length that  is determined on the basis of the maximum
length of the  physical layer packet (in its turn, the maximum length of  the
data of the LLC layer, which can be capsulized in the  MAC packet at the
maximum length, which can be located in  the transport data field (Fig. 13)
of the physical layer  packet) and the maximum number of MAC packets
that can be  transmitted continuously from the MAC layer to the LLC layer
without making a response, that is, 996 bytes (= 249 bytes x  4) in this
embodiment. [0219]  



As a result, it is possible to use near field  communication employing
NFCIP-1 that defines the data link  layer and the physical layer from
various protocols of the  network layer or higher-order layers of the OSI
reference  model (Fig. 12). [0220]  For example, in the Internet, TCP/IP
(Transmission  Control Protocol/Internet Protocol) is adopted. It is
possible to use near field communication employing NFCIP-l  from the
TCP/IP. - 78 - 102211 That is, in the TCP/IP, data of TCP is capsulized in
an  IP packet, and is transmitted and received. The
transmission/reception of the IP packets can be performed by  near field
communication employing NFCIP-l. [0222]  Fig. 17 shows the format of an
IP packet.  [0223] The IP packet is composed of an IP header field and a
payload field. [0224]  Header information of IP is located in the IP header
field of the IP packet. [0225]  The header information of IP contains a 4-bit
version,  



a 4-bit header length, an 8-bit service type, a 16-bit  packet length, a
16-bit identifier, a 3-bit flag, a 13-bit  fragment offset, an 8-bit existence
time period, an 8-bit  protocol, a 16-bit header checksum, a 32-bit
transmission  source IP address, a 32-bit transmission destination IP
address, a variable-length option, and necessary padding.  [0226] The
version indicates the version of IP. The IP header  field shown in Fig. 17 is
that of IPv4, and the structure of  the IP header field of IPv6, which has
progressed at present - 79  from IPv4, differs from the IP header field of
IPv4. For  this reason, the version is used to identify the structure  of the
IP header field. [0227]  The header length indicates the size of the IP
header  field, and the service type indicates the quality of the  service of
the IP. In the service type, a priority, a low  delay request, a high
throughput request, a high reliability  request, and the like can be
specified. [0228]  The packet length indicates the size (the octet length)  of
an IP packet. [0229]  The identifier, the flag, and the fragment offset are
used to fragment IP packets. That is, there are cases in  



which the maximum length (of the payload) of the packet of a  layer lower
thanIP is smaller than the maximum length of an  IP packet to be
transmitted. In this case, it is necessary  to divide an IP packet at a size at
which it can be  capsulized in the packets of a lower-order layer. The
identifier, the flag, and the fragment offset are used to  divide IP packets in
such a manner as described above.  [0230] More specifically, the identifier
is used to identify  an IP packet before it is divided when one IP packet
can be - 80  divided into a plurality of IP packets. The flag indicates
whether or not an IP packet can be divided (permitted to be  divided) or
whether or not there are succeeding IP packets  after being divided. The
fragment offset indicates the  sequence number indicating the sequential
position of the IP  packet among the plural divided packets. [0231]  The
existence time period indicates a time period  during which an IP packet
can exist in a network. That is,  a router in the network decreases the
existence time period  of the IP packet each time the IP packet is
processed and  discards it when the existence time period reaches 0.
[0232] The protocol indicates what the protocol of the higher- order
transport layer of the IP (the protocol of the  



transport layer, which is capsulized in the IP packet) is  and is, for
example, TCP in TCP/IP. [0233]  The header checksum is code for
detecting an error of  the IP header information. [0234]  The transmission
source IP address indicates the IP  address of the transmission source of
an IP packet, and the  transmission destination IP address indicates the IP
address  of the transmission destination (target) of an IP packet. - 81 -
[0235] The option is used during testing and debugging, and  the padding
is used to make the size of the header field so  as to be an integral
multiple of 32 bits. [0236]  Data of a higher-order layer of the IP is located
in  the payload field of the IP packet. For example, in TCP/IP,  data
(packets) of TCP is located in the payload field.  [0237] When the
above-described transmission/reception of IP  packets is to be performed
by near field communication  employing NFCIP-1, in the LLC layer, the
controller 21 (Fig.  4) of the NFC communication apparatus capsulize IP
packets  in order to generate LLC packets and supplies them to the  MAC
layer. 



[0238]  Fig. 18 shows the format of an LLC packet generated by  the
controller 21 in the LLC layer. [0239]  The LLC packet is composed of an
LLC header field and a  payload field. When the controller 21 capsulizes
an LLC  packet of Fig. 18 in an MAC packet in the MAC layer, the LLC
packet of Fig. 18 is located in the data fields (DBO,  DB1,..., DBn fields) of
the MAC packet shown in Fig. 13.  [0240] - 82  In the LLC header field, for
example, the following are  located: the size of the LLC packet, various
kinds of 4-byte  information indicating the type of data located (capsulized)
in the payload field or the like, 10-byte NFCID (Source  NFCID) of the
NFC communication apparatus that is the  transmission source of the LLC
packet, 10-byte NFCID  (Destination NFCID) of the NFC communication
apparatus that  is the transmission destination (target) of the LLC packet,
an option of 0 or more bytes, and the like. [0241]  In the payload field, for
example, IP packets, which  are data of a layer higher than the data link
layer (LLC  layer), are located. [0242]  At this point, the controller 21 (Fig.
4) of the NFC  



communication apparatus limits the size of the LLC packet so  as to be
smaller than or equal to 996 bytes when the size of  the data of a layer
higher than the data link layer (LLC  layer), that is, for example, the size of
the LLC packet in  which the IP packet is capsulized, exceeds 996 bytes.
Therefore, the maximum length of the LLC packet is 996 bytes.  [0243] In
the embodiment of Fig. 18, the size of the LLC  header field is at least 24
(= 4 + 10 + 10) bytes.  Therefore, the payload field of the LLC packet is
972 (= 996 - 83 - - 24) bytes at most. [0244]  On the basis of the above,
the maximum value of the  size of the IP packet that can be capsulized in
the LLC  packet (payload field) is 972 bytes. [0245]  On the other hand,
the maximum length of the IP packet  is 2k bytes (65536 bytes). [02.46]
Therefore, when the transmission/reception of the IP  packets is to be
performed by near field communication  employing NFCIP-1, in the LLC
layer, the controller 21 (Fig.  4) of the NEC communication apparatus
capsulizes IP packets  in LLC packets and supplies them to the MAC
layer. When the  size of the IP packet exceeds 972 bytes, the size of the
LLC  



packet exceeds 996 bytes at which processing is possible in  the MAC
layer. [0247]  When the size of the LLC packet in which the IP packet  is
capsulized exceeds 996 bytes, the controller 21 (Fig. 4)  of the NFC
communication apparatus limits the size of the  LLC packet so as to be
smaller than or equal to 996 bytes in  the manner described above. This
limitation is performed by  dividing, for example, the IP packet into a
plurality of  pieces of data. That is, in the LLC layer, the controller 84  21
divides one IP packet into a plurality of pieces of data  and capsulizes
each piece of data, thereby generates a  plurality of LLC packets whose
size is 996 or less bytes,  and supplies them to the MAC layer. [0248]  For
example, when the initiator divides one IP packet  in the LLC layer in the
manner described above, generates a  plurality of LLC packets whose
size is 996 or less bytes  (capsulized in an MAC packet), and transmits
them to the  target, in the LLC layer, it is necessary for the target to
reconstruct the plurality of LLC packets from the initiator  into the original
one IP packet. [0249]  Accordingly, it is possible for the target to contain,
in the various kinds of information of the LLC header field  



of Fig. 18, information necessary for reconstructing the  divided IP packets
transmitted from the initiator over a  plurality of LLC packets in the manner
described above into  one original IP packet (hereinafter referred to as
"reconstruction information" as appropriate). [0250]  As the reconstruction
information, for example,  information similar to the MI flag and the PNI of
the PFB  information described in Figs. 13 to 15, that is,  information
indicating whether or not there are succeeding - 85  LLC packets and
information indicating the sequential  position of the LLC packet, can be
used. [0251]  As described in the foregoing, in (the controller 21  (Fig. 4)
of) the initiator, an LLC packet is capsulized in  an MAC packet, the MAC
packet is capsulized in a physical  layer packet, and the physical layer
packet is transmitted  in the active mode or in the passive mode. In that
case,  the maximum length of the LLC packet is limited so as to be
smaller than or equal to a length that is determined on the  basis of the
maximum length of the physical layer packet and  the maximum number
of MAC packets that can be transmitted  continuously from the MAC layer
to the LLC layer without  making a response. On the other hand, in (the
controller 21  (Fig. 4) of) the target, a physical layer packet in which  



the LLC packet whose maximum length is limited in this  manner is
capsulized in the end is received. [0252]  Therefore, it is possible to use
NFCIP-1 from various  protocols of the network layer. [0253]  Information
located in the LLC header field (Fig. 18)  is not limited to the
above-described information. That is,  for example, when an IP packet is
to be capsulized in the  LLC packet, a 16-bit packet length (information of
a size 86  (16 bits) capable of indicating the maximum length of the IP
packet) within the header information located in the IP  header field of the
IP packet, and other header information  can be located in the LLC header
field. Also, the size of  the LLC header field is not limited to 24 bytes
shown in Fig.  18. Furthermore, the structure of the LLC header field is
also not limited to the structure shown in Fig. 18, and can  be made to be,
for example, a structure similar to the IP  header field shown in Fig. 17.
[0254]  Data to be capsulized in LLC packets is not limited to  IP packets.
That is, near field communication employing  NFCIP-1 can be used from
various protocols of other than the  IP of the network layer. [0255]  



In addition, the formats of the physical layer packet  and the MAC packet
are not limited to the above-described  formats. [0256]  Processes
described in this specification do not always  need to be time-sequentially
performed in the order written  as a flowchart, but include processes
executed in parallel  or individually (for example, parallel processes or
object- oriented processes). - 87 - CLAIMS  1. A communication
apparatus for performing communication with another communication
apparatus that is a  communication party, the communication apparatus
comprising:  communication means for performing communication in one
of communication modes of an active mode, which is a communication
mode in which each of a plurality of  apparatuses for transmitting and
receiving data outputs an  electromagnetic wave, modulates the
electromagnetic wave,  and thereby transmits data; and a passive mode,
which is a  communication mode in which one apparatus among a plurality
of apparatuses outputs an electromagnetic wave, modulates  the
electromagnetic wave, and thereby transmits data, and  the other
apparatuses among the plurality of apparatuses  transmit data by
load-modulating the electromagnetic wave  output by the one apparatus;
and 



control means for performing control such that an LLC  packet that is a
packet of an LLC (Logical link control)  layer of a data link layer of an OSI
(Open System  Interconnection) reference model is capsulized to form an
MAC packet that is a packet of an MAC (Media Access Control)  layer of
the data link layer, the MAC packet is capsulized  to form a physical layer
packet that is a packet of a  physical layer, and the physical layer packet
is transmitted  in the active mode or in the passive mode, - 88  wherein
the control means limits the maximum length of  the LLC packet so as to
be smaller than or equal to a length  that is determined on the basis of the
maximum length of the  physical layer packet and the maximum number
of MAC packets  that can be transmitted continuously from the MAC layer
to  the LLC layer without making a response. 2. The communication
apparatus according to Claim 1,  wherein the LLC packet is such that an
IP (Internet  Protocol) packet is capsulized. 3. The communication
apparatus according to Claim 2,  wherein the LLC packet is such that the
IP packet, with at  least a header being attached to the IP packet, is
capsulized, and the header of the LLC packet contains information on  the
size capable of indicating the maximum length of the IP  packet. 



4. A communication method for performing communication  with another
communication apparatus that is a communication  party, the
communication method comprising the steps of: performing
communication in one of communication modes  of an active mode, which
is a communication mode in which  each of a plurality of apparatuses for
transmitting and - 89  receiving data outputs an electromagnetic wave,
modulates  the electromagnetic wave, and thereby transmits data; and a
passive mode, which is a communication mode in which one  apparatus
among a plurality of apparatuses outputs an  electromagnetic wave,
modulates the electromagnetic wave,  and thereby transmits data, and the
other apparatuses among  the plurality of apparatuses transmit data by
load- modulating the electromagnetic wave output by the one  apparatus;
and performing control such that an LLC packet that is a  packet of an
LLC (Logical link control) of a data link layer  of an OSI (Open System
Interconnection) reference model is  capsulized to form an MAC packet
that is a packet of an MAC  (Media Access Control) layer of the data link
layer, the MAC  packet is capsulized to form a physical layer packet that is
a packet of a physical layer, and the physical layer packet  is transmitted
in the active mode or in the passive mode, wherein, in the control step, the
maximum length of the  LLC packet is limited so as to be smaller than or
equal to a  



length that is determined on the basis of the maximum length  of the
physical layer packet and the maximum number of MAC  packets that can
be transmitted continuously from the MAC  layer to the LLC layer without
making a response. 5. A program that is executed by a computer for - 90
controlling a communication apparatus for performing  communication in
one of communication modes of an active  mode, which is a
communication mode in which each of a  plurality of apparatuses for
transmitting and receiving data  outputs an electromagnetic wave,
modulates the  electromagnetic wave, and thereby transmits data; and a
passive mode, which is a communication mode in which one  apparatus
among a plurality of apparatuses outputs an  electromagnetic wave,
modulates the electromagnetic wave,  and thereby transmits data, and the
other apparatuses among  the plurality of apparatuses transmit data by
load- modulating the electromagnetic wave output by the one  apparatus,
the program comprising: a control step of performing control such that an
LLC  packet that is a packet of an LLC (Logical link control) of  a data link
layer of an OSI (Open System Interconnection)  reference model is
capsulized to form an MAC packet that is  a packet of an MAC (Media
Access Control) layer of the data  link layer, the MAC packet is capsulized
to form a physical  layer packet that is a packet of a physical layer, and
the  



physical layer packet is transmitted in the active mode or  in the passive
mode, wherein, in the control step, the maximum length of the  LLC
packet is limited so as to be smaller than or equal to a  length that is
determined on the basis of the maximum length - 91.  of the physical layer
packet and the maximum number of MAC  packets that can be transmitted
continuously from the MAC  layer to the LLC layer without making a
response. 6. A communication apparatus for performing  communication
with another communication apparatus that is a  communication party, the
communication apparatus comprising: communication means for
performing communication in one  of communication modes of an active
mode, which is a  communication mode in which each of a plurality of
apparatuses for transmitting and receiving data outputs an
electromagnetic wave, modulates the electromagnetic wave,  and thereby
transmits data; and a passive mode, which is a  communication mode in
which one apparatus among a plurality  of apparatuses outputs an
electromagnetic wave, modulates  the electromagnetic wave, and thereby
transmits data, and  the other apparatuses among the plurality of
apparatuses  transmit data by load-modulating the electromagnetic wave
output by the one apparatus; and control means for performing control
such that an LLC  packet that is a packet of an LLC (Logical link control)  



layer of a data link layer of an OSI (Open System  Interconnection)
reference model is capsulized to form an  MAC packet that is a packet of
an MAC (Media Access Control)  layer of the data link layer, the MAC
packet is capsulized - 92  to form a physical layer packet that is a packet
of a  physical layer, and the physical layer packet from an  apparatus for
transmitting the physical layer packet is  received in the active mode or in
the passive mode, wherein the maximum length of the LLC packet is
limited  so as to be smaller than or equal to a length that is  determined on
the basis of the maximum length of the  physical layer packet and the
maximum number of MAC packets that can be transmitted continuously
from the MAC layer to  the LLC layer without making a response. 7. The
communication apparatus according to Claim 6,  wherein the LLC packet
is such that an IP (Internet  Protocol) packet is capsulized. 8. The
communication apparatus according to Claim 7,  wherein the LLC packet
is such that the IP packet, with at  least a header being attached to the IP
packet, is  capsulized, and the header of the LLC packet contains
information on  the size capable of indicating the maximum length of the
IP  packet. 9. A communication method for performing communication  



with another communication apparatus that is a communication - 93
party, the communication method comprising the steps of:  performing
communication in one of communication modes  of an active mode, which
is a communication mode in which  each of a plurality of apparatuses for
transmitting and  receiving data outputs an electromagnetic wave,
modulates  the electromagnetic wave, and thereby transmits data; and a
passive mode, which is a communication mode in which one  apparatus
among a plurality of apparatuses outputs an  electromagnetic wave,
modulates the electromagnetic wave,  and thereby transmits data, and the
other apparatuses among  the plurality of apparatuses transmit data by
load- modulating the electromagnetic wave output by the one  apparatus;
and performing control such that such that an LLC packet  that is a packet
of an LLC (Logical link control) layer of a  data link layer of an OSI (Open
System Interconnection)  reference model is capsulized to form an MAC
packet that is  :a packet of an MAC (Media Access Control) layer of the
data  link layer, the MAC packet is capsulized to form a physical  layer
packet that is a packet of a physical layer, and the  physical layer packet
from an apparatus for transmitting the  physical layer packet is received in
the active mode or in  the passive mode, wherein the maximum length of
the LLC packet is limited  



so as to be smaller than or equal to a length that is - 94  determined on
the basis of the maximum length of the  physical layer packet and the
maximum number of MAC packets  that can be transmitted continuously
from the MAC layer to  the LLC layer without making a response. 10. A
program that is executed by a computer for  controlling a communication
apparatus for performing  communication in one of communication modes
of an active  mode, which is a communication mode in which each of a
plurality of apparatuses for transmitting and receiving data  outputs an
electromagnetic wave, modulates the  electromagnetic wave, and thereby
transmits data; and a  passive mode, which is a communication mode in
which one  apparatus among a plurality of apparatuses outputs an
electromagnetic wave, modulates the electromagnetic wave,  and thereby
transmits data, and the other apparatuses among  the plurality of
apparatuses transmit data by load- modulating the electromagnetic wave
output by the one  apparatus, the program comprising: a control step of
performing control such that an LLC  packet that is a packet of an LLC
(Logical link control)  layer of a data link layer of an OSI (Open System
Interconnection) reference model is capsulized to form an  MAC packet
that is a packet of an MAC (Media Access Control)  layer of the data link
layer, the MAC packet is capsulized 



- 95  to form a physical layer packet that is a packet of a  physical layer,
and the physical layer packet from an  apparatus for transmitting the
physical layer packet is  received in the active mode or in the passive
mode, wherein the maximum length of the LLC packet is limited  so as to
be smaller than or equal to a length that is  determined on the basis of the
maximum length of the  physical layer packet and the maximum number
of MAC packets that can be transmitted continuously from the MAC layer
to  the LLC layer without making a response. 




