-1 - DESCRIPTION COMMUNICATION APPARATUS,
COMMUNICATION METHOD, AND PROGRAM Technical Field [0001]
The present invention relates to a communication apparatus, a
communication method, and a program, and relates to, for example, a
communication apparatus capable of using near field communication of a
protocol of lower- order layers of an OSI (Open System Interconnection)
reference model from various prqtogolg of higher-order layers thereof, a
communication method for use therewith, and a program for use
therewith. Background Art [0002] As a system for performing near field
cqmmunication, for examplebgg é%ﬁlpﬁ%rﬁted C!rcuit) card system is
widely known. In the IC card system, a reader/writer generates an
coMPletiemagnRtic waxRtherebydormingr serealled R dRadigFreauenayiy
field (magnetic field). Then, when an IC card approaches the
reader/writer, the IC card receives supply of power by electromagnetic

induction and also data is transmitted between the reader/writer and the
Techye ¢add. fo6dy - 2

[0001]

The present invention relates to a communication
apparatus, a cemmunication method, and a program, and
relates to, for example, a communication apparatus capable
of using near field communication of a protocdel of lower-

order layers of.an 051 (Open System Interconnection)

. reference model from various protocols of higher-order

- layers therecf, a communication method for use therewith,

-and a program for use therewith.

Background Art

| [0002]

As a system for performing near field communication,
for example, an IC (iIntegrated Circuit) card system is
widely known. In the IC card system, a reader/writer
generates. an electromagnetic wave, thereby forming a so-
called RF (Radio Freguency) field {(magnetic field). Then,
when an 1C card approaches the reader/writer, the IC card
receives supply of power by electromagnetic induction and

also data is transmitted between the reader/writer and the

IC card.

{G003]



As a communication protocol for performing near field communication
typified by that of such an IC card system, for example, NFCIP (Near
Field Communication Interface and Protocol)-1 is known. NFCIP-1 is also
defined as ISO/IEC 18092. [0004] For NFCIP-1, the following modes are
defined: an active mode that is a communication mode in which each of a
plurality of communication apparatuses for transmitting and receiving
data outputs an electromagnetic wave, modulates the electromagnetic
wave, and thereby transmits data,“ar?d a passive mode that is a
communication mode in which data is transmitted by load-modulating an
electromagnetic wave output by one communication apparatus among

th‘%%tﬁeF%’@ﬁHWrﬁéﬁﬁo?Paé’dﬁ?ﬁ&%_@% _of e @ﬁ%ﬁW&Té&nﬁﬁﬁﬁaﬁéﬁld
comapxﬂf@e&%% %gg@% of ggdnm&%}y@nﬁp grafuses.in_compliance

with NFCIP-1 perform communication in one of the: communication

for redespokiheraative mede.and-the: passivenmede atrefen to,forexamplesng
Patent Document 1 and Non-Patent Document 1). [0005] [Patent

ProRocuhient 1] Japanese Undxaminet Pateafl fppliedtion=Rublicatién Nd;C
2004-215225 [Non-Patent Document 1] Standard ECMA-340, "Near Field
180 %gmmunication Interface and Protocol (NFCIP-1)", 2nd Edition, 3

[0004]

For NFCIP-1, the following modes are defined: an active
mode that is a communication mode in which each of a
plurality of communication apparatuses for transmitting and
receiving data outputs an electromagnetic wave, modulates
the electromagnetic wave, and thereby transmits data, and a
passive mode that is a communication mode in which data is
transmitted by load-modulating an electromagnetic wave
output by one communication apparatus among the other
communication apparatuses of the plurality of communication
apparatuses. A plurality of communication apparatuses in
compliance with NFCIP-1 perform communication in one of the
communication modes of the active mode and the passive mode

(refer to, for example, Patent Document 1 and Non-Patent

Document 1).

{0005]

[Patent Document 1} Japanese Unexamined Patent
Application Publication No. 2004-215225

[Non-Patent Document 1] Standard ECMA-340, “Near Field

Communication Interface and Protocol (NFCIP-1)", 2nd Edition,



December 2004, ECMA Disclosure of Invention Problems to be Solved by
the Invention [0006] NFCIP-I| defines a physical layer of a first layer
(lowest-order layer) of an OSI reference model and a data link layer of a
second layer thereof. Therefore, in theory, it is possible to use NFCIP-I
from various protocols of a network layer of a third layer, which is a
higher-order layer. [0007] However, a specific method (protocol) for
Deceriding NEETP-17fdm various protocols of a network Iaye(rphas not) been

niscPEnesedte date. [0008], The present invention has been made in view of
such circumstances and aims to be capable of using, for example, near

probfieldcammuaicationemployingNECIR=har the like from various protocols
of higher-order layers. Means for Solving the Problems [0009] In a first
aspéctf the invention, there is provided a communication apparatus for

performing communication with another communication apparatus that is
a%%%u%ica%%ﬁlﬁgﬁy, the gorﬁ%h%ﬁ%tio%aé}b%éraﬁj%:cgmpﬁéiﬁa:% %ay e

(1owEQMmMuNication . means for pgrforming camwupicationinene ofnd 2 data
communication

link layer of a second layer thereof. Therefore, in theory,

it is possible to use NFCIP-1 from wvarious protocols of a

network layer of a third layer, which 1is a higher-order

layer.

[0007]

However, a specific method (protocol) for using NEFCIP-1
from various protocols of a network layer has not been
propesed to date.

[coos]

The present invention has been made in view of such
circumstances and aims to be capable of using, for example,
near field communicaticn employing NECIP-1 or the like from
various protocols of higher-order layers.

Mzazns for Solving the Problems

iQOO9}

In a first aspect of the invention, there is provided a
communication apparatus for performing communication wit
another communication apparatus that 1s a communication
party, the communication apparatus comprising: communication
means for performing communication in one of communication
modes of an active mode, which is & communication mode in

which each of



modes of an active mode, which is a communication mode in which each
of - 4 a plurality of apparatuses for transmitting and receiving data
outputs an electromagnetic wave, modulates the electromagnetic wave,
and thereby transmits data; and a passive mode, which is a
communication mode in which one apparatus among a plurality of
apparatuses outputs an electromagnetic wave, modulates the
electromagnetic wave, and thereby transmits data, and the other
apparatuses among the pIurality"of%pf)aratuses transmit data by load-
modulating the electromagnetic wave output by the one apparatus; and
control means for performing control such that an LLC packet that is a

a Plygcket biran LLEPREREFRR confrol)Tayeirst atddtd link fayer &f AR O

(Open System _Int rconnectio?)r ference model is capsulized to form an
42t AR bhket et T 5 PAcRAE o S HAC (ke RSCS6E Contidl ayer o

eledbediata liak e the MAGpacketisgapsulized, 1o forgya physigal layer
packet that is a packet of a physical layer, and the physical layer packet

pasdgswansmitted v thehadtiveamoderor:in. thd: passivesnodenwhieieth there
control means limits the maximum length of the LLC packet so as to be

APPAGRAINET tREITOF equRtto R Iehbth that P REsHMITSE oR e BASis Bf the

o1 DAL oL e Ay otel e e
and ®®hereby transmits data, and the other apparatuses among
the plurality of apparatuses transmit data by load-
modulating the electromagnetic wave output by the one
apparatus; and control means fer performing control such
that an LLC packet that is a packet of an LLC (Logical link
contrel) layer of a data link layer of an OSI (Open System
Interconnecticn) reference model is capsulized to form an
MAC packet that is a packet of an MAC (Media Access Control)
layer of the data link layer, the MAC packet is capsulized
to form a physical layer packet that is a packet of a
physical layer, and the physical layer packet is transmitted
in the active mode or in the passive mode, wherein the
control means limits the maximum length of the LLC packet so
as to be smaller than or equal to a length that is
determined oﬁ the basis of the maximum length of the
physical layer packet and the maximum number of MAC packets
that can be transmitted continuocusly from the MAC layer to
the LLC layer without making a response.

[(0010]



the LLC layer without making a response. [0010] 5 In a second aspect of
the invention, there is provided a communication method for performing
communication with another communication apparatus that is a
communication party, the communication method comprising the steps of:
performing communication in one of communication modes of an active
mbde awhick isna camprurication rhedel imwemich each oherpluraditycafovided
apparatuses for transmitting and receiving data outputsan = .

2  CalEBtbhfaRyhefl wate: rctiulafes tHee BlectBrfiayneticWae! aht thBrety 0

Jransmits data; and a passive mode, which.is a communication mode in, .
anocw ﬁr COMmMUNnicaticdn & gaf:a UtS g LS =3 COMMUIllICat1on
which one apparatuis amongd a plurality of apparatuses outptts an

part€lectromagneticiave; Mmodylatestheglectromagnetie wave, .and thereby. £ ;
transmits data, and the other apparatuses among the plurality of

per fapparatusestransmitdataiyiloadrmodulatingthe gleetromagneticwaed an
output by the one apparatus; and performing control such that an LLC

act wfck@P%%t i¥8 Jaltketof an11E Wrogical ink cBrifisl) of'a tata finiciiyer °F

a p%u?% ﬁ%#ﬁ%?cnp%@gt@‘ﬁ@%‘é%””%Stkon)cEei%@rﬁfﬁt%‘? lel is, gapsulized, ;

orm a that is a packet of an MAC (Media Access

datdcongahdayer of the datailink: layesdhe MAC packet is capsulizegkteform:he
a physical layer packet that is a packet of a physical layer, and the
e legphysicad fayet packetiis trarsmittedlin teé dctive motleidrs  data; and a

passive mode, which is a communication mode in which one
apparatus among a plurality of apparatuses outputs an
electromagnetic wave, modulates the electromagnetic wave,
and thereby transmits data, and the other apparatuses among
the plurality of apparatuses transmit data Dby load-
modulating the electrcmagnetic wave output by the one
apparatus; and performing control such that an LLC packet
that is a packet of an LLC (Logical link control) cf a data
iink layer of an 08I (Open System Interccnnection} reference
model 1s capsulized to form an MAC packet that is a packet
of an MAC (Media Access Control) layer of the data link
layer, the MAC packet is capsulized to form a physical layer
packet that is a packet o©f a physical 1layer, and the
physical layer packet is transmitted in the active mode or
in the passive mode, wherein, in the control step, the
maximum length of the LLC packet is lLimited so as to be
smaller than or equal to a length that is determined on the

basis of the maximum length c¢f the



in the passive mode, wherein, in the control step, the maximum length of

the LLC packet is limited so as to bg smaller than or equal to a length that
is determined on the basis of the maximum length of the 6 physical layer
packet and the maximum number of MAC packets that can be transmitted

continupusly from the MAC layer to the LLC layer without making, a
o7 EEpbnde J01 1V & thirt SopbbCor R TFUBRUGH. there i proyidecPEC <e"2
thatpregramsthatisexeeutedtby acamputerfor contrelling e eommunicatier to
apparatus for performing communication in one of communication modes
the §fan astive model #hicH R e #OnimifRicaRoT firode in which each of a
pl%%l'ﬂ ?f apparatuses for transmitting and receiving data outputs an
electromagnetic wave, modulates the electromagnetic wave, and thereby
transmits tatasl and aapassive mbode,which s ancormimemization modeiiged a

which one apparatus amorgjg C?a %Iurality of ar%parggus%sogutputs an
utate

PLO9&@tro g&neﬁg Waelavxeefcr:ﬁlg Jthé elett 1‘rlntagnetlc Wav(é?gﬁé ?H“elrléﬁg @

conmif@RSAks datasand the other @pparatysasameng:-therplutaliftobn  in one
apparatuses transmit data by load-modulating the electromagnetic wave

°f  6tHBtirBy the oné apiRdtatus, the profyrah ComiiStisimy SEconttol Stép of 5 @

conmpgriorming control such that an L LG packet that is & pagket of gk, of

(Logical link control) of a data link layer of an OSI (Open System
appmn&aueﬁﬁecﬁ@m)réﬁﬁ@@@@ﬁﬁﬁﬂﬁﬂsand, receiving data outputs an
electromagnetic wave, modulates the electromagnetic wave, and
thereby transmits data; and & passive mode, which 1s a
‘communication mode in which one apparatus among a plurality
of apparatuses outputs an electromagnetic wave, modulates the
electromagnetic wave, and thereby transmits data, and the
other apparatuses among the plurality of apparatuses transmit
data by load-modulating the electromagnetic wave output by
the one apparatug, the program comprising: a contrcl step of
performing control such that an LLC packet that is a packet
of an LLC {(Logical link control) of a data link layer of an
08I (Open System Interconnection) reference model is
capsulized to form an MAC packet that is a packet of an MAC
(Media Access Control) layer of the data link layer, the MAC
packet is capsulized to form a physical layer packet that is
a packet of a physical laver, and the physical layer packet
is transmitted in the active mode or In the passive mode,
wherein, in the control step, the maximum length of the LLC
packet 1s limited so as to be smaller than or equal toc a
length that is determined on the basis of the maximum length
of the physical layer packet and the maximum number of MAC
packets that can be transmitted continuously Zfrom the MAC

layer to the LLC lavyer without making a response.



capsulized to form an MAC packet that is a packet of an MAC (Media

Access Control) layer of the data link layer, the MAC packet is capsulized

to form a physical layer packet that is a packet of a physical layer, and

the physical layer packet is transmitted in the active mode or in the

passive mode, wherein, in the control step, the maximum length of the

LLE patket is limited so as to be smaller than or equal to a length that is

determined on the basis of the maximum length of t icall [ .

pgrcl:kgt aﬁ%ﬁﬁ%k}n%?r%%cm%nugrﬁbg% MAC® Sgc Oer(t?s' tﬂg'?%%}?bé%ra %r%\{t%ed d

a cokeptinuoushyfrom the MAG dayerto the-kkGdayer withautmakingian with
response. 7 [0012] In a fourth aspect of the invention, there is provided a

anotlcemmunication. apparatus forperforming toramunication withranotiaration
communication apparatus that is a communication party, the

P2 T Eomnhtini GOyt atus torptsiig: ContritiRi Catior Medrfd far ™+ cat+on
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mode, which is'a communication mode in which each of a plurality o
mode apPRaFatysesfor rapsmidiing, and receiving data-ediputs @ ticn mode in
electromagnetic wave, modulates the electromagnetic wave, and thereby
whiclransmits datazandbipassivermode, atichristicemminitationansaeé i ing
which one apparatus among a plurality of apparatuses outputs_an

and old&fsmadhetic wave2modiiaidthe elétromagnelic Wave” And ther&By <
moduggggynsé#ga“@ﬂgég?5mgﬁﬁﬁ%¥%an5§¥%@noggd thereby transmits

data; and & passive mode, which is a communication mode in
which one apparatus among a plurality of apparatuses outputs
an electromagnetic wave, modulates the electromagnetic wave,
and thereby transmits data, and the other apparatuses among
the ©plurality of apparatuses transmit data Dby load-
modulating the electromagnetic wave output by the one
apparatus; and control means for performing control such
that an LLC packet that is a packet of an LLC (Logical 1ink
control) layer of a data link layer of an 081 (Open System
Interconnection) reference model 1s capsulized to form an

MAC packet that is a packet of an MAC (Media Access Control)



the plurality of apparatuses transmit data by load- modulating the
electromagnetic wave output by the one apparatus; and control means for
performing control such that an LLC packet that is a packet of an LLC
(Logical link control) layer of a data link layer of an OSI (Open System
Interconnection) reference model is cagsulized to for@ an MAC ack(alt;L

layeghdtls & pRckit of an MAC (A8aHR Actets tohitrdlj & “fayer of & Bt iiric
ro  AEYE" thoﬁgﬁ&se%%t iﬁ&@@%ﬂlg%]dgﬁ%f@mﬂawsigal layey, pagkst thats -

a packet of a” physical layer, an physical layer packet from an
ohys Bpparatus Jertransmitting-the physical iayer pasketiis reeeived in fhem an
active mode or in the passive mode, wherein the maximum length of the
appaLd Cipacketis linitedsolas tobe $MmallePihan iciequal t8Tengththatis +5

determined on the basis of the maximum %@gth of the‘phy%icgl Iay%rhe ein
recehaRletdhd" tHe Maxitium RuMbelr bf MAC pACkBERAT can be transmitted

the SQotayously fromthe MAG, layer to the LLG layer withoul-makinga to be

response. [00131 In a fifth aspect of the invention, there is provided a

sma | COMMumieation method farpesfoiming:commanicationiwith ranother on the
communication apparatus that is a communication party, the

bas 1 gomindricativiviietiod omisising the Step6f Ipértorhiingr packet and

e ETARAMoN e o comupcalan o o 2, AP O MERe
continuously from the MAC layer to the LLC layer without
making a response.

[0013]

In a fifth aspect of the invention, there is provided a
communication method for performing communication - with
another communication apparatus that 1is a communication
party, the communication method comprising the steps of:
performing communication in one of communication modes of an
active mode, which is a communication mode in which each of
a plurality of apparatuses for transmitting and receiving
data outputs an electromagnetic wave, modulates the
electromagnetic wave, and thereby transmits data; and a
passive mode, which is a communication mode in which one
apparatus among a plurality of apparatuses outputs an
electromagnetic wave, modulates the electromagnetic wave,
and thereby transmits data, and the other apparatuses among
the plurality of apparatuses transmit data Dby load-

modulating the electromagnetic wave output by the one



a plurality of apparatuses for transmitting and receiving data outputs an
electromagnetic wave, modulates the electromagnetic wave, and thereby
transmits data; and a passive mode, which is a communication mode in
which one apparatus among a plurality of apparatuses outputs an
electromagnetic wave, modulates the electromagnetic wave, and thereb]\jm

appa¥inditsiia Pt theroher 5opdratiises Hiforg dfe Pliriny Bet a0
apparatuses transmit data by load- mo in ro neti v,
pac}{%ﬁtp% SL)% the oné 9 pgﬁ:pa(argtug;gang pe#g?ninqgﬁgo%‘{n%r%%%ugﬁt%%t s%%{:yf?ctfgtl)
layefn LLE packetdhat is aipacketefanyLLE fLogieal liok contighdayerof et em
data link layer of an OSI (Open System Interconnection) reference model
Inteizoapsulizéd o fonaZmr MAE packét that 5 apaeket-éfzasMAC (Meda an
Access Control) layer of the data link layer, the MAC packet is ca[%sulized

MAC BSfoffita phgdicalTagertackEtnat isE packet OF a2 pRysicai Tayer —ahd - ° 1

Layefheqveledl Iayerpackelfram an, appafatiser Ansiting Ihe-Alvsiqal s eq
ayer packet is received in the active mode or in the passive mode,

to #ierein thernpaxisaum leagth:of thedit« packetls limited sgas:te=be of a
smaller than or equal to a length that is determined on the basis of the

phys iraximuirelength ofbtheé pHysical Iyer pasket aktl e nigddmiain ndmpsr an

of MAC packets that can be transmitted continuously from the MAC lay
aPPAFAHET | EJyer withSat nakitg a?'@?por‘i?e‘.’smaf f{ayer packet

received in the active mode or in the passive mode, wherein

er .
s

the maximum length of the LLC packet Is limited so as to be
smaller than or egual to a length that 1s determined on the
basis of the maximum length of the physical layer packet and
the maximum number of MAC packets that can be transmitted
continuously from the MAC layer to the LLC layer without
making a response.

[0014]

In a sixth aspect of the invention, there is provided a
program that 1is executed by a computer for controlling a
communication apparatus for performing communicatiocn in one
of communication modes of an active mode, which 1s a
communication mode in which each of a plurality of
apparatuses for transmitting and receiving data outputs an
electromagnetic wave, modulates the electromagnetic wave,
and thereby transmits data; and a passive mode, which 1s a
commurniication mode in which one apparatus ameng a plurality
of apparatuses outputs an electromagnetic wave, modulates
the electromagnetic wave, and thereby transmits data, and
the other apparatuses among the plurality of apparatuses

transmlit data by load-modulating the electromagnetic wave



[0014] in a sixth aspect of the invention, there is provided a program that
is executed by a computer for contgglling a communication apparatus for
performing communication in one of communication modes of an active
mode, which is a communication mode in which each of a plurality of
apparatuses for transmitting and receiving data outputs an

CUTPRlectfomaghiétic {abe, fddufdtes e eletfontignéticvave &id thetdoy =
cont HapSTRLs gatgsand.a passlygmads, which Is g.compuinicafion Mode I e
which one apparatus among a plurality of apparatuses outputs an
that elegctramagoetic waveamodulates.dhe electromagnetie wave) and fhereby a
transmits data, and the other apparatuses among the plurality of
dataappardtuses yeansmit data by foad-ridelelating thiecdlectroiraghene waveon)
he one apparatus, the program comprising: a control ste

9a output b X .
reTe LPREAOTHAL boritio bR AL LC prdh (il EA R GESFart LEE 15
a palkegical link,coniroh) layerof.a gdata, link l@%%rtqfc?ir} OB (Qpen, Bystem 4.+

interconnection) reference model is capsulized to form an MAC packet
linkthatise a,packet offan MAC:(Media AceessiContral) layer otthedata Hinkcal
layer, the MAC packet is capsulized to form a physical layer packet that is
layey paeketot aiphysicaklayerrandfife physicaPlayet packet#onian and the
apparatus for transmitting.the physical layer packet is received in the
ohy s In 6 or A7 IRE passha nies dReHE e padmGR TGNGIH aF e T2

physlilcgl layer packet is received in the active mode or in
the passive mode, wherein the maximum length of the LLC
packet is limited so as to be smaller than or egqual to a
length that is determined on the basis of the maximum length
of the physical layer packet and the maximum number of MAC
packets that can be transmitted continuocusly from the MAC

layer to the LLC layer without making a response.



packet is limited so as to be smaller than or equal to a length that is

determined on the basis of the maximum length of the physical layer

packet and the maximum number of MAC packets that can be transmitted

continuously from the MAC layer to the LLC layer without making a

response. 10 [0015] In example embodiments, in a first communication

aéBDQPa?&s a first communication method, and a first program, an LLC
packetwhichiis a packef of.anLL.C layey of a datalink layergfan@Ske s on
reference model, is 11 capsulized to form an MAC packet, which is a

appapaeket,of as MAC rlayer ofdthedatabink layer. skercthetmoreathe MAC first
packet is capsulized to form a physical layer packet, which is a packet of

progaghysital layer. iHekcthe physidal idyet paeketds tansiiittedn agyer of

ctive. mode or in a passive. mode. In this case, the.maximum length of

¢ da%ae I}gkpaf:%fe is If?n%ft‘eadq séj %158 {0 be Smaller trﬁ%%eolr ’eqb%l to a length that
is determined on the basis of the maximum length of the physical layer
packet and the maximum number of MAC packets that can be transmitted
continuously from the MAC layer to the LLC layer without making a
response. [0016] In a second communication apparatus, a second
communication method, and a second program, an LLC packet,



which is a packet of an LLC layer of a data link layer of an OSI reference

model, is capsulized to form an MAC packet, which is a packet of an

MAC layer of the data link layer. The MAC packet is capsulized to form a

physical layer packet, which is a packet of a physical layer. The physical

layer packet from an apparatus far transmitting the physical layer packet
2051 et Slved n BAALITE Moe BFN'E PASEE MbE: I (HIE Cage, (b = M

layep%mﬂ%leﬂg%owlﬂﬁ LLC packet islimited s as:10 he, smaller thapesr is
equal to a length that is determined on the basis of the maximum length
capsof thesphysical tayer 4 2ppacketaindithe smaximorenumber obMAE & packet
packets that can be transmitted from the MAC layer to the LLC layer )
of  &yithbutSraking adEsFonse Rdvantagés [PDITL ff exanfpler packet 1s
embodiments, it is possible to use, for example, near field communicagion ,_ .
ran iy NECT A oy tha Ik T VArUs proes of ek prder - Frs

caselayersof an.Qgleference.model - BrefRDescription. of the Drawingsd so as

0018] Fig. 1 shows an example of the configuration of an embodiment of

to ba cemmleicatior: systemetguaiich thexpresentlinvention issapplietl: Figied on
illustrates a passive mode.

the basis of the maximum length of the physical layer packet

and the maximum number of MAC packets that can be transmitted

continuously from the MAC layer to the LLC layer without

making a response.

[COl6]

In a second communication apparatus, a second
communication method, and a second program, an LLC packet,
which is a packet of an LLC layer of a data link layer of an
03I reference model, is capsulized to form an MAC packet,
which is a packet of an MAC layer of the data link layer. The
MAC packet 1s capsulized to form a physical layer packet,
which 1is a packet of a physical layer. The physical layer
packet from an apparatus for transmitting the physical layer
packet is received in an active mode or in a passive mode. In
this case, the maximum length of the LLC packet is limited so

as to be smaller than or equal to a length that is determined

on the basis of the maximum length of the physical laver



Fig. 3 illustrates an active mode. Ei . 4 is a block diagram showing an
example of the configuration of an‘NFC communication apparatus 1. Fig.
5 is a timing chart illustrating an initial RFCA process. Fig. 6 is a timing
chart illustrating an active RFCA process. Fig. 7 illustrates an SDD
packd¥ocess. Fig.8 shows.alist of:gommands andregpensessFigh9is acan ke
flowchart illustrating the outline of a - 13 communication process in
t ransctohceswith NECHP-MAFIg. LBy B a flowchareillustratinggifegessingout
. performed in a passive mode. Fig. 11 is a flowchart illustrating processing
mak1d RrhBa5H i %ctive mode. Fig. 12 shows an OSI reference model. Fig.

Adv al;ngastho s the format (structure) of an MAC packet and a physical layer
packet. Fig. 14 shows the format of PFB information. Fig. 15 shows the
farmat of PFB information. Fig. 16 is an illustration of processing of an
MAC layer in an initiator and a target. Fig. 17 shows the format of an IF
patket XRP 18 shows thetforhat of ah LEG paeRete IRéferehee Nimeralsor

example, near field communication employing NFCIP-1 or the
like from various protocols of higher-order layers of an 08I
reference model.

Brief Description of the Drawings

0018}

Fig. 1 shows an example of the configuration of an
embodiment of a communication system to which the present
invention 1s applied.

Fig. 2 illustrates a passive mode.

Fig. 3 illustrates an active mode.

Fig. 4 1s a block diagram showing an example of the
configuration of an NFC communication apparatus 1.

Fig. 5 is a timing chart illustrating an initial RFCA
process.

Fig. 6 1s a timing chart illustrating an active RECA
process.

Fig. 7 illustrates an SDD process.

Fig. 8 shows a list of commands and responses.

Fig. 9 is a flowchart illustrating the outline of a



[0019] 1 to 3 NFC communication apparatus, 11 antenna, 1.2 receiver,
13 demodulator, 14 decoder, 15 data processor, 16 encoder, 17 selector,
18 electromagnetic wave output section, 19 modulator, 20 load
modulator, 21 controller, 21A CPU, 21B EEPROM, 22 power-supply unit
Best Mode for Carrying Out the Invention [0020] Embodiments of the
present invention will be described below with reference to the drawings.
- 14 - [0021] Fig. 1 shows an example of the configuration of an
embodiment of a communication system (the system designates a logical
assembly of a plurality of devices, and it does not matter whether each
device is in the same housing) to which the present invention is applied.

conmpgs} HaMg PE ARE TEMRUMESTH ey e EBndtRGtEB by three NFC
communigation %p%&%‘&“é%éa 21%59& F%?Q% ??&H@%&Wmunicaﬁon
% ed to aple or per

app fatises T 6 3'i design e cap orming hear field
per £6@mMBHNIcAtIONNES (Neatokield Communication)) by electromagnetic

induction using a carrier wave of a single frequency with other NFC
cBmmuditation apgdratusesr f0023Justrating processing
performed in an active mode.

Fig. 12 shows an 0SI reference model.

Fig. 13 shows the format (structure) of an MAC packet
and a physical layer packet.

Fig. 14 shows the format of PFB information.

Fig. 15 shows the format of PFB information.

Fig. 16 is an illustration of processing of an MAC
layer in an initiator and a target.

Fig. 17 shows the format of an IP packet.

Fig. 18 shows the format of an LLC packet.

Reference Numerals

[0019]

1 to 3 NFC communication apparatus, 11 antenna, 12
receliver, 13 demodulator, 14 decoder, 15 data processor,
16 encoder, 17 selector, 18 electromagnetic wave output
section, 19 modulator, 20 load modulator, 21 controller,
21A CPU, 21B EEPROM, 22 powermsupply unit
Best Mode for Carrying Out the Invention

(0020]

Embodiments of the present invention will be described

below with reference to the drawings.



At this point, examples of a frequency of a carrier wave used by the NFC
communication apparatuses 1 to 3 include 13.56 MHz of an ISM
(Industrial Scientific Medical) band. [0024] The phrase near field
communication means communication that becomes possible when the
distance between apparatuses that perform communication becomes
within several 10 cm, and also includes communication performed with
(the housings of) apparatuses that perform communication being brought
into - 15 - contact with each other. [0025] The communication system of
Fig. 1 can be adopted as an IC card system in which one or more of the
NFC communication apparatuses 1 to 3 can be made to be a
rd&dd&tMriter and the other one or more can be made to be an IC card.

0, each_of the NFC icatj par es 1 to 3 can be adopted
o T A B e G F A
embo(RersaralGompulen a:nebite BRORE: A aulist watchs pspen andstherikee s
That is, the NFC communication apparatuses 1 to 3 are apparatuses that
a lopgéder aeaefigld commenipdtiorrand are Aotlawited: to arh@ catd,dwes

~reader/writer, and the like of the IC card system. [0026] The NFC
not Eahiruhicdtioh MppafatiBes't s afe cAPatifdf Same housing) to

which the present invention is applied.
- [0022]

In Fig. 1, the commpunication system is constituted by
three NFC communication apparatuses 1, 2, and 3. Bach of
the NFC communication apparatuses 1 to 3 is designed to be
capable of performing near field communication {NFC (Near
Field Communication)) by electromagnetic induction using a
carrier wave of a single frequency with other NFC
communication apparatuses.

(00237

At this peint, examples of a frequency of a carrier
wave used by the NFC communication apparatuses 1 to 2
include 13.56 MHz of an ISM (Industrial Scientific Medical)
band.

[0024]

The phrase near field communication means communication
that becomes possible when the distance between apparatuses
that perferm communication becomes within several 10 cn, and
also includes communication performed with {the housings of)

apparatuses that perform communication being brought into



performing communication in two communication modes. Examples of
the two communication modes include a passive mode and an active
mode. For example, communication between the NFC communication
apparatuses 1 and 2 among the NFC communication apparatuses 1 to 3
will now be considered. In the passive mode, similarly to the
~above-described IC card system of the related art, for example, the NFC
communication apparatus 1, which,is one of the NFC communication
apparatuses 1 and 2, modulates (a carrier wave corresponding to) an
electromagnetic wave generated by - 16 itself and thereby transmits data
to the NFC communication apparatus 2 that is the other NFC
cont aGmidditafish pﬁatfﬁ%?urs; and the NFC communication apparatus 2
I({@%—ﬁ@gdulates (a carrier wave corresponding to) the electromagnetic
wave generated by the NFC communication apparatus 1 and thereby
tRositaeaia e dha NfrCsgameuniction @pparatusl b{00R2¥dr@rdhes an
other hand, in the active mode, each of the NFC communication
IC capPafsfisesn baddrhebulates @icdifecwave Eofrelbondifgivydrat ton
electromagnetic wave generated [tself and thereby tragnsmits data.
P02 004 R e Boirt o e T comianation Sy Shd the
ot he £lesiomagngtic inductiopds tosbe peroraed, AnRPRaLatYs that startseach

communication by outputting an electromagnetic
of the NFC communication apparatuses 1 to 3 can be adopted
as a communication system of a PDA (Perscnal Digital
Assistant), a PC (Personal Computer!, a mobile phone, a
wrist watch, a pen, and the like. That is, the NFC
communication apparatuses 1 to 3 are apparatuses that
perform near field communication and are not limited to an
. IC card, a reader/writer, and the like of the IC card system.

0026}

The NFC communication apparatuses 1 to 3 are capable of
performing communication in two communication modes.
Examples of the two communication modes inciude a passive
mode and an active mode. For example, communication between
the NFC communication apparatuses 1 and 2 among the NFC
.cbmmunication_apparatuses 1 to 3 will now be considered. 1In
the passive mode, similarly to the above-described IC card
system of the related art, for example, the NFC
communication apparatus 1, which is one of the NFC

communication apparatuses 1 and 2, modulates {(a carrier wave

corresponding to) an electromagnetic wave generated by



wave first, that is, an apparatus that, so to speak, takes the initiative of
communication, will be referred to as an initiator. Near field
communication is performed in such a manner that the initiator transmits
a command to a communication party thereof, and the communication
party sends back a response to the command. The communication party
that sends back a response to the command from the initiator will be
referred to as a target. [0029] For ej@mple, it is assumed that the NFC
communication - 17 apparatus 1 starts to output an electromagnetic wave
and starts communicating with the NFC communication apparatus 2. As

. hown in Figs. 2 and 3, the NEC communijcation apparatus 1 becomes an
oS Bt ad B REC CHURICAOR sPparatid's Decorel s thier ) o

appdP330% 18 the passive mode, @g showrdn Fign?, the NEG pomypypicatian
apparatus 1 that is an initiator continues to output an electromagnetic

and wave.Nie Nbfreommanication appasatus 12modulatesoifielates (a
electromagnetic wave output by itself, and thereby transmits data to the

carNEC comtAuficaliePRappatatds ©that i3 Rtgat Al ieeNEC wave

gen SOTIUNCON Appatatus 2 load: modulates the electomagnetic e
cﬁﬁb&t by¥h§%ﬁ—'§\P¢%ommumcarﬁon apparatu?lﬁﬁat iSan w?ﬁla or-and "
tra&gﬁ%%ytgﬂ%%mg%d%ﬁéoﬁytNggﬂHHH§EQg§@9napparatus 1.

(00271 |

On the other hand, in the active mode, each of the NFC
communication apparatuses 1 and. 2 modulates (a carrier wave
corresponding to} an electromagnetic wave generated by
itself and thereby transmits data.

[0028]

At this point, when near field communication employing
electromagnetic induction is to be performed, an apparatus
that starts communication by outputting an electromagnetic
wave first, that is, an apparatus that, so to speak, takes
the initiative of communication, will be referred to as an
initiator. Near field communication is performed in such a
manner that the initiator transmits a command to a
communication party thereof, and the communication party
sends back a response to the command. The communication
party that sends back a response to the command from the
initiator will be referred to as a targetf

[0029]

For example, it is assumed that the NFC Communication



apparatus 1. [00311 On the other hand, as shown in Fig. 3, in the active
mode, when the NFC communication apparatus 1, which is an initiator,
transmits data, the NFC communication apparatus 1 starts to output an
electromagnetic wave, modulates the electromagnetic wave, and thereby
transmits data to the NFC communication apparatus 2 that is a target.
Then, after the transmission of data is completed, the NFC
communication apparatus 1 stops outputting the electromagnetic wave.
Also, - 18 when the NFC communication apparatus 2, which is a target,
transmits data, the NFC communication apparatus 2 starts to output an
electromagnetic wave, and modulates the electromagnetic wave, and

APPAFRT&Y trandiffts BatPotERFC AbriimtinicAtidh abparatus’?, Whith s a
star%%g%bﬁﬂﬁﬂi%%%iﬁga%@%ﬂ“%ﬁ@“&ﬁ@agaﬁﬁﬁﬁm®§%¥%H“aB gratus 2.

communication apparatus 2 stops outputting the electromagnetic wave.
as si993R] hFigi stheccemmunicating systentiseonstiittad by thigeaNE€us 1
communication apparatuses 1 to 3. However, the number of NFC
becogeraminicatibh iapparatuses cohstithifity trRIEsMETHicaIbNSYBRAT Is¥ot<
limited to 3, and may be 2 or 4 or more. Furthermore, the communication
becoginerm danfifitlude, in addition to an NFC communication apparatus, for
e)f%lﬁlglﬁ an IC card, a reader/writer, and the like constituting an IC

In the passive mode, as shown in Fig. 2, the NIC
communication apparatus 1 that is an initiator continues to
cutput an electromagnetic wave. The NFC communication
apparatus 1 modulates the electromagnetic wave output by
itself, and thereby transmits data to the NFC communication
apparatus 2 that is a target. Also, the NFC communication
apparatus 2 load-modulates the electromagnetic wave output
by the NFC communication apparatus 1 that is an initiator
and thereby transmits data to the NFC communication
apparatus 1.

[0031]

On the other hand, as shown in Fig. 3, in the active
mode; when the NFC communication appératus 1, which is an
initiator, transmifts data, the NFC communication apparatus 1
starts to output an electromagnetic wave, modulates the
electromagnetic wave, and thereby transmits data to the NIC
communication apparatus 2 that is a target. Then, afteéer the
transmission of data is completed, the NFC communication

apparatus 1 stops outputting the electromagnetic wave. Also,



card system of the related art. [0033] Next, Fig. 4 shows an example of
the configuration of the NFC communication apparatus 1 of Fig. 1. The
other NFC communication apparatuses 2 and 3 of Fig. 1 are configured
similarly to the NFC communication apparatus 1 of Fig. 4, and
accordingly, a description thereof is omitted. [0034] An antenna 1]. is
configured to include a coil. of a closed loop, and outputs an
electromagnetic wave as a result - of electrical current flowing through
the coil being changed. Furthermore, as a result of magnetic fluxes
passing through the coil as the antenna 11 being changed electrical

current flows throvcgh the antenna 11. %035) A re % r 12 receives
when ofhifrichl curreRTBWiRgG “thrdLgHPIRR &S na 11, Perotms TuRing HrF -

trangﬁ@@o@iaaél{j OURUTY W'Q%ﬁ&@‘&%ﬂ%ﬂéryﬂ%ge@%‘:‘@@ 13,

demodulates the signal supplied from the receiver 12 and supplies the
outpdemedulaied sighakipa decoderdd, Theddecotler dd-decodes, for
example, a Manchester code or the like as a signal supplied from the
elecHarpdtResrirs, whde supplibstdeta Obtaited by tHe gecbting tova daga NEC

rocessar 15. [003 . .
commBnlcagion aE ar;tus 2, which is a target. Then, after

the transmission of data is completed, the NFC communicatiocn
apparatus 2 stops outputting the electromagnetic wave.

[0032]

In Fig. 1, the communication system is constituted by
three NFC communication apparatuses 1 to 3. However, the
number of NFC communication apparatuses constituting the
communication system is not limited to 3, and may be 2 or 4
or more. Furthermore, the communication system can include,
in addition to an NFC communication apparatus, for example,
an IC caid, a reader/writer, and the like constituting an IC
card system of the reiated art.

- [0033]

Next, Fig. 4 shows an example of the configuration of
the NFC communication apparatus 1 of Fig. 1. The other NFC
communication apparatuses 2.and 3 of Fig. 1 are configured
similarly to the NFC communication apparatus 1 of Fig. 4,
and accordingly, a description therecof is omitted.

[0034] |

An antenna 11 is configured to include a coil of a

closed loop, and outputs an electromagnetic wave as a result



The data processor 15 performs predetermined processing based on the
data supplied from the decoder 14. Also, the data processor 15 supplies
an encoder 16 with data to be transmitted to another apparatus. [0037)
The encoder 16 encodes the data supplied from the data processor 15
into, for example, a Manchester code, and supplies the code to a selector
17. The selector 17 selects either a modulator 19 or a load modulator 20,
and outputs the signal supplied from the encoder 16 to the selected unit.
20 - [0038] At this point, under the tdnfrol of a controller 21, the selector
17 selects the modulator 19 or the load modulator 20. The controller 21.
controls the selector 17 to select the load modulator 20 when the

of edemhtiiication mede s hlsussive hbdeant thé NFeddmpfthicatishanged.
Furtﬁ]pparatus lisa tag%eéhﬁxtsoéyhgn the gcommuynication mode is ap,active

lode”6r wheii the tommunication mode’is a pa%}s{;ﬁ/% Mh6d& and the Wh
the EYPMUNCALoD appatatys 1 is aninifiaten, theeontralles 2 rsenfiols the ent

selector 17 to select the modulator 19. Accordingly, the signal output by
flowtheréncodegh 16hs suppliech 4o e load modulator 20 through the selector

17 when the communication mode is a passive mode and the NFC

céRftiirication apparatus 1 is a target, and is supplied to the modulator

13tg%%ggéggS?Emggég;ggghg&g%(¥&cal current flowing
through the antenna 11, performs tuning and detecticn, and
outputs a signal to a demodulator 13. The demodulator 13
demodulates the signal supplied from the receiver 1Z and
supplies the demodulated signal to a decoder 14. The
decoder 14 decodes, for example, a Manchester code or the
like as a signal supplied from the demodulator 13, and
supplies data obtained by the decoding to a data processor
15.

[0036]

The data processor 15 performs predetermined processing
based on the data supplied from the decoder 14. Also, the
data processor 15 supplies an enccder 1€ with data to be
transmitted to another apparatus.

(00371 |

The encoder 16 encodes the data sapplied from the data
processor 15 into, for exémple,-a Manchester code, and
supplies the code to a selector 17. The selector 17 selects

either a modulator 19 or a load modulator 20, and outputs

.the signal supplied from the encoder 16 to the selected unit.



[0039] An electromagnetic wave output section 18 supplies the antenna
11 with electric current for allowing the antenna 11 to radiate
(electromagnetic waves of) a carrier wave having a predetermined single
frequency. In accordance with the signal supplied from the selector 17,
the modulator 19 modulates the carrier wave as the electric current
supplied to the antenna 11 by the electromagnetic wave output section
18. This allows the antenna 11 to r% jate carrier-modulated
electromagnetic waves in accordancte with data output to the - 21 -
encoder. 16 by the data processor 1.5. [0040] The load modulator 20
changes, in accordance with the signal supplied from the selector 17, an
inﬁBQg}%ce obtained when the coil. as the antenna 11 is externally

‘opserved. When,an RF figld (WQ”SS%Q%‘glisof]?r%‘e%c?{r‘%%dﬂf& 21,

antenna 11 as a result of another apparatus outputting electromagnetic

the WaVe%:as A CATreyaNave; she Hapedancea ebtained whepribe col @s the
antenna 11 is observed, changes, whereby the RF field around the

modudatenna 419 .alsd lehanges. tfhid erodulates (lbad-hsodutateskiecdarrer. 7 to
wave as the electromagnetic waves output by the other apparatus in

selegledrltgndeith B AESUpDlled B e sclettB I, S ahd Hanshile, &
a pa?&tggﬁto teﬁg%gﬁ%é ;ﬁﬁ\)&@%@”%H}Snﬁhefé@m%%fﬂeQ%eé"a%}@%u@eldaf% a
target. Also, when the communication mode is an active mode
or when the communication mode is a passive mode and the NFC
communication apparatus 1 is an initiator, the contrcller 21
controls the selector 17 to select the modulator 19.
Accordingly, the signal output by the encoder 16 is supplied
to the load modulator 2Z0 through the selector 17 when the
communication mode is a eassive mode and the NEC
communication apparatus 1 is a target, and is supplied to
the modulator 19 through the selector 17 in other cases.

{0039]

An electromagnetic wave output section 18 supplies the
‘antenna 11 with electric current‘for allowing the antenna 11
to radiate {electromagnetic waves of) a carrier wave having
a predetermined single freguency. In accordance with the
signal supplied from the selector 17, the modulator 19
modulates the carrier wave as the electric current supplied
to the antenna 11 by the electromagnetic wave output section
18. This allows the antenna 11 to radiate carrier-modulated

electromagnetic waves in accordance with data output to the



the data processor 15. [0041] At this point, for example, amplitude shift
keying (ASK) can be employed as a modulation method in the modulator
19 and the load modulator 20. However, the modulation method in the
modulator. 19 and the load modulator 20 is not limited to ASK, and PSK
(Phase Shift Keying), QAM (Quadrature Amplitude Modulation), etc., can
be employed. The modulation factor of the amplitude is not limited to
numerical values, such as 8% to %%0 0, 50%, and 100%, and a - 22 -
suitable value may be selected. [0042) The controller 21 controls blocks
constituting the NFC communication apparatus 1. That is, the controller

21is constitutEd bé, for exam%e, a CPU_(Central Processing Unit) 21A,
encodarr B8R tERCHRAfly BhT ErassHle Programmable Read Only

I\ﬂg@@ ) 218, a RAM (Random Access Memory) (not shown), and

others. The CPU 21A executes a program stored in the EEPROM 21B.

A a resuit] cantialiefthiacksicaristituiing the INECeeraannicationh the

apparatus 1 and other various kinds of processing are performed. The
signEEPREM2ER hEE Storelthéirt @-progtam t6 belexeetitsy tHetepued

. 21A and data that is_necessar W?hnthe CPU 21A operates. [0043) A
thnS%ﬁSS%Pb? tg nte%ﬁ%y iaéﬁL?fﬁ&ﬁ?alf& o) 5e&veg.

I’OC%%SGS erforme
When an RF field (magnetic field) is formed arcund the
antenna 11 as a result of another apparatus ouiputting
electromagnetic waves as a carrier wave, the impedance,
obtained when the coll as the antenna 11 is observed,
changes, whereby the RF field around the antenna- 11 alsc
changes. This modulates (load—modulétes) the carrier wave
as the electromagnetic waves output by the other épparatus
in accordance with the signal supplied from the selector 17,
and transmits, to the other apparatus ocutputting the
elecfromagnetic waves, the data output to the encoder 16 by
the data processor 15,

[G041]

At this point, for example, amplitude shift keying
(ASK) can be empleyed as a modulation method in the
modulater 19 and the load modulator 20. However, the
modulation method in the modulator 19 and the load modulator
20 is not limited to ASK, and PSK (Phase Shift Keying), QAM
(Quadrature Amplitude Modulation), etc., can be employed.
The modulation factor of the amplitude is not limited to

numerical wvalues, such as 8% to 30%, 50%, and 100%, and a



executing a program can be performed in such a way that dedicated
hardware is provided in place of the CPU 21A and the dedicated
hardware performs the processes. In addition to being installed into the
EEPROM 21B in advance, a program to be executed by the CPU 21A
can be temporarily or permanently stored (recorded) in a removable
recording medium, such as a flexible disk, a CD-ROM (Compact Disc
Read Only Memory), an MO (Magneto Optical.) disk, a DVD (Digital
Versatile Disc), a magnetic disk,—or%lzsémiconductor memory, and can be
provided as so-called packaged software. - 23 Furthermore, the program
__can be transmitted to the NFC communication apparatus 1 by near field

sultadphunicaiidn@ihd B&n pelifstafst into the EEPROM 21B. [0044] A
p?ewlgr-%lljpply unit 22 supplies necessary power to the blocks constituting
th % communication apparatus 1. In Fig. 4, representation of lines

shewingdhatthescontrpllet- 21 canrolsthehlacks constituting the NEC nrc

communication apparatus 1, and representation of lines showing that the
commpowersupply snit 22:zsupplids powerto the NEGeommmunicdtionr 21 is

apparatus 1 complicate Fig. 4. Accordingly, the representations are _
COHS%H%?%@mw%rrsu%bmﬁz ﬁ]éiﬁ%a\ﬁéfﬁr%ﬁ?&at%aqﬁ%m By Unit)

2an SR T CEIPENEL (0 SECPICR S AR AP LOAT. ccnc
Only Memory} Z21B, a RAM (Random Access Memory) {(not shown),
and others. The CPU Z21A executes a program stored in the
EEPROM 21B. As a result, control of blocks constituting the
NFC communication apparatus 1 and other varicus kinds of
processing are performed. The EEPROM 21B has stored therein
a program to be executed by the CPU 21A and data that is
necesséry when the CPU 21A operates.

[0043])

A series of processes pérformed by the CPU 21A by
executing a program can be performed in such a way that
dedicated hardware is provided in place of the CPU 21A and
the dedicated hardware performs the processes. In addition
to being installed into the EEPROM 21B in advance, a program
to be executed by the CPU 21A can be temporarily or
permanently stored (recorded) in a removable recording
.medium, such as a flexible disk, a CD-ROM (Compact Disc Read.
Only Memory), an MO (Magneto Optical} disk, a DVD (Digital
Versatile_@isc), a magnetic disk, or a semiconductor memory,

and can be provided as so-called packaged software.



battery. However, in the latter case, the NFC communication apparatus 1
operates as only the target in the passive mode. [0045] Although, in the
above case, the decoder 14 and the encoder 16 can process the
Manchester code, the decoder 14 and the encoder 16 can selectively
process not only the Manchester code, but also one of plural types of
codes such as modified Miller code and NRZ (Non Return to Zero) code.
[0046] Next, all the NFC communication apparatuses 1 to 3 can - 24
become initiators that output an éle%%ro“rhagnetic wave first and starts
communication. Furthermore, in the active mode, in both cases in which
the NFC communication apparatuses 1 to 3 are initiators or targets, they

FurtGapuean elddiomdgietié ave by thehies! {6647] theréford! vhen

comnYIPOLIOLE OLe NEE communicgion. appasauses. .o, 5 outaut

T d
ectromagneti aves at the same time in a state CI)I’]im-V[\LlleIII10}1% ejl\?ll—:lcan

can GRMAWRICALIORAPPAtatuses:1rigrRhare mBLoXimity with one another,
collisions occur, and communication cannot be performed. [0048]

Théfetdre, each of the NFC communication apparatuses 1 to 3 detects

whether or not (an RF field bg) an electromagnetic wave from other
aﬁpﬁ%ﬁﬁﬁ%ﬁ%&ﬁ%ﬁaﬁwit 2 supplies necessary power to the

blocks constituting the NFC communication apparatus 1. In
Fig. 4, representation of lines shdwing that the controller
21 controls the blocks constituting the NFC communication
apparatus 1, and representation of lines showing that the
power—-supply unit 22 supplies power to the NFC communication
apparatus 1 complicate Fig. 4. Accordingly, the
representations are omitted. The power-supply unit 22 nmay
have incorporated therein a battery, or may obtain power
that becomes a power source from the electrical current
flowing through the antenna 11 without incorporating a
battery. However, in the latter case, the NFC communication
apparatus 1 operates as only the target in the passive mode.

[0045]

Although, in the above case, the decoder 14 and the
-encoder 16 can process the Manchester code, the decoder 14
‘and the encoder 16 can selectively process not only the
Manchester code, but alsc one of plural types of codes such
- as modified Miller code-and NRZ (Non Return to Zero) code.
[0046]

Next, all the NFC communication apparatuses 1 to 3 can



when the electromagnetic wave does not exist, the NFC communication
apparatus starts to output an electromagnetic wave, thereby preventing
collisions. Here, processing in which whether or not an electromagnetic
wave from other apparatuses exist is detected and only when it does not
exist, the output of an electromagnetic wave is started is called an RFCA
(RF Collision Avoidance) process from the purpose of preventing
collisions. [0049] There are two types of RFCA process: an initial RFCA -
25 process that is performed first By the NFC communication
apparatuses (in Fig. 1, one or more of the NFC communication

apparatuses 1 to 3) that are going to become initiators: and a response
becorpeChhglotass ivatis pbriGHhed badh tifecar KPR Eofinmivateh Tirst

ana 3RBAIBLIS stalts fo oulout ah electigmagnetic, waye AING. oy 4o mode,
communication 1n the active mode. € initial RF process an e

in bERORSE BECA Piecess aredhe samedinthat befarsrihe Qytnui ofars 1
electromagnetic wave is started, whether or not an electromagnetic wave

to Sfremeother apparatuses existsis detedtée yvanelidmy: wieen it does not
exist, the output of the electromagnetic wave is started. However,

elefdifBantRs HntiPRECAYhrobE8E S fife response RFCA process, a
tig]ggqﬂ'hod until a timing at which the output of an electromagnetic wave
needs to be started after the presence of the electromagnetic wave

ogtput By dhe oth@len two or more of the NFC communication
apparatuses 1 to 3 ocutput electromagnetic waves at the same
time in a state in which the NFC communication apparatuses 1
to 3 are in proximity with one another, collisions occur,
and communication cannct be performed.

[0048]

Therefore, each of the NFC communication apparatuses 1
to 3 detects whether or not (an RF field by) an
electromagnetic wave from other apparatuses exists. Only
when the electromagnetic wave does not exist, the NEC
communication apparatus starts to output an electromagnetic
wave, thereby preventing collisions. Here, processing in
which whether or not an electromagnetic wave from other
apparatuses exist is detected and only when it does not
exist, the output of an electromagnetic wave is started is
called an RFCA (RF Collision Avoidance) process from the
purpose of preventing collisions.

[0049]

There are two types of RFCA process: an initial RFCA



apparatuses is no longer detected differs. [0050] The initial RFCA
process will be described first with reference to Fig. 5. [0051] Fig. 5
shows an electromagnetic wave whose output is started by the initial
RFCA process. In Fig. 5 (the same applies to Fig. 6 described later), the
horizontal axis indicates time, and the vertical axis indicates the level of
an electromagnetic wave output by the NFC communication - 26 -
apparatus. [0052] The NFC commuyaication apparatus that is going to be
an initiator always detects an electromagnetic wave from another
apparatus. When an electromagnetic wave from another apparatus is not

detected continuously for aitjm , eio%Tl +n RFW, the.NFC.
procgg e e Y e R ok B R oy

appasiaisdransmissien Send Reguest) of data dpcludingg-eommand altighkaon
time period TIRFG has passed after the output. [0053] At this point, TIDT

appairathedime petied TIDT Hat x TRFWds. realled andnitiakdelay tifetperiod. and
When the frequency of the carrier wave is denoted as f,, a value greater
a refiRpnfot BXAMplR2056/fc, 18 BSed theréfor 1 18%4h téder lofifer an NEC

communication apparatus starts to output an electromagnetic
wave during communication in the active mode. The initial
RFCA‘process and the respense RFCA process are the same in
that, before the output of an electromagnetic wave is
started, whether or not an elecitromagnetic wave from other
apparatuses exists is detected, and only when it does not
exist, the output of the electromagnetic wave is started.
However, between the initial RFCA process and the response
RFCA process, a time period until a timing at which the
output of an electromagnetic wave needs to be started after
the presence of the electromagnetic wave output by the other
apparatuses is no longer detected differs.

[0050]

The initial RFCA process will be described first with
reference toc Fig. 5.

{00511

Fig. 5 shows an eiectromagnétic wave whose output is
started by the initial RFCA process. In Fig. 5 {the same
applies to Fig. € described later), the horizontal axis
indicates time, and the vertical axis indicates the level of

an electromagnetic wave output by the NFC communication



example, of 0 to 3, and is generated using a random number. TRFW is
called an RF waiting time and, for example, 512/fe is used. The time
TIRFG is called an initial guard time and, for example, a value greater
than 5 ms is used. [0054] By using n, which is a random number, for the
time period TIDT + n x TRFW during which an electromagnetic wave
should not be detected, the possibility that a plurality of NFC
communication apparatuses start t gugput an electromagnetic wave at
the same timing is reduced. - 27 - [% 55] When the NFC communication
apparatus starts to output an electromagnetic wave by the initial RFCA
process, the NFC communication apparatus becomes an initiator. In that
apPPaggddiqyhen the active mode is set as a communication mode, the NFC
c Wcation apparatus that has become an initiator stops outputting
the electromagnetic wave after the transmission of the data of the NFC

communicatiomanpal atusis completed @n thesatheshand whathee an
passive mode is set as a communication mode, the NFC communication
-initagparatusltiatbasiUeeohfe &R iMtla6E CORURSTAS 18 the butput of

the electromagnetic wave started by the initial RFCA process _until the
anot B A0 dth TGt bor Sk B 05 e RER:, FIB shows

anotﬂéE“%%BQ¥EW@QC¥€”ﬁﬂ¥h@¥%QWPHB continuously for a time

Vperiod Tipr + 1 % Trrw, the NFC communication apparatus starts
to output an electromagnetic wave and starts transmission
{(Send Request) of data (including a command) after a time
pericd Tizpg has passed after the output.

{0053]

At this point, Tipr in the time period Tipr + n X Tepe is
called an initial delay time period. When the frequency of
the carrier wave is denoted as f., a value greater than, for
example, 4096/f., is used therefor. n is an integer of, for
example, of 0 to 3, and is generated using a random number.
Terw 158 called an RF waiting time and, for example, 512/f. is
used. The time Tigeg is called an initial guard time and,
for example, a value greater than 5 ms is used.

[0054]

By using n, which is a random number, for the time
‘period Tipr + n X Tgey during which an electromagnetic wave
should not be detected, the possibility that a plurality of
NFC communication apparatuses start to output an

electromagnetic wave at the same timing is reduced.



is started by a response RFCA process. [0057] The NFC communication
apparatus that is going to output an electromagnetic wave in the active
mode detects an electromagnetic wave from another apparatus. When an
electromagnetic wave from the other apparatus is not detected
continuously for a time period TADT + n x TRFW, the NFC
communication apparatus starts to output an electromagnetic wave, and
starts the transmission (Send Responses) of data after an elapse of a
time TARFG from the - 28 - output. [0058] n and TRFW in the time period
TADT + n x TRFW are the same as those in the case of the initial RFCA
process of Fig. 5. TADT in the time period TADT + n x TRFW is called an
5JJIeIay time, and a value of, for example, greater than or equal to

&
@%%’ and smatler.than Oriecqéj9£§n2%%9£$r§t%s§ds cHigime T %‘?{Eﬁ&%

cogm.un
an active guard time, and a valu or example, greater

an e1X024/10nisqsed: 00R9) A% is alear fiom {Hgs) Sranth6 Jpordeysto star tayrc
output an electromagnetic wave by the initial RFCA process, an

commugléctedmagneticpwanve: sisolld morexistduringidtiedstthe initiakdelay daves
TIDT, and in order to start to output an electromagnetic wave by the

whenr%gﬁoﬁﬁgégéAﬂaggeégzﬁﬁt'as a communication mode, the NFC

communication apparatus that has become an initiator stops
outputting the electromagnetic wave after the transmission
of the data of the NFC communication apparatus is completed.
On the other hand, when the passive mode is set as a
communication mode, the NFC communication apparatus that has
become an initiator centinues, as it is, the output of the
electromagnetic wave started by the initial RFCA process
until the communication with the target completely ends.

{0056]

Next, Fig. 6 shows an electromagnetic wave whose output
is started by a response RFCA process.

[0057)

The NFC communication apparatus that is going to output
an electromagnetic wave in the active mode deﬁects én
electromagnetic wave from another apparatus. When an
electromagnetic wave from the other apparatus is not
detected continuously for a time period Tapr + 1 X Trew, the
NFC communication apparatus starts to output an
electromagnetic wave, and starts the transmission (Send

Responses) of data after an elapse of a time Tareg from the



electromagnetic wave should not exist during at least the active delay
time TART. [0060] Whereas the initial delay time TIDT is a value greater
than 4096/f0, the active delay time TART is a value greater than or equal
to 768/f0 and smaller than or equal to 2559/f0. Therefore, when the NFC
communication apparatus is going to become an initiator, a state in which
an electromagnetic wave does not exist is needed for a time period
longer than that when an electromagnetic wave is output during - 29
communication in the active mode:To say reversely, when the NFC
communication apparatus is going to output an electromagnetic wave
during communication in the active mode, an electromagnetic wave

outpikeds to be output without taking much delay from when a state in which
TO%I? tromagnetic wave exists is reached when compared with the case
in which the NEC communication apparatus is going to become an

ipitiatos. This is due tp.thestellowingireasans, [Q0GL]xThatjs swheR NFG ane
communication apparatuses perform communication in the active mode,
as tbneof the NEFE commmurication appdratuseB Ufputs anastectromagmstic -

wave by itself and transmits data, and thereafter stops the output of the
Tror BlechdmdghBfic BRve Fhérthé dthér Nee ﬁmﬁﬂﬁﬁ?ioﬁ%ﬁﬂ?&tﬂ%%

de1a§“¥3%k9“8%%a%e$§¥8@@QP?“%Or example, greater than or
equal to 768/f. and smaller than or equal to 25538/f., is used.
The time Tapre 15 called an active guard time, and a value of,
for example, greater than 1024/f., is used.

[0059]

As is c¢lear from Figs. 5 and €, in order to start to
output an electromagnetic wave by the initial RFCA process,
an electromagnetic wave should not exist during at least the
initial delay time Ty, and in order to start to output an
electromagnetic wave by the response RFCA process, an
electromagnetic wave should not exist during at least the
active delay time Tapr.

[0060]

Whereas the initial delay time T is a value greater
- than 409&6/f., the actiﬁe delay time Tapr 18 & value greater
than or egual to 768/f. and smaller than or egual to 2559/f..
Therefore, when the NFC communication apparatus is going to
become an initiator, a state in which an electromagnetic
wave does not exist is needed for a time pericd longer than

that when an electromagnetic wave is ocutput during



wave and transmits data. Therefore, in the communication of the active
mode, all the NFC communication apparatuses may have stopped the
output of the electromagnetic wave. For this reason, when the NFC
communication apparatus is going to become an initiator, in order to
confirm that communication in the active mode is not being performed
around that NFC communication apparatus, it is necessary to confirm, for
a sufficient time period, the fact that the other apparatuses do not output
an electromagnetic wave around the NFC communication apparatus that
is going to - 30 - become an initiator. [0062] In comparison, in the active

mode, as described above, the initiator ou%)uts an electromagnetic wave,
commygy firdby trdhshiifs daiatd tha'Rifget. Then 2R targeesaRsYo olitpt

the HLElSChamAonetie wave afior the Iniator siops he. ouipuLatghe,
electromagnetlc wave, an ereby transmits data to the mfﬁator.

electherealige the injtiatar startsthe utpltof the-elgstramagnaticavave aftersde,
the target starts the output of the electromagnetic wave, and thereby

an dtamsmitsdgtactd the rmtiatonddereafter, lsimitarlyp dataw istthansmitted and
received between the initiator and the target. [0063] Therefore, when an

mucq“ge%ﬁﬁn%ﬁﬁmaﬁgﬁ%pﬁaﬁﬁagﬂ“&%swhlch no electromagnetic

- wave exists is reached when compared with the case in which
the NFC communication apparatus is going tce beccme an
initiator. This is due to the following reasons.

[C061]

That is, when NFC communication apparatuses perform
communication in the active mode, one of the NFC
communication apparatuses outputs an electromagnetic wave by
itself and transmité data, and thereafter stops the output
of the electromagnetic wave. Then, the other NFC
communication apparatuses start to output an electromagnetic
wave and transmits data. Therefore, in the communication of
the active mode, all the NFC communication apparatuses may
have stopped the output of the electromagnetic wave. For
this reason, when the NFC communication apparatus is going
to become an initiator, in oxder to confirm that
communication in the active mode is not being performed
~around that NFC communication apparatus, it is necessary to
confirm, for a sufficient time period, the fact that the
other apparatuses do not output an electromagnetic wave

around the NFC communication apparatus that is going to



going to become an initiator exists around the initiator and the target that
are performing communication in the active mode, if the time period from
when one of the initiator and the target that are performing
communication in the active mode stops the output of the electromagnetic
wave until the other starts to output an electromagnetic wave is long, the
electromagnetic wave does not exist during the time period. Therefore,
the NFC communication appara_twusﬁpai IS going to become an initiator
starts the output of the electromagnétic wave by the initial RFCA process.
- 31 In this case, the communication in the active mode, which has been
performed previously, is impeded. [0064] For this reason, in the response
becopgrER ptécdssthatis performed during communication in the active
nfeﬁg%,%n electromagnetic wave needs to be output without taking much
delay after a state in which an electromagnetic wave does not exist is

reached,10065]- Next as described withxetesgncestoddg cithe NG ove,

communication apparatus that is going to become an initiator starts the
the puigutoatthe eletromagasticwavs byrtheinitidl CRREAsprosess ahgreby

thereafter, transmits data. The NFC communication apparatus that is

tranggiytodddntear iifitidter $trts the SiitputStihd Bk bniaghElic weve

outpg@dggagpgctromagnetic wave after the initiator stops the
output of the electromagnetic wave, and théreby transmits
data to the initiator. Thereafter, the initiator starts the
output of the electromagnetic wave after the target starts
the output of the electromagnetic wave, and thereby
transmits data to the initiator. Hereafter, similarly, data
is transmitted and received between the initiator and the
target.

[0063]

Therefore, when an NFC communication apparatus that is
going to become an initiator exists around the initiatcr and
‘the target that are performing communication in the active
mode, 1f the time period from when one of the initiator and
the target that are performing communication in the active
mode stops the output of the electromagnetic wave until the
other starts to output an electromagnetic wave is long, the
electromagnetic wave does not exist during the time period.
Therefore, the NFC communication apparatus that is going to
become an initiator starts the output of the electromagnetic

wave by the initial RFCA process.



becomes an initiator, and an NFC communication apparatus that exists in
proximity with the initiator becomes a target. In order for the initiator to
transmit and receive data to and from the target, it is necessary to specify
the target to and from which data is transmitted and received. For this
reason, after the initiator starts the output of the electromagnetic wave by
the initial RFCA process, the initiator makes a request for, for example,
an NFCID (NFC Identification) getgfmined using a random number or the
like as information for specifying each target to one or more - 32 targets
that exist in proximity with the initiator. Then, the target that exists in
oximity with the injtjator transmits an.NFCID that specifies the target to
D RSB epnts 16 e r e ey S IR TRE it
whicifenifiep adarget opthehasis.efthe NECID fransmited.tiom the target in
the manner described above, and transmits and receives data to and
fromd &g specified target. [0067] In the active mode, the initiator transmits
a command (request) ATR_REQ (to be described later), with an NFCID
thatspetifiesitha dnifiatot Beldifeorftained tRerBit, AnB L 8RE trgbfséndss
perfg%gﬂlégr%smit% a response ATR_RES (Lc%%e E(Zi'JI((:e{';tcribed Iaé%Q foarrjfhe

eommand ATRRED! With an NECID Hhat Ve mo

electromagnetic wave needs te be output without taking much
delay after a state in which an electromagnetic wave does
not exist is reached.

{00695]

Next, as described with reference to Fig. 5, the NFC
communicétion apparatus that is going to become an initiator
starts the output of the electromagnetic wave by the initial
RFCA process and thereafter, transmits data. The NFC
communication apparatus that is going to become an initiator
starts the output of the electromagnetic wave and thereby
becomes an initiator, and an NFC communication apparatus
that exists in proximity with the initiator becomes a target.
In order for the initiator to transmit and receive data to
and from the target, it is necessary to specify the target
to and from which data is transmitted and received. For
this reason, after the initiator starts the output of the
electromagnetic wave by the initial RFCA process, the
initiator makes a reguest for, for example, an NFCID (NFC
Identification} determined using a random number or the like

as information for specifying each target to one or more



specifies the target being contained therein, with the result that the
initiator and the target mutually recognize their NFCID and identify each
other. [0068] On the other hand, in the passive mode, the initiator
performs processing called an SDD (Single Device Detection) process,
so that a target that exists around (in proximity with) the initiator is
identified using the NFCID. [0069] At this point, in the SDD process, the
initiator makes - 33 a request for ttg% NFCID of the target. This request is
made by the initiator by transmitting a frame called a polling request
frame. When the target receives the polling request frame, the target
determines, for example, its own NFCID_ using a random number and

targghismite b fiame calttd Bt  fespBhsE fraftfe itwihich 1 NFCTBSE -
the J&%%% The Ipitiator tecognizes. the, NECID of the tgrgethy:receiving the

-polling response frame transmitted from the target. [0070] Since the
t rantangetdnhe passive mede karsmits datatye laagmedulationrthe RFCA
process is not performed. Therefore, in the SDD process, when the
initindttater makes apregerestfor the NEFEID o fargetstaround e inftiator, it
can occur that when a plurality of targets exist around the initiator,
NFEEYPS! are transmitted simultaneously from two or

The initiator identifies a target on the basis of the
NFCID transmitted from the target in the manner described
above, and transmits and receives data to and from the
specified target.

[0067]

In the active mode, the initiator transmits a command
{request) ATR REQ (to be described later), with an NECID
that specifies the initiator being contained therein, and
one target sends back (transmits) a response ATR RES (to be
described later) for the command ATR REQ, with an NFCID that
specifies the target being contained therein, with the
result that the initiator and the target mutually recognize
their NFCID and identify each other.

[0068]

On the other hand, in the passive mode, the initiator
performs processing called an SDD (Single Device Detection)
process, so that a target that exists arocund (in proximity
- with) the initiator is identified using the NFCID.

[0069]

At this point, in the SDD process, the initiator makes



more of the targets. In this case, NFCIDs that are transmitted from the
two or more targets collide one another, and it is not possible for the
initiator to recognize the colliding NFCIDS. [0071] Accordingly, the SDD
processing is performed by, for example, a method using time slots in
order to avoid collisions of NFCIDS as much as possible. [0072] Fig. 7
shows an SDD processing sequence performed by a - 34 method using
time slots. In Fig. 7, it is assumed t?t?t five targets #1, #2, #3, #4, and #5
exist around an initiator. [0073] In the SDD processing, the initiator
transmits a polling response frame. After completion of the transmission,
time slots at intervals of a predetermined time period T, are provided after

a regii%lipse st & Hretlbtetmifet tMé perid Td: Thétihte pEAGE TH id SePRA®
by tiY ?B&?if‘%@%t%%z é@“@‘?aﬁ%&jﬁh@tﬁ'ﬁs Pae”EgaEnﬁaSéQE e aS"ﬁciﬂfg{%%} s

set to, for example, 256 x 64/fe. Also, the time slots are sequentia
requdymberechdntegrrlfromizere Hreraifor example; theterppomnally precading «

slot, whereby they are identified. [0074] Although Fig. 7 shows four time
franglotd-h@, B wHEandetermines, for example, its own NFCID
using a random number and transmits a frame called a polling
response frame in which the NFCID is lecated. The initiator
recognizes the NFCID of the target by receiving the polling
respense frame transmitted from the target.

[0070]

Since the target in the passive mode transmits data by
load modulation, the RFCA piocess is not performed.
Therefore, in the SDD process, when the initiator makes a
request for the NFCID to targets around the initiator, it
can occur that when a plurality of targets exist around the
initiator, NFCIDs are transmitted simultaneously from twe or
more of the targets. In this case, NFCIDs that are
transmitted from the two or more targets collide one another,
and it is not possible for the initiator to recognize the
colliding NFCIDs.

[0071]

Accordingly, the SDD processing is performed by, for

.example, a method using time slots in order to avoid
collisions of NFCIDs as much as possible.

(0672]

Fig. 7 shows an SDD processing sequence performed by a



#3, for example, up to sixteen time slots can be set. The number TSN of
time slots, set for a certain polling response frame, is designated by the
initiator, and is transmitted, with the number TSN of time slots being
contained in the polling response frame, to a target. [0075] The target
receives the polling response frame transmitted from the initiator, and
recognizes the number TSN of time slots. The target uses random
numbers to generate an integer R in the range of zero to TSN-I, and - 35
transmits a polling response frarfie 1 which its NFCID is located, at the
timing of the time slot #R determined by the integer R. [0076] As
described above, based on random numbers, the target determines time
methafbté Gdad a$ tifing for transmitting 1golling respohse frafigseFhiis ake five

CaTaEhi ot Eelisios of e g rocRORSE AR Far e ByARE:

targeis:as much as possible. [0077] Even if each target determines,

based on a random number, a time slot as timing for transmitting a polling

réspanse frme ptirne stotd imgwhichgollingtreéspansetframesiare a

transmitted by a plurality of targets may coincide with
polling response frame. After completion of the
transmission, time slots at intervals of a predetermined
time period Ts are provided after an elapse of a
predetermined time period Tyq. The time period Ty is set to,
for example, 512 x €4/f., and the time period T; as the time
slot interval is set to, for example, 256 x 64/f.. Also, the
time slots are seguentially numbered (integer) from zero
from, for example, the temporally preceding slot, whereby
they are identified.

[0074)

Although Fig. 7 shows four time slots #0, #1, #2, and
#3, for example, up to sixteen time slots can be set. The
number TSN of time slots, set'for a certaln polling response
frame, is designated by the initiator, and is transmitted,
with the number TSN of time slots being contained in the
pelling response frame, to a target. |

[0C75]

The target receives the polling fesponse frame
transmitted from the initiator, and recognizes the number

TSN of time slots. The target uses random numbers to

generate an integer R in the range of zero to TSN-1, and



one another. This may cause collisions of the polling response frames. In
the embodiment in Fig. 7, a polling response frame of target #4 is
transmitted in time slot #0, polling response frames of targets #1 and #3
are transmitted in time slot #1, a polling response frame of target #5 is
transmitted in time slot #2, and a polling response frame of target #3 is
transmitted in time slot #3, so that the collision between targets #1 and #3
occurs. [0078] In this case, the initiator cannot normally receive the - 36
polling response frames of targets #% and #3 between which the collision
occurs. Accordingly, the initiator transmits a polling request frame again.
This requests targets #1 and #3 to transmit polling response frames in

t ranwhichstheir NHCIDsy areclopatete Sibsaguentlywbatilithe initidise 1D is
recognizes all the NFCIDs of targets #1 to #5 around it, transmission of

locab6iitng Pdqudst raieEWy it k&t HAE rahRhiddon iy d by the

>Spopse frames by the targets are repeatedly performed. [0079] In a

ase in which, when the initiator transmits a polling request frame again,

alj hertargets #1 to #5 can send back polling response frames, there is a

possibility that polling response frames may collide with each other.

Aseordtisghy lih accadednavhibla sftér @ach sardetraveivesrs, the target

inter

determines time slots used as timing for transmitting
pelling response frames. Thﬁs, the timing at which the
targets transmit polling response frames varies. This can
avoid collisions of the polling response frames transmitted
by the targets as much as possible.

[0077]

Even if each target determines, based on a random
number, a time slot as timing for transmitting a polling
response frame, time slots in which pelling response frames
are transmitted by a plurality of targets may coincide with
one another. This may cause collisions of the polling
response frames. In the embodiment in Fig. 7, a polling
response frame of target #4 is transmitted in time slot #0,
polling response frames of targets #1 and #3 are transmitted
in time slot #1, a polling response frame of target #5 is
transmitted in time slot #2, and a polling response frame of
target #3 is transmitted in time slot #3, so that the
collision between targets #1 and #3 occurs.

[0078]

In this case, the initiator cannot normally receive the



a polling request frame from the initiator, the target receives a polling
request frame again without taking much time, for example, the target can
ignore the polling request frame. However, in this case, in the
embodiment in Fig. 7, regarding the targets #1 and #3, in which polling
response collision occurs for the initially transmitted polling request
frame, the initiator cannot recognize the NFCIDs of the targets #1 and #3.
Thus, data exchange cannot be performed between the targets #1 and
#3.[0080] - 37 Accordingly, targets #2, #4, and #5, in which their polling
response frames are normally received and their NFCIDs can be
recognized, are temporarily excluded %)Iaced in a deselected state) from

[
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sent bac hose whi d back polling response frames

a poltothepaling,eguest-fiamesglransmitiag: by theqginitiater arerely targetsand
#1 and #3, whose NFCIDs cannot be recognized through the

#3 ttransmissioroftheé initial poilimg requdstdrame. hevéfore) it kg cabe @Ds
the NFCIDs of targets #1 tg #5 can be recognized while reducing a
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all ¥§§1&FCIDS of targets #1 to #5 around it, transmission
of polling request frames by the initiator and transmission
of polling response frames by the targets are repeatedly
performed. |

[0079]

Tn a case in which, when the initiator transmits a
pelling request frame again, all the targets #1 to #5 can
send back polling response frames, there is a possibility
that polling response frames may collide with each other.
Accordingly, in a case in which, atter each target receives
a polling reguest frame from the initiator, the target
receives a polling reguest frame again without taking much
time, for example, the targeit can ignore the polling request
frame. However, in this case, in the embodiment in Fig. 7,
regarding the targets #1 and #3, in which polling response
collision occurs for the initially transmitted polling
request frame, the initiator cannot recognize the NFCIDs of
the targets #1 and #3. Thus, data exchange cannot be
performed between the targets #1 and #3.

[0080]



In addition, here, as described above, when a polling request frame is
received, the target determines (generates) its NFCID based on random
numbers. Accordingly, from different targets, polling response frames with
identical NFCIDs located therein may be transmitted to the initiator.
When the initiator receives, in different time slots, the polling response
frames with identical NFCIDs located therein, the initiator can retransmit a
polling request frame, for example, similarly to a case in which polling
response frames collide with each ther. - 38 - [0082] As described above,
according to NFC communication apparatuses, even between an IC card
and a reader/writer constituting the existing IC card system, data can be
XERSRGET 2t tYandniiEsieh Tates enfifloydd By the IG Baithdid: théeir
ov fgagiepiuuier, When ajarget s, for cxample. an.iC cardin.the existing 1€

P card sys?éam, &bp processing Is pen%rme\d/ mﬁor éxample, the oﬁowmg

NFCIManegh [8883l-Mate specifically: in-aggordance Witk the iniiah leﬁ%ced
process, an initiator starts to output an electromagnetic wave, and an IC

in acakeaslatdrget ebtains) powenfrgm the celectramagneticalaves and
initiates processing. In other words, in this case, the target generates

commyfdiafihg Yowkt rérh thé Biebtrofiugrietié waves bhitpist byRBGAifigtof £ ame

as asyggponse to the polling request frame cannot he sent
back. 1In this case, those which send back poiling response
frames to the polling request frame retransmitted by the
initiator are only targets #1 and #3, whose NFCIDs cannct be
recognized through the transmission of the initial polling
requaest frame. Therefore, in this case, all the NFCIDs of
targets #1 to #5 can be recognized while reducing a
possibility that polling response frames may collide with
each other.

{00817

In addition, here, as described above, when a polling
request frame is received, the target determines {generates)
its NEFCID based on random numbers. Accordingly, from
~different targets, polling response frames with identical
NFCIDs located therein may be transmitted to the initiator.
When the initiator receives, in different time slots, the
polling response frames with identical NFCIDs located
therein, the initiator can retransmit a polling request
frame, for example, similarly to a case in which polling

response frames collide with each other.



it is an IC card in the existing IC card system. [0084] After obtaining the
power and being operable, the target prepares for receiving a polling
request frame within, for example, a maximum of 2 seconds, and waits
for the polling request frame to be transmitted from the initiator. [0085]
On the other hand, the initiator can transmit a polling request frame
regardless of whether or not the preparation for receiving the polling
request frame is completed in the - 39 - target. [0086] When the target
receives the polling request frame fOm the initiator, as described above,
the target transmits a polling response frame to the initiator at a timing of
a predetermined time slot. When the initiator successfully receives the
pbﬁi@@%sponse frame from the target, as described above, it recognizes

the NECID of th%tar}get. Also Wheg the i itiatg%ails to normally receive
S dﬁscrlbe a ?ve PCCOﬁ in Q L COmMMUNn1caIti1on.
the" polling response franfe from t etal%e , the Initiator can réfransmit a

appaPaling sequesidrame: Q@37 Mnthiz-casesdhe fatgat genaiates.aperaling

power from electromagnetic waves output by the initiator since itis an IC
conscarddn the existing 1C caichgystemeActordinglythedata can be
exchanged at transmission rates employed by the IC card and
the reader/writer. When a target is, for example, an IC
card in the existing IC card system, SDD processing is
performaed in, for example, the following manner.

[0083]

More specifically, in accordance with the initial RFCA
process, aﬁ initiator starts to output an electromagnetic
wave, and an IC card as a target cbtains power from the
electromagnetic waves and lnitiates processing. In other
words, in this case, the targelt generates operating powar
from the electromagnetic waves output by the initiator since
it is an IC card in the existing IC card system.

(0084]

After obtaining the power and being operable, the
target prepares for receiving a polling request frame within,
for example, a maximum of 2 seconds, and‘waits for the
polling reguest frame to be transmitted from the initiator.

fooss]

Cn the other hand, the initiator can transmit a polling
request frame regardless of whether or not the preparation

for receiving the polling request frame is completed in the



initiator continues the electromagnetic wave output initiated by the initial
RFCA processing until communication with the target completely ends.
[0088] Next, according to NFC communication apparatuses,
communication is performed such that an initiator transmits a command
to a target, and the target transmits (sends back) a response to the
command from the initiator. [0089] Accordingly, Fig. 8 shows commands
that the initiator - 40 transmits to the target, and responses that the target
transmits to the initiator. [0090] tn FfYy. 8, those having the characters
REQ after the underbar () represent commands, and those having the
characters RES after the underbar () represent responses. In the
targembodiment in Fig. 8, six types of commands, ATR REQ, WUP REQ,
PSL REQ, DEPREQ, DSLREQ, and RLS REQ, are available. Similarly to
thé &Bfimands, also six types of responses, ATRRES, WUPRES, PSL

2rDERRES: %%L%%ée%deﬁ%%g%?d A8 %éai{aebé{%e%scd%sr%i{ﬁ%dfrom

apove, an Initiator transmits a command reques to a arget, an
the 139et frapsmitsdo the initintera spease to thercommand - Acsardingly,

the command is transmitted by the initiator, and the response is
pollimgsmitgdomystheftarget. to the initiator at a timing of a
predetermined time slot. When the initiator successfully
receives the polling response frame from the target, as
described above, it recognizes the NFCID of the target.
Also, when the initiator fails to normally receive the
polling response frame from the target, the initiator can
retransmit a polling request frame.

(00871

In this case, the target generates operating power from
electromagnetic waves output by the initiator since it is an
IC card in the existing IC card system. Accordingly, the
‘initiator continues the electromagnetic wave output
initiated by the initial RFCA processing until communication
with the target completely ends.

{6088B]

Next, according to NEC communication apparatuses,
communication is performed such that an initiator transmits
a command to a target, and the target transmits {sends back)
a response to the command from the initiator.

[0089]

Accordingly, Fig. 8 shows commands that the initiator



[0091] The command ATR REQ is such that the initiator notifies the
target of its attributes (specifications) and is transmitted to the target
when the initiator requests target's attributes. Here, the attributes of the
initiator or the target include the transmission rate of data that can be
transmitted or received by the initiator or the target. In the command ATR
REQ, in addition to initiator's attributes, an NFCID identifying the initiator
is located, and the target recognizes the initiator's attributes and - 41 -
NFCID by receiving the command ,ﬁ\aRﬁ'REQ. [0092] The response
ATRRES is transmitted as a response to the command ATR REQ to the
initiator when the target receives the command ATR REQ. In the

trans@shonsé ATRRES L dftibutés hrr RERIDS&E., 'of e tdiGettarEd6&ated.

0093; TEa ission .rgte information as an attribute located in the
transmit 1T1ator

n

commancPAsﬁéehéa and the response ATR RES can include all the
traggmission rates of data which can be transmitted and received by the
initiator and the target. In this case, by exchanging the command ATR
REQBind thé respanse AER RES tdrcedbetweeth ¢ire ifitidtorénd the he
target, the initiator can recognize a transmission rate at which the target

undegRa heform HENERTSIEN GAETEKHtion24Ad ﬁ%éot‘a?g&acwsghe

characters RES after the underbar (_) represent responses.
In the embodiment in Fig. 8, six types of commands, ATR REQ,
WUP _REQ, PSL REQ, DEP REQ, DSL REQ, and RLS REQ, are
available. Similarly to the commands, also six types of
~responses, BTR_RES, WUPWRES, PSL. RES, DEP_RES, DSL RES, and
RLS RES, are available. As described above, an initiator
transmits a command (request} to a target, and the target
transmits to the initiator a response to the command.
Accordingly, the command is transmitted by the initiator,
and the response is transmitted by the target.

[00G1]

The command ATR REQ is such that the initiator notifies
the target of its attributes (specifications} and is
transmitted to the target when the initiator requests
target's attributes. Here, the attributes of the initiator
or the target include the transmission rate of data that can
be transmitted or received by the initiator or the target.
In the command ATR_REQ, in addition to initiator's
attributes, an NFCID identifying the initiator is located,

and the target recognizes the initiater's attributes and



recognize a transmission rate at which the initiator can perform
transmission and reception. [0094] A command WUP REQ is transmitted
when the initiator selects a target with which the initiator will
communicate. Specifically, by transmitting a command DSLREQ, which is
described later, from the initiator to the target, the target can set to be in a
deselected state (a state in which transmission (response) of data to the
initiator is prohibited). The command WUP REQ is transmitted in the case
42 of releasing the deselected staté and setting the target to be in a state
capable of transmitting data to the initiator. In the command WUP REQ,
the NFCID of the target whose deselected state is to be released is
NFCTgcatedr Affondl targéfschavimyrsediviBRh&€8mmand WUP_REQ, a
mg hich is identified by the NFCID located in the received command
Q releases its deselected state. [0095] When, among the targets

haying yeceived the:command; WURREQ: the tasgetdhat is ddensified by,
the NFCID located in the received command WUP REQ releases its
the deseleated rstaterfie response WUR RES is tkanrsmitied as:actgsponse to
the command WUP REQ. [0096] The command WUP REQ is transmitted
recegifg whehgheommand ATR_REQ. In the response ATR_RES,
attributes, an NFCID, etc., of the target are located.

[0093]

Transmission rate information as an attribute loecated
in the command ATRWREQ and the response ATR RES can include
all the transmission rates of data which can be transmitted
and received by the initiastor and the target. In this casge,
by exchanging the command ATR REQ and the response ATR RES
once between the initiator and the target, the initiator can
recognize a transmission rate at which the target can
perform transmission and reception, and the target can also
recognize a transmission rate at which the initiator can
perform transmission and reception.

[0094]

A command WUOP_REQ is transmitted when the initiator
selects a target with which the initiator will comﬁunicate.
Specifically, by transmitting a command DSL REQ, which is
described later, from the initiator tq the target, the
target can set to be in a deselected state (a state in which

transmission (response) of data to the initiator is

prohibited). The command WUP REQ is transmitted in the case



initiator is in the active mode, and the response WUPRES is transmitted
only when the target is in the active mode. [0097] A command PSL REQ
is transmitted when the initiator changes communication parameters
concerning communication with the target. Here, the communication
parameters include, for example, the transmission rate of data exchanged
between the initiator and the target. [0098] The command PSL REQ
includes the value of a changed - 43 communication parameter located
therein, and is transmitted from theifitiator to the target. The target
receives the command PSL REQ, and changes its communication
parameter in accordance with the value of the communication parameter
of rlﬁéat@aimmé:b@ndmlerﬁéqérgﬁm{m@m@ngﬁﬁtEial@emsbalS@t to

RES to the command PSL 0099] A command DEP REQ is
be i Rsrfittdd SuHeRRRB 1itiStor éar%loﬁjﬁfslt%ﬁé iS516A and reBEptidht (bt ° -

n t%hégam@ 16 plorgel) Oﬁﬂ@t%@emﬁ@"s% red| data), . this,camand,

data to be transmitted to the target is located. The response DEP RES is
desdiansmitied asweresponse ka:the-qoremand i REPREQ: M thig.eemeand,
data to be transmitted to the initiator is located. Accordingly, the '
targsgmmant DEP REQ idiivs-dgtatomearshsiite®Fom thetinifiatt tohieh

is identified by the NFCID located in the received command
WUP REQ releases its deselected state.

[0095]

When, among the targets having received the command
WUP REQ, the target that is identified by the NFCID located
in the received command WUP REQ releases its deselected
state, the response WUP RES is transmitted as a response to
the command WUP REQ.

{009%6]

The command WUP_REQ is transmitted only when the
initiator is in the active mode, and the response WUP RES is
transmitted only when the target is in the active mode.

[0697]

A command PSL REQ is transmitted when the initiator
changes communication parameters concerning communication
with the target. Here, the communication parameters include,
for example, the transmission rate of data exchanged between
the initiator and the target.

{0098]

The command PSL REQ includes the value of a changed



target, and the response DEP_RES to the command DEP_REQ allows
data to be transmitted from the target to the initiator. [0100] The
command DSL REQ is transmitted when the initiator sets the target to be
in the deselected state. The target having received the command DSL
REQ transmits the response DSL RES to the command DSL REQ and
enters the deselected state, and subsequently becomes not responsive
(comes to send back no response) to commands other than the
command - 44 - WUP REQ. [0101]* A command RLS REQ is transmitted
when the initiator completely ends the communication with the target. The
target, which has received the command RLS_REQ, transmits the
commesponse Rt RES T e domatard RES rREQ, apd@ompldtelnends ted
the communication with the initiator. 0102]%§t this point, both the
fronediimahits DSt ReEG ' RLE? -are Qo6 FFExdIGERG Barddt®

fro ie m icati ith the initl v, the t :
com o e O o Sl er in

accdh@aitiatoragain hy the commeand MWURJRERQHowevesthedatget ter
excluded by the command RLS REQ does not become communicatable
Locawithl theninitiatorgmieesithe inftiatortirerget further transmits a

response PSL RES to the command PSL_REQ.V

(00991

A command DEP REQ is transmitted when the initiatoxr
performs transmission and reception (data exchange with the
target) of data (so~called real data). In this command,
data to be transmitted to the target is located. The
response DEP RES is transmitted as a response to the command
DEP REQ. 1In this command, data to be transmitted to the
initiator is located. Accordingly, the command DEP REQ
allows data to be transmitted from the initiatcr to the
target, and the response DEP RES to the command DEP REQ
allows data to be transmitted from the target to the
initiator.

{01001}

The command DSL REQ is transmitted when the initiator
sets the targel to be in the deselected state. The target
having received the command DSL REQ transmits the response
DSL,_RES to the command DSL REQ and enters the deselected
state, and subsequently becomes not responsive (comes to

send back ne response) to commands other than the command



performs processing starting from the initial RFCA process. In that point,
the commands DSL REQ and RLS REQ differ from each other. [0103]
Next, the communication of the NFC communication apparatus is
performed in accordance with NFCIP-1 defined as ISO/IEC 18092. [0104]
Accordingly, a communication process in accordance with NFCIP-1 will
be described with reference to Figs. 9 to 11. - 45 - [0105] Fig. 9 is a
flowchart illustrating the outline of a communication process in
accordance with NFCIP-1. [0106} Aktfirst, in step S1, an NFC
communication apparatus serving as an initiator performs an initial RFCA
process and proceeds to step S2. In step S2, it is determined whether or
WUP noEthe NFC communication apparatus serving as an initiator has
detected an RF field by the initial RFCA processing of step Si. When it is
detrflihed in step S2 that the RF field has been detected, the process

refurns to_step il and subsequently similar progessing,is repeated, that
is, the NFE Comnitinication apparatus serving as an' initiator does not

comfQot 8N RE figld sa.as petdeimpede: sammupicatinn by-0therNFCrie
communication apparatuses that

target, which has received the command RLS REQ, transmits

the response RLS RES tc the command RLS REQ, and completely

ends the communication with the initiator.

{0102]

At this point, both the commands DSL REQ and RLE REQ
are common in excluding a target from parties communicating
with the initiator. However, the target excluded by the
command DSL REQ is set to be communicatable with the |
initiator again by the command WUP REQ. However, the target
excluded by the command RLSWREQ does not become
communicatable with the initiater unless the initiator re-
performs processing starting from the initial RFCA process.
In that point, the commands DSL REQ and RLS REQ differ from
each other.

{01063]

Next, the communication of the NFC communication

apparatus is performed in accordance with NFCIP-1 defined as

ISO/IEC 18092.
[0104]

Accordingly, & communication process in accordance with

NFCIP-1 will be described with reference to Figs. 9 to 1l.



have formed the RF field while the RF field is being detected. [0107] On
the other hand, when it is determined in step S2 that the RF field has not
been detected, the NFC communication apparatus selects one of the
communication modes of the active mode and the passive mode. The
process then proceeds to step S3, where the NFC communication
apparatus functions as an initiator and selects, for example, a
transmission rate. 46 - [01081 That js, in the NFCIP-1, it is possible to
select, for example, a transmission‘rate used for actual communication
from among a plurality of transmission rates, such as 106 kbps, 212 kbps,
and 424 kbps. Accordingly, in step S3, the NFC communication
aéﬁér%?ds serving as an initiator selects a transmission rate. [0109] More

specfically, in the case of performing passive mofle communication, the

communication apparatus proceeds from-step S2 10 step

commbeivesnisiars 23deand 33- 2, farming step S3; becames mnjinitiator,
changes the communication mode to the passive mode, and selects a

traAdmiskion rate. Also, in step 53-1, the NFC communication apparatus

performs predetermined . _
At first, 1n step 81, an NFC communication apparatus

serving as an initiater performs an initial RFCA process and
proceeds to step SZ2. In step 82, it is determined whether
or not the NFC communication apparatus serving as an
initiator has detected an RF field by the initial RFCA
processing of step S1. When it is determined in step 52
that the RF field has been detected, the process returns to
step S1, and subsequently similar processing 1s repeated.
That is, the NFC communication apparatus serving as an
initiator does not form an RF field so as not to impede
communication by other NEC communication apparatuses that
have formed the RF field while the RF field is being
| detected.

(01071

On the other hand, when it i1s determined in step S§2
that the RF field has not been detected, the NFC
communication apparatus selects one of the communication
modes of the active mode and the passive mode. The process
then proceeds to step S3, where the NFC communication
apparatus functions as an initiator and selects, for exanple,

a fransmission rate.



initialization and SDD processing, and proceeds to step 54-1 between
steps 54-1 and 54-2 forming step S4. [0110] In step 54-1, the NEC
communication apparatus is activated (starts up) in the passive mode,
exchanges the command ATR_REQ and the response ATR RES with the
target in the passive mode, and proceeds to step 5305. [0111]
Alternatively, in the case of performing active mode communication, the
NFC communication apparatus proceeds from - 47 step S2 to step S3-2
between steps 53-1 and 53-2 forming’ step S3, becomes an initiator,
changes the communication mode to the active mode, selects the
transm|SS|on rate, and proceeds to step 54-2 between steps 34-1 and
lfgr%lng step S4.[0112] In step 54-2, the NFC communication

R £ t“S 45 acfivajed i 1E§ ES i d%‘;$eeé%hsa§‘198f§h%8°@gi%%qAT§or

d'the response A rget, and proceeds fo step

examePs, [Q&lﬁiéﬁmgﬁowh@a@ecqm@wnfaaﬁoa Parametesden sxamplesn
a transmission rate) required for communication needs to be changed

£ rorfrommtreycurredticommunmicatiory parametes,ithe Nﬁ@@mmuni@aﬂ@n 106

apparatus selects the communlcatlon garameter
kbps, 212 kbps, and 424 ccoxrdingly, in step 83, the

NFC communicatlien apparatus serving as an initiator selects
a transmission rate.

[0109]

More specifically, in the case of performing passive
mode communication, the NEFC communication apparatus proceeds
from step S2 to step 53-1 between steps $3-1 and S$3-2
forming step 33, becomes an initiator, changes the
communication mode io the passive mode, and selects a
transmission rate. Also, in step $3-1, the NFC
communication apparatus performs predetermined
initialization and SDU processing, and proceeds to step S4-1
between steps S54~1 and S54-2 forming step S4.

{0116]

In step S4~1, the NFC communication apparatus 1s
activated {starts up) in the passive mode, exchanges the
command ATR_REQ and the response ATR RES with the target in
the passive mede, and proceeds to step S305.

[C111]

Alternatively, in the case of performing active mode

communication, the NFC communication apparatus proceeds from



exchanges the command PSL REQ and the response PSL RES in which
the communication parameter and the like are located with the target,
changes the communication parameter, and proceeds to step 3306.
[01141 In step S6, the NFC communication apparatus exchanges the
command DEP_REQ and the response DEP_RES with the target in
accordance with the communication parameter selected in step S5,
performs data exchange (communication) based on a data exchange
protocol in accordance with the corirhunication 48 parameter selected in
step 5305, ends the data exchange, and then proceeds to step 5307. In
step 5307, the NFC communication apparatus exchanges the command
stepDBE REQHIRP tie respoRsE TRLRESPSr the tonithand RSL REQ EHRY
ste t-hSB re é)(l;lcs)e RSLRE§ with, E‘E‘got%rgecthiasi deggti\é%gd,c%%%nq%&t{he on
Ptran<action. fﬁiianl'henl{] comrunication apparatus can B& <t %y
modedefault o be: far.example, a jarget (dhe NECcommmrication, appamtusy, g
which is set to be the target, forms no RF field, and is on standby until a

procegrimand is trapseittet] fremvthe ninitiatgrs(uatl-the dmitiatos formScamBRirg
field). [0116] Also, the NFC communication apparatus can become an
stepingihtor, for example, in accordance with a request from an

[0112)

In step S4-2, the NFC communication apparatus is
activated in the active mode, exchanges the command ATR REQ
and the response ATR RES with the target, and proceeds to
step S5305.

{0113]

In step S5, when a communication parameter (for example,
a transmission rate} required for communication needs to be
changed from the current communication parameter, the NFC
communication apparatus selects the communication parameter,
exchanges the command PSL REQ and the response PSL RES in
which the communication parameter and the like are located
with the target, changes the communication parameter, and
proceeds to step S306.

[0114]

In step S6, the NFC communication apparatus exchanges
the command DEP_REQ and the response DEP RES with thé target
in accordance with the communication parameter selected in
step 85, performs data exchange (communication) based on a

data exchange protocol in accordance with the communication



application. For example, an application can determine which one of the
active mode and the passive mode the communication mode is, and can
select (determine) the transmission rate. [0117] The NFC communication
apparatus, which becomes the initiator, forms an RF field if no RF field is
formed in the exterior, and the target is activated by the RF field formed
by the initiator. [0118] - 49 After that, the initiator transmits the command
in the selected communication mode, and the transmission rate, and the
target sends back (transmits) a response at a communication mode and a
transmission rate identical to' those of the initiator. [0119] Next, a
description will be(giv.en, with referﬁnce to the flowchart in Fig. 10, of

paral REsing ]0(?%% tivatioh Protscalin aPusSive Hiode fprotésdifgiae, and
chenPHIMECRY 20 NFC, Sommynication apparatus;p order to perform data

exchange in the passive mode). [0120] Atfirst, in step SlI, the initiator
conmperferasiam iniipbRECAproress; agdhe processithenipiaceedsto step

512, where the communication mode is set to be a passive
the response DSL RES, or the command RSL REQ and the
response RSL_RES with the target, is deactivated, and ends
the transaction.

[0115]

The NFC communication apparatus can be set by default
to be, for example, a target. The NFC communication
apparatus,_which is set to be the target, forms no RF field,
and 1is on standby until a command is transmitted from the
initiator {until the initiator forms an RF field).

(01l6]

Also, the NFC communication apparatus can become an
initiator, for example, in accordance with a request from an
_ application. For example, an application can determine
which one of the active mode and the passive mode the
communication mode is, and can select (determine) the
transmission rate.

{0117]

The NFC communication apparatus, which becomes the
‘initiator, forms an RF field if no RF field is formed in the
exterior, and the target is activated by the RF field formed
by the initiator.

[0118]



mode. Then, the process proceeds to step 513, where the initiator
performs an initialization process and an SDD process, and selects a
transmission rate. [0121] At this point, the processing of step SlI
corresponds to the processing of steps S1 and S2 of Fig. 9, and the
processing of steps S12 and S13 corresponds to the processing of step
S3 (S3-1) of Fig. 9. [0122] Thereafter, the process proceeds to step 514,
where the - 50 initiator determines whether or not a request for attributes
should be made to the target. Hete theterm attributes is information on
the specification of the NFC communication apparatus, and examples
thereof include information on the transmission rate that can be handled
by* fHeeMFEreommuhicaiioa apparatus. rfo1PB] Wherhitiscdeteanided:in the
1 st%p §14 that a request for attributes should not be made to the target,
S€ L GHE Procedl Bloceats 18 sip 335 WIS the HEROCFeAGmEate, and

the GOIYYURIcation; with the target ingecordance with its, upique protocol.

Then; the process returns to step S14 and subsequently, similar
comrpratessirgis repaatesh {0124} A\Ahen itds determined ingstep Sldthata
request for
those of the initiator.

[0119]

Next, a descriptioh will be given, with reference to
the flowchart in Fig. 10, of processing of an activation
protocol in a passive mode (procesSing perfermed by an NFC
communication apparatus in order to perform data exchange in
the passive mode).

[012C]

At first, in step S11, the initiator performs an
initial RFCA process, and the process then proceeds to step
312, where the communication mode is set to be a passive
mode. Then, the process proceeds to step 513, where the
initiator performs an initialization process and an SDD
process, and selects a transmission rate.

{61213

At this point, the processing of step S1l corresponds
to the processing of steps S1 and $2 of Fig. 9, and the
processing of steps S12 and S13 corresponds to the
processing of step S3 (83-1) of Fig. 9.

[0122]

Thereafter, the process proceeds to step $14, where the



attributes should be made to the target, the process proceeds to step
S16, where the initiator transmits a command ATR_REQ, thereby making
a request for attributes to the target. Then, the initiator waits for a
response ATR_RES to the command ATR REQ to be transmitted from
the target, and the process proceeds to step 517, where the response
ATR RES is received. Then, the process proceeds to step 518. [0125] At
this point, the processing of steps S16 and S17 - 51 corresponds to the
processing of step S4 (54-1.) of Fig?@. 10126] In step 518, on the basis of
the response ATR RES received from the target in step 517, the initiator
determines whether or not the communication parameter, that is, for

initehahiple d& haRShIssorfaté Nean B8 chartgedl. VBt §ilis Beterfiined hites
tep S18 that the transmission rate cgnnot be changed, steps S19 to S21,
oS Fipgb andihe DoLeuOR oeole I tob L2 OS] WHheRHiE® T

£ ere
are skipp e 'procéss’proceeds to $tep

infSglenmingd i steR-S18 that the ransmission, rategan heghangedsthe.

process proceeds to step 51.9, where the initiator transmits the command
appRIBLREQ, theteby deglesting thedargel o thakgei thedransnissionrateh e

Then, the initiator waits for a response PSLRES to the command
transmission rate that can be handled by the NFC
communication apparatus.

[0123]

When it is determined in step S14 that a reguest for
attributes should not be made to the target, the process
proceeds to step 5335, where the initiator performs
communication with the target in accordance with its unique
protocol. Then, the process returns to step S14 and
subsequently, similar processing is repeated.

[0124]

When it is determined in step S14 that a request for
attributes should be made to the target, the process
proceeds to step 516, where the initiater transmits a
command ATR REQ, thereby making a request for attributes to
the target. Then, the initiatbr waits for a response
ATR_RES to the command ATR REQ to be transmitted from the
target, and the process proceeds toe step S17, where the
response ATR RES is received. Then, the process proceeds to
step S518.

(0125]

At this point, the processing of steps S16 and S17



PSL REQ to be transmitted from the target, and the process proceeds
from step S19 to step 520, where the response PSLRES is received.
Then, the process proceeds to step 521. In step 521, the initiator changes
the communication parameter, that is, for example, the transmission rate,
in accordance with the response PSL RES received in step 520, and the
process proceeds to step 522. [0128] At this point, the processing of
steps S18 to S21 corresponds to ﬂ%f% processing of step 85 of Fig. 9. - 52
- [0129] In step 522, the initiator performs data exchange, that is,
exchange of the command DEP_REQ and the response DEPRES, with
the target in accordance with a data exchange protocol. [0130] At this

COT TSRO pideesEifigdTf St 822 Toftbspands 6 the°frotésSing bt Step” -
Sgﬂ{iégﬂ 9. [0131] After data conversion has been performed in step
522, the'initiator proceeds to step S23 or S25 as necessary. [0132] That

isywhgndhe initiator, setsithe targettole iha desslecied state:, thes
process proceeds from step S22 to step S23, and the initiator transmits a
rececommalid @St REQ.afhent the imitiator Waits foha résponse BSLRES to

the command ‘ ]
determines whether or not the communication parameter, that

is, for example, a transmission rate, can be changed. When
it is determined in step 518 that the transmission rate
cannot be changed, steps 3519% to 521 are skipped, and the
process progceeds to step S522.

[0127]

When it is determined in step 518 that the transmission
rate can be changed, the proceés proceeds to step S$519, where
the initiator transmits the command PSL REQ, thereby
requesting the target to change the transmission rate. Then,
the initiator waits for a response PSL RES to the command
PSL_REQ to be transmitted from the target, and the process
proceeds from step S19 to step 520, where the response
PSL RES is received. Then, the process proceeds to step S21.
In step 5231, the initiator changes the communication
parameter, that is, for example, the transmission rate, in
accordance with the response PSL RES received in step 320,
and the process proceeds to step S22.

[0128]

At this point, the processing of steps S18 to S21

corresponds to the processing of step 55 of Fig. 9.



DSL_REQ to be transmitted from the target and proceeds from step S23
to step 524, where the response DSLRES is received. The process then
returns to step S14 and subsequently, similar processing is repeated.
[0133] On the other hand, when the initiator completely ends the
communication with the target, the process proceeds from step S22 to
step 525, where the command RLS REQ is transmitted. Then, the initiator
waits for the response RLS RES to.the command RLS REQ to be
transmitted from the - 53 target, and the process then proceeds from step
S25 to step 526, where the response RLS RES is received. Then, the
process returns to step S11 and subsequently, similar processing is
re[pOe]a%gd [0134] At this point, the processing of steps S23 and S24 and

the. pr. si fs > t P ing. of
D S 9 P, [0205] TGOLC 2 dcsoliptan il be g an. i FlEvencn e

is, lextheafiouchart inHegcbinefan aftivatien peaiacal ithee aptivesmoder rREs,
[0136] Atfirst, in step 531, the initiator performs an initial. RFCA process,
withaddtheprogess therpproesdds e stepth a data exchange protocol.

[0130]

At this point, the processing of step S22 corresponds
to the processing of step 56 of Fig. 9.

{0131}

After data conversion has been performed in step 522,
the initiator proceeds to step S23 or S25 as necessary.

[0132]

That is, when the initiator sets the target to be in a
deselected state, the process proceeds from step S22 to step
§23, and the initiator transmits a command DS, REQ. Then,
the initiator waits for a response DSL RES to the command
DSL REQ to be transmitted from the target and proceeds from
step S23 to step S24, where the response DSI,_RES is received.
The process then returns to step 514 and subsequently,
similar processing is repeated.

[0133]

On the other hand, when the initiator completely ends
the communication with the target, the process proceeds from
step 822 to step 825, where the command RLS REQ is
transmitted. Then, the initiator waits for the response

RL5 RES to the command RLS REQ to be transmitted from the



532, where the initiator sets the communication mode to an active mode
and selects the transmission rate. [0137] Here, the processing of step
S31 corresponds to the processing of steps Sl and S2 of Fig. 9, and the
processing of step S32 corresponds to the processing of step S3 (S3-2).
[0138] Thereatfter, in steps S33 to 539, processes similar to those in steps
S16 to S22 of Fig. 10 are performed, respectively. - 54 - [0139] That is, in
step 533, the initiator transmits a command ATR REQ, thereby making a
request for attributes to the target. 5I'%eﬁ, the initiator waits for a response
ATR RES to the command ATR REQ to be transmitted from the target,

and the process proceeds to step 534, where the response ATR RES is
targ?ébei\f@bcg. Th%%r@éé’@t‘ﬁ%n‘ﬁ?&ébéﬂ%%%%jp%ﬁc[@l&meﬁl stép 583, BREP

__ the basis of the response Agiﬁgz eceived from the target in step,534,
526, R R g o o

procisionexemple, the t@é@ﬁ]i@iqn Eate, Galbhe ghanged, Whenit i$:
determined in step S35 that the transmission rate cannot be changed, the
- procififatorgskips steps836ito S38 and proceeds to step 539.

[0134]

At this point, the processing of steps $23 and 524 and
the processing of steps 525 and 526 correspond to the
processing of step S$7 of Fig. 9.

{0135]

- Next, a desgscription will be given, with reference to
the flowchart in Fig. 11, of an activation protocol in the
active mode .

[6136]

At first, in step S$31, the initiator performs an
initial RFCA process, and the process then proceeds to step
532, where the initiator sets the communication mode to an
active mode and selects the transmission rate.

[0137]

Here, the processing of step S31 corresponds to the
processing of steps 51 and $2 of Fig. 9, and the processing
ci step 832 corresponds to the processing of step S3 (83-2).

(0138]

Thereafter, in steps S$33 to $39, processes similar to
those in steps S16 to 522 of Fig. 10 are performed,

respectively.



[0141] When it is determined in step S35 that the transmission rate
cannot be changed, the process proceeds to step 536, where the initiator
transmits the command PSLREQ, thereby requesting the target to
change the transmission rate. Then, the initiator waits for the response
PSLRES to the command PSL_REQ to be transmitted from the target,
and the process proceeds from step S36 to step S37, where the
response PSLRES is received. The process then proceeds to step 538.
In step 538, the initiator changesth@‘communication - 55 parameter, that
is, for example, the transmission rate, in accordance with the response
PSLRES received in step S37, and the process then proceeds to step
539.102421 In step 539, the initiator performs data exchange, that is,

exchange of the command DEP_REQ and the response DEP_RES, with
the'kget n atBordibfite Withra 8 exXthahge ProtbEan 81431 A fHgmand

aTR RARL t%%@@gggsmgggg% %%%9@@ B34, gouespondsg e, yo

~processing of step S4 2) of Fig. 9, and the processing of steps S35 to

targe38 corrgspondsie the iprogessing of stepseh-otFige pbhe processingoft o
step S39 corresponds to the processing of step S6 of Fig. 9. [0144] After
the themlatadoMbTsiORIn StepS39 theqotdssd from the target, and

the process proceeds to step 534, where the response ATR RES
is received. The process then proceeds to step S535.

{0140]

In step $35, on the basis of the response ATR RES
received from the target in step 534, the initiator
determines whether or not the communication parameter, that
is, for example, the tran$mission rate, can be changed.

When it is determined in step 335 that the transmission rate
cannot be changed, the initiater skips steps $36 to 338 and
proceeds Lo step S39.

{0141}

When it is determined in step S35 that the transmission
rate cannot be changed, the process proceeds to step 336,
where the initiator transmits the command PSL _REQ, thereby
requesting the target to change the transmissicen rate. Then,
the initiator waits for the response PSL_RES to the command
P5L_REQ to be transmitted from the target, and the process
proceeds from step 536 to step $37, where the response
PSL RES is received. The process then proceeds to step $38.

In step S38, the initiator changes the communication



proceeds to step S40 or S44 as necessary. [0145] That is, when the
initiator sets the target with which communication is being performed to a
deselected state and causes one of the targets that have already been
setin a deselected state to wake up, the process proceeds from step
S39 to step S40, where the command DSL REQ is transmitted to the
target to be set in a deselected state. Then, the initiator waits for the
response DSL RES to the command DSL REQ to be transmitted from the
target, and the process - 56 proﬁeé&s from step S40 to step S41, where
the response DSLRES is received. Here, the target having transmitted
the response DSLRES enters a deselected state. [0146] Thereafter, the
parapeicess ptdceedsdront SlepeS4TE0- step t 842 WRErethe fHifdtor fhfsmits
a command WUP REQ to the target to be en, the initiaté)g,?

' | akedup. T
acCoRARBR i HlpoHE WOP RSt nE oo e kS (5 hED
and Q%%Sgy%g giggw@gga@pggyd@eﬁogwrg%qu from step S42 to

step 543, where the response WUP_RES is received. The process then
retgnnsto step S35. Here, the target having transmitted the response
WUPRES wakes up, and the waked-up target becomes an object for
whichsthelproédssirigref stept$a% ahdRabseguent $tdps shoulrpge, that

~is,'gggggggghgga{egb¥gggéggm8EPwREQ and the response DEP_RES,

with the target in accordance with a data exchange protocol.

[0143]

At this point, the processing of steps $33 and S34
corresponds to the processing of step 5S4 (54-2) of Fig. 9,
and the processing of steps 835 to S38 corresponds to the
processing of step S5 of Fig. 2. The processing of step 539
corresponds to the processing of step S6 of Fig. 9.

[0144]

After the data conversion in step $S39, the process
proceeds to step 5S40 or 544 as necessary.

f0145]

That is, when the initiator sets the target with which
~eommunication is being performed to a deselected state and
causes one of the targets that have already been set in a
deselected state to wake up, the process proceeds from step
S39 to step $40, where the command DSL REQ is transmitted to
the target to be set in a deselected state. Then, the
initiator waits for the response DSI,._RES to the command

DSIL. REQ to be transmitted from the target, and the process



[0147] On the other hand, when the initiator completely ends
communication with the target, the process proceeds from step S39 to
step S44, where the command RLS REQ is transmitted. Then, the
initiator waits for a response RLS RES to the command RLS REQ to be
transmitted from the target, and the process proceeds from step S44 to
step S45, where the response RLS_RES is received. The process then
returns to step 531 and subsequently, similar processing is repeated. 57 -
[0148] At this point, the processTngBé steps S40 to 43 and the processing
of steps S44 and S45 correspond to the processing of step S7 of Fig. 9.
[0149] Next, a description will be given of the relationship between

proc gt P arv 151 {OpehSysten Iﬁ@hoﬁh@%ﬁ@n)@@e@ﬁéﬁﬂé&el

DST. OlSOi g 12 shO\A/s arhOSI refg ence mod é" 12, the left si e
Fidws An"GSF fefefence Mo odél, a nd the'? &kﬁ oﬁ/s arf)lr{%) ocoﬁ‘

the Pé@%@(ﬁ@é’&fM'ﬁ%@%ﬁ@J@S&Q@QQ@L@@EH@ értg‘@ewor'd at present.

[0151] The OSlTeference model is a structural model of 7

[0146]

Thereafter, the process proceeds from step 541 to step
542, where the initiator transmits a command WUP_REQ to the
target to be waked up. Then, tﬁe initiator waits for a
response WUP RES to the command WUP_REQ to be transmitted
from the target, and the-process proceeds from step 542 to
step S43, where the response WUP RES is received. The
pfocess ﬁhen returns to step 3835. Here, the target having
transmitted the response WUP RES wakeslup, and the waked-up
target becomes an object for which the processing of step
5335 and subsequent steps should be performed‘thereafter by
the initiator.

{0147]

On the other hand, when the initiator completely ends
communication with the target, the process proceeds from
- step 839 to step S44, where the command RLS _REQ is
transmitted. Then, the initiator waits for a response
RLS RES to the command RLS REQ to be transmitted from the
target, and the process proceeds from step $S44 to step S45,
where the response RLS RES is received. The process then
returns to step 531 and subsequently, similar processing is

repeated.



hierarchical layers, which serve as standards when a network protocol is
constructed. The following are defined from the lowest-order layer (first
layer) toward (the higher-order layers): a physical layer (first layer), a data
link layer (second layer), a network layer (third layer), a transport layer
(fourth layer), a session layer (fifth layer), a presentation layer (sixth
layer), and an application layer (seventh layer). [0152] For the data link
layer, two sub-layers exist. The - 58 higher-order sub-layer between the
two sub-layers is an LLC (Logical link control) layer, and the lower-order
sub-layer is an MAC (Media Access Control) layer. [0153] On the other
hand, as the protocol hierarchy of the Internet, a network interface layer,
an itéfet layer, a transport layer, and an application layer are defined
from the lowest-order Iiyer. The network int%rface layer of the Internet

cottedpbhasis e phydicalitaysiana thd data iickayet bf ahogr and
the 'BlESERCE Model 4 @t@l&n%'@yg&l@f the sInferpet.corresponds te the

network layer of the OSI reference model, and the transport layer of the
prodatesieigcarrespondsio the trahgpord layer of the OSI reference model.

The application layer of the Internet corresponds to the session layer, the

pre8édtation layer, and the :

‘Next, a description will be given of the relationship
between NFCIP~1 and an 0SI (Open System Interconnection)
reference model.

[0150]

Fig. 12 shows an 0SI reference model. 1In Fig. 12, the
left side shows an 0SI reference model, and the right side
" shows a protocol hierarchy of the Internet that has become
popular in the world at present.

[C151]

The OSI reférenoe.model is a structural model of 7
hierarchical layers, which serve as standards when a network
. protocel is constructed. The following are defined from the
lowest-order layer (first layer) toward (the higher-order
layers): a physical layer (first layer), a data link layer
(second layer}, a network laver (third layer}, a transport
layer (fourth layer), a session layer (fifth layer), a
presentation layer (sixth layer), and an application layer
(séventh layery}.

{0152}

For the data link layer, two sub-layers exist. The



application layer of the OSI reference model. [0154] NFCIP-1 defines a
physical layer and a data link layer of an OSI reference model. However,
in the current NFCIP-I, for the data link layer, only the MAC layer between
the LLC layer and the MAC layer, which are the two sub-layers thereof, is
defined. [0155] NFC communication apparatuses exchange a command
DEP_REQ and a response DEPRES in the data exchange of step - 59

S6 of Fig. 9 (step S22 of Fig. 10,_5:5 S39 of Fig. 11). That s, the initiator
transmits a command DEPREQ, ard the target receives the command
DEP_REQ. Also, the target transmits a response DEP RES to the
command DEP REQ, and the initiator receives the response DEPRES.

high B8] Ae mtRTdraH thethiiet that e NEC E9Rriumicdtionts an LLC
h h EP,RE d th
nos B 0 P ST PE SO D Ry

%y using packets of the physical layer to"as
is arphysicallaygr pagkets'sas appropdate), avhich are defined by NFCIP-I.

[0157] In the physical layer packet, packets (hereinafter referred to as
"NMAC:gackets" as appropriate) of a layer higher than the physical layer,
that is, the MAC layer that

Cn. the other "hand, as the protocol hierarchy of Lhe
Internet, a network interface layer, an Internet layer, a
transport layer, and an application layer are defined from
the lowest~-order layer. The network interface layer of the
Internet corresponds to the physical layer and the data link
layer of an OSI reference model. The Internet layer of the
Internet corresponds to the-network layer of the 03I
reference model, and the transport layer of the Internet
corresponds to the tfansport layer of the 0SI reference
model. The application layer of the Internet corresponds to
the session layer, the presentation layer, and the
application layer of the 051 reference model,

[01541}

NECIP-1 defines a physical layer and a data link layer
of an 051 reference model. However, in the current NFCIP-1,
for the data link layer, only the MAC layer between the LLC
layer and the MAC layer, which are the two sub-layers

thereof, is defined.

[0155]
NFC communication apparatuses exchange a command

DEP_REQ and a response DEP RES in the data exchange of step



is a lower sub-layer of the data link layer, which are defined by NFCIP-1,
are capsulized. Furthermore, in the MAC packet, packets (hereinafter
referred to as "LLC packets") of a layer higher than the MAC layer, that is,
the LLC layer that is a higher sub-layer of the data link layer, are
capsulized. [0158] Fig. 13 shows the relationship of such capsulization as
that described above, and the format of each of the MAC packet and the
physical layer packet defined by NFCIP-1. - 60 - [0159] In Fig. 13, an LLC
packet, with a CMDO field, a CMDZ¥ field, a PFB field, a DID field, and a
NAD field being attached thereto, is capsulized, and thereby an MAC
packet is formed. Furthermore, the MAC packet, with a PA field, an

56 ofYN@field, AAtTEN field, add BhE2 fidld belrmgrattathedt tHeketo, isl) -
capsulized, and thereby a‘%%sical_layer packet is formed. [0160] At this

Thatydige i e NiFC d6mhfunicatidR Sppardtus AL & Focapdiiz&de
rargi@n-MAG packet, Ihe MAC packet isgapsulized in a physical layer

packet, and the physical layer packetis transmitted in the active mode or
t ranintbespassive podes and eontiel thereafds perfarmed by:thercontraliel the

21. Furthermore, in the NFC communication
initiator receives the response DEP RES.

[0156]

The initiator and the target that are NFC communication
apparatuses exchange the command DEP REQ and the response
DEP RES by using packets of the physical layer (héreinafter
referred to as "physical layer packets" as appropriate},
which are defined by NFCIP-1.

[0157]

In the physical layer packet, packets (hereinafter
referred to as "MAC packets" as appropriate) of a layer
higher than the physical layer, that is, the MAC layer that
is a lower sub~layer of the data link layer, which are
defined by NFCIP~1, are capsulized. Furthermore, in the MAC
packet, packets {(hereinafter referred to as "LLC packets")
of a layer higher than the MAC layer, that is, the LLC laver
that is a higher sub-layer of the data link layer, are
capsulized.

{0158]

Fig. 13 shows the relationship of such capsulization as

that described above, and the format of each of the MAC

pécket and the physical layer packet defined by NFCIP-1.



apparatus, the physical layer packet that is transmitted in the manner
described above is received in the active mode or in the passive mode.
Also, control thereof is performed by the controller 21. [0161] In NFCIP-I,
the physical layer packet is configured in such a manner that, starting
from the beginning, a PA field, a SYNC field, an LEN field, a transport
data field, and an EZ2 field are arranged in sequence. [0162] - 61 A
preamble is located in the PA field, and a predetermined synchronous
pattern (synchronous pattern by"te§)0|sTocated in the SYNC field. A value
equivalent to 1 added to the number of bytes of data located in the
transport data field is located in the LEN field. In NFCIP- 1, the value to be
Idéated in the LEN field is assumed to be in the range of 3 to 255.

Therefore, when 255 jslcated jn the | BN field 6 size of the phy
t: ARG 1fri that ﬁ

layer pja%ket bécomes ma case, the'size of t & data to be
£1e1lpcateds imthe; rapspost ¢ata fiekd: that is,the mayimum angupkehdata

that can be located in the transport data field of the physical layer packet,
attaisizhl h2dBcd) bytesc@i 63} AN AC pdcketcwhich isidatéhdf thecket
higher-order layer, is located in the transport data field. Code for
is f@é@%ﬂng Furthermore, the MAC packet, with a PA field, an
SYNC field, an LEN field, and an E2 field being attached
thereto, is capsulized, and thereby a physical layer packet
is formed.
[0160]
At this point, 1n the NFC communication apparatus, an
LLC packet is capsulized in an MAC packet. The MAC ?acket
is capsulized in a physical layer packet, and the physical
layer packet is transmitted in the active mode or in the
passive mode, and control thereof is performed by the
.controller 21. Furthermore, in the NFC communication
apparatus, the physical layer packet that is transmitted in
the manner described above is received in the active mode or
in the passive mode. Also, control thereof is performed by
the contrclier 21.
{0161]
In NFCIP-1, the physical layer packet is configured in
such a manner that, stafting from the beginning, a PA field,
a SYNC field, an LEN field, a transport data field, and an

E2 field are arranged in sequence.

{0162]



an error of the physical layer packet, for example, CRC (Cyclic
Redundancy Checking) code, is located in the E2 field. (01641 At this
point, as described above, in NFCIP-I, it is possible to select a
transmission rate used for actual communication from among the
transmission rates of 106, 212, and 424 kbps. The physical layer packet
shown in Fig. 1.3 is used in communication at a transmission rate of 212
or 424 kbps. For communication at a transmission rate of 106 kbps, - 62
a physical layer packet provided“wiet:’ﬂ‘ an SB field in which a
predetermined start byte is located in place of the PA field and the SYNC
field of Fig. 13 is used. [0165] Next, in NFCIP-1, the MAC packet (the
MAE ket s the €6 BEPREQF S theFéSporfse"DEPRES) is

figured i h that, starting from the beginni CMDO
pred R L SR PER ol o OID Reld: AU NABCRT i D80
bytePBlis and-RBadields, whichsaiecdatadields of a1 hytesqane located. to

[07.66] A value indicating a command DEP_REQ or a response DEP

1 adR&S isdocatedimihiecl-byte CMBG field ard - thecds thyte OMDD field.

0167
trangpor% data field is located in the LEN field. In NFCIP-

1, the value to be located in the LEN field is assumed to be
-in the range of 3 to 255. Therefore, when 255 is located in
the LEN field, the size of the physical layer packet becomes
maximum. In that case, the size of the data to be located
in the transport data field, that is, the maximum amcunt of
data that can be located in the transport data field of the
physical layer packet, is 254 (= 255 - 1) bytes.

{0163}

An MAC packet, which is data of the higher-order layer,
is located in the transport data field. Code for detecting
an errar of the physical layer packet, for example, CRC
(Cyclic Redundancy Checking) code, is located in the E2
field.

[0i64]

At this point, as described above, in NFCIP-1, it is
possible to select a transmission rate used for actual
communication from among the transmission rates of 106, 212,
and 424 kbps. The physical layer packet shown in Fig. 13 is
used in communication at a transmission rate of 212 or 424

kbps. For communication at a transmission rate of 106 kbps,



PFB information (control information for transaction) for data transfer
control and error recovery is located in the 1-byte PFB field. [0168] At
this point, in data exchange during exchanging of the command
DEP_REQ and the response DEPRES, there are cases in which three
types of data are transmitted and received, that is, data requested by an
application or the like is transmitted and received, ACK (AcKnowledge) or
NACK (Negative AcKnowledge) is transmitted and received, or data - 63
for managing the NFC communicafién apparatus is transmitted and
received- The format of (the PFB information located in) the PFB field
differs depending on each case. [0169] DID (Device ID) information

a phyliffering friom NFCID; hichp identified aniNFC zonfiburicatioh apparhfush a
for transmitting MAC packets, is located in the 1-byte DID field. That i

predgfQEEIBAT thd REEIBYE Settd DLEASEmath BhgHcof o %S}f‘es%i'r%c%eld
and {IR1O0 NECR 19 Ppyﬂs_é-.bﬂeg DI ipforppation can be used as a
N

so-called alias for identi an NFC communication apparatus. [0170]
NADR {§ode Address) information used in logical connections is located in

~ the 1-byte NAD field. [0171]

Next, in NFCIP-1, the MAC packet {(the MAC packet as the
command DEP REQ or the response DEP_RES) is configured in
such a manner that, starting from the beginning, a CMDO
field, a CMD1l field, a PFB field, a DID field, an NAD field,
and DRO, DBRL,..., and DBn fields, which are data fields of n
+ 1 bytes, are located.

[0166]

A wvalue indicating a command DEP REQ or a response
DEP RES is located in the l-byte CMDO field and in the 1-
byte CMD1l field.

{0167]

PFBE information (control information for transaction)
for data transfer control and error recovery is located in
the 1l-byte PFB field.

{01681

At this point, in data exchange during exchanging of
‘the command DEP_REQ and the response DEP_RES, there are
cases in which three types of data are transmitted and
:received, that is, data requested by an application or the
"like is transmitted and received, ACK (BRcKnowledge) or NACK

(Negative AcKnowledge) is transmitted and received, or data



An LLC packet, which is data of a higher-order layer, is located in the
DBO, DB1,..., and DBn fields, which are data fields of n + 1 bytes. [0172]
Next, Fig. 14 shows PFB information located in the PFB field of Fig. 13
when data requested by an application is transmitted and received in data
exchange in which a command DEP_REQ and a response DEPRES are
exchanged. [0173] All higher-order 3 bits, that is, all bits 7, 6, and 5, - 64
of the PFB information located in the MAC packet when data requested
by an application is transmitted and feceived, are set to 0. Furthermore,
in the fourth bit from the highest order, that is, in bit 4, a 1-bit MI (Multiple
Information link for Data Exchange Protocol) flag indicating whether or
for metthefagretduiccBEdingvmanpackelsis located DI 74T At §hHis point thed
Ml flag is set to 1 when there are succeeding MAC packets and is setto 0
[

and FRECINGH are To® shECEEHNG MAC Packets. DT 75T bitSS ang s e

in) WRich:arg the fifth and spdb bits. fram {he highest orger of the PFB
information located in the MAC packet when data requested by an
apphcagipn is transmitted and received, an NAD flag and a DID flag are

DID {(Device ID) information differing from NFCID, which
identifies an NFC communication apparatus for transmitting
MAC packets, is located in the l-byte DID field. That is,
in NFCIP-1, the NFCID is set to be a maximum length of 10
bytes. Since the 10-byte NFCID is long, l-byte DID
information can be used as a so-called alias for identifying
an NEC Communicaﬁion apparatus.

fO17G]

NAD (Node Address) information used in logical
connections is located in the l-byte NAD field.

[01L711]

An LLC packet, which is data of a higher-order layer,
is iocatéd in the DBO, DBL,..., and DBn fields, which are
data fields of n + 1 bytes.

[0172]

‘Next, Fig. 14 shows PFB information located in the PIB
- field of Fig. 13 when data requested by an application is
transmitted and received in data exchange in which a command
DEP_REQ and a response DEP RES are exchanged.

[0173]

All higher-order 3 bits, that is, all bits 7, 6, and 5,



located, respectively. The NAD flag is set to 1 when information of the
NAD field of the MAC packet (Fig. 13) is valid and is set to O when it is
invalid. The DID flag is set to 1 when information of the DID field of the
MAC packet (Fig. 13) is valid and is set to O when itis invalid. [0176] In
bits 0 and 1, which are lower-order bits of the PFB information located in
the MAC packet when data requested by an application is transmitted
and received, 2-bit PNI (Packet Number Information) is located. PNI,
whose initial - 65 value is set at"”O,?s‘gin"E:remented by 1 when succeeding
MAC packets are transmitted. [0177) That is, as illustrated in Fig. 13, in
the NFC communication apparatus, an LLC packet is capsulized in an

of tmé’ﬁacﬁétfm@n@h@ﬁla&@@@éaﬂpsmzé@m %bﬁygé@werwbaékéiata
th S|cal acket is trans tted Q178] .In NECIP-1 Whe
requﬁfg pd:c tid'to igﬁsu}f(zedl in" &n R& paJE é?ne wﬁol‘éﬁﬁ_é(f pac etEMe
set @&QPSUhmmMﬁQ packeh As, asult, %&@;LEQ{)‘?@C@SE'SM hest
transmitted using one MAC packet. In addition, the LLC packet is d|V|ded

ordeinto tanplurality ofipiebes of data. Eachwofiie ghardlity pfl pictesofrdata on

obtained by the division is capsullzed inone MAC packet. As a result,
l1“koﬁ@£L@ﬁ£ﬁ*§¥&%@B@%dﬁﬁﬁﬁ%@l flag indicating whether or

not there are succeeding MAC packets is located.

{6174}

At this peint, the MI flag is set to 1 when there are
succeeding MAC packets and is set to 0 when there are no
succeeding MAC packets.

[0175]

In bits 3 and .2, which are the fifth and sixth bits
from the highest order of the PFBR information located in the
MAC packet when data requested by an application is
transmitted and received, an NAD flag and a DID flag are
located, respectively. The NAD flag is set to 1 when
~information of the NAD field of the MAC packet (Fig. 13) is
valid and is set to 0 when it is invalid. The DID flag is
‘set to 1 when information of the DID field of the MAC packet
(Fig. 13) is valid and is set to 0 when it is invalid.

[0176]

- In bits 0 and 1, which are lower-order bits of the PFB
“information located in the MAC packet when data requested by
an application is transmitted and received, 2-hit PNI

(Packet Number Information) is located. PNI, whose initial



using a plurality of MAC packets. [0179) When one LLC packet is to be
transmitted using one MAC packet, the PNI of the one MAC packet is set
to 0. When one LLC packet is to be transmitted using a plurality of MAC
packets, for example, four MAC packets, the PNI of the first MAC packet
is set to 0, and the PNI of the second MAC packet is setto 1. Then, the
PNI of the third MAC packet is set to 2 (10 in the case of a binary
number), and the PNI of the third MAC packet is set to 3 (11 in the case
of a binary - 66 - number). [0180] Eor example, when the initiator
transmits one LLC packet by using four MAC packets in the manner
described above, it is possible for the target to reconstruct the original
valuene &L Eepacket (LLC.padket tizatis capsilized! oviee rfosriiGpaickets M3y
referring to the PNI of the MAC packets from the initiator. [0181] Since
packife"PRE AstdedABed BBBve, is two bits long, the maximum number of

ﬁgkets in which one LLC packet can be divided and located is 4 (=
22).10182] At this point, in the MAC layer, each time one LLC packet

froma theild,C layer isiprocessed: the MAG layet, in the NFC
communication apparatus, an LLC packet is capsulized in an
MAC packet, the MAC packet is capsulized in a physical lavyer
packet, and the physical layer packelt is transmitted.

[0178]

In NFCIP-1, when an LLC packet 1s to be capsulized in
an MAC packet, the whole LLC packet is capsulized in one MAC
packet. As a result, one LLC packet is transmitted using
one MAC packet. 1In addition, the LLC packet is divided into
a plurality of pieces of data. Each of the plurality of
pieces of data obtained by the division is capsulized in one
MAC packet. As a result, one LLC packet can be transmitted
using a plurality of MAC packets.

[0179]

When one LLC packet is to be transmitted using one MAC
packet, the PNI-of the one MAC packet is set to 0. When one
LLE packet is to be transmitted using a plurality of MAC
"~ packets, for example, four MAC packets, the PNI of the first
MAC packet is set to 0, and the PNI of the second MAC packet
is set to 1. Then, the PNI of the third MAC packet is set
to 2 {10 in the case of a binary number), and the PNI of the

third MAC packet is set to 3 (11 in the case of a binary



responds to the LLC layer in order to report the processing result
(information on whether or not the LLC packet has been normally
transmitted or received) to the (the LLC layer). Therefore, the maximum
number of MAC packets that can be transmitted continuously from the
MAC layer to the LLC layer without making a response is equal to the
maximum number of MAC packets in which one LLC packet can be
divided and located, and is 4 in the manner described above. [0183]
Therefore, the LLC packets that aré ﬁa“s"sed to the MAC - 67 packets by
the LLC layer need to be LLC packets that can be located (contained) in
four MAC packets at most. [0184] Next, Fig. 15 shows PFB information
nunbjggated in the PFB field of Fig. 13 when ACK/NACK is transmitted and
rece'vedp in data exchange during exchanging of the command DEP REQ
- arg(qid%) esponse DEPRES. [0185) The higher-order bits 7, 6, and 5 of

theRF B Informatiagagateddn the MAG packet when,ACKINACK;is
transmitted and received are set to O, 1, and 0, respectively. Furthermore,
packiathe fourth hiy froouthevhighest-ardes, that ishin bitdne 3-bitACKINAGK
flag indicating ACK/NACK is located. [0186]
above, it 1s poessible for the target to reconstruct the
original one LLC packet (LLC packet that is capsulized over
four MC packets) by referring to the PNI of the MAC packets
from the initiator.

{0181}

Since the PNI, as described above, is two bits long,
the maximum number of MAC packets in which one LLC packet
can be divided and located is 4 (= 2%).

10182}

At this point, in the MAC layer, each time one LLC
packet from the LLC layer is processed, the MAC layer
responds to the LLC layer in order to report the processing
result (information on whether or not the LLC packet has
been normally transmitted or received) to the (the LLC
layer). Therefore, the maximum number of MAC packets that
can be transmitted continuously from the MAC layer to the
- LLC layer without making a response is equal to the maximum
number of MAC packets in which one LLC packet can be divided
and located, and is 4 in the manner described above.

{0183]

Therefore, the LLC packets that are passed to the MAC



At this point, the ACK/NACK flag indicates ACK when the value of the
ACK/NACK flag is 1 and indicates NACK when the value of the
ACK/NACK flag is 0. [0187] In bits 3 and 2, which are the fifth and sixth
bits from the highest order of the PFB information located in the MAC
packet when ACK/NACK is transmitted and received, similarly to the case
shown in Fig. 14, an NAD flag and a DID flag are located, respectively.
Furthermore, in bits 0 and 1, which are the two lower-order bits of the
PFB - 68 information, also, simitarfy’tothe case shown in Fig. 14, 2-bit
PNl is located. [0188] An MAC packet as ACK/NACK is transmitted so
that, for example, when the initiator transmits an MAC packet in which
packeemalryddthds ldcateddtpethenarg@t, the hargbLinforask fesinitiatdr ofathebe
received state (received result) of the MAC packet from the initiator. For
locatgd (dGBH-IE PN of thé RAC T CkBAAXRER/NACRAE made to be the
spmg yalue as that of the PNI of the MAC packet (MAC packet
transmitted by the initiator) that intend to inform the initiator of the

reegived staje UsSINgACKANACK. (G189 Mext ca deseription wilk bergiversy

with reference to Fig. 16, of processing of an MAC layer in the initiator
fielgpgdf Fig. 13 when ACK/NACK is transmitted and received
in data exchange during exchanging of the command DEP REQ
and the response DEP RES.

[0185]

The higher-order bits 7, 6, and % ¢f the PFB
information located in the MAC packet when ACK/NACK is
transmitted and received are set to ¢, 1, and 0,
respectively. Furthermore, in the fourth bit from the
highest order, that is, in bit 4, a 1-bit ACK/NACK flag:
indicating ACK/NACK is located.

[0186]

© At this point; the ACK/NACK flag indicates ACK when the
vaiue of the ACK/NACK flag is 1 and indicates NACK when the
value of the ACK/NACK flag is 0.

[0187]

o In bits 3 and 2, which are the fifth and sixth bits
from the highest crder of the PFB information located in the
MAC packet when ACK/NACK is transmitted and received,
similarly to the case shown in Fig. 14, an NAD flag and a
DID flag are located, respectively. Furthermore, in bits 0

and 1, which are the two lower-order bits of the PFB



the target when the initiator divides one LLC packet into a plurality of
pieces of data and transmits them to the target by using a plurality of
MAC packets. [0190] In Fig. 16, EDC (Error Deteciton Code) indicates
code for detecting an error. [0191] In Fig. 16, the illustration of
processing of a physical layer (processing of capsulizing an MAC packet
in a physical layer packet) is omitted. - 69 - [0192] In Fig. 16, it is
assumed that information on the Nég) field and the DID field of the MAC
packet (Fig. 13) is invalid. Therefore, both the fifth and sixth bits from the
highest order of the PFB information located in the PFB field of the MAC

ckets, that i |s bits 3 and. 2, are assumed to be 0. [0193] Furthermore it
infolglelitld MFR: 16 A ATThE MAC! PRoKERS frandiiitlec orh the -2
211 iNitigler tothe target are normally received. Therefore, the target is

assumed to send back (transmit) an MAC packet as ACK in reply to all

the MG packets transmitted from the initiator. [0194] In Fig. 16, in the

initiator, one LLC packet is divided

An MAC packet as ACK/NACK is transmitted so that, for
example, when the initiator transmits an MAC packet in which .
certain data is located to the target, the target informs
the initiator of the received state (received result) of the.
MAC packet from the initiator. For this reason, the PNI of
the MAC packet as ACK/NACK is made to be the same value as
that ©of the PNI of the MAC packet (MAC packet transmitted by
tﬁe initiator) that intend to inform the initiator of the
received state using ACK/NACK.

[0189]

Next, a description will be given, with reference to
Fig. 16, of processing of an MAC layer in the initiator and
the target when the initiator divides one LLC packet into a
plurality of @ieces of data and transmits them to the target
by using a plurality of MAC packets.

[(0180]

"In Fig. 16, EDC {(Error Deteciton Code) indicates code

for detecting an error.

[0191}

In Fig. 16, the illustration of processing of a
physical layer (processing of capsulizing an MAC packet in a

‘physical layer packet) is omitted.



into three pieces of data and these are transmitted to the target by using
three MAC packets. [0195] That is, in the initiator, data
"01.23456789ABCDEF" as one LLC packet is supplied from the LLC
layer to the MAC layer. In the MAC layer of the initiator, data
"0123456789ABCDEF" as one LLC packet is divided into three pieces of
data "0123456", "789ABC", and "DEF". These are capsulized in a first
MAC packet, a second MAC packet, and a third MAC packet and are
transmitted to the target. - 70 - [0196% At this point, all the first to third
MAC packets are MAC packets for transmitting (receiving) data
requested by the application. For this reason, all the bits 7, 6, and 5 of
theEOREB Information located in the PFB field (Fig. 13) are setto 0, as
described in Fig. 14. [0197] For the first and second MAC packets, MAC
pé[(’fke@g(se&(ﬁ%d afd ﬂﬁroam‘éﬂséﬁcwe?@tsukeé@cﬁwa‘fﬁém exist.the NAD

i e PR e TR
invaSluﬁxQEEdl’!DQé\&é@cﬂﬁlelﬁ)QXiSttﬁ@d ftheraforey thesW flag is; sef at fo@St he

described in Fig. 14. [0198] Furthermore, since the first MAC packet is a
highfgsttMaCier. of the PEFB information located in the PFB
field of the MAC packets, that is, bits 3 and 2, are assumed
to be 0.

(0193}

Furthermore, it 1s assumed in Fig. 16 that all the MAC
packets transmitted from the initiator to the target are
normally received. Therefore, the target is assumed to send
back (transmit} an MAC packet as ACK in reply to all the MAC
packets transmitted from the initiator.

[0194)

In Fig. 16, in the initiator, one LLC packet is divided
into three pieces of data and these are transmitted to the
target by using three MAC packets.

[0185]

That is, in the initiator, data "0123456789ABCDEF" as
one LLC packet is supplied from the LLC layer to the MAC
layer. In the MAC layer of the initiator, data
"0123456789ABCDEF" as one LLC packet is divided into three
pieces of data "0123456", "789ARBC", and "DEF". These are

capsulized in a first MAC packet, a second MAC packet, and a

third MAC packet and are transmittéd to the target.



packet of the three first to third MAC packets, the PNI of bits 0 and 1 of
the PFB information are set at O, which is an initial value. Since the
second MAC packet is a second MAC packet, of the three first to third
MAC packets, the PNI of the PFB information is 1 such that the PNI of the
first MAC packet is incremented by 1. Since the third MAC packet is a
third MAC packet of the three first to third MAC packets, the PNI of the
PFB information is 2 such that the PNI of the second MAC packet is
incremented by 1. [0199] - 71 On tH& basis of the above, the PFB
information of the first MAC packet is 10 as a hexadecimal number
(00010000 as a binary number), and the PFB information of the second
MAC! péatket is 11 as a hexadecimal number (00010001 as a binary
number). The PFB information of the third MAC packetis 02 as a

héadebisaliinitber (@ééqé@ﬁ) 5&5%}@9 nﬁmﬁ%?).fféﬁo@aéﬁ%é are
nac FAERAANG. 1o SIOCHERPRERIN I AT I culen Nednuetr ens,

packet )o as ACK indicating that the first MAC
the RAcketkashesn narmally received: fumthesmore; the target recevesdhe 5

second MAC packet from the initiator and transmits an MAC packet
of 1S(ACKYE asnXCKrinditating. that trelsdcorichMAT Badket Inhs Bden. 13)
are LT reSeNES e ipea in Fig. 14.

(0197}

For the first and second MAC packets, MAC packets
(second and third MAC packets] succeeding them exist.
Therefore, the MI flag of bit 4 ¢f the PFB information is
set at 1, as described in Fig. 14. On the other hand, for
the third MAL packet, no succeeding MAC packets exist, and
therefore, the MI flag is set at 0, as described in Fig. 14.

[0198]

Furthermore, since the first MAC packet is a first MAC
packet of the three first to third MAC packets, the PNI of
bits 0 and 1 of the PFB information are set at (¢, which is
an initial wvalue. Since the second MAC packet is a second
MAC packet. of the three first to third MAC packets, the PNI
- of the PF¥B information is 1 such that the PNI of the first
MAC packet is incremented by 1. Since the third MAC packet
-is a third MAC packet of the three first to third MAC
packets, the PNI of the PIFB information is 2 such that the

PNI of the second MAC packet is incremented by 1.

[0199]



At this point, since the MAC packets S(ACK)0 and S(ACK)1 are MAC
packets for transmitting (receiving) ACK/NACK, bits 7, 6, and 5 of the
PFB information located in the PFB field (Fig. 13) are 0, 1, and 0O,
respectively, as described in Fig. 15. [0202] Since no MAC packet to be
transmitted following the MAC packet S(ACK)() exists and no MAC
packet to be transmitted following the MAC packet S(ACK)1 exists, the
transmission of bit 4 of the PFBwiniP mation of each of the MAC packets
72 S(ACK)o and S(ACK), is set at 0, as described in Fig. 14. [0203]
Furthermore, since the MAC packet S(ACK)o is ACK for the first MAC
packet, the PNI of bits 0 and 1 of the PFB information of the MAC packet

SACKS i©8SWRichTs the SNy FalubRs the PNI6F tHe ist MAC patkét.

. i he . packet S( 1, f S A e
£ B R PR ermiahion of e MAC packer S i L aiah
a bisame valupas the PN of the segond-MAGmackeh [0204]hendbe bagisgic
the above, the PFB information of the MAC packet S(ACK)o is 40 as a
packhexadecihabsumbbr(1000000 lagabirary n0mMber)y) ahdalke PRABLNaTy
information of the MAC packet S(ACK)1 is 41 as a hexadecimal number

numbw:l)oooo'ﬁﬁ%sl?g%i&g}.ty‘/%mgér?n of "the third MAC packet 1s 02

as a hexadecimal number (00000010 as a binary nunber).

[0200]

On the other hand, the target receives the first MAC
‘packet from the initiator and transmits an MAC packet
S(ACK)O as ACK indicating that the first MAC packet has been
normally received. Furthermore, the target recelves the
second MAC packet from the initiator and transmits an MAC
-packet S(ACK); as ACK indicating that the second MAC paéket
has been normally recelved.

{0201]

At this point, since the MAC packets S({ACK}y and S({ACK);,
are MAC packets for transmitting (receiving) ACK/NACK, bits
.?, 6, and 5 of the PFR information located in the PFB field
(Fig. 13) are 0, %I, and 0, respectively, as described in Fig.
15.

[0202]

- Since no MAC packet to be transmitted following the MAC
packet S{ACK); exists and no MAC packet to be transmitted
following the MAC packet S5(ACK); exists, the transmission of

bit 4 of the PFB information of each of the MAC packets



[0205] The MAC packets S(ACK)o and S(ACK)1 transmitted by the
target are received by the MAC layer of the initiator. As a result, the MAC
layer of the initiator recognizes that the first and second MAC packets
have been normally received by the MAC layer of the target. [0206]
Thereafter, the target receives the third MAC packet from the initiator.
The Ml flag of bit 4 of the PFB information of the third MAC packet, as
described above, is - 73 0. As aﬁre%lt,_the target recognizes that no MAC
packet that follows the third MAC packet exists, that is, recognizes that
the third MAC packet is a final MAC packet. In this case, the target

connects, in the MAC layer, the data "0123456" that has been capsulized
S (ACH) mePfirdt M- acke?, tRE datd " FeoC ARaCHAL Bdert Rapddizeddn

t d?sgg nd MAC packet, the data "DEF" that has been capsulized in the
third MAC packet, the first, second, and third MAC packets being

obtained thusfar, ir this erderdyeferfing e the PMikieconstiucts ther the

data "0123456789ABCDEF" as the original LLC packet, and supplies it
£irstrolrtBeraBdayeritbetheNULC fayet.(8207]aTHerdeafter,tih¢h& EBC layer

of the target, an LLC packet Answer as a response to the data

infoqﬁ%§£g87@£A§éBE¥AC packet S{ACK)s 1s 0, which is the
same value as the PNI of the first MAC packet. Since the

MAC packet S{ACK}); is ACK for the second MAC packet, the PNI
of the PFRB information of the MAC packet S{ACK); is 1, which
is the same value as the PNI of the second MAC packet.

[0204]

On the basis of the above, the PR infofmation of the
MAC packet S(ACK); is 40 as a hexadecimal number (01000000
25 a binary nuﬁber), and the PFB informaticn of the MAC
packet S{ACK); is 41 as a hexadecimal number (01000001 as a
binary number).

{02051

The MAC packets S{ACK); and S(ACK); transmitted by the
target are received by the MAC layer of the initiator. As a
result, the MAC layer of the initiator recognizes that the
.first and second MAC packets have been normally received by
the MAC layer of the target.

[0206]

Thereafter, the target receives the third MAC packet
from the initiator, The MI flag of bit 4 of the PFB

information of the third MAC packet, as described above, is



from the MAC layer is supplied to the MAC layer. In the MAC layer of the
target, the LLC packet Answer is capsulized in the MAC packet and is
transmitted to the initiator. [0208] The MAC packet in which the LLC
packet Answer is capsulized is a response from the LLC layer (or a
higher- order layer) for the entire data "0123456789ABCDEF" as the LLC
packet from the initiator, and is an MAC packet for transmitting (receiving)
data requested by the application. Therefore, all the bits 7, 6, and 5 of the
PFB information - 74 located in the PFB field (Fig. 13) are 0, as described
in Fig. 14. [0209) Furthermore, since an MAC packet to be transmitted
following the MAC packet in which the LLC packet Answer is capsulized

0. 888 nbEEXSE the M 115G 0T Bit 4 6FREPEE Infolatio of fife Magket

thatPREKELIS,0. ag deseribed inug 4. [02101 The PNI(Fig, 14).0f the PFB
information of the MAC packetin which the LLC packet Answer is

recogapsulizedis:2, whichcisithe sante as.the:PN of thetthind MAGPaskeket .
that is received just before from the initiator by the target. [0211) On the

In thasisof fife abbve, the PFB MGMRRION of e tMACHEEEKkeRINewhichltke

LLC packet Answer is cagsglized is . ) ,
data "0L23456" that ha eén capsulized in the first MAC

packet, the data "78SABC" that has been capsulized in the
second MAC packet, the data "DEF" that has been capsulized
in the third MAC packet, the first, second, and third MAC
packets being obtained thus far, in this corder by referring
to the PNI, reconstructs the data "(0123456789ARCDEF" as the
criginal LLC packet, and supplies it from the MAC layer to
the L1C layer.

[0207]

Thereafter, in the LLC layer of the target, an LLC
packet Answer as a response to the data "0123456789ABCDEF"
from the MAC layer is supplied to the MAC layer. In the MAC
Layer of the target, the LLC packet Answer is capsulized in
the MAC packet. and is transmitted to the initiatorxr.

10208]

The MAC packet in which the LLC packet Answer is
capsulized is a responsé from the LLC layer (or a higher-
order layer) for the entire data "0123456789ABCDEF" as the
LLC packet from the initiator, and is an MAC packet for
transmitﬁing (receiving) data requested by the application.

Therefore, all the bits 7, 6, and 5 of the PFR information



02 as a hexadecimal number (000000].0 as a binary number). [0212] The
MAC packet in which the LLC packet Answer is capsulized, the MAC
packet being transmitted by the target, is received by the MAC layer of
the initiator. As a result, the MAC layer of the initiator recognizes that the
third MAC packet has been normally received in the MAC layer of the
target. Furthermore, the initiator decapsulizes the MAC packet in the
MAC layer and supplies the LLC packet Answer obtained thereby to the
LLC layer. As a result, the LLC 75 (fay‘er (or a higher-order layer) of the
initiator recognizes that the data "0123456789ABCDEF" as the LLC
packet has been normally received in the LLC layer of the target. [0213]
locapesit, ife EbAtrdlig? 216t the Nﬁ@eor%?’r?un%%@iog r appardsshondinin
Fig, 4 performs the above-described processing of the MAC layer and the
physical layer of NFCIP 1, that is, for example, processing of capsulizing
and4 & }packet in an MAC packet, processing of capsulizing the MAC
packet in a physical layer packet, and others. Also, in the processing of
tha:ki-Cdayery the controiend] whtheoNEE= communicatioarapparatas
limits the maximum length of the LLC packet supplied to the MAC layer

follgy asdo beasnidifer BEh6t eglaltditRe Iiyth tHdt i®asterthidesoitihel s
capshdis ShiNe, MANTUMLiendth ofife RRySIELIayelpacket gnd e e pe

information of the MAC packet is 0, as described in Fig. 14.

Fig.

[0210]

The PNI (Fig. 14} of the PFB information of the MAC
packet in which the LLC packet Answer 1s capsulized is 2,
which is the same as the PNI of the third MAC packet that ié
received just before from the initiator by the target.

[6211)]

On the basis of the above, the PFB information of the
MAC packet in which the LLC packet Answer is capsulized is
02 as a hexadecimal number (00000010 as a binary number).

[0212]

The MAC packet in which the LLC packet Answer is
capsulized, the MAC packet being transmitted by the target,
~is received by the MAC layer of the initiator. As a result,
the MAC layer of the initiator recognizes that the third MAC
packet has been normally received in the MAC layer of the
target. Furthermore,.the initiator decapsulizes the MAC
packet in the MAC layver and supplies the LLC packet Answer

obtained thereby to the LLC layer. As a result, the LLC



number of MAC packets that can be transmitted continuously from the
MAC layer to the LLC layer without making a response. [0214] That is,
since the PNI of the PFB information, which is used in the MAC layer of
NFCIP-Il, as described in Figs. 13 to 15, is two bits long, the maximum
number of MAC packets in which one LLC packet can be divided and
located is 4 22). As described above, the maximum number of MAC
packets that can be transmitted goggngously from the MAC layer to - 76
the LLC layer without making a response is equal to the maximum
number of MAC packets in which one LLC packet can be divided and
located, and therefore, is likewise 4. [0215] On the other hand, since the

L2y afiACBacket ISEAPSUNE 6K in 1Re/ Bhysicdl 15y pHeket: 35 Westban +22
that209VS: {18 maxiqy Beé‘%b%‘@Sé\ﬂ‘*ca%acﬁg%'?ﬂ@%%g%%hgé?h%sé.s19 en |

the maximum length (of the transport data field (Fig. ysica
norrayarnpackes angdis 254dndes.as desgriied; abewe i this;empodiment.

[0216] Furthermore, in this embodiment, as shown in Fig. 13, the 5 bytes

oflthe MAC packet are used as'a CMDO field, a CMDL1 field, a PFB field,

a DID field, and an NAD field. Therefore, the maximum length of the data
-dﬂﬁéqﬂlfhﬁeFontroller 21 of the NFC communication

apparatus shown in Fig. 4 performs the above-described
processing of the MAC layer aﬁd the physical layer of NFCIP-
1, that is, for example, processing of capsulizing an LLC
packet in an MAC packet, processing of capsulizing the MAC
packet in a physical layer packet, and others. Alsc, in the
processing of the LLC layer, the controlier 21 of the NFC
communication apparatus limits the maximum length of the LLC
packet supplied to the MAC laver =50 as to be smaller than or
~egual to the length that is determined on- the basis of the
maximum length of the physical layer packet and the maximum
number of MAC packets that can be transmitted continucusly
from the MAC layer to the LLC layer without making a
response.

(G214}

- That is, since the PNI of the PFR information, which is
used in the MAC layer of NFCIP-1, as described in Figs. 13
to 15, is two bits long, the maximum number of MAC packets
in which one LLC packet can be divided and located is 4 (=
22). As described above, the maximum number of MAC packets

that can be transmitted continuously from the MAC layer to



which can be capsulized in the MAC packet, is limited to 249 (= 254 - 5)
bytes. [0217] As described in the foregoing, the maximum length of the
data of the LLC layer, which can be capsulized in the MAC packet, is 249
bytes, and the maximum number of MAC packets that can be transmitted
continuously from the MAC layer to the LLC layer without making a
response in the MAC layer is 4. Therefore, in the MAC layer, if the size of
one LLC packet supplied from the LLC layer exceeds 996 bytes (= - 77
249 bytes x 4), it is difficult to process the LLC packet. [0218]
Accordingly, in the processing of the LLC layer, the controller 21 (Fig. 4)
limits the maximum length of the LLC packets supplied to the MAC layer
the Bd@slepera lehgtiothatnis determinet:ontiesbasis ofthearhakimume
length of the physical layer packet (in its turn, the maximum length of the

max LR SRR TE COlyHR WG & Be CaptltiZehl iR e MACHCKEFatthE 2o
aivi GKIANE 900t wiichean b lacaiedtin, thetranspaftdata field (Fig. 13)

e physical layer packet) and the maximum number of MAC packets
thatzcamibe transmitted continuously from the MAC layer to the LLC layer
without making a response, that is, 996 bytes (= 249 bytes x 4) in this
embodiment fig219}and, since the MAC packet is capsulized

in the physical layer packet, as described above, the
maximum length of the MAC packet is limited on the basis of
the maximum length (of the transport data field {Fig. 13})
of the physical layer packet, and is 254 bytes as described
above in this embodiment.

[0216]

Furthermore, in this embodiment, as shown in Fig. 13,
the 5 bytes of the MAC packet are used as a CMDO field, a
CMD1 field, a PFB field, a DID field, and an NAD field.
Therefore, the maximum length c¢f the data of the LLC layer,
which can be capsulized in the MAC packet, is limited to 249
(= 254 - 5) bytes.

[0217]

As described in the foregoing, the maximum length of
the data of the LLC layer, which can be capsulized in the
MAC packet, is 249 bytes, and the maximum number of MAC
packets that can be transmitted continuously from the MAC
layer to the LLC layer without making a response in the MAC
layer is 4. Therefcre, in the MAC lavyer, if the size of one

LLC packet supplied from the LLC layer exceeds 996 bytes (=



As a result, it is possible to use near field communication employing
NFCIP-1 that defines the data link layer and the physical layer from
various protocols of the network layer or higher-order layers of the OSI
reference model (Fig. 12). [0220] For example, in the Internet, TCP/IP
(Transmission Control Protocol/Internet Protocol) is adopted. It is
possible to use near field communication employing NFCIP-| from the
TCP/IP. - 78 - 102211 That is, in the TCP/IP, data of TCP is capsulized in
an IP packet, and is transmitted-ant’ received. The
transmission/reception of the IP packets can be performed by near field
communication employing NFCIP-I. [0222] Fig. 17 shows the format of an
249 Pypacket. §0223]ThesPdidckerisidontposedesfars|Ptheaddidielehahd & -
payload field. [0224] Header information of IP is located in the IP header
filfdrithe 1P packet. [0225] The header information of IP contains a 4-bit

Vﬁ@%ﬁkdingly, in the processing of the LLC layer, the
controller 21 (Fig. 4) limits the maximum length of the LLC
packets supplied to the MAC layer so as to be a length that
is. determined on the basis of the maximum length of the
physical layer packet {(in its turn, the maximum length of
the data of the LLC layer, which can be capsulized in the
MAC packet at the maximum length, which can be located in
the transport data field (Fig. 13) of the physical layer
packet) and the maximum numﬁer of MAC packets that can be
transmitted cbntinuously from the MAC layer to the LLC layer
without making a response, that is, 996 bytes (= 249 bytes x
4} in this embodiment.

{6219]

As a result, it is possible to use near field
communication employing NFCIP-1 that defines the data link
layer and the physical layer from various protocols of the
" network layer or higher-order layers of the 08I reference
model (Fig. 12).

[02207}

For example, in the Internet, TCP/IP (Transmission
Control'Protocol/Interﬁet Protocol) is adopted. It is
possible to use near field communication employing NFCIP~1

from the TCP/IP.



a 4-bit header length, an 8-bit service type, a 16-bit packet length, a
16-bit identifier, a 3-bit flag, a 13-bit fragment offset, an 8-bit existence
time period, an 8-bit protocol, a 16-bit header checksum, a 32-bit
transmission source IP address, a 32-bit transmission destination IP
address, a variable-length option, and necessary padding. [0226] The
version indicates the version of IP. The IP header field shown in Fig. 17 is
that of IPv4, and the structure of the IP header field of IPv6, which has
progressed at present - 79 fronTIP{4, differs from the IP header field of
IPv4. For this reason, the version is used to identify the structure of the
IP header field. [0227] The header length indicates the size of the IP
he&der. field, and the service type indicates the quality of the service of

the IP. In the service ty.e rio.rit , a low d%' re%uest, aSQ'Jlghzed in an
tﬁ‘l}bﬁﬁhbﬁrrehﬂeg%g ﬁ%ﬁ) ?élji%.blh(g F8qddst, §¥d the likke-éan bé
rp pakgeified. [0228]  The packetlength.indicates the size (the,gctet length) of
an IP packet. [0229] The identifier, the flag, and the fragment offset are
t ranused o fragmentlP-packets That is) therecate icasesin be performed by
near field communication employing NFCIP-1.
[0222]
Fig. 17 shows the format of an IP packet.
[0223]
The IP packet is composed of an IP header field and a
payload field.
[06224]
Header information of IP is located in the IP header
field of the IP packet.
[0225]
The header information of IP contains a 4-bit version,
a 4-bit header length, an 8-bit service type, a 16-bit
packet length, a lé-bit identifier, a 3-bit flag, a 13-bit
fragment offset, an 8-bit existence time period, an 8-bit
protocol, -a 16-bit header checksum, a 32-bit transmission
source IP addressg, a 32-bit transmission destination IP
address, a variable-length option, and necessary padding.
[0226]
The version indicates the version of IP. The IP header
field shown in Fig. 17 is that of IPv4, and the structure of

the IP header. field of IPv6, which has progressed at present



which the maximum length (of the payload) of the packet of a layer lower
thanlIP is smaller than the maximum length of an IP packet to be
transmitted. In this case, it is necessary to divide an IP packet at a size at
which it can be capsulized in the packets of a lower-order layer. The
identifier, the flag, and the fragment offset are used to divide IP packets in
such a manner as described above. [0230] More specifically, the identifier
is used to identify an IP packet before it is divided when one IP packet
can be - 80 divided into a plurality bf IP packets. The flag indicates
whether or not an IP packet can be divided (permitted to be divided) or
whether or not there are succeeding IP packets after being divided. The

f rom fragwent @ff§éeindictesthehseduence admibet isdidatiy thevsequential
position of the IP packet among the plural divided packets. [0231] The

Ehis oL Rigii tihd eliGd hditates atfifé pbfod it Whith andPrpicket ©

of tgan ?gis{tlggaggtv%qr 1'&hat is, a router in the network decreases the
existence time period of the IP packet each time the IP packet is

processed and discards it when the existence time period reaches O.
[0232] The protocol indicates what the protocol of the higher- order
s pbrt dalier of tha P (the proteteioftthe size of the IP header

field, and the service type indicates the quality of the
service of the IF. 'In the service type, a priority, a low
delay reguest, a high throughput request, a high reliability
request, and the like can be specified.

(0228]

The packet length indicates the size {the octet length)
of an IP packet.

[0229]

The identifier, the flag, and the f{ragment offset are
used to fragment IP packets. That is, there are cases in
which the maximum length (of the payload) of the packet of a
- layer lower than IP is smaller than the maximum length of an
IP packet to be transmitted. In this case, it is necessary
to divide an IP packet at a size at which it can be
capsulized in the :.packets of a lower-order layer. The
identifier, the flag, and the fragment offset are used to
divide IP packets in such a manner as described above.

[06230]

More specifically, the identifier is used to identify

an IP packet before it is divided when one IP packet can be



transport layer, which is capsulized in the IP packet) is and is, for
example, TCP in TCP/IP. [0233] The header checksum is code for
detecting an error of the IP header information. [0234] The transmission
source IP address indicates the IP address of the transmission source of
an IP packet, and the transmission destination IP address indicates the IP
address of the transmission destination (target) of an IP packet. - 81 -
[0235] The option is used during testing and debugging, and the padding
is used to make the size of the Hed¥@r field so as to be an integral
multiple of 32 bits. [0236] Data of a higher-order layer of the IP is located
in the payload field of the IP packet. For example, in TCP/IP, data
divigratkeéts) of TCPlisN6catEd ir@ﬁwe‘ié’aﬂ@ﬁdiﬁélé [0Z%37 Whesd tHerdicates

bove- descrlbed tralrl;smlsggn/receptl n of |P %ck ts is to be erformed

wnetfFesr i BT RSt e e

y hedr field fcoftnanicRisH % empl oylng

lelB%QHOl@f zé'l{g@ne@ Qiﬁh%\lf Qﬁ@%@%@%ﬁt%&%@ﬁ% caps é@q@:s

packets in order to generate LLC packets and supplies them to the MAC
aftelayeeing divided. The fragment offset indicates the

sequence number indicating the segquential position of the IP
packet among the plural divided packets.

(0231]

The existence time period indicates a time period
. during which an IP packet can exist in a network. That is,
a router in the network decreases the existence time period
of the IP packet each time the IP packet is processed and
discards it when the existence time period reaches 0.

[0232]

The protocol indicates what the protocol of the higher-
order transport layer of the IP (the protocel of the
transport layer, which is capsulized in the IP packet) is
and is, for example, TCP in TCP/IPE.

[0233]

The header checksum is code for detecting an error of

the IP header information.

[0234]

The transmission source TP address indicates the IP
address of the transmission source of an IP packet, and the
transmission destination IP address indicates the IP address

of the transmission destination ({target) of an. IP packet.



[0238] Fig. 18 shows the format of an LLC packet generated by the
controller 21 in the LLC layer. [0239] The LLC packet is composed of an
LLC header field and a payload field. When the controller 21 capsulizes
an LLC packet of Fig. 18 in an MAC packet in the MAC layer, the LLC
packet of Fig. 18 is located in the data fields (DBO, DB1,..., DBn fields) of
the MAC packet shown in Fig. 13. [0240] - 82 In the LLC header field, for
example, the following are located: the size of the LLC packet, various
kinds of 4-byte information indicatifig the type of data located (capsulized)
in the payload field or the like, 10-byte NFCID (Source NFCID) of the
NFC communication apparatus that is the transmission source of the LLC
patketp 10-byte NFCID (Destination NFCID) of the NFC communication
aﬁ aratus that is the transmission destination (target) of the L|. C packet,
a

i8R 'of Oori Mot Bites dnd thelikat 2417 1 t1° BARAGAG el Rt
ene BT MU e g ol i i oo
as th) OftheNFGtegral multiple of 32 bits.

[0236)

Data of a higher-order layer of the IP is located in
the payload field of the IP packet. For example, in TCP/IP,
data (packets) of TCP is located in the payload field.

(02371

When the above-described transmission/reception of IP
packets 1s to be performed by near field communication
employing NFCIP~1, .in the LLC layer, the controller 21 (Fig.
4) of the NFC communication apparatus capsulize IP packets
in order to generate LLC packets and supplies them to the
MAC layer.

[0238]

Fig. 18 shows the format of an LLC packet generated by
the controller 21 in the LLC layer.

[0239]

The LLC packet is composed of an LLC header field and a
payload field. When the controller 21 capsulizes an LLC
.packet of Fig. 18 in an MAC packet in the MAC layer, the LLC
packet of Fig. 18 is located in the data fields (DBO,

DB1, ..., DBn fields) of the MAC packet shown in Fig. 13.

{0240]



communication apparatus limits the size of the LLC packet so as to be
smaller than or equal to 996 bytes when the size of the data of a layer
higher than the data link layer (LLC layer), that is, for example, the size of
the LLC packet in which the IP packet is capsulized, exceeds 996 bytes.
Therefore, the maximum length of the LLC packet is 996 bytes. [0243] In
the embodiment of Fig. 18, the size of the LLC header field is at least 24
(=4 + 10 + 10) bytes. Therefore, the payload field of the LLC packet is
972 (= 996 - 83 - - 24) bytes at Most? [0244] On the basis of the above,
the maximum value of the size of the IP packet that can be capsulized in
the LLC packet (payload field) is 972 bytes. [0245] On the other hand,
tHer nalxim e hgthcsfithd iR packdto s 2k bytes €65536:byies): ¢02.08] are
Therefore, when the transmission/reception of the IP packets is to be

YocahedsmtdtPhy hedr fidld dommitiicRAGH Smpldsihg NECIPL 4R R TPy te
info @Y the coptioller,21 (Fig. 4) of the NEC commuynication,a eg@&agl ized)

capsulizes IP packets in LLC packets and supplies them to the MA
in tlayepWhen ther sizeofdhe iRparketexcards@ia bytes.the sizeraidhe

NFCIE%Cof the NIFC communication apparatus that is the
transmission source of the LLC packet, 1G-byte NFCID
{(Destination NEFCID) of the NFC communication a?pazatus that
is the transmission destination (target) of the LLC packetl,
an option of 0 or more bytes, and the like.

0241]

In the payload field, for example, IP packets, which
are daté af a layer higher than the data link laver (LLC
layer), are located.

[(0242]

A{ this point, the contﬁollex 21 (Fig. 4) of the NFC
communication apparatus limits the size of the LLC packet so
as to be smaller than or equal to 9986 bytes when the size of
the data of a layer higher than the data link layer (LLC
layer}, that is, for example, the size of the LLC packet in
which the IP packet is capsulized, exceeds 996 bytes.
Therefore, the maximum length of the LLC packet is 986 bytes.

[0243]

In the embodiment of Fig. 18, the size of the LLC

header field is at least 24 (= 4 + 10 + 10) bytes.

Therefore, the payload field of the LLC packet is 972 (= 296



packet exceeds 996 bytes at which processing is possible in the MAC
layer. [0247] When the size of the LLC packet in which the IP packet is
capsulized exceeds 996 bytes, the controller 21 (Fig. 4) of the NFC
communication apparatus limits the size of the LLC packet so as to be
smaller than or equal to 996 bytes in the manner described above. This
limitation is performed by dividing, for example, the IP packet into a
plurality of pieces of data. That is, in the LLC layer, the controller 84 21
divides one IP packet into a pIuFaIi%l’Sof"pieces of data and capsulizes
each piece of data, thereby generates a plurality of LLC packets whose
size is 996 or less bytes, and supplies them to the MAC layer. [0248] For
- 24)exaniste, wiedHetinitiator divides one IP packet in the LLC layer in the
Eggg%r described above, generates a plurality of LLC packets whose
Z2€1s 96 or less bytes (capsulized in an MAC packet), and transmits

hemiothg,targety in thed LG, layer, itisdergssanydorthedarast ta ne
reconstruct the plurality of LLC packets from the initiator into the original

size one [Prpacket. 48249t Acterdingdy itis pospibleifor ¢he targette dontain,

in the various kinds of information of the LLC header field
packet (paylocad field) is 972 bytes.

[0245]

On the other hand, the maximum length of the IP packet
is 2k bytes (65536 bytes).

(0246]

Therefore, when the transmission/reception of the IP
packets is to be performed by near field communication
employing NFCIP-1, in the LLC layer, the controller 21 (Fig.
4} of the NFC communication apparatus capsulizes IP packets
in LLC packets and supplies them to the MAC layer. When the
size of the IP packet exceeds 972 bytes, the size of the LLC
packet exceeds 996 bytes at which processing is possible in
the MAC layer.

[0247]

- When the size of the LLC packet in which the IP packet
is capsulized exceeds 996 bytes, the controllier 21 (Fig. 4)
of the NFC communication apparatus limits the size of the
LLC packet so as to be smaller than or equal to 296 bytes in
the manner described above. This limitation is performed by
dividing, for example, the IP packet into a plurality of

pieces of data. That is, in the LLC layer, the controller



of Fig. 18, information necessary for reconstructing the divided IP packets
transmitted from the initiator over a plurality of LLC packets in the manner
described above into one original IP packet (hereinafter referred to as
“reconstruction information” as appropriate). [0250] As the reconstruction
information, for example, information similar to the Ml flag and the PNI of
the PFB information described in Figs. 13 to 15, that is, information
indicating whether or not there are succeeding - 85 LLC packets and
information indicating the sequeﬁti§I4 position of the LLC packet, can be
used. [0251] As described in the foregoing, in (the controller 21 (Fig. 4)
of) the initiator, an LLC packet is capsulized in an MAC packet, the MAC
21 dpzékerss easulized#s kphysithP layer baerRet: hiid the Physied 1&ferdata
acket js transmitted in the acti eé'node or'g;the assive mode. In that
e

and E&?es,u%jezr‘ﬁgxﬁﬂﬁ% IENGEH Bf e CPE PackeTE fimited Lo 4 o e 2
plurSPaller thanarequalia.a length that is detefringgon,the; basis,of the,

maximum length of the physical layer packet and the maximum number
and eLMAG packets:that canthe transmisted rcontinuously from the MAC layer

to the LLC layer without making a response. On the other hand, in (the

coAidlfer 21 (Fig. 4) of) the target, a physical layer packet in which

For example, when the initiator divides one IP packet
in the LLC layer in the manner described above, generates a
plurality of LLC packets whose size is 996 or less bytes
(capsulized in an MAC packet), and transmits them to the
target, in the LLC layer, it 1is necessary for the target to
reconstruct the plurality of LLC packets from the initiator
into the original one IP packetl.

[0249]

Accordingly, it is possible for the target to contain,
in the various kinds of information of the LLC header field
of Fig. 18, information necessary for reconstructing the
divided IP packets transmitted from the initiator over a
plurality of LLC packets in the manner described above into -
cne original IP packet (hereinafter referred to as
"reconstruction information" as appropriate).

[0250]

As the reconstruction information, for example,
information similar to the MI flag and the PNI of the PFB
information described in Figs. 13 to 15, that is,

information indicating whether or not there are succeeding



the LLC packet whose maximum length is limited in this manner is
capsulized in the end is received. [0252] Therefore, it is possible to use
NFCIP-1 from various protocols of the network layer. [0253] Information
located in the LLC header field (Fig. 18) is not limited to the
above-described information. That is, for example, when an IP packet is
to be capsulized in the LLC packet, a 16-bit packet length (information of
a size 86 (16 bits) capable of indicating the maximum length of the IP
packet) within the header informatidtrlocated in the IP header field of the
IP packet, and other header information can be located in the LLC header
field. Also, the size of the LLC header field is not limited to 24 bytes

LLC showreinFignd gl Fhrhemhérel thestivctiire v thd ELEHBagREiald is
also not limited tq the structure shown geil% 18, and can be made to be,

pos iyl avamiblet Rt idr toRE 1P *headar field shown in Fig. 17.

[Ogg;g]éﬂata to be capsulized in LLC packets is not limited to IP packets.
That is, near field communication employing NFCIP-1 can be used from
varipus«arotogetsiofiethenthandhe dPiefdhe hatworkdayesnf02b%ler 21

(Fig. 4) of} the initiator, an LLC packet is capsulized in
an MAC packet, the MAC packet is capsulized in a physical
layer packet, and the physical layer packet is transmitted
in the active mode or in the passive mode. In that case,
the maximum length of the LLC packet is limited so as to be
smaller than or egqual to a length that is determined on the
basis of the maximum length of the physical layer packet and
the maximum number of MAC packets that can be transmitted
continuously from the MAC layer to the LLC layer without
making a response. On the other hand, in (the controller 21
{Fig. 4) of) the target, a physical layer packet in which
the LLC packet whose maximum length is limited in this
manner is capsulized in the end is received.

[0252]

Therefore, it is possible to use NFCIP-1 from various
protocols of the network laver.

[0253]

Information located in the LLC header field (Fig. 18)
is not limited to the above—described information. That is,
for example, when an IP packet is to be capsulized in the

LLC packet, a 16-bit packet length (information of a size



In addition, the formats of the physical layer packet and the MAC packet
are not limited to the above-described formats. [0256] Processes
described in this specification do not always need to be time-sequentially
performed in the order written as a flowchart, but include processes
executed in parallel or individually (for example, parallel processes or
object- oriented processes). - 87 - CLAIMS 1. A communication
apparatus for performing communication with another communication
apparatus that is a communicatrén%{arfy, the communication apparatus
comprising: communication means for performing communication in one
of communication modes of an active mode, which is a communication

(16 Imbte in whickodachodt d plikaly ohappafatisesifontrahsmitting ahdthe IP
receiving data outputs an electroma]?netic wave, modulates the

PackgbtrérhhlrcticiEve 2 ang therdh§ ARSMRE dats Bhah pEs<E nbde,
head¥Rich js. a corpmunication moge in which one,apparatys among.a plurality

of apparatuses outputs an electromagnetic wave, modulates the

can @lectigmagaeticiwave;ancitherehydisansmitsidata, anddhe otkersize of
apparatuses among the plurality of apparatuses transmit data by

the [bad-nighulatingithe dlectroniagnetieivdved olitput By khetese apparatds: Fig.

18. a%irthermore, the structure of the LLL header field is
also not limited fte the structure shown in Fig. 18, and can
be made to be, for example, a structure similar to the IP
header field shown in Fig. 17.

[0254]

Data to be capsulized in LLC packets is net limited to
I¥ packets. That is, near field commuﬁication employing
NFCIP-1 can be used from various protocels of other than the
IP? of the network lavyer.

{0255]

In addition, the formats of the physical layer packet
and the MAC packet are not limited to the above-described
formats.

[0256]

.Processes described in. this specification do nct always
need to be time-sequentially performed in the order written
as a flowchart, but include processes executed in parallel
or individually {(for example, parzllel processes or object-

oriented processes).



control means for performing control such that an LLC packet that is a
packet of an LLC (Logical link control) layer of a data link layer of an OSI
(Open System Interconnection) reference model is capsulized to form an
MAC packet that is a packet of an MAC (Media Access Control) layer of
the data link layer, the MAC packet is capsulized to form a physical layer
packet that is a packet of a physical layer, and the physical layer packet
is transmitted in the active mode or in the passive mode, - 88 wherein
the control means limits the maxir“hu?’r?le”hgth of the LLC packet so as to
be smaller than or equal to a length that is determined on the basis of the
maximum length of the physical layer packet and the maximum number
of MAC packets that can be tran§mftt€écontinuously from the MAC layer

to .the LLC Iagg}r without.making a resgonsef 2. The communication
ap?)aratf}s'(ég ‘&ﬁfgct%tdl%?mal, RvhéreiitheTLE ‘Bgc (etis 8dch that an

comtfulteIRet, Rrofoca!) packelds capsized 3« TRg, CammUniGalion hat is a

apparatus according to Claim 2, wherein the LLC packet is such that the
combiR:packet,iwith gk least acheaderbeing attached terthe 1R pasketoisprising:

capsulized, and the header of the LLC packet contains information on the

sizesdpableaftihgicatifg e fakimamiengthst koM pakkat ion in one

of communication modes of an active mode, which is a
communication mcde in which each of a plutality of
apparatuses for transmitting and receiving data outputs an
electromagnetic wave, modulates the electromagnetic wave,
and thereby transmits data; and a passive mode, which is a
communication mode in which one apparatus among a plurality
of apparatuses outputs an electromagnetic wave, modulates
the electreomagnetic wave, and thereby transmits data, and
the other apparatuses among tThe plurality of apparatuses
transmit data by load-modulating the electromagnetic wave
output by the one apparatus; and

centrol means for performing control such that an LLC
packet that 1s a packet of an LLC (Logical link control)
layer of a data link layer of an 08I {Open System
Interconnection} reference model is capsulized tc form an
MAC packet that is a packet - of an MAC (Media Access Control)
layer of the data link layer, the MAC packet is capsulized
to form a physical layer packet that is a packet of a
physical layer, and the physical layer packet is transmitted

in the active mode or in the passive mode,



4. A communication method for performing communication with another
communication apparatus that is a communication party, the
communication method comprising the steps of: performing
communication in one of communication modes of an active mode, which
is a communication mode in which each of a plurality of apparatuses for
transmitting and - 89 receiving data outputs an electromagnetic wave,
modulates the electromagnetic wave, and thereby transmits data; and a
passive mode, which is a communi€&tion mode in which one apparatus
among a plurality of apparatuses outputs an electromagnetic wave,
modulates the electromagnetic wave, and thereby transmits data, and the
other appardthses-ambng thegsloalityiofidppardtases transmit batarby of
load- modulating the electromagnetic wave qutput by the one apparatus;

the 30§ pBAGHFihg eOnftdl Shthaf R L Bpdcdkannaf i ysaekEPofart enath
thatth& (Eﬂ%@%@n@s@&? nral) of & data link layer ,of 3p.Q$| (Qpen Sysiem, £ the

Interconnection) reference model Is- capsulized to form an MAC packe
phydihakis a pgeket,of apMAGn(Media Accessapniiohtayerof the dagaslinket s

layer, the MAC packet is capsulized to form a physical layer packet that is
thata pavketof arphysicat layer, andttheshysicdl layermpacket M trahsmitted: ©

in the active mode or in the passive mode, wherein, in the control step, the

the %%}Qin‘hﬁﬁ?&ndfﬁfolf‘ﬁfét Lie et isfmiftet'ss as to be smaller than or

equal to a

2.  The communication apparatus according to Claim 1,
“wherein the LLC packet is such that an IP (Internet

Protoccel) packet is capsulized.

3. The communication apparatus according to Claim 2,
wherein the LLC packet is such that the IP packet, with at
least a header being attached to the IP packet, is
capsulized, and

the header of the LLC packet contains information on
the size capable of indicating the maximum length of the IP

packet.

4. A communication method for performing communication
with another communication apparatus that is a ccmmunication
party, the communication method comprising the steps of:

performing communication in one of communication modes
of an active mode, which is a communication mode in which

each of a plurality of apparatuses for transmitting and



length that is determined on the basis of the maximum length of the
physical layer packet and the maximum number of MAC packets that can
be transmitted continuously from the MAC layer to the LLC layer without
making a response. 5. A program that is executed by a computer for - 90
controlling a communication apparatus for performing communication in
one of communication modes of an active mode, which is a
communication mode in which each of a plurality of apparatuses for
transmitting and receiving data GUtBBts“an electromagnetic wave,
modulates the electromagnetic wave, and thereby transmits data; and a
passive mode, which is a communication mode in which one apparatus
recedidny aPidraligloTRipparatis€d 6Gipttas 'aéétfomagReticipavd ates
th mﬁfdulates the electromagnetic Wadve,hand i[)her%t%y transq;its ga a, and the
€0 &%ﬁboé?gﬁj%%%:‘a%qé’nag e %fﬁralﬁy%’f%pb’ara JeEtansniit data t%;l a
pas4qqds mpdulating 1hg, electromagnglic Waye oMU ARYhe,oNng, BPRAKKS,
the program comprising: a control step of performing control such that an
appdd&: packetihat s e packet of andt G froogicat link sontrelyof sa data link
layer of an OSI (Open System Interconnection) reference model is
e lLechpsuiateioiferi anavATC sacket fiat idea Fdcet BPRAMAC Mty © -
Access Control) layer of the data link layer, the MAC packet js capsulized
e Hny S et PLEkBr EbTb 4 DReKer U1 FYERET Lyer oo

thetQQurality of apparatuses transmit data by load-

and

modulating the electromagnetic wave output by the one
apparatus; and

performing contrcl such that an ILLC packet that is a
packet of an LLC (Logical iink coentrol) of a data link layer
of an 0SI (Open System Interconnection) reference model is
capsulized to form an MAC packet that is a packet of an MAC
(Media Access Control) layer of the data link layer, the MAC
packet is capsulized to form a physical layer packet that is
a packet of a physical layer, and the physical layer packet
is transmitted in the active mode or in the passive mode,

wherein, in the control step, the maximum length of the
LLC packet is limited so as to be smaller than or equal to a
length that is determined on the basis of the maximum leﬁgth
of the physical layer packet and the maximum number bf MAC
packets that can be transmitted continucusly from the MAC

layer to the LLC layer without making a response.

5. A program that is executed by a computer for



physical layer packet is transmitted in the active mode or in the passive
mode, wherein, in the control step, the maximum length of the LLC
packet is limited so as to be smaller than or equal to a length that is
determined on the basis of the maximum length - 91. of the physical layer
packet and the maximum number of MAC packets that can be transmitted
continuously from the MAC layer to the LLC layer without making a
response. 6. A communication apparatus for performing communication
with another communication apparatus that is a communication party, the
communication apparatus comprising: communication means for
performing communication in one of communication modes of an active
contgpdé iffich iS @ EEMmhtiticationAibde HWhich CachoF S pIEreNe) of

spparaluses for ransmittng and receiving detaouipuis &, .
Com&eéﬁgmécg)neﬁc wave, modu%tesutrﬁe eEIiec romagne?ic wave, antﬁhereeby

modet!a'}lﬁm'&d%@? and aRassive.mods, _\MB'&Q is g Gammynicatign mode in
which one apparatus among a plurality of apparatuses outputs an

plureledtrgmagnetipwase umedulates theaelestrarmagneticwave@ndvtherebyz ta
transmits data, and the other apparatuses among the plurality of

out paisaraflises SFATSRR Rt By 048 Red Mafivy: HedettiGmagnetic wave

1 QUIBLLDY the.one, apparatys; and conjrol means for performing conyol
suc%ﬁfﬁ%]an ttc packet%ﬁgt iS a pac{%t of &n CEC Eoglcalall’nk control)
passive mode, which is a communication mode in which one
apparatus among a plurality of apparatuses outputs an
electromagnetic wave, modulates the electromagnetic wave,
and thereby transmits data, and the other apparatuses among
the plurality of apparatuses transmiit data by load-

" modulating the electromagnetic wave output by the one
apparétus, the program comprising:

a control step of performing control such that an LLC
packet that is a packet of an LLC (Logical link control) of
a data link layer of an OST (Open System Interconnection)
reference model is capsulized to form an MAC packet that is
a packet of an MAC {Media Access Control) layer of the data
link layer, the MAC packet is capsulized to form a physical
layer packet that is a packet of a physical layer, and the
physical layer packet is transmitted in the active mode or
in the passive mode,

wherein, in the control step, the maximum length of the
LLC packet is limited so as to be smaller than or equal to a

length that is determined on the basis of the maximum length



layer of a data link layer of an OSI (Open System Interconnection)
reference model is capsulized to form an MAC packet that is a packet of
an MAC (Media Access Control) layer of the data link layer, the MAC
packet is capsulized - 92 to form a physical layer packet that is a packet
of a physical layer, and the physical layer packet from an apparatus for
transmitting the physical layer packet is received in the active mode or in
the passive mode, wherein the maximum length of the LLC packet is
limited so as to be smaller than 6r é’&ua“l to a length that is determined on
the basis of the maximum length of the physical layer packet and the
maximum number of MAC packets that can be transmitted continuously

of tfesmithe MAR layer 16 thea ¢ celhyenwithdut rigRing atespviser 70 ThEAC

commupication apparatus according to Claim, 6, wherein the LLC packe
PaC K Kot ik ATl N B IACT bRk Ko B nete. M

1ay<OMPURication @pparatys geearding tp.Glaimy7 . wherein,fhe LLC packet
is such that the IP packet, with at least a header being attached to the IP

packet, is capsulized, and the header of the LLC packet contains
information on the size capable of indicating the maximum length of the
IF° pacRelCO R EbHIRLARRLIGE RiefRdd for beroRfint cdmmdinication

communication with another communication apparatus that is a
communication party, the communication apparatus comprising:

‘communication means for performing communication in one
of communication modes of an active mode, which is a
communication mode in which each of a plurality of
apparatuses for transmitting and receiving data outputs an
electromagnetic wave, modulates the electromagnetic wave,
and thereby transmits data; and a passive mode, which is a
communication mode in which one apparatus among a plurality
of apparatuses outputs an electromagnetic wave, modulates
the electromagnetic wave, and thereby transmits data, and
the other apparatuses among the plurality of apparatuses
transmit data by load-modulating the electromagnetic wave
output by the one apparatus; and

control-means-for performing control such that an LLC
pécket that is a pécket of an LLC (Logical link control)
layer of a data link layer of an 0ST (Open System
Interconnection) reference model is capsulized to form an
MAC packet that is a packet of an MAC (Media RAccess Control)

layer of the data link layer, the MAC packet is capsulized



with another communication apparatus that is a communication - 93
party, the communication method comprising the steps of: performing
communication in one of communication modes of an active mode, which
is a communication mode in which each of a plurality of apparatuses for
transmitting and receiving data outputs an electromagnetic wave,
modulates the electromagnetic wave, and thereby transmits data; and a

passive mode, which is a communjcation mode in which one apparatus
among a plurality of apparatuses o% puts an electromagnetic wave,
modulates the electromagnetic wave, and thereby transmits data, and the
other apparatuses among the plurality of apparatuses transmit data by

to LisEy- tndduidtiiithet@ECtFomagkétic wadé odtput bl e Bhe “dpparatus:

and performing contr C ts t L et iS.a packet
phys ot an Ll@%y(i%gic%?énolg ié:?gnr%(})gl%a]ygrggf g%ﬁg I}ﬁ%%%%é ofgh%oélg(Open
appa Dyste intercoppgetion)t iefgrence rpedel is-eapsilized tefarmean MAC

packet that is :a packet of an MAC (Media Access Control) layer of the
recedated link |dylee, thetMAE packet isrcapsulized tosforneephysical layer

packet that is a packet of a physical layer, and the physical layer packet

IO AR Hh palstuB TS s nitiHy the © phydical idyeriackéts teceivdt s d
e actjy i assiv , wherei axi lepgth of
50 agez%_ %gﬁgﬁig%i#n‘it%%%ﬁ S3IVe fipe. wherein the maximum leg
determined on the basis of the maximum length of the
physical layer packet and the maximum number of MAC packets

that can be transmitted continuously from the MAC layer to

the LLC layer without making a response.

7. The communication apparatus according to Claim &,
wherein the LLC packet is such that an IP (Internet

Protocol) packet is capsulized.

8. The communication apparatus according to Claim 7,
wherein the LLC packet is such that the IP.packet, with at
least a header being attached to the IP packet, is
capsulized, and

the header of the LLC packet contains information on

the size capable of indicating the maximum length of the IP

packet.

9. A communication method for performing communication

‘with another communication apparatus that is a communication



so as to be smaller than or equal to a length that is - 94 determined on
the basis of the maximum length of the physical layer packet and the
maximum number of MAC packets that can be transmitted continuously
from the MAC layer to the LLC layer without making a response. 10. A
program that is executed by a computer for controlling a communication
apparatus for performing communication in one of communication modes
of an active mode, which is a communication mode in which each of a
plurality of apparatuses for transmifting-and receiving data outputs an
electromagnetic wave, modulates the electromagnetic wave, and thereby
transmits data; and a passive mode, which is a communication mode in
partwhichionec apparatys hvongee plurality of@pparanses loaitputspn of:
electromagnetic wave, modulates the electromagnetic wave, and thereby

RS HRES, dricl T OtAE diSparattiseS miohg HEBIrAit) 8PP mod=s
of afPRArANUSES transmit data,by;load- modulating the; electigmagnetic, wave

output by the one apparatus, the program comprising: a control step of
eachpeyforming geatralisuchthapan kk€upaeket that ts-a-packet-afran ki@

(Logical link control) layer of a data link layer of an OSI (Open System
recefhdreaniedtiony véferdnteanodelds capsiized td- fornpais MACdeket s

that is a packet of an MAC (Media Access Control) layer of the data link
the %§8F%ﬁ?%ﬁﬁ?%ﬁ&ﬂﬂwg%gpsﬁﬂ%dthereby transmits data; and a

‘passive mode, which is a communication mode in which one
~apparatus among-a plurality of apparatuses outputs an
electromagnetic wave, modulates the electromagnetic wave,
and thereby transmits data, and the other apparatuses among
the plurality of apparatuses transmit data by load-
modulating the electromagnetic wave output by the one
apparatus; and

performing control such that such that an LLC packet
that is a packet of an LLC {(Logical link contrel) layer of a
data link laver of an 0SI (Open System Interconnection)
reference model 1s capsulized to form an MAC packet that is
‘a packet of an MAC (Media Access Control} layer of the data
iink lavyer, -the MAC packet is capsulized to form a physical
laver packet that is a packet of a physical laver, and the
physical layer packet from an apparatus for transmitting the
physical layer packet is received in the active mode or in
the passive mode,

wherein the maximum length of the LLC packet is limited

$0 as to be smaller than or egual to a length that is



- 95 to form a physical layer packet that is a packet of a physical layer,
and the physical layer packet from an apparatus for transmitting the
physical layer packet is received in the active mode or in the passive
mode, wherein the maximum length of the LLC packet is limited so as to
be smaller than or equal to a length that is determined on the basis of the
maximum length of the physical layer packet and the maximum number
of MAC packets that can be transmitted continuously from the MAC layer
to the LLC layer without making-a Pésponse.

determined on the basis of the maximum length of the
physical layer packet and the maximum number of MAC packets
that can be transmitted continucusly from the MAC layer to

the LLC layer without making a response.

.10. A program that is executed by a computer for
controlling a éommunication apparatus for performing
communication in one of communication modes of an active
mode, which is a communication mode in which each of a
plurality of apparatuses for transmitting and receiving data
outputs an electromagnetic wave, modulates the
electromagnetic wave, and thereby transmits data; and a
passive mode, which is a communication mode in which one
‘apparatus among a plurality of apparatuses outputs an
electromagnetic wave, modulates the electromagnetic wave,
and thereby transmits data, and the other apparatuses among
the plurality of apparatuses transmit data by load-
modulating the electromagnetic wave output by the one
apparatus, the program comprising:

a control step of performing control such that an LILC
packet that is a packet of an LLC {(Logical link control)}
layer of a data link layer of an 08I {(Open System
Interconnection) reference model is capsulized to form an
MAC packet that is a packet of an MAC (Media Access Control)

layer of the data link layer, the MAC packet is capsulized



to form a physical layer packet that is a packet of a
physical layer, and the pﬁysical layer packet from an
apparatus for transmitting the physical layer packet is
~received in the active mode or in the passive mode,

wherein the maximum length of the LLC packet is limited
50 as to be smaller than or egual to a length that is
determined on the basis of the maximum length cf the
physical layer packet and the maximum number of MAC packets
that can be transmitted continuously from the MAC layer to

the LILC layer without making a response.



