MOBI LE TELEPHONE TRANSACTI ON SYSTEMS AND METHODS
BACKGROUND OF THE | NVENTION Field of the Invention
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with a paynent transaction server, to be directly used

2 variety of financial
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is well known, individuals nmay establish an account
Field bhthe ivdationd Wwite checks drawn on their account to
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debit cards have repl aced the use of cash (and checks)
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involved, the effects of identity theft may reverberate well past an initial theft
of information — costing time and resources for the affected individual to
address. For the bank, identity theft typically results in unrecoverable losses.
Thus, both banks and individuals have a strong incentive to keep account
data secure. At the same time, the convenience and near-universal
acceptance of credit/debit cards for payment transactions has resulted in
extremely widespread adoption of these payment systems both in the United

States and around the world.

[0003] Another well known payment technique allows individuals to transfer

funds from one person to another (or to/from a business) using stored value
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stored val ue account for the recipient. The recipient
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f t.jo t b | e ..t el,eph
rooogh At &fhdsiabic St4he SPap ORI PCaip AT R i igudls do
not &@Eh ﬁtayeta‘ b& Aveyunt 2Rl tHRl tamSotgdrari@batedh ORIHRE bf NY
to a data network. MNobile tel ephones frequently

transaeliefe e0-weB-libedwehasgs credivdehit varddrartﬂaptms Wder As of

Febtrgar& X fé’ye&a&oﬁlg an e§ﬁ%téj§%§ln%ﬁ’§ﬂ sose@ﬁ)gf |natg)§|e ﬁcl)ped

SucC VI Ces

Statssdonvizieal e/ bask laegoaht -ovéofigh beausecofThisiaESs cufiural, or
access data related to their account directly on a

langiage Rargrbn eOUtside, ofidissipikad Biales. dhe;peawa@\g@gérf@ to
“unk é}f" r.,gr?tepﬁpﬁ{agk JodRgiseoet ween their accounts,
SC ul e on- paynents

etc.Simlarly, users can

make purchases fromonli ne merchants by provi di ng
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sopﬁisgcgt\g%e In ad%thongto conventional telephone functionality, current
mobile telephones provide a handheld computing platform capable of
executing a variety of software applications as well as connecting to a data
network. Mobile telephones frequently include a web-browser application
which allows users to access web sites — some developed specifically for
such devices. For example, many banks have developed customized web-
sites allowing their customers to access data related to their account directly
on a mobile phone. Such websites typically allow users to view balances,

transfer funds between their accounts, schedule on-line payments, etc.



a nobi |l e phone device. Wile having access to this
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met hod may generally include receiving a request to
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paynment code. The representati on of the paynment code
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transaction anount to the transaction server. Further,
method for using a mobile telephone as a payment device. The method may

generally include receiving a request to engage in a payment transaction
using the mobile telephone as the payment device, prompting a user of the
mobile telephone to specify a payment source for the payment transaction,
and transmitting the request to initiate the payment transaction and the
specified payment source to a transaction server. The method may further
include receiving a payment code from the transaction server and displaying,
on a display screen of the mobile telephone, a representation of the payment
code. The representation of the payment code is presented to a point-of-sale

system of a merchant participating in the payment transaction. The point-of-
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the transaction server itself may be configured to
performthe paynent transaction using the specified
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telephone as a payment device. The operation may generally include
receiving a request to initiate a payment transaction using the mobile
telephone as the payment device, prompting a user of the mobile telephone to
specify a payment source for the payment transaction, and transmitting the
request to initiate the payment transaction and the specified payment source
to a transaction server. The operation may further include receiving a
payment code from the transaction server and displaying, on a display screen

of the mobile telephone, a representation of the payment code. The



may generally be configured to transmt an indication
of the paynent code and a transaction anount to the
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itself may be configured to performthe paynent
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i nvention. 016] Figure 5 is a flow diagram
embodimnentsit i ng a met hod for a funds transfer between two

enrol | ed nobil e phones, according to one enbodi nent of
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[001g] Juigwe jssa Rlack slipgragytusifer iMustating ialpnsaslipR $¢YeSr a
confifits fo' 4% & mobile telephone to participate in a payment transaction,

according to one embodiment of the invention.

[0014] Figure 3 is a block diagram further illustrating components of a mobile
telephone configured to engage in payment transactions, according to one

embodiment of the invention.

[0015] Figure 4 is a flow diagram illustrating a method for enrolling a mobile
telephone in a mobile telephone transaction system, according to one

embodiment of the invention.

[0016] Figure 5 is a flow diagram illustrating a method for a funds transfer
between two enrolled mobile phones, according to one embodiment of the

invention.



between an enroll ed nobil e phone and a third-party

bank or individual, according to one enbodi nent of the
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graphi cal user interfaces displays on a nobile
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not il A BRSPS I B SHTBHe aes AELCai e pagther.
has an account for the phone that is associated with

[0021} dnjoRgi amipegiment cpindivisieal anlls thelimeabileielerhans méae
Pyt T Syt P B0 RinG BLCER pchio ol BRI wife)
infoapatia an @eetiedtto daesdify the irsdivideal aved/td ¢aaply viaith &nioank.
youlr-p;us'[omer‘3l Iaws or otther regulations. In a particular embodiment, the
enroliment process may be kiosk-driven, where the user interacts with a kiosk
to provide information regarding their cell phone (e.g., a cell phone number)
and identifying information (e.qg., a drivers’ license, passport, or other
government issued identification number). The kiosk itself may include a
computer system connected over a computer network to the payment

transaction server.

[0022] The transaction server may vet the enrollment information provided by
the user as needed to ensure (i) that the individual is, in fact, who they

represent themselves to be and (ii) that a service provider for the mobile
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tranBaeti@af t er, when the user wishes to initiate a paynent
transaction, the user may sel ect one of the accounts

[0025D Atkiitiemallyis part othesenoliment pfoceds, the user may provide
any number of credit/debit card accounts, store-specific credit card accounts,
and other bank accounts to associate with the mobile telephone device and
the payment transaction system. Once provided, such account numbers are
stored securely by the payment transaction server, and not on the user’s
mobile phone. Instead, the accounts are “ghosted,” on the mobile telephone.
That is, each account enrolled with the payment transaction system is
represented on the mobile telephone and the transaction server using an alias
or “ghosted” name. For example, software running on the mobile telephone

may retrieve the last four digits of each account number from the transaction
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e.g., a credit/debit card account. O course, if funds
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deff%’lgzg’?@ré%&h%%nttgérl%@Fwlﬁftéﬁbgﬂfﬁgﬁzh%@tr‘éﬁ&&étfbn,

n one enbodi nment, ser may
the disen @y glect Qnermthewcbams)towbtamm aatsaladdugck ohfunds,

o0 pATRBhE Salsf pRE B e dEfupge acd adaigin 16 '
accBOAPsPEdiddll§ dietiQothe nithiie! ghdrR), BRiteReoust May HeCusdry

bal ances in"that account, to transfer funds, or to
completan phﬁmwbtraesacélogpaﬁ)wgllt By absigecting thepisgremctual

pay i RRED LA E S oni b AR il cifot K p bt

nundtbershefc. )niEimg the ghestingeroesss)| dreisodimenie oig B ntion
transaction system In such a ca se, the sender may

gregitis feghisedhe potesttial frr idemtify theft t&am&eé%ebmr@ow%ﬁhw ch
trantsla t'{’;’ﬁ ?gﬁgg{?ggf&wh glﬁj{ awn (or designate the account

e phone durlng the enrol | nent

l°°2§L3@8@?6&@@?@%@&%%3???%@”@&%% VodiBR SrmbRTise
havep b@ﬂ\h@f&m@ﬁéﬂbdaﬂﬂth@&nﬁébkﬁﬁl cfmdme AR daseriist inQfrehfee
reci |ent To access such , t he receIVIng user

detwia!;rerem dha software mayee; 615@%9 aceessihagcsaupisdiad todbel e
mot.t)l% I%'Pé}ﬂ{b‘ﬁgt 8 ﬁ%&%ﬂ%%ﬁ%% hrtﬂg? %&%uﬂ? ‘iﬁ Lﬂr?:l'hfge_r g:];undz%, oor

assocl ate one andt

to atlowtthe rmdsmleldeiﬂptwmetta) smgage uaatﬁuymaﬁ teamsactibrg direbdynk
tell eg nvert t nds to actual currenc
Forexgop! ea%? WRER OBt %méo"ettﬁ RONEVBRY weeéoagaé@f%
fun&eﬂﬁéﬁcftﬁgpﬁfo%ﬂg ?%Iegﬁ@ﬂe %ﬂﬂﬂ%d lﬁrth@bﬁgrrner\{ fHAsa@lon
textu ata use y a nerchant to'c ete In a
systeny.mimsuchr arsaet thersender ntagamﬂlgnateme ofdheinduitiplertezank

acoppiRdgD wWHieh e FahoBl shodiytecieus or Yesishats fefunt
estdmanéa%ﬂ me rh8bife phéMe dUBRg tﬁ@énﬁﬁh@@ﬁ pPocHRQP LAY in
credit card account orone of the various accounts tied

resppnsedungs ege maveddrendhe keaeynt designaied hydhe saader to
anofnfPE P R B B SET R AT B e
recigit.CFotagceeaduti furliy, asgleodiving user may interact with the
software running on their mobile telephone to move the funds from the
account associated with the mobile phone to another (e.g., to another bank
account) or to authorize an ATM (or bank teller) to convert the funds to actual

currency.

[0027] As another example, the software may be used to generate barcodes,
pay codes, or other visual or textual data used by a merchant to complete in a
payment transaction. For example, the individual may interact with their
mobile phone to initiate a payment transaction and to select a source of funds

for the transaction (e.g., the user may select a ghosted credit card account or

8



recover the information identifying the transaction. A
conputer systemat the nerchant then contacts the
w@2opaentilt r ansacti on server with the barcode apPdI/as2009/039329
paynment anount. If an external account was sel ected as
the source of paynent (e.g., a credit card), then the
one sfethe aaribas aseowsts tiedidirgetly td the havbje phomel.elrecdspdnse,
account. If the charge is a oved, funds ar
the spHiyare Mayeeeratea F%ﬁ%ﬂgfg‘[ ‘é’c‘&i%%'yé(?ﬁi‘tgy ﬁ?@ésage
i eat . . .
arle g, ThE MR ahPIRNERE b 15 1] fletRircolic ghd
recovarrthe informatioh idemditying theatransadiion. iAcomputeresyistpmaabthe
account, the transaction, |s approved and. a nessage
meChantdEn fplacth e PavERL AN eioRsSRe LR NE Pagasp and
a pAithBdhbunt IPak S@sSiPalBycdimt SRS QEd 1R theBBURIEoRAN
on-1ine purchase. A pay code nay provide an

paymeiti 4o .gureeieslitieard), shen i bansaclioniseryeraltenoptsda charge

the BEIhT A5 1N SR RIS BE YR Feprec to he

meltBaAN@AtcRUMCERISE iddaage Aydie suctaisprBvigedsb thé ar to
that described above for a nmerchant toQ process a bar

merchat. f Grpagcqunt diegdethe metiledaiephirRes selertechHiambde
prof e Pl SHE AN HF fed JUBRE RSB

approaeand aedessEgehiadicating subk isipesviddd tohemabichant.
t el ephone device. Further, to initiate a transaction

[0028f Sivlilarly e pl§ ebdeimaybe febelsed i demphteRp 6eAne ed
to enter a pin nunber or password before the software

purghase. ot pay sodednay gradde ansdpkbaemerisdsxt stieg galateddn

| - 1. g - ..
padd AT ATR AP SIS AT 56n bIG:dE) SEaBBN bsspton
with' s oalimé ngergleanthailes’ of-line merchanhprloicksséihegiuynedde in a
Furt her, because the barcode encodes the
manngifimflacie thghdesahadareyador B MBEhgRba RIPCess ahar coMg-
transaction identifier, the actual account nunbers
[0028k 4 & Rardevlar embodiment; e barcededpepaycode) maylbepralid for

. hei hsed. ; ' I ef is
bR BOAREE R, APl hob LA EA e
spesifiedindefdghanhaed theoaset dfahe hebilentetsphone devideot Fiiitmert &l
. ..to specific described enbodi nents. |nstead, any .
initialea IFARBAGIPNAL alk Ehe Yseioalithg mekilephenemaydisrasyired to
enté!}‘?FfﬁeﬁLfrhﬁé%reﬂaés‘%vcﬂbfﬂe%r%%g%mrmﬁ ?ﬁﬁéra‘i‘é"é’rehﬁested

contenplated t'o i npl ement and practice e 1 nvention.

bar¢ade. hEhutiee pagment tragsaciibrdsystermsprohides tweracton security

. provides nunerq, advant gges ov the prior art. .,
- BB B Sol bl tie iersawast) ehd “sdvefindiowagve
(i.e.2fH R¥Bile telephone). Further, because the barcode encodes the
identification associated with the ghosted account and transaction identifier,
the actual account numbers associated with the transaction are not at risk of

being comprised.

[0030] In the following, reference is made to embodiments of the invention.
However, it should be understood that the invention is not limited to specific
described embodiments. Instead, any combination of the following features
and elements, whether related to different embodiments or not, is

contemplated to implement and practice the invention. Furthermore, in
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advant ages over other possible solutions and/or over
the prior art, whether or not a particul ar advantage
w0 g00aakileved by a given enbodi nent is not | i mPCHySwhI/ 039329
the invention. Thus, the follow ng aspects, features,
enbodi nents and advantages are nerely illustrative and
variaug emboohmeatsjmaadvmtmpmldas r’numermlm agvantdgeshever the
ed cl ai ce her e e |c|tl¥ recited in a

_appe
pﬂO&fé’lgﬁ gﬁ%“)"e"%ﬁ’ R 'é ﬁE@ dhe {THeniiD &nRY BEhIe¥Ra |
[
advﬁﬂ adl &%@%ﬁﬁéﬁ%}ls"gﬁlg Ssggﬁl%hé @Al 1 e Pﬁé{r ?ﬁ,‘é\gﬁét‘h‘éﬁ or

jeCt natte erelrn an
not aqwmlcldaeddvantage anaehiewed by ar givemendiddiment istriag limiting

t wh I tl t ed
of 15 BvA0Efn.” ThySr pechiSkmicinncta. Ter tids Emvimedss fd
advhﬁmg%%%"rbeﬁe@}w RuBir AW ahd aRSIHEE cArididered elémBn® or
onputer system The progran(s) of the program product

Ilml@érpna@;f, theiappéenard ohins exeepioererdliciticecitachig a plaim(s).

ARS8 VO PO il gbese o °

genkeralizationlof m?/ GoVERitive rsubﬁaiﬁl aklteer YisyiegRl hedirtahd shall Aot
but are not [imted t non-w itabl e storage nedi a

be gansidered da e 9lemﬁnirqv "Eﬂé tiee of fine APPerdecbaipiine pXxeeRth
Wheargfegpinwrgé,l f |nraeé’1gﬁ~ﬁ{1s by a CD-ROM drive) on which

perrrane ly stored; (ii) witable

oo SR PR RefCating TR (B B P Blotheh oot
for uétf ﬂﬁtﬁ&i cofputer s stefsl. THY PhoGiafi(d} ef theqidghire prddicige
when carryi ng conputer-readabl e i nstructions

deflﬂﬂatfuraﬁtnoeétofﬁmemhﬁ)@em@n (Brcludiag M%mmodw%i‘sﬁrlb@ﬁl

[ f ot
nerhE RTRAA HE- et ciEa RARRE Yo Rb bR s e Flordt |
media. diustieied computenrgadable siowde amdidlmugie butamomkbter
hone _network, including wreless

el
imigshi il B MERADIRSTAFIgR S PRelet G, Yaac- @R GRRRER devices
witt PSStk Yudinah CHERANIANS idalaBgid B ATEBIAOR Gl A

the I nternet an er networks conmuni cati o
whucha thfarmatimmisqermanegtly storade(ii) neibatsde Isdaorageﬂnenhal(e:gs,

flopRy &l ErHSkaHS THLS B bSBHHISR TR PBIVNIG) BRGFDIS
mfoFrﬁaﬁ’éH %rstbﬁai\ﬂ@@héh SbRIpAET- reBEhBlcABraR TEAIAC ﬁMeﬂrhSarrylng
medi a q(%bbe referred to herein as conputer-readabl e

compderare B2ipsiraciipneeinal direcidhe dunctions aditle gresento

e n s of . the nve

e BB PR B RO B8l
cormfiRmMicaBénOMLRIPROEGH whitroif@matiohds cenvéidta cOmputer,

sequence of instructions. The
such as through a computer or telephone network, including wireless
communications networks. The latter embodiment specifically includes
transmitting information to/from the Internet and other networks. Such
communications media, when carrying computer-readable instructions that
direct the functions of the present invention, are embodiments of the present
invention. Broadly, computer-readable storage media and communications

media may be referred to herein as computer-readable media.

[0032] In general, the routines executed to implement the embodiments of the

invention, may be part of an operating system or a specific application,
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conmput er program of the present invention typically is
conprised of a nmultitude of instructions that wll be

w0 e@ndi@ated by the native conmputer into a PCT/US2009/039329
machi ne-readabl e format and hence execut abl e
instructions. Also, prograns are conprised of

convonemb) megean, mhadales bbjert urresedqueate ef irstructiens.ddhe
| ocal | totcgggg ram.or refoun j n _nmenor o on

CO”@R‘H?%\@ %{de“fq N tyRICAIS GRS
multRfe d)ftIﬁgtrlﬁlﬁfo%'sp(ﬁH wil B@bfal%atédﬂ?‘%’(ﬁé ﬁéh\}éa&f‘rﬁplh't%? thtb ke

application for which they are [emented Iin a
machireiréadaklebormnatentd gnachexdawalrleiingiruationey &lso,iprograms

oo S B U DAL e BB 10 e

pro?l@ﬂr"{ eR bR fRINdAA éMBby 5hen istragé ideliceBouh ddaRionbearious
imted to use solely in any specific application

prog@@nﬁ dew&eﬁmr@maﬁ@p maybeidestiiad besed dpanihe applicoain
for b fiet ot ifiphfiiedhPg sPabibisH SRR K Rlbfion.

ra sac 1 on sys accor di ng tO one

Howmz;r;i it shblIddse anrecrmemhairanyﬁ]@arﬁMaﬂ prddramsiysrhentlafife
i ncl udes a nobi hone 105 client conputer sKstem

thatifpllows ig pegd Hlﬁfﬁlé!ﬁ%@?f\‘/\@nlqw and thes the inventiamrhadlg not
be lﬁnﬁé’cﬁ id G%@@Bﬂe lp%f{}?%ﬁﬂclél&phc%goﬁ%é ﬁlbﬂa%id@')lmpheg by

I'nancit al 1 ns eposi
sucamoemeradidtoent ki osk 150 - each configured to
communi cate over a network 160. As descri bed above,

[oo3BN EFiguirent RCA bRickhagram lastralin@asmbbir: idpHonet tedrepizaoe
105 to be used di rectlg as a Oé%érgnt device for a
a i

systesm 18Py aegordingdaana em disenti inveptian.afs showmdhe
{
sysfZf? 108 1RIGHEs Eiorafh MGt 165 % BRATEREIRY Sl hd, 36

trandaciiore seivend 28y an ah‘&latmbalhle 1800 paﬂi&ﬁpatmganer.dﬁam 140, or
t he stem, 10 articip devi ce.. For

P Alleia RS G OTA e A RoSIaN HonKL AR PRIAUATONt

kiodk! 5K~ %éghtc%nﬁgﬁr‘é'd totd?)%r'huméﬁ'té Své}hé)r\@tw&ktﬂ@ Py ment

system 100 ustratively, the enrollnment kiosk 150
descricédidbeve tUesmar‘aycﬂmsearesdaarwomahe naoklledetaphone 105

to b e dieclV 2R ShagierRSTLETsr & Paleti B tipRtial apsaqtions.

For@xahijfte, &RE PhOBTRIBhIHORRFDe sPhaw pdifndieveeRith the
interactive, touch sensitive display and the

merghapl 14&nt ki osk 156 may include a keyboard or ot her

i nput/out put devices, allowing the enrolling user to
[003gLiFrloy to beirgppseshas atpzaymém rdexidep howeven itbé mabilei phone
10518 beinlrc)ellepdqgr%ﬁe %a%merrlnt ts{}s N (] gts a participating device. For
example, an individual may interact with enrollment kiosk 150 to enroll their
mobile phone in the payment system 100. lllustratively, the enroliment kiosk
150 includes a display 152, a scanner 154, and a camera 156. The display
152 provides an output screen presenting an enrolling user with the current
status of the enrollment process. Display 152 may be an interactive, touch
sensitive display and the enroliment kiosk 156 may include a keyboard or
other input/output devices, allowing the enrolling user to supply the
appropriate information to enroll their mobile phone 104 in the payment

system 100. Scanner 154 may allow the user to scan both identification cards
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system 100. Scanner 154 may allow the user to scan
both identification cards(e.g., a driver's |icense) as
wowrd/1adiscan credit/debit cards to associ at e RET/0S100€039329
nobi | e tel ephone 105 as a ghosted account. Camera 156
may be used to capture an image of the individual
(e.g2na driverglicergie) es welbas ecahoreditldsbii cartib¢o payoeiate with

oo BRI L ok b L 50
'elr?mﬁ’é(;g@@f th83n %ldﬁ%\ bnrSHi gﬂ%ﬁ hbBis ﬁﬁBhé’ﬁéS in the

|n|t|at usi ng t nobi | e pho as a paynent
paytieantsystefs 186own, the transaction server 120 provides

a computing systemwhich includes a CPU 121 , storage
[00352 An aime: emhodnmelﬁ&he@l%.ﬂushﬁﬂom sehvet 120 dcilitatéethe process

re nt at a sin U nultiple CPUs
of egr B efesmﬁ%{% .Pﬁgnﬁmoﬁ. A§IBREAGRP H%m%%ctloaﬁdn%@d
usu’#d it méb ﬁn43555§s°£5 ?é%ﬁ\%i%& Héﬁ&éo%gpé@\? 'Tﬁe %ﬂfgéﬁcﬁ

use e transaction server es o
sermro‘r%gproyma acompution systermwhiehhiackides la @Pu\/‘e%l storagk

122 D ietory 202 G BP gshs G 80 38 R eBbssel BT sesingler
CPUSAUitDIE CP s, |08iAgIeaTPE MIRANE Ftultip ipfbcddsiR] EordBYahé the

connected to othef networks such as the internet
like[ @IaBigeNRbsipravapplisation psegrass and dats fratiserbyothe

verfBERGY s8R 120 EBRICh P PRE e PR e
disk tavds, fraBR mdfory @alcdd) loptibBimetsancthe llke. The transaction
Addi tionally, the transaction server 120 may i ncl ude

seryaip\ad Bay pet canagctasstosthenalwork heRiée . ieelppabargaipiwork,
whilfp 8 oy B UtnioctSq fh BEe Pebo s HRTelfetly 120
s DG B oD R B

mclﬂ@lﬁ@&éhdoﬁ(ﬁcc@%mnbﬁy ﬁbﬂ%lﬁﬂl@l & ﬁaﬁﬁ&‘&#ﬁﬁéﬁmoﬁe& Q' ng
on the transaction server 120 (e. ML documents

programyipakle; qrfflasmemneasrewequmlﬁgnere@ees/,eetﬁéq Aeiditionally, the
trangagﬁ&gser‘?/eﬁﬁﬂ)'nﬁ%} n%rho%eibﬁﬁflﬁ]%z de\'ﬂ8&§¥8§rﬁg$% BLse

nary s e ar recogni ze
keybeandesindpmonites akAbell as eEtetivprk Iritmacream;ecetoactﬁhnect to

en’rg(gdirre s of the invention may be adap ted to support

netyg 1%0@%%@’%%%\@9’%& R Ing! UC{"@O%V‘F REAV e ﬁ'ﬂ9 an

appﬂéatﬁﬁ?‘%r\/%e@'z?’ N A R %egi LoRBl 985 nzi‘ﬂp}éc‘"eﬂ;é l%nrequests
server be configured to process Tequest

for a@lessdd eiertmmua)tdsoug:ewleslmg)bn e h@ﬁsactldrhmrpay 20 1{e.qg.,
ests to use an

ansaction s S s re
HTgl e enfi sifeo B0, Bayelins GooneeenHesashatyo
appfitatity$&0er 127). However, one of ordinary skill in the art will recognize
that the web server process 125 is merely illustrative and embodiments of the

invention may be adapted to support both known and unknown protocols.

[0037] Additionally, as described in greater detail below, application server
127 may be configured to process requests related to enrolling mobile phone
105 in the payment transaction system 100 as well as requests to use an
enrolled mobile phone as a payment device in a variety of payment
transactions. Generally, in response to a given request, the application server

127 generates a response transmitted to (and rendered for display on) the
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transactions. Cenerally, in response to a given
request, the application server 127 generates a

wo emposndel transnmitted to (and rendered for di SPCHYSIING/039329
t henobi | e tel ephone 106. For exanple, the application
server 127 may generate the appropriate WAP mar kup

mobitu:wmnonemns pRSIsexdmple, tHecapsiication servelt 227 rhay igensrate
he wepb-server 125 transmits the WAP mar kup docunent

thelagpf%'%WA% npa HBMH"@% ?r!,d gass 5\t/‘éFh9aW§9|qeurY%'r125 In
tur BhARh- Ve r 129R3REmAS ﬂ?f‘WAIBfmé&ﬁ HocHmh th mobile

rocess, once a user supplies their Pobri e tel ephone
telephober! 0ar({d.g. deveria caldararetvoflol @Bt | on, the enr oI | ment
ki osk 156 may communi cate this information to the

[0038] ArSpait obtheseriroiimeh Provess, omtearusel 60pplies the&pﬁmm
the transaction server 120 validates the informatio

teleghane SpMbes andHdentficatind ifoEnatiomdha @%@Fﬂ@@t Kip$k 1561
mafﬁéﬁ%lﬂ{fﬁe%ltsﬁnfto%ﬂ;gﬁ 'til_iﬁg’ﬁén tlﬁhlééﬁ&’e oI wak

e paynment system or exanp
160K Insr&esﬁﬁ@se;rﬂ}e tranvactionatarver 120 Valeiateatfmmformatmram

verliGa At S o) oA BEL B et AgseratarL g i Banidual
envIRITIATHBREINRS bahnih: SREF RECFY! blurhbe, Ul SRR

provid he i ndi vi dual. The transaction
kiosie?%mayzrmmmyn whtowitb thé yranhacttmnmrven 2@ tal ualnfyktbat_rme

v BigEp s5Tudrent Bieg Bl uhnBf)  TRBE SoseusiBO S

molhif MﬁelﬂQWIed‘i@tdé@@élaiétﬁwﬂﬁﬁﬁe kdlepiéne number
identification (e.q., a scanned drivers |icense or

proyided pyrthg inshvdualed trapgactionciarverg! 2hmnayi alsrveriyobe o]

v U5 AR, RN 81 e H3BE e

a saroiceprovidte—windithanthaf iarhée anathbanébilectesphodiecdicopunt
secure data |ink 135 The secure data |ink 135 nay

maighes fhrnamad tha dentiicaian @ gofrmeanpas dsNarIERSEIOT or
pastgggn)eﬂ,fok,f&éd%ﬁﬁedé,ﬂg”,hgq Yignt transaction service

conmuni cat’'e wit I I'at e bank 130 In

o AR G PRl AR e

vali¢atedpthe, irdfeaction Genle rmlamﬁﬁyfc@mmbmcbW|tla@ﬁ<wﬁltat§m>)ank
be a conbination of the user's nobile Ehone nunber and
€.9.90Yey %Iﬁ@?‘t"eﬁ%?ﬂﬁ “Hbdé”%tmﬁﬁﬁfé’ﬁeé’@i@ b"r‘l‘é 3@)’/’“4%@“’“‘39 a

ded aft%(]j I&tcgl:mne n io'n@’%gné émé{ %W ce

payaﬁamluianshﬁdgn $ére|ceste rcomayiunichtr with tive aﬁllla’reebaimibﬂB@ In
resr?onse th ffl‘lgtettga%k { (?(5 establishes a bank account tied directly to the
mobile phone 105. For example, the account number for the bank account
may be a combination of the user’'s mobile phone number and a 10 digit bank

account number assigned by the affiliate bank as follows:

0,9.0.0.90.0.0.9.99.0.0.0.06¢690.904
{mobile phone number} + {Account number}

Once established, the user may interact with the mobile phone 105 to transfer
money to the account with the affiliate bank — as well as use the mobile phone
105 directly to initiate payment transactions with merchants 140 using either

funds from the account or using one of the ghosted accounts. In other words,
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noney to the account with the affiliate bank - as well
as use the nobile phone 105 directly to initiate
w@2opaentilt ransacti ons with nerchants 140 usi ngP&i/UR®09/039329
funds fromthe account or using one of the ghosted
accounts. In other words, by binding the user's nobile
by biedigibeaiser'simesbileoteldphobpaniunaiseasthe bpeakedcdunt vperidte

o LGBl BE 555 B FBASIE ol A
l'icati install ed

vk efhointramcaeng sty o aprl ot on 1istalled

oG5 B8 £ Sohfol SRSk 1 T i,

map geaernda saraode (orlphy ¢ prosdrad ta tHmmeockeardi 1810l sy ed

on bile one, 105._ Alternatively, a pay code (e.g.,
payw%ﬁahaoﬂﬁweﬁe@@t A% 8hPWRaIpEsehart 149 ingluges a

bargg%&?%ﬁéﬁ'@ (SERb USRIt de %??a%ét | o n%bil@g?]t ] f)ons.

n any case, the paynent in on pres
Altarhativaipid paphbode (4.05 ansalphatnunestidadext Steingamegydee keyed

intooRBGGEsa18 (PR SVAIRERAOP G 2 6eYeRl oAt g uam £ase,

the%){/m%ﬁt iffBRHANon pRsRIJIOEH B MoBilY PRohEADSAS captlired by
fchant account data 124 stored on transacti on server

the baocode/s¢antien dd2dat ROSsyatent t41) gd trangpaittedgn a message

[ chan e. g, rchant .140). [0041]1 Il])Justratively,
to (i ARER ot SerFae 1 26 A0 it havrb 81 Atbolink 18 shfHorze'd
givéreirdRsactidh. MErchafit'atcuiRR date P2 bidtad dharghshdton server

Cust oner account database 132 general ly includes

120cmay dnslvde datsurpiatpd e pagidiratingangrehants uas merebants140).
and account bal ances. As stated, the accounts may be
[o041] dHustiativety, $he affiliatgi bank TRbis shqwroteeintlisle ebgnk setver

h f || i h
131 PRR0R SOy el filfeBang a2 ContoRen BEr S ighase 132
gerfaliahcilidds RR¥toPhePddde uat Wﬂoﬂge@{,sécﬁfﬁuh@ nBimbeds and
CPU,~ processor, and a menory) with application

acceunt ielracemnhs glated the aceeuntsanay Hedipssdiractiynte wegiven
mot&i!fiﬂﬁr'rcglf/é h g5 égé\fﬁé ﬁgrge nbfibetbf le%roﬁébem%%ﬂg p%%h%%r:\a%

proce mMessages 10 Ccreate a new daccount

be inpbrdogateelinfpthe dablZcconasagabet. oTodbank senari3d vhay
| ance of . the account fqgr _an enrolled nobil e phone

b
prowas 2 GRISRYING SYHa (Ere. BidTld: PREeFIAT PAE 8AMEMOAY NI
appgﬁmgéﬂ\ﬁé‘r;e é@ﬁ@?%ﬁ?tot l%cfefv@r}ﬁé%ai]e%rﬁj&n the li'i’a?i@ﬁct(i)on

articipating nobile phone to another; nessages t
senterarZX. & orf exassple pthe benkcdeamer, 13k swggmecess messafes to

funds to the account etc. [0042] 1n one enhodinent, as
cregfics g AckBuRfIPG AITRRIE Fletite 105 dnciagendy ovtain a
current balance of the account for an enrolled mobile phone 105; messages
that the phone has initiated a payment transaction; messages to transfer
funds from one participating mobile phone to another; messages to transfer

funds to a merchant, messages to transfer funds to the account etc.

[0042] In one embodiment, as part of the enrollment process, the user may
provide any number of credit/debit card accounts, store-specific credit card
accounts, and other bank accounts using the scanner 154 (or may manually
key in the account numbers and account types) at enroliment kiosk 150.

Each such account is subsequently presented on the mobile telephone 105 as
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provi de any nunber of credit/debit card accounts,

store-specific credit card accounts, and other bank
w@emonntist usi ng the scanner 154 (or may nanual PGT/KE2009/689329

t he account nunbers and account types) at enroll nent

ki osk 150. Each such account is subsequently presented
a ghastelleccobnt. dmipsirEphiynibelduasseccghosh@ubacscanendtored

| mport ant | t he act ual count .nunmpers are staored
secyiely oy e densaglion seREEd Pl anddiaran heanalile 1ritPhang 105
(sh6RAiih ‘F@Lﬁ'belp&‘@gﬁoét@é dceBamidata 123%H 'sforhgas 2lyost ed

account” data 123 in storage 122). [0043] Figure 1 also

[ooﬁgfl’fﬁu% t la'ls?f‘%rbﬁﬁ@g‘l ht @fﬁﬁﬁ@&%%gekgfg (ﬁ gim%@n?% g%lvu

storage a nmenory
102ysbarage 104 antté ntseoy 185 - As sheen, ﬁﬁﬁmehrorwié)s includes a

oS BRGLAEIle, H55EPotag, o St oo e

105’\ﬁ*éy*{fb?éwﬁ%folr%tnoﬂfﬁbo@?%€ﬁ' focotnti§Sihg TRy weBBiBdsek 908.
see'the current balance in the account tied to their

Fommainiple ph oser magveguestirtaseadhe sugeptbalanaedin the acadwsit r

o 3hef ARG Rt AT ool Bt bR theiy ot

phdrid&s apayhitet dedicesimciutimg gahsaions YsedePusihyghosted
speci fyi rules for nmoving funds into (or out of) the

accouptiu ﬁlﬂdégg e aFugher enusardnay deiine a ysespeofilespecifying
ruleesxf%m{o Oqgﬁdﬁ?i% S[ntlgﬁ(%{ gﬁtsbir) %hd 8@%%%3885 Hﬁ W]«ﬂpmoblle

elrr “accoun or ma

phahiED UPdr e)fanﬁple ds user m‘aqrc%sire to bwaysnévd amhbnmaemoumt of
to a specif maxi nuym [ 0044] Fi gure 2 is a block

fungs iytngin AagPURb O IR 06 ﬁ@‘%‘"! Paivssistp SHoredp JReIr 120
moIBi‘riié‘EhSHé 8lcdihtdb e%;fl“é‘eﬂhhﬁ I’ﬁlﬁ'bephone to participate

ment trans ctl on, accordi ng to one enbodi nent

o2} 74 el%e%i.o*o‘l%edéﬁr@onpﬁf*e?‘ﬂsyﬁ?t%? BEREh fher 129
configpldd-iat allow & erotsile tdRphonsfio partiibdte imansgenditaramsacton,
nohi | e phones as pa nent devi ces |n the nobile

accoging d RBC EahRdREnbAl bedbweRtiony AngoteRGARRveathe
T L Pl L L U

appbibatien 4&&er \z\EBcbnbgmed tdz@ﬂanaagujthmlmefrmmMphéses hsw,

t he a llcatlon [V ncludes a plural |y
paysTy Shises S eI P Agne FepFeckares TRl 190. AS shown,
an FIWf"/IQVT?@ éé?vérqﬁb#/ 'bteaﬁs%dtta%r%& (Rfml‘mﬁidaﬁoﬁg‘ %@ﬁNé&ﬁSthe

paynent transactions. course, one of ordinary

aprzhkailcbn servehd2aendwhée Imcvbs;bq@mrwd Qi’naztrett -heovesarpldite ang
B i dual

melhanT 190; 55 rS BrbBintioh S aREKRS aHBuraly of
comY@drie?hy, édich providing a software module configured to facilitate the use
of mobile phone 105 in payment transactions. Of course, one of ordinary skill
in the art will recognize that the components 205-240 are shown as individual
components to facilitate a description of the invention and that a variety of
different software architectures may be used to implement the functionality of

the components 205-240.

[0045] lllustratively, the application server includes a payment services
component 205, a merchant services component 210, an identity services

component 215, an instant check component 220, an affiliate bank
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different software architectures nmay be used to
i npl ement the functionality of the conponents 205-240.
wQ 2®45)61k1 | ustratively, the application serverPCTnUb200¥639329
a paynent services conponent 205, a nerchant services
conmponent 210, an identity services conponent 215, an
commsihiations eolnpooepb22hita pagcodebatodé insdreagement

oGRS 5 SR 5SS o B SR S
corfipShett 2207 OFHdBAymERLSSicas 'c@&ﬁdﬁ@ﬂ?@@@tm A coff

ured to
paynent services conponent 205 may be conf’i gured ﬁ‘?
manag@yensa@tmdo|ttm1§ferdund&ff9ﬁeone entdletirmabitphone to-

bi | t t.h That f bank

andifE TR S arbm @ B FedcUrB BRN a8 hififRopls ppohe bG8
bariC&ctdtint tié@t hRohep il PHINeE208)088medt thSak:tidhst he
functions performed by the paynent services conponent

perfarmegidycthedeaymentfasdces caampanenbaiegdesaibed i grratebdetail
bel&‘@vtlﬁcge@ﬂﬁﬁéﬁ %th%dgﬁ(ﬁﬁtlgw? ur[a 46] The a nerchant

Servi'ces conpone I'gured to manage

t ti bet
roowia@?é%fﬁé’r%ﬁaw%%%?ﬁZ‘c%io?o&%gh?‘f‘gw b cBBBAsAdR: 210
mafBgéa eafsactmsasetiveBn anEHBlié nRibiledheAcaNd 4 thdrtbeag. | S

used directly as a paynent device at a participating

Tha’m dhamerchagt senvisea gompsacsbatl manageayiransastiomawhere

an Gitgfb e Tyl o UteBaRNY 2B e Ve (R A Bl ™ o e
parnéupamg merctiarans.goauding Berhréddd bea paycddst Ddth\relesd to a

onponent . 210 are described in greater detail below in
pam@tﬂ?nﬁ%rﬁlpmt'mﬂtrmnerghaefsr@amq %ﬁrqs# aﬂf@wf@rﬁ aC[cemt?qlataH@

dat?ﬁ Aeyht;é | cati or(?cfl8 ITQ%I on use %@%E&\aﬁw’f’s@ I'ven

conuqscment tha&e rdeistiileed & gmlamT&idtalabeI@w mcnow&ﬂnemvﬂuﬂﬂa

ar exa §he identification nunber of a driver's

desl"'f'%‘?\%@ lgub% sport as well as bionetric data such as
a canera or fingerprint scan obtained during the

[004zh g #@ﬁtltypﬁ%wégg campaﬁeeh%ﬁ» Mmahke Keed ko stome theer |
|der2t'i}%ahgﬁ‘ ﬂ’ibeM?ﬁ&( Vé§&t&8ﬁﬂ&ﬂ% n@(/eﬁ %@eFWthétrﬂéﬁl{f%?egM%%s
or hashes 'of sane), prn nunbers, encryption keys, or
trarstabion spdtermi0.oRoneramplz, the lientification _urgberof a driver’'s
transacti on requested initi tedq% an enrol |l ed nobile

liceRsid e PApBRATBRS Yol asiPAIAIC HRlASUSDIARHA ERMEF2 OF HRgE RNt
scahUbtaiBEE irihg tHBRABSIment process at an enroliment kiosk. Further,

the identify service component 215 may store passwords (or hashes of
same), pin numbers, encryption keys, or other information used to
authenticate a given transaction requested initiated by an enrolled mobile

phone.

[0048] The instant check component 220 may be configured to manage
transactions between an enrolled mobile phone and a non-enrolled mobile
phone or third party bank. For example, in one embodiment, when a user
attempts to send funds to a mobile phone not enrolled in the mobile telephone
transaction system 100, the instant check component 220 may send a
message to the non-enrolled mobile phone (e.g., using an SMS message)

requesting that the recipient enroll their phone in the payment transaction
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transacti ons between an enrolled nobile phone and a

non-enrol |l ed nobile phone or third party bank. For
we@z@apiall i n one enbodi nent, when a user attenptBHUS09/039329

send funds to a nobil e phone not enrolled in the

nobi | e tel ephone transaction system 100, the instant
systdracllO0cin rmdeletmt rezéﬁ)erfalyds tradsferneedsagehé entdiled mobile

on 0 KUy TSR it P8 RS bor
chelcko YR J.{ rSiHﬁlﬁﬂ? |H§t%¥1§&ﬁ@&k19c9nb8né’r'itd¢920 r‘hﬁgrb%ce' ve

funds transferred fromthe enrolled nobile phon
configtieachiat fransfer funide framithe eecourdiedup @l particdaegwbile phone

i nf ' h d. .Siml :
at th RS bRk oo BeBRER B ydSar e Gu beiorin ACH
deﬂltf) armber@céwm@%érfmy Riepask B furidsad ahackobAf hélelWyathe

phone at the affiliate bank to an account at a

recuqlﬁrrtdat e thirdoparky banly. Somsi @fgharﬁum@qn@mrioymerﬂm the
insaif Ehdo orBOeERAd SRR bl i BRiet Bl bR

confjiirectionneith ariesprpticr’ oEighye Yhe i nst ant check conponent
220 are described in greater detail belowin

[oo@? NMTRENGKTIAR BARKcEmMPESEHt 225 PRy ProVibs b sdftlvark @8AfonEne
l'i ate bank conponent 225 may provi de a software

@@rfmm@mo pempyiTicaiavdth the aﬁjlrﬁta apkt d hat ish aspayment
reaflecthid B0Sr AR intLRh shilstoBRIER g B8 FabSefifapaer

mobife photd1er to1a piérehanignbecifiliste dafR cofdinent 2DB verifies the
affiliate bank conEeonent 225 verifies the requested
requesigd fupds alaayailable imtherRccappiasfocided withitba seneing: he
| r fer
mofifeibhdie TRANCE a8 ifite PnotErs'ndh thah dccBlft 1o GBI Fhs,
the 28 iataapk @26 dray providesetvicesttb @th@mmmp’rmﬁrﬂs (&gg the

t he payment services onent 205, nerchant s I‘VI ce
oyl AL ESS EoPARET, 208 ARSI BABL R VISR GRETRONEBB B 1

msthﬂpéQéCkT&ﬁn?&Yerﬁ% management conponent 230 may be

configured to gener te uni que information used in a

[00&#1 Jiie i&_}??é@& Hdﬂég’eﬂ#%rlt %Bﬁﬁvolg%zagﬁfrsg Eﬁaéé) bE g?ﬂﬂc@ o8 to
genéBélermqummalm Isecincegenitgmeedction mltgataf@by an
{1 and send this nforrratlon |n an encr ted
enrﬁ'@ @)'etp ogey f@@g@ ﬁb%.plaa caﬁ'srma nent
230 Hﬂﬁg FdPste ld15aRBHE %@%gﬁ@@i t69Q Gah8sctidnt éhci E@nd this
nmer chant services conpOnent 210 to conpete a requested

infopayﬁermt(intammypiedrme@age) te @eieqadstingwmobile phane. The

N 2R SRS Bardodd AR oSAmuimeatas Sith'the nidiehant

merd
services component 210 to compete a requested payment transaction. Once
received, the merchant services component 210 may communicate with the
pay code management component 230 to identify the transaction (and
ultimately, the account at the particular bank or ghosted account) being used
to fund a transaction. Thus, the pay code management component 230 may

provide services to other components of the application server 127.

[0051] The auditing component 235 may be configured to create and manage
a log of both the actions of the other components of the application server

127, as well as record a log of each transaction initiated, completed, or
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pay code nmanagenent conponent 230 to identify the
transaction (and ultimtely, the account at the
w@20biteaithar bank or ghosted account) bei ng useRCT/USI0091089329
a transaction. Thus, the pay code nmanagenent conponent
230 may provide services to other conponents of the
inteanupted by goreme?iedamobﬂé phiofi8 ot pafiiatp d@tim;i miengwanlm.nﬁhe?og
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mal{)gﬁﬁt?%’g 'B&alt%r}?%?%oé“fhe ot her components of the
plication server 127, as well as record a | og of
[oosgﬁc“v}hec eniedaent &glsﬁﬁaﬂqm@@apoa@wpﬂ@ By pseyide & saftyvarg
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regi stration conponent may conmuni cate Wt
congroreint @ehtto icreatk & barnleamoumt s bindtbi adgiven emolzlel pfmrte
nent

t t th,th ffiliate b
beiGBAiqleg, E EATpl A et ibRotaboy Py fher g late TR TR | o
estabIRRe BahEcEdlM fbefle hobile I%mé Belngserﬁléﬁéd hhgdsahsye,
the affiliate bank rmé esta i sh a bank account for

actuai phepbinumbgrofdhatenegile phone ag panidofibe acheuniciumber with

the BT P haRigha. (18 Syt BoRialoh kafirehsitesg,

may Psoed atdotRmhuhirs tsradre@iy debiteantatcoltis BRY stdteahige
account nunbers for credit/debit card accounts and

infogmatien eRipar; offanasied arcaunt gaia 133 indaiabage 2460 nmasf a
the ?L?r?tti'ﬁﬂs% %%@8 nbt?yA‘tﬁe e‘?ﬁ??iﬁ-ggﬁt Jegﬁst;aﬁgﬁtdr?%ﬁﬁg?gé '5?’(9

roll me Fegls i on“co

desdﬂlsed irbgdaiter @tamberovsdmt cairijummionwvntmamebtipmﬁ offFiguteh4.
a description of Figure 4. [0053] Figure 3 is a block

[oodeﬂg@@.’a‘ i6rd BRIckididgraht Rirlhg iIReframng Bbmpdhedtsditd dbile
one 105 configured to engage in paynent

phoneaﬂr%a@qn isnEed Hrergaianiy RayNoer teansagliorsaceprdimgto one

et TR Bne/ i AU AL BROROH b B RIGF 008 DRSS,

i splay screéen
d|sr1|a3aser@en\zm5 aXsypadB 1@, ﬁE(ErDUyBﬁZEa trakiseeilics 320y asd aeen

merReRLEE L o e AL 86 SO @ERralN BipYEla SerAmYSA HisPIaY
devRiciichiaal B L RRASEIENE THY @ggﬁg cHEGflab8 bk Wdteﬂae

virtual keyboar ternatively It on
touctosen sitivehioteafad@busesi/tol prekemnlica alrtluaj/paybdﬂd Mernailveg/ éor

addﬂ@%ﬁbrtggdr@&j egpi{il%r?éj %8 ?r?a)f I%rclude a l?erzyp%cj é% lngl/\E ing a
number pad with a buttons for 0-9 or a full QWERTY keyboard. CPU 315
provides a processor used to execute a mobile phone payment application
330, as well as perform other tasks on mobile phone 105 (namely, sending
and receiving text messages and running other application programs stored in
the memory 325. Transceiver 320 provides a radio communication device
allowing the mobile phone to send and receive voice and data transmissions
over a cellular communication network (e.g., a CDMA or GSM network).

Note, in one embodiment, in addition to the cellular communication network,

mobile phone 105 may include a transceiver used to communicate over a
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provi des a processor used to execute a nobile phone
paynent application 330, as well as perform ot her
wao a®gka4am nmobi | e phone 105 (nanely, sendi ng aneiCT/US2009/039329
recei ving text messages and runni ng ot her application
prograns stored in the nmenory 325. Transcei ver 320
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Voi ce

i | h 1 d
PGS O Biesngo RHO A Ew | R ORI (e LD Se SR BRIy
use@evd]ce afid %&hn@%&ﬁﬁ%%%cof@é@ we'll RsBiRer %rotoco_ls
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initiate a paynent transaction using the nobile phone

codgs(etthea payende ankor a@ayaese)i  rasposde, thedransiactien server

e L S

it to(thegnobife Placrin 185 aMAEahokildo® g8ymehnapsiRREoS 830t he
transaction server 127 may then generate a barcode

r eC%I'H?%] data fom t@e\I@mS@Pam ﬁ@f‘fi%ﬁ 247k sunpdigp it tpithe baggasle
gengg‘%b gghone 105. The nobile phone paynent application
recel ves data fromthe transacti on server 127 and

oos3h IR s srbhedithertnsei s 85RRER oo iy #w%ééﬁe&sp@v

frord itk eateadecbivea ftdm tketransastinveshvér ane gnaaﬁ WPIN
server and display it on display screen For

SCresiuape-e Fof ﬁéa'inpl@h éla%traaﬁa@tm%ewqwﬂrﬂapyg@ewateearan
enc‘?)aﬁ'l P29 parcodl B@é’%gon r?cf'ﬁﬁ%%fnft élttgﬁgg gc\p%gé}'r:b:ﬂnésd bn

e appl I cat1oh e o
the mtrmle pmmebwﬁ: oletuge rthe dadcoR3gementat335ymhy tdeerypt the

omthe transaction server 127, recover the
me%smggggqhdé ¢ JansactiybpRiver 24 @GQHWatBPeeflﬁogﬁﬂé&@T%fa%e
genekitB &QHmabR Slsmz]ag offthe 'ﬁ'&%odéqggﬁ]a ﬁseslh?a%ei‘ccoum

data 340 stores the ghosted names 0 ‘paynent ounts
[005(31e Ghost&d ‘égbédrﬁ%@té Sﬁﬁrs(i‘(?resetﬁg g)nog"t\é?i' Aeﬂ‘pég oF Bay%ﬁgnf na

gl ven paynen
accounts (e.g., credit/debit cards, etc.) available to use in a given payment
transaction. As noted above, the ghosted names are not the actual account
numbers (e.g., an actual credit card number) and nor are the actual account
numbers recoverable from the ghosted names. Instead, each ghosted name
provides an alias for an actual account, where the actual account numbers

remain securely stored on the transaction server 127.

[0057] Figure 4 is a flow diagram illustrating a method 400 for enrolling a
mobile telephone in a mobile telephone transaction system, according to one

embodiment of the invention. As shown, the method 400 begins at step 405
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transaction. As noted above, the ghosted nanes are not

the actual account nunbers (e.g., an actual credit
wea2nd/1imumber) and nor are the actual account nREOESR09/039329

recoverable fromthe ghosted nanes. Instead, each

ghosted nane provides an alias for an actual account,
wheveareetriodingaiserisuppliesiatmobitdghicng mnmber meemmﬂlny the
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oosg] e SuppBEORB rrelTprEvHe: TeSaifiel o iadtePefon
senVlérHP?a Oh6é& kedivéd, R, B{0 Phettidrisaefiomdehver iDe may be
enrol ' ment process. [O 58] ‘Once supplied the

conégu kel torverrify ifermatiarny wmﬂreﬂttydhewrtrhlbng usaeE ater example,

the JE0¥EET Sarveb § o7 PGSRt ra 8IR Bitf:ndBGentiicagon

ser\hﬁé@r SEhilaly, W@hkﬁ%ngsérhﬁa? iHditdtb ROsdtgRe - prbvitler from
exanpl e, the transaction server 127 may conmuni cate

whigf theyt n%cetyeﬁapwe pheRe senvdeas. ohhe bposadion sanien k¢4 (ray
conﬁr’ﬂﬁn% \A;] Lh B0 YSKhicd Brovididiss %ﬁ%ﬂhﬁ?fh\é e;rS‘r?orl%f S’éﬁhQ%nroued

they recelve mobi | one Service

is asa;@cnstedtwmmlwhme Admbergupplivtlby that enrollinly usee — as well
service ﬁrow der to verify that the phope bein

as yeiifphal dhe enellingveRTdhpsp ﬁc?wtﬁﬁbW@t Hbﬁﬁ%r"v'@ﬁﬁﬁlﬁe@ﬂce
proWﬂeF th SBpAU1s Bk %ﬁgaCtIO%SCMﬁH#JQ?%t%SGWitFI ¥hd aﬁﬁlaﬁéaﬁ%rhketo

enrol 11 ng user has an account hone w't
estatdishiareagoomi ttebindAb the emommﬂelaﬁmenemmemodiad At step
bank .t0

420, e BT Erean g Stipeld skiticR el apciiiie B fg creatvdbbi
card?ﬁ[lﬁide@:g ﬂnéfe@patﬂﬂé tHi§ thishAlidr %y%éto@séélﬁ@ly%n
ditional account data (e.g., credit/debit card

the tnanﬁecetpp seryen @neghitsted Nameissnay bertransiiiediy theemobile
phof g 135 i fbbfet S8Rk D01 | e phone once < he
A A ehe AR
application on their mobile phone. (e.g., the mobile phone application 330 of
figure 3). Additionally, in one embodiment, the user may supply a pin,
password, or generate encryption keys used to authorize a given payment
transaction using the mobile phone as a payment device. Once installed, at
step 430, the payment software may retrieve a list of ghosted accounts
supplied during the enrollment process. For example, in one embodiment, the
payment application installed on the mobile phone may retrieve the last four
digits associated with each ghosted account. At step 435, the user may

select to replace the default ghosted alias with another ghosted name.
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application on their nobile phone (e.g., the nobile
phone application 330 of figure 3). Additionally, in
woer®asdiodi ment, the user may supply a pin, paBGCIHUSIHNI/039329
or generate encryption keys used to authorize a given
paynment transaction using the nobile phone as a
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the gmpm @t laypeh thmpavmeabaﬂmlmlay dilusirativelyamaobile gihose

8ooighicRs RaGREvigh tohlkR AR b fHARG LRI L EL EBR i FrfeA e
disgiapvunrsdr i gisplay drey 8U5 t@mélea@tnmec@mme paghesti ng
icon 810. In this particular ex e, user clicks on

appliFaliort asssiaied avilhaGrB S 10h @fp%qufeﬂ,t orafpgi Stk i, art wil

reconlife Y mufle'ondloRefe A M2 Con g S5l VB 3
inteefiasplcayitrolsr (8ay., buttchss pdugh-acreens Oétct)pwh&ihenay dedused to
execut e the E‘@ yment ap |'ication assom at ed W|4h i con

selagt gndegestin e PymerdERBIERION. NDIR: 15 ppe amipo i@eph R Yeer
may AR HERR buPRANS pfPNbiFBEr gﬁgaﬁ&@%ug&mﬂm&m\m

ariety o ce contr but't ons
applicatidn s or ¢@ twoketdiffgreniypayrhentlyamsactiss duncicns| sppoaed by
th execut ﬁgt hle agaﬁrrent application. Note, in one
© BRPEG HERPCUser may al so have to supply a pin

nunber or password to | aunch the t application
[0052brArt BXqrAR Qe ‘f‘ér%h'POB@PéﬁtShPﬁ’ng?Wsré)a -uCPons
t !
laurHRRC NG Pl 61 SIS R1is28%0 DEBPGH, for Aieing iferont
payﬂmm tﬂaaaaﬂlmrd;, ugihg nibkslel Eho @S0G leewselhas ioptioB2 brof

eGP P aBlh ek H S g3 Bl e
account associated with the mobile phone 800 is also displayed on mobile
phone 800 (i.e., the cash balance of the account with the affiliate bank).
Referring again to method 500, at step 510, the first mobile phone prompts for
a recipient phone number and payment amount. For example, one of the
items in the list 820 is to “send cash (payment).” An example of the result of
selecting this option is shown in Figure 8C, where the user is prompted to
select an existing payee (using a button 825) or a new payee (using a button
830). And an example of the result of selecting the “existing payee” button

825 is shown in Figure 8D. lllustratively, the mobile phone display 805 now
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review ng past transactions. Further, a current cash

bal ance 812 of the account associated with the nobile
w@bwna4800 i s al so di splayed on nobil e phone 8BOI/{52009/039329

the cash bal ance of the account with the affiliate

bank). Referring again to nethod 500, at step 510, the
shows s listr835 bfeacp:lwnés. pEadcpascdunt im theelist835nincludesa payee

narfe & the Rotiie FnegRgnbe! associatiy Wl BaswalR Popiot
On%ﬁf@u@er@eléﬁ@ oh@%f"tﬁe Q@anﬁﬁh@ﬁh &6, the Eh@ﬁé'n‘;?%y FFOmpt the

shown 1 n Figure 8C, eretheuerls ronpte
uses &b eoteram ampunt tograwferdo(theisetpcied redipignB25) or a new
payee (using a button 830). And an exanple of the

[ooe3p Referrirfg agadirdd ity midtleod 6®Osd>mcregtrmayf]m sulpgtulb@a ;%&Eelemd
shown in Figure 8D, ustratiyv t he ile one
a P@Y@ﬁ!“a@/mg%tgﬁém AL? ?'gﬁt r@%@%o%h s;thigiptermation

to tﬁrr% gri%rlﬁécthi?\ éé]’@ell | &t st%é%éon %éjgﬁnansé’ﬂ%yse&v&%tgf‘% thge

one nunber aSsoci ate that possi
affiliade ibpnbrhm confiree that dundearesavailable mrtbeafccohiet assxiciatbd evith
enter an

! e.te hoe ronpt..t he user t
the B G biteporkof Bol e HrBSBeidr Felter Sends Smbedsalidgek to
the ﬁ%t%élbll&pﬁ&ﬂé ndGhE hearsBEEsl isSihcenBg & PrbAded %ﬁch funds
supplies a payee and a paynent anount, at step 5

aretavellablesat $tepiSRs, preoliansantion sever rEaV senda pomp tome
rec'bLe?\si*?&%fgmi Bionidhtf PRV B ARCG M on £ m ?Eat
o A A A e BB S S o

ayFidH Sraf sHBESRASING 3&ir hoHiIBHHINES IAIRE) '585Pi
P he ??agrslsactlonnlgs cancel | Eb "B ovi QbS?SQ ﬂ?kﬁﬁgéﬁgrtge

recigieat nakile, pranesdeglingg %o remvet adranstar of furds frem ieyfirst

mofEh AR s BahroroBishy S Ao B S s ol et
the traBsa&orPivas detmidd. eTRbieaIs,, MaweseRnfii isaxpeetdtpthae e
transaction using their nobile ghone At step 535, if

recipigat wilbappioveribe fraepiar oh funfsoiol taeis iortiledelana ek sugh a
h |

cask AR Ao, A Facbol R PR B iRl O s,

trarmﬂ:rs fengshivom thbaiccbbrt dssteiaed math theﬁnrstanbbilreplhone to the

e R B P e TR Mg BT
tranRBeiéh séivef HElHics ﬁ% ?'f i bﬁé ﬁé%atwﬂlé élhtd’n%ﬁé h28 been

server contacts t I |at bank transfers
confpjertesl fitencurnentaasb lalarases®t2 alhewin wi tispldye805 okFigure 8B

may B el 419 SRS VOB R SHEnereRa B dact | on
corrﬁe?gﬁlgcglg? I%lt(r)r?]édrﬂ%ﬁ ﬂeignrébi"p&!nt 'ﬂ%bl'e%m eThiiithé PRone-to-
phone transaction performed by method 500 operates to transfer funds from
both accounts virtually instantaneously, and the amounts shown in the current
cash balance 812 on each mobile phone reflect a true balance of the funds

available in each account.

[0065] Note, in this example, the user of the first mobile phone selected a
recipient with a mobile phone that has already been enrolled in the mobile
telephone transaction system 100. Alternatively, the user may select the “new

payee” button 830 shown in Figure 8D. In such a case, the user may be
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conpl eted. The current cash bal ance 812 shown in
di spl ay 805 of Figure 8B nay be reduced on the sending
worepliegsiphone and i ncreased by a correspondi ngPEIDS2V9/039329
on the recipient nobile phone. Thus, the phone-tophone
transaction performed by method 500 operates to
prompaed teenten tius mabiephonke rarcienfos amomemehkglled mobile
t he ampupts, shown in the curreg}at

t t
phactker Bk o e bsBhalelsa Toph S BumbRy L Shoe,
hasbr%t%lfe% Mrollé@irl Wé%o@i(@téléﬁ’r‘u&é ﬂaﬁ@ﬁiloﬁﬁ'}@% 10008

in this exanple, the user of the f t nobiie
the ;tmmactsm senved nwyrteaﬂspmé atm%sagearemubstlreg ]:hamiee ubeit of

tha{" r?'i?{i‘ea%'?f% n B DuBE LG R0y WA 'R'}%mfﬂolnﬁim GaRSsey

roosdf, Figitte & e do diagare Aelraing e anemoadpd Branfiabis Raone
to dHPt*Pd b@teﬂ?%ﬂyﬂgﬁ% it tRANehERn ﬁﬁiﬁ%l IIT%?'CHH“H? A& iﬁgﬁo

However, |f r enters a nobil one nu
onmerphodmemauf theniveotiohe dis shoval, tel meihochﬁéomuaglms at step
nsact

o .
605, GhERS Se! PRAREEH it 1EMAPtn b A A Teipaing 27 6Bant
usirg)j tHeferhoBi® pRoe B8 ld paymémMedsNsd. e%ﬂ@%mgleow Néttd20 of

instructions for doing so. [0066] Figure 6 |s,aflow
displpy §Parm Figure SEainchigles anghaicel telinake A RUrpaLE” dUien il 4.

to participate directly in a paynent transaction with
[o06a] rAdrstéya i O, thecoobilphore pmnptsttbdiusento eéletha payment

i nven t he..net 600 b s, at _step 605
souit B o Py se drauts B R yiBrine PRl s Brons ¢ b a
emib&difeht,RRE iREr RS t tHE lakBolimaidd 1Bkl rRobiOPSorS thiat

paynment device. For exanple, the |list 820 of display

wasgegablistridduringibe eyplimest prasess o¢ the usemay select a

ancBP R8Ot R i, PTRSEE Sho 88 AT B R o

selédmng thémake chawehasemaatin ® vhéWn im Figteé @BNAs shéwn in
enbodi nent, the user nay sel ect the account tied

FlglﬂfQ &%éhwwl@ phneedisplay 80bspresentsia it Lpirghastedhe
|
ccoBHL R PFERS 11 sl 45T RriE b e o
enrollesl fmﬁnﬂttplmhesnltle&:triahﬁetthlepﬁnaﬁ eraa:sadmmha)Mémbwo on
814 s&ovvn in Fi (gur e 8B.

Husirative e B?H}P%Uéﬁé‘ﬂés% cga en ps rgggqetrggnal
VoS, g g g
Imppnan’éy ias noted rablove ewhile ﬁpﬂwgh@stedmmbf ‘mer;&ssgqiMEm”
Ilkel()‘(r{gtj Sf%ig %b\lfb‘erggn(":?é} Eéﬂrgss a’FSe?%%ré,'%hg 'adtal agccl)LTrﬁlnl{JOrlneber
for this card is not stored on the mobile phone 800.

[0068] At step 615, once the user selects a funding source for a purchase
transaction, the selected source is transmitted to the transaction server. In
response, the transaction server may generate a payment code and assign
the code to a pending transaction for the requesting mobile phone. The
payment code uniquely identifies the mobile phone participating in the
transaction as well as the particular transaction. Once generated, the
payment code may be stored in a list of pending transactions. Further the

payment code may be transmitted to the mobile phone in an encrypted
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Visa(r) card" a "business AMEX(r)" card, and a

"busi ness checki ng" account. Inportantly, as noted
w@bwor4einhi | e t he ghosted nane of "busi ness AMEX(/D$2009/039329

likely refers to an American Express(r) charge card,

t he actual account nunber for this card is not stored

messagdleAsmbiddealpdva) én 8 arti¢ IQ6EMbAtiInsdre pthelsaynoastecddee
user selects a funding source for a purc

h
generalpg ot héiiransasig sedes ma b valid 1 lmtad pedadcs time
ancf/éraé;@&ffdr%estﬂggy a %@r&k%%@%%ﬁ%& rﬂ?tﬁéi RARBSE P he

server may gen € a paynent code and assign the code
payneerd coededi ng transaction for the requesting nobile
phone. The paynent code uniquely identifies the nobile

[o06df AtestEpR RO tHeahob e pRohd eeddivets el medsage fiehl thas t he
particul ar transaction. Once generated, the paynent

transgglong9TvsE deGYRig it And nresentsa PRVESAICadeers Hia dishlay

t ' :
sorb PEGnd SRURAITER: 1 B Bied KAV s it o
stringkeyquhinto aypant efreadelsysiam attthe merghant. Abeteatecly) o ad
ol ARG 350 RSO 62y e Beoh e
in axtéﬁﬂ!aéi ine4l eLdbri@rdSHEBsite bPA palRftiPHESM linedfBrecHaRP 6/

step 620, the nobile phone recelives the nessage
anothermermbedimeantsthetpaymargropgie, may beygp2l harcodmdeneratarhfrom

the BaBBEBneS &M ihipMem b 3B Boris e, 'BiPRE auease the
uset Bdy presbRDtHERHRBbIdbRoAe ROTHE mBfcheml & BYScaAhad. Fbe

merchant. Alternatively, for an on-line nerchant, the
exafpple, bgute8Enpbi | e phone nay enter the payment code in

a text box in a e-comerce website of a participating
[0070h|Farexampiédngurd 8F showsexr payrbedi cadd beinpaisplgyashin the

iR HBO T B AP S0 SRR ey BB Eowe
payffsift cotlB RIS 845 TRYICRIRF RO 16N Pém&lh@ideﬁor@hﬁég)éy%éﬂi%ode
merchant to be scanned. For eXanple, Figure SE’ [0070

expires. édsitiginally Fiigpley 895 shrtwesbethFyalphangmesdc paympde 850

andq RGP Bej ofe™ B BictiPiafios BB Eralafa il
payftsie cadt yebrdrated byctabitrthsaouon eeger.enai ns before the
paynment code expires. Additionally, display 805 shows

[007'@Ptlj{bféﬂir§} AR Y6 MalRod 600atBEp 828, theReRiH#P48a8SS
-~ each o ich provide a representation of the

the phybaneodeolRb (rmntersdhetajpharuineerimpay code 868} taekecover the
payment code associated with the transaction initiated by the mobile phone.
The merchant’s point-of-sale (POS) system then sends a request to authorize
the transaction initiated by the mobile phone user (and represented by the
scanned barcode) for a specified amount.- At step 630, the transaction server
validates the request. For example, the transaction server may match the
payment code received from the merchant with the list of payment codes
generated for pending transactions. Once identified, the transaction server
processes the transaction using the ghosted account specified by the user.
For example, assume the user selected the ghosted account with the name
“business AMEX®” as shown in Figure 8E, and assume that this ghosted

account does refer to an American Express charge account. In such a case,
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[0071] Referring again to the nmethod 600, at step 625,
the nmerchant scans the 2D bar code 855 (or enters the
wW@bk@bamimeri ¢ pay code 850) to recover the payPeEnUSmHOUE39329
associated with the transaction initiated by the
nobi | e phone. The nerchant's point-of-sale (POS)
the snamisaotidrhservee netsieves tpuacttiak accounhnumber tbgesponding to

transacti L njtiate t he bi.l e phone user (and
the biacenARIEXE DhstSd abeu nbater R algE i Adipun
spe@WéHrE thtmet@RnP RO thalt Q@célﬁrﬁnsﬁ%hbﬁ@l SR e ¥ahs4lioRs
e rgl uest. For exanple, the transaction server may
servatrohy hlaee payeshtant cbiergecaciountl withaneneldd aasd phegassiig h
the |ist of paynent codes generated for pending

np Phnsactions. Once identifi ed, the transaction server

ocesses the transacti.on using the ted account .
oo cferngtnaly. Inh SSRE BreY e Saladrds R i Tangaionusing

the %%ESI‘{H%%&&I‘S‘I% B%F fif ﬁ\%ﬁ@é’ Eho% 511 nhB thé 8RRl ﬁ?@éesss
own I n Figure 8E, assune that 'th

In sghbst misemtlmeatransatﬁm seurf/e:rcqmrmmmoam waihrthEmﬂrhaia@ bank to
char count . a _cas e transactl Lver

verfiu il SRS Tk vanlia hifie Soisied BlrcreBP s pwianig M

trarishérs TaHGS NBAStHANRSbIE pheRe aEESLIMGE AnissRfted WiRIthe to
charge the anount specified by the nerchant to that

megbadblint . I n such a case, the transaction server may
have a nerchant charge account with a credit card

[0078] (Refegingyagaindoithe padRad 6801 atr stap i646)| yfumdl'ﬁeammt may

ve .sel ected to fund the sacti an us
avallabig i IS ikl g Saseunhlor e reacinn S Sadinettior the
ghoRtPhEBRIM, PHOTRS %mér‘ibaWEJZpr@s§ dp8rgd B dtis ¥BEMEdd)Othen at
server comnuni'cates with the affiliate bank to verify

step h4bd afnmﬁesagﬂ & sandito #e marmani@ndelbaemo@w phenshthee the

verBROh e e R EIEL L b RED, T RD AR BRI

con$16f&d] sUdebesfuiyith AR@RsAgé eohfieningithedfdrl fuds 6F prRovitiey

if funds are not available in the nobile phone account
the @gpropriate aptiprizatian cedgdom Rercessingth ah@ﬁggtaér@ount is sent

e. A?% Sl r is
to t@éég%}necf)ﬂ; ﬁétrllér{ahqus epé%%@e rre@i'g] gs&gggggfg Io t he
transactibaniayavel séhictorthbinmebilghehiend asitvetllhe transacti on was
declined. Otherw se, at step 650, if the transaction

[0074p Figunel Biseal flswcdiggriny lilugtrafinda $Ae®e dCATf fof BeRBrming a
transfer of funds or &@VI di ng the appropriate

fundsiransfer Aetwrercan enfoltas rppbite Bhemg and ghibytdaarhclailner
indiléigiH rétcc&%l @go g&¢ %Prﬂﬁd mpﬂpbilthgrfﬁvérxrona /(rse§l§5\ﬂﬁ the
succe

method 700 beglns at step 705 where a user initiates a payment to a third
party bank or to a non-participating individual (i.e., an individual who has not
enrolled a mobile phone in the mobile telephone transaction system 100). At
step 710, the mobile phone prompts the user to provide a recipient name and
payment amount. For example, to transfer funds to an individual, the user
may specify a name, address, and payment amount. To transfer funds to a
third-party bank, the user may specify a bank routing number and an account
number. The payment application on the mobile phone then sends this

information to the transaction server.
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transaction may be sent to the nobile phone as well.
[0074] Figure 7 is a flowdiagramillustrating a
woreaobodh1700 for performng a funds transfer beP@EES20891039329
enrol | ed nobil e phone and a third-party bank or
i ndi vi dual, according to one enbodi nent of the
[00715]1 \Atrdtep 715 Athestnaveactivh semedrhedifigd Ghatdgnds aed asauablé' %

e 555 oS PP B A T Bl o0
ProWEi‘ébl‘fbHH@hréNQOaﬂ%Te Pbayinienl isGdq é‘eéTBQ'tJ) %eﬁhgﬂé td) 2| tﬁl"i’@-

bil e tel ephone transaction system 100). At step 7
part},(bartkh therobi stepplddn thetranpadtionrservsesends amasgsdge do the

R e e A R T D

spegifiedBcoaftaeme thid %aﬁ?)ﬂﬁikt Oné!Bbmpleded, rtﬁ@&fa?fsaﬁms
to a third-party bank, "the user maé(spec:l y a bank

seryeyiranglg snoenfsmadion raﬂssﬁgﬁomhemﬁ!w phaneethed e transaction

a on on the nobile phone then sends this
wa g&&bﬁﬁ%#on to the transaction server. [0075] At step

715 h ' f
o7kl e 225 Bt badiBatie Boudtierdh B mafeind ke Prdy.
theR i Bafsditidn Sdipeestmls AREssBEB¥8§FestiNgahbEaMidte BaRk

are available, if paynent is requested to be nade to a
gerlehatecmaawr ¢hask, made aUbN @eersquesedtan@owmmmnbﬁ

reaffdtiEindivpHE! S5 HREEE J0nkR doffriledt e EnpRfion rver sanas

acérmrtdwoﬁnﬁéstsfag@doaﬁ@mnleaphdﬁeetﬁahtﬂeitraﬁéédnohaméfs Once
conmpl eted, the transaction server sends a confirnmation

complei®slge to the nobil e phone that the transaction was
conpl eted. [0076] At step 725, if the paynent is
[0077k itbentabaauishe asethscribed hergindepiotimenth @ théinvention

ol § i o 8ouhihs oh 7T 1B THRF & HRyb M TR B Forpp o

be iSSHESEAN &8 paymzaldadickier 4 earest sidinandial trdhshctishs.
Once conpleted, the transaction server sends a
Fur@mﬂhe

HanseetioR sysems ¥d metheds far rpmleetederr&ton@wtewces
cosGHBSI AR AT FeBE SBnah SN PR RBATIERRRR | o5 &
tranzabtidres Inea apimeethatrbomlw premml lidentify tHefamdyoenhot rely on

transacti on ser to be directl ayment
trang{grripg ampurys \‘R:(Y ro|t 9n%1stq=reH (o) %@quuﬁhg‘éé'ﬂ? ﬁg
Further, the transaction systens and net hods for

[007gb BV hike tha topeeniag iedireded de epmbastiments: of thegiresgita
invdiBh! Gt RRNBARe! SmBBAIEAR: $hé MBRYEE May be devised

without departing from the basic scope thereof, and the scope thereof is

determined by the claims that follow.
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transactions in a manner that both prevent identify
theft and does not rely on transferring anounts
wao ojobneimone stored val ue account to anot her. PODV83009/039329
While the foregoing is directed to enbodi ments of the
present invention, other and further enbodi nents of
WHAREIS GLAMMEIN ISy be devi sed without departing from
the basic scope thereof, and the scope thereof is

1. detfecompeaterdsnpldraenteal metHduNor Lsinganwmdbiig t&iSphbrd BER
|S: 1. A conputer-inplenented nmethod for using a
PaymsItidevice, ERMPHEINGS a paynent device, conpri sing:

 ecglalng _ . . .
rob VG bph SR peae) R0 B ANE THObR G one. a
requestrie arigagea imsi paynidrd trasisacton akimghbaenatsile tetepbeayesasd the

devi.ce:. pronpting a user of the nobile tel ephone to
ayé'}?éﬂid%\/w%’ paynment source for the paynment transaction;

t r remiptihg 2Ouddrof 8 HesWilettBldpRbhk 36 QPEHW A PRYRENt source

transacti on and the specified paynment source’to a
for thezpaymentdransactien;; recei ving a paynent code fromthe

N : di [ displ
o BTG B8 ites P drfiuROhe belert RaBeri 8o tre
spetiiied Ryt soatss to/d eafbactidiesdrogr; esent ation of the
paynent code is presented to a point-of-sale system of

a reeeiMiaga paymest gede figm thettransaglion sermeraaidct i on,

whegein L he pai Bt -of - i: igured to

{1 SaihgloRd dibo Ry s8ieh qiAfb TR BRI &0 |
repitasantatiohi af thapayimient cotld.ewhé@irs et fephesatitation ofthe

mhereiagthe transaction _ server is configured to

Paypst 6PHE ihRresepiRhio 2 Paind-afsalhsyemPfh@esgantt i ed

mr@} r t vy '_l' .
panﬁarrput e Stﬁﬁgagﬁeéﬂté %egt ﬁod o?er%'ﬂz;ﬂlr%pf"%f%frﬁ%rs ystem is
contigunedi teitremisnut anindicaticecefi the pgytrient cedaesid a ransadticat e
th nt transaction using th bi | e .t el ephone as
ameufil I EiARsaRtiAnceE Ve eagivasTriny g HARECHER SERET o
confi§@redlbigefor®l BB Ky PeriRInRbbtid 1 BsiRg ke 3pE6IHBH pagnidrid
to both 'an individual user of the nbbile tel ephone and

sougce for dhpagmenhdmoudt. t he nobil e tel ephone. 3. The
comput er-i npl enented net hod of claim2, wherein the

pa ree | : | : t
2. mgrﬁ%;ﬁci@[?%isﬁgﬂéﬁérﬁ&ﬁea?ﬁ&hg&%?Bl?aﬁmeﬁtfaﬁﬂérs&%ptflﬁﬁg, pg}?or
to receiving the request to initiate the payment transaction using the mobile
telephone as the payment device, establishing a bank account for the mobile
telephone, wherein the bank account is tied to both an individual user of the

mobile telephone and a telephone number of the mobile telephone.

3. The computer-implemented method of claim 2, wherein the payment

source is the bank account established for the mobile telephone.

4. The computer-implemented method of claim 3, wherein the transaction
server is further configured to:
upon determining sufficient funds are available in the bank account
established for the mobile telephone to cover the transaction amount:
transfer funds from the bank account established for the mobile

telephone to an account associated with the merchant, and
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4. The conputer-inpl enented nethod of claim3, wherein

the transaction server is further configured to: upon
waledensiini ng sufficient funds are avail abl e i nP€TESHANH39329

account established for the nobile tel ephone to cover

the transaction anount: transfer funds fromthe bank

account testsatit, its beth thermbbie taibphend ahe pipeint of aale
account assocj d ' t he nerchant, andtransmt, t(f’
oS SR IEAoNABRbtE BANRE A HiAS Og AR Gamplote
syshRBesdufenfirmation that the payment transaction
vvas conpl et'ed successfully. 5. The

gputer-l npl ement ed net hod of claim 1, wherein the

meseompviesimplenmendeg ayetbad of ethimal Slplh%rfbﬁdﬂ'@n t he

fépﬁeééﬁiaﬂén i Bt Bodkt ClopTleRl ST fisP iR S8 o,

mo&l@ﬂe@(}?rﬁnetddﬁnmésfwﬁbchﬁe reaelabipalicetieistRhASE by ehe
h of claim1l, wherein the representation of the

pPoiyBfraaig sygam Qﬁ@ﬁl@?@ﬂaﬂh the display screen of the

nobi | e tel ephone conprises an alphanunerlc string

6. Kevgg éc%?uttep‘ﬁnn‘g n%nt@&?ﬁétﬁo (;Fdf'ﬁ‘naf %hant 7.

The conputer-i enment ed mat er ein
reptesentmipmeoitthe payment ooge dm)@hbrm b dsphyrﬂcrsémobﬁeon

oS SR ablh i o BB BBl

Sa|é)§ygf§mtatttﬁ@mghéﬁp w t hout revealing an account
nber associated with the paynent account. 8. The

co uter-inplenented nmethod of claim7, wherein the

7. tr deeampuiesénplemanied methed of elaimglrvdierein thedeayment

soul etk ar e Abedan SR e MeblS RBRe st whersin

the ghesteakidceunti@dta;idemifldsad pagmehbagsoun® fds:’qﬁobdgémg fth@d
paynent account for the_ transaction anmpunt; and

paya”@r% ﬁr@nﬁaﬂ@n Wihoutevealigan ascoyn rpw%rrﬁssg@t%@m wntha*be

pay E hpved, transmit, to both the nobile tel ephone
e p0| nt of sale system a confirmation that the

payrrent transaction was conpl eted successfully. 9. A

8. corfhet@mmpdadabplemsnied gecthred iofi olairark, avheraip thefrargaation

serv\l\él?'iis? Punher configured to:

identify the payment account associated with the ghosted account data
received from the payment application on the mobile phone;

initiate a charge to the identified payment account for the transaction
amount; and

upon determining that the charge to the payment account has been
approved, transmit, to both the mobile telephone and the point of sale system,

a confirmation that the payment transaction was completed successfully.

9. A computer-readable storage medium containing a program, which,
when executed on a processor performs an operation for using a mobile
telephone as a payment device, the operation comprising:

receiving, by a payment application executing the mobile telephone, a
request to engage in a payment transaction using the mobile telephone as the

payment device;
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when executed on a processor perforns an operation for
using a nobile tel ephone as a paynent device, the
W@p®pasdlon conpri sing: receiving, by a paynentPCT/US2009/039329
application executing the nobile tel ephone, a request
to engage in a paynent transaction using the nobile
t elprpimphiagasusdreof plag mestiiledelephenpriospecihga paysemt sburce
he nnbilﬁfteleﬁhone to specify a paynment source for

for{r}?ep%‘ﬁ%t AN$&HSJction; transnitting the request to
| NitkdrahSitindhB GBSt tb iMhRYhe PayRitht tR@isabEs hh@the

p_ayment source to a transaptl on server; recelving a
spegifiedepaymerd souresmia d Fansactinicsewer;ser ver; and

di spl avi ispl f .th bi |
LB oo Eb e EBrERS P b BSo R hSee,
whefiglayih§ o artigaapsatdepnofahe trhebiRatelBHoreode i s
presented to a point-of-sale system of a merchant

repasentatiop:afithg Primend cpdgnuherein theswepresantatiprepbthe t he
payfikfteoBbas Brdbericd £ Rirf sl Sidet ot A"
participativig incthelpayhiamsamisaotiorns avlveaein tiedoolhesfesale ishetem is
transaction server is _configured to performthe .
congigyrachic transmihaR inpicatianef ihReaypRtcods Kl adansadiate
amél?rg(rtB he Prﬁﬁlﬁ@&fonaé@'vgf, -an&%c\%ﬂéﬁw {HY Wﬁrﬁs@fcﬁf)ﬁ AR G5

age medium of clam erel n the operation
configuteucto peofgrm thepaypnérdiransactaore usingghe specifigd getynent

inifiate the nment  transaction using the nobile
Soureq @ﬁﬁ]&%ga)ﬁ@egﬁ%mﬁé'?ﬁent devi ce, establishing a bank

account for the nobile tel ephone, wherein the bank

10. aC CH&¢orhpuier-PEadable @tdtags el SBAintsewhefeih it

nmobi | e tel ephone and a tel ephone nunber of the nobile
operaliarphither comprises, prinriatreeeivisgdherequesi ta dutiatedhem of

ol b SaclE b abe Pt TE B RE e Sob BBt @licers,
estaislizhitiged baskdabduntFoothagaobisl talspladne lvihareiblthewheikei n
the transaction server is further configured to: upon

accgupids tiedita @%ﬁf‘iiwiéi‘waf Uﬂ%rsOféP% meRile telarhiong angka bank
te'e?ﬁéﬂ%%"ﬁ’%tf%?’méﬂﬁg’ﬂ%?é'ewgngpb' | e tel ephone to cover

ransacti on nsfer funds fromthe bank
account established for the nobile tel ephone to an
11. ac ddwentoraputecireadableistdragé enedivimhafralainahd, wherein the

payment source is the bank account established for the mobile telephone.

12.  The computer-readable storage medium of claim 11, wherein the
transaction server is further configured to:
upon determining sufficient funds are available in the bank account
established for the mobile telephone to cover the transaction amount:
transfer funds from the bank account established for the mobile
telephone to an account associated with the merchant, and
transmit, to both the mobile telephone and the point of sale
system, a confirmation that the payment transaction was completed

successfully.
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transmt, to both the nobile tel ephone and the point
of sale system a confirmation that the paynent
wao e@p3&ati on was conpl et ed successful ly. 13. TheCT/US2009/039329
conmput er -r eadabl e storage nmedi um of claim9, wherein
the representation of the paynment code di SE| ayed on
13.t heThi epaytesteadablefsterage medivm ofetlaiphBnwhemimpihaes a

rep P TS Pl 98 IR byt 0PI dh o e

mobiletegshairitdmpidesca fddhthe WRIabldbaltede eRaRREALRIthEN

of the paynent code displayed on the display screen of
poiRptrf- ﬁ%ﬁy%teﬂbﬁbtbﬁdﬁ@"@b@ﬁbrl ses an al phanuneric string
keyed into the point-ofsale systemat the nerchant.

14.15. Th@@orﬁﬁﬂi&%@éﬂétﬂé‘%ﬂ%@e?ﬁé’cﬁiéﬂ@oﬁ@&'ihﬁ@" \% i B 9.

wher el n paynent source conpri ses o5t ed Aaccount
repsisenmilonmftthe pagiicne codé eldptansd MGTeedlaptalyescgéms bethe

mofji (RGN SO APRRHEIRRE S GRDHLING R ig -

Sa|@gy§gﬁpmhemﬁg,i@ﬁbnta3300| ated with the paynent account.
The conputer-readabl e storage medi um of claim 15,

mhereln the transaction server is further configured
15.t o: Thedegmnpeigrerdaily storaga deedium eisdaiol At whergin tha he

2y B FerRhediE R PR Bl OiRd o B organone.
whérbﬁh theegHostéacsramieata ReAOHES afpaiynidit actamstaok pﬂjbessmg
anount ; and upon determ ning that the charge to th

the payrent traeéwm WitRow sereaifor &y aBCOUNt ANEMAT, aasecmﬁdwwnh
the@%ﬁﬂgﬁph%@odrﬁl ephone and the point of sale system a

ifon that the paynent transaction was
conpl eted successfully. 17. A nobile tel ephone device,
16. confire caimputea readadds storaga miediumesfolaint 05t whereiry thee

t wh wh ted by th
warBRLSE SoRBhis KB CaRT GBI, on for uSing i he mobi | e
t eli @RI theSain BAYEBRIYUNd 8¥E SGatebiNAtIPIHRY GRoR8d account data

conprising: receiving a request to initfate a payment
receivesh §qo therpaynent appdicatidn be the mgitlerphane; t he payment

dev'J"{: Ste a charge to the identified payment account for the transaction
amount; and
upon determining that the charge to the payment account has been
approved, transmit, to both the mobile telephone and the point of sale system,

a confirmation that the payment transaction was completed successfully.

17. A mobile telephone device, comprising:
a processor; and
a memory containing a payment application, which when executed by
the processor performs an operation for using the mobile telephone as a
payment device, the operation comprising:
receiving a request to initiate a payment transaction using the
mobile telephone as the payment device;
prompting a user of the mobile telephone to specify a payment

source for the payment transaction;
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pronpting a user of the nobile tel ephone to specify a
paynent source for the paynent transaction;

WO e@pamiltt i ng the request to initiate the payneer/Us2009/039329
transaction and the specified paynent source to a
transaction server; receiving a paynent code fromthe
t r ansactiransnsiiingsthe raqde&tits;imitiaﬁmge paymerditspisagtion and
screen of ..t he nobi a represent ation of

¢ PaRE it haTRn Roh e B B e B oo o b

paynent reedrirgsa Pafment e@idé froth PRl thdngictislsenarshgdn of
a ner chant partl Cl patl ng n the ay ment transactl on,

wher ei n digRlagivgnen @fdlgﬂaré S§ the raefpite glephvneca

tr 28RBS B v MeRt obHE RAKERDInes ?ﬁ%?é“n‘*gﬁ%p of the
whgsaginmeritio deris psessntad te 8 Poit-of Salesystgh 6fch frierchant
perform the p t)Agent transaction using the specified

JRATHiEiPalng FheqraYRN SeaRsaRtoR HATEIn the, POREOhEAlR! o
t eI s‘%@@ﬂ% émﬁ@ggaft% Frhﬁér%t]a?r indRR&ki6h %fi p2AREARE %6’{1% and

further conpri to receliving e’ reques
i nid trahsadtiova payonmid the amsraacttlmnsmengartdwhemm thee

oo A bl B el
ac qpiny tHeSspdciiibd SayiRbm ﬁf‘ur& ﬂir‘{hglb% n%?%rrﬂ{]e e

nobi | € tel ephone and a telep one nunber o
t el ephone. 19. The nobile telephone devi ce of claim
18.18, Theheobile telapheng device sbalaie 175 wheéelbath& O@@C@tmrt further

corfig & B8RRI g BhiiEetg8 iGHERN Hevm e IratRACH G

usirigthéeamobbie talepiate §otHd migfrﬁdntt Vit Ftalstishing abask
sufficient funds are avai ble in the bank account

accegnbf@r thempbilg telepBongpyhereineiherrseagapusbisdied meboth an

: rJf
BB GES A GRS obEPOTE Sl A RN R B o
telephoneint associated with the nerchant, and transmt, to
both the nobile tel ephone and the poi nt of sale

19. o P Bleniine8fioe o ciasm s & Wherapihe Savaiass aoHee
is tHieMAmIeaboLtt @sfAblidhe WK IRE 'i‘néth% t@ﬁa?ih%%@nt ation of the

paynent code di splayed on the display screen of the
nmobi | e tel ephoneconprises a machi ne readabl e barcode

20. scdieemobie talephenendeviee ohelainyiS; aierein the transaction

server is further configured to:
upon determining sufficient funds are available in the bank account
established for the mobile telephone to cover the transaction amount:
transfer funds from the bank account established for the mobile
telephone to an account associated with the merchant, and
transmit, to both the mobile telephone and the point of sale
system, a confirmation that the payment transaction was completed

successfully.

21.  The mobile telephone device of claim 17, wherein the representation of

the payment code displayed on the display screen of the mobile telephone
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at the merchant. 22. The nobile tel ephone device of

claim 17, wherein the representation of the paynent
wa@owe/1di1spl ayed on the display screen of the npOI/82009/039329

t el ephone conprises an al phanuneric string keyed into

the point-of-sale systemat the nerchant. 23. The
compiis$ésea nechinereadabld barcofle scanned By tivh poiitiofisake system

a nenh source conprises ghosted account stored on the
attﬁg{gpq;rg f8}- ephone, wherein the ghosted account data

identifies a paynent account for processing the

22.paWI$é1Fndbﬁléﬂ§I@thﬁ@ déi/kBQﬂfclafh@uVﬁﬁ'Wﬁ&eiﬂ‘th@%gkégentation of
nunber associated with the Eaayrrent account. 24. The

therrspymant cerle shimiayeseon dee dpayzaaiears of tieeebiie telephone
corh ARG BRRaRERETE and KTy Y RO B shG iRt e

meechadtint data recei ved fromthe paynent application on
the nobil e phone; initiate a charge to the identified
paypent account for the trapsactio anpunt ; and upon

23.det EhMADg teleRboR® deKing A &lalm theViRIGindhe RRYBRRIN SRS
corg.ﬁ.ggbtsﬁ@wé@ gccsdrﬂ@fawee,oﬁ Petbhild {rgfemei, %ﬂe@%mnhene

pol nt of sale system a confirmation that the
ghgsigdreocount alata deinbifiesva payorgrit eicedustfor pexfesking. the
payment transaction without revealing an account number associated with the

payment account.

24.  The mobile telephone device of claim 23, wherein the transaction
server is further configured to:

identify the payment account associated with the ghosted account data
received from the payment application on the mobile phone;

initiate a charge to the identified payment account for the transaction
amount; and

upon determining that the charge to the payment account has been
approved, transmit, to both the mobile telephone and the point of sale system,

a confirmation that the payment transaction was completed successfully.

32



